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Fiysay

|

BEE  debuglogging CLIs (X, Y AT LAEHENL DOV R— M E2Z T RNLAMCTIHLERHY F
7, debug logging CLI [Z, VU Y — A% KEIZHE LE T,

MEZR U C, RO debug CLI 2 L £ 97,
« logg filter active facility sx level debug
* logg filter active facility user-data level debug
« logg filter active facility sessmgr level debug
« logg filter active facility uplane level debug
« logg filter active facility egtpc level debug
« logg filter active facility gtpu level debug
« logg filter active facility egtpu level debug
* logg filter active facility gtpumgr level debug
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* logg filter active facility sxdemux level debug

* logg filter active facility user-I13tunnel level debug
« logg filter active facility aaamgr level debug

« logg filter active facility vpp level debug

« logg filter active facility dpath level debug

« logg active pdu-verbosity 5

* logg sydlog ip_address facility facilities event-verbosity { min | concise | full }

HIRTGSANLRNILDAyvE—D
YT RATTANRL~ULD A vE—ZiE monsubcalid CLI =<2 REHEHALE9,

1)y —ZAMEH

show task resourcesfacility sessmgr all CLI =~ > K& f#f L C, PROCLET ® CPU ° A€V %
cNF v LET,

H—EXDRXT—4 X (Service Status)

show serviceall CLI 2~ > R&EHA LT, y—ERRELZHERALET,

Sx E7IKEE
show sx peersCLI =~ > R&EH LT, Sx BT IREAZ B L ET,

Z O CLIOHIE, Sx B 7 O HEMERAERK, W7 > 3 = BlAaIFE, W7 > o = 48 T IFH]
ZFRRLET,

[local]laas-si-setup# show sx peers wide
ID Restart

Frrrrrr Recovery | Current Max
Peer Config Auto-Config Config Push Config Push
VVVVVVV VvV Group Name Node ID Peer ID Timestamp v Sessions Session
State Failures Success Start Time End Time

CAAXDXN 9 CPGROUP11 20.20.20.81 33554433 2025-05-14:05:36:46 0 0 0
NONE 0 0 NA NA

CAAXDXN 22 CPGROUP21 20.20.20.101 50331649 2025-05-14:05:36:45 0 0 0
NONE 0 0 NA NA

Total Peers: 2
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gmsoran i

E=x8 5O Ra)L

monitor protocol =~ > K& 2F%%, PFCP IZx LT A7 349 %, GTP-UIZxf LT
FTa 26 AN LET,

RAT %2 4 TR—ZX Difat

RAT # A 7' _X—2D#FHERRIC L W . = —HF —[X UPF ® RAT ¥ 1 S Ko THlfS =T —
Hiat R R TEET,

UPF @ RAT # A 7' R—=ZADT —Z#FHTlL, lBIONT YRR S ET, Zhbonry
I, By vary ==V A VARF A LUV TERRENE T, ViR,
[Subscriber-Parameters] CT5f5 L72 RAT Type IE (2SN T, 23—k vy b7 v FREZH 7 R
JITANCEHD Y THENET, EXZELRVWERIL. TOV T 27 74N 'RB7e) RAT
BATNREYRE D BTEHENET, By a iz, UPFRY T AT T4 308 L RAT #
AT EZETHE, TS C T YREREINET,

| o

BE T4 HEETF oy IR A EEESNT, By a U BANUACSR FickbihvEd, Uh
N % (a—/)VEEFEE) |2, [Current-Subscriber] $tat DA DNHEHE INLE T,

show a7 > K&EHA

show user-plane-service statisticsrat { 5g-nr | all | eutran | unknown |wlan} CLI =~ > X, UPF
T/ — RL~ULdD RAT ¥t Fr L £,

bR
«5g-Nr : SGNR BT 227 FA NOF—2dwE£rLET,
cal : TRTCORAT A T DOV T A7 TANROT — st Rr LET,
ceutran : EUTRAN 7' 27 S A4 NOTF —Z it a KRR LET,
s unknown : REA72 RAT X A 7DV T AT T4 RNOT — it Fzr LET,
ewlan : WLAN 7 227 T A4 DT — it Rn L ET,

et
WOEIL, 74—V FOFHEPEZRL TWET,

3= 1: show user-plane-service statistics rat all

Z4—ILE A
BEDYTRI 4N
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TJ4—ILK s EA

5G NR BIED SGNR 7 A7 T A NOfEAEEELET,

EUTRAN BIFED EUTRAN 7 X7 T A4 NOBBERRE L £,

WLAN BIED WLAN %7 27 T A4 RO AEFRE L E£7,

NG| R RAT X A TOBAEDY T A7 T A4 RO EFRE L
e

T— 3 #REt

5G NR S5SGNR YT A7 TANROTFT—2ifitEHEELET,

ToTY T w7V FHO SGNR YT AT T A NNOT —HiiEHE

fRELET,

N7 b ORI

S5GNRY T A7 FANRDT v 7Y 78y ORI IR E
l/\ij"o

BRI

SGNRYT AT FZARDT v 7V 731 NOMEEZIRT L
*7,

Ka v 7 &l "y SOk

SGNRYTRZ FANRTRry TENET v TV I3y
RO EIRELET,

BRI A

SGNRY T A7 FANRTRuyFEINET v 7Y 734 k
O EEELET,

AN

AU IO S5GNR BT AT T A RNOT — A #EH%E
FBELET,

AUANGE

S5GNRY T R7 S ARDE T Y I3y NORBETEE
L\ij—o

BRI M

SGNRYTRT ZGA RO T ) 734 NOREETRE L
S

Fa v P& 7y Ok

SGNRY T 227 TANT ROy T SNF T Y o3y
hoREEEE LT,

PR MK

SGNRYTAZ FTANT Ry TINSF T2 Y w73 b
ORBEIRELET,

EUTRAN EUTRAN %7 27 5 A NOF —ZEHE2EE LTI,
Ty T 7 w7V 7 F180 EUTRAN %7 2 27 5 A RDF — 2 #af

ERRELET,

Ny b DR

EUTRAN V"7 R 7 G A RXDT TV I8y NORE %
BELET,

BRI

EUTRAN "7 27 S A RDT w7V 7834 O &R
E’L\ij—o

B UPFIEERSER



| UPFREEXGIER

RAT % A T R— 2 Dt .

J4—ILF

B

oy 7SNz v O

EUTRAN #7227 A NT By FENZT v TV > 73
Ty N ORBERELET,

BB M

EUTRAN V7 27 A RXTRuay7E&3N=T7T v 7 7R
A4 FOREERELET,

yuY

2 v 5l EUTRAN 7 2 7 5 A ROF — X #aE
FHEELET,

Ny b ORREK

EUTRAN 7 27 S A RXDE T ) 737y D%
RELET,

BRI M

EUTRAN 7 A7 T A RXOE T ) 7 31 s ORRE %1
i’]\/ij—o

K v 7S "7 » ok

EUTRAN 7 A7 T A NRXOE T ) 730 v s ORE %
FBELET,

GRBEIEL MK

EUTRAN 7 A7 A RXTRuay 7 E3nizFo ) o7
A FO¥EERE LET,

WLAN WLAN %7 27 5 A4 RXOF — 2 E2IBELFT,
TV TV HHD WLAN T A7 T A4 DT — X iRet &

fRELET,

Xy oK

WLANY T AT FARXDT vV 737y NOREBERTE
LET,

ERk

WLANY T AT A RXDT v 7Y 731 OB AEIRTEL
F9,

Ro vy 7 &Ny ok

WLANY T X7 FANT Ry TENZT v TV 780y
R OfREREARE L £,

ERBEIE A

WLAN #7227 F 4 ST Ra v FESRIT v 7Y 2734 |
DREERE LT,

AN

Hp ) 7 JFEO WLAN 7 A7 5 A DT — X et %
BELET,

SAr oy b OREK

WLANY T 27 S A RDE T ) 737 N ORBAERTE
LiTo

EF A K

WLANY T 27 S A RDE T ) 730 NOREERREL
iﬁ‘o

Re v 7 &N Ab Y kR

WLANY T 27 S A RDE T ) 737 N OREBAERTE
Lij‘o

EFIBERE/ S A MK

WLANY T AT FANRT Ry Il v 730
N ORI ERELET,
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J4—ILFK SBA

ASHA RHERRAT XA T DOV T AT T AN DF — 2 E2EE L
*9,

T T T o7 HEORELR RAT XA TV T AT 5430

T—d et EELE T,

Kby ORI

KRR RAT X A T OV T AT ZANRNDT v TV IRy
OB EEELET,

BFAA M

RARRAT ZA TDYVT AT FGA DT T Y 734 |
O EEELET,

Ray7ENni 7 v ok

KRR RAT XA TOV T AT T A RXTRay 7ENET v
TRy OB ERRELET,

ERBEIE A MK

REARRAT XA TOV T AT T A RXTRay 7ENET v
TV IR, FOREBERELET,

AN

2 7 FIEOARRR RAT 2 A OV T 27 5430
74 fEtEEE L ET

VA BNDL "

RHAZRRAT XA TDOVT AT FTANRXDL T Y TR0y
OB EREELET,

BRI MK

RHZRRAT XA TDOYT AT TARXOL T LY T34 K
DI EEE L E T,

Ne v 7 &N by kR

REWRRAT XA T OV T AT T4 TRy 7En=4y
VIR NORBEIRELET,

EFBER A M

R RAT XA TV T AT Z A4 NRXTRay 7EN=ZY
VIS NOMEERRELET,

NILY SREHER

RAT ¥ A S _R—=ADT — X atA X b ZB 572012,

Ax—=IZEENTVET,

D3V 7 573 User Plane Service

3% 2: show bulkstats variables user-plane-service

EHE T—4H F— hoviasaq7
vpnname LTS 1 G
vpnid Int32 1 5
servname LTS 1 G
servid Int32 1 e
curr-pdn-rat-eutran Int64 0 P
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RAT % 1 TR—X Dzt .

EH4% T—4H *— o BBAT
curr-pdn-rat-5g-nr Int64 0 =
curr-pdn-rat-wlan Int64 0 =
curr-pdn-rat-unknown Int64 0 F—
uplink-total-pkts-pdn-rat-eutran Int64 0 VIRV S
uplink-total-bytes-pdn-rat-eutran Int64 0 TR —
uplink-total-pkts-dropped-pdn-rat-eutran Int64 0 N H—
uplink-total-bytes-dropped-pdn-rat-eutran Int64 0 TR —
downlink-total-pkts-pdn-rat-eutran Int64 0 N H—
downlink-total-bytes-pdn-rat-eutran Int64 0 T —
downlink-total-pkts-dropped-pdn-rat-eutran Int64 0 TR —
downlink-total-bytes-dropped-pdn-rat-eutran Int64 0 TR —
uplink-total-pkts-pdn-rat-5g-nr Int64 0 s —
uplink-total-bytes-pdn-rat-5g-nr Int64 0 T —
uplink-total-pkts-dropped-pdn-rat-5g-nr Int64 0 TR —
uplink-total-bytes-dropped-pdn-rat-5g-nr Int64 0 T —
downlink-total-pkts-pdn-rat-5g-nr Int64 0 TR —
downlink-total-bytes-pdn-rat-5g-nr Int64 0 TR —
downlink-total-pkts-dropped-pdn-rat-5g-nr Int64 0 TR —
uplink-total-bytes-dropped-pdn-rat-5g-nr Int64 0 T —
uplink-total-pkts-pdn-rat-wlan Int64 0 VIRV
uplink-total-bytes-pdn-rat-wlan Int64 0 TR —
uplink-total-pkts-dropped-pdn-rat-wlan Int64 0 N H—
uplink-total-bytes-dropped-pdn-rat-wlan Int64 0 TR —
downlink-total-pkts-pdn-rat-wlan Int64 0 N H—
downlink-total-bytes-pdn-rat-wlan Int64 0 TR —
downlink-total-pkts-dropped-pdn-rat-wlan Int64 0 TR —

upriEExsiER I



B s xs511L~ 1o

UPF EE XIS ER |

B T—4H *— oIBR8 AT
downlink-total-bytes-dropped-pdn-rat-wlan Int64 0 TR —
uplink-total-pkts-pdn-rat-unknown Int64 0 T H—
uplink-total-bytes-pdn-rat-unknown Int64 0 T H—
uplink-total-pkts-dropped-pdn-rat-unknown Int64 0 TR —
uplink-total-bytes-dropped-pdn-rat-unknown Int64 0 T —
downlink-total-pkts-pdn-rat-unknown Int64 0 VRV
downlink-total-bytes-pdn-rat-unknown Int64 0 TR —
downlink-total-pkts-dropped-pdn-rat-unknown Int64 0 TR —
downlink-total-bytes-dropped-pdn-rat-unknown Int64 0 T —

Y ITX9S54/,8LAR)LO) CL

BN C T, ROV T AT T AL~ CLI ZfEH L%,

» show subscriber s user-plane-only full all

« show subscribers user-plane-only full msid msid_value

» show subscribersuser-plane-only { seid seid_value | callid callid_value} pdr all

« show subscribersuser-plane-only { seid seid_value | callid callid_value} far all

» show subscribersuser-plane-only { seid seid_value | callid callid_value} ger all

« show subscribers user-plane-only { seid seid_value | callid callid_value} urr all

» show subscribersuser-plane-only { seid seid_value | callid callid_value} bar all

« show subscribersuser-plane-only { seid seid_value | callid callid_value} pdr full all

« show subscribers user-plane-only { seid seid_value | callid callid_value} urr full all

« show subscribers user-plane-only { seid seid_value | callid callid_value} far full all

« show subscribers user-plane-only { seid seid_value | callid callid_value} ger full all

« show subscribers user-plane-only { seid seid_value | callid callid_value} bar full all

« show subscribers user-plane-only { seid seid_value| callid callid_value} pdr id id_value

« show subscribersuser-plane-only { seid seid_value | callid callid_value} flowsfull

« show subscribers user-plane-only { seid seid_value | callid callid_value} bli full all
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show subscribers user-plane-only full msid msid_value .

show subscribers user-plane-only full msid msid_value

show subscriber s user-plane-only full msid msid_value =~ > Fi%, EEFGEOTF—% a1
varBEO—YP—ERE A L RAZ ALYV EE Y g VLNV TERLET,

wIZ, Zoavwry FOEHHZRLET,

show subscribers user-plane-only full msid 404005123456789

Local SEID [0x0004000000000000] 1125899906842624

Remote SEID [0x0004000000000007] 1125899906842631
State Connected

Connect Time Thu Sep 15 20:40:09 2022

Idle time 00h11m25s

Access Type: uplane-ipvé
user-plane-service-name: UP21
active-service-scheme-name:
Callid: 00004e21

Rulebase: cisco

Interface Type: Sxb

eMPS Session: No

eMPS Session Priority: O
Card/Cpu: 1/0

IP address: 11.11.12.0

Next Hop Ip Address:

Network Type: IP

Sessmgr Instance: 1

Source context: EPC2-UP Destination context: ISP1-UP
PDN-Instance: starent.com

User-plane-Sx-addr: 20.20.20.106

Control-plane-Sx-addr: 20.20.20.101

Number of associated PDRs : 0

Number of associated ADC PDRs : O

Number of associated FARs : 0

Number of associated QERs : 1

Number of associated BARs : 0

Number of associated URRs : 0

Uplink APN AMBR (bps) 200000 Downlink APN AMBR (bps) 200000
active input acl: IPV4ACL active output acl: IPV4ACL

active input ipvé6 acl: n/a
Bandwidth Policy: bw_policyl
FW-and-NAT Policy: n/a

active output ipv6 acl: n/a

FW-and-NAT Policy ID:
Firewall Policy IPvé:
Firewall Policy IPv6:
NAT Policy NAT44: n/a
NAT Policy NAT64: n/a
Converged Session: No
Visited Call: No

n/a
n/a
n/a

Subscriber Parameters:

IMSI: 404005123456789
IMEI: 112233445566778
MSISDN: 9890098900
Charging Characterist
Rat Type: 6

MCC MNC: 123765

SGSN Address: 20.20.2
ULI: TAI=12546312ab00
Congestion Level: O
GGSN Address: 20.20.2
User-Name: 9890098900
Session-ID: 141414650
input pkts: 0O

input bytes: 0

input bytes dropped:

ics: 0x3412

0.61

0.101
@starent.com
0000008

0

Converged Peer Callid:

output pkts:

n/a

0

output bytes: 0
output bytes dropped:

upriEExsiER I
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. show subscribers user-plane-only full msid msid_value

input pkts dropped: 0 output pkts dropped: 0

CF Buffered Uplink Packets: 0 CF Buffered Downlink Packets: 0

CF Buffered Uplink Bytes: 0 CF Buffered Downlink Bytes: 0

Uplink Packets in Buffer: 0 Downlink Packets in Buffer: 0

Buff Over-limit Uplink Pkts: 0 Buff Over-limit Downlink Pkts: 0

DDN buffered pkts : 0 DDN buffered bytes : 0

DDN buffer overflow drop pkts : 0 DDN buffer overflow drop bytes : 0

pk rate from user (bps): 0O pk rate to user(bps): 0

ave rate from user (bps): O ave rate to user(bps): 0

sust rate from user (bps): 0 sust rate to user(bps): O

pk rate from user (pps): O pk rate to user(pps): O

ave rate from user (pps): O ave rate to user(pps): 0

sust rate from user (pps): O sust rate to user(pps): O

ipv4 bad hdr: 0 ipv4 ttl exceeded: 0
ipv4 fragments sent: 0O ipv4 could not fragment: 0O

ipv4 bad length trim: 0

input pkts dropped (0 mbr): 0 output pkts dropped (0 mbr): 0

ipv4 input acl drop: O ipv4 output acl drop: 0

ipv6 input acl drop: O ipv6 output acl drop: 0

ip source violations: 0 ipv4 output no-flow drop: 0

ipvé bad hdr: 0 ipvé bad length trim: 0

ipv4 icmp packets dropped: 0

APN AMBR Uplink Pkts Drop: O APN AMBR Downlink Pkts Drop: O

APN AMBR Uplink Bytes Drop: 0 APN AMBR Downlink Bytes Drop: 0

APN AMBR Uplink Pkts IP pref lowered: 0 APN AMBR Downlink Pkts IP pref lowered:

0

APN AMBR Uplink Bytes IP pref lowered: 0 APN AMBR Downlink Bytes IP pref
lowered: 0

ITC Uplink Pkts Drop: 0 ITC Downlink Pkts Drop: O

ITC Uplink Bytes Drop: 0 ITC Downlink Bytes Drop: 0

ITC Uplink Pkts IP pref lowered: 0 ITC Downlink Pkts IP pref lowered: 0

ITC Uplink Bytes IP pref lowered: O ITC Downlink Bytes IP pref lowered:
0

ITC Terminated Flows:: 0 ITC Redirected Flows: 0

Flow Action Terminated Flows: 0 Flow Action Redirected Flows: 0

ToS marked Uplink Pkts: 0 ToS marked Downlink Pkts: 0

CC Dropped Uplink Pkts: 0 CC Dropped Downlink Pkts: 0

CC Dropped Uplink bytes: 0 CC Dropped Downlink Bytes: 0

Uplink Inflight Pkts: O Downlink Inflight Pkts: 0

QFI Mismatch Uplink Pkts Drop: 0 QFI Mismatch Downlink Pkts Drop: 0

Total QoS-Group(s) Active: 0
DNS-to-EDNS Uplink Pkts: 0 DNS-to-EDNS Uplink Bytes: 0
EDNS Response Received: 0

Flow information:
Current Active Flows:

TCP: 0
UDP: 0
Total Flows:
TCP: 0
UDP: 0
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FP:

show subscribers user-plane-only full msid msid_value .

Static & Predef Rule Match stats:

Rule Name

FP-Down (Pkts/Bytes)

Dynamic Rule Match stats:

PDR Id

Match-Bypassed

Rule Name

Post-Processing Rule Match stats:

Rule Name

FP-Down (Pkts/Bytes)

Firewall-NAT Access Rule Match stats:

Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits Match-Bypassed
FP-Up (Pkts/Bytes)
Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits
FP-Down (Pkts/Bytes) FP-Up (Pkts/Bytes)
Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits Match-Bypassed
FP-Up (Pkts/Bytes)
Pkts-Up Bytes-Up Dr-Pkts-Dn Dr-Byts-Dn

Firewall-Ruledef Name Pkts-Down Bytes-Down

Dr-Pkts-Up Dr-Byts-Up

QoS-Group Statistics:

QGR Name

FP-Down (Pkts/Bytes)

CIoT APN Rate Control:
Allowed UL Limit:

Hits
Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits Match-Bypassed
FP-Up (Pkts/Bytes)
0 Allowed DL limit: 0
0 Remaining DL limit: O

Remaining UL Limit:

Allowed Time unit:

Local SEID
Remote SEID

State

Connect Time :

Idle time

Access Type:
user-plane-service-name:

unrestricted Status Validity Time: N/A
: [0x0004000000000002] 1125899906842626
: [0x0004000000000009] 1125899906842633
: Connected

Thu Sep 15 20:51:03 2022

: 00hOOm31ls

uplane-ipv4

Network Type: IP

UP21

active-service-scheme-name:
00004e23

Callid:
Rulebas

Interface Type:
eMPS Session:

e:

cisco
Sxb
No

eMPS Session Priority: O
Card/Cpu:

IP address:

1/0

Next Hop Ip Address:

Source context:
PDN-Instance:

User-plane-Sx-addr:

Control-plane-Sx—-addr:

Number
Number
Number
Number
Number
Number

of
of
of
of
of
of

associated
associated
associated
associated
associated
associated

11.11.12.

EPC2-
starent.com
20.20.20.106

Sessmgr Instance: 1
1

UP Destination context: ISP1-UP

20.20.20.101

PDRs : O
ADC PDRs : O
FARs : O
QERs : 1
BARs : O
URRs : O
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. show subscribers user-plane-only full msid msid_value

Uplink APN AMBR (bps) : 200000 Downlink APN AMBR (bps) : 200000
active input acl: IPV4ACL active output acl: IPV4ACL
active input ipvé6 acl: n/a active output ipv6 acl: n/a

Bandwidth Policy: bw_policyl
FW-and-NAT Policy: n/a
FW-and-NAT Policy ID: n/a
Firewall Policy IPv4: n/a
Firewall Policy IPv6: n/a

NAT Policy NAT44: n/a

NAT Policy NAT64: n/a

Converged Session: No Converged Peer Callid: n/a
Visited Call: No

Subscriber Parameters:

IMSI: 404005123456789

IMEI: 112233445566778

MSISDN: 9890098900

Charging Characteristics: 0x3412
Rat Type: 6

MCC MNC: 123765

SGSN Address: 20.20.20.61

ULI: TAI=12546312ab00
Congestion Level: O

GGSN Address: 20.20.20.101
User-Name: 9890098900@starent.com
Session-ID: 141414650000000A

input pkts: 0 output pkts: 0

input bytes: 0 output bytes: 0

input bytes dropped: 0 output bytes dropped: 0

input pkts dropped: 0 output pkts dropped: 0

CF Buffered Uplink Packets: 0 CF Buffered Downlink Packets: 0
CF Buffered Uplink Bytes: 0 CF Buffered Downlink Bytes: 0
Uplink Packets in Buffer: 0 Downlink Packets in Buffer: 0
Buff Over-limit Uplink Pkts: 0 Buff Over-limit Downlink Pkts: 0
DDN buffered pkts : 0 DDN buffered bytes : 0

DDN buffer overflow drop pkts : 0 DDN buffer overflow drop bytes : 0
pk rate from user (bps): 0O pk rate to user(bps): 0

ave rate from user (bps): O ave rate to user(bps): 0

sust rate from user (bps): 0 sust rate to user(bps): O

pk rate from user (pps): O pk rate to user(pps): O

ave rate from user (pps): O ave rate to user(pps): 0

sust rate from user (pps): O sust rate to user(pps): O

ipv4 bad hdr: 0 ipv4 ttl exceeded: 0

ipv4 fragments sent: 0O ipv4 could not fragment: O

ipv4 bad length trim: 0

input pkts dropped (0 mbr): 0 output pkts dropped (0 mbr): 0
ipv4 input acl drop: O ipv4 output acl drop: 0

ipv6 input acl drop: O ipv6 output acl drop: 0

ip source violations: 0 ipv4 output no-flow drop: 0

ipvé bad hdr: 0 ipvé bad length trim: 0

ipv4 icmp packets dropped: 0

APN AMBR Uplink Pkts Drop: O APN AMBR Downlink Pkts Drop: O
APN AMBR Uplink Bytes Drop: 0 APN AMBR Downlink Bytes Drop: 0
APN AMBR Uplink Pkts IP pref lowered: 0 APN AMBR Downlink Pkts IP pref lowered:
0

APN AMBR Uplink Bytes IP pref lowered: 0 APN AMBR Downlink Bytes IP pref

lowered: O
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ITC
ITC
ITC
ITC

ITC

Uplink Pkts Drop: O

Uplink Bytes Drop: 0

Uplink Pkts IP pref lowered: 0
Uplink Bytes IP pref lowered:

Terminated Flows:: 0

Flow Action Terminated Flows: 0

ToS

marked Uplink Pkts: 0

CC Dropped Uplink Pkts: 0
CC Dropped Uplink bytes: 0

Uplink Inflight Pkts: O

QFI

Mismatch Uplink Pkts Drop: O

Total QoS-Group(s) Active: 0

DNS-

to-EDNS Uplink Pkts: O

EDNS Response Received: 0

Flow information:
Current Active Flows:

TCP: 0

UDP: 0
Total Flows:

TCP: 0

UDP: 0

FP: O

Static & Predef Rule Match stats:

Rule Name
FP-Down (Pkts/Bytes)

0

Pkts-Down Bytes-Down Pkts-Up
FP-Up (Pkts/Bytes)

show subscribers user-plane-only full msid msid_value .

ITC Downlink Pkts Drop: O

ITC Downlink Bytes Drop: 0

ITC Downlink Pkts IP pref lowered: 0
ITC Downlink Bytes IP pref lowered:

ITC Redirected Flows: 0
Flow Action Redirected Flows: 0

ToS marked Downlink Pkts: 0
CC Dropped Downlink Pkts: 0
CC Dropped Downlink Bytes: 0

Downlink Inflight Pkts: 0

QFI Mismatch Downlink Pkts Drop: 0

DNS-to-EDNS Uplink Bytes: 0

Bytes-Up Hits Match-Bypassed

Dynamic Rule Match stats:

PDR Id

Rule Name

Match-Bypassed FP-Down (Pkts/Bytes)

Post-Processing Rule Match stats:

Rule Name
FP-Down (Pkts/Bytes)

Pkts-Down

Pkts-Down Bytes-Down Pkts-Up
FP-Up (Pkts/Bytes)

Bytes-Down Pkts-Up
FP-Up (Pkts/Bytes)

Bytes-Up Hits

Bytes-Up Hits

Firewall-NAT Access Rule Match stats:

Firewall-Ruledef Name Pkts-Down Bytes-Down

Dr-Pkts-Up Dr-Byts-Up Hits

QoS-Group Statistics:

QGR Name
FP-Down (Pkts/Bytes)

Pkts-Down Bytes-Down Pkts-Up
FP-Up (Pkts/Bytes)

Pkts-Up Bytes-Up Dr-Pkts-Dn Dr-Byts-Dn

Bytes-Up Hits Match-Bypassed

CIoT APN Rate Control:
Allowed UL Limit: 0
Remaining UL Limit: O
Allowed Time unit: unrestricted

Allowed DL limit: 0
Remaining DL limit: O
Status Validity Time: N/A

upriEExsiER I
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. show subscribers user-plane-only callid callid-value rule-match-info { [full] all | rulename rulename}

Total subscribers matching specified criteria: 1

show subscribers user-plane-only callid callid-value rule-match-info { [full]
all | rulename rulename}

® 3 REEDERE

tre

N

1)) — X 1EHR aAA

T 2 —IZBEfTH T B
72 URR 4T3 5

H—pa~<y R&HLT— |2025.01.0

DV Y —A2TiL, UPOHA
oy RPREAIN, RO K
VIRV T AT Z AT L DFE

MO TR 2o BB 3 FE it S
ijﬂo

o« —H L7 L— L L BE T
DT v a v

o BT 54172 URR-ID

Z OYLEMREIC L W . TR
7 TANT L OFEH A
H U TR 272912, UP
F 721X UP & CP &R THEED
avy Raeid 5 %807
< ET,
BAESnt=-a<7 > K : show
subscriber s user-plane-only
callid callid rule-match-info {
[full] @l | rulenamerulename},

TIAILKERE : 774/ b
TH,

show subscriber s user-plane-only callid callid rule-match-info { [full] all | rulenamerulename} =~
> Rk, —%3 50—/, BE#§ 2 charging-action 33 L O Bi# 9% URR-ID 23R L7,
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show subscribers user-plane-only callid callid-value rule-match-info { [full] all | rulename rulename} .

G¥)

s oAy R BEE BT S L— L FRIERV VB I OY A T Iy 7 e—L

ERRLET, BUHE, 7747 U+ —/b ZOMOD ruledef 1TFRTENEHE A,

* URR-ID (ZXH T 2 1H#D LEVWME, 8LV +—% 1%, show subscribersuser-plane-only
calidurr urr-ID =~ > FZEH LT, BB ET,

o a7 RIZERSIILTUV S URR-ID i&, BIFE show subscribers user-plane-only callid callid
urr full @l OHETZIFERENTHEWGERH Y £9, 7272 L. URR-ID [THEMAMIZA

HENET,

srulename 7 A VEZ EFH L CZDa~y REFETT5H L, CPUDAMMNKEL R2D5E

NHY ET,

s UV, Ny bh UL ERkbiILA L. rule-match FEEHIEIE U EHEAD. URREE

MEEIE L E 9,

KIZ, show subscribers user-plane-only callid 00004e22 rule-match-info full all =< > K

DB~ L ET,

[locallhost name# show subscribers user-plane-only callid 00004e22 rule-match-info full

all
STATIC & PREDEF RULE MATCH INFORMATION:

RULEDEF NAME: catchall

Charging-Action name: catchall
Pkts-Down

FP-Down (Pkts/Bytes)

Bytes-Down Pkts-Up
FP-Up (Pkts/Bytes)

Bytes-Up

Hits

Match-Bypassed

RULEDEF NAME: httpAnyMatch
Charging-Action name: catchall

Pkts-Down
FP-Down (Pkts/Bytes)

Bytes-Down Pkts-Up
FP-Up (Pkts/Bytes)

Bytes-Up

Hits

Match-Bypassed

URR-id: 0x80000131

URR-id: 0x80000137
DYNAMIC RULE MATCH INFORMATION:

RULEDEF NAME: dynamic5

PDR Id
FP-Down (Pkts/Bytes)

Pkts-Down Bytes-Down Pkts-Up
FP-Up (Pkts/Bytes)

Bytes-Up

Hits Match-Bypassed

upriEExsiER I



UPF EE XIS ER |
B verat

0x0003 0 0 5 285 6 0
0/0 0/0
0x0004 3 756 0 0 4 0
0/0 0/0
Outer header removal: GTP-U/UDP/IPv4
Application ID: N/A
Associated FARID: 0x0003
Destination Interface: Core
Apply Action: FORWARD
Outer Header Creation:
Remote TEID: 0x0
Transport Level Marking: N/A
Transport Level Marking Options:
Copy Inner: No
Copy Outer: No
Inner Packet Marking: N/A

Outer header removal:

Application ID: N/A
Associated FARID: 0x0004
Destination Interface: Access
Apply Action: FORWARD
Outer Header Creation: GTP-U/UDP/IPv4
Remote TEID: 0x60010£20
Transport Level Marking: N/A
Transport Level Marking Options:
Copy Inner: No
Copy Outer: No
Inner Packet Marking: N/A

URR-id: 0x00000007

Total subscribers matching specified criteria: 1

VPP {5t
7=, VPPICA T B — RENTNE W 5 I20E, RO CLI =2~ 2 RO T fastpath
Mt & fERs L £
» show user-plane-service statistics all
« show user-plane-service statistics analyzer nameip [ verbose]
» show user-plane-service statistics analyzer nameipv6 [ verbose ]
« show user-plane-service statistics analyzer nametcp [ verbose]
« show user-plane-service statistics analyzer name udp [ verbose]
« show user-plane-service statistics analyzer name http [ verbose]
» show user-plane-service statistics analyzer namertp [ verbose]

« show user-plane-service statistics analyzer name ftp [ verbose]

show user-plane-service statistics analyzer name ftp verbose

B vPFEE R IER
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show subscribers user-plane-only callid callid_value drop-statistics .

Wednesday July 02 17:47:13 IST 2025
FTP Session Stats:

Current Control Sessions: 0 Current Data Sessions: 0
Total Control Sessions: 0 Total Data Sessions: 1
Uplink Control Bytes: 0 Downlink Control Bytes: 0
Uplink Control Pkts: 0 Downlink Control Pkts: 0
Uplink Data Bytes: 219 Downlink Data Bytes: 3249
Uplink Data Pkts: 6 Downlink Data Pkts: 9
Uplink Error Bytes: 0 Downlink Error Bytes: 0
Uplink Error Pkts: 0 Downlink Error Pkts: 0
Request Succeed: 0 Request Failed: 0
Unknown Requests: 0 Unknown Responses: 0
Uplink Bytes Retrans: 0 Downlink Bytes Retrans: 0
Uplink Pkts Retrans: 0 Downlink Pkts Retrans: 0
RETR commands: 0 STOR commands: 0
Unknown packets received: 0
Data packet received without control connection: 11
Invalid packets: 0

Packets that could not be parsed:
» show subscribers user-plane-only full callid call_id
« show subscribers user-plane-only callid callid_value drop-statistics
« show user-plane-service statistics drop-counter
« show subscribers user-plane-only callid callid_value flowsfull

« show subscribers user-plane-only callid callid-value flows flow-id flow-id

show subscribers user-plane-only callid callid_value drop-statistics

show subscribers user-plane-only callid callid-value drop-statistics =~ > K&, £ v A% AL
NNUBLOEYy v a L TERENRORRK (Fey 7HE) &bz Ty b ey 7
FFERRLET,

w2, Zoavwry FOEHFZRLET,

[local]UPF1# show subscribers user-plane-only callid 00004e2l1 drop-statistics

Callid: 00004e21
Interface Type: <interface-type>

Packet Drop Data Statistics:

NAT packets processing failure

NAT on demand handling: 0
ICMP Packet translation: 0
FIREWALL packets processing failure
Policy not found: 0
No Matching GX rule found: 0
Flow apply action
Discard: 0
Readdress Failure: 0
Packet exceeds the MTU size: 0

Failure in processing FAR Buffer packets:
FAR Apply Action Drop:

Traffic Steering Failure:

QER Gate Status Closed:

Content-filtering Discard Action:

IP Header Validation Failed:

O O O O o o

upriEExsiER I



. show user-plane-service statistics drop-counter

ADF level failure
DL TFT mismatch:
URL Blacklisting Discard Action:
QGR Flow Action SGQ Discard:
QGR Policer Drops:

Total subscribers matching specified criteria: 1
[local]UPF1#

show user-plane-service statistics drop-counter

show user-plane-service statisticsdrop-counter =~ > Kix, &K (Fe v 7#HH) (2db8
T AVAF ALV ERITE Yy v a LTy B Ry THEEE R LET

wIiZ, 2

[local]UPF1# show user-plane-service statistics drop-counter

E

Dawy ROl ERLET,

Packet Drop Data Statistics:

NAT packets processing failure
NAT on demand handling:
IP allocation is in progress:
ICMP Packet translation:

FIREWALL packets processing failure
Policy not found:

No Matching GX rule found:

Flow apply action
Discard:
Readdress Failure:
Redirect-URL:

Packet exceeds the MTU size:

Failure in processing FAR Buffer packets:

FAR Apply Action Drop:
Traffic Steering Failure:
QER Gate Status Closed:
Content-filtering Discard Action:
IP Header Validation Failed:
ADF level failure
UL TEID/QFI key mismatch:
DL TFT mismatch:
DL QFI mismatch:
URL Blacklisting Discard Action:
DDN buffer overflow drop packets:
APN AMBR Packets Drop:
ITC Packets Drop:
ACL Drop:
CC Dropped Packets:
FastPath Misc Drops
Overload Protection:
Invalid Client:
Stream ID O:
Invalid Stream ID:

o O O o

o

O O O O OO oo oo

O O O O OO o oo

o O O o

UPF EE XIS ER |

« show user-plane-servicestatisticsdrop-counter CLI 2~ > ROHA, #ix RBETRe v 7
SNy MO 21X, sessmgr U 83U F£72XICSR (Vy— TRy a Y
H8Y) HICEHE ShEREA,
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show subscribers user-plane-only callid callid_value flows full .

» show subscriber suser-plane-only callid callid_valuedrop-statisticsCLI =~ > KDGE, Hx
RHBAT Ry 7SN ATy MDD 21X, sessmgr U B3 F 721X ICSR %I [FI1E
SNET,

e I RIE, By va L NAUBLIOS VAX ALV TR Y T Ty INTZH T A%

HEEEA,

* TQuota Exhaus FAR Apply ActionDrop] (2L > T Kr v 7S 3 v ME,  [FAR Apply
Action Drop] %17 > % TiZ72 <, [CC Dropped Packets| [ZRFEIVE T,

« [Failure in processing FAR buffered packets| T FNr v 7S/ N7y M, [—nil—
B L7 o ITEID AR5 B2\ | F3Z OMOBEBE MR TH 2 "TRerER H v
FT, ZOXIRRTy MR LTIR, ENENDOH T RS LET,

o Tredirecturl] 7R —7 7 v ailioTRayFani > M, showuser-plane-service
statisticsdrop-counter CLI ==~ > F® [Redirect- URL | ([CEE SN E1,

show subscribers user-plane-only callid callid_value flows full

show subscribers user-plane-only callid callid_valueflowsfull =< Kif, T3y 7 %1795 72%
W 7 m— UL ORI E R LET,

Wiz, Zoa~vry RoHHlERLET,

[local] GVK-HUPF# show subscribers user-plane-only callid 017dc662 flows full
Tuesday November 22 18:35:35 UTC 2022

Callid: 017dc662
Interface Type: N4
IP address: n/a

Flow ID: 6:2

Uplink pkts: 0 Downlink pkts: 1

Uplink bytes: 0 Downlink bytes: 1040

Fast Path Info:

Uplink pkts: 0 Downlink pkts: 0

Uplink bytes: 0 Downlink bytes: 0O

Total pkts: O

Uplink Dropped pkts: 0 Downlink Dropped pkts: 4
Uplink Stream ID: O0x0 Downlink Stream ID: 0x1000007
Uplink Stream State: n/a Downlink Stream State: Passive
Client-ID : C6

UE IP address: 12.1.0.3 UE Port: 1001

Server IP address: 100.100.100.10 Server Port: 1001
Protocol: TCP

Service Chain Name: NA

Uplink Sfp Id: NA

Downlink Sfp Id: NA

Flow ID: 6:3

Uplink pkts: 5 Downlink pkts: 2

Uplink bytes: 200 Downlink bytes: 2080

Fast Path Info:

Uplink pkts: O Downlink pkts: 3

Uplink bytes: 0 Downlink bytes: 3120

Total pkts: 3

Uplink Dropped pkts: 0 Downlink Dropped pkts: 0

upriEExsiER I
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. show subscribers user-plane-only callid callid_value flows flow-id flow_id

Uplink Stream ID: 0x0 Downlink Stream ID: 0x2000008
Uplink Stream State: n/a Downlink Stream State: Active
Client-ID : C6

UE IP address: 12.1.0.3 UE Port: 1000

Server IP address: 100.100.100.10 Server Port: 1000
Protocol: TCP

Service Chain Name: NA

Uplink Sfp Id: NA

Downlink Sfp Id: NA

Total Number of Active flows : 2

show subscribers user-plane-only callid callid_value flows flow-id flow_id
show subscriber suser-plane-only callid callid_valueflowsflow-id flow_id =~ Ki%, T3y 77
7Y A THERT 82— LV ORER R A FoR LE T,
wIZ, Zoa~vry FomhlzRLET,
# show sub user-plane-only callid 00004e22 flows flow-id 1:4
Callid: 00004e22
Interface Type: Sxb

IP address: n/a

Flow ID: 1:4

Uplink pkts: 17 Downlink pkts: 0O

Uplink bytes: 1026 Downlink bytes: 0

Fast Path Info:

Uplink pkts: 0O Downlink pkts: O

Uplink bytes: 0 Downlink bytes: 0

Total pkts: 0O

Uplink Dropped pkts: 0 Downlink Dropped pkts: 0O
Uplink Stream ID: 0x0000008 Downlink Stream ID: 0x0
Uplink Stream State: Passive Downlink Stream State: n/a
Client-ID : C2
UE IP address: 12.2.0.13 UE Port: 1007

Server IP address: 100.100.100.10 Server Port: 1005

Protocol: TCP

Service Chain Name: NA
Uplink Sfp Id: NA
Downlink Sfp Id: NA

Total Number of Active flows : 1

SNMP H7R— k

¥ A7 L% Simple Network Management Protocol (SNMP) ZffiH LT, *v kU —7 d EMS
Y= N—FET 7= =N T TERIFAR FEFHELET, TNHDT A R
LHETDITIE. SNMP 2R ET LR H Y £,

[SNMPMIB U 7 7 L > A ] Tl&, UPF & StarOS 23 %7K — F9 %5 MIB & SNMP k7 » 725
WTH ST E T,

FHEREA VAR — b9 272012, IRD SNMP k7 v 73R ATRE T,
N4 Session/Node L evel Reporting F/[E
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snmp 71—~ ]

WD 7w T EMH LT, RIERS X OSRMED GTP-U A [EELZ B CTE £7,

« EGTPUPathFailure : = ® kT v 7%, GTP-uEcho BRIk 5I5Z 2= {EET. 7 EPC
/= R ~OF —F RABENRE SN GEICAERINET,

o EGTPUPathFailureClear : Z D b7 v 7Fit, ¥ 7 J — Ra®DFT —Z RXANMHFRERIEEIC
EREnET,

UPtvyiarl)hny

=P =T =2 ) =R TOEya VI NVRKIZ, ROy TEFEHTEET,

« ManagerFailure : 2D 7 v X, Y7 MU =7 v X =T ¥ T T —NRAELIGEICA
S ET,

e TaskFailed : =D + 7 v 7%, BEETIX WA R T I —RNREL, @R A NNYF
NEASBREE S N B I AR S IVE T,

s TaskRestart : Z D k7 v %, LLETOT T —FAEZICEE TRWH A7 BZHE L7HEIC
Rk ENnET,

+ SessMgrRecoveryComplete : ~ D F 7 v 71X, By a3 —Tx U NUNRET L2
BIWAERSNET, BHFIE, By a2 —Ux ZZ7RREL, U BRIERFIZRE
TLEGAITRELET,

* ManagerRestart : Z D b7 v 7%, FFESNTo~vR—T % X A7 DA LG EITERS
nE7,
Sx D& 1+
Sx BT T D AT — X R & BT HT-D, RO T v T EFEHTEETS,

e SxPeerAssociated : ZD T v X, Sx TV Z— g URKHHENTEAIC RN H—&
nNET,

« SxPeerAssociationRelease : =D b7 v 7%, Sx T VT — g VORI BE SN HE
R H—EnET,

URL 7B v Y 1R FEHEER

URL 71 v 7 U A hEERBERED AN — h THEMATE 5 SNMP F 7 » 72 LI FILR LETS

« BLDBError : =7 — 21— R 3Gi#{ X 4172 blockedlisting OPTBLDB 7 7 A /L= T — % f8E L
i‘j—o

« BLDBErrorClear : % X #17- blockedlisting OPTBLDB 7 7 A LT T — % fREE L £ 77,

« BLDBUpgradeError : =7 — 21— N3Gk 4172 blockedlisting OPTBLDB 7 7 A /L =7 — %

fRELET,
« BLDBUpgradeErrorClear : HI/F% X 417= blockedlisting OPTBLDB 7 7 A /LT — & f5E L %
ﬁqo
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SNMP +~5 v 7DE®E
SNMP 7 v 7 & ENT5I12iE. ROEREFEHLET,

configure
snmp trap enable trap name
end

SNMP H R — k OFFEIERICHOVTIE, TASRE500 AT LT RI =X hL—y g HA R
O VEHBRE) BESRLTIEEN,

UPF #£8E D [ & %t 15

NG E/=[ET—% /R
N4 72137 — 2 N ZBEDORBEOFEERIGIZIE, RO CLI 2~ > REfEHTE £,
« show gtpu statistics

» show user-plane-service{ all | bandwidth-policy | char ging-action | edr-format | group-of-r uledefs
| gtpp-group | name | pdn-instance | rulebase | ruledef | statistics | xheader-format }

i
cal : T RTCHOD2—P—F L —r P —ERAEFRLET,
* bandwidth-policy : =—%—7" L —> H—EZADFILIER Y > —DEHREZF R LET,
« charging-action : =—%—7 L — % —EXORET 7 v a v OFHRERRLET,
cedrformat : = —%—7L—>2HP—ERADEDR 7 4+ —~ v hDOIFEREF R LET,

« group-of-ruledefs : = —#"—7" L — > — b 2 TR E S 1172 Group of Ruledefs (Z B9~
LiEHmERRLET,

* gtpp-group : = —H =7 L =P —ERADOFIER Y O —OfF e £ R LET,
sname: FFED L —H =7 L —r P —ERL4DEREF T LET,

« pdn-instance : PDN A o A & > R |ZT A1 EZ Fr LET,

srulebase : L—HF—F L — % — 1 A D rulebase DIFHRAZFR LET,

e ruledef : L—H—F L — % —E 2D ruledef DIEHZ ER LET,

s statistics : =—Y—TF L —r D) — RL-VLOFEIEF R LET,

S 51T, show user-plane-servicestatistics{ all | analyzer | charging-action | fapi | rulebase
| tethering-detection } HEH T £,

« xheader-format : = —H% —7 1L — P —E 2D X-Header 7 #+—~ v FDIFHREFRL
9,

« show user-plane-service content-filtering category policy-id (all | id id_value}
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st [l

UPF #5ED

TR
T}

« content-filtering : 2> 7Y 7 4 W) U TEREEZRLET,
ecategory : AT UV T A NKA Y T DA T AV IEREFR R LET,

e policy-id : 2727 4 Vv Z YT DHT Y D Policy-ID & ZDEFELFRRLE
‘g—O

cadl : TRTCOaT oY TA4NB) o TOHT AR O —DEFRER R LET,
cidid value : RN ) S —IDDO LT oY T4 NE Y 7 DOHT A EFeh For
L %9, idvaluelE, 1~4294,967295 OFFADIEE TIRETHLENH Y £7,

« show sx-service{ all | name | statistics}

bE
cal : TRTOSxP—bREFRRLET,
«name : BR72 Sx h—E AL DIEFRE RS LET,

- statistics : £c1% @D restart F 77 1L clear 2~ > RLAEIZIE SN -EEO 72 havico
WTOBEROEHEZFRRLET,

AVTFUY TANEY DY
CF B #E DRI EEX IS 2 FETT 51213, WO CLL a2~ REHEHLET,
2022.01.0 LV aio Y J—A

show user-plane-service inline-services { content-filtering | info |
url-blacklisting }

2022.01.0 LI U U — & -

show user-plane-service inline-services { content-filtering | info |
url-blockedlisting }

bz
« content-filtering : 2T Y 7 4 W& ) U IEREF R LET,
cinfo: f I A P —EADEREFR TR LET,

s url-blockedlisting : = —%—7" L — % —EAXDURL7 R v 7 U A NRERNT A —H &3
R~LET,

UWRLDOTZ v )R KM

show user-plane-service url-blacklisting database{ all | debug-only | facility |url } CLI =~ N &
LT, URL 7T v 7 U X FEEDREDOEEXS 2TV ET,

hE
cadll : T _XTHURL 7T v/ A RNBEET —F_X— 2 A2FR L ET,

I upriEExsiER I
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«debug-only : URL7 7 v 7 U X MBGRIZHT DFIT — 2 X—=2ADT Ny JiFRAER R L
£7

e faclity : 77 U7 4 ZLEDOURLT 7 v 7 U R MNEERT —F X— AR ER T LET,

eurl : URL 77 v 7 U A MBERORFEDT —F RXR—AEHREF R LET,
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