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WD I1EZEAEH LT, IPSec #2H D N4/Sx BEREN TR E I N TV DA DX —T7T F A 7 ks
FHETEET,

((max-retransmissions + 1) * retransmission-timeout-ms) * 2

F—77 T4 7RI, DPDA MU H &5 FE TIPSec b o RIVISBEENRIE 2 MR 9 5 RFfE
FIRELET,

1 :

KIZ, N4/Sx H— ¥ A T show configuration context context-name verbose CLI =< > RO H /)
BlaRLET,
sx-service sx

instance-type userplane

bind ipv4-address 192.168.1.1 ipv6-address bbbb:abcd::11

sxa max-retransmissions 4
sxa retransmission-timeout-ms 5000

Z 2 TClE. max-retransmissions OfE % 4, retransmission-timeout-ms (% 5000 T9, L7=723-
T, ¥—77 74 7HBOMIL 50 12720 £,

((max-retransmissions + 1) * retransmission-timeout-ms) * 2 = ¥ — 77 7 1 7 [#[&

((4+1) * 5000) * 2 = 50

IKESA +—B 4K
UPF 1%, IKESA % —fH4ARK L IPSeckF —HAMOM T2 A —FLET,

IKESA ¥ —HARKDOEE 1L, lifetimeinterval CLI % ikev2-ikesa transform-set transform-set Ca%
ETDHMENH Y £, cryptomap #L T, ikev2-ikesarekey Z KT 24 EEH Y £4, &
Wz, B E R LET,

ikev2-ikesa transform-set ikesa-foo
encryption aes-cbc-256
group 14
hmac sha2-256-128
lifetime 28800
prf sha2-256

crypto map fooO ikev2-ipv4
match address foo0
authentication local pre-shared-key encrypted key secret key
authentication remote pre-shared-key encrypted key secret key
ikev2-ikesa max-retransmission 3
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ikev2-ikesa retransmission-timeout 15000
ikev2-ikesa transform-set list ikesa-foo
ikev2-ikesa rekey
keepalive interval 50
control-dont-fragment clear-bit
payload foo-sal match ipv4
ipsec transform-set list A-foo
lifetime 600
rekey keepalive
#exit
peer 172.19.222.2
ikev2-ikesa policy error-notification

R <T—

WDFIZ, IPSec, N4/Sx, B L USRPICEHHET HCLIZ~ > FOHELREX v — xR L E T,

IPSec SMF UPF

ikev2-ikesa max-retransmission 3 3

ikev2-ikesa retr ansmission-timeout | 1000 1000

keepalive interval 4 interval 5
timeout 1 timeout 2
num-retry 4 num-retry 4

N4/Sx SMF UPF

sx-protocol heartbeat interval 10 10

sx-protocol heartbeat 5 5

retransmission-timeout

sx-protocol heartbeat 4 4

max-retransmissions

Sxa max-retransmissions 4 4

sxa retransmission-timeout-ms 5000 5000

sxb max-retransmissions 4 4

sxb retransmission-timeout-ms 5000 5000

sxab max-retransmissions 4 4

sxab retransmission-timeout-ms 5000 5000

sx-protocol association 60 60

reattempt-timeout

SRP SMF UPF

hello-interval 3 3

dead-interval 15 15
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o« >y — M~ /LF R v 7 BFD 1%, SMF-SMF ICSR 3 J O} UPF-UPF ICSR (IMS UPF) (2%
LTCHEMITDIVERS Y 7,

* SRP-IPSec ACL %, IP 7’1 b 2/LCiX72 TCP /' v h 2 VIR ET D MENH Y £7°,

* N4/Sx-IPSec ACL /X, IP 7’17 h 2/ Cid72< UDP 7’12 h 2 VAFIZRET HHLENH Y
i—a—o

SMF 45 A1

< JLF 7w 7 BFD %5 VPC-DI
Wiz, T EA~—%FER L7-~/LF K7 BFD O&EHERLET,

bfd-protocol
bfd multihop-peer 209.165.200.226 interval 350 min rx 350 multiplier 20
bfd multihop-peer 209.165.200.227 interval 350 min rx 350 multiplier 20
bfd multihop-peer 209.165.200.225 interval 350 min rx 350 multiplier 20
bfd multihop-peer 209.165.200.230 interval 350 min rx 350 multiplier 20
bfd multihop-peer 209.165.200.228 interval 350 min rx 350 multiplier 20
bfd multihop-peer 209.165.200.229 interval 350 min rx 350 multiplier 20
#exit

< JLF v 7 BFD %5 VPC-SI
Wiz, A4 ~—MN3DO~1LFHRy 7 BFD REDH &2~ LET,

bfd-protocol
bfd multihop-peer 209.165.200.226 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.227 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.225 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.230 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.228 interval 150 min rx 150 multiplier 20
bfd multihop-peer 209.165.200.229 interval 150 min rx 150 multiplier 20
#exit

BGP D&% E
PLFIC, HEREY A4 ~—Zif L7- BGP D% EH Z~ LET,

router bgp 1111
router-id 209.165.200.225
maximum-paths ebgp 15
neighbor 209.165.200.250 remote-as 1000
neighbor 209.165.200.250 ebgp-multihop
neighbor 209.165.200.250 update-source 209.165.200.225
neighbor 1111:2222::101 remote-as 1000
neighbor 1111:2222::101 ebgp-multihop
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neighbor 1111:2222::101 update-source 1111:2222::1

bgp graceful-restart restart-time 120
bgp graceful-restart stalepath-time 300
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timers bgp keepalive-interval 30 holdtime-interval 90 min-peer-holdtime-interval
0 server-sock-open-delay-period 10

address-family ipv4
redistribute connected

fexit

address-family ipvé
neighbor 1111:2222::101 activate
redistribute connected

fexit

fexit

interface bgp-swl-2161-10

ip address 209.165.200.233 209.165.200.
ipv6 address 1111:222::9/112 secondary
bfd interval 999 min_rx 999 multiplier
#exit
interface bgp-swl-2161-11
ip address 209.165.200.234 209.165.200.

ipv6 address 1111:222::10/112 secondary

bfd interval 999 min_rx 999 multiplier
#exit
interface bgp-swl-2161-12

ip address 209.165.200.235 209.165.200.

ipv6 address 1111:222::11/112 secondary

bfd interval 999 min_rx 999 multiplier
#exit
interface bgp-swl-2161-3
ip address 209.165.200.226 209.165.200.
ipv6 address 1111:222::2/112 secondary
bfd interval 999 min_rx 999 multiplier
#exit
interface bgp-swl-2161-4
ip address 209.165.200.227 209.165.200
ipv6 address 1111:222::3/112 secondary
bfd interval 999 min_rx 999 multiplier
#exit
interface bgp-swl-2161-5
ip address 209.165.200.228 209.165.200
ipv6 address 1111:222::4/112 secondary
bfd interval 999 min_rx 999 multiplier
#exit
interface bgp-swl-2161-6
ip address 209.165.200.229 209.165.200
ipv6 address 1111:222::5/112 secondary
bfd interval 999 min_rx 999 multiplier
#exit
interface bgp-swl-2161-7
ip address 209.165.200.230 209.165.200
ipv6 address 1111:222::6/112 secondary
bfd interval 999 min_rx 999 multiplier
#exit
interface bgp-swl-2161-8
ip address 209.165.200.231 209.165.200.
ipv6 address 1111:222::7/112 secondary
bfd interval 999 min_rx 999 multiplier
#exit
interface bgp-swl-2161-9

. IPSec #ZEH D N4/Sx

REF 2 A TR LET,

255

3

255

3

255

3

255

.255

.255

.255

.255

255

3



| 1PSec #ZEa D N4/Sx
LFhy TBDBENRETF1voL—b [

ip address 209.165.200.232 209.165.200.255

ipvé address 1111:222::8/112 secondary

bfd interval 999 min rx 999 multiplier 3
#exit

TILFHRY TBDREDRE T4 v I IIL—F
WIZ, ZABZT 47 b—h =/LFRy 7 BED REDH < LET,

ip route static multihop bfd UP-5 209.165.200.240 209.165.200.245
ip route static multihop bfd UP-6 209.165.200.240 209.165.200.246
ip route static multihop bfd UP-9 209.165.200.240 209.165.200.247
ip route static multihop bfd UP-10 209.165.200.240 209.165.200.248
ip route static multihop bfd UP-7 209.165.200.240 209.165.200.249
ip route static multihop bfd UP-8 209.165.200.240 209.165.200.250

UKy TBIDRERADRE T4 VY IIL— L
WIZ, AZT 4w I N— DTk y 7 BFD REDHIZR L ET,

ip route static bfd bgp-swl-2161-3 209.165.200.230
ip route static bfd bgp-swl-2161-4 209.165.200.230
ip route static bfd bgp-swl-2161-5 209.165.200.230
ip route static bfd bgp-swl-2161-6 209.165.200.230
ip route static bfd bgp-swl-2161-7 209.165.200.230
ip route static bfd bgp-swl-2161-8 209.165.200.230
ip route static bfd bgp-swl-2161-9 209.165.200.230
ip route static bfd bgp-swl-2161-10 209.165.200.230
ip route static bfd bgp-swl-2161-11 209.165.200.230
ip route static bfd bgp-swl-2161-12 209.165.200.230

IPSec ACL DX
LLTIZ, SMF T® IPSec ACL DRl 2= LE T,

ip access-list UP-1
permit udp host 209.165.200.225 host 209.165.200.226
fexit

IPSec FS VR T+—Lty FDEBRE
SMF TD IPSec T A7 —2bty NOREFELLTFIRLET,

ikev2-ikesa transform-set ikesa-UP-1
encryption aes-cbc-256
group 14
hmac sha2-256-128
lifetime 28800
prf sha2-256

ipsec transform-set A-UP-1
encryption aes-cbc-256
hmac sha2-256-128
group 14

IPSec 7 ') T < v TDHRE
SMF T IPSec i 5t~ v F O ERIZ LL FIZR LE T,
crypto map UP-1 ikev2-ipv4
match address UP-1

authentication local pre-shared-key encrypted key secretkey
authentication remote pre-shared-key encrypted key secretkey
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ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 1000
ikev2-ikesa transform-set list ikesa-UP-1
ikev2-ikesa rekey
keepalive interval 4 timeout 1 num-retry 4
control-dont-fragment clear-bit
payload foo-sal match ipv4
ipsec transform-set list A-UP-1
lifetime 300
rekey keepalive
#exit
peer 209.165.200.224
ikev2-ikesa policy error-notification

#exit

PLFIZ. SMF T N4/Sx #ER T,

sx-service SX-1

end

IL—3 DERTEHI

instance-type controlplane

sxa max-retransmissions 4

sxa retransmission-timeout-ms 5000

sxb max-retransmissions 4

sxb retransmission-timeout-ms 5000

sxab max-retransmissions 4

sxab retransmission-timeout-ms 5000

n4 max-retransmissions 4

n4 retransmission-timeout-ms 5000

sx-protocol heartbeat interval 10

sx-protocol heartbeat retransmission-timeout 5
sx-protocol heartbeat max-retransmissions 4
sx-protocol compression

sx-protocol supported-features load-control
sx-protocol supported-features overload-control

exit

AVB—=TIARADAE T4V IL—F

I, AP =T =2 A ADAZT 4 v 7 N— FOREGZRLET,
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route
route
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route
route
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route
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165

UGNy TBIDDAZAT 4 v IL— b
WIZ, TNy 7 BFD DA T 4 v 7 )b— hOREF 2~ LET,

.200
.200
.200
.200
.200
.200
.200
.200
.200
.200

.224/27
.224/27
.224/27
.224/27
.224/27
.224/27
.224/27
.224/27
.224/27
.224/27

Vlanllll
Vlanllll
Vlanllll
Vlanllll
Vlanllll
Vlanllll
Vlanllll
Vlanllll
Vlanllll
Vlanllll

2009.
2009.
2009.
2009.
2009.
2009.
2009.
2009.
2009.
2009.

165
165
165
165
165
165
165
165
165
165

static bfd Vlanllll 209.165.200.225
static bfd Vlanllll 209.165.200.226
static bfd Vlanllll 209.165.200.227

.200
.200
.200
.200
.200
.200
.200
.200
.200
.200

.225
.226
.227
.228
.229
.230
.231
.232
.233
.234
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ip
ip
ip
ip
ip
ip
ip

route
route
route
route
route
route
route

static bfd
static bfd
static bfd
static bfd
static bfd
static bfd
static bfd

UK YTBID DA VA —T T4 R
U NRY T BFD DA VA —T 2 A4 ADOBREFELLTFIC R LET,

interface Vlanllll

BGP DX E

PIFIC, SRS 4 ~—%fEH L7 BGP ®

no shu

bandwidth 10000000

tdown

Vlanllll
Vlanllll
Vlanllll
Vlanllll
Vlanllll
Vlanllll
Vlanllll

209.
209.
209.
209.
209.
209.
209.

165
165
165
165
165
165
165

.200
.200
.200
.200
.200
.200
.200

.228
.229
.230
.231
.232
.233
.234

bfd interval 999 min_rx 999 multiplier 3

no bfd

echo

ip address 209.165.200.224/27
ipv6 address 1111:222::1/112

router bgp 1000
router-id 209.165.200.226

UPF O #& R 5l

IPSec ACL D%

UPF T® IPSec ACL OBl 2 LA MR LET,

timers
timers
timers
timers
gracef

bgp 30 90

bestpath-1imit 300
prefix-peer-timeout 30
prefix-peer-wait 90

ul-restart

graceful-restart restart-time 120

graceful-restart stalepath-time 300

ip access-1list CP-1
permit udp host 209.165.200.225 host 209.165.200.226

IPSec FS R DJA+—L+®

fexi

v kD

t

e

ax ;B

vk TBmnsvs—7z42 ||

REPZRLET,

LU FIZ. UP T® IPSec Transform Set DABR ] 2~ L E T,

ipsec transform-set A-CP-1

encryption aes-cbc-256

hmac sha2-256-128

gr

oup 14

ikev2-ikesa transform-set ikesa-CP-1

encryption aes-cbc-256

gr

oup 14

hmac sha2-256-128

lifetime 28800

prr

f sha2-256
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SRP @
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UPF T IPSec M5~ » 7 OMEpHI 2 LU F IR LET,

crypto map CP-1 ikev2-ipv4
match address CP-1

authentication local pre-shared-key encrypted key secretkey
authentication remote pre-shared-key encrypted key secretkey

ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 1000
ikev2-ikesa transform-set list ikesa-CP-1
ikev2-ikesa rekey
keepalive interval 5 timeout 2 num-retry 4
control-dont-fragment clear-bit
payload foo-sal match ipv4

ipsec transform-set list A-CP-1
fexit
peer 209.165.200.230
ikev2-ikesa policy error-notification

fexit

LUFiL., UPF IZBIT 5 N4/Sx DRERSF] T,

sx-service SX-1
instance-type userplane
sxa max-retransmissions 4
sxa retransmission-timeout-ms 5000
sxb max-retransmissions 4
sxb retransmission-timeout-ms 5000
sxab max-retransmissions 4
sxab retransmission-timeout-ms 5000
n4 max-retransmissions 4
n4 retransmission-timeout-ms 5000
sx-protocol heartbeat interval 10
sx-protocol heartbeat retransmission-timeout 5
sx-protocol heartbeat max-retransmissions 4
sx-protocol compression
exit

RIZ. SRP @ IPSec ACL R EDH|IZRL T,

ip access-1list SRP

permit tcp host 209.165.200.227 host 209.165.200.228

fexit

SRP DR EFIZLLFITR L ET,

configure
context srp
bfd-protocol

IPSec #2E3 0D N4/Sx |

bfd multihop-peer 209.165.200.225 interval 999 min rx 999 multiplier 3

#exit
configure
context srp
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% % 11

service-redundancy-protocol

#e
ip
ip
ip
ip
ip
#e
#exi
end

chassis-mode primary

hello-interval 3
dead-interval 15

monitor
monitor
monitor
monitor
monitor

peer-ip-address 209.

bfd
bgp
bgp
bgp
bgp

context
context
context
context
context

SN |

srp 209.165.200.226 chassis-to-chassis

gi-pgw 209.165.200.245
gi-pgw 3333:888::1
saegw 209.165.200.245
saegw 3333:888::2
165.200.227

bind address 209.165.200.228

xit
route
route
route
route

xit
t

static multihop bfd srp 209.165.200.229 209.165.200.245

209.165.201.1 209.165.202.129 209.165.200.230 SRP-Physical-2102
209.165.201.2 209.165.202.130 209.165.200.231 SRP-Physical-2102
209.165.201.3 209.165.202.131 209.165.200.232 SRP-Physical-2102
igmp profile default

ROFERGAFI TIZ. NA/SXxBLRIPSec f v X —T =2 A ADIPT FL A FZKD L HIZEHRESINT
b\ij‘o

/Sx - 192.0.2.1
/Sx - 192.0.2.7
Sec - 198.51.100.1
UPF IPSec - 198.51.100.2

SMF N4
UPF N4
SMF IP

B

6=

¢« ZDY J—RATO UPF OHELEX A < —fHITKD LBV TT,

sx-protocol heartbeat retransmission-timeout 20
sx-protocol heartbeat max-retransmissions 3

¢« ZDY Y —ATO SMF OHEREHX A ~—(HITRD LY TT,

sx-protocol heartbeat retransmission-timeout 20
sx-protocol heartbeat max-retransmissions 5

aveka—J)L FL—o

IPSec DK E

config
context EPC-CP
ip access-list foo0
permit ip host 192.0.2.1 host 192.0.2.7
fexit
ipsec transform-set A-foo
fexit
ikev2-ikesa transform-set ikesa-foo
fexit
crypto map fooO ikev2-ipv4
match address foo0
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authentication local pre-shared-key key secret
authentication remote pre-shared-key key secret
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 15000
ikev2-ikesa notify-msg-error no-apn-subscription backoff-timer 0
ikev2-ikesa notify-msg-error network-failure backoff-timer 0
ikev2-ikesa transform-set list ikesa-foo
ikev2-ikesa configuration-attribute p-cscf-v6 private length 0
ikev2-ikesa configuration-attribute p-cscf-v6 iana length 0
keepalive interval 50
payload foo-sal match ipv4
ipsec transform-set list A-foo
lifetime 300
rekey keepalive
fexit
peer 198.51.100.2
ikev2-ikesa policy error-notification
notify-payload error-message-type ue base 0
notify-payload error-message-type network-transient-minor base 0
notify-payload error-message-type network-transient-major base 0
notify-payload error-message-type network-permanent base 0
fexit
interface CP_IPSEC loopback
ip address 198.51.100.1 255.255.255.0
crypto-map fool
fexit
end

N4/Sx ORERR

sx-service SX-1
instance-type controlplane
bind ipvé4-address 192.0.2.1
sx-protocol heartbeat retransmission-timeout 20
sx-protocol heartbeat max-retransmissions 5
exit

A—H-TL—v
IPSec DR E

config
context EPC-UP

ip access-list fooO0
permit ip host 192.0.2.7 host 192.0.2.1

#exit

ipsec transform-set A-foo

#exit

ikev2-ikesa transform-set ikesa-foo

#exit

crypto map foolO ikev2-ipv4
match address foo0
authentication local pre-shared-key key secret
authentication remote pre-shared-key key secret
ikev2-ikesa max-retransmission 3
ikev2-ikesa retransmission-timeout 15000
ikev2-ikesa notify-msg-error no-apn-subscription backoff-timer 0
ikev2-ikesa notify-msg-error network-failure backoff-timer 0
ikev2-ikesa transform-set list ikesa-foo
ikev2-ikesa configuration-attribute p-cscf-v6 private length 0
ikev2-ikesa configuration-attribute p-cscf-v6 iana length 0
keepalive interval 50
payload foo-sa0 match ipv4

ipsec transform-set list A-foo
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#exit
peer 198.51.100.1
ikev2-ikesa policy error-notification
notify-payload error-message-type ue base 0
notify-payload error-message-type network-transient-minor base 0
notify-payload error-message-type network-transient-major base 0
notify-payload error-message-type network-permanent base 0

#exit

interface UP_IPSEC loopback
ip address 198.51.100.2 255.255.255.0

crypto-map fool

#exit

end

N4/Sx DHERL

sx-service SX-1
instance-type userplane
bind ipv4-address 192.0.2.7 ipv6-address dddd:51:31:1:209::
sxa max-retransmissions 12
sxb max-retransmissions 12
sxab max-retransmissions 12
sx-protocol heartbeat interval 30
sx-protocol heartbeat retransmission-timeout 20
sx-protocol heartbeat max-retransmissions 3
exit

SMF 7’1 | =/ Pod T IPSec k> k/L CLI Z##5E L, SMF Tipsecyam 7 7 A /L ZiRGES 21T

I%. SMIStrongSwan #SFNBIT 5 T4 X —T A AYPR—F] > NAA U F—T x A X
EEZBLTILEI N,

BT O strongSwan IOV Tk, [UltraCloudCore v 7 A7 T A N <A 7 aH—E A A
TIARNTIFXEENTA R 2B L TL7Z&W,

EZARYOBXUONS TN a—TFTaT

Z DI TIX., SMF & UPF DifiJ5 ® IPSec £ H 0 N4/Sx HEREIZ %45 show 2~ KD CLI =2+
v REAHIERLET,

show crypto ikev2-ikesa security-associations summary

I - Initiator

R - Responder
Mgr Lifetime
ID VPN Local IPSec GW:Port Remote IPSec GW:Port State /Remaining

54 2 192.168.170.55 :500 192.168.196.55 :500 AUTH COMPLETE (I) 86400/16448

1 IKEv2 Security Association found in this context.

show crypto ipsec security-associations summary

o SA state: (E) - Established
| (P) - Partially Established
| (N) - No SAs
|
| +——=——- Rekey/Keepalive: (D) - Rekey Disabled
| (E) - Rekey Enabled/No Keepalive
|
|

|
| (K) - Rekey Enabled/Keepalive
|

IPSec #ZEH D N4/Sx .



IPSec #2E3 0D N4/Sx |
. EZAYUITBELV LS ITNYa—TFa0Y

| | +--—- Crypto Type: (D) - Dynamic Map

|11 (I) - IKEvl Map

|11 (J) - IKEv2 Map

|11 (M) - Manual Map

[N (C) - CSCF Map

[

[

A% Map Name Rekeys En
Pkts De Pkts
1 EDJ foo0 0 3496

3496

1 Crypto Map Found.
1 Crypto Map Established.

SMF 7' | =1/ Pod T IPSec > /L CLI Z#%GE L., SMF Tipsec.yam 7 7 A /L & MEFET 51
I%. SMIStrongSwan BN TS [ X —T A AR —F] > INdA o H—T = A X
HAESBL TSN,

BT O strongSwan #%IZ DWW Tik, [UltraCloudCore &7 A7 T A N~ A 7 aHh—EA A
TIARNT I TFHEEITA R] 2L T 2S00,
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