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XY T T TEHZOOTR— I BEMEIE LT,
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« RTT—[EHT 4NV FDONL—VRE

« QUIC IETF D3 A

Fy—T Ny N A7 g (DPD) AL L |2021.01.0
T, HrLWL7 e ha PR EAISHE LA,

TCP TR EDR @Y B S ivE LT, 2021.01.0
* SYN B L OVSYN-ACK /X477 v h

* SYN-ACK BL N ACK /37 > b

EDR (ZH7 LV DNS @R EA SN E LTz, 2021.01.0
A DE N, 2020.02.0

HAEER B
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Cisco 5G-UPF O EE 2 BUERED 1 D& LT, A SINT 4 —7 v b A AT g
v (DPI) RNR—ADP—EANZEF 5 E9, DPIIX. Uniform Resource Identifier (URI) 5k
et A4Y 7 (L7) oM#ETT, HEckoTE, MY A& E#T L1473 (L3)
BLOLVAY4 L4 7TV, ERBNTEARAT+STHDIZD, LAY 7T (L7) BREN
HRINET,

DPLIZ. LAME LD By M VAR g A FELT L, @H. L7 CURIEH (DNS.
HTTP, HTTPS, RTP, RTSPURL 72 &) 2T 27Dz T7 7 unA EnEd,
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DNS H—/\—7 FLRABEE

AIEZ2 DNS r—"—Z T 255813 F 12, ZEREZZEH L TDNSIPOT R AL FIEE L,
Fralsnicr—_"—2fHT 52 fo%ia‘ ruledef (X, /X7~ A DNS 7 = U (2@ 3 5
NEIPEHBLET, £7-. DNS 7 U DN—HOFFA DNS — =2 E L TWE 01 E I )
HHBILFEJ, DNS 7 = U BREFR[ &= DNS »— = ZB L TWRWEA, 7ue—7 7 1
NI, T RUVAFREY—/3—U R k225 DNS —_—Z G L E7,

active-charging — " A C readdress-server-lig =~ > R&MER & £9, 7u—23, ruledef &
—HTHL, Tu—T v a AL T, readdressserver-list b — N— A TE E
ﬁ‘o

WORERRZ ] L C, active-charging ¥+ —E A TT RLAFEEY—N—U R MMk L7,

configure
active-charging service service name
readdress-server-1list name of list
server ipv4 address [ port ]
server ipv6 address [ port ]

B

GE) 7 RUVAFHRES—/—U X MZE, &K 10 DY — N—%H#ELTX | active-charging h—E A
Wi, K10 D7 RVAFREY—N—U A F &R TE £7, AU readdress-server-list N
W2, IPv4 7 RL AL IPV6 7 RLADM FEHETX ET,

WKDONTNDDAY v REMFEHL T, U 25 readdress-server-list 234K L F 97,

T RabEY  HlLnwTua—LilTo Ty Re b v AR TH—"—N®IREh £,
REFIZ, VA RNNOIET 77 4 7P — =3B EINEHA,

TDAY KB, FT7 )V FOERTT,

cfEfERE . Z o7 7 a—F Tk, Y—/3—|Ireaddressserver-ligt TEE STV D IEFICIG
LT, A=Y, BB H Y F—vr JEV) EHCF /T ShET. $To7
0—0O7 RLUAFRER L. 794~ ) S —_"—MEARRETHBIRY . 7T A4~ H—
NR=TF, TIAL = VP =R=BF T LEHAE, 7u0—07 FUAFRELTE D v
FUP—n=tiph), ZORLFELA //?75>#§1<UL§%LE¢O F5 A< P—R— N
RNTIT 4 7WhbeE, 70—0T7 RUVAFREERIIZT I~V —1_"—|ZRY £9,

DNS 7 RV AHFREY —/3—U X N &8 iET HITI, active-charging $— A2 T D CLI #i%
EEALET,

configure
active-charging service service name
readdress-server-1list name of list
server ipv4 address [ port ]
server ipvé address [ port ]
consecutive-failures integer value
response-timeout integer value
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reactivation-time integer value

charging-action action name
flow action readdress server-list name of list
exit

e
» consecutive-failures : 1 ~ 10 DEHEEE L £T, 7 74/ MHEIL5 T,
- response-timeout : 1 ~ 10000 X U RO AZIEE L £3, 7 7 4+/v MEIL 1000 TT,

« reactivation-time : 1 ~ 1800 0¥ A E L £9, T 7 4/ MEIL 300 T9,

7 FLABRESRY —/\—DIKE
COETIX, 7 FUVAFREY — /N —DREIC OV TR LE T,
T IT 4 TRIE  —ERET DL, TARTOY == [Active] L LTv—2 SRET,

T T 4 THEE T RUAFIRELT — =D DOINENZE IRV, —3—
I% [Inactive] & L C~—7 ShvET,

« T T 4 TREREE - Y — /3= [Active-Pending] IRFEEIC A B &L T N L AFHREE K %
ZAFAHTRREE D £, ZOREOGA. VT A MBI OV — =T R U AREE
ENd e, VARVARIKY | = "—fREEN, [T27 T 47 (Active) 1 IZZE DY £7,
FNUNDOLEEIE, [Inactive] IREEIZERE D £,

HEED LTI A

ZOWE T, LT DPI ORI OW T L £,
KLY ITBIOT Yy O DSCP v —F% 7,
GHEEDT FLABREEZIZV XA LY b

B 0E8LUVCTY Ty DO DSCPT—F 24

F 7 AR— KL ~ULD~<—F 2 7L, Differentiated Services Code Point (DSCP; DiffServ = —
RAHRA > 1) &R LT UPF CilfE4~—F> /957082 TT, QS 7u—ILIic3k
TEND TV AR— ML XL Ov—F 7L, SQLILDO~ v E T L SMF L DA
arOED HTEBIORFFRY 2 — (ARP) HAUIZESWTWET,

SMF |Z, ¥w—7 S 5ilfE & —#3 % PDR IZBEST T 41TV % FAR @ Transport Level
Marking IE @ ToS (IPv4) 721 Traffic Class (IPv6) @ DSCP #4577 5 Z & T, gL~
Dv—F 7 &l LET, UPFIE, Ml SHm@EIcf LT, P AR— LD~ —
XL TEFATL, ~— 7 SN Ty NEET U T 47 4 ICEELET, SMFIX, BET 5
FAR @ Transport Level Marking [IE #Z8H L C, M7V AR— LDV —F 0 FEEHTE
£
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Transport Level Marking IE .

UPF (ZIRD IE 2 Y A—F L TWET,
« Inner Packet Marking IE : Wi/ X7 h~v—F L 7D MU XAy Me~—7 LET,

« Transport Level Marking Options IE : ¥/ ~N7 » R BANIP 237 FIZDSCP # 2B — L
\i—a—o

Transport Level Marking IE

[Transport Level Marking| IE O % A 7%, L FORIIRT LI ra—RapnTnET,
Z i, downlink transport-level marking @ DSCP fE %/~ L T\ ET,

Bits

Octets 8 7 (] 5 4 3 2 1

Type = 30 (decimal)

Length =n

Tos/Traffic Class

7 to (n+4) These octet(s) isfare present only if explicitly specified

Type-of-Service (ToS) & 7-I% Traffic Class DT> 2 —F > 7%, OctetString & L C2 2D A
7Ty MERTHEITSNE T, &HIOF 7 T > NI, [IPv4 Type-of-Service] 7 4 —/V RE 72

I% [IPv6 Traffic-Class] 7 4 —/L R® DSCP ERXZ £, 2 BB DA77 v MIIE, OXFCIZREE
ST D [ToS/Traffic Class] ¥ A2 7 4 —/)V R EENET,

Transport Level Marking Options IE

[Transport Level Marking Options| IE ® % A 1L, U TFOKIZRT Lol a— R Tn
FT, XUV T UAR— K LeUL v —F 2 7O DSCP 1X, W/ 7y kb ae’—

SNET,
Bits
Octets 8 7 [ 5 4 3 2 1
1-2 Type =221 (decimal)
3-4 Length=n
5 Spare  Copy-Outer Copy-Inner
6 to (n+4) These octet(s) isfare present only if explicitly specified

439383

Copy-Inner 33 XY Copy-Outer 7 7 71, 77 v h5OE > M0 & By b LIZFELET,
ISP NBRZAZT 537 v MTIFAMA Y X —=BFEE LN, Z T U 730y Ml
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. Inner Packet Marking IE

Copy-Outer 7 7 7 M S vE ¥ Ay, Copy-Inner 7 7 7 INMFET S84 UPFIIWNHER N7 v bk
DO DSCPEZMFEHL TR IV AR—=FL_XLDIP Ny X —%~—27 LET,
Inner Packet Marking IE

WOKNZRT L 512,  [lnner Packet Marking| 1E # A 7N a—RspEd, ¥or )7
@ Inner Packet Marking ™ DSCP fE %/~ L £,

Bits
Octets 8 7 [ 5 4 3 2 1
1-2 Type = 220 (decimal)
3-4 Length =n
5-6 Tos/Traffic Class
7 to (n+4) These octet(s) isfare present only if explicitly specified

439384

ToS/HEE 7 7 AD T a—F 4 71X, OctetString & L T2 ODA 27 7 v O TEITE
F9. BHIOA T T~ ML IPv4 ToS F 7213 IPV6 Traffic Class 7 4 —/L K@ DSCP {3 & %
. 2FBHDAZ T v M ToS/Traffic Class ¥ A7 7 4 — /L RREENET, ZD7 4 —)b
RiE, OXFCIZREE STV ET,

i
e 2—PF—=T L=y RO P~y Z—NODOILD ECN £ v ~ME, Transport Level Marking
F 721% Inner Packet Marking D3 FH# I3 S EH A,
« [Transport Level Marking] IE, [Inner Packet Marking| 1IE £72IX@ 5D IE 73, 7 v 7Y

7 FAR IZBERHT SN TWAEHE, ROV Y —ANT v Y Iy h~—F 7
WA S ET,

+ [Transport Level Marking | IE % 721% [Tnner Packet Marking| IE B FfET D856, £ O
DSCP fEMEH S E 7,

+ [Transport Level Marking] IE 33 JO" [Inner Packet Marking | IE O 5 BN F1ET 555
Gy Ty TV Ny hw—F% 2 7Zi%,  [TransportLevel Marking | IE7%> & DA A3
EHIET,

BIEDTY FLABREEEVFALY b

WEVXA VI NI, Ty V72 77V r—varillEad ) X4 vy MNEdic) 214 1v 7
F57a® AT, e xE, —EOHTIP 7n—4%Y—bE R Fne g =
VEA L7 NLET, VXA L7 MEGEEIX, PCFIC X - TRt D), SMF £721%
UPF CTHHRRERH T,
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BWEY XA L7 FOEAIE., SMF £721X UPF BNHYR— T 5@E0N, WEY XA L7 hoxt
GeL 72544, UPF G &ivE 9, UPF L., [UP-Function Features] IE #%F C UPF CToif
BUXALZ FOTEREZYR—FLTWANE 9 D% SMF ICHE L £,

UPF CIBEV XA V7 FE2mAT 5792, SMEIZKRDOT 7> a 2 FETLET,
CBEVHAA VLY FERTIZOICTHLTES PDR BIFEE LRWEEIE, 7B L E9,
« WA LT FAR ZER L E9,

« VA A LT NERYEEEGTe [Redirect Information] IE (GHR{E7Y SMF 12 X » TRt
HVEA VY NEGIEA~DY) XA LT NBREREGE) o SMEWNLDU XA LY h%
HidelX, UPF CHEARTEEAD) XA L7 MEFE LY LERENET,

*HTTP®E UV XA L7 FOBZE, VXA LY 7 RLAZ A 7% TURL) ITERGE
SH., SMF (X FAR @ [DestinationInterface| IE% (U ¥4 L 7 K& /R RREa—
R&EBIZHTTP B A v — P Zfnik$ %) TAccess] ICRELET, o
A 7OBE) XA L7 FDOEA. FAR @ [Destination Interface] IE iE [Core] 12
BRESIVET,

*«FAR % PFCP &t v 3 > ® _EE.0 PDR IZBIHEAT I 3,

Redirect Information IE
VAL L7 MERIZ, O XS Iz a—REIRET,

Bits
Octets 8 7 [ 5 4 3 2 1
1-2 Type = 38 (decimal)
3-4 Length =n
5 Spare Redirect Address Type
6-7 Redirect Server Address Length = a
8-(8+a) Redirect Server Address
{8+a+1) to (n+4) These octet(s) is/are present only if explicitly specified

VEA VI T RUVADHZ A 7 %77 [Redirect Address Type |

Redirect Address Type fiE (10 #%%)
IPvd 7 R LA 0

IPv6 7 KL 2 1

URL 2

SIP URI 3

AT (FEREEA ) 4~15
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VXAV R —N"—=T RLZAE] X, VXA LI FH—NR—=T KL R OEI%RL

g9, VA VT "= "—=7 KL A I, UTF8String 7 4+ —~ v h T a— RSN TE
D, = Fa—P—LEmd 2 4417 bY— 33— (ffil : HTTP Y ¥ A L 2 h#—s3—_ SIP
P——) OFT FLAREGENFT,

| o

Important - > ) J — 2 CiX, FAR 2% 7 +—ZHIREIH D URR & BEMIT LN TWBEAIC, £ A F
ST NA— K LT, VEA LI T RVAZ A7 URL BNV HR— b ENET,

BR—rENBA T4 —EX
T TV r— 3 VRS & U

ADCA > T v —ER I, BEEZSITAIZETETY—ET7 7 harzmilT 5729
fEHENET, V— /JV/I/Z\/ RN =X IR =L T T TV r—aril, RED
AU H—Fy MEEEERTAEOMD R T 7Y r— g Vb BHTE T,

ADC LIEEN DA T4 > —E Ri%, [P2P) L bMEINFET, ET7Y—ET (P2P) &

X, 2200 F R R La T A NCHEHASNOHETT, WELLTIE, 27747
MY — = LTIz, 70 7 A THEE TS e haLvEEKRLET, /—F
OMBEDRNCHAFE R XTI H Y F¥A, EO/—RFRL 7 74T b, —n— ITFOM
FELTHIETEET, v haiZlo 2 >ZBBICEKBILR2WEERS Y £3, 72&x

W, BTV IR, 7 TA T R E— RO RECE RO EZENERFICE END
ERHY ET,

B

GE)  ADCOYVF— NI, TA B ADRKEREETT, 748 ADOAFTIHIEOFERIZ OV T,
AADT I MERITT AR MEYFICBRIWEDELTEE 0,

QUIC IETF ®DE A

BEOT7L—LT—7 Tk, 7774 VBERIC, 70 —NOTXTONRT Y MIHLTT 14—
TRy N A AN gy (DPD) BETSNET, DPLIX, X7y Maor L, HENR
NP =BT 5 Z LIC L > TEITENET, DPHUIIERICFETSN, 77V r—2 a0
@m&%@%7a47@ YEAITWET, 74 %, DPIBO 7 —&2 B LES, 7
—IH%IcF 7 e — FENE£d, QUICIETE ®—#E LT, #EO QUIC /N> Ry =A 7
/\(’/77 I (Client Hello/Server Hello) 1%~ U —72 L CHfE bENnEd, Lz~ CT, 77
UAr—arORBICHERTE 2HEEHIRE =350 8 A, p2p 7774 108D, W
H A SNI (Server Name Indication) D& & BUSHBH IR — M IND L HI12720 F LT,
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QUIC IETF D& F
QUICIETF B 52BN E =13 N T 5I12F, ROBRTEHEHALET,

configure
active-charging service acs service name
p2p-detection debug-param protocol-param p2p quic ietf decrypt 1

end
G e 77 /U FTIE., CLIZEMC /A > TRY ., TLSEZICL DR T 34—~ A~k
/NRTCT,
s TUHA LNEROHERIT, BEFO 7 e —(ZHELEYA, BRI, HLWVT B —|ZORiHE
AEhnEd,

HMETIER

show user-plane-service statistics analyzer name p2p

Z®OshowCLIZ~ > REHH LT, QUIC T 7Y r—a B L TOlrT 537 v h &4
WL £,

AT T4ILRYDG

aLT YT 4R Y 7T, 3GPP B X N3GPP2 Ry F U — 7 THEHTFIRESRA T A Y —
EATCTY, HTTP U 7 = A hNO URLIZESWTENRAL VYT AT T A 5O HTTP Y 7 =
ANET 4NV LET, ZHUCED, ARV —FHMEAX DV T AT T A NRNNT 7R ATE
HarT VT VAL THIBITX 5720, T 27 T A4 NN EEBANICER IR a
VTUYREEL W T UVIZBEWLWRITTELSENAZEIEHD T AL

AVTUYTANE ) T DHER
AT YT AN T ERAENIT HITIE, ROBIMBEZHEMN L £,
configure
require user-plane content-filtering
content-filtering category database directory path path address

content-filtering category database max-version version number
end

B

GE) avFoy 74 B ) T RAENIT HITIL, 7wbﬁ iR oL % UPF CTHER T 2 4 BE
NHVET, 2=V —T L —UREZICLEROREEZTEHT DL, T —REENEAELF
—gqo
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?4—7N7vF4>X&7>3>k4>54>ﬂ—fx|

show 3T FOAAEHA

show subscriber s user-plane-only callid call_id full all

SMF (L. Session Establishment/Modification R T, a7 74 Z Y 7 KR —ID %
BELET, Z0OHEREEZVTR—FT272012, ROT 4 — L EREREINET,

*« SUBSCRIBER /XT A — X%
LT U T4 NNE YT R —ID

DNS X X—E 45

DNS A X —tE > 7 D413 SM-P TEITENET,

IL—ILEE

JL—IVEFRD KA R4 (domain-names) & ARA R O—ERZIRETHI21E, ROCLIZz< > R
FEHLET,

ruledef <ruledef name>

ip [server-domain-name {contains|=|ends-with|starts-with}
<url string>]

ip [server-domain-name {contains|=|ends-with|starts-with}
<url string>]

multi-line-OR enabled

ip server-domain-name O /L—/L 7 A » ZHIRT 5121E, 2D CLI®D no N— a3 2 L
T

ruledef <rul edef name>

no ip [server-domain-name {contains|=|ends-with|starts-with}
<url string>]
exit

ECS LL CDNS =2 b VIZOWTEHERBER X A ~—IZiF, KD CLI ZHHALE7,

configure
active-charging service service name
ip dns-resolved-entries timeout <value secs>
end
ip server-domain-name ¥ — 7 — K% & ¥p ruledef N EFR I, —A_R—XATHEHAIN D7)
2. AV AB L ABAL T —/L_— 2 T L (T ip-table MERL S E T,

IL—ILOBRE
ZOMBEIL. JECUPS 7—F 5 7 F ¥ OfREL R U T9,
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show CLI

D CLI ZfH L, DNSIP > kU : show user-plane-service[ statisticsdns-lear nt-ip-addresses
{summary | sessmgr instance<id> |all [ verbose]}] DT — 7L R L £ 7,

NILY HRETIEER
DNS A X — bt U ZHREZ VAR — F T 572012, ROASLVT FEHERAMEH TE 7,
* ecs-dns-learnt-ipv4-entries
* ecs-dns-flushed-ipv4-entries
* ecs-dns-replaced-ipv4-entries
* ecs-dns-overflown-ipv4-entries
* ecs-dns-learnt-ipv6-entries
* ecs-dns-flushed-ipv6-entries
* ecs-dns-replaced-ipv6-entries

* ecs-dns-overflown-ipv6-entries

B D)L 7 FEEHE#RIL. FE CUPS 7—F 5 7 F % L [AIFEIC ECS AF —~ B ENnET,

2

GE) SNMP FJ v 74 k=~ RiZ. CUPSDNS A X — b U VHRETITHR— F SN TWERA,

AR F—R2La—F

® 1 EREDERE

HEER 1)) —X1E | HEEEEREA

R
EDR DT 7'V v 7 3 k1] 2023.04 EDR 2 ETCld, T —X1ZILOMEEZETT 5
2 gy MRS EME 7=, 208 LW E ik

sn-last-uplink-pkt-time &
sn-last-downlink-pkt-time 23 %7K — k LT
£

HResR A

oul

EventDataRecords (EDR) X, AT AEHa—P—ic ka7 UV ER, B, BLOA%
U — O E R — N5, AR L 2— RTT,

Ta—PNETTHE, UPFISKT L7 a—0OiEfitEHm A2 H LT EDR 4 L E T,
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HWEEDLTHE A

TA—TNRTY A VARYG S I3V EAVTA VY —ER |

EDRIE, 7R —#THIZa2—F—F L —rmbERINET, a—Lky b7y 7L a—E
B, EDR AR E 723X T O a— LEAAEMEIEL, Sx Establishment/Modification 22K A v
t—® [Subscriber Params| IE ®—8x & LC, SMF 5 UPF IZE G SN ET,

T —DfTIRHIZ, VPP Ibie v o 2 03 iG S 7, EDR JERORE TRIE S NIZT
RTOa— /L L~V EET, ESCRY 2a— 2 v ZOEME L& HIZ CDRMOD proclet (225
FafnvEd, TDprocletiZL VY, ¥ L a— R KNRT7 7 A NVELITT 4 AZICEZAEN, B
E S NTANRY — N —ZliRE S E T,

TCP Fast Open

TCP FastOpen (TFO) 1%, 22D x > KA > M OE K 5 TCP #fi 4 L 0 Ul IZBRtE+ %
T2 O DILRERE T, T DD I OEEETIE, 7 74 7 > MIRFES L, T—— L Oyl
BEfE R I 2R E S LD 5k Cookie T3 5 TFO Cookie (TCP A 7L av) #EALET, 77
AT 2 N T A FRREO 7= OIZHE SYN 237 > k& & 412 TFO Cookie 7 — % & %17
LET, BREREIITHE, ="~ 3T AN Ry =A 7 ORED ACK X7y &
ZETDHATH-STH, 274 T hOT—2EEFEEFIGTCEET, D=, EDROTCP
7 a—OflE Ty NEORRZEZ R L CRRET 272012, RO/NT v MEOZENGEER S
3

* SYN B LU SYN-ACK /37 v b
* SYN-ACK BELNACK /37 > b

EDR NDE#RZ X v 7 F v T 5 72DIBIMEN D N—NVEHOZFEMIZ oW TiE, TZFofio
TCP 7 4 —/V REH#KT D) HESRL T ZE0,

b5 2H4 S 35T EDR

HTTP 7 > %7 > a 358 T3 % &, HTTP EDR IZ%f L CTransaction Complete EDR 7234 i &
NET, ETTDL, VPP RLBREI U 2087 =y FEET, EDRERDOHRIE TRIE S
NEET_XRTOa—L L-VEMEE, fECRY 2—2 v 2 O@EtEs & $ 12 CDRMOD proclet
WCEESNET, ZDprocletiC kb UL a— RRT7 7 A NVELIET 4 A7 ITHEZIAEL,
RIE ST — = ITHRE SN E T,

K@ EDR BN YA — F SN TWET,
* sn-start-time
* sn-end-time
* sn-start-time format MM/DD/YYYY-HH:MM:SS:sss
* sn-end-time format MM/DD/YYYY-HH:MM:SS:sss
* radius-calling-station-id
» radius-called-station-id

* bearer 3gpp imsi
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* bearer 3gpp imei

* bearer 3gpp rat-type

* bearer 3gpp user-location-information
* ip subscriber-ip-address

* ip dst-address

* sn-ruledef-name

* sn-subscriber-port

* sn-server-port

* sn-app-protocol

* sn-volume-amt ip bytes uplink

* sn-volume-amt ip bytes downlink
* sn-flow-start-time format seconds
* sn-flow-end-time format seconds
* sn-volume-amt ip pkts uplink

* sn-volume-amt ip pkts downlink
* sn-direction

« traffic-type

* p2p protocol

* p2p app-identifier tls-cname

* p2p app-identifier tls-sni

* p2p app-identifier quic-sni

* bearer 3gpp sgsn-address

* sn-rulebase

* sn-charging-action

* flow tethered-ip-ttl

» flow ttl

* flow ip-control-param

* bearer qci

* tcp flag

* ip server-ip-address

* sn-flow-id

* sn-closure-reason
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B #eonas

* sn-duration

* ip src-address

«IP 71 b

* sn-charge-volume ip bytes uplink

* sn-charge-volume ip bytes downlink

k0 HTTP EDR JEMEA YR — h ST ET,
* http url length 2000
* http request method
* http content type
* http user-agent length 255
* http reply code
* http referer
* http host
* http cookie
* http header-length
* transaction-uplink-bytes

* transaction-downlink-bytes

kD DNS EDR EMEA YR — F S THET,
* dns answer-ip-list
* dns answer-name
* dns previous-state
* dns query-name
* dns query-type
* dns return-code
* dns state

e dns tid

T—ADEFERET S EDRENK
EDR /L, 7—#EMOMELRET 272012, ROEMEEZ T R—FLTWET,
* sn-last-uplink-pkt-time

* sn-last-downlink-pkt-time
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TPV ERIZIZFT ) U IREDOREZEDO /v kL sn-endtime (7o — U U — )
M CEBZENRREWVEES, 2T, T—ZDERKZRLTWET,

ZN 6O EDR L., Hl4#E4 >~ + (FIN/RST/FIN-ACK/TCP TEARDOWN ACK) D 34 b
BRI v v LERHA, 260y vy ML, sn-endtimeZ{#EH LT v
varIyRx—Vy Ty I TF v InET,

F7u—REhiz7e—0iEE, B sn-last-uplink-pkt-time & sn-last-downlink-pkt-time 1%,
fastpath Z i3 537 > ML TEHINET,

HIPREIAE
UPD @ EDR BEREIZIE, IROFIPRD & D £,
«EDRILZ., 7 —#& T4 (74 KA Z A4 L7 7 ~, HAGR, #H 70— T, BLOEY
TalHETH) 1T L TORERSNET,
BT Vv a r_X—AD EDR FEIFVAR— S EHA,
*EDR O LAR— MIHHR—FIEEA,

ey br—L S L—20OR7 v ML, EDR @ last uplink packet time and
last downlink packet time except mid session TCP ACK [ZIZHH S EH A,

AR MTF—RLO—KFEHERT S

UPF CEDR 2%/ 7 %
UPF T EDR B2 5121, ROERZEH L £,

active-charging service service name
rulebase rulebase name
flow end-condition { timeout | normal-end-signaling | session-end
| hagr } charging-edr charging edr format name
edr transaction-complete { http | dns } charging-edr
charging edr format name
exit
edr-format format name
attribute attribute name format time format priority priority val

e
s flowend-condition : ZD 2~ REFHTLE, 22—V —F v g ZBETDIEY V3
v —DTEREEFRE L, EDR AR AE U H—T& %7,
stimeout : # A A7 U FEEEBFKN T a—0N K T4 570N, FEE SN EDR ERX T
EDR Z{ERk L £7,

« normal-end-signaling : 7 & —#& T3 EHF (B S5 7 ONT, $57E 4172 EDR JEAT
EDR Z{ERk LE7., 7=& 21F. TCP 72 —® FIN & ACK ##H L. f8E &7~ EDR
RAEMFHLT72—0 EDR #1ERL L £,
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esession-end : VT RT T ANy v a VBRKTT 5N, F5E S4L7- EDR T EDR
PERRLET, ZOF T a2l TLE, By varvrx—Uxid, Byia KT
BRC 7 o0 — |26 L TREBEDEDRMER SN THOT /T A ET 4 b ol _RTHO 71—
WZxt LT, FBE SN AL TEDR Z1ER L £7,

« charging-edr charging_edr_format_name : #4: EDR I X2 E L £,

« hagr : 3 —f#] Session Recovery 77 > a NI LD 7a—B3 K TT 57NN, FEEIN
7z EDR 6. C EDR #{Ef L £ 77,

«http : HTTP 7' f a VB OREZFE L £,
+dns:DNS 7’2 h a VB EOEREEZRE L FT,
+ edr-format format-name : #5323 H D EDR #HEE L £,

« attribute attribute_name format time_format priority priority val : EDR T¥* v 7F ¥ 35 H
KR @2 4R E L £, format time formatid, # A L AZ 7R ERELET, K
DR A AR — KL TET,

* MM/DD/YY-HH:MM:SS

* MM/DD/YY-HH:MM:SS:sss

* MM/DD/YYYY-HH:MM:SS

* MM/DD/YYYY-HH:MM:SS:sss
* YYYY/MM/DD-HH:MM:SS

* YYYY/MM/DD-HH:MM:SS:sss
* YYYYMMDDHHMMSS

* YYYYMMDDHHMMSSsss

priority priority_val iZ, EDR L 22— RNOEOAE OB ZHEE L ET, X, 1~
65535 DEIHTIRET HZLENH Y 77,

EDRED 1—ILEEHMNZT H-ODIERK
EDR &2 2 —/LEAINT DIT0E, RO ZFEHLE9,

configure
context context name
edr-module active-charging-service
end

BADTCP 7 4 —J)L FORE

YWD CLI <> R& M LCEDRIZEBMO TCP 7 ¢ — /L RARET HHNIC, fioF~<Toh
EDR BRENET LTWD I &2l LET,
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configure
active-charging service service name
edr-format edr format name
rule-variable tcp syn-synack-rtt priority priority value
rule-variable tcp synack-ack-rtt priority priority value
end

EZARAYVUITBEELUV NS TN a—Ta0T
show user-plane-service statistics rulebase name rulebase_name
ZOMREEA YR — T 572DIC, IROT 14—/ RBRERRINET,
o JL— LR — R4
« EDR

* Charge Volume
+ Uplink Pkts

* Uplink Bytes
* Downlink Pkts

* Downlink Bytes

* Charging EDRs
* Total Charging EDRs generated
* EDRs generated for handoff
* EDRs generated for timeout
* EDRs generated for normal-end-signaling
* EDRs generated for session end
* EDRs generated for rule match
* EDRs generated for hagr
* EDRs generated for flow-end content-filtering
* EDRs generated for flow-end url-blacklisting
* EDRs generated for content-filtering
* EDRs generated for url-blacklisting
* EDRs generated for any-error packets
* EDRs generated for firewall deny rule match
* EDRs generated for transaction completion
* EDRs generated for voip call end

* EDRs generated for dcca failure handling
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. show user-plane-service edr-format all

* EDRs generated for TCP optimization on

* EDRs generated for tethering signature change
* EDRs generated for interim interval

* Total Flow-Overflow EDRs

* Total zero-byte EDRs suppressed

show user-plane-service edr-format all

EDR fEREDIEBINOD TCP 7  —/v R &2 HR— b 57202, ROT 4 —/V RIRERRENET,
* Service Name
« EDR £ A4
* rule-variable tcp syn-synack-rtt priority 1

* rule-variable tcp synack-ack-rtt priority 2

27477+ —ILOYR—F

R 2:REDERE

HEEER 1J ) —REHR Bz

77 A T U4 —/LTCP 74 K|2023.04 77 AT U+ —EEEIL, TP

IWEALT O NT 7 ay Ty a L R—=ZAOT A
Wz FITT 2T 2774

SEEERBRAELT, £l
F A BORDSH T ALY T A A
B LET,

UPF X, V7 A7 T4 7
u—% Fua v 794575, TCP
A LT OB
Uty h&EET 2 TCP 7 A
RVEALT O NT 7 ay
EHAR—FLET,

UPF2007 7 A T U 4 —/EREIL, VTR T4 N@EEHREL, YT A7 T4y 3
VDIPEyYarR—ADT /v Raryta—lwpETLT, BEOHL X2 T 4K
BNLY T 27 Y g Rk#ELET, UPF201%. VY7 R4 "7 u—% Fay 45
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M. TCP XA LT U SOMIBOINEHZY vy FEEETDHTCP T A KV XA LT NT Y
varwEYiR—hLET,

T7AT T —IVOREIZEN, VAT AEFVI T AT TANT—H o a D& 7y b
ERAETEET, o, X2 VT 0B EFMEL, Ty TV BT YT T
TAYIZICRHESNTZARY) > —2@HALET, 7747 U+—ME, 77— LT EEBIW
Nry N EDOREEE YR — M LET,

T 7 AT U A —HEERIX, ROBREEZ AR — N LTWET,
* DoS 5 L Of DDoS B )~ & D
TV = ar b S — R A
AT = INRT b A AR a BT B ) T
AT —FL AR N AR BEOT 4 NE Y

¢« SNMP & L =\ MHERE

B ITRGZAINTF7ATI4—ILDER
Ty AT U F—NAMERKIL., UPF OT 7T ( 7R CEf c& £,

» Access-Ruledefs

* Firewall-NAT Policy

PUBEVIP6DTIAHIL T 7A T 94— ILEFZTS
WOWERZFHL T, IPVABIIPV6 DT 74V b7 7 AT 74—V ZHER L E T,

configure
active-charging service service name
fw-and-nat policy policy name
firewall policy ipv4-and-ipvé
end

TCP7A FIVBALTIO TV avEBHET S
TCP 7 A NIV EALT U T 7 va iy 2120%, IROMRAZMH L ET,

configure
active-charging service service name
fw-and-nat policy policy name
firewall tcp-idle-timeout-action { drop | reset }
end

b

« firewall tcp-idle-timeout-action { drop |reset } : TCP 7 A KV ¥ A ~—DOWIRYIIURRZ 54T
SNDAT = TINT AT A=V T I vareEELET,

edrop : #7227 T4 "7 a—E, TCPX A L7 7 hOWIRGINIHC Y & & %EE
TV T7ELF Ry FEahET,
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ereset : TCPZ A L7 U FOHRUINHZY vy hERETHIEIOICHEELET, 2
127 7 4 v METT,

» firewall tcp-idle-timeout-action reset CLI 2~ > R, 77 A4 7 U4 —/MIOHEHA I E
R
«UPF Z7e—~ v 7 %Y R—FLEEA,

AR DO —E2AERITMZ T, ROWERRIL, VY—E2ARNOIEIERT7 74T U4 —/LEHHE
CLI ®F 7 4/ k CLI#{ETY,

Dos-Protection:

Source-Route : Disabled
Win-Nuke : Disabled
Mime-Flood : Disabled
FTP-Bounce : Disabled
IP-Unaligned-Timestamp : Disabled
Seg-Number-Prediction : Disabled
TCP-Window-Containment : Disabled
Teardrop : Disabled
UDP Flooding : Disabled
ICMP Flooding : Disabled
SYN Flooding : Disabled
Port Scan : Disabled
IPv6 Extension Headers Limit : Disabled
IPv6 Hop By Hop Options : Disabled
Hop By Hop Router Alert Option : Disabled
Hop By Hop Jumbo Payload Option : Disabled
Invalid Hop By Hop Options : Disabled
Unknown Hop By Hop Options : Disabled
IPv6 Destination Options : Disabled
Invalid Destination Options : Disabled
Unknown Destination Options : Disabled
IPv6 Nested Fragmentation : Disabled

Max-Packet-Size:

ICMP : 65535

Non-ICMP : 65535
Flooding:

ICMP limit : 1000

UDP limit : 1000

TCP-SYN limit : 1000

Sampling Interval : 1

TCP-SYN Flood Intercept:

Mode : None

Max-Attempts : 5

Retrans-timeout : 60

Watch-timeout : 30
Mime-Flood Params:

HTTP Header-Limit : 16

HTTP Max-Header-Field-Size : 4096

No Firewall Ruledef Match Action:

Uplink Action : permit
Downlink Action : deny
TCP RST Message Threshold : Disabled
ICMP Dest-Unreachable Threshold : Disabled
Action upon receiving TCP SYN packet with ECN/CWR Flag set : Permit
Action upon receiving a malformed packet : Deny
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Action upon IP Reassembly Failure : Deny

Action upon receiving an IP packet with invalid Options : Permit
Action upon receiving a TCP packet with invalid Options : Permit
Action upon receiving an ICMP packet with invalid Checksum: Deny
Action upon receiving a TCP packet with invalid Checksum: Deny
Action upon receiving an UDP packet with invalid Checksum: Deny
Action upon receiving an ICMP echo packet with id zero : Permit
TCP Stateful Checks : Enabled

First Packet Non-SYN Action: Drop

ICMP Stateful Checks: Enabled

TCP Partial Connection Timeout:

PUF7EUTIL

30

ZOHETIE., VT TR OWTEB LE T,

«ECUPS T —FT 7 F ¥ TlX, 774NV DNDT 7 A T UA—IERDOEE, 7T 7 A K
TR O4K A, FE TRy 77 V7 ENET, dKZ R DL, Ny 77 rIhiz
FTRCOT T T AL DEeBGDOT T 7 A "R Fa vy 7E&ET, UPF Tld, &K IK N
A bDOXRF Y b ARXEHRRK6ODDT T T AL NI TRV T LTEET,

s firewall ip-reassembly-failureCLI (%, 7«47 e v 7KEE XA NSINET T T AT —
va ., BILO—EEI7 ip-reassembly-failure 245K L E T, KIP /N7y Mo X3, 6
DDTZ T ALk (9000 34 FET) ICHIRINTWET,

T FAT U —NRHDOI T X BRI LET, 20D X, VTR T VCEEE
THTRTOBEI I LTSN ET,

cIPv4 VT BT ADERMBIFER TR ey SN0 ) 7%y M
cIPV4 VT BT NADOERBER TR Re y X EINTE=T v 7Y 73y N

« [Pv4

* [Pv4

U7 TNV RBRIGEOZ T ) vy Ra sy 81, Nk
VT TNVRBEOT 7)) 7 Fa vy 7R A b

cIPV6 VTR T NDORNFER T Ry SNz Z o) o8

cIPv6 VTR TADRMMPIFERN TR ey 7 ENTET v 7D 7%y M

IPv6 V TRV NWVKRIREED X T Y 7 Ka w73 MK

cIPv6 VTRV INEREBEDT v Y 7 Fu v 781 MK

EZARYUTBELEV S ITINY a—TFTa2T
ZOETIX, ZOMEEEZ YR — 95 show 2~ REFDOHITHOWTEHA L ET,

show config active-charging service name acs verbose

fw-and-nat policy
no firewall
no firewall
no firewall
no firewall
no firewall

SFW_NAT
dos-protection
dos-protection
dos-protection
dos-protection
dos-protection

TEST

source-router

winnuke

mime-flood

ftp-bounce
ip-unaligned-timestamp
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no firewall dos-protection tcp-window-containment

no firewall dos-protection teardrop

no firewall dos-protection flooding udp

no firewall dos-protection flooding icmp

no firewall dos-protection flooding tcp-syn

no firewall dos-protection port-scan

no firewall dos-protection ipvé-extension-hdrs

no firewall dos-protection ipv6-hop-by-hop

no firewall dos-protection ipv6-hop-by-hop router-alert

no firewall dos-protection ipv6-hop-by-hop jumbo-payload

no firewall dos-protection ipv6-hop-by-hop invalid-options
no firewall dos-protection ipv6-hop-by-hop unknown-options
no firewall dos-protection ipv6-dst-options

no firewall dos-protection ipv6-dst-options invalid-options
no firewall dos-protection ipv6-dst-options unknown-options
no firewall dos-protection ipv6-frag-hdr nested-fragmentation
no firewall dos-protection ip-sweep tcp-syn

no firewall dos-protection ip-sweep udp

no firewall dos-protection ip-sweep icmp

firewall max-ip-packet-size 65535 protocol icmp

firewall max-ip-packet-size 65535 protocol non-icmp
firewall flooding protocol icmp packet limit 1000

firewall flooding protocol udp packet limit 1000

firewall flooding protocol tcp-syn packet limit 1000
firewall flooding sampling-interval 1

firewall tcp-syn-flood-intercept mode none

firewall tcp-syn-flood-intercept watch-timeout 30

firewall mime-flood http-headers-limit 16

firewall mime-flood max-http-header-field-size 4096

no firewall icmp-destination-unreachable-message-threshold
access-rule no-ruledef-matches uplink action permit
access-rule no-ruledef-matches downlink action deny
firewall tcp-idle-timeout-action reset
no firewall tcp-reset-message-threshold
firewall tcp-syn-with-ecn-cwr permit
firewall malformed-packets drop
firewall ip-reassembly-failure drop
no firewall validate-ip-options
firewall tcp-options-error permit
firewall icmp-echo-id-zero permit
firewall icmp-checksum-error drop
firewall tcp-checksum-error drop
firewall udp-checksum-error drop
firewall tcp-fsm first-packet-non-syn drop
firewall icmp-fsm
firewall policy ipv4-and-ipvé
firewall tcp-partial-connection-timeout 30
no nat policy
no nat binding-record
no nat pkts-drop edr-format
no nat pkts-drop timeout
default nat suppress-aaa-update
nat private-ip-flow-timeout 180
nat check-point-info basic limit-flows 100
nat check-point-info sip-alg
nat check-point-info h323-alg
nat max-chunk-per-realm single-ip
#exit

show CLI
ZOETIE, UPF THAR—FENTWS show 2= FIZDOWTHBAL £,

» show subscribers user-plane-only full all
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* show subscribers user-plane-only flows

* show user-plane-serviceinline-servicesfirewall statistics verbose
« show user-plane-service statistics rulebase all

« show alarm outstanding all

« show alarm outstanding all verbose

« show alarm statistics

+ show user-plane-service statistics rulebase name rulebase_name

SNMP ~5 v T

TDHETIE, SNMP F 7 v 7 IZoWTHALETY, NIy T EEMCTAIE, 22— —TF
L—2TENEND trap CLI 2 H L 77,

*DOSHE : DOSHEDODENEREINT-LEWMERZBLSDE, SNMP R 7 v 7BARKRIILE
T, % E SNRFRERRRANICEIEN LEWMEEZ TR E, N TR V7 ShvET,

Ny ROy T Fuy 7SNy MR LEVWMEEZBZD E. SNMP R 7 v 7R
AR SIVET, RESNTRFBIBNICEIENS LEWEZ RIS E, Ty TR 7 VTS
nEJ,

HBEBIL—IL HEEL— L OEN LEVWEEBZ D E. SNMP T vy IR ER SR ET, &
TE SRS EIE A L& VMEE FlEb &, Ty 7N 7 )V 7 E8hET,

s JL—ILEEL =7 LOEN LEVMEZBZ D E. SNMP 7 v 7 RAERINET, &
E SNBSS LEWEEZ TR, v TN 07 SnEd,

JA—T7A RILEZA LTI DI T LI

tovarvrx—UxiE, 2BILIC, By valrvXx—Ux A VAL UANLDEHNT Y
N DOWEZ], F7-0X fastpath A Y — A& KR—V 7 LT, 74 RAv7e—Z2HErLET, E
BEEO 7 o —i%, Ty MR DT ERFE TS ~ 10 BN TT A R/VIRBEIZZ2 Y £
T, TORER, FIED2HOR—I T A I NVTDOEA LT T MIEY, 2HOTA R
n—%HIRT20ERHY £, T4 F7a—0dlkRiE, Hiod, EDROAERK, BLW
FESA A R Y —AOHIBRE & B 729 720, CPUICARA Y 9, B 7 v — 1 XFEmmIC
VT ENDHTZD, ZOMETEINZL D7 o0 —|IknTE 77,

ACST7O—7A RIBAALTIOMDT U FLILEZERT S
TARNEALT T vh7a—%F XM T 5120, ROEREFEHALET,

configure
active-charging service service name
idle-timeout randomize-range range
{ default | no } idle-timeout randomize-range
end
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bE N

eidletimeout : 7 = —237 A R/WIRREAHEFF C& 2 e KIFF A BV HAL CHRE LE T, BIL.
5~30 DB TIHRET HMENRDV ET, TO%, 70 —L7 X LRMEIZESWNTET
LET.

« randomize-range : AN THRELE T, @HINDTA RAX A LT D ML, 7
n— T 28 e £,

WIZH 2R LET,

idle-timeout randomize-range 20

0~20DEHDT o F LFFPAERSNET, ZOHMEIZ, BESNIZT A FAZA LT
v MEENE I, 2BRIO S £~ — BT B =87 A FICR 70 E 5 mEfi L
F9, REINTEZTA RAAALT T IR 60 ITREINTWDEGE, 70 —I25EH
SNDEEDZ A LT T ME60+ 20 WO TT X ML, 71— BRI HIFR
SNET,

eno: T A RVEALDT U HMeEEHcLEST, Z0a~v 2 NiX, 774V 8TT 4
=TI o TWVET,

« default : idletimeoutrandomization 2~ > K& ZFHENOT 7 3L FRETHERK L ET, ¥
%, 0~30 DEHTIET HHENHY 3, 7 7 4/L ML, 0~30FTT,

7= & 21X, default idle-timeout randomize-range i3, idle-timeout randomize-range 30 & [A]
E‘/G‘—g—o

HTTPURL 7 « JLAZ V) > T #RE

HTTP URL 7 ¢ /v% U > 7#4EEIX. URL MHICEH S v — v ERZBFEIL L ET,

HTTP V 7= A by RMiTIE, Xy (FL7 4w 7 Zf4&) URL & EED URL 255
HZLEMWMTEET, YR URLAHTTP Y 7 =& b3 » F TRO) - 723854, HTTPURL
T4 NE Y T RERE IR ST E S Z D URL #0) 0 #C. EFED URL DA A L— LI
HeAXY hTF—F% L a— kK (EDR) OAERKICHEHSNET,

HTTPURL 7 1 LR )  THBEDERE

Z ZCiE, HTTPURL 7 4 V% U > ZHEEED
TLI74 99 RFEURL DY IL—TDERE
TVT7 4y AMFE URL DI N—TZRET DT, RO CLL a2~ Fafi L ET,

configure
active-charging service ecs service name
group-of-prefixed-urls prefixed urls group name
end

TLI74 9D R{HEURL DT )IL—TH URL DEEFE

TETEZHOWTHBA L £,

e
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HTTPURL 7 ¢ )L 2 U > HERE .

LT 47 AMFXURLD I N—TFTT 4B Y v 7580 URL 2 ET 5I121%. kD CLI
a< s REMHLET,

configure
active-charging service ecs service name
group-of-prefixed-urls prefixed urls group name
prefixed-url uril 1

prefixed-url url 10
end

IW—IAR—XATDTLT 1499 RfFEURL DT IL—TDERIE

TPV T 4w 7 AFE URL #UUIRFT A7 DIV — N _— A TS LT 4 v 7 AfX URL DY /L—
TREMCT AITIE, IROCLLI 2~ FEFEHALET,

configure
active-charging service ecs service name
rulebase rulebase name

url-preprocessing bypass group-of-prefixed-urls
prefixed urls group name 1

url-preprocessing bypass group-of-prefixed-urls
prefixed urls group name 64
end

ayha— FL—r U —TDOIDFKER,  [group-of-prefixed-urls| &
lrulebase-url-preprocessing] MO PFD A v E— V%ML Ca—H—7 1L — I vy va Sk
T

TVT 4y I AMFEURLDO I A—TI2E7 X URLOY A R3H Y 20U A MIHIBRT
HRENHY ET, rulebase (21, VT o v 7 AFE URL OBED 7 NV—T "GN TE
D, Z4NZ2 VU TTDRERSY £3, i@ ruledef (IT1X, L7 1 v 7 A& URL 7 /L—
7D URL ZHIBR L T BIRER T 2 BN & 2 FEED URL D/L— AR E ENTVET,

B

GE) c LT 4P ASTEXEURLD | ZV—TH-0 . KR I10HDOF V7 4 v 7 Zf}% URL %
BT Ed,

e RK6ADT VLT 47 AfEURL I NA—T 2 EB L ORETXE T,

Show a7 > K

show user-plane-service group-of-prefixed-urls all | name group_name

ZDshow A~y REa—WF—F 1L —2TERATEZE, V7 4 v 7 AFE URLDO T A—T70
T aZNTWDENEIDERRTEET, Zoa~<vry ROWHETRO EEBY TH,

» Name of the group of prefixed URLs
* Prefixed URLs
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* Total number of prefixed URLs found

show user-plane-service rulebase namerbase_name

Z®Dshow A~y REa—WF—F L —2THEATDZE, TV T7 4 v 7 AFE URL DI A—T 0
rulebase TEXEINTWNENE I MW EHERTEET, Z0a<wr FOENTRD LB Y TY,

* Name of rulebase

» Name of the groups of prefixed Urls for URL pre-processing

show user-plane-service statistics analyzer name http
Zoa<wry FOHARRO LEBY T,

* Total HTTP Sessions

* Current HTTP Sessions

* Total Uplink Bytes

* Total Downlink Bytes

* Total Uplink Pkts

* Total Downlink Pkts

* Uplink Bytes Retrans

* Downlink Bytes Retrans

* Uplink Pkts Retrans

» Downlink Pkts Retrans

* Total Request Succeed

* Total Request Failed

* GET Requests

* POST Requests

* CONNECT Requests

* PUT requests

* HEAD requests

» Websocket Flows

* Invalid packets

* Wrong FSM packets

» Unknown request method

* Pipeline overflow requests

* Corrupt request packets

* Corrupt response packets
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* Unhandled request packets

* Unhandled response packets

* Partial HTTP Header Anomaly prevented
» New requests on closed connection
* Memory allocation failures

* Packets after permanent failure

* Prefixed Urls Bypassed

* FastPath Statistics

* Total FP Flows

* Uplink (Total FP Pkts)

* Downlink (Total FP Pkts)

* Uplink (Total FP Bytes)

* Downlink (Total FP Bytes)

B

GE) T x—~ AMEEEE LT, [Prefixed URLs Bypassed] 7 7 > & A http 77 7 A YikitiZig
MmEnE Lic, BIBRERDOT LT 4 v 7 A& URL FaFR LET,

IPHE7 FLRIEF

IP7 FUABIEERREIZLY, Ty FOSEIP 7 FLAIZESNT, AART— DU =A
WEZEEMDT — P =2 A REHTEL7— V=AU F A L7 FTEET,

IP7 FUARIEEIX, &7 7 vary TERINZ7u—T7 7 ary TREINET, IPT
R AHBEIL, FFED ruledef IZ—EHT 2BEICK L THEEL., TDDRET 72 a o)
WHENET, IPT7 FVAFREE., 7y 7V 7 X v 7@EombpicdEbsng
T, JEREENTZBET T VAT ATIE, Ty 7V 7%y M, X7y MEESL—VBE
IR EDRITET I, BEFEIP E213R— FORE SN, B ESNDEFNCT RV AFHEE
SN EFA—MNIESBAONET, XU VI y b (T RUAFBEINT
IPE/2IEAR— b 2ET) 1L, ZELERRTRT Yy b VAT g VORNCERE S, 5&E
JEIP F721EAR— b, OV —N—1P F2FIR— MEFIIEESHBEZ ONET,

MSIHD 1 2D7 v —"T, 120237y hOT RLANRHFIRESIND E, TOT7 0 —IlEHFE
NDETRXTONRT Y hOT KUANE LS — R—ZHEE I E T, DPIX rule-matching 72 £
OREIXFEZZ T EHA, K IP T RL A LR — FOMAEDEIL, ruledef & L TERSN
S5

P77 A T—2arOBs, PV TV TR L%y hOT RLUARERES
NET, L IPT7TT AT —2a JRILEE Ny bOT RURE, BEESNER
A/O

TA—TRTY A VRARG LI VELUTA VY —ER .
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B rrrixEmesmnss

server-list 2% charging-action TR S L7236, 7 R AFRE T — " —Z8IRT 572012, 2
DORRLT T —FRNHY ET,

« round-robin : round-robin 7 7' —F Ti%, Y— —{%, #H L4 7 17— T round-robin J7
X TEINENFE T, round-robin TlX, U A NNDT 7T 4 772 — _"—DIHNEINKG &
RzpsihEd,

EREET JO—F  BEAT o —FTiE. 7 FLAFIRE server-list TEFZIN TV D

JEIZJE T, == T T A=V, vH o FY, X=X VRl THITFTENET,
TRTO 7L, 774~V — =B EIRREICDET, 7TA~ ) — =27
FLAEEEESNET, 7I9A4 <~V P—R_"—0NE 0 LA, 7a—07 KL AHE
BRI Z ==Ly ZFO%LEILRY v 7BV ESINET, T4 <Y
P NR—=NFHRT 7T 4 b e, 7a—0D7 RLAFRELIT T4~ U h—n_—|Z
R £,

P3P — S — ORPUT P JE R 7> round-robin 7 7' r —F ZHEE T E 5 Z D> CLI 2342
#LE N FE 9, round-robin B L OEEFER DO — _R—BIRT Vo —F 3660, IPvaX—RAEB X
O IPVE RX— A DY — =Dl FIZ@H c& £9,

IP7 FLABEEZERT S

ANy ROSHEIPT RLVARZESWT ATy b &7 RUAREETHZ LT, BEOS— U=
ABENPOEMELIIMEEINATHD == XA L7 P TEET, Zhud, e
72 arTH=nN"=0D7 FLAFBEEEZHK TS 2 LIck > THREShET,

IP 7 N LA EMREZMKT DIIE, ROMKZEH L £,

configure
active-charging service acs service name
charging-action charging action name
flow action readdress server ipv4 address/ipvé address [
discard-on-failure ] [ dns-proxy-bypass ] [ port port number [
discard-on-failure ] [ dns-proxy-bypass ] ]
end

7 R U AFHEE server-list 73 charging-action TEZR SN TWDHELAIZ, IP 7 N L A FIEEMKEE
ZRER T DITIE, ROMEREET L E T,

configure
active-charging service acs service name
charging-action charging action name
flow action readdress server-list server list name [ hierarchy ] [
round-robin ] [ dns-proxy-bypass ] [ discard-on-failure ]
end

WIZ., server-list OFERBI 2R LE T,

readdress-server-list DRE
consecutive-failures 1
response-timeout 10000

server 209.165.200.225 port 53
server 209.165.200.226 port 53
server 2001:420:54fe::1019 port 53
server 2001:420:54fe::1039 port 53
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server 2001:420:54fe::1049 port 53
server 2001:420:54fe::1059 port 53
server 209.165.201.30 port 8080
#exit

B

GE)  URDMZE, &K 10 O — "—Z ML TE | active-charging — B 221X, HK 10D U & |k
EAERLTE ET,

Show <> K

ZDETIE, IP DT KL AFEEHEED T R — MIHHFHEZ: show CLI 22~ 2 RIZHOW Tk
Eﬂ L/ij—o

CLlaw> K B

aul

show user-plane-service readdress-server-list NS ®Oshowa~wr REFEHLT, V7 FL
statistics all A== ) 2 hOFE EFRRLET
show user-plane-service readdress-server-list
statistics instance instance

show user-plane-service readdress-server-list
statistics name name

show user-plane-service readdress-server-list
statistics

clear user-plane-servicereaddress-server-list statisticsall CLI /L T, 7 KL AP —,—
YA NMigtE 2 U7 LET,

show user-plane-servicestatisticscharging-actionall CLIZ i L C, (7 KL A &hiz] hv
VAR LET,

L7 70orajL
WDOLT 71 ha/ LR DPLO—i e LTHAR— I TWVWET,
« DNS
« FTP
« HTTP
« HTTPS
* RTP/RTSP
» SIP
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B ons
DNS

UPFiX. L7794 DO—#L LTDNST 2 haLzZ ¥R —hLET,
FTP

UPE201%. L7 7 F T4V DO—%& LCFTP 7 u har ¥ R— b LET,
HTTP

HTTP V 7 = X N E7ZIE HTTP IGENRZE TT D L. WOBEIL, Ty 7V 7 FEFv Y
VIDTF =Ry R, VPPIZA T r— REhET,

e TUVE R a—ARX—ADF 7 a— KX, GETXPOST/2ED A Y v RTHHR—
FENET, Ty a—T 4 TICLDT —HIBEA =X L &M LIZHTTP 7
2 —X, HTTP TEHRINTWNDH A Y v NIZBfFER<A7rn— FEhEtA, A MY —A4
MALT oY RIHESNTA T B—RENEHAE, b9 —HOA M) —Ab, HWi#ENA
n— Rl wbrETtH7e—Fah%7d,

«CONNECT A Y v R : ZB8—MNCONNECTIZT v 77 L —RE&nd e, 7o FV o7 by
TV DOWGTDOA RN — LB AT a—RINbB A Yy RTI,

e WebSocket AV v K : 7o —» WebSocket 712 bbb LTHFHEND E, TV o
EFTUN T DEEDA RN —ANRA T — RIS ET,

« A RY—AF, WOWTHOOHEICEHE, Fru—RFanxd,
«FIN X7 v F &% LI2E
c VT UYRIGEN LTWAEGA

« PDN O EH

Ny S —RHT

rulebase |Z5& £ 5 ruledef TEFRIILTWND ANy H—T 4 —)L KON S31E T, X-Header
WREDLAIE, — O HTTP ~v ¥ —7 4 — )V REKGFRBABRNRH DV XA L7 MR ESNE
7,

HTTP R &
CSERIRNT Y M, eI E T,

< BATHD Ny MR SERBFHICRRE S NE T, MRSy R EERSE LN Y b,
BEINET,

CHREANT Y NI REINET

o PEIERR NN e o> TV DG - HilfEl 7 > M, BIERRA CLIFERRIZIS U T, 77
r—3g L R_R— 20— VIR LTRSS E T,

gnh
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o JSER—ZDMENGINT o THWBHEE  HTTP V 7/ = A FOIGEEZIE LTI2%., =D
HTTP UV 7 = A NMIJEENL—LD CA IR L THREINET,

X-Header DT & IL—ILERE
x-header /L — VAT E £ 5 ruledef DNMIENT S0, BE SN ET,

WebSocket
HTTP 7 &2 —7% WebSocket 7 22— |27 v 77 L— R&N7-84. HTTPGET U Z = &2 D% D
7T a—DE%BDO /Ny N OBAENRES L ET,
[EEAR—ZX D TRM
cZ oY a =V OREIL. HTTP JSE 7 v F DOZER T E T,

X-Header D& A
HTTP VU 7 = A b ~® X-Header DFF ANV R — SN FEJ,

URLR—ZXD Y FA LY k
URL R—ZD Y XA L7 g id, EFE(TT 5 UPF BERE T,
TR TANIZYFA VLT MnEZEIR L, BEFD TCP #5527 LE 1,
TR FTANRD Web 7T U AE MU H—LT, LD HTTP 347 v M & IEE S - #
FURLICEENXELET,
e HAF I IR —RATZE LRy F3UF4] (returnURL 72 &) M DAFED
et URL i cE 2 L 9lcLET,

BE 7 v — HTTP T72Wi54A, UPFIX, VXA L7 PURLA 7 v a vy 2EBELT, ry
Me@E EBVIRELES, VA LI a it Ty 7Y o7 HEICERE SN D 5EDHTTP
Xy b (GETE R ) I8oWTORYR—FEET,

R 3 HEDEE

L 1) 1) —R1EHR s EA
V%4127 k URL OK;Ek |2024.01 UPF /&, Blowfish 33 X TF AES
[EREE av et RO o

v/ 74—/ RO URLKGE
ftEVR—FLTWET,

T 7 F IV NERE - IR AR
HIEE
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B vy ovavook—trsnagarsvsar—nE

HEEA 1)) —X &R ERBA
VEA LY FOEXHL L 2026.01.1 N7 A& —7xAAD ADC
TCP FIN/RST HAFI w7 —E, VA

A L7 hURL ¥ HR— & EfT
LET, ZHiE. AES K51k
TOHRYFR—hENET,

BALFIvIT74—ILREREELL :
e J4—JLF¥EA : UPFiX., VEA LY FENFZURL ~DEAF I v 7 T AT T AN
T =X DBMEYVR—FLTWET,

et XalTF a4  EHEOEWIATI VI T 40—V RE, SR 7 ey 752 L TR
ETxET,

« Blowfish : EEA{LEERIC 128 By R —%FH L E T,

*AES: 256 By h¥—|Z L D7 oy /@i (CBC) ®— R&@#HLE 9, UPFIL,
AES BB fbiz/Nn—FRa—FREh/= 10 7 v ROfEEFEHA L E T,

B

GE) NIAvEZ—Tx=AADY XA L7 kURLIZ., AES K5 b TOxH
FR— b ESRET,

N7 23—z A REFEALIZURL Y ZA LY L3 U DHIBREIE

« ZOBEREIZ, ULLT N7 v OB EYR—F LET, BEEEMIX, FICULLT O R— K
617 T 57, DLLT 37 v MIFHE—F LERA,

HEEDBET 7V a VOBREITEE LN T &,

VEA VLI v aryTHR—= R ENDEAFTIv I 74— R

UPFIZ., VHA LY FENTZURLICHATATZODRDODEAFT I v I 74—V RETHR—
LTCWET, TAX UV RT (*) F&EDO7 04—V Rk, Bz R—-FLET,

« #ACSMGR_BEARER_CALLED_STATION_ID#
« #BEARER.IMSI# *

- #BEARER.MSISDN# *

« #HTTP.HOST#

« #HTTP.URL#

« #HTTP.URI#

« #RTSP.URI#
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* #RULEBASE#

UPFIZ, N7TA v X —T =2 A ATV XA L7 FENTZURLICTHEATHZODRDEAF I w7
T 4=V REVR—FLTWVET,

* #BEARER.IMSI# *
« #HTTP.URL#

UPFDY B A L7 g & T O

UPF X, service-scheme 7 L' — AU —7 i L CEARI AR o —A X FEHRHLET,
WIZ, SMEF 225 N4 A > H—T = A4 ARRETRAE L2 ADC ¥ A F I v 7 — T HSNWT,
VXAV arvERiZ7e—KTE2ETLET,

process_summary

ToTav A CEE T EEAa LV R—F Y MIKDO LB T,

*PCF: #HAEV XA L7 NURLEFRIE T 0 v 7 HEREGLAATIv IR U—2 8L
\i‘a_O

eSMF : N4 A v #—7 = A AFBE TCUPF IR Y > —IE#AE U L—L £,
«UPF: VA ALY FERERALEFITL, XA T I v T —F &AL, 70 v 7 Sl
fEOTCP > 7>V 2 (FINRST) #&HLET,

process_workflow

NI A H =T 2 A RZLDVEA VT VETITKR T E2AMNT DT —T 70—

1. servicescheme k') H— : service-scheme 7 L' — AU —7 (%, By a v O E-ITAT
HZ far-received F 7213 pdr-received 1 X2 b &R L E T,

2. FHBE: VAT A, UK A L2 b URL I returnURL SCHEARIZ FE DWW 72 BARAY 72 % —
U— RRBREENTWEINE I Nl %mTF =y 7§57 L, trigger-conditions % Al L £ 37,

3. 7Y av®ET: UPFIL, kv a O EIIETHIZRAE LIz ade L—/LZHES
UNTHERE @ charging-action 453, ~ v B 7/ I U7 trigger-action & FEAT L £ 97,

4. URL ¥ : UV XA L7 hOA, UPFIZEREO URL 2L, ¥4 FIv 7 74— K
WCAS L, BEBbZEA L £,

5. 70— & TOEA, UPFIZTCPFIN Z Web 7 94 7 > MIEELET, 72, TCP
RST % Web %r— _—|ZEE LT, #ad /L —A 7K T LET,

URLBE SAb 2R3 5

VZA LT NENTZURL DX AF I w7 7 40— ROBEFALEZ BN T DI, RO
PR LET,

TA—TRTY A VRARG LI VELUTA VY —ER .
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configure
active-charging service service name
charging-action charging action name
flow action redirect-url redirect url [ encryption { blowfishl28
| aes256 } [ encrypted ] key key ]
end

b

« flow action redirect-url redirect_url : U # 1 L7 h URL 245 E€ L £9, K16 DF A F
IV I T4V REEDDLZENTEET, redirect_url 1%, 1 ~ 511 XFORETFCTHRE
TOHMENRDH Y 7,

« encryption { blowfish128 | aes256 } [ encrypted | key key : U # A L7 N URL DX A F I v
77 4= RORE AL Z AT DL EITHREL £,

s blowfish128 : ¥4 I v 7 7 4 —/ ROK5{LIZ 128 ¥~ k% — T Blowfish K5 5{t &
AT 57-OICHEELE7,

caes256 : XA v I 74—V ROKEE{KIZ 256 £ b F—T AES-CBC K 51{b %
AT+ L9512 BELET,

s encrypted : F—Z 5L T 55 AITHRELET,
ckeykey: XA F 3 v 74— ROBEALICHAT 5 ¥ —255E LET, keyld. 1
~ 523 WFDERFTHRET LLENH Y 7,

e UK ALY FEDURL Ty a—F 4 VI REI > TWBEE. Ka{bE7- URL
WL, K 2300 XLFE Y AR—FLET, ZORIEZBZL L., 2301 XTFLIEO URLIZHEIY
mBTonFET,

NI R—=ZDYEA LI kN 7a—T 7 a2l 5
NIALE =T oA AEFHLTHAFTIv 7 VXA L7 NURLEZLIRL, Biofba@H T 2
X IICUPF R ELET,
Before you begin
LI TFIAFRT 7T 47 ThHIEEMRLET (HTTPS OH AR — M) |
« AES B B 2T 28581, F—7 L —X FET, 1 ~523 7)) 2HEELET,
« UK A L7 NURLSIND 1 ~S511 LFTHDH MR LET,

VEA VI hT7a—T 7 a ey 51203, ROFIRZETLET,
FIE

X7 w71 URLID O ruledef Z & L £,
Bl -
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[upf] # ruledef rule name

[upf] # http url contains test.html
[upf] # http url !contains abc.html
[upf] # multi-line-or all-lines

U XA L7 K URL O trigger-conditions Z k% L &7,
i

[upf] # trigger-condition TC1
[upf] # redirect-url contains “returnURL="
[upf] # redirect-url starts-with “https://snap”

U XA L7 a D trigger-actions 7 EF L E T,
i

[upf] # trigger-action TAl
[upf] # execute-charging-action url redirect ca

K55k T A — & % f] L T charging-action % 1Eik L £ 7,
il -

[upf] # charging-action url redirect ca
[upf] # flow action redirect-url <return url recieved over n4 interface with ADC rule>

kU A —% service-scheme (231 > K L F T,
1 -

[upf] # service-scheme SS1
[upf] # trigger far-received
[upf] # priority 1 trigger-condition TCl trigger-action TAlL

WKT7u—T 7 a Rt 5

ATy T

ATy T2

TCP v 7 F VU 7 aRMEALTHETry 7 2 RIELET,
Before you begin
T — T EMRT D123 IROFIREZFITLET,

FIE

WE7 a7 O ruledef ZEFZLET,
1

[upf] # ruledef terminate rule
[upf] # 1ip any-match = TRUE

#&T O trigger-conditions # 7% E L £ 77,
il -

[upf] # trigger-condition TC2
[upf] # tdf-appid contains <terminate app id recived with ADC dynamic rule over N4 interface>
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B oo-sstovscsresT

ATv T3 T D trigger-actions & 7 L £,
i)

[upf] # trigger-action TA2
[upf] # execute-charging-action terminate all

ATv T4 77— T D charging-action & {Epk L £,
£l

[upf] # charging-action terminate all
[upf] # flow action terminate-flow

ATw 8 ~VU H—% service-scheme |Z/34 > KL%,
1 -

lupf] #
[upf] # trigger pdr-received
[upf] # priority 2 trigger-condition TC2 trigger-action TA2

service-scheme SS1

Tu—iEt DOV A A LT b ERET

WDa< REfH LT, #iEDREZMEZRE L, VXA LT NERIZKT L7 a—0#E %

FRTEET,

BT R4 54 /NFAR DA

WH SNV X417 FURL & BB o — VISEHASNF-38BeT 7 v a v FE 51 51203,

WD By I AR LET,
i -

far full all

[upf] # show subscribers user-plane-only callid [call id]

T

Callid: 00004e29
Interface Type: Sxb
FAR-ID : 0x0003
Destination Interface : Core
Apply Action : FORWARD
Outer Header Creation
Remote TEID : 0x0
Transport Level Marking : N/A
Transport Level Marking Options
Copy Inner: No
Copy Outer: No
Inner Packet Marking : N/A
Layer2 Marking : N/A
Remote IP Address
Remote Port : N/A
Number of Associated PDRs: 1
Linked Traffic Endpoint : 0x2
Redirect Info
Redirect Address Type : URL
Redirect Address Value

https://snap.mobile.att.net/?nonce=Apol loHONDA&returnURL=https://myvehicle.att.com/%23/start%3Foem=honda

B 7Ty AVRRI S IVEAVSAUH—ER



| T4—F Ty b AVvRRY S avEA US40 —ER
sn—gaou Lo rerT |

Charging Action Name : url redirect_ca

FIA—=TFU a3 DER

BARHIR N U =T 7 a i~y BT ENTWAIRET 7Y a U EFERT HIiE. kDY
VHE I AR LET,

i

[upf] # show user-plane-service trigger-action all
T

Trigger-Action: TAl

HTTP Response Based TRM : none
HTTP Response Based Charging : none
Throttle Suppress : Disabled
Flow Recovery : Disabled
Traffic Optimization : Disabled
Step Up GBR : Disabled
Step Down GBR : Disabled
TCP Acceleration : Disabled
TCP Acceleration Threshold : Disabled
Service-Chain : none
UP-Service-Chain : none
Flow-IP-Readdressing : Disabled
EDNS-Encode : Disabled
Charging-Action-Map : none
Charging-Action-Name : url_redirect_ca

Trigger-Action: TA2

HTTP Response Based TRM : none
HTTP Response Based Charging : none
Throttle Suppress : Disabled
Flow Recovery : Disabled
Traffic Optimization : Disabled
Step Up GBR : Disabled
Step Down GBR : Disabled
TCP Acceleration : Disabled
TCP Acceleration Threshold : Disabled
Service-Chain : none
UP-Service-Chain : none
Flow-IP-Readdressing : Disabled
EDNS-Encode : Disabled
Charging-Action-Map : none
Charging-Action-Name : terminate_all

b A —S DM

BT 7 v a OBRPFUHEN T 582 R T 2120F, RO &y 7 AL ET,
il

[upf] # show user-plane-service trigger-condition all

P TS

Trigger-Condition: TC1
redirect-url contains returnURL=
redirect-url starts-with https://snap
redirect-url contains nonce=Name
Multi-line-OR All lines : Disabled
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HTTPS

RTP/RTSP

?4—7N7vF4>X&9>3>&4>54>ﬂ—fx|

Trigger-Condition: TC2
Tdf-AppId contains terminate_
Multi-line-OR All lines : Disabled

ga—/mLYF4 LY MfE

UEA VLT FENTZT7 =D a— B ERRT DI, ROV Z 7 A& LET,
]

[upf] # show user-plane-service statistics all

P TS

ADC Redirect Stats:
ADC Redirected Flows : 3

BTLI-o0—%
B a— I L TR T LE7 e —0REFRRTHITE, ROV Zy 7 AEFEHLE
7,

i
[upf] # show subscribers user-plane-only full callid <call id>
YT

Flow Action Terminated Flows: 5

PDR #& T M

Ta—D THIL—ET A7y MR EEAINDIRET 7 v a v aRrdT DI, ROV
Byl AR LET,

i
[upf] # show subscribers user-plane-only callid <call id> pdr full all
YT

Callid: 12345
Interface Type: Sxb
IP address: 11.11.0.1

PDR-ID: 0x0003

Rule Name: dynamicfacebook

Charging Action Name: terminate all

TDF App Id: terminate rule

TDF Notifications: Enabled

Hits: 5 Match Bypassed: 0
Matched Bytes: 285 Matched Packets: 5

UPFIX. L7 7 A4 HFD— L LTHITPS 71 haLz¥R—hLET,

UPF201X. L7794 DO—# L LTRIPBLURTSP 72 haLaH¥R—kLET,
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SIP

S |

Session Initiation Protocol {%, IETF CEZRINTWAH T FF VU 77 a k2" C7, Internet
Protocol (IP) #/ L7=H AT A2 EOMEEE v v a ORI FEH ST E
T, ZO7r band, 28& (2=F%¥ A ) FLEFIATF =T 1 (AFHXY AL B
arOfEpk, ZE, BRI TICHEATEET, Byda i 1 2FB3EEOAT 4T
A MY —LTHERRESNET,

UPF201%, L7 7FF7A4FDO—& LTSIPZYHR—FLTWET,

EZARAYUOBELVRS TN A —TFa25

show 7> FOHHA

COWETIE., BEEOE=F UL S RN TTINN Y a—TF 4 OV R— MIFHTEACLIZ~Y
NIZEAT DM At L,

ZOHETIE, ZOHWED YR — MIBIT D show 2~ RELIZZDOH N OWTHHA L 7,

DNS
DNS BEO#FFH 2SI 512F, RO CLIla~v > REEHRALET,

show user-plane-service statistics analyzer name dns

FTP
FTP BE O HAZBSGT 51213, RO CLI a2~ REHEALET,

show user-plane-service statistics analyzer name ftp

HTTP
HTTPS Bh#E DO 2 BST 51213, RO CLIa~ > FEFERLET,

show user-plane-service statistics analyzer name http

HTTPS
HTTPS BB O#EH 2 BST 51213, kO CLI a2~ > FEFEHLET,

show user-plane-service statistics analyzer name secure-http

RTP
RTP B#E DOFiFH 2 ST 512id, RO CLI 2~ RE#FEHLET,

show user-plane-service statistics analyzer name rtp

RTSP
RTSP (ZRHHE 3 A aHERZ RS T 2101, RO CLI 2~ FaEH L ET,

* show user-plane-service statistics analyzer name rtsp

TA—TRTY A VRARG LI VELUTA VY —ER .



?4—7N7vF4>X&793>k4>54>ﬂ—51I
B vconaryr—+

* show user-plane-service statistics analyzer name rtsp verbose

SIP
SIP B EOKF 2 BT 512iE, RO CLI a2~ REFEHALET,

show user-plane-service statistics analyzer name sip

N4 TO NAT H7R— b+

R4 HEDBERE

L 1) 1) —R1EHR BL)]
N4 A > % —7 = A ATONAT |2023.04 F v hNU—27 7 R RALEH#
PAR— b (NAT) #¥REIZ, L—T 1~

TRADTZ7AX=FMIPT R
VAZNRTY w7 IPT RLA
DT =V DN—TF 4 7
AIRERXT Y w7 IPT R A
WAL ET,

UPFFiX, *v hT—27 7T KL
ALRERR T HNAA LV H—T =
A AP NAT %R —F L,
NAT "A T 47 La—FR
N4 IZEE LET, NAT R
VI —L NAT X7 U » 7 IP
7 RUADIP 7 —/id, N4
@ UPF THERL S IVE T,

ab
oo
oul

A

X b —27 7 KL AZEH (NAT) HfEIX. V=T 4 v IR DTTA_R—=KFIPT KL A%
NIV T IPT RVAD T =N DN—T 4 VT ARERNT ) w7 IP T RLAIZE#H L F
T, ZOMEEICE Y, 22—~ 3By U7 L OBEICHERRT ) v JIPT RLAD
FrgicxEd, ZoFRICEY, ARy NU—ZRITIPT RLARF—< L L TEFx=
VT 4 R CTE, AR A MDD AT TSN, FEZERXTry MRZOEBT ok 2%
HWiELET,

UPFIZ. NAA L APL—3 gV TCNATA YV AR—FL, Xy hTI—2T7 FLAEHEELET,
NATIP 7 KL AL NAT AR— b2 LT, UEDEELIP £ITEELCR— T FL 2% h
T LT — %%y NEBBIRNCIEIET D LIV AT AR TEET,

PR — bk ZND NAT DfAGHOEITRD EBY TT,
«NAT44 F > T~ K&5f 1

B 7Ty AVRRI S IVEAVSAUH—ER



| F4—F T bAoRRG v avEAVSAUH—ER

HPREIHE

simzm ]

*NAT44 4T~ K141
* NAT64 A>T~ K&x%t1
*NAT 64 4> 7~ R 1xt1
« NAT44 AT~ RE%F1
«NAT44 JEAF > T~ K1 %1
« NAT64 FEA > T~ REx%] 1

e NAT64 FEA > F < R1%t1

NAT O R IERIC OV TIL, StarOS D [NAT 7 RI=A hL—3 3 HA4 R] 28 L TL
720N,

FE o StarOS D [NAT 7 R =X hLb— g v A R ICER#HE SN T DT XTOMEEED UPF
ICHETIEELIDITTIEDY A,

N4 A H—T A ADNAT OV HR— MMIIKOFHIBFEENH D 97,
SR 1 BIOF T2 RE— RO NAT44 OB BYFR— N SNET,
s TRTONAT 7 —/Uid, #filear 77X X bo@ENO2——F L — 2 THREINET,

e fw-and-nat NY > —TDCLI T 7 ¥ a VERZEH LIEMRET 7> a v BLO
active-charging-service T flow-any-error if4x7 7 ¥ 2 LI AR — F S THEE A,

o SMERH— =235 D [dynamic-only | 35 XY [static-and-dynamic) /L—/ L% ] L THERR S
A7 access-rules (X VAR — F I FEH A,

s WU LV ANSOEEO P IZYR— hShEHA,

*NAT =)L TOX T A bRy TEFET R — F SN EEA,
* NAT 7 —/L DR — baII Y R— S A,

« FTAR—FIPF =27 CLIOAF v FIESNERA,

* RADIUS £ L (' Gy TR &4 5 Fw-and-nat 78 U 3 —_—ZA D NAT R Y > — D3 F i3 AR —
FENEHA,

e T Z—[EHAHDT /L HZ L, access-ruledef TiIHVR—FENEHA,

* Access-rules |%, fw-and-nat 78 Y 3 —"T® open-port " — FEEFHFRED b U A —% VK — K
LEHA,

« SRAICSR %D NAT AR— U BN (fw-and-nat 77 > 3 ) 1ZVR—FENFHA,

« active-charging " — A TlX, NAT reassembly timeout CLL [TH AR — v EzH A, DD
2, UP O T F A R LUV CLL AT 208083 % 0 £7,

NAT 77 AT —vay U7y ITNOET — 3 FR—FEhERA,

TA—TRTY A VRARG LI VELUTA VY —ER .



TA—TNRTY A VARG a3V V54 U —ER I
B wozz

* NAT flow-mapping % A ~—{3H KR — b I EH A,

e N:M JTALED S, B UP KA DA X —T =2 A ZARED—HERL L TRCM M HFRE X
NDNATIP 7 —/v, BXOT—1N4iE, §X_XCOT VT 4 T ipa—Y—7 L —2rT—F
THAHVNENH Y £9, fw-and-nat RV > —TEHREINAFE UNAT LV A EZ T _XTH—
P—TF L —NZHEHATEL L9, T _XTOT—ILIZNAT ZV— 7%+ 5 2 &Rk
ZHIZR D E9,

e NM TUEALDHAE., RCMBERHETTRXTOUP TE L O THEIIND NATIP 7' —/L D%

WL, IP 7 — L DE KRS (2,000) (ZHEH) MERHY F4, T XCTOT 77T 4 7 UPDR
EONENEEZBZDE, A AL a—P—T L — U OREITRK L ET,

NAT D& E
NAT 7" U — (Firewall-and-NAT 7R U 2»—) & access-ruledef ff§fi% /L, UPF @ active-charging
YP—ERATERITENET,
NAT B D CLI =~ > FOFERIZ OV TIX, [SarOSNAT 7 KX =2 hL—va v A K]
D INATHERL ) BEEAZRL T ZE0,
GE) [SarOSNAT 7 KX =A L —a ¥ HA4 K] @ INATHR] ZEICEHINTWAHETTO
CLI 2z~ REREEN UPFIZEHATE D2 DITTIEH Y A,
B
A—F—=T L=

ISP T XA MDA—YP—F L —0TlE, ROT—/VEEOREDLHETT,

configure
context ISP1-UP

ip pool NAT44 PUBLIC1 209.165.200.225 255.255.255.224 napt-users-per-ip-address 2
on-demand port-chunk-size 16 max-chunks-per-user 4 group-name NAT44 GRP1

ip pool NAT44 PUBLIC2 209.165.200.226 255.255.255.224 napt-users-per-ip-address 2
on-demand port-chunk-size 16 max-chunks-per-user 4 group-name NAT44 GRP1

ip pool NAT44 PUBLIC3 209.165.200.227 255.255.255.224 napt-users-per-ip-address 2
on-demand port-chunk-size 8 max-chunks-per-user 1 group-name NAT44 GRP2

ip pool NAT44 PUBLIC4 209.165.200.228 255.255.255.224 napt-users-per-ip-address 4
on-demand port-chunk-size 32256 max-chunks-per-user 4 group-name NAT44 GRP2

ip pool NAT44 PUBLIC5 209.165.200.229 255.255.255.224 napt-users-per-ip-address
8064 on-demand port-chunk-size 8 max-chunks-per-user 2

end

SEIELNAT T—ILE2 A TD NAT T— )LEEEDEREH

1-1 on-demand:

config

context ISP1-UP

ip pool NAT44 ipv4 1 1 209.165.200.230 255.255.255.224 nat-one-to-one on-demand
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EZAVUIBEV STV a—Fa0Y .

nat-binding-timer 60
end

N-1 Not-on-demand:

config

context ISP1-UP

ip pool NAT44 ipv4 N 1 209.165.200.231 255.255.255.224 napt-users-per-ip-address 2
max-chunks-per-user 2 port-chunk-size 8

end

1-1 Not-on-demand:

config

context ISP1-UP

ip pool NAT44 ipv4 NOD 1 1 209.165.200.232 255.255.255.224 nat-one-to-one
end

B

Note = ho—L L —0REZENLT, 12U EDOT 782 L—LVEZFELZ—F—T L —
TRESNTELERNAT V=V FEFZ =TI~y B 7 LET,

EZRYUOBELUVURNS TN a—FaT
NAT 5t D IR e

WDOFEIZ, NAT HEtONEIHFHTE S a~ 2 RERLET,
BROIOFNATINET DHE. 2 DHOINIIMER T a3~ REETFT0ET,

GEVALE showa<v > K

TITF 4 TEIIKRIEFR DO v g 3 | show subscribers user-plane-only full all
5, BIEOTRTOV T A7 A4 BT 5
i, Y7227 7 A4 NICEEMIT BTN D
IP7 RLAZEFEBLET, NAT LIV ATHE
HENTWDTRTOIPT RLAHLFERS

WET,

NAT %7 v A7 LD EHE . show user-plane-service statistics all

NAT BHE D3 T DO E, show user-plane-service statistics nat all

NAT LV AR O X T OHE, show user-plane-service statistics nat nat-realm all

NAT IP 7 — /L7 L— 7N DT <TD NAT IP | show user-plane-service statisticsnat nat-realm pool_name
7=V DG,

ARSI NAT 31 > KL a— R84 % | show user-plane-service edr-format statistics all
o

UP @ APN T fw-and-nat 7 U 3 — D ESE(F 1T | Show user-plane-service pdn-instance name name
FHERLET,

TA—TRTY A VRARG LI VELUTA VY —ER .



. cleara<w > F

clearav> K

TA—TNRTY A VARYG S I3V EAVTA VY —ER |

et/

show o< > K

\j—o

UP T fw-an-nat KV > — DR E A #e2R L F | show user-plane-service fw-and-nat policy all

AR S 72 NAT N1 > KL a— RiZE4
5 1EH,

B— FF ¥ 7 O ST LU D 7= % | show user-plane-service rulebase name name

7 7t A ruledef (2 B9 % 15,

show user-plane-service ruledef all

UP @ rulebase T fw-and-nat 7~ U 3 — D RHE
fHF 2R L ET,

show user-plane-service rulebase name name

COMRER Y AR — TS, D clearCLI =~ REMFHATx£9,

» clear user-plane-service statistics nat nat-realm all

» clear user-plane-service statistics nat all

NAT /RS A—BZ LELMED SNMP 5y 7
NAT /3T A —& L UVMEICKTT HRD SNMP ~F v 7B R—rENET,

SNMP ~35 v T

BLL]

ThreshNATPortChunks

NAT R— FDF ¥ o 7 HEHER, LI VWHEICE
DERESINTZPREICET D EARINET,

ThreshClearNATPortChunks

NAT R— s DF ¥ U 7EHENR, 7 VT LI
BIZXVRESINTZREICET D ARSI E
‘aAo

ThreshNATPktDrop

NAT %7 v b Fa vy 728, LEWVEIC LD RE
SNTEIREICET D EAKRSNLET,

ThreshClearNATPktDrop

NAT 7> b Fay 7 7 U7 LEVMHEIZK
DRESNIZIREIZET D ARSI NET,

ThreshIPPoolUsed

IPF— LTSN TSP DA, LEVME
WCEVRESNEBEIGET D ARSI ET,

ThreshClearIPPoolUsed

IP 7 — L THEHAINTWAIPOEN, Z7UT L
EVMEIC L DRIESNZIREICET D L ARS
NET,

ThreshIPPoolFree

IP 7 — R E N, LEVERED HREIC
EITAHEERINET,

ThreshClearIPPoolFree

IP F—ABMERASH, ZIV T LEWENRTEDD
REEICIET D EARESHET,
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INLY RET

NAT L)L A F—<

syt |l

SNMP +5 v 7

5tBA

=111}

ThreshIPPoolAvail

IP 77— PN RO7 a—THERARIZRYD , /T
SN LEVWEICET D EARKRSNET,

ThreshClearIPPoolAvail

IP /—ARNERHIN, HEINTZ LI VMEICE
T 5 EERENET,

E:INOD NI v 7EAMNTTHITE., TNEFNDOCLIZ 22—V —T L — 2 TRET DS

NV ET,

NAT LV AT —H—F L — o TRE

Sh., HEHERIZa TR RTE, LLAZ IR

FEINET, INOOMFHEHR (BEEAT Y7 v ay hOWS) 1L, NAT LV ARF—~

THATE ET,

Table 5: NAT L JL LR F¥—<

T4 T—R |hHo a5 4 |58
i 7

Vpnname S| | aVTHXA N

Realmname LA | TE LIV A4,

nat-rlm-bind-updates Int64 B — EEINT-ETEAAANBU DS
it.

nat-rlm-bytes-txferred Int64 B — LIV AIZ L » CHEEESNT=
NAT44 15 JOYNAT64 /XA R D
Bt (TyTV s+ E T
vz,

nat-rlm-bytes-nat44-tx Inte4 |y x— UL BT K o THRE S 47z
NAT44 /3 A~ DEFHL

nat-rlm-bytes-nat64-tx Int64 F 7 — LILAIZ L > TSN
NAT64 /31 b DG EHL,

nat-rlm-ip-flows Int64 VIRVAVE A LV A THER S 3172 NAT44 15
L TNNAT64 7 11— D%k,

nat-rlm-nat44-flows Int64 A — LIV AL Lo T sz
NAT44 7 11— DHHL,

nat-rlm-nat64-flows Int64 A — LIV AL Lo T sz
NAT64 7 17— D3,

TA—TRTY A VRARG LI VELUTA VY —ER .
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TA—TNRTY A VARYG S I3V EAVTA VY —ER |

THL T—3 |ho a3 4 |EHEA
B |7

nat-rlm-ip-denied Int32 HT R — NATIP 7 KL ARSI
NAT44 33 L OVNAT64 7 12— D
L

nat-rlm-ip-denied-nat44 Int64 BT R — IP 23MEAS & 72 NAT44 7 o —
DI,

nat-rlm-ip-denied-nat64 Int64 BB — IP NET &7z NAT64 7 12—
DFREL,

nat-rlm-port-denied Int32 | hyrZ— |R— FMER SN2 NAT44 B
L UYNAT64 7 v — Dk,

nat-rlm-port-denied-nat44 Int64 BN — B— FES XL NAT44 7
2 — DK,

nat-rlm-port-denied-nat64 Int6d | B 2 — N— R DMEA S 4L72 NAT64 7
2 — DR,

nat-rlm-memory-denied Int64 B — AU DES S 472 NAT44 35
JOYNAT64 7 10— D,

nat-rlm-memory-denied-nat44 Int64 TR — AU PR X307 NAT44 7
11— DA,

nat-rlm-memory-denied-nat64 Int64 B — AE V) BHER S 372 NAT64 7
1 — DK,

nat-rim-ttl-ips Int32 |#— NAT LV ATz D=7 %
ARNITEDNAT T Y v 7 1P
T RVADRRE, AXT 4 v
1@’6?0

nat-rlm-ips-in-use Int32 r—3> NAT LV A=Y DT
2 hZEiT, BUUEEH S TW
D NATIP 7 KL RO,

nat-rlm-current-users Int32 r—_ NAT LV A% BIEFEH LT
LY T AT T A NOREL,

nat-rlm-ttl-port-chunks Int32 P NAT LV AT D= 7%
ARNZTEDOR— I F v 7 O
B, A¥T 4 v 7ETT,

nat-rlm-chunks-in-use Int32 | #—3 NAT LV A2 D a7 %
A N LB I TN D
R— N F v 7 DI,
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NAT /R4 > RLa—Fk

NBR D15

naT xq v kLa—k

EHB

hor854

Bl

nat-rlm-port-chunk-size

NAT LIV ADR— N F v o7
DA X,

nat-rlm-port-chunk-average-usage-tcp

Int32

DY CTHNZTCP A— D
¥ TCP AR— MEHE, oF
D, BV ETHN TCP A —
oSG, EHENE, S—
TUT—VETIEH D THEA,

nat-rlm-port-chunk-average-usage-udp

Int32

FD Y CTHNZUDP R— oD
¥ UDP AR — MEHSE, oF
V. ElYYTHi UDP A —
roH L, ASNE, S
T T—VMETIEH Y EHA,

nat-rlm-port-chunk-average-usage-others

Int32

Y THNIMMOR— FTD
fthd> (ICMP % 721X GRE) &~—
FOYEBERE (OF D, FHY
LTohn Mo R—FrdH
b, RN o S—k
T—UETEHY THA,

nat-rlm-max-port-chunk-subs

Int64

YL —

BREDFR— N F v 7 2
L\]L:»ﬁ.fxﬁ ?4/“@%%%&0

nat-rlm-max-port-chunk-used

Int32

AT L —

RSN RA—FF v
%,

nat-rlm-max-cur-port-chunk-subs

Int64

R— " Fx o 7 O RE A H
LTWABIEOY T A7 54
.

nat-rlm-max-cur-port-chunk-used

Int32

TIT 4TIV T AT AT
XoTHEA SN/ KF— |
Fx 7.

NATIP 7 RLVAEIEINAT R— b F ¥ o I BT T AT TANRXEDORMITEID B TEAITEID Y

TR S LD T2 TN,
AT U H—/LE NAT R Y ¥ —

NAT /S ' FL2a— K (NBR) Z4kTx£9, NBR OARkIX., 77
DEETHETEET,

#sn-start-time, sn-end-time, ip-protocol, ip-subscriber-ip-address, ip-server-ip-address, sn—subscriber-port,
sn-server-port, sn-nat—ip, sn-nat-port-olock-start, sn—nat-port-l ock-end, sn—-suoscriber-nat—flow-ip, sn-suoscriber-rat—flow-port,
snrat-realm-nave, snnat-suoscribers-per-ip-address, sn—nat-binding-timer, snnat-gnt-offset, snnat-port-dink-alloc-dealloc-flag,

TA—TRTY A VRARG LI VELUTA VY —ER .
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EDR

EDR o> 131

/Ny b ko JEDR

TA—TNRTY A VARYG S I3V EAVTA VY —ER |

sn—nat-port-chunk-alloc-time—gmt, sn-nat-port-chunk-dealloc-time-gmt, sn—-nat-no-port-packet-drogeed, sn—closure-reason
;0,209.165.200.225,,,,209.165.201.1,1024,1039,,,NAT44 PUBLIC2,2,60,+0530,1,02/18/2020
06:41:08,,,
;00209.165.200.225,,,,209.165.201.2,1024,1031,, ,NAT44 PUBLIC5,8064,60,+0530,1,02/18/2020
06:41:14,,,

;00209.165.200.225,,,,209.165.201.3,1024,1039,,,NAT44 PUBLIC2,2,60,+0530,0,02/18/2020
06:41:08,02/18/2020 06:42:12,,

,00209.165.200.225,,,,209.165.201.14,1024,1031,,,NAT44 PUBLIC5,8064,60,+0530,0,02/18/2020
06:41:14,02/18/2020 06:44:24,,

7 D EDR TlX, RO NAT EADOBMENRYAR—F I TWET,
» sn-nat-subscribers-per-ip-address : NATIP 7 RV AZ L DY T X7 5 A N
» sn-subscriber-nat-flow-ip : NAT %t 7 27 Z A4 /SO NATIP 7 KL &

« sn-subscriber-nat-flow-port : NAT XfIin 7 2 7 Z A /3D NAT R — &

#sn-start-time, sn-end-time, ip-protocol,, ip-subscriber-ip-address, ip-server-ip-address, sn-suoscriber—port, sn-server-port,
snnat=ip, snnat-port-olock—start, sn-nat-port-l ock-end, sn-subscriber-nat-flow-ip, sn-suoscriber-rat-flow-port, srrat-realm-nare,
srrat-siescrilers-per-ip-address, snrat-hinding-tiner, snret-grt-offset, snrat-port-chirk-al loc-deal loc-flag, sn-rat-port-dhirk-al loc-tire-qnt,
sn-nat-port-chunk-dealloc-time-gmt, sn-nat-no-port-packet-dropped, sn-closure-reason
02/18/2020 12:11:11:630,02/18/2020
12:11:11:632,1,209.165.200.225,209.165.201.1,0,0,,,,209.165.200.230,1024,,2,,,,,,0,0
02/18/2020 12:11:08:672,02/18/2020
12:11:09:671,6,209.165.200.225,209.165.201.1,1001,3000,,,,209.165.200.230,1034,,2,,,,,,0,0
02/18/2020 12:11:14:499,02/18/2020
12:11:14:499,17,209.165.200.225,209.165.201.1,1001,3000,,,,209.165.200.240,1025,,8064,,,,,,0,0

Ny b Re w7 EDR D)

#sn-nat-no-port-packet-dropped, sn-start-time, sn-end-time, sn-subscriber-imsi
2,03/13/2020 08:28:24,03/13/2020 08:28:54,123456789012345

T4 LR

TV TEEF, EANANAST— T 5% USB RO AERFETLELTHEALT, &
V=T DT =R T T UTEITSNTNWDLPCT AR (T My PDA, ¥ 7 L v
N &) ~DA v H—Fy N ZRMET 2B LET, BF, Av— b7 a—H—
DEGE, 1FEAEDFRL—ENIEGIREOT —X 77 2R ELTEY, ZOMHAERE A
WTNRAAL LTDAT—=RT 4 nbATH) 22 HNE LTVET, 2L, —Ho¥y T2
I ANE, R A N ERITERIROFEHET — 2 77 2L T, 7a— KU RERT
Wi-Fi 290 L7288 OA X —F v MEGN T A R0y, FIHTE 20, F7213 28T
RWGFTCT v Ry I =3y MERTTOVET,
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7y v o9k— AT 5 [

FHY T RHHEAE T L, PCT A ADBEASAA, VAT — T T WY o7&
NI T A7 A4 NRTF =2 @EORIHNAREICR2 D £3, /o, —EAT oM X —RNZ0D
EIOMBEEEZEEL, TS LT T AT TANIHERTE DL LY, RN LF— %
L ES, 7YV T REIE, IPv4 (TCP) BEOIPv6 i#fF 7 2 —THHR— SN TWVE

7

DY U —=ATIE, IP-TTLR—ZADT YV IR R— FENTWET, ZOHEREIT. rulebase
VoYL TRRE TE, rulebase NIZIP-TTL R EZ FFOT X TOH T AT T4 DT TOHT7 12—
WZEA S ET,

TH) O THR— L Z2BET 5
ZOHETIX, 7YY AR — MERORETEICOW TR LET,
T 7R — MERRORERIZIZ, DLTOFIENEENET,
« 7Y 7D rulebase Ak
« 7% U > 7 D Ruledef DK

« 7YY 7D EDR ORERL

FH1) o5 D rulebase #5%
WoDa~<y REFERALT, Y > ZI218F T rulebase 735 A — X REER L E T,

configure
active-charging service service name
rulebase rulebase name

tethering-detection ip-ttl valuettl value
end

e
- tethering-detection : ZDa~ > REMHHT 5 & BITED rulebase 35 L OME 35 BRI /¢
T=HRXR=2 LT Y IR R A E T T E £,
« ip-ttl valuettl_value : IP-TTL#RRZ A LT, 7V YV 7Rl ZEITT 5 E2HEELET,
ttl_valueld, 1 ~255 DEHKTHEEL, 7V 77 —O TTLEZRE LT,

FH1) 245 D Ruledef DR
WDa<wy REFEHLT, 7Y 72T T ruldef 73T A —&F ZHERE L E T,

configure
active-charging serviceservice name
ruledef ruledef name
ip any-match operator condition

tethering-detection ip-ttl flow-tethered
end

o
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B 75 s0mrommn

« ip any-match operator_condition : Z® 2~ N, TXTD IPvd BLOIPv6 /37w k&
—HT LN AEERLET,

cip-ttl : K IP-TTLEZ STV v anzr7an—%£737 ) v 7S Tnzenr e —
EEINTLZEEEELET,

- flow-tethered : 79V N7 n—CTHRIENTSHE, BETLXITHELET,

FH1) 245D EDR DR
Woa<y REHRALT, 7Y 7 HICEDR 2R E LT,

configure
active-charging service service name
edr-format format name
rule-variable flow tethered-ip-ttl priority priority value
rule-variable flow ttl priority priority value
end

be
- edr-format format_name : EDR 7 #—~ v b &M L £,
«flow : EDR T7 4 —/b FE#E DO 7 v — &2 L £ 7,
. tethered-ip-ttl : 7@ —TIP-TTL XR—Z2 DT H I » Z i EN £ 7,

ottl : 7 —DRMID /N S TEZAF L7z Time To Live/fx KA v 7D,

EZAYUTBELEUVUNS TN a—TFa2T
COWETIE., BEEOE=F U L T NG TINAN 2 —TF 4 OV R— MIFHTEACLIZ~
v RIZET o ERERIEL 7,

show a7 > FHOH A
ZOHTIE, ZOHEEO TR — MIBT D show A~ REITZDOHINTHOWNTHRI L ET,
show user-plane-service statistics tethering-detection
ZOMREE YR — T 570D, IROT 4 — )V RIRRRINET,
CBHEDTFY T SNTH T AT T4 RO
TPV T ENIZH T AT T A RO
« AX v rENTLT u—DREK
SN T Y 77 m— 0
cHESNZT Y 7T m— DR
¢ AF X VDDA NA ST B — DRI

C T Y 7RI (ipu)
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show user-plane-service statistics rulebase name rulebase_name .

¢« AF¥ v AN T v— Dk

cTYY T ENT a—ORiHE
THI T ENET v TV b
TV T ENTHE TN TNy b

show user-plane-service statistics rulebase name rulebase_name
ZOWBEEZ YR — b T 5720, ROT 4=V ERRRENET,
« TH Y TR (ip-ttl)
« AFX ¥ VAN T v — Dk
cTH Y T ENE T u—DBRHK
TV T ENET vy TV Iy b
THITENLFT Y Ny b

RTIP 54 F 32X vV J70—DFEE

rtp dynamic-flow-detection CLI ==~ >~ R{&, [ACS Rulebase Configuration] t— KT, Real Time
Streaming Protocol (RTSP) I3 J OF Session Description Protocol (SDP) 77 A #7231 RTP B &
RTCP 7o —Z i T& 5 X9 L£9, RTSP/SIPBLONSDP 7+ 7 4 FAHE L., rtp
dynamic-flow-detection CLI 23{F{E L TV UE, RTP/RTCP OB /RINZ2 3R EITMEH D EH A,
rtp dynamic-flow-detection CLI ==~ > &Ml % & F RTP £72/L RTCP 7 v — 7381
RTSP/SIP-SDP 7 1 — L AH A BT 1T H i E T,

Bl7 v— (RTSP/SIP-SDP) 7 U7 Snbd &, TRIPRICP 7u—4 7 V7 SET, 20D
CLIZN72W5A. RTPEB L TURTCP D LT L A Y#TZiE, BT F T4 FORENHIETT,
RTP/RTCP 7 1 — & RTSP/SIP-SDP 7 1 — & OFHBIBURIIH U T H A,

R7S—EEHEI74ILZDIIL—ILESE
X7 T —[EHET 4 VZDON—)VREKEEICIX, ROXIRBORHY 7,
¢ IMSI X—ZAD)L— UL, VT AT TA D IMSLIZHE-> THRAESINET,

e APNR—Z2D)—VZEHTHLE, XRTT7—70—0D7 78 ARA 2 4 (APN) & —%
THIL—NAEEETEET,

cRATH# A TZ2MEHATHE, X7 T7—7u—NOEERT 7 & A (RAT) (&—FHT 51—
NAEERETEET,

TA—TRTY A VRARG LI VELUTA VY —ER .
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R7S—EEITAILEZDIL—ILEBE

IMSI —ILZHERT 3
IMSI 7 — VERETHIZE, RO CLL a~<wr REFEHLET,

configure
active-charging service service name
imsi-pool pool name
imsi { imsi number | range start imsi to end imsi }

imsi-pool (21, IMSIfE & 7213 IMSI O#FHAZ GHDH Z ENTEFT,

Rule-line ACS ruledef #1935
WD CLI 22~ > & H LT, ACS Ruledef THifkE— KT rule-line 3% 7E L £,

configure
active-charging service service name
ruledef ruledef name
bearer 3gpp imsi { = imsi value } | { range imsi-pool pool name }
bearer 3gpp apn operator apn name
bearer 3gpp rat-type operator rat type

IMST #iPHiZ, IMSI 7=V &2 L TL— AN TRETE £7,
bearer 3gpp rat-type operator rat_type :
. operator [XRDONT N/ 5,
el LI 2

o= FHLW

SGEE 20V Y —2TiE, wlan 1, #F&72 rat_type T,

HTTP Content-Type %+ T %

KD CLI =2~ K& LT, HTTP Content-Type entity-header 7 1 —/L KOfEIZ—E T 5 /L—
NAZEEFRLET,

configure
active-charging service service name
ruledef ruledef name
http content type [ case-sensitive ] operator content type

show CLI

UPF T show user-plane-serviceimsi-pool name pool_nameCLI # ] L T, #—E A TR S 1L
72 IMSIL 7=V (BT S 2 &R L £,
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FuIussiry topgErargtoant [

TyT)oO1\7y FOIPEETERBEOAEEL

=6 HEREDBE

YA ) 1) — R A
T Y8y o TP % | 2024.03.0 enSGWe O Z DFEREIZ & V. UPF I3,
fEuER it 2 AT 5 Ty TRy FOFREITLNIEL

WY T AT FZANRXNEDEDTH DD
EONET 2y TEET,

ZOMREIIRZ Y AR — P LET

o ZORBREIC X D, HERO W BIfR
FHA~DT —H O ZEIET 5 2
LT, X2 VT TR T
ANRDT T AR —Rifb I E
¢0_®% X, BYEREEZ B

WS 5 ZLicky, —E R
T A F—OiERF X OBLHIEY
MED Y A7 % S LI\ L £
RS

¢ cnSGW 23t v v a U cEID KB C7
forxvzy RRA v MBI
(TEID) OFFHZE v > a &
Tif%@éﬁé:&f\wot
VTR FTANRDE LT,
#y%MT//Iaya/)z
7. BLOGEEMGZ (LD
WL DHEEIELET,

Z OFEREIX, BETFD CLI =2~ > K show
subscribersuser-plane-only full all | callid
callid Z £ L T, Hpk S 172 1P Source
Violation Action 47> 3 V&2 F R L E
R

TI7AILREERE : B AT DI
L\i%izfi%‘go

IP 2512 TO3E S HHESEE DY cnSGW TH NI 72 » TWET, ZOFHIL, cnSGWe 225 UPF I24x
FEENET, 7y NEEREITMET S onSGW ORI ESNWT, aa—F—F L —0%
— ZER Ny BTHRHL L E T,

UENR Sy NU—Z71Z8E L7265, enSGWITHT LWV vy v a AZ—ED v R RiRA v
E%kBI7 (TEID) %%V 4T, UPF ~® Create Session Rk X v — 2 TEID & O£,

TA—TRTY A VRARG LI VELUTA VY —ER .
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FA—=FTREY R AVARYI Y avEA 054 0—ER |
IPEETERDAEMELDLEA

UPFldt vy a DL EHER L, TEID 2L Ca—W—FT—% )y N2 —T 4 7
L\i‘g_o

TOMBEIZE Y, enSGW R T 2T FGANRT LDy g AZEIN Y TS gy RN
A4 > FiBlF (TEID) 1, By v a B TTH2ETHOV T A7 FA4ANTT ICHAIH S
NEHA, BETEID HRHICELY, LIo—Y 2 v —ICkABEST-Y TR 54 RDE v
CHRENERESNET,

2—H—T L — T IP %5 tiEMK L, show subscribers user-plane-only full all | callid call_id
CLI a2~y REfHL TR TEET,

IPEETIERDT v 7V 737y NORIEOFEMICOWTIE, TenSGWe Rk & 7 K =

Fo—vary AR o MPEEILERKDT v 7V 737y NORGE] 2B LTLEE
U,

TNy bDIPEETERDADIEDLIEA

ZOMEEE BN E I T DG ADOERLRKRA U MIRD LB T,
e F 7 F /L NTIL, ZOMEEIZT A E—T IR TWET,

o« ZOREBENIGNORE A 7' 3 & & BICHEMI > TWBGE., 2Ny MIES %50
IP7 FLRIZH LTHIEENE T, sUSTHHENEISCTEMMLES, =721, IP
NI THHTZD, Ny MIXT 377 aiddbn FHA,

o Z OHEREZS DISCARD A 7' a v & EBIZENIR > TV DA, BHREETIP T R
VAEFON Ty MIBEEINE T, T 3@ NEnIgsCTEmL £9,

‘J7°') Ny I“o)IPLL;jTE }iéﬁgn:b\j—é

FIE

UPF CZDOFNAZMEMN LT, cnSGWe THERL L 72T, IPRECEMERRDZ AR > TV D
i, BT T DN EERLET,

show subscribers user-plane-only full all | callid <>% A L £ 7,

1 -

show subscribers user-plane-only full all | callid <>
B Lo > ip sourceviolationsignored: <> 23BN S v, MR F 72 3RS S 7z IP X EmEN X v b
DEAEFRTE LRI E LT,

LU FIZ, show subscribersuser-plane-only full all | callid <> CLI =~ > KO HAHITY, = Z Tk, IPSource
Violation Action, ip source violations 35 & OV ip source violationsignored OfEAMERL S AL TV E T,

show subscribers user-plane-only full all

Local SEID : [0x0004000000000000] 1125899906842624
Remote SEID : [0x0004000000000005] 1125899906842629
State : Connected

Connect Time : Wed Jun 5 05:09:22 2024

Idle time : 00hllml9s
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Access Type: n/a
user-plane-service-name:
active-service-scheme-name:
Callid: 00004e21
Rulebase:
Interface Type:
eMPS Session: No

Sxa

eMPS Session Priority: O
Session-Type: normal
Precedence-order: 0O

Data Queue: O

Card/Cpu: 1/0

IP address: n/a

Next Hop Ip Address: n/a

Source context: EPC2-UP
PDN-Instance: n/a
User-plane-Sx-addr:
Control-plane-Sx—-addr:
Number of associated PDRs
Number of associated
Number of associated
Number of associated
Number of associated
Number of associated
Uplink APN AMBR (bps)
active input acl: n/a
active input ipvé acl:
Bandwidth Policy: n/a
FW-and-NAT Policy: n/a
FW-and-NAT Policy ID:
Firewall Policy IPvé:
Firewall Policy IPv6:
NAT Policy NAT44: n/a
NAT Policy NAT64: n/a
Converged Session: No
Visited Call: No

IP Source Violation Action:
Subscriber Parameters:
IMSI: 404005123456789

IMEI: 112233445566778
MSISDN: 9890098900
Rat Type: 6

0ld Rat Type: n/a

CF Policy ID: n/a

GX CF Policy ID: n/a
Roaming Status: n/a
0ld Roaming Status:
input pkts: 5

input bytes: 250
input bytes dropped: 123
input pkts dropped: 3

CF Buffered Uplink Packets:
CF Buffered Uplink Bytes: 0
Uplink Packets in Buffer: 0
Buff Over-limit Uplink Pkts:
DDN buffered pkts 0

FARs :
QERs
BARs
URRs

0

n/a

n/a
n/a
n/a

n/a

DDN buffer overflow drop pkts

0
0
0

pk rate from user (bps):
ave rate from user (bps):
sust rate from user (bps):
pk rate from user (pps): O
ave rate from user (pps): O
sust rate from user (pps): O
ipv4 bad hdr: 0

ADC PDRs

Ty FTVD1R5y bDIPEET:E

Network Type: IP

UP21

Sessmgr Instance: 1

Destination context: EPC2-UP

20.20.20.106
20.20.20.101

2
2
0
0
1
Downlink APN AMBR (bps) 0

active output acl: n/a

active output ipv6 acl: n/a

Converged Peer Callid: n/a

DISCARD

output
output

pkts: O

bytes: 0

output bytes dropped: 0

output pkts dropped: 0

CF Buffered Downlink Packets:
CF Buffered Downlink Bytes: 0
Downlink Packets in Buffer: 0
Buff Over-limit Downlink Pkts:
DDN buffered bytes 0

DDN buffer overflow drop bytes
pk rate to user(bps): 0

ave rate to user(bps): 0

sust rate to user(bps): 0

pk rate to user(pps): O

ave rate to user(pps): O

sust rate to user(pps): O

ipv4 ttl exceeded: O

0

0

0

0

0

0

rxwRss I}
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ipv4 fragments sent: 0O

ipv4 bad length trim: 0

ipv4 input mcast drop: O

input pkts dropped (0 mbr): 0

ipv4 input acl drop: O

ipvé input acl drop: O

ip source violations: 3

ipv6é bad hdr: 0

ip source violations ignored: 0

ipv4 icmp packets dropped: O

APN AMBR Uplink Pkts Drop: O

APN AMBR Uplink Bytes Drop: 0

APN AMBR Uplink Pkts IP pref lowered: O
APN AMBR Uplink Bytes IP pref lowered: O
ITC
ITC
ITC

Uplink Pkts Drop: 0

Uplink Bytes Drop: 0

Uplink Pkts IP pref lowered: O
ITC Uplink Bytes IP pref lowered: O
ITC Terminated Flows:: O

Flow Action Terminated Flows: O
ToS marked Uplink Pkts: O

CC Dropped Uplink Pkts: O

CC Dropped Uplink bytes: 0

Uplink Inflight Pkts: O

QFI Mismatch Uplink Pkts Drop: O
Total QoS-Group(s) Active: 0
DNS-to-EDNS Uplink Pkts: 0

EDNS Response Received: 0

Flow information:
Current Active Flows:

TCP: 0

UDP: O
Total Flows:

TCP: 0

UDP: O

FP: O

Static & Predef Rule Match stats:
Rule Name Pkts-Down
FP-Down (Pkts/Bytes) FP-Up (Pkts/Bytes)

Dynamic Rule Match stats:
PDR Id Rule Name
FP-Down (Pkts/Bytes)

Pkts-Down
FP-Up (Pkts/Bytes)

0x0002 N/A 0 0
0/0 5/250

Post-Processing Rule Match stats:
Rule Name Pkts-Down
FP-Down (Pkts/Bytes) FP-Up (Pkts/Bytes)

Firewall-NAT Access Rule Match stats:
Firewall-Ruledef Name Pkts-Down Bytes-Down
Dr-Byts-Up Hits

B 7Ty AVRRI S IVEAVSAUH—ER

Bytes-Down Pkts-Up

Bytes-Down Pkts-Up

Bytes-Down Pkts-Up

Pkts-Up

TA—TNRTY A VARG v EqA Y

NJ|

ipv4 could not fragment: 0

ipv4 input bcast drop: 0
output pkts dropped (0 mbr): 0
ipv4 output acl drop: 0

ipvé output acl drop: 0

ipv4 output no-flow drop: 0
ipv6 bad length trim: O

APN
APN
APN

AMBR Downlink Pkts Drop: 0
AMBR Downlink Bytes Drop: 0
AMBR Downlink Pkts IP pref lowered: O
APN AMBR Downlink Bytes IP pref lowered: 0
ITC

ITC
ITC

Downlink Pkts Drop: O

Downlink Bytes Drop: O

Downlink Pkts IP pref lowered: 0
ITC Downlink Bytes IP pref lowered: 0
ITC Redirected Flows: 0

Flow Action Redirected Flows: O

ToS marked Downlink Pkts: 0

CC Dropped Downlink Pkts: 0

CC Dropped Downlink Bytes: 0
Downlink Inflight Pkts: O

QFI Mismatch Downlink Pkts Drop: 0

DNS-to-EDNS Uplink Bytes: 0

Bytes-Up Hits Match-Bypassed
Bytes-Up Hits Match-Bypassed
5 250 0 0
Bytes-Up Hits Match-Bypassed

Bytes-Up Dr-Pkts-Dn Dr-Byts-Dn Dr-Pkts-Up
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QoS-Group Statistics:

Lo Tay sz raRsi ]

QGR Name

Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits Match-Bypassed

FP-Down (Pkts/Bytes) FP-Up (Pkts/Bytes)

SGACL Match stats:

ACL Name

Pkts-Down Bytes-Down Pkts-Up Bytes-Up Pkts dropped

CIoT APN Rate Control:

Allowed UL Limit: 0
Remaining UL Limit: O
Allowed Time unit: unrestricted

Allowed DL limit: 0
Remaining DL limit: O
Status Validity Time: N/A

Total subscribers matching specified criteria: 1

URLD Oy ) R M&EEGFEER

W ReER A

HWaED L H A

URL 72 v 7 U A MEEMEREIZ, URL £72XURIN T 2 v 7 U A MIEEHFSIL TN D Web
A RNDPEarT UV ERRERLZZ TR — RTAERDOVT AT T A4 0O7 78 A% HH L
FT, ZOKETIE, RSN URL 37 ey 738l LTHBEINTOWDEMNE D hERT
URL DU A N &gk T 57T —F X—A0NEH I E T,

UFP CURL 7' & v 7 U A MEMEIEZ AN T DL, 7T v =, SFTP, £72EZ0H 7
T4 L7 NUWIC Toptblkbin] &I ARID URL 70 w7 U A MEERT — X _— ZAPFET
HZMENRHYET, ZOT—HRX—=RAT 4 LT NYDONRRF, a—HF—T L —r D —E R
igic, 2=V =7 L —U TRETIVLENH Y £,

HTTP 7+ 7 A OURL 7 12 v 7 U A NEEREANCTHHERH Y £3, HTTP 7 F 7 A &
X, ZIELAEHTTP V7 = A b5 —X 37 » b5 URL A L9, fiitH &7= URL
AT YR, URL7 Ry 7 URRNEERT —F_X—R ik shEd, =fF LIZHTTP T —#
N7y MO URL BT —HX—ZADURL= M) E—FFTHL, ZOURLIZFZTry 27 U AL
ek S7- URL & LTHbIL, %435 HITP 37 v MIK L TIROWENDT 7 a3 >
DEITEINET,

e 7 —DT

AV R NYE
URL 71 v 7 U A FEGEHERIT, =2 hr—1 7 L—2 (CP) @ Active Charging Service ®

Rulebase 7% & CHEAK T D2 LA H VD £9°, I HIT, Active Charging Service L~V DR T,
Exact & Generic ® 2 DD 7 1> 7 U A REGEA Y v KPP HR— K I TOET,

TA—TRTY A VRARG LI VELUTA VY —ER .
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B wroovsruzregssnss

| o

BE TJuwuy7URMNERT —#X—AX, IWF (Internet Watch Foundation) 35 X UYNCMEC (National
Center for Missing and Exploited children) (2 & - CHEfitsivE 9, UPFILHIZ, fdfbs e
Tx—~y FCTry 7 VA RNRERT —F_X—2A%ZfELET,

URLTOY Y YR ERT—EAR—ADTvTITL—F

WD 2ODIIEICED URL T—H_X—ADT v 77 L— KR PR—-F&EhET,
c BA~—R_R—ADT v T T = RELEFHBT v 77 L— K
cCLIN—RADT v 77 L— RELEFHT v 77 L— K

BARX—R—ADTyTIL—FxEEEEG;7Y TSI L—F

T—=BR=ZANRT ¥y —VIHOTr—FESND &, 5HMDOZ A ~—nfihshExd, o7
BT, TR AEHE T v L — R T L5 OICHBEN S DT,

HAA—HKTHRIZ, T4 L7 BURRIZEN T —Z_X—=AD LY FiONRX—T g o RNh D
BlE, T—FR—=ADT v 77 L— RFENRHIGE S, FTLO A=V a3 v OFT —F =0
UPFicr— FENET,

URL7 B v 7 A RNET =4 _X—=A%7T v 77 L—RKT521%, Toptblk fbin] &9 47l
DENRURL 71 v 7 U A NEERT — 2 _X—AD i "A—2 3 Vi, BEDT —F _X—2%
loptblk.bin] LRICT 4 L2 MUYRNICHHLLERDH D 7,

T A R=ZANEFIZT v 77— REN5 &, LD Toptblkbin) 7 7 A /L DLARFIN
loptblk_0.bin] (ZZFH X41, Toptblk fbin] 7 7 A VD4R loptblkbin| ([ZAHE S E T,
T 5 &, Toptblk 0.bin] 77 A /iX, HWT—FXX—=2DNNy 7T v T T 7 AL L THRbIL
5

BMOT v 77 L—RnFEiTSnb L, loptblk 0.bin) 7 7 A /L D4 HENE Toptblk 1.bin) [T
HE., BED Toptblkbin) 7 7 A L DA ETE Toptblk 0.bin] IZEFE SN ET,

Fe B R RN NEAFT DR I T v T 7 7 A NOEEHERT A2, [UPF CTURL 71 v
U R REERT —H R—=RAE Al HESRLTIIEIN,
CUR—RDTF7 Vv TIL—FFEEEFH 7Y TSI L—F

BAEDT — A _XR—2AZH L W=D 3 2T v P L— R4 510%, TJURLZm v 7 U &2 R&
bk T —HAR—2AET v T 7L —FT5] HEBBL T IEE W,

URLTOOyH )R FEFEERT S

UPFTURL DAY )R BT —EAR—REHRHAD
WO ZMEFA L C, UPF CURL 712 v 7 U A "BERT — X _X— ARG IAIE T,
2022.01.0 LV Eio) J—A

B 7Ty AVRRI S IVEAVSAUH—ER
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URLT Oy 4 YR +ERT—4~A—257 v T5L—FT5 |

configure
url-blacklisting database directory path database directory path

url-blacklisting database max-versions max version value
end

2022.01.0 LAED U U — & -

configure
url-blockedlisting database directory path database directory path

url-blockedlisting database max-versions max version value
end

3
« database directory path : & — % X—ZADF 4 L7 F YRR EZRELET,
database directory path (X, 1 ~ 255 3CF O 55 TT,
emax-versons : 7 — X X—AD{KKT v ST L —RKN_X—=Ta UERELET,

max_version value |4 0 ~ 3 OFEHTT,

URLTOY Y YR MBET—EIR—RET7VvTIL—FKT5
O EFAALT, URL7 2 v 7 U R NEERT — X=X FETT7T v 77— RFLET,

2022.01.0 LV aidY J—A :

upgrade url-blacklisting database
end

2022.01.0 LIV U — X -

upgrade url-blockedlisting database
end

URLT O vy R NEBEREADCT H-HDERK
WORERRZFMA LT, UPF CURL 71 v 7 U R NBEHEEELZ AL E T,

2022.01.0 LV EioY J—A :

configure
active-charging service service name
url-blacklisting match-method [ exact | generic ]

rulebase rulebase name
url-blacklisting action [ discard | terminate-flow ]

end
2022.01.0 LAED U Y — &

configure
active-charging service service name
url-blockedlisting match-method [ exact | generic ]

rulebase rulebase name
url-blockedlisting action [ discard | terminate-flow ]

end

TA—TRTY A VRARG LI VELUTA VY —ER .
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. EZAYUITBELV LS ITNYa—TFa0Y

b

« match-method [ exact | generic] : URL 7 1 > 7 U XA NEERIHEHT 25— A Y v FEIEE
LET,

eexact : URL 712 v 7 U A FEERA, URL OEE—BEFATLET,

e generic: URL 7 1= v 7 U X FEERA, URL OIH—EEFATLET,
« url-blockedlisting action [ discard | terminate-flow ]:

e discard : (g L7= HTTP /X7 v b ZdE L £,

. terminateflow : Z{E L7 HTTP X4 v O 70 —% & T LET,

EFEZAYUTBELEUVNSI TN a—TFTa2T
ZOETIE., MREOE=XY LT NI TN a—T 4 T OV R— MUEATESHCLIZ~
v RIZET o ERERIEL 7,

show a7 > FHOH A
ZOHETHE, ZOMREDH AR — MIEIT 5 show 2+ > RETIZDOHINZOWTHBAL T,
show user-plane-service url-blacklisting database
ZOBREEZ YR — M 5720, IROT 4=V RIRERRSNET,
*URL 77 v 7 U A NRIRHIET T — 2 ~— X
CHIEIDT v 77 L—RAT—Z A
e )N A
T —HN—ART—H A
* DB N URL D%k
XA T
e N—Ta v
« VERKHFA]
« RA R4
e X b
« Jf& T 7 AREH
o FOf& 28 BF A

« AT —F AD R E R

B 7Ty AVRRI S IVEAVSAUH—ER
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show user-plane-service url-blacklisting database url database_directory_path .

show user-plane-service url-blacklisting database url database_directory_path
ZOWREEZ YR — T 572010, ROT 41—V RRFRRENET,
*URL 77 v 7 U A M#aHETT — 2 ~— 2%
CHIEIDT » 77 L= RAT—H A
AY”ZS
¢« T B R RART—H A
« DB N® URL O#%
AT
o NRN—U g
« {ERREFH
s ARA M
e AL |
« BT 7 & AL
o AR S L RE A

« AT = ADRAIEFE RG]

show user-plane-service url-blacklisting database facility sessmgr all
COHEZ TR — b T D7D, ROT 4 —/)V FBRFRRSNET,
» URL-Blacklisting SessMgr Instance Based Database Configuration
* SessMgr Instance
* BL DB Load Status
* BL DB Version
* Number of URLs

e Fx v YA

show user-plane-service rulebase name rulebase_name
ZOMREE YR — T 572DIC, ROT 4 —/V RBRRRINET,
» URL-Blacklisting Action

» URL-Blacklisting Content ID

TA—TRTY A VRARG LI VELUTA VY —ER .
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. show user-plane-service inline-services info

show user-plane-service inline-services info
ZOWREE VR — b T D720, ROT 4=V ERFRSNET,
*URL7 T v 27 U A%
*URL 77 v 7 U R MORETE LA

show user-plane-service inline-services url-blockedlisting statistics
ZOMREEZ TR — R T 57010, IROEWMNBERINET,
« BFURL 7' 1 v 7 U A MEEROHEFE
T my YR MIBESNIZURL Dt v ML
Ty 7 YR MMIBEES TN URL
o« —F L7z /L—/L_— 2 D%

show user-plane-service inline-services url-blacklisting statistics rulebase name rulebase_name
ZOWREE YR — b 5720, ROT 4=V ERFRENET,
o JL— LR — 4,
*URL 77 v 7 U A h O#iEHHE#H
« 77w 7 URANMIBERINIZURL DL v MK
« 77w 7 YA MIRERS . URL DR

o« —F LT L— L _— 2D

HIL—ILEFBFEEZERHIL—ILETERT S

TOWETIE, BEeT VT a U TEIL— L L BRIER B AL — BT A HIEIC oW T
BALES,

ul

configure
active-charging service service name
charging-action charging action name

flow action { discard [ downlink | uplink ] | redirect-url
redirect url | terminate-flow }
end
b
s flow action : LV —VEFRIC KT HX7y NCTEITTHT 7 v arEHELET,

B 7Ty AVRRI S IVEAVSAUH—ER
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DPI [+ L7 78 2 /L0> ACS Ruledet 21555 [

e discard [ downlink |uplink] : # 7 > U 7 72037 v 7V 7 Oy N EIET S
ZEEBRELET,

s redirect-url redirect_url : V%A L7 h9 %5 URL ZfE@E L £, f:
http://search.com/subtarg=#HTTP.URL#

s terminateflow : £ T 572570 —%HEELET,

o redirect-url DH-E1%. rulebase THTTP 77 4 FaER L X, # :

route priority 70 ruledef http-port analyzer HTTP
ruledef http-port

tcp either-port =

80
rule-application routing
exit

DPI[@ (7 L7 70 k)L @ ACS Ruledef Z1ER T %

I, e han 7 40— REREBRICESWEERD L3 ~L7 Fa haicBids—ED
—EE&MHEELET, Krledef i, 77T 4 7 REE —EANOEH DL —/L_N— 2T
ATx£7,

B

6=

UPF CTiX, 777 4 77 a— LB IXOF—4 7 a—f|Z ruledef ND/L— LT OB E 72 1ZH!
BERITHOIT83E . ZORREFIIBRED 7 —IZiZEBHINEYA, 7277 L. BREH T,
HLnwa—LlREICa—LoF LWy e —|C@EBAEINET,

LITFIE, ACS Vv— ViEFR A B, WERR, FE72ITHIBRT 2 Tk 2w Mapl T,
configure

active-charging service service name
ruledef ruledef name

dns { any-match value | query-type query type | query-name qguery name
}
ip any-match [ = | !'= ] [ TRUE | FALSE ]

ip dst-address { operator { { ipv4 address | ipvé address }
ipv4 address/mask | ipvé address/mask}

| address-group ipvé address }
| range } host-pool host pool name }

I {
| { 'range

ip server-ip-address { operator { { ipv4 address | ipvé address }
{ ipv4 address/mask | ipvé address/mask}

| address-group ipvé address }
| range } host-pool host pool name }

| { 'range
multi-line-or all-lines
rule-application { charging | post-processing | routing }
{ tcp | udp } { either-port port number }
end

bE N
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DPI [ (F L7 00 +33)L0) ACS Ruledef 48R3 %

- ruledef ruledef_name : iBAN, F%E. FITHIBRT 2 ruledef Z#FE L E 7, ruledef_namelZ

ACS V=T DAFITHLIULENHY £7, F72, 1 ~ 63 LFORBMTFOLFHIThH D
VENRHY | AFERE B 5 ZENTEET, 4 ruledef ITIT—EDOLARTE AT 2 LB
HVEFT, RARNS =, R—Fr~v7 IMSI V=)V, 77T Ur—Ib, L—T 4
7. BLUOREONL— VERIIZT—EOALRIEZMTH2LERNH Y £7,

« J8E 177 ruledef BIEE L2 WA II/ER S 41, CLI & — KX ruledef 5% ETX 5 ACS
Ruledef # T — RIZEDH Y £,

« FRE STz ruledef 39 TICFEIET D354 . CLI E— Ri%% @ ruledef ® AACS Ruledef 15k
T— RIZZ&DP Y £9, ACSRuledef T — K&MiH LT, flx DL —/LEF (ruledef)
THA—NREERBIOER LT,

s ip any-match [= | !=] [TRUE | FALSE]: : Z® =~ KX, IPv4/IPv6 /37 > MZ—KT 5
N—NHKEEHXRLET, a~v FOFERET & & X kEBELET,
o AT

el=r FELL R

o<::§_’§bb\

- Gl
* FALSE
* TRUE

* ip dst-address{ operator { { ipv4_address|ipv6_address} |{ ipv4_addresssmask |ipv6_address/mask
} | address-group ipv6_address} |{ !range|range} host-pool host_pool name} : ZdD =~ K
X, P~y X —NOIPFEHET RLAT =L FIC—HT oA EELLET,

« ipv4_address | ipv6_address : F{51#(E DsiE /) — RO IP 7 RLAEZRE L ET,
ipv4_address | ipv6_address (X, IPv4 R MMP&E 10 ERFLE I IPve = = XY)D 16
ERFTLOIPT RLATHLIUERDHY £7,

« ipv4_address/mask | ipv6_address/mask : FE(F 815 D56/ — RDIP 7 R AZFEE L
%9, ipv4 addressmask | ipv6_addressmask X, V7 % v h~AZA 7 vy h & &L IPv4
Ry ME& 10 ERFEE 2T IPve =0 XYY 16 ERFLOD IP 7 R LA TH D HMHE)
BV ET, A7 By ME, TRy N v RT7OEy MIUIKHIET 2 HE T,

« address-group ipv6_address : UV A L K — R AT RRFER 72 i A ) TRRE S 4U72 IPv6
T RVADIN—TER/ELET, BHEOUA N NI — RXFEATE LTEZITAR
HZLEMTEETN, ANTEDLDIZ 1 DD 23, FRPHANIZT T, VALK
= RXFOANT)E 234 NOFHD AT D%, FFED IPv6 7 K L AN Tk
IR ETEET,

« host-poolhost_pool_name : 78 2 + 7 —/L D4 iZ45E L£9, host_pool_name i, 1
~ 63 XFOFEHFOXLTFIN THLHLENDH D £,

e Ay RO EET IE, RERELET,
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1= LR
s < ROELLT
o= LW

o >=: IROELL

« multi-line-or all-lines: Z M=~ Ri%, BH—0 ruledef THEHIH D URLREZIEETXE T,
ruledef 235l 45 & (2, multi-line-or all-lines =~ > RARE SN TWAD & ##FlL OR
TEFE A2 ruledef NDOT_XTONA—/LRUTHEH S0, ruledef 13— 5008 5 v
AE T, multi-line-or all-lines =~ > RAVERE I TWVRWEA, Gl AND HE 128X
ToOL—NNIZHEHHA SN ET,

« rule-application { charging| post-processing|routing} : Z® =~ Ri&, L —/LERD/IL—
WA EZIRELET, .

s charging : BIfED ruledef 2B HITH L Z L ZHBELE T,

* post-processing : BIED ruledef NZMBHTHDLH Z EAFFELET, Zhickn,
7y ROL—VBENEN o TWDIBETH, Xy B TE E7,

s routing : BI{ED ruledef 3V —TF 4 V' ZHTHH EIRELET, 777 1 T eifkev—
EATONL—TF 4 ZI01E, K256 DILV— VEHRETEFTEXET, T 74/ FT,
F 4 E—T o TWVET,

« dns{ any-match value | query-type query_type|query-namequery name} : Z D~ R4 ff
HAToL, §XTODNS X7y NEIZZ ) XA T ET 7 =V AITE SN TNT
FNEBAETHL—ARAEERTXET,

ip server-ip-addressip_address value : Z D2~ R&MHT 2 &, #EOERLOIP T R
VRE—HTHN—NAEERTEET,

« {tcp |udp } { either-port port_number} : ZDa~ > a4 25 L, UDP/TCP ~v & —D
Bt e E I ITEE A — M TOWTNE —ET OV — N AEERTEET,

DPIEI(FTL7 78O FOJIDEBEET I 3> DERK

ok T a TR BT v a ryOETEEZRALET, EeT 7 a Ui BRESh
TP — =B LI EIETEINAET 7V va v aEWLET, 77y arofmeE LT, 7
BT 47 Lba—FK (il EDR) OAERNSIP X7y y O Ruy 7R EETHREENE
T Flo, T Vv a i o T, EHEFEOFRAZHE L ET, BEEINTAT v b
AT RNTEHENE I, BLXOBHEHERICEOTa hanr T o —v R (L3LALT 72 L) &k
HT200B i £9,

Ul

BT 7 v a UREREER LT, ruledef IZBIEAHIT HAU TV D QoS L ARG T XA — & %
ERLET,
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configure
active-charging service service name
charging-action charging action

allocation-retention-priority priority [ pei pci value | pvi
pvi_value

billing-action egcdr

cca charging credit [ rating-group coupon id ] [
preemptively-request ]

content-id content id

flow action { discard [ downlink | uplink ] | redirect-url
redirect url | terminate-flow }

flow limit-for-bandwidth { { direction { downlink | uplink }
peak-data-rate pps peak-burst-size bytes violate-action { discard |
lower-ip-precedence } [ committed-data-rate bps committed-burst-size
bytes [ exceed-action { discard | lower-ip-precedence } ] ] } | { id id
} o}

nexthop-forwarding-address ipv4 address/ipvé address

gos-class-identifier gos class identifier

service-identifier service id

tft packet-filter packet filter name

tft-notify-ue

tos { afll | afl2 | afl3 | af2l | af22 | af23 | af3l | af32 |
af33 | af4l | af42 | af43 | be | ef | lower-bits tos value } [ downlink
| uplink ]

o
« charging-actioncharge_action name : &7 7 > a V OA4RIEZHRE L E7,

charge action_namel . 1~ 63 LFDOEBFOXLFH THHMLENH Y £3, £z, A&
BEEDDHZENTEET, KEFET 7 v a VT —BOARINBLETT,

FREINTRET 7 ¥ a UIMFE LR WIEAIIER S, CLIE— RIZi&T7 7 v a v %
HERRCTX A ACS AT 7 > a UiERE— NIcED Y $£9°,

HEESNTRET 7 v a UBNHEET D HE. CLIT— RIZZDR4E7T 7 v a O ACS
T a KERTE— RICEESNET,

ﬁ.%l

« allocation-retention-priority priority [ pci pci_value| pvi pvi_value] : El 0 4 CIRRHESCIENL
(ARP) ZAERE L E9, HEEJLEN (X, 1 ~ 15 OFPHOEK TIEET I LENDH Y 17,

* pci pci_value : Specifiesthe Preemption Capability Indication (PCI) value. The options
are

*MAY PREMPT : 7u—% 7V 7 g VI CE£4, ZHIET 740 M
‘(\“a‘o

*NOT PREMPT : 7u—4%4 7Y =7 a AMETEEEAL
* pvi pvi_value : Preemption Vulnerability Indication (PVI) fEA#f5E L £, IROA 7 =
YHY ET

« NOT PREEMPTABLE : 70 —% 7 U =L 7L a VB TEX 8 A, ZHIETF 7+
v METT,

B 7Ty AVRRI S IVEAVSAUH—ER
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« PREEMPTABLE : 7u—% 7 ) 7 g VAP CEx £4

« billing-action : BRIV —ViEFRKE —BT 5/ 7 v MTHERT 72 a U EBRLET,

« ccachargingeredit : 7 LYy hay b —Lifler LYy NEMEEZ A L7213 EMIC L £
j‘o

« content-id : Rating Group Z A&k L £ 77,

« flow action : L —/VERIZ—ET L7y P CEITT LT 7 v a vEEELET,
e discard [downlink |uplink] : # D7 > U 2 73T v 7V 7 ORry NEEIET D
ZEEEELET,

s redirect-url redirect url : V%A L7 h9 % URL ZfEL £,
«terminateflow : & T35 7 —2BELET,

« flow limit-for-bandwidth : MBR <> GBR 72 & ™ QoS /37 A — X ZHERL L £7,
* Peakdatarate (MBR) : 7 7 4/ hZ 3000 bps T3~
« Peakburstsize : 7 7 # /L FE 3,000 /S T
* [committedDataRate (GBR) ]: 7 7 # /L k% 144000 bps T3~
» commitedBurstSize : 7 7 /L ;% 3000 /3A K
« nexthop-forwar ding-addressipv4_address/ipv6_address : % 7 A kK v THRET KL A &4
LET,

« gos-class-identifier qos class identifier : #4777 > 2 > ® QCI ik L £7,
qos class identifier 1Z. 1 ~9 E£721% 128 ~ 254 (AL —X[EA) O#FPFHOEE THRET
LDVENRDHY E£T,

- service_identifier service id : ZEp S U7CFER L — R CTEEM T % ¥ — B X551 2 Rk L
F9, service idlE, 1~ 2147483647 O#EIH OB TIRET 2 LENRH Y £,

- tft packet-filter packet_filter_name : BLEDFRET 7 ¥ a LZBINE 2 IXHIRT 537 » b
T4 NE EFEELE T, packet filter nameld, /N7 R T 4 VHL T, 1~63 LTFDHE
FOXFHNTHEET DMHENH Y £,

« tft-notify-ue : KFED b U HEMITHESW T UE (2% 25 TFT EH A H#E L £9,
« tos : Type of Service (ToS) #7277 v F &AM L ET,
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