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Cisco Sensor Connect for 1oT Services DL E

Cisco Sensor Connect for lIoT Services Y U =—3 3 24k Y, CiscoCatalyst VA Y LA AL LT TARNT
F ¥ & L CEER BLE et cx 7, 2oV Va—varoE#Epar R —3x ML, CiscolOx 7
TNV lr—varThb loT A= AL —XTd, L, Y7 b =73~ 3 Cisco IOS-XE 17.15.3 UL
Mea E4T L TV B E(ED Cisco Catalyst 9800 VA YL 2 2 hn—F 7T v 7 3 —AIZEBHTE 1,
Cisco Sensor Connect for loT Services Y U =—3 3 2L VW, BLE /5 R &2 244 R — R X O
L. Message Queuing Telemetry Transport (MQTT) #fiH L CTF—4 7L A M) ZFIHT L LR TEET,

loT F—# & b L—& ORi#Et

o APBINL., 7747 FBRy FU—ZIZHER SN TWDIRIET, 2 b v —F OYIIRREZ1T 9 LEHR
HYET,

o T hm—F %, CiscolOS-XE /X— 9 17.15.3 £721% 17.17.1 TEITENIZXLENH Y £,
o WON—VITHI I TWD IoT A—4 A ~L—% (Spaces Orchestrator Software) f A —T %X 7

n—RKLET,
https://software.cisco.com/download/home/286323456/type
A%k}

o Cisco Sensor Connect for 10T Services Configuration Guide

o Cisco Sensor Connect for 1oT Services Programmability Guide

o Cisco Sensor Connect for IoT Services Online Help
e Cisco Sensor Connect for loT Services Release Notes

FAEBVR
e Cisco Spaces Smart Operation
o Cisco Spaces ACT

o Cisco Spaces Unlimited

« Cisco Wireless Advantage
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AT LRE
FR—PIPHROT R VALYV R aryie—F 7Py hT7+—A
o CiscoCW ¥ U —X 9800H1 3 L1 9800H2 VA ¥ L A= fr—T
e CiscoCW > —X9800M VA YL Rz tr—7
o Cisco Catalyst 9800-40 VA Y L A= fu—7
o Cisco Catalyst 9800-80 VA Y L A= fu—7

o Cisco Catalyst 9800-L VA YL 2= tr—7

FHR— PSRBT 7 LR KAV b

PR—FEINTWBET 7 EBAKRAL L MZOWTCIX, [Cisco Sensor Connect for loT Services V J—X_/— ],
JYU—=x1.1] 22 LTTEE0,

Deploy loT Orchestrator nitoring an Management and
Day0 on Cisco Catalyst 9800 Day 1 Configure loT Orchestrator ay 3 e Day 3 (*)m m?z ek
Wireless Controller i ;

oT. Ordhasirat loT Orchestrator

ol Orchestrator . — — Application Configuration
Application Deployment - Onboarding and Third-Party loT

on Cisco Catalyst 9800 %

Wireless Controller gi\t/’lg:rsd;r;d Application

Catalyst Wireless
Infrastructure

Z:K
-
Management and
Optimisation of loT O e
Monitoring and
Network Monitoring ‘%) Troublest?ooting

\ ® of loT Network

Optimization Configuration

X 1. BT —7 77—

Day-0 D7 75 4 EF
e Cisco Catalyst 9800 VA YL A2 b —F TD loT A= A Mb—% 77V /r—y a DR
o loT A—/ A FL—XDjiL#H)
o loTA—/ A L—% 77V /r— a2 Day-0 WebUl 7 « #— K
o =P —RLNRRAT—ROEHE
Day-1 D7 75 4 EF 4
e loT A—/ A KL —X%)5d Cisco Catalyst 9800 VA ¥ L A2 11— DX E
o —RN—F 4 7Y Fr—a DBk
e HTTP #—R_—ZBWTAPI 2V v AT 5700, ifHELF—OT7 v 7Fu— R
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o OTA—FTAIL—=F TF V5= a b7 =220V R0TL57200, W= =77V r—3a OB

Day-o : Cisco Catalystg800 VA YL A NOA—Z T loTHA—T ARL—X T
Z7Ur—>3a>voRH
X T BHMC

o loTH—# AR —F%&F 7 n—RL, arbta—7 WebUl ~O1u 27 A %2179 VAT LRI LET,
B

loT A= A Mb—% 77V r—va 2T 2354513, Cisco Catalyst 9800 VA ¥ L A= br—TF(C
T A —Z7 A L —% 77V —va U EREATAOVNERHY £3,

Cisco Catalyst9800 V /Y L Xa» +ra—F3 TO loTA—F A v —F 77V rr—
vavDREH
A7 w7 1. Cisco Catalyst 9800 VA ¥ L A=z b —F Web Ul iz /o4 LET,

X 2. Cisco Catalyst 9800 V ‘v L 2=t 1 —3 Web Ul
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5 w7 2. [Configuration] > [Services] > [loT Services] DIAEIZEE) L £ 9,

ATF 73 loTA—7 AL —=XDIPT RLVAZASLET,

HE: IP7 RFLRAIZ—ET, CiscoCatalyst 9800 VA4 YL A hr—F TREINTVHMDIP 7 KL A &E
BRHVERDVET, oA L F—T A RLEBETDHIPT FLRAEZRETDHE, BT 2 =050,
T —RAyve—URERINET, L xX, 7 x> F 192.168.1.0/30 Tix, 192.168.1.1 % loT 4 —
TJARL—FDIPT RLALLT, 1921681.2 %7 74NV F—FU=ADIP T FLAL L THEATE
N

ATy S b, 0T A= AL —FDOW TRy h~A 7 2 AN LET,

ba HEIRRINAE~ AT YA XX /30 THY, DOV A XTIE 2 o0F% KA (loT A—4 AL —% &
Cisco Catalyst 9800 V1 ¥ L 2 22> h r— 7 @ VirtualPortGroup { > ¥ —7 = A A) & T& 7,

ATy 76, 0T A= AL —=FDTT7H N T = T =ADIPT FLAZATILET,

e TI7F VT —F A DIPT KL XX, Cisco Catalyst 9800 = k = — 7 @ VirtualPortGroup 1 > 4 —
TZxzAADIPT RLATT,

A7 27 6. loT A—47 A KL WCBIEET A7 AaT 7 ARA » RAMEHTSH NATIP 7 RLAEZATIL
7
& DFXEIL, Cisco Catalyst 9800 VA YL Ay hu—I N7 7 A T U+ —LOERICHILHE. £

)ﬂc_b_]\T—ngg/y WZHLHBERE, Y RAaT 7 EAKRA L e loT A—4 A F b—F [H OB
ANFTHE fi%é\l:CD?MZET“?‘ . FEAMIZOWTIX, [Cisco Sensor Connect for loT Services Configuration
Guidell » TNAT Configuration] OFE xS L T 7Z 30,

AT w7 7. [Image File Path] 7 + —/L K C, [SelectFile] #27 UV v 7 LT IloT A= A F L —% A A — T %5
L. [Open] 27V w7 LET,

" T A—7 A ML —F A XA=UPRa—HLv T NlF T ra— RENTWILERH Y £7,

A7 > 7 8. [Enable loT Services] #7 V v 27 LT, v /5 Cisco Catalyst 9800 = hr—J I A—V %
Ty 7r—RLET,
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~ % WLC-DAO: Cisco C9800-80-K2 X + - a X

<« c © Notsecure  bitps://172.19.30.76/webui/#/webui-ng/iot-services/iot-services-config r &  Finish update }

n 'é“'s'c'll;‘ Cisco Catalyst 9800-80 Wireless Contraller

Welcome admin | # ® A B # 0 @ & Q = P

Services~ > loT Services

60.60.60.1

255.255.255

60.60.60.2

(4]

Bie
= 4. loT +—E 2 DEZIL
WDAT —H AL " N —PNRRINET,
¢ Installing
o Activating
o Starting
e Running

¥ : Installing 7*5 Running (2177 5 £ TIZE D00 D5E08H D £9, A7 —H A Installing 705
Activating IZB1T9 254, Zhidk. 77V 47— a3 N CiscolOS-XE A V7T A T 7 F xiZL»TA
VAR—=LENRTWDL I EEEWRLET, AT —F AN Activating 7> 5 Starting [T T 28546, 2k,
TFV =2 a R CiscolOS-XE A v 7T AT 7 Frillo THREI SN TSI LAERLET, X
T — & A} Starting 2> 5 Running IZBATT 556, ZiUd, T r—va URETRBIC RS2 %
BRLE9,

INT, T A =T AN L—F A A= NT v T by FEZiFarv’a—4) 5 Cisco Catalyst 9800 V1 ¥ L
Ay hr—JLT vy 7 r— NI ET,

loT =S A b —% T7V r—va VORBABKENIT 2L, 77V r—vavh (7740 Tl loT
Orchestrator) & IP 7 KLU ARF RENE T,
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[ | &5 vWLC: Cisco C9800-CL - Confic X | + ~ - x

G C O & = hitps//172.19.31.106/webui/#/webui-ng/iot-sen t-se ) w2 ® 8 =

u alinln Cisco Catalyst 9800-CL Wireless Controller Welcome admir A € ABD S MO Q mreedback 7 (W
cisco 17.16.20240722

ces~ > loT Services

More Actions

Application Name loT Orchestrator
w Application deployment is successful @
IP Address 30.30.30.2
Status Running
Launch loT Orchestrator

Click hers
Deletion)

& 5. TV r—vaviEIPT RLUADRR

o VT FOREBLEBNZIX, CiscolOS-XE 77V r—vary JLb—AU—sREHsnNEd, 77U r—
= 13, Cisco Catalyst 9800 VA YL A2 hr—F TIOx a7 LTEfTESNDL LD £ LT,

o TV —val RAT 4T av REEALEA VA R—N, TUoA VA=), T 7474, T
774 74k, B, FRRERETYR-FSNTELT, loT 2—47 A F L—F BN T —IRRBIZ 72 2 ATHetEN
HHFEJ, IOxWeb 1 % —7 =1 2% ([Configuration] > [Services] > [IOx] DIEIZER) L7z, loT
F = A ML =2 TOBEDEIT LI R— FENTWERHA, loT A—47 A L —% D Day-0 ¥ X O Day-1
BRI OV T, 10T Services Web o > % —7 = A ZADHNBHYR— kENTWEJ ([Configuration] >
[Services] > [loT Services] DNEITEIR)

loT A—Z7 X b L—&Z DiLH)
b RN

o loTHA—# AL —HDAT—H A7 Running TH D Z & 2R L £7,

e OT A= ARL—HDIPT RLAR, ara—2F03T7 v 7 by 7B RENRTHDL Z & 2R L
i‘jﬂo

o loT #—7% A K L—% 7% Running OIRFEIZE|ZE L TH 5, Cisco Catalyst 9800 VA ¥ L A2 hr—F D
"M (HA) #EziitL, 2> b —JModT_XTOT7T —Z_X—2A%FAMTHETIZ, &K 2000152
ERHY ET,

BEE
loT A=/ A R —% Web Ul lZ7 7 AT HEAIE, loT A=A ML —% 77V r—y g U EET 505
N0 ET,

FIE
[Configuration] > [Services] > [loT Services] ~<—<"C. [Launch loT Orchestrator] #27 V v 7 L $7,
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Services~ > loT Servir.esl(—®

More Actions v
CrTa—
Application Name loT Orchestrator Stop
w Application deployment is successful @

Upgrade

IP Address 30.30.30.2 N o
Status Running Delete
—
Launch loT Orchestrator e

L ——
Click to save the configuration to persist across reioads (After Enabling loT Services/ App

Deleti
Note : Please be aware that any other experimental or unsaved configui 1 will also be
persisted. Use the "Show Diff’ option to review all changes before saving.

X 6. loT F—4 A h L—& D)

H: PRy N—UPEEAETHD I EEMETDITIE, WKty a  2FALTIPT FLAD ping &
ETTHLENRDHY £,

VAAT VRARA L NETVATY LA IOT A= A ML —Z D/, F7IXTVA YL AT A=A ML —% &
NERD T AR LT TV r— 3 ORI, 774 T 04— AR UDT A Z (772§ Y 2~ (ACL) 28
HDHN—H2E) PMAET DAL, WU E TREICTAL— L 2R LT, 774 7 74—V £ 72138 E
DT NA RAEHET HUERDY £,

VARAT I BARA LV FETALAFR LR IOT A—4 R b V—F B OHEgE
WDOR— &, VRAATITEBARA L ML TAL Y LR IOT A—7 A ML —X LTI MLENRNH Y 9,

#1. 7' k3, R—h, BROEHAIEDOFEM
TCP 50221 AP DU A ¥ LA loT A—4 A b+ L—% & DY HTTP #5¢
TCP 43626 TA ¥ LA NOT A—4 & F L— & L OBt & fesr

ATV r— gL LR IOT A—4 R b L—F B DO
WDOR—br%, AT TV r—2a b UAY LA IOT A—42A ML —ZETHILERDH Y £97,

2. T k3, R— b B IO LD
TCP 8081 JAYLAIOT A—47 A b —% RESTAPI 4 > Z—T = A
TCP 41883 MQTT 7Y v vy JRA= 2 A—Fk

IoOT A —F7 A NV—Z 2ERTHHDOT A AOHM
FIAHRRZ A, [| Accept] 227V v 7 LET,
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nd Cisco Systems

sdesmarks are the pr

& 7. loT A —r 2 ML —FDu T =
loT A —4# A fL—% 77U /r—3 3 Day-0 WebUl 77t F— |}
T

Day-0 D722 loT A=A M b—X TV r—vaiiuZ 4 3512, WOFNEEFEITTHHEENSL D
32’()—0

FIE

a—HF—4(Z admin %, XA T — R{Z password Z AJJLET (F 74/ how s A UEHR)
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O & = o 3030302

Update login for https://30.30.30.27

Ll © Type here to search

X 8. T7Fnra s U FRO T A R=Y
a—HPF—L L XA TU— RDOEFE
BEEE
Day-0 = —H# =77 7 A LEAERT HITIE. T 74N FO2—F—Z LAV — REEETLINERD D £,
7
o BT ALNR—TT 0T A—HFA ML —FDNRAT— REAITHLENH Y F9,

o ZOuZAUE, OTA—F AN —2Du s A U MFERTHY, avrte—J0oa 7 A4 EFREFCTEHY
FH A,

Change your username and password

X 9. 2= =g L RRT— FOEE
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©

User Saved Successfully...

X 10. AP —DREPRD LI L ERTRY T T v

E: BHEO A UERERZTORVWES., SRAU—FOEIBFIEEZETTILERSH Y 3, F#EMTHONT
T, VAP LR IOT A=A L —% KF¥a A2 b FHESRT—FROEIH] 22 L TLIEE0,
oAU — &2 SEEFGELTCANTIE, Bl XA f~v—REREINET, XA ~v—DKTHRIZ
Bolta A RAT—REFBEANTLE, FA~—DFEHIN, &R 1EHECEEIRET,
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Day-1: loT A—7T ARL—2H 5 D Cisco Catalyst 9800 V4 YL A NO—7

==

DERTE
loT A —4 A hL—#% ¥ v 2R — KT, [Administrator] > [9800 Wireless Controller configuration] ~2—<~
ZIEIRL, ROFNEELFATLET,

B

AP (z> hae—Z CHEMTHRE) % loT A—7 A L —X|ZH#He 3 512i%, loT A—/ A s L—4% % Cisco

Catalyst 9800 VA Y L A=z hu—J | Z# ki L, a2 ba—J | h—2 vV EtEEZ T v v a5 08N’ H Y
jz‘a_o

0T A—Z7 A b —&|L, TXTOAP N7 a7 7 A N THR— SN TWES, BEFEEC, 77V 55— 3
2 & - T default-ap-profile L TOAHAEMICAENIZ/ Y £9°, no cisco-dna grpc =~ > K& F#E) CEHT
HIET, MOAP ST e 7 7 ANVERETETET, ZOREIZLY, ZOTa 7 740D AP 2 loT 4—747
ARL—%LD gRPC T % RNV EMESLTEDH X D170 7,

;= loT Orchestrator

Config eWLC

Connect with eWLC - Controller ® ot Canfigured

|;$:..n' = | ®
| 17;:39.3.4.;‘;6 S | @

o [O)

X 11. ay hue—7 Lok

RONEZRT Ry T T v T T4 RURFRINET,

a2 br—7 & OERNERITHLINE L, |

e 2 =TI INTNDETXTO AP B lIoT —F7 A ML —XIZEHRINTWDNE I DEMRT D
(21X, loT A—/4 A h L—% Ul 2» 5 [Inventory] > [Access Points] X— T # iR L ¥ 97,
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loT Orchestrator

AP Inventory
Toal: @20  Connected: ® 20  Disconnected: @ 0 . Retresh Export G
show 50 ] select all AP VERSION : WLC IP ADDRESS : 10,195.78.100 arch for AR
AP NAME AP MAC ADDRESS AP PLATFORM AP 1P ADDRESS staTus LAST HEARD BLE MAC ADDRESS BLE CONNECTIONS RADIO STATUS

CcweneE-8 1721702 ca 2024-07-23 S0 up

Cwanes-6 02 2024-07-23 15:04 SOFEI053C0E 0/50 up

p. cor3si8 w2102 2024-0 308 up

2 307810 up

CcweteE-8 1721702 ca 2024-07-23 151 up

conasis L SOFEI053C080 0j50 up

AP-I 1724702 C 2024-07-2 30°FB10:53:C0B9 Up
Ccwa1eE-8 1721702 2024-07-23 15:04:55 3081 0i50 Up

B 12. [AP Inventory] _—
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APBLE XfEERE (X))
EERE
FE
A7 w7 1. Cisco Catalyst 9800 VA YL 2= bt —7 Web Ul iz 7oA > LE7,
AT v 2. A==a—/5, [Configuration] > [Transmit Configuration] % &R L ¥,
MENU

28 Dashboard

Bl inventory v

[G Configuration v ]

Transmit
Configuration

Scan Configuration

{@}Q Serviceability v

& xp v
2% Administrator v

&= Topic Subscription-

X 13. loT A—# X bL—4#& ¥ v 27R"— K : [Configuration] -> [Transmit Configuration]
A7v 73, [Add] &2V w7 LET,

= o Orchestrator

Transmit Configuration

COMFIGLRATIONWAME . cowmGuURATIGNTYRE . scron

X 14. [Transmit Configuration] ~—<
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Funfiguratinn Name :

@ X

| @ iBeacon () EDurl () EDuid () NuAdvl@

uuiD

TX Power

X 15. [Transmit Configuration] : [Add] Page

ATy 7T 4 FEREOHRTZATILET,

AT v 5. WOEEFEOWTNNZIEIRL £7,
- iBeacon : [UUID]. [TX power]. [major]. [minor]. [interval]l. [Adv TxPower] Ofti% A3 L F 7,
- EDurl :EDURL Z# AJ L&,

Configuration Name :

() iBeacon (@) EDurl () EDuid () NoAdv

ED Url

Save Config

X 16. ED URL DR E
_ EDuid : [ED ns] # X OV [ED instance] D& A L E£9,
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Configuration Name :

(O iBeacen () EDurl (@) EDuid () NoAdv

EDns

ED Instance

Save Config

X 17. ED UID D E
- T RREA X2

Configuration Name :

() iBeacon () EDurl () EDuid (@) NoAdv

This will create a No Advertisement Config profile!

Save Config

X 18. T RREZ A X2 L DRE
AT w7 6. [Save Configl #7 U v 7 L%,

© )
Transmit configuration saved successfully

X 19. REREVPRA L LEFTAYE—Y
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=  loT Orchestrator

COREIGURATION KANE

4 20.
A% ¥ VBRE
ATy 71,
AT v 2.
MENU

28 Dashboard

Bl Inventory

Transmit Configuration

CONFIGURATIOR TYRE
MDA

EEREY X b

[6 Configuration

3

Transmit
Configuration

|Scan Configuration

3 Serviceability
& Kpi

€ Administrator

v

v

&= Topic Subscription-

ACTIR

Cisco Catalyst 9800 VA ¥ L 22> hr—F Web Ul iz 74 LET,
A ==a—Mm05, [Configuration] > [Scan Configuration] Z 4R L 97,

X 21. loT A—# X hL—4# ¥ v =2h—F : [Configuration] > [Scan Configuration]

27 v 7 3. [Add]

:=  loT Orchestrator

e
(31 aga
L 4

CONFIGURATION HAME

drfauli-ap-prafile

sneing 1=1 of 1

© 2026 Cisco Systems, Inc

Vw7 LET,

Scan Configuration

DROP RANDOM PRIVATE MAZ

truz

., and/or its affiliates. All rights reserved.

EMABLE

e

Szarzh tor configuraticn name

ACTION

=
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X 22. [Scan Configuration] =X—

Configuration Name :

Drop random private mac address

) true
() false

Enable

) true
) false

N ¢

X 23. [Configuration] Ny 77 v 7

©

Scan configuration saved successfully

24, AF Y UBREPRD LI EB2RT Ay E—D

M AT ¥ UFRE Y A MBS ET,

:= loT Orchestrator A m
Scan Configuration
EES A — [RreTEra——— — e
detaut-ap-orafds
[eeeie ] B Z o
Showing =2 o/ 2 n

& 25. AE¥ UEREY AR

Y= RR—=F 4 7TV r—a v ORE

B
BLE 7/5A RIZT 7 B AT HHAIE, loT =4 A FL—& TF Y r—sa o — KX—=F 1 77U fr—
Va v ERRTOUNENDY £,
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REST APIZREEH DI A Z AFEFHED T v Fu— R

F7 4L NTlE, loT A —47 A ML —%(Z/R"— b 8081 CTHTTPS EHD API Y /7 =2 %21 v A LET,
APl i3, loT A= A b —ZIZ Lo TAK ST APl F—%2fi L CEREEE AL, HTTPS ¥— 3—[3, Day-0
Ja—HIZ 0T A —4 A ML —Z |l THBWIC e e Y a = VSN HO B4 EESFEHLE T,

T 74V b OFEHEL EEESTDITE. ROFIEZFETLET,

A7 w7 1. [Administrator] > [Certificate Management] ~<— &38R L £ 97, FEAELZ A4 25120
[P — R—FEHEOMER] 7 a v 28R L TIEEND,

22 Dashboard

B iventory v

&3 Configuration v

o Serviceability

[ Sl v

3 Administrator v

App Registration v

9200 'WLC
configuration

Certificate
Management
User Account

& Topic Subseription-

X 26. [Administrator] > [Certificate Management Dashboard] ~X—
[Upload Certificates] X— U nE RSN E 1,

1=  loT Orchestrator [ m

Upload Certificates

Authenlicate using Certificates @

E6

X 27. [Upload Certificates] ~=2—

AT w7 2. [Serverldentity] 7 v g T, B —L AT —ZFIRL EJ, APl F—%4EH L T RESTful
APl ZFGET 25 81E. AT v 3L RT T A ATy T LET,

2T w7 3. FEAEEMEH LT REST APl #323E9 % 121%. [Auth using Certificates] = v 7R v 7 A& 4
ZLET,

AT w7 4. [ClientIdentity] ¥ 7 > a T, TLS "> ¥ = A 7 FOFEHERIEIC AV D /L0— bR E A 3R
LET,
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AT w7 5. FEHEZEEZMIET 212iE, [Submit] 227 U v 7 LE9,

HTTPS r— —2MER SN -2 L 2Ry 77 v IRFERENET,

PSR EOIER

FRRER (CA) X > TAERESNIZEHEEZFEAT 2551, ROT e ARKLETT, 774/ FTIL, loT

F—=T ARV —=HX, T—HEFUR—T 4 ‘/&“if:ﬂii’%ﬁbfx )= 74 58N CTE Tk Y., REST
APl A4 B —T = A x«@fjw&{% ET57-012, F£72IT TLS LA ¥ T MQTT 2 U —= 7 2 R#T 51

HEZAREAEZ B L 9, @GR (CA) LJ:o“C%% SIVICRENTE N LR G AT, RE A 2R
(CSR) MWZHTT,

WOFNET, ZOCSRZHFL T loT A—7 A ML —Z 2T v 7'u— RT3 HEOFMEHTH L ET,
X C ¥ BRI
o ViR T openssl ZfEH TE 2 LE R H Y 7,
A7y ROavr REFTLT, ES—LEAEBL TR (CSR) 4L ET,

openssl genrsa -out server.key 2048

openssl req -new -key server.key -out server.csr

Ta S IREREINTZH, ROEHREATILET,
o Country Name (2 letter code)
« State or Province Name (#l5EJfF Ik & 72 13N/BE D IEXA)
o Locality Name (# : #Bii44)
« Organization Name (ffi] : {2%4)
« Organizational Unit Name (5l : #5-4)
e Common Name (IoT & —4 A ML —X D RKAAL A4 FZIFIPT KLR)
o BFA—/IL T KRLZR

E: loT A= AL —ZHOH LWVGEHELZ AR T 2113, BIRUFFIER (CA) THEK S CSR 7 7 A

NEFHLET,
AT T 2. TIUHNGERAEY - AT X=X o TRt STz server.kkey LEEHEEZT v 7 u— R
LET,
e

o APl F—7%fff] L T RESTful APl Z3EGEd 25613, & F — (serverkey) &, BIRL/-FWFER (CA) IZ
Ko THEMRESNTGEREL RN T 248N H Y £9, A& X [Add your private key] &7 > = /V\]T‘\ BAEIX
[Add your public key] 7 > a VINTIBINT 2 MLENH VY 97,

° pﬂi%i%'@iﬁﬁ LT RESTfUI API %nu th[:—g_é j: /T‘/Z/IEJ %’_‘ (Server.key) nL uJIH (CA) J:O“Cﬁﬁfiéﬁ/b
fpuﬂ:%i 7][]7_“( mouIH (CA) @ Web V‘j‘/]) ] 753%& ]7/1:’" }\T% %)/1/'—] nE%i%ZEVC@— /1/'—
FEFAE, [Client Identity] &7 2 a2 > ® FiZdH 5 [Add your trustroot] 7 .1 —/L RIZIEMNT A ME R H VY £,

b

o WEF—DT 7 A NYLKRTIL key THDLLERH Y £,
o NEAF—DT 7 ANYLRFIL crt THLIMENDH D £,
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T A=A —F TV r—arbTF—22R0VR0$THDD, /R—bh)F—7T
TV r—3a OB

B
loT A=A N L —XZHEH L TCBLE T3 AT 7 AT H2E, /S— =T 7V r—vay (FrR—FK
TV r—vary, ®lT IV r—rvay, TAZEET SV r—va e ld) ERETLOIMNERDD T,
KONWTNNDFIEEZFER LT, = =T FV r—ya 288 cEE4,

e APl ¥— (F7213)

o FFHAZE, FEHIZHOWTIL, THTTP H— RX—ZBHWTAPI 2V v AT 57200, iFHELF—DOT v
n— K| w7 varo, RERAEEZEH UZRGE 22 L TEE0,

TR F 1L
WOHETKX—%ERTHZ LT, 77— a VERRTEET,
27 w7 1. [Administrator] > [App Registration] > [Generate Keys] DJIAEIZEIR L £ 7,

MENU
*8 Dashboard
B inventory v
& Configuration v
@ Serviceability v
€ «xp v
XK Administrator v

App Registration v

Show Registered
Apps

Generate Keys

Generate
Certificates

9800 WLC
configuration

Certificate
Management

User Account

& Topic Subscription-

X 28. [Administrator] -> [App Registration] > [Generate Keys] ~<—3

[Generate Keys] X— Y FERrENET,
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:=  loT Orchestrator

[ (]

Generate Keys

X 29. [Generate Keys]

ATy 2. FUAR—RKT PV r—ar, flHT I = ar, BIOTF—EZEET SV r—2a D7
FU A —2 a3 IDEADLET,

=
o 77U —varIDiE, F—HERTHEDIHEHESNET,

o TV —2ay IDITTEEOXFIEHEHCTCEETN, avay () XFITHFR—FINTWRVDOT,
TV = ar IDIEH LTSN,

A7 w7 3. [Submit] %27 U v 27 LE,
X— MBS IERICAR S E Lz,

@

Koy genorated successTully

X 30. F—BEREINTEZLEZRTAvE—VORy ST v/
AT oS 4, A==—)5, [Administrator] > [App Registration] > [Show Registered Apps] DIEIZER L F 7,
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MENU
88 Dashboard
Bl Inventory v
& Configuration v
@i Serviceabllity v
€ «xp v
K Administrator v

App Registration Vv

Show Registered
Apps

Generate Keys

Generate
Certificates

9800 WLC
configuration

Certificate
Management

User Account

& Topic Subscription

X 31. [Administrator] > [App Registration] > [Show Registered Apps] ~—

[Registered Apps] ~— Y RFERENET, 77UV r—va U HICERESN =S —F 3G E AR TE £,
;= loT Orchestrator

Registered Apps

M32. TV —va RICERSNES—F3EmnE
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FINA ADF Y R—TF 4 4

SCIM %#fEH L7z BLE 73 ADF R —TF 4 » 7120\ TlE, [Cisco Sensor Connect for loT Services
Programmability Guide] @ [Onboarding BLE Devices using SCIM| &7 v a V2SR LT 7ES0,
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BLEA X2 KN
B
loT A—47 A h L —&Z TH R — RENT= BLE T 31 ZADOFHRATER T £,
AU R—=FT 4 7 ENTE BLE T A AL ERENORERE RSN ET,
AT vl 1. A==a—/5, [Inventory] > [BLE Client] DJIEIZER L £,

MENU
28 Dashboard
Accoss Point

- ]
& Configuration
@y Serviceability v
[ ] v
& Administrater v

&= Topic Subscription -

X 33. [Inventory] > [BLE Client] =2—

:= loT Orchestrator > Logout
BLE Inventory
Total: w28 co ©  Discownecied: ®0  Onboarded: ® 2
© shows0 Search for BLE device-ID o
s oevee 0 oL Mac apoRESS st DEvICE Name access pomt st comnecTe Te LasTHEARD TIE oevice sTate

9124 5fs-16b0-4637-9812-66ca(CELEA0N GNBOARDED

44913244-51d0-4b8-2086-718890181c41

E19B8C00-263-4313- 5524 -4 3803004755

3c215d3a-3084-4556-Bbb7-5A517574dc50

20972095-2600-4cb1-0441-84DB13652e45

0

BAIO52fe-1a38-4268-a7e2-24 7488836

182105 4c-1820-48T0-B16- 47213523018 ae

£504b284-730-02db-af5e-50001240850 BLE Hoart M a ONBOARDED
€0B6840-8c1a-4122-b86d-bODLEBATI0a3 0

65064962-408-d6ce-bed3-5asH10dadct2

9624032¢-9972-40¢1-b391-71B606098c25

X 34. BLE £ > XV K
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TINA AHBHETL XK

T—EZEBET TV r—a rDRE

0T A=A ML —FNHA N =XV T A —VEZETHINE, T—FZEET TV r—va a8kt

Z) ﬂ\gﬁ;&) D ngo

T—=RT T r—3 a3 OBEKICOWTCIL,  [Cisco Sensor Connect for loT Services Programmability Guide]

@ [Registering the Data Receiver Application] &7 v a v A& L T 7ZE0,

Ny 7 DR

BLE 7 \A AMMBARNY =0 7 A v bE—UEZETHITIE, MY 7 E2BETHILERH Y 7,

M E > 7 DBFEIZOWTIL, [Cisco Sensor Connect for loT Services Programmability Guidel @
[Registering a Topic] 77 v a Vv AZBL T 7ZE0,

M 7 ~DEEF

Bk SNl T —4%ZEET TV r—va A LTBLE T XA AMB AN =0 T A vbE—V5%ETH

Wik, FE Y Z7IZ8EKT HLERH Y £,

NE w7 ~DEERIZOWTIL,  [Cisco Sensor Connect for IoT Services Programmability Guidel] @
[Subscribing to Advertisements and Notifications| 7 v 2 V&L T 7E S0,

Ty b7 oF U TICBETABLE axX 7 Y3V VADI— R —R

BLE =27 v a L L ADIZ—RAr—AIZOWTCIEL, AV R— RENTZ BLE T8 ADT RARNH A XA F &

T—HZEEHET TV r—va r TRETLHINENRH Y 7, [Cisco Sensor Connect for loT Services

Programmability Guidel] @ [Use Case 1: Asset Tracking] &7 v a v &ML T 7EE0,

BLE i X— A D2 — Rl — R

BLE #%fi-X— A D2 — A — R |22\ ClE, [Cisco Sensor Connect for loT Services Programmability] @
[Use Case 2: Remote Patient Health Monitoring (requiring BLE connection, reading, and writing)] 7

arEZRLTIIEIN,

GATT B ZfEH L7z BLE B X— AD2— R Fr— R

GATT J@E %M L7= BLE #5i X — A D — 2 & — R |25\ IL. [Cisco Sensor Connect for loT Services
Programmability Guide] @ [Use Case 3: BLE Notification-based Use Cases| =7+ a U ASH LTI 7Z30,
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)1)—A&
Z D R¥ = A2 KX, Cisco Sensor Connect for loT Services D7 A v 7 AX— A R TT,

202544 H1H JYy—x1.1
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BE. Y —EFA, BRUOCTOMOIEIR
o VAIAMDLHA LY —7pEEH A5 TS 2L, Cisco Profile Manager TH 4 > 7 v 7 LT 7EE0Y,
o HERT IV /uV—%EHLTEVRAMREEBTHITIE, A3 P—ERICT 7 AL TIEIN,
o V—ERVIZZRAFEHEEFETHITIL, Cisco Support iIZ7 7 AL TL7ZEW,
o MAEEADLERINT X —T FARXIFZAQT TV r—vay, B V)a—rary, BIOY—ER&H
L T&M4 5121%, CiscoDevNet |7 7 AL TL7Z& W,
o —EMIRy NU—Z M—=27 REMEOHY Z AT 5HI121%, Cisco Press (27 7 AL TLE
él/\o
o FFEORELFE TS T 7 I U ORGEE HR AT I2IE, Cisco Warranty Finder |27 7 A LT ZE 0,
SRaADNTRREY — )L
VAaDATHREY =) (BST) 1%, ALty 7 vy =7 OREE L GO ORER R U A - AE R
TAHVAANTBRS AT LA~DT— T = ATY, BSTIX, ®ihE Y7 by =TT DR EES
WAL ET,
v =a T MCETET 4 — KRy 7
VAADEMT =2 T VICETET 4 — RNy 7 ERET DI, ERENDOA L TA U KX a2 A RO
FRDOSRA ANZHD T 4 — KRRy 7 74— LEFEHLTIEIN,

KEFT TITRFERT I—0y/NFT
HI AT v HR=IL FLRATILE LA T

VADFMREZECH 400 DA 74 2%FRLTWET, A 74 AD{FFT. BEHE. FAX FEEYHTD Web Y+~ (www.cisco.com/jp/go/offices) # &< 72E 1,
Cisco $& U Cisco OX (. Cisco Systems, Inc. ¥/-3ZOEESHOKES LU ZOMORICE IEEIEE/IIESHFEETYT, Y2I0EEO—E(ZD1 T,

www.cisco.com/jp/go/trademarks ZC & ZE 0, BFHSNTNST — R\~ T OFEIEE. ThEhOREECRELEY, N\—h—) F7zd lpartner) LWSEEAERZNT
WTH, YROLMHOBIC/— b=y TERAFFET D IEE2EKRT B0 TIESEDFEA. (1110R)
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