EE;: / / //
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- fHE (=)
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JA4¥LRXa>Y kA—F T Cisco CMX D% E
FIE
ATY 71 CiscoCMX 57— 3 v 4 KUhb, [System] > [Settings] > [Controllers and Maps Setup] > [Advanced]

PERLET,

[Controllers] © 7 2 a > T, KuayFZ o /mnb [IPaddress] Zi&IR L, VA VYL Ao ba—7 ODIPT K
L A% AJJLE T, [Controller SNMP Write Community] T, /X— a > %R LT [Save] 27 UV v 7 L FE
hj—o

ATv T2

ATV T3 CiscoCMX ¥ v ¥ aR—RDAL U T )5, [Controller] =V TIZBEIL, VA YL A2y ha—7 D
IP7 RUARRREATHDLZ L ZMERLET, ZHUX VAL A3 hr—F & Cisco CMX M DOHREH K
DLz exzrLET,
Controllers

m

5555 0.0.0.0 Never Newver
8.2.145.58 261 MB 1SKB  02/20/17, 11:36 am Just now E
30,20 8.2121.0 15 KB 1SKB  02/20/17, 11:36 am 10s ago E
8.3.104,142 11 MB 1SKB  02/20/17, 11:36 am Just now E
172.19.30.222 8.3.15.174 0 0 MNever Newver E

GE)

iz W

dit Delet

=dit Delete

=dit Delete



1 |

B o rizxavrn—scnvear—snE

JA¥LZ2arybta—F OIP T RLUABRFGETRWESIE, ROZ 27 DOFEEZSBR LT IFE,

JdA4¥ LR kA

—J TNYYaAF—%RE

TAXY LA b —F DIPT RVADARAT —Z ARROOGE, VYL 2Aarta—7

WA 2 2 =7 ¢ LFFNZEH LT Cisco CMX AZIBINE TV S ATREMED B D F77,

WRDONFT TN a—FT 4T BAT B ETLET,

FIE

2T w1 Cisco CMX CLI

[CMXadmin@CMX-
P

| MAC Address

75 cmxctl config controllersshow =~ > K& 54T L, SHA2 ¥—DfE%x 28— L £ 7,

Jkpl03 configuration]$ cmxctl config controllers show
o +
| 00:50:56:ac:99:0e
o +
| d116d605£d88e72763a03871bc483786e463ae43
o +
| 66a03889d03cbeeb5c10e35e641£0a91109£32832017db60fb3adcdat3bfla7e |

o +

AT T2 U4 LAz ta—7 CLING, FlE1 O SHA2 X752 L C. configauth-list add sha256-1bs-ssc
<CMX-mac> <sha2KeyHashSring> =~ > RZ %317 L £7°,

ATFYw T3 VAL RAar ha—F CLI T, showauth-liss =~ F&ZETLET,

(Cisco Cont

raller) =>show auth-list

Authorize MIC APs against Auth-list or AAA ...... disabled
Authorize LSC APs against Auth-List ..... vvas disabled
APs Allowed to Join

AP with Manufacturing Installed Certificate.... yes

AP with Self-5igned Certificate......civieanas . yes

AP with Locally Significant Certificate........ yes

Mac Addr

B@:8c:29:dc
BO:0c:29:e0
B@:50:56:8b
PB:50:56:a3
BB:50:56:ac
BR:50:56:ac
34:40:b5:a2

| IRRE::

Cert Type Key Hash

:7b:bb LB5-55C-5HAZ56 7719d713181bel208@363a7ab584b0edebcf2cchddadla24@38213cdb6@faabbe
1dl:82 LB5-55C-5HA256 953B6767056T5793b614ccd3f7dffc@34b942e18b5288ch178T7587c@7729d42
1c7:da LB5-55C-5HAZ56 b25f3a38e908759a2468187078c582b8cB85dBal322111043e853374aa282ffad2
125:ac LBS-55C-SHAZ56 eebf2eebb69751c50565380d778f6d2acde3becablc@c2fb428e93f1b47e5838
195:4d LB5-55C-5HA256 5081cB89bcl5fbRalddd3811454bb86048402a7134b4e85T6128e8f2c4 030795
199:6e LB5-55C-5HA256 66a83889d@3chbee5c1@e35e6410ea91189732832017db6@T3adcdaf3bfdale
1ad:90 LB5-55C-5HA256 57d59c436fb3dale272631316eacbdbce35127347494ddd28@12156be97b@1ba



| &
ciscocmx 104 o 7o+ nEE |

Cisco CMX 104 LI THO TAX L DERTE

ZDOH A7 T, CiscoCMX (104 LIE) (o7 m%s F— oo ZFELT, 774 X—h
Xy NI =72 VA M—/L STV 5 Cisco CMX r— =247 T Ky T v 7H
DIEEEFFAIT D HEEZ R LET,

FIE

AT 71 cmxossysproxy proxy http:// <proxy-gateway-address> <port>
Zoa~vy i, PWES Cisco CMX &AM G pER r— & h—"— L DBELZFFAT57ndv S — U=
A x2RELET,
AT w72 cmxossysproxy no_proxy localhost <website-address>
Zoavwr NI, Ay FI—ZHOIP 7 RLAZx L TTad o RMEHSRRNE I LET,
AT 73 cmxossysproxy {enable| clear | disable}
Zoavwr NI, TR A LET,
ATy 74 cmxctl stop -a
AT w75 cmxcl agent start

AT v 76 cmxctl start
AT v F7T CiscoCMX ZHiEE) LT, EBEOLHE SAHRLET,

Cisco PI /5 CiscoCMX ~D<T v TDA ih— b+
FIE

AT Y1 URL https://<PrimeInfrastructure IP address>Z%ffifi LT CiscoPliZm /1 LET,
a) [Maps] > [Wireless Maps] > [Site Maps] Z R L £ 77,
b) HlOF = a T4 RUink, [Export]>[Map Archive] #3R L £9°, KRS TS XD
W2, TRTOT 74NV "OF =y V7 BMRFFSNTND Z L 2R LT E SN,

iz
I
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B o«

ailiatfin :
esco. Prime Infrastructure

Open
A

and close navigation
Maps / Wireless Maps / Site Maps ( New! )
Export Map Archive =
s o)
Sites Bulk AP
APs for GeoMap
Sites Map Information ﬁ i i
0, SearchA Calibration Information  (F5")
Select All {© Calibration Information for selected maps
i System Campus All Calibration Information
1 Unassigned

) TIAR—=ITLH~yTEERL, [Export] 27 Vv 7 LET,

BN L7~ > 7D ImportExport xxxx.tar.gz &) ARTDOEM tar 7 7 A /L (fi :
ImportExport 4575dcc9014d3d88.tar.gz) L LTTFU¥DX Y m—RTF L7 MK D
n— R ET,

ATw 2 URL https://<CMX IP address>%f#/llL T CiscoCMX ¥ v ¥ 2R —Ricm 7 A LET,

a) [System] > [Settings] > [Controllers and Map Setup] > [Advanced] % %R L ¥ 7,
b) [Maps] T [Browse] %2 U >~ 27 L, CiscoPl (A7 v 7 1) b7 AR— K LI~y 7 E2%ER LT,
[Upload] 227 UV v 7 LET,

SETTINGS

Tracking

Maps

Filtering

Loication Sai Please select maps to add or modify:
ocalton etup

Mail Server

~) Delete & replace existing maps & analytics data

roners and

Maps Setup
Delete & replace existing zones

Import

Advanced

| BGES



| 5z
Cisco Spaces 7 5 Cisco CMX k—% > #WET 2 4% .

ATFYT3 TV r—va DXy var—Roal A4 LET

ATy T4 EMDOA=a—05 [Maps] &R L ET,

ATFw TS [Upload| 22 U v/ LET, ~v7RT7 7V r—va 7 v7a—REhET,
RTYT6 v~ v T MT TV r—ra N ZIELL Ty 77— RENTWDH I EE2MHERLET,

Cisco Spaces h* > Cisco CMX F—% Z#HG T 5 5%

Z OfFEE T, Cisco CMX % Cisco Spaces 7 # 7 > MZEML, FLT7 A7 b b= %
BAG9 2 B O CHBILET, 20O h—2 %, CiscoCMX CRETXET, ZOFIE
X, EEn S —42 ZE L RS 572D ORIREMNE T,

FIE

AT wF1 CiscoSpaces 7 H v hMeu 74 LET,

ATv72 fERICHD R w7 LET,
AT w73 [Wireless Network Status] %27 U v 7 L £,

O 80 of 100

k
WIRELESS NETWORKS
[0 Cisco Meraki Qo Qo

Wireless Network Status

Sr-3vaamelele]

ATv T4 FREND [Wireless Network Status] ~<— T [CiscoCMX] %27 U v 27 L, [AddNewCMX] %7 U v 7 L&
.éA

152
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B o«

WIRELESS NETWORK STATUS

Spaces Conneciors
Cisca CMX

Hama

SIC CHE CMxX
Conrector

B O G
Corrector

DA Spaces Customar
Lab

Dascription Lawt Hnaerd

un 27, 2078, VS

Pid

w27, 2018, V52
P

DA Spaces
Custernas Lab

42

Pl Hosed

Age VB, 2018, AT
2

g 30, 2018, FOTZT
=Y

Jon 6. 208, 1220007
Y

ATv T FIREND [Wireless Network Status] ~— T [CiscoCMX] # 27 U v 27 L, [AddNewCMX] %7 U v 7 L%

j—

WIRELESS NETWORK STATUS

Spaces Conneciors
Cisca CMX

Hama

SIC CHE CMxX
Conrector

B O G
Corrector

DA Spaces Customar
Lab

Dascription Lawt Hnaerd

un 27, 2078, VS
Pid

un 27, 2078, VA2
P

DA Spaces
Custernas Lab

Age VB, 2018, AT
2

g 30, 2018, FOTZT
=Y

Jon 6. 208, 1220007
Y

AT v F6 CiscoCMX @ [Name] & [Description] # AJJ L. [Save] &7 U v 7 LE7,

| BGES
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i i

Add Cisco CMX

Name

Enter Name

Description

Enter Description

AT w71 B LT Cisco CMX DA AR E ~ T Ad—N"—F 5 L TNENHFRDOA =2 —PNEREINET,
[Keyl] K& &2V 7 LET,

WIRELESS METWORK STATUS

ATY T8 Tur 7 MRFEREINTZD Cisco Spaces 2 7 A EHRAZMEH L CREFEL. [Submit] 227 U v 7 L%,
AT w79 [Token] BNFE/REINT=5H, [Copyl 227 Vv LET,

RDERY
TN T, CiscoCMXIZZD h—27 v 5BINTxF4,

152
I I



E |
B ciscoomxzEmLERr—2 3 9—ER

CiscoCMX =R L -4 —L 3 oY —EX

Cisco CMX 10.6 LIf& D& FE

Cisco CMX 10.6 LIf& TDRAM DX TE

COFETIE, ¥Zoulr—a MEROEHNPEAELZEEWIT T r—ya VIEET 5
& 912 Cisco CMX T HTTPS M A% €3 5 HiEEZ R~ LET,

1R BHHIIZ

TV r—vary b= o ERSLET, (ko [Cisco Spaces b h—7 2B 507
B BBRL TSN,

FIE

AT w71 Cisco Spaces : Asset Locator % 3 = 7/R— K75, [Manage] > [Cloud Apps] % EE4R L £,
AT w72 [Cloud Applications] > [Cisco Spaces] ¥~ > = > C, [Enable] #7 U v 7 LE7,

hams | Duscrigasn Winks | Actioms

G
WARNING

BT — 2 WIEET DHE. AN L2nTL EEW, ZHUIEIETETT,

AT w 73 [Create Notification Upstream] % A 7 1 77K v 77 A|Z, Cisco Spaces /> HHfF L7z b —7 » OfExa A L&
j—o

| IRRE::



| #&

Cisco CMX 10.5 LIRT DR E .

CREATE NOTIFICATION UPSTREAM

Operational ey RGOz I NilsinRScCIB IkpXVC ey JOPWS hbnRIZCE
nsights Token. BNCwibGHYXRpbZ5FbmdpbenliCigsimihdCIEMTUZMNTOON
ZUIAC T XVl Tma0aWZ p Y 2F daWS uliwianRp o DE3Mm
FINZCha Y TO 2NN 1 Y PN DUSMTMEMTERZ mikxMmids
Z]0 My OOL TG POWMAELeH_rCrMBISLAbSDwnh_pGalSDh

BKIZLIGDTIG y

Mot - By Defaull once enabled all the RFID Tags location information is $em 1o Cisco
Opaerational insights. To Subscribe Wirgless Clignts or BLE Tags 1o Operational Ingights
please use Cisco Operational Insighs Application.

=3 e

Cisco CMX 10.5 LIRT D& FE

Cisco CMX TDEXMDEXE (Cisco CMX 10.6 & Y &iT)

ZOFETIE, ¥ oulr—2a b OFHNBELZLEFICT IV A= g L iZ@EmT A5k 9
IZ Cisco CMX T HTTPS 2% €9 2 FiEE R LE T,

458 SRS

CiscoCMX 2> 7 4 ¥ a L —3 3 HA RO [Creating Cisco CMX Connector and Retrieving
Token] &7 ¥ a b h—27 U H#HH{TEET,

FIE

ATFv 1 CiscoCMX & v ¥ = R— K5, [Manage] > [Notification] > [+New Notification] (Z &) L £,
AT w72 [Create New Notification] %4 7 1 7' 7R v 7 AT, i#HID [Name] Z A L E7,

iz W
I


https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-6/cmx_config/b_cg_cmx106/managing_cisco_cmx_configuration.html#id_99070
https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-6/cmx_config/b_cg_cmx106/managing_cisco_cmx_configuration.html#id_99070

B =

1: Create New Notification

EDIT NOTIFICATION

Location Update

DeviceType
Status

Hierarchy

https -

cmx.dnaspaces.io

Autharization

OFF

-

All -
All -
All Locations -
1 443 [ apifvl/emx/notifi

JWT eyJhbGciOiJlUzIIN ==

JSON -

8% |

AT w73 [Conditions] T, [Device Type] £ & " [Status] K2 v 7' X 7 R w7 A [All] Z23%R L, [Hierarchy] K
0y Xy 7 A [All Locations] % 38R L &7,

ATv T4 [MAC Address] 7 1 —/V RIZZED F T

LTREET,

ATvF5  [Receiver] K2 v 7 H U 2 R, [https] B4R L £7,
ATYT6 TIT4X—=varsA—=LDERENS, RA M7 LA T 4 —/)L RiZhttps://cmx.dnaspaces.io.

W= FEFIT 443 E AT LET,

ATvFT1T url 74—V KiZ api/vl/cmx/notifications/locationUpdate & AJJL £

ATv 78 [MAChashing] 7> a %2471 LET,
ATw7F9  [Message Format] K27 # 7 U R hovh, [JSON] Z#3IR L 7,

ATw7F10 [{ERL (Create) 1227 U v 27 LT,

| IRRE::
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Cisco CMX (103 & UaD) ToFL A Fuoanit [

CiscoCMX (103 L YR TOT LA L)DERIE

TDHAAZIZEY, CiscoCMXIZT LA N T —X % BEOr—% |ZFETEET, T LA
RUF—%%, RFID # 712 L > TIEE S, CiscoCMX R —Y 3 vy P r & LT &IE
nr—X \ZEEEIND, BESRER EOINET — X TT,

FIE

AT w71 CiscoCMXCLI T, /opt/cmx/etc/node.conf (ZBEIL, [location] £ 7 ¥ 3 D FIZRDITEIEAL F
@—O

user options=-Dpublish-telemetry=true

AT w2 CiscoCMX Z s L1,

cmxctl stop -a
cmxctl agent start
cmxctl start

RATY 73 CiscoCMX EZDTRTOY—EABLOT 2B 2ARB@L WD 2 EE2MERLET,

cmxctl status

iz



E |
B ciscoomx o3 sy ToFLA FUOEDIE

| IRRE::



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



