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Catalyst EZEEH U A YL AT 78 AR A » ME, Catalyst Wi-Fi (AP) . Cisco Ultra-Reliable
Wireless Backhaul (URWB) , V—27 7 /b—77 1 v (WGB) 2 EQOEBDOUA YL AT
Jav—%%R—KhLTWET, HFR—hINdE— FiX, BENRT 7EARA L Moko
THEV ET,

T 7B ARA L b®OSIE, Catalyst Wi-Fi (AP) & Unified Industrial Wireless (UIW) @ 2 ->®D
BIRDHI) T 2T A A=V Y R—=FLTWET, URWB & WGB i, ¥H 54 UIW V7
N7 =2T7O—HTY, TVBAKRA LV FOE—RIL, TV BARA > bREAET D X 9 ITERE
ENTNDE— RIZESNTT — FRRICRESNET,

CLI (2 Xk ¥Rl

T BARA L ND OS L, Catalyst Wi-Fi (AP) & UIW D2 OO D Y 7 F =7 A A—
VHEYPAR—FLTWET, KD show 2~ REMFEHLT, Ef7ENTWDHY 7 hU =T %24
BL, MESNET Ty v 7 —ba—FREHELET,

Device# show version
Cisco AP Software, (aplg6j), C9167, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport
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Copyright (c) 1986-2022 by Cisco Systems, Inc.

Compiled Thu Aug 18 01:01:29 PDT 2022

ROM: Bootstrap program is U-Boot boot loader

BOOTLDR: U-Boot boot loader Version 2022010100

APFC58. 9A16.E464 uptime is 1 days, 3 hours, 58 minutes

Last reload time : Wed Sep 7 11:17:00 UTC 2022

Last reload reason: reload command

show version C aplg6a £ 7213 apigéb E RN INTZHEIL. T 7 BARA L FOSNETINT
WAHZ L EEWRLET, show version T aplgsi F720% apigem & FRSINTZHAIL. UIW V7

MY 2T WRETESNTNDLZEEERLET,

T IR ARA L FHBRURWB E— RTEIEL TWANE I 0 EHERT A1, (RO CLI a2~
REFITLET,

Device# show iotod-iw status

ZDawy RINHET A, T 7B ARA 2 MEZURWB £— RTEIEL TWET, f#IEL
WA, T 7B ARA L ML WGB E— FTEfEL TWET,

oy . SJL =
Jty FARZ DDERTE
URWB £— K TiE, (F—hue—2RNUty MEFZ2Z(E L7-1%I2) LED BNREAO SIKICE
birE, ROV N T 7 arNETINET, T3 AOFBREZANDLFIS, BT 31
2Dy hARZ UL £,
Uy MR U E20 L 0VELIHT L, BBFEORENZ VT ENET,

VY FARZEZ20E VRS OBIVEIITT L, THHMFRE~D Y &y MYk
UH—SnET,

Uty bARZ U ZOBIDRIMLTH, REZZ VT ShEE A,

A A —VKBDEKE

Catalyst IN9167E 7 27 & AR A k% Wi-Fi £— K (CAPWAP AP) 7>5 URWB E£— F|Z, %
721X URWB E— F2>5 Wi-Fi B— K (CAPWAP AP) |4 521X, ROFIEAZFETLE
—g‘o

1. CAPWAP 7>5 URWB £— RiZ, F 721X WGBUWGB 75 URWB £ — RICE#T 51T,
WOCLI2~y REFEHLET, FEWTT 7 EARAS » AFEE S, URWBE— T
EELET,

configure boot mode urwb

2. URWB 7>5 CAPWAP £— RiZ, F721X WGBUWGB 725 CAPWAP £ — RIZAHT 51T
IZ. MOCLI a2~y REFEHALET, S TT7 7 ERARA > FAFEEE S, CAPWAP
T—RFCTEIHLET,

configure boot mode capwap
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3. CAPWAP 75 WGB/UWGB £— RiZ, 721X URWB 725 WGBUWGB & — RIZZE# 5
IZiX. ROCLI =~y REFHLET,

configure boot mode wgb
%A

GE)

A A—VERIWT D L THITIEORIEA~D5 R Y £y MREIT SN, BIELTF— 4 7%
RICHIBRSNET,

GUI~D7 UVt AFIE

Web Ul (Web 2—H—A > X —T 24 R) [T 7 AT HIZIE, WOFIEEFEHRLET,
1. WebULIZT 7 EATHITIX, Web 77 UHZBIE, RO URL % AJJ LET : https:/<IP

address of unit>/

[IW9167E Configurator] % 7213 [IW9165 Configurator] 7V 4 > KU MNEKRINE T,

CISCO Cisco URWB IW8167EH Configurator
ULTRA RELIABLE

5.21.201.112 - MESH END MODE
WIRELESS BACKHAUL

Login

Username:
Enable Password:

Show password: [_]

© 2022 Cisco andlor its affillates. All rights reserved.

2. BWEN—UVIZT 7 'ATHITIL, [Username] & [Enable password] D1 7 A IR A L
£
3.

GUILIZrZ AT 5HE, URWB 227 4 X a L= RNERRINET,
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afaln
cIsco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL

10TOD W [ ormice | GENERAL MODE
FM-QUADRO General Mode
Solect MESH POINT mod fyou aro altaching an P edge device i.¢. network camera, encode, etc) 10 this
GENERAL SETTINGS Cisco Catalyst IW9167E Heavy Duty Access Point or if you are using this unit as a relay point in the mesh
- general mode feman
- wireless radio © mesh point
- antenna alignment and stats Mode: (O mesh end
NETWORK CONTROL O gateway
-advanced tools
ADVANCED SETTINGS Radiooff: (]
- advanced radio settings
- static routes LAN Parameters
- allowiist / blocklist
- multicast Local IP: 10.115.11.117
-snmp
- radlits Local Netmask: 255.255.255.0
-ntp

«12tp configuration Default Gateway: 10.115.11.1

- vian settings
- Fluidity
-misc settings Local Dns 2:
- smart license
MANAGEMENT SETTINGS
- remote access

Local Dns 1: 8.8.8.8

Save

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

©2022 Cisco andior s affiliates. All ights reserved.

GUI [Z & % URWB Catalyst IW9167E D% E

WOMEIZ, Catalyst IN9I6TE 2> 7 4 X2 L— X DR EE T LET,

afrafn
CIsco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE

WIRELESS BACKHAUL

10T0D IW [ orfine | GENERAL MODE
FM-QUADRO ‘General Mode
Select MESH POINT mode if you are attaching an IP edge device (i network camera, encoder, elc.) (o this
GENERAL SETTINGS Cisco Catalyst IWQ167E Heavy Duly Access Point of if you are using this unit as a relay point in the mesh
- general mode ks
- wireless radio © mesh point
- antenna alignment and stats Mode: () mesh end
NETWORK CONTROL O gateway
- advanced tools
ADVANCED SETTINGS Radio-off: [J
- advanced radio settings
- static routes LAN Parameters
- allowlist / blocklist
- multicast Local IP;  10.115.11.117
-snmp
- radius Local Netmask: 255.255.255.0
-ntp

- 12tp configuration Default Gateway: 10.115.11.1

- vian settings
- Fluidity

- misc settings Local Dns 2:
- smart license
MANAGEMENT SETTINGS
- remote access

Local Dns 1: 8.8.8.8

Save

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

©2022 Cisco andior Its affllates. All rights reserved,
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BEORTEIIFETTOREE T —HILA B L —UFF AT VITRGFET HITIE. writeCLI
37/}\%‘)\7‘3]\,32"9’* ﬁ%éﬂﬁj 3% r v ai /'J:F:77/])/l/l HBHT-O, write 37\/}‘\‘
EAND LIRS, 731 A FiEE) L CHREOREEZ AN LET, REEZHINC =
WOCLI a~vy REFHLET,

Device# write

EiatEe

Device# wr

write £72 X wr : BIITEOREZ AEVIZaZ Iy FLET,

Device# reload

reload : 734 A& U n— KL%,
1 -

Device# write
!'!'l Please reboot to take effect

Device# reload

Proceed with reload? [confirm]

(HERDOT=DIZATI L ET)

CLIICKD1TOD DA UZA VE—FEATSTAVE—

~D
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axX ;&

IoT OD (IoT Operations Dashboard) 1% 7 7 REFR—Z L THY | T4 A IRy hT—7
ENLTHAYTA 7T NiTHSNET, 774 F—FTIE, 7734 ZICLLE GUI
WZEoTr—IVE—RTRESN, 777 NZiZERINEEA,

FTNAANT T TA U F— RICEREISNLNTWAESIE, RO T a v ZERLET,
«CLI £ GUI R LT, 74 A& FEICHELET,

¢ JIoTOD 7 70U K —ERATT A ZAZHEL T, IoTODIW b7 AR— b EN7-g%
ET7ANEZRIRL, IoTODIW EHX—CORBICHHLIBTEDT v I — RRX o &2fH
ALTHRET 7 ANVET v 7T a—FRLET,

IoTODIW (IoT FEERA VA YV R) REMWIEE T 7T 4 7 ET03IET 77 4 72T 5121
WD CLL a~<wy REfEHRLET,

Device# configure iotod-iw {offline | online}

online : [oTODIW E— &4 T4 VZRELET, IoTODIW 7 7 7 R — —InH TN
A AZEHTEET (Ry NU—ZICEHRSNLTOVDES)
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offline : oTODIW E— K& 47 T4 VIZHRELET, T3 AL IoT OD IW H S HIWr S 41,
CLLEZIEZA 7T a7 4Falb—H A X —T A A%EH L CFHCTHRET HMLE
NHY ET,

CUICK B/ RT—FDETE (FIEIRT A &)

THAANE T A = NI KDL L (FlEn 74 %) | FrlLve 7o AFREZRE
TOMENRSHY £, GUIEZIECLIZEN L Tr 7 A UFMaekET 256, w7 A U1FH
FROKM =T RER DY £,

e P —ZOREEIX 1 ~32 LFICTIHLERDHY 7,
e NMAT— RORESIX8~ 120 LFICTHIHLENRH Y 77,
¢ NMAT— RIZIL, MPFENTWDHLENRDY £,
Dla EH 1 DDRITF
Il b 1 DO/NF
s bl & 1 DOHT
c Dl &b 1 DDORRIT
« NAT — RICITHEHT LR CT (33~ 126 D ASCIT10 2 — R) 2 &5 LN TE
FT0, ROFRSCFIIMEATE EE A,
" [ ES AR
"[—ELI R
? [BEIFF]
 NAT— RICROBEHREEZTLZ LITTEEEA,
T 5 3 DOFEITHTFE (ABC/CBA)
* 3 O L CIA USCF £ 7213307 (AAA) E721% (666)
c BIED/NRAY — RETFIBEFONRRAT — R EF T H O
e a—HF—ZLLFELbDOELIFT—F—HEZHILT=HD

1 -
FI7xha s A R

username: Cisco
password: Cisco

enable password: Cisco

a7 AU ERE ) By NTAIE, ROV T TS AFEREERALET,
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username: demouser
password: DemoP@sswOrd

enable password: DemoE"aP@sswOrd

CLI %#ffi 5 72 /8 20 — RO EH]
Device# configure iotod-iw {offline}
Switching to IOTOD IW Offline mode...

Will switch from Provisioning Mode to IOTOD IW offline Mode, device need to reboot:Y/N?

Y
User access verification.

[Device rebooting...]

User Access Verification:
Username: Cisco

Password: Cisco

wEla 74 %I, a4 U ERE Yy NLET,
Current Password:Cisco

Current Enable Password:Cisco

New User Name:demouser

New Password:DemoP@sswOrd

Confirm New Password:DemoP@sswOrd

New Enable Password:DemoE”aP@sswOrd

Confirm New Enable Password:DemoE"aP@sswOrd

n7AEREELE LS, BEr A LET,
User access verification

Username: demouser

Password: DemoP@sswOrd

Device> enable

Password:DemoE"aP@sswOrd

Device#

\}

GE) FEHRoFITE., TR TONRRT— KR T L —2FF A R TY, ZETel (oo ra s A
UER) T, FERRIZIE, RRU—RETAZ Y RT (*) TERINET,
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¥, IoTODIW @

10TOD IW Management

10TOD IW Configuration Mode

Provisioning: initial radio configuration phase. The radio MUST be configured using the
Centralized Web Interface { I0TOD Industrial Wireless US, I0TOD Industrial Wireless EU ) if
connection is successful or manually if Offline configuration is selected.

Offline Configuration: it supports local parameter changes through the radio Web Ul / CLI or
upload of a single file downloaded from IOTOD IW section in IOTOD Industrial Wireless ( I0TOD
Industrial Wireless US, 10TOD Industrial Wireless EU ).

Online Cloud-Managed Configuration: the radio can be configured from the Centralized Web
Interface (IOTOD IW section in I0TOD Industrial Wireless US or IOTOD Industrial Wireless EV) if it is
connected to the Internet and can access I0TOD IW Cloud Server. Radio Web Ul and CLI are read-

only.

(O online Cloud-Managed © offline

UPLOAD IOTOD IW CONFIGURATION FILE

Upload Configuration File

! fi tion fil ted fi
Select configuration file exPor e.d o No file selected
10TOD Industrial Wireless:

Last configurationID 34
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