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WIRELESS BACKHAUL

IW MONITOR Disabled

IOTOD IW Provisioning

CcTFNRAARTBE D a = T EB— N2> TWNANE I MEFERT A1, RO show =
<~ FEFEHALET,

Device# show iotod-iw status
IOTOD IW mode: Provisioning
Status: Connected

+ 10T OD IW D A7 — % A} [Online] & 721 [Offline] & FRINTWDHEAIL, KD 25D
FT T a DTN EERL ET,
CHLWT RS AZRET DL, VAYLAT NS AT aeYa=v 7 E— IR
L. AL 2% Yty FLET, GUIZEH LIZF A 20 THHEHROT 7 4L K
~OYEy b (8—) ZRRELTIEIN,

cHBUEDOREZMM L TR ELZ LR T 2I121E, —RE (123—Y) 2ZRLT

<TZEvy,

FRAAINTeE Y a = T F—ROBRE, oA R a7 4 Fal—HF A F—T A

FROL S IZFRRESNET,

10TOD IW Cloud connection info

Server Host: I0TOD Industrial Wireless
Status:
Current IP Configuration
Current IP: 192.168.0.10 (fallback)
Current Netmask: 255.255.255.0
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10TOD IW Cloud connection info

Server Host: 10TOD Industrial Wireless
Status:
Current IP Configuration
Current IP: 192.168.10.2
Current Netmask: 255.255.255.0

Configure DHCP to connect to IOTOD IW

Use this section to connect the radio to the Internet via DHCP to use IOTOD IW Cloud Management. Set fall-
back IP settings if DHCP is not available.

DHCP fall-back configuration

Local IP:  192.168.10.2
Local Netmask:  255.255.255.0
Default Gateway: 192.168.10.1
Local Dns 1:  192.168.10.200

Local Dns 2:

Reset to Provisioning

TNA ADAT —H A &L LED BRGNS FI L, 773 AT 4 — /L3y ZARBEIZ 72 5 >,
[Online] <& — R & 72 1% [Offline] €— KIZ72 5 £ T, LED (I DY A 7 L Z#0iK L EF, LED
AT — B ZADFERIZ OV TIX, Catalyst IW9165 @ LED /3% —> (150 ~<—°) & 7z Catalyst
IW9167 @ LED /3% —> (149 X—) ZHMML T Z&EW,

\}

G¥) DHCPIIZubVYa=r /T —RTORMEAINET, BEEETIE, HOIP T FL2A&2E
DNETAHAVLERHY £97,

TNA AN DHCP %R — b 25Fy NU—ZIZEEFEINTWVWDEZ L 2R LET, IoTOD
~OBERNRIT S &, 7T 7 FEERIERD AT — & A7 [Connected] & FRENET,

IOTOD IW Cloud connection info

Server Host: IOTOD Industrial Wireless

Status:

Current IP Configuration
Current IP: 10.115.11.152 (dhcp)
Current Netmask: 255.255.0.0

T =Ry T RURAEZRETDHITIE, RO CLL i~ > REER L £,
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G ebeVa=rFE—RTiE IP, Ry h~RA7, TT74/V I F—bvU=A, 7T~V DNS,
BIXOEDLZY DNS DiRE (AP =2~ K) NI ESNEzT,

Device# configure ip address ipv4 [ static IP address [ static netmask [ IP address of
default gateway [ dnsl ip [ dns2 ip 1 1 1 1 1
I~ L ET,

Device# configure ip address ipv4 static 192.168.10.2 255.255.255.0 192.168.10.1
192.168.10.200 192.168.10.201

TN ZANMDHCP ==L BB T FLAZEE L2WEE, 74—y 77 KL R
(F7 4/ FD192.168.0.10 F/-IFHREINTZIP 7 RLR) BRESNET, 75 A2 [oT
OD IW [Z#5#t TX 2\ WA 1T, 1oTOD IW IZEET A 72Dk D Z & AR LET,

1L TAALRZORP>TVDHA —F Ry =T ARIEL RSN TN D008 D I Z R
Li‘é—o

2. @—H/VDNS V= _R—NRN[oTODIW 7 77 KY—R—DIPT7 RLAZREETEE0ED
e, TOT FLRAICRFETE DN E I DEHRELET,

3. TIVBARA L FBRD KA A %L T tep/4d3 TT7 7 b3 K HTTPS #5f 2H L
TWAENEIDLEMERLET,

* device.ciscoiot.com
* us.ciscoiot.com
* eu.ciscoiot.com

4. IoTODIW NFEFEA T T A T >TWAEEIE, T A T 4 FXalb—HF
H—T A AR L= (774 V) HEEZITWET,

FNRAANT Y a = 7= RTxy MU= IZEEFETERWEAIE, ROFIEEZFEITL
F7,

1. IoTODIW A A—V %R LT, SLEIZE U TRED [Local IP], [Local Netmask], [Default
Gateway]. [Local Dns 1], 35 X 0" [Local Dns 2] DfE% A JJ L. [Save fallback IP] R &% > % 27
Vw7 LET,
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| FRECa=CIE—RFTOT A RDOYEE

)T — N OWRRE Y T T FRFTRENET,

@) 192.168.10.2

This device will be reset to Provisioning. Please make sure the
device is connected to a DHCP network or you have configured
the fall-back address (192.168.10.2) properly. Reboot to apply

the changes?

2. [OK] E7-iX [Reset] #27 U v 27 LTIoTODIW IZJRY . REZHELET,

c[OK]ZZ7 Vw2 3L, TXAANYT—KL, 7REVa=UTE—ROEEICR
nET

« T AR, BTLWEROMEEZEA L TRy NT—7 ~DEfia R A ET,

3. T3 AN [DHCP] % EEMHL TH vy U =7 IZHk TE 2204, [IoT OD IW Cloud
connection] @ [Status] I [Disconnected] & F/r &N E 3,

10TOD IW Cloud connection info

Server Host: I0TOD Industrial Wireless
Status:
Current IP Configuration
Current IP: 192.168.0.10 (fallback)
Current Netmask: 255.255.255.0

4, FTRAANTOEY g =0 7E— RIZR>TNT, IoTODIZERENTNRNNE 5 g
WezB4 5121, WO CLI 2~ FEMHHLET,

Device#show iotod-iw status
IOTOD IW mode: Provisioning
Status: Disconnected

’D CLI OFlE. AL AN T a=r 27— RTHY . DHCP y——n5 P 7 KL
ZEPRAEBLTNWAZ A RLTNET,

Device#show ip

IP: 192.168.0.10
Network: 255.255.255.0
Gateway:

Nameservers:

DHCP Address (PROVISIONING Mode) :

Ip: 10.0.0.2
Network: 255.255.255.0
Gateway: 10.0.0.1
Nameservers: 8.8.8.8
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. GUIZFER LTS ROTHBHAROT 74 b~AD Yty b+

Fallback Address (PROVISIONING Mode) :

IP:

169.254.201.72

Network: 255.255.0.0

WO CLLOHNE, 7uabya=r 7T — RDOT /34 A DHCP — X—n15IP 7 KL X% HL
BTET, T7FNVDIDOT =AY ZIPT RLAD192.168.0.10 L T\WAZ &R L
TWET,

Device#show ip

IP: 192.168.0.10
Network: 255.255.255.0
Gateway:

Nameservers:

DHCP Address (PROVISIONING Mode) :

IP: 192.168.0.10
Network: 255.255.255.0
Gateway:

Nameservers: 127.0.0.1

Fallback Address (PROVISIONING Mode) :

IP:

169.254.201.72

Network: 255.255.0.0

cGUI M LT AL RO THEHEFRGEOTFT 74 h~D U b (8§ 2—)
cGUI MR LT AL 2D 77— K (10 <—3)

« TS ARFEORAFEE T (10 X—2)

s &n&ﬁi (12/\“‘>/)

T UVEBARAL L FDAL Y —LRA v h DO (13 2—)

GUIZERALETNNA RARDIEGHEHEDOT 74IL bAD
)ty k

—

T IR ARA L MTEABMEEENTWD EXIZY By bARZ % 30 DT, 27 4
ol —H A F—T A AEFH LT, 74 2% THHMKEOT 740 M2V 'Y bT5
ZENTEET, Uiy PRZUOFEMIZOWTIL,  [Using the Reset Button] 22 L T<
72 &0,

\)

GE)

N=FRUE Y MIED, FRLZDIP T FLRAREHE AT — FE2Etr, TXTOF A
ABRENTIHHFREOT 7 4V MZED £7, N—FUE&y FTIER, TXAM REYT7— |
THEEIE. GULEHHLZT AL A0 Y 7 —h (10 =) 2L TLTEE N,

[MANAGEMENT SETTINGS] C, [reset factory default] #27 V v 27 L7,
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| FeECa=CYE—FTOTF A ROPHETE
GUI 2R L1731 RO T wEDF 7+ b~y [

cI1SCco Cisco URWB IW9165E Configurator
5.81.160.244 - MESH POINT MODE
v
10TOD IW [ Offine |
IW-MONITOR m Are you sure you want to reset to factory default settings?
GENERAL SETTINGS o =
- general mode
- wireless radio
- antenna alignment and stats
NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS

- advanced radio settings

- static routes

- allowlist / blocklist

- snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vian settings

- Fluidity

- misc settings

MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
reset factory default

- reboot

- logout

2023 Cisco andor its affilistes. Al ights reserved.

2. WERRYy T T T4 RYTIYES| 27 U vy LET, LHHMKEORE~DY v
ZHIET 52, [NO1 &2 U v 7 LET,

3. LHNZT A, ZADORET7 7 A IWVERIFEL TWDAEAIT. (RELERELZ T N AE LT
EFET, TS AREOHRIFELE L (103—2) 2R TITEEN,

GE)  BIAE LCIBHMIEOREEZMGH L TT A A2 HRTET H2LENDIEAERE, HN—
KUty F2FEITLRWVWTLEE W, "—FKUty FTiE, XA ZADIP T KL R LEHE
NRAT—KmMUty b&, Xy NU—=I LT A 2R8I s E 9,

CLUZFERALETNA RADIBEARFOT IAILE~AD) Y
FNRAZADOFREEYV Y FT2I20F, ROCLL =2~ REFHLET,

device#configure factory reset config

WARNING: "configure factory reset config" will clear config and reboot.

Do you want to proceed? (y/n)

CLIZa~Y Ty ZANLTT A 2D 2y Nt A% IET 50, nZAJ LT rE
Ak LET,

TNRAABRED) By e T—HUATE2FTTHIE, ROCLIa~y REHFEHLET,

Device#configure factory reset default
WARNING: "configure factory reset default" will take minutes to perform DATA WIPE.

DT ADO—ERE LT, WOTZ7ANNT VT INET,

1) Config, Bak config files
2) Crashfiles
3) syslogs
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B cuzgALET 20y T—+

4) Boot variables

5) Pktlogs

6) Manually created files

Do you want to proceed? (y/n)

CLIa~ Y RCTyZANLTREDTNA ANy heT =2 UL TEBAMT D0 n AT

LT rtr%xHib LET,

GUI ZFERLE=T/NA RD!) T—F

TNAADFRL—FT 4 VTV AT 2% )T — T 51005, ROFIEEZFEITLET,
1. [MANAGEMENT SETTINGS] C, [reboot] Z7 VU v 27 L¥7,

alvaln,
cisco Cisco URWB IW9165E Configurator
WIw 5.81.160.244 - MESH POINT MODE

10TOD IW

Are you sure you want to reboot the unit?
Any pending changes will be discarded.

=

IW-MONITOR

2023 Cisco andor its affliates. Al rights reserved.

2. BN TT T4 RUT[Yes] &2 Vw7 LEY, U7 —baPIbd 25i2iE, [No]

27y 7 LET,

CLUZFERALITNNARDY T—F
V7= eF7T 21203 ROCLL a2~y R LET,

Device#reload
Proceed with reload command (cold)? [confirm]

CLI 2~ RTCeconfirm EANILT, TXAADY T — A& ELET,

TINARABREDRFEET

[LOAD OR RESTORE SETTINGS] 7 « > R Cld, IRDX AV %#FEITTEET,
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| 70ES 3205 E— FTOT/ A RODMRE
Frqzprenreax ]

s TNAADEFDOY 7 U = TREEFZE (*conf) 77 A/NVE L TRET B,
ARELTERET 7 ANEBBEDT AL AT v a— L TCHEAT 5,

A

G TSRV T T HRE (Fconf) 77 A /Lid, IoTODXEEL v
K7 w7 (*iwconf) 77 AN ERETEXEH A,

Je

EVh REFBEAORET 7 A ML, FILXATOTRTOT /N, ZATH
FIHESNET, ZNODRFFEHLDOHRET 7 A WVITRED /N> 7
Ty Ty ANE L THEEL, BB LT A AZRUCXYA 7O
TNA R LW T HHEN D HSEC, HRFHCHEM T X
RS

TNA ADBGFOREE AL Ea—X Iy ra— RT5I2F, WOFIEEFITLET,
1. [MANAGEMENT SETTINGS] C. [configuration settings] #2 U v 7 L%,
[LOAD OR RESTORE SETTINGS] 7 « & RURF/RSINET,

vl
(o] Cisco URWB IW9165E Configurator
5.81.160.244 - MESH POINT MODE

10T0D IW [ Offtine | LOAD OR RESTORE SETTINGS
IW-MONITOR Restore Settings
GENERAL SETTINGS Restore settings from fle mwse No file selected

‘ et sas festor

- reset factory default
- reboot
- logout

©2023 Cisco andio its af

2. [Save] #27 U v 7 LTT A ARE (*conf) XV — RKLET,

RAELTCRIET 7 A NETNA AT v 7 a— RT5120%, ROFIEZETLET,

1. [Browse] %27 Vw7 LT, TNA AT v 7 ua— RTLHEFE (*conf) 77 A /%O
i—a‘o
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B exx

2. [Restore] #7 U w27 LT, EEZT A AZ@HALET,

EJ
xa
nw

JU ==
%7
[General Mode] X EZ AL T 521X, RO FIEEZFEITLET,
1. [GENERAL SETTINGS] T. [generalmode] #7 V v 7 LE 7,

alialn

Cisco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH POINT MODE
WIRELESS BACKHAUL
10T0D IW GENERAL MODE
IW-MONITOR [ Disabed | General Mode
Select ME P
GENERAL SETTINGS Cisco 10T
0 mesh point
Mode: ( h end
jgnment and stats

NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings

Radio-oft: ()
LAN Parameters
Local IP: 10.115.11.180
Local Netmask: 255 255.255.0
Default Gateway: 10.115.11.1
LocalDns 1: 8.8.8.8

Local Dns 2.

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

2023 Cisco andor its affiliates. All rights reserved.

[General Mode] (2%, EfEE—FDary bu—ARnH0 £, A v 2Ry hU—27 TH)
YERTBEZR T /XA A1, [mesh point] &— R CTHmf S E 7,

\}

GE)  WERRy NT—2 AT U MR T 25613, 2R Eb 12D Ay axzy RTNA A
DB TT, ZOT A AL, T4 AEH PORIEE X OEBEREZFZITLET,
. XY NI = R20DTNA ADHTHERINTWALHATH, Xy hT—7 % IELLH)
VESEDH=DIIHNETT,

FNA ZAOEEE— FE2LEFET LT, ROWVWTHNOFE— RE2RIR L £,

«Gateway : ZDE— FIZEERLAVIELY T BBICEHA SN, FLAEDXRY F
U—7 TIIMEH S EE A,

s MeshPoint : ZOEF— KX, *v hIT—ZHOEVDOT 7 EARA » MIEHAINET,

INLDOTI7RARAL Y ME, VAV VLR U 3R 7 2R LT, Avva
TURELEFA Y aRA U FELTERESNEZFRUR Y RT—7 827 L— X% FFOfl
DT IVEARALA L F~DY I ML LET, ZOTFTIVATIE, 77 EBARA Y ML
DT 7B ARAL L MR LA Y2 TAlffbENE T,
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| FRECa=vIE—RTOT NS RDYHEE
7o eARA v bDavy—Lga v kAo [

« [Mesh End] : ZDF— R, B LIOEHROR Yy N —JHEEEZEITTL L1777 %
ARA L NEFRELET, &1y NU—27121307%< k%l/)@%//z:n/]\i)h LT
T, DTV EARA Y ME, #F., VA VYLARYy NU—7 LRy U —27 BIUR
THEROLHPLIRRA  MIREINET,

CUZEFERLE-—MEENDHRTE
— R EEHRET HIZIE, ROCLIa~> REFEHRALET,

Device#configure modeconfig mode
gateway layer 3 global gateway mode
meshend mesh end mode
meshpoint mesh point mode

Device#configure modeconfig mode meshend
mpls MPLS support
radio-off disable radio interfaces

LAN /A5 A —2 DER

LAN RT A—Z|ZiZ, a—H)LT RLAREOT FUHIHRH Y £, LAN ST A—F %
EHEFT D521, WOFIREFEITLET,

1. [General Mode] 7 «t > KU Z )& T < &, [Local IP] 3 & U [Local Netmask] @ LAN /X5
A= ZUF LG AR DT 7 4 )V MEBRRRSNET,

2. MENZSUT, [Dnsl] 74—V RiZe—H 754~ Y DNS7 RL A% AJjL. [Dns?2]
T4 =R =Nt HhH Y DNST FLAZ AN LET

3. [Save]zZ7 U v 7 LT, LANREEZRFELET, REEZZ VT TDHIE, [Reset] 227 U
7 LET,

CLUE{FEALT-LAN /S5 A —42 DEFE
LAN RNT A —H ZRETHITIE. RKOCLI <> REFEHLET,
1)

device#configure ip address ipvé4 static
192.168.10.2 255.255.255.0 192.168.10.1 192.168.10.200 192.168.10.201

TOEARA DAY —ILRA > bADES:

TR ARA L e (B# LAN IZHRET12) v — I /WIZERET 5121, DB-9toRJ-45 2V
TNr—TNVEFERLCarv Ea—4 %27 V8 ARAL L hDay ) —)LR— Mok LET,
TIRARA L hOay ) —)R— Mo LT CLI 2B <2k, ROFIEEZFEITLET,

1. OELDAADDBI9tORIAS Y TN —TNE, T IBARA L RO RI45 ) T IL
R—hE, a3 Ea2—FDOCOMER— MR LET,

2. T BARA LV FEBETEDLLHICF—IF N IaL—FERELET, ¥—3I L
T2l —HIZiE, ROBREMEEZFEHLET,
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—

3.

N

JOEDa=vIE—FTOT A 209HEE |

INTA—4 B

R—1— h 115200 bps
T4 8w b

R F 4 7L

ARy 1Ay 7 EY b
7 v —fil{H 7L

fERAMEERa~y R o7 hE— RIZiE, a2 F7er 7 b ) LRiEa~>
R7a o7 s #) O2o90HVET, a4 LTT I, BEDRWa~y R EST
THEOOEREa L FFa 7~ (3) B— R $£9,

Biga~ o R7a 7 h #) F—RIZT7 7 ®BAT 5121, enable 2~ K (Bl IZen)
EANITL, AX—TNRRAT—KREANLET BHET—FOa /A AT — it &

oo S A R AT— R EIRZ2DET)

WOT 7N buar A AEREFEHL T A LET,

o« —H—4 : Cisco

¢« NA T — K : Cisco
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IPv6 D HHR— k

o EE (15 =)

«IPVv6 7 KL A Z A7 (16 2—)

« AP IZ51F 5 IPv6 OFfilfIFEE (16 X—)

« CLI Z [l L7z IPv6 O M E 7213850k (16 ~X—2)

« CLI ZfH L7z IPv6 RA HEIRXEDOAH ML E 21X (17 ~<—)

«EUI-64 [Z X D8O IPV6 7 LA, #F—FDUx=A, BLDNS — =7 KL ZADFHE

(17 =—)
cEUL-64 IC L D8I IPv6 7T RL A, #A— U = A, BIXODNS h—"—7 N L ZXDOffE
(17 =—%2)

« EUI-64 I L B2 WEUIPVE 7 RV A, 7 — U= A BELODNS ——7 KL 2Dz
(18—

« EUI-64 IZ L B2 WEIIPV6 7 KLV A 7 — = A BELODNS ——7 KL 2D
(18 =)

« EUL-64 |2 X 29 IPv6 7 R L 2D E (18 <X—)

« BUI-64 |2 X D E IPVv6 7 R L ADHER (18 =—)

« EUI-64 |2 X B 720 IPv6 7 KL AD%E (19 2—2)

« EUL-64 IZ X B 220 IPV6 7 F L A DFER (19 =—2)

«IPv6 7 — F 7 = A BELODNS —_"—FED 7 VT (19 ~—)

« JUT ENTZIPV6 7 — F U = A & DNS = "— DR EDHER (19 <2—)

« GUI 2l L7285/ IPve DAL & f&E (20 ~<—2)

« GUI 2l L7251 IPve DS (21 X—)

S

UIW U U—217.15.1 LA, APIZIPv6 7 KL A&V R —FLET, 74 FTlE. APD
IPv6 V— B AT 2> CWVET, CLIEZIZGUIZFEHA LT, APDIPv6 7 KL ZADHF%)
fLERENTEET,
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B orsrrizsqs

IPvé DHHR— k|

IPv6 7 FLA B4 T

AP IZIRDIPV6 7 KL A X A FHBRETEXFE T,
e U u—hv
e ——Jua—Jh)

e Ju— )L =F % X |

yroa—hi

Vorua—hn7 RUAZX, B—U 7 OEENTHEHAI, V=747 TEEHEAL, Zh
HOT RUAL, BfEICREOWEY v 7 2L, BB FUARRE, fER 72 ha
REFPHMELEE—DY 7 OT7 Ry IR ENET, Vo Zua—hL7 FL A
X, AU Y 7 SNt/ — RICBET D720t 7,

ai=——4SAa—Ah)

== —H)NT FLAIL, T4 _X— "R HBNTIINNV—T 4 T TEETN, X7 U v
TALE—Fy NN LTI —T 4T TH52L3TEEYA, Ju—ULbf v Z—3x%y ~ |
TN—T 4 VT EINDEZEITEESNTWETA, 2720, A " EORsNEZZ Y THO
N—T 4 TR THY . ROV A NEOA—T 4 VT HR[ERGERH Y 7,

SO0—n\)LaA=—Fv¥ X+

Ja—s b 2=% % A LT KLRIE, X7V v 7 IPvd T KL RAZER & [FERIC, IPv6 A > & —
Xy FTHA—T 4 VT AREIRT R LA TY,

AP IZH (T 5 IPv6 DFIFIEIE

«IPv6 DY R — ML, FA MEREICRESNET,
« Fluidity LA ¥ 3 % v NV —Z7 X IPv6 2V HR—k LEHA,

CLI Z{E A L 7= IPv6 OB L F 1= [T EXh1E

—
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F 7 4V FTliE, AP O IPv6 iR — MIENIZ /2> TWET, IPv6 AN T2 L. AP ICH
) 7 a—H T FLANEID B THNET,

Toawr REFEHALT, APDOIPV6 T RLAZHENE-ITENZLET,

Device#configure ipv6 {enable | disable}



| 1Pv6 >4 R—
CU %/ L 1= IPve RA BB oAt £ aEnt [

CLI Zz{ER L 7= IPv6 RA BEEIEXE DAL T - ITERE

ZOavwr REMFEHLT, AP D IPv6 RA BB EX AR E -ITESNC LET,

Device#configure ipv6 enable autoconfig-ra {enable | disable}
S
GE) senable : /L—H T RNZA XA S LORBBRELZANLET,

edisable : L —H T RNRXZ A XX IO HERREAZEDCL E9,

EUI-64 [Z & AE80IPVv6 7 FL X, ¥—F+r9xzA4. BLUY
DNS H—/\—7 KL ADKTE

Zoawy FEFEHLT, APOEUI-64IC L 5HIIPv6 T KL A, 7 — o =A . L IU'DNS
P—=R—=7 FL AZFRELET,

Devicefconfigure ap address ipv6 static fc00::4236:5aff:xxxx:168/64 eui-64 fc00::1
2001:4860:4860: :xxxx 2001:4860:4860: : xxxx

EUI-64 Ik HFRMIIPV6 7 FL R, — koA, &V
DNS H—/\—7 F L XA DHEEE

AP D EUL-64 IZ X 28H)IPv6 7 KL A, F—FU = A, BILODNS V— =7 KL R & R
TAHI2E, kD show =~ REFEHLET,

Device#show ipv6

IPv6: Enabled

Router Advertisment auto-configuration: Disabled
Static IPv6 config:

Address: £c00::4236:5aff:xxxx:168/64
Gateway: fc00::1

DNS1: 2001:4860:4860: ::xxxx

DNS2: 2001:4860:4860: :xxxx

Currently assigned addresses:
£c00::4236:5aff :xxxx:168/64 global
fe80::4236:5aff:xxxx:168/64 link
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IPvé DHHR— k|
B ocussicson0BmIPE 7 LR F— oS SEUDNSY——7 FLRADRE

EUI-64 (TR SR LVEEIIPVE 7 KL R, 7 — b zA . &
KU DNS H—/\—7 FLRADHE

Zoawy REFEHALT, AP D EUL-64 IZ L H2WEIPVe 7 KL A, F—bhouxAf, B&
OYDNS #—_"—7 KL 2AZHEL T,

Device#configure ap address ipv6 static £c00::1234:5678:xxxx:def/64 £c00::1
2001:4860:4860: :xxxx 2001:4860:4860: : xxxx

EUI-64 [CK S LEMIPB 7 RLA, ¥—bhkoxzA4, B
ESUDNS H—/N\—7 KL RADIER

AP O EUI-64 IZ X 6720 ERIPV6 7 KL A, F— =1, BEODNS y— =7 FL 2%
MR AI1TiT. kD show 2~ REFEHLET,

Device#show ipvé6

IPv6: Enabled

Router Advertisment auto-configuration: Disabled
Static IPv6 config:

Address: fc00::1234:5678:xxxx:def/64
Gateway: fc00::1

DNS1: 2001:4860:4860: ::xxxx

DNS2: 2001:4860:4860: :xxxx

Currently assigned addresses:
fc00::1234:5678:xxxx:def/64 global
fe80::4236:5aff:xxxx:168/64 link

EUI-64 (2 L AE89IPv6 7 KL R DERTE

Toawr REMFEHALT, AP D EUL-64 IZ X AEAIIPV6 7 RL A ZRELET,

Device#configure ap address ipv6 static fc00::4236:5aff:xxxx:168/64 eui-64

EUI-64 [ Kk 58RI IPv6 7 I/7\0)EE.=-..\

AP @ EUI-64 |2 L 5EFAIPv6 7 R L A ZHERT HI1Z1%, kD show 2~ REEHA L ET,

Device#show ipvé

IPv6: Enabled

Router Advertisment auto-configuration: Disabled
Static IPv6 config:

Address: fc00::4236:5aff:xxxx:168/64

Currently assigned addresses:
fc00::4236:5aff:xxxx:168/64 global
fe80::4236:5aff:xxxx:168/64 link
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| 1Pv6 >4 R—

EUI64 (= & 5L PG 7 FL2oBE |

EUI-64 [C &k 5 LVERRIIPV6 7 FL RADERTE

Toavy REFEHALT, AP ® BUL-64 IZ L S WEIPve 7 RL A ZERELE7,

Device#configure ap address ipv6 static f£c00::1234:5678:xxxx:def

EUI-64 [ & 575 UL\E20 IPv6 7 K L R DFEER

AP @D EUI-64 12 X B2 WFRB IPv6 7 R L A ZHERT HI21X, IRD show =~ R&fif L E

B

Device#show ipv6

IPv6: Enabled

Router Advertisement auto-configuration: Disabled
Static IPv6 config:

Address: fc00::1234:5678:xxxx:def/128

Currently assigned addresses:
£c00::1234:5678:xxxx:def/128 global

fe80:

:4236:5aff:xxxx:168/64 link

IPv6 5 — FH T A BLUDNS H—N\—FFEDH )T

TDavy REFEST, APOIPV6O XA — T x2A & RAL U F =L AT A (DNS) P—3—
DT RVAREZZ7 VT LET,

Devicefconfigure ap address ipv6 static £c00::1234:5678:xxxx:def/64 :: :: ::

HYFENTIP6ST—FH9 T4 EDNSH—/N—DEBED

FESE

AP D7 VT HEHIPV6 7 — 7 2 A BLUNDNS —_—D7 R RAREZMERTHITIE. &
D show =<2 REFEHALET,

Device#show ipvé6

IPv6: Enabled

Router Advertisment auto-configuration: Disabled
Static IPv6 config:

Address: £c00::1234:5678:xxxx:def/64

Currently assigned addresses:

£c00:
fe80:

)

:1234:5678:xxxx:def/64 global
:4236:5aff:xxxx:168/64 link

GE)

TFTP 72 E DY —E A% IPv6 THEHET D L H ML S B2 5AICIE. Vo2 ae—AaLVIP T R
2WZIERY T =T A B —=T 2 ADFREDPRDO ONIGENRH D EEEBETHLERH Y
F9,
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IPvé DHHR— k|

B vz Lm0 IPe oA BE

GUI = A L =7#89 IPv6 DB 3L £ R E

FIE

ATy T

ATv T2
ATvT3

ATvT4

AV Ea—SOWbTTUHFERH L, URLEAN LTAY T (Fal—FOrsf =V kX &
T
A=W ENRAT = REZNETNDT 4 — )L RIZAHLET,

(2274 (Login) 1227V >y7 LET,
GUIIZrZ A>T 5L, URWB AV 7 4 Fa L—ERNERENET,
[GENERAL SETTINGS] C. [general mode] %2 U 7 LT [General Mode] ¥V « > R 2B & ¥,

afean
CIsCO

ULTRA RELIABLE
WIRELESS BACKHAUL

I0TOD IW w
IW-MONITOR

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANGED SETTINGS

- advanced radio settings
- static routes

ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- snmp

- radius

-ntp

- ethernet filter

- I12tp configuration

- vlan settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

6=
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Cisco URWB IW9167EH Configurator
5.21.201.156 - MESH POINT MODE

GENERAL MODE

General Mode

Select MESH POINT mode if you are attaching an IP edge device (i.e. network camera, encoder, etc.) to this
Cisco Catalyst IW9167E Heavy Duty Access Point or if you are using this unit as a relay point in the mesh
network.

© mesh point
Mode: (7) mesh end

(O gateway
Radio-off: (]

LAN Parameters

Local IP:  10.115.11.128
Local Netmask:  255.255.255.0
Default Gateway: 10.115.11.1
Local Dns 1: 8.8.8.8

Local Dns 2: 4.4.4.4

Enable IPv6:

RA Autoconfig:
Local IPv6:
Use EULG4: ()

Default Gateway |Pv6:
Local Dns 1 IPv6:

Local Dns 2 IPv6:

© 2024 Cisco and/or its affiliates. All rights reserved.




| 1Pv6 DHR— b
Gul £ L =80 1pve e ]

GUI Tix, lTe—hn) &) HEEIL, BMICERE SN IPvE £72131Pv6 7 RLU AL ET, BARIZIE,
[Local IPVO] IZIZT XTDX A TDIPv6 7 RVAZMEHATE D7D, T/ ADIPv6 7 R LU A FHIIZERE TX
A

AT9 75 [Enable IPV6] F = v 7 R 7 A% 412 LE T, [RA Autoconfig] 233 AT A2 L > THBIMICA BT /2
DET,

ATv7T6 [Local IPv6] 7 f —/L FIZIPv6 7 L A% A LET,

ATvT1 (A7 a) [UseBUL64) T = v 7Ry 7 Ak A A LET,

GE)
IPv6 7 RL A%, EUL64 7 a V2T 208 50Tl £,

ATvT8 (A7 a ) [Default Gateway IPv6] 7 4 —/L RIZF— 7 =A IP 7 RLAZ AL LET,
ATv79 (#7322 ) [Local Dns 1 IPv6] 7 4 —/L RIZDNS H—"— 1 DIP T KL Z&E AN LET,
ATYvF10 (7 =a) [Local Dns 2 IPv6] 7 4 —/L KIZDNS —_"—2DIP 7 KL AZ AL ET,
ATy TN [Save] &7V v LET,

GUI Z{£F L 7=5%RY IPv6 D HE

FIE

AT w71 [MANAGEMENT SETTINGS] C. [status] %7 U v 7 L £,
AT w T2 [STATUS] ~*—® [DEVICE SETTINGS] ¥ 7 ¥ 2 T, IPv6 DiFfl 2 MR T& £9°,
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4.
=% =R

URWB EifFE— FDEXTE

« URWB #i{FE— FORE (23 X—)

« CLLIZ X 245 (23 ~X—)

Uty FARZDOFTE (24 2—)

c A A—VEMOBE (24 X—)

cGUI ~DT 7 AFIE (25 2—)

« GUI |Z & % URWB Catalyst IW9167E D% E (26 ~2—3)

cCLIGREDaI v b (27 3—)
*CLIIZEDI0TOD DAY T A E—REFTTA UE—ROFRE 27 —)
s CLIIZ L B/32AU— FOg%E (FIEIRr 7 A %) (28 <—)

«GUIIZ L% [IoTODIW O%iE (30 2—2)

URWB E{EE— FDERE

Catalyst EZEEH U A YL AT 78 AR A » ME, Catalyst Wi-Fi (AP) . Cisco Ultra-Reliable
Wireless Backhaul (URWB) , V—27 7 /b—77 1 v (WGB) 2 EQOEBDOUA YL AT
Jav—%%R—KhLTWET, HFR—hINdE— FiX, BENRT 7EARA L Moko
THEV ET,

T 7B ARA L b®OSIE, Catalyst Wi-Fi (AP) & Unified Industrial Wireless (UIW) @ 2 ->®D
BIRDHI) T 2T A A=V Y R—=FLTWET, URWB & WGB i, ¥H 54 UIW V7
N7 =2T7O—HTY, TVBAKRA LV FOE—RIL, TV BARA > bREAET D X 9 ITERE
ENTNDE— RIZESNTT — FRRICRESNET,

CLI (2 Xk ¥Rl

T BARA L ND OS L, Catalyst Wi-Fi (AP) & UIW D2 OO D Y 7 F =7 A A—
VHEYPAR—FLTWET, KD show 2~ REMFEHLT, Ef7ENTWDHY 7 hU =T %24
BL, MESNET Ty v 7 —ba—FREHELET,

Device# show version
Cisco AP Software, (aplg6j), C9167, RELEASE SOFTWARE
Technical Support: http://www.cisco.com/techsupport
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URWB B E— KO EE |
B vtorrsroz:

Copyright (c) 1986-2022 by Cisco Systems, Inc.

Compiled Thu Aug 18 01:01:29 PDT 2022

ROM: Bootstrap program is U-Boot boot loader

BOOTLDR: U-Boot boot loader Version 2022010100

APFC58. 9A16.E464 uptime is 1 days, 3 hours, 58 minutes

Last reload time : Wed Sep 7 11:17:00 UTC 2022

Last reload reason: reload command

show version C aplg6a £ 7213 apigéb E RN INTZHEIL. T 7 BARA L FOSNETINT
WAHZ L EEWRLET, show version T aplgsi F720% apigem & FRSINTZHAIL. UIW V7

MY 2T WRETESNTNDLZEEERLET,

T IR ARA L FHBRURWB E— RTEIEL TWANE I 0 EHERT A1, (RO CLI a2~
REFITLET,

Device# show iotod-iw status

ZDawy RINHET A, T 7B ARA 2 MEZURWB £— RTEIEL TWET, f#IEL
WA, T 7B ARA L ML WGB E— FTEfEL TWET,

oy . SJL =
Jty FARZ DDERTE
URWB £— K TiE, (F—hue—2RNUty MEFZ2Z(E L7-1%I2) LED BNREAO SIKICE
bré, OVt y b T 7 v arNFEITENET, T AOEFREANDEINZ, HTT 31
2Dy hARZ UL £,
Uy MR U E20 L 0VELIHT L, BBFEORENZ VT ENET,

VY FARZEZ20E VRS OBIVEIITT L, THHMFRE~D Y &y MYk
UH—SnET,

Uty bARZ U ZOBIDRIMLTH, REZZ VT ShEE A,

A A —VKBDEKE

Catalyst IN9167E 7 27 & AR A k% Wi-Fi £— K (CAPWAP AP) 7>5 URWB E£— F|Z, %
721X URWB E— F2>5 Wi-Fi B— K (CAPWAP AP) |4 521X, ROFIEAZFETLE
j‘o

1. CAPWAP 7>5 URWB £— RiZ, F 721X WGBUWGB 75 URWB £ — RICE#T 51T,
WOCLI2~y REFEHLET, FEWTT 7 EARAS » AFEE S, URWBE— T
EELET,

configure boot mode urwb

2. URWB 7>5 CAPWAP £— RiZ, F721X WGBUWGB 725 CAPWAP £ — RIZAHT 51T
IZ. MOCLI a2~y REFEHALET, S TT7 7 ERARA > FAFEEE S, CAPWAP
T—RFCTEIHLET,

configure boot mode capwap
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| URWB BifEE— FDEE

cul~n7s+2EIE [

3. CAPWAP 75 WGB/UWGB £— RiZ, 721X URWB 725 WGBUWGB & — RIZZE# 5
IZiX. ROCLI =~y REFHLET,

configure boot mode wgb
%A

(D A A—VEBHRT DL, THUHHRORE~OERR ) ¥y MIETSN, RIELF—5 1%
RICHIBRSET.

GUI~D7 UVt AFIE

Web Ul (Web 22—V —Af L H—T = A R) [ZT 7R THIZIE, ROFEEZHEHL £,

1. WebULIZT 7 EATHITIX, Web 77 UHZBIE, RO URL % AJJ LET : https:/<IP
address of unit>/

[TW9167E Configurator] % 72 1% [IW9165 Configurator] 7 4 > KU NERINE T,

CISCO Cisco URWB IW8167EH Configurator
ULTRA RELIABLE 5.21.201.112 - MESH END MODE
WIRELESS BACKHAUL
Login

Username:

Enable Password:

Show password: [_]

© 2022 Cisco andlor its affillates. All rights reserved.

2. BWEN—UVIZT 7 'ATHITIL, [Username] & [Enable password] D1 7 A IR A L
£

3. GUIICrZ A T5HE, URWB 27 4 X a Lb—FRNERRINET,
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URWB E#E— FO#E |
B cui =& 2 URWE Catalyst IW167E D3 E

afaln
cIsco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL

10TOD W [ ormice | GENERAL MODE
FM-QUADRO General Mode
Solect MESH POINT mod fyou aro altaching an P edge device i.¢. network camera, encode, etc) 10 this
GENERAL SETTINGS Cisco Catalyst IW9167E Heavy Duty Access Point or if you are using this unit as a relay point in the mesh
- general mode feman
- wireless radio © mesh point
- antenna alignment and stats Mode: (O mesh end
NETWORK CONTROL O gateway
-advanced tools
ADVANCED SETTINGS Radiooff: (]
- advanced radio settings
- static routes LAN Parameters
- allowlist / blocklist
- multicast Local IP: 10.115.11.117
-snmp
- radlits Local Netmask: 255.255.255.0
-ntp

«12tp configuration Default Gateway: 10.115.11.1

- vian settings
- Fluidity
-misc settings Local Dns 2:
-smart license

MANAGEMENT SETTINGS

- remote access Save

- firmware upgrade

Local Dns 1: 8.8.8.8

- status
- configuration settings
- reset factory default

- reboot

- logout

©2022 Cisco andior s affiliates. All ights reserved.

GUI [Z & % URWB Catalyst IW9167E D% E

WOMEIZ, Catalyst IN9I6TE 2> 7 4 X2 L— X DR EE T LET,

afrafn
CIsco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL

10T0D IW [ offiine | GENERAL MODE
FM-QUADRO General Mode
Select MESH POINT mode if you are attaching an IP edge device (i.e. network camera, encoder, etc.) to this
GENERAL SETTINGS Cisco Catalyst IWQ167E Heavy Duty Access Point or if you are using this unit as a relay point in the mesh
- general mode fetaats
- wireless radio © mesh point
- antenna alignment and stats Mode: () mesh end
NETWORK CONTROL O gateway
- advanced tools
ADVANCED SETTINGS Radio-off: D
- advanced radio settings
. static routes LAN Parameters
- allowlist / blocklist
- multicast Local IP; 10.115.11,117
- snmp
«radius Local Netmask: 255.255.255.0
-ntp
- Bip garaiich Default Gateway: 10.115.11.1
- vian settings LocalDns 1: 8.8.8.8
- Fluidity
- misc settings Local Dns 2:
- smart license
MANAGEMENT SETTINGS

- remote access

Save

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

©2022 Cisco andior Its affllates. All rights reserved,
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| URwWB EjfEE—FD

CLI &%

P

X JE

cuzgznazvr [

FDIAZIw k

BEORTEIIFETTOREE T —HILA B L —UFF AT VITRGFET HITIE. writeCLI
37/}\%‘)\7‘3]\,32"9’* ﬁ%éﬂﬁj 3% r v ai /'J:F:77/])/l/l HBHT-O, write 37\/}‘\‘
EAND LIRS, 731 A FiEE) L CHREOREEZ AN LET, REEZHINC =
WOCLI a~vy REFHLET,

Device# write

EiatEe

Device# wr

write £72 X wr : BIITEOREZ AEVIZaZ Iy FLET,

Device# reload

reload : 734 A& U n— KL%,
1 -

Device# write
!'!'l Please reboot to take effect

Device# reload

Proceed with reload? [confirm]

(HERDOT=DIZATI L ET)

CLIICKD1TOD DA UZA VE—FEATSTAVE—

~D

O —

axX ;&

IoT OD (IoT Operations Dashboard) 1% 7 7 REFR—Z L THY | T4 A IRy hT—7
ENLTHAYTA 7T NiTHSNET, 774 F—FTIE, 7734 ZICLLE GUI
WZEoTr—IVE—RTRESN, 777 NZiZERINEEA,

FTNAANT T TA U F— RICEREISNLNTWAESIE, RO T a v ZERLET,
«CLI £ GUI R LT, 74 A& FEICHELET,

¢ JIoTOD 7 70U K —ERATT A ZAZHEL T, IoTODIW b7 AR— b EN7-g%
ET7ANEZRIRL, IoTODIW EHX—CORBICHHLIBTEDT v I — RRX o &2fH
ALTHRET 7 ANVET v 7T a—FRLET,

IoTODIW (IoT FEERA VA YV R) REMWIEE T 7T 4 7 ET03IET 77 4 72T 5121
WD CLL a~<wy REfEHRLET,

Device# configure iotod-iw {offline | online}

online : [oTODIW E— &4 T4 VZRELET, IoTODIW 7 7 7 R — —InH TN
A AZEHTEET (Ry NU—ZICEHRSNLTOVDES)
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URWB B E— FDEE |

B cuicsziz0—rozE @EOSSU®)

offline : oTODIW E— K& 47 T4 VIZHRELET, T3 AL IoT OD IW H S HIWr S 41,
CLLEZIEZA 7T a7 4Falb—H A X —T A A%EH L CFHCTHRET HMLE
NHY ET,

CUICK B/ RT—FDETE (FIEIRT A &)

—

THAANE T A = NI KDL L (FlEn 74 %) | FrlLve 7o AFREZRE
TOMENRSHY £, GUIEZIECLIZEN L Tr 7 A UFMaekET 256, w7 A U1FH
FROKM =T RER DY £,

e =P ORI~ LFICTHLERDY 7,
e NMAT— RORESIX8~ 120 LFICTHIHLENRH Y 77,
¢ NMAT— RIZIL, MPFENTWDHLENRDY £,
Dla EH 1 DDRITF
Il b 1 DO/NF
s bl & 1 DOHT
L7 EH 1 DORRIT
« NAT — RICITHEHT LR CT (33~ 126 D ASCIT10 2 — R) 2 &5 LN TE
FT0, ROFRSCFIIMEATE EE A,
" [ ES AR
"[—ELI R
? [BEIFF]
 NAT— RICROBEHREEZTLZ LITTEEEA,
T 5 3 DOFEITHTFE (ABC/CBA)
* 3 O L CIA USCF £ 7213307 (AAA) E721% (666)
c BIED/SRAY — RETIBEFDO/RAT — R EFR L O
e a—HF—ZLLFELbDOELIFT—F—HEZHILT=HD

1 -
FI7xha s A R

username: Cisco
password: Cisco

enable password: Cisco

a7 AU ERE ) By NTAIE, ROV T TS AFEREERALET,
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| URwWB EjfEE—FD

K
it

CUic& 5 27— koEE @EDT(v%) [

username: demouser
password: DemoP@sswOrd

enable password: DemoE"aP@sswOrd

CLI %#ffi 5 72 /8 20 — RO EH]
Device# configure iotod-iw {offline}
Switching to IOTOD IW Offline mode...

Will switch from Provisioning Mode to IOTOD IW offline Mode, device need to reboot:Y/N?

Y
User access verification.

[Device rebooting...]

User Access Verification:
Username: Cisco

Password: Cisco

wEla 74 %I, a4 U ERE Yy NLET,
Current Password:Cisco

Current Enable Password:Cisco

New User Name:demouser

New Password:DemoP@sswOrd

Confirm New Password:DemoP@sswOrd

New Enable Password:DemoE”aP@sswOrd

Confirm New Enable Password:DemoE"aP@sswOrd

B A NEREERE LD, BEns A4 LET,
User access verification

Username: demouser

Password: DemoP@sswOrd

Device> enable

Password:DemoE~aP@sswOrd

Device#

\}

GE) FEHRoFITE., TR TONRRT— KR T L —2FF A R TY, ZETel (oo ra s A
UEHR) T, ERRICIE, RRAT—REITRAZ Y R7 (*) TERENET,
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URWB B E— KOEE |

B cuizsz0r0Wwo

GUI[Z& B 1oTODIW DR TE

®D

10TOD IW Management

10TOD IW Configuration Mode

Provisioning: initial radio configuration phase. The radio MUST be configured using the
Centralized Web Interface ( 10TOD Industrial Wireless US, I0TOD Industrial Wireless EU ) if
connection is successful or manually if Offline configuration is selected

Offline Configuration: it supports local parameter changes through the radio Web Ul / CLI o
upload of a single file downloaded from IOTOD IW section in I0TOD Industrial Wireless ( I0TOD
Industrial Wireless US, I0TOD Industrial Wireless EU ).

Online Cloud-Managed Configuration: the radio can be configured from the Centralized Web
Interface (IOTOD IW section in I0TOD Industrial Wireless US or IOTOD Industrial Wireless EV) if it is
connected to the Internet and can access I0TOD IW Cloud Server. Radio Web Ul and CLI are read-

only.

(O online Cloud-Managed © offline

UPLOAD IOTOD IW CONFIGURATION FILE

Upload Configuration File

lect configuration fils rted from "
Select configuration file expo e.d ° No file selected
10TOD Industrial Wireless:

Last configuration ID 34
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B,
=% =R

URWB E#REE— FDERTE

« URWB T — RORE (31 X—)

« CLIIZ L B4 77— FOBRE (33 *—)

« CLIIZ X 5 URWB DEMRHEE— ROFE (33 ~—)

« CLI £ L 72 AMPDU O E (34 ~<—7)

« CLIIZ X B8t osE (35 ~—)

« CLIZ X DIREFGE AL T RA T v 7 ZADRE (35 3—)
s CLINWZ K DZEMA N — LA VT v 7 ADRKEOFKE (35 —)
* CLIIZ X % Rx-SOP L &V MEDFKE (36 ~<—)

«CLIIC X% RTS E— FOFE (36 <2—)

«CLIICXE D WMM E— ROHETE (362—2)

« CLI|Z & D NTP OF%E (37 =—)

«GUIIZ L% NTP OF%E (38 X—)

« URWB O MBS E— RORGE (38 ~<X—2)

« GUIIZ L % B4 7 £ — ROZRE (39 X—)

e GUL I & 2 Mgt — FoOsE (39 ~—)

URWB E#R#EE— FDRTE

TAYVAL L E—T 2 A AT, BEOT— FTIMET S LI ICRETHh, BRI TE E
T, BT — RE2RETDH L. T, AT Fluidity £7213EEA > 7T AT 7 F ¥ & LT
FEZBIAE L £,

WDFEIZ, THA ATOEBEE— FOREEZRLET,
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®1EREBE— FORTE

URWB &gt E— FOBE |

Fluidmax &4 > %

IR DORE BIRE—F Bl

EEA 77 AT 27 Fx  |Fixed POP E— | (Af o b —
Fluidmax 77 A4 <~ VU A2 K)

P2MP (KA > b —~ L F 7K

4> ) F—F (Fluidmax)

B L P2MP
P2MP E— R (Fluidmax) 35X
O P2MP

EEUF ¢ AP Fluidity EEYUT4E—F

EEVT 47 TAT b Fluidity EFEUVT4E—F

WDOERIZ, HNRERA ¥ —T 2 A4 AOEEET— R HEH SN 5 Fluidity 27— A &R

L%,

R2EHRA VAT A ADEMEE—F

TR 1/ ARAE 2

BEAVIIAMIIFY

Fluidity

BEEAS S T7TANT 7T ¥

Fluidity 73N #£%5

Fluidity 23 H %)

Fluidity

Fluidity 234 %)

Fluidity 234 %)

WORICHASE BRBIOTF 2T VOERA VB —T = 4 ALFRE

RIEHDEBAVEZ—T /4 ADEKTE

TEET.

Bl (BRE b L—7)

MR Dy F4 T
¥ h)

AR /AR 2 BEAVI7SRALSY [EEY T4 AP EEYTAU9IA4ATY
Fyl[Ava ~
EEA L T7TARNTZ [MEMP YU L—, P2MP|H Y. FL—F Ol | AR — RSN TWET
Fx/ Ay a (A=) Bl (B S L—7) AR NES VA G R Tl
HYEEA
EFEUT 4 AP B, bL—TFOMH | HEAED Fluidity (%8 | HR—FShThEd

Ao V2V %7213 Fixed
+AP ZfFEHL T
YA

T VT4 774 T
S

PR— SN TVET
NN N D EAS PO e
HYEEA

PR— I TOER
lve V2V F 7213 Fixed
+AP ZEH LT Z
S

FEEHED Fluidity (41
Mg D7 F 4T
> M)




| URWB EmistgE— KDk

CLI [Z

iz & amps o E— roiz

FOEBRELT 7E— FOETE

7 ORI (Fluidity & fixed) 2NEZNZ 72 > T D FAITERIEA 7 £ — F 2R ET 5121,
WO CLI 2~y REFIEEZFEHLFET,

\}

=)

[radio-off] ZEET D L., THA AITRTDOUA Y VAL U H—T oA AWHz LET,

TNAZADBIEOMIEE— RERELET, T—NE, Avvaxz N AvvarAfr
M FFZe— NI =0 xAa (L3) ITRETEET,

Device# configure modeconfig mode {meshpoint | meshend | gateway}

TNRAAD~NF T r hay T AL v F 27 (MPLS) OSI LA ¥R L CikE L
F£9, [layer] IZHRETE A% 2 (OSI LAY 2) £7/21%3 (OSI LA ¥ 3) TI,
Device# configure modeconfig mode {meshpoint | meshend | gateway}[layer {2]3}]
[radio-off] E— RAZHEL T,

Device# configure modeconfig mode { meshpoint | meshend | gateway } [layer {2[3}] [
radio-off {fluidity | fixed}]

BAEOBREEZK T T DI, KOCLI 2~ > REHALET,

Device# (configure modeconfig mode { meshpoint | meshend | gateway } [layer {2]3}]
[ radio-off {fluidity | fixed}])# end

Device# wr
il
Configure modeconfig mode meshend radio-off fluidity

Configure modeconfig mode meshend radio-off fixed

CLI [ZX& % URWB DERE— FDETE

URWB OEMHMEE— RE2RETAHI1E. RO CLL a2~y REFHALET,

TAX VAL Z—T = A ZOEEFERELRIRT 21201F, ROCLI=a~ > R LET, 7
NAATIE, SEIERA U HF—T =2 A AKX LT Fluidity E[EEA 7 7 A NT 7 F ¥ &f

HEDELZENTEET,
1 A F—T 2 AFH <l £721L2> TUA VL AEZRELET,

Device# configure dotllRadio <interface>

BELIA VA —T oA ADFEE— REHRELFET,

Device# configure dotllRadio <interface> mode {fixed|fluidity|fluidmax}

fluidity : Z DA > ¥ —7 = A ATiX, 7/3 AL Fluidity DEE VT 4 A>T T AT
F X ELITETE— FOWT NN TEMELE7,
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fixed: ZOA X —T = A A, BEA L7 TAMTZ7FvE—F (Fluidity 72 L) TH)
ELET,

fluidmax : Z DA % —7 = A A%, Fluidmax P2MP E— RTEIEL 3, ZDOD T
A —& ZE LT, Fluidmax OEWEHEE (XS A4~V /e X Va—)L, 75 AKX DX
L) ERETEET,

Fluidmax f > Z —7 = A AF— F® fluidmax 2= —/VZ % E L £7,

Device# configure dotllRadio <interface>mode {fixed|fluidity|fluidmax} {primary |

secondary}
primary : Fluidmax 27—V % 77 A <~ VIZGHEL £
secondary : Fluidmax 0 —/LZ ¥ h o 2 VICREL £
BEOREEK T DHICE, ROCLLa~vy RE/fHALET,

Device (configure dotllRadio <interface>mode{fixed|fluidity|fluidmax}) # end

Device# wr

GE)

Rl b 1 ODA v H—T A A Fluidity T— RIZERE SN TWBEEA, T30 A2RRN
Fluidity E— R TEMEL £9, TXTOA ¥ —7 =4 AP fixed ITRE STV DA, Fluidity
T 3,

CLl Z{=FH L 7= AMPDU D&%

Aggregated MAC Protocol Data Unit (AMPDU) D & & ESEIAN 258 E T 511X, KD CLI =
<~ REEHLET,

Device# configure dotllradio <interface> ampdu length <length>

length : <0 ~ 255> QL (=1 7 0 )

Device# configure dotllradio <interface> ampdu priority {enable | disable}

enable : ampdu tx ESENAN. 2 HZNZ T2
disable : ampdu tx ESENANT & HELH T 2

Device# configure dotllradio <interface> ampdu priority [enable]

0:
1
2

AT w7 A0 O ampdu tx EEIENERL

AT v 7 A 1O ampdu tx EEIEIEAL

AT w7 A2 @ ampdu tx FESENEAL

AT v 7 A3 O ampdu tx EIENEAL
C A VT v 7 A 4 D ampdu tx B IEIENL
A VT w7 A5 D ampdu tx B IEIENL
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cuiz£zAEH0EE ||

6: AT v A 6D ampdu tx EEICINEN
7 A T w7 AT O ampdu tx BEIGIENT

all : T_XTOA T v 7 A ampdu tx BENAR (T 7 2 0~7)

CLI Ik DRIREDEETE
EEEME AR ET HIZIE, RO CLL a2~y RE2HEHLET,

Device# configure dotllradio <interface> frequency <frequency>

frequency : <0 ~ 7125> MHz BT O Eh{EE 3 4%,

CLHIZL BRRERMHASILALXS VT v I ADHRE
REFFF AT (MCS) A 7 v 7 AZBET 21213, ROCLIa~ Yy REERLET,
Device# configure dotllradio <interface> mcs <maxmcs>

KR MCS A T v 7 ZAZEHE 1330545 AUTO THRELET, AUTO D&, Ny 7 75
7 R7 a2 LY BHEFIIZ maxmes D3RR E SIVE T,

maxmes OfHE :
<0~11>0~11 D Kmes A>T v 7 A,

AUTO &\ 9 BEEE

N

(GE)  [HighEfficiency] & — RN 72 > TV DAL, MCSHEHUE A 0 ~ 9 OFEFH Tk E L £ 77,
[High Efficiency] E— R23ENT/2 > TWDHGEEIE, MCSTREUEZ 10 £721X 11ICHRE L £ T,

o> op

CLIICKAZERMAM)—LAVTYI ADRBDETE
ZERIA R Y —2Ah (NSS) A>T v 7 ADHKEEFRET HITIE, WOCLIa~> REHALE

‘j—o

Device# configure dotllradio <interface> spatial-stream <maxnss>

BRRZERIA b ) — A% 5 2B FE 72133075 AUTO TRIE L £3, AUTO DA, Ny 7 7
FUy R7eR 28 BEIIZ maxnss X E I NET,

maxnss DfHE. :
<l~4>FRKnss A T v 7 A1 ~4,

AUTO &9 HiEE
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A\

GE)  Catalyst IW9165 [T K2 DDZEMA R UV — AL %R — |k L, Catalyst IW9167 L K 4 DD ZEfH]
AR —=L&EHR—bFLET, RESNTCLEMA M) —L2OREKREIT, Ao TnET v
TFTOBUTTHLIVLERDHY 77,

CLI IZ& % Rx-SOP L ELMEDERTE

Receiver Start of Packet (Rx-SOP) L & UVMEZFRET HITIL, RO CLIa~ > REHFEHLET,

Device# configure dotllradio <interface> rx-sop-threshold

<0 ~ 91> rx-sop- threshold Z Ay L £§ (0 : H#E), f& : fE dBi) .

CLIIZ&LARTS E— FDEXTFE

Ready to Send (RTS) E— RAZEENTT HITIE, RO CLI =2~ REEHALET,

Device# configure dotllradio <interface> rts <disable>
disable : RTS fri & B L £ 7,
LEWEAMH L7 RTS Z AT 5I121E, RO CLL 2~ > REHLET,

Device# configure dotllradio <interface> rts enable <threshold>

threshold : L X VMEOFIFH <0 ~ 2346>,

CLIICKk %5 WMM E— FDERTE

TAXVASLTF AT 47 (WMM) £— REFRETHIZE, ROCLI a2~ REHHLE
j—O

Device# configure dotllradio <interface> wmm [bk|be|vi|vo]
[bklbe|vilvo] : —E A7 T A (CoS) "TA—FERKLET,

be: NAPTTF— U ETT 4y Fa— (CSOBLTCS3) .

bk: NI T7T TR N7 4y Fa— (CSIBLVCS?) .

Vi: BT A RT T 4 v Fa— (CS4FBLVCSS) .

vo: BRI 7 4y 7 Fa— (CS6FBLUCST) .

TAVX VAR AT 2% 27 VT3 5120E, ROCLL 2~y REEHLET,

Device# configure dotllRadio <interface> wifistats <clear>

clear: VA VYL AHHI O X E2 7 VT LET,
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CLI [Z& A NTP D&TFE

NTP —/"—7 RL AZRETHIZIE, ROCLILa~ > REFEHLET,

Device# configure ntp server <string>

string : IP 7 RLAEZIL R A A U4,

il

Device# configure ntp server 192.168.216.201

NTP FFEZ R ET A2, RO CLL 2~ FEHEHLET,

Device# configure ntp authentication none
Device# configure ntp authentication md5 <password> <keyid>
Device# configure ntp authentication shal <password> <keyid>

none : NTP 583 md5|shal (REAES ) Z M L ET,
fi

Device# configure ntp authentication md5 testl1234 65535

N

C¥) A7 2T, mds D/RAY—REF—ID L, NTP H—/3—=0D md5 D/XAT— K& F—ID
EHTORERDHY £,

GUIF7ZIXCLIZMEAH L TH LVWWRA Y — RERET HHE. /SAT— RIIKROKE 257
WVERH Y £97,

« NAY— FOR S OFMIE 8 ~ 20 X+ T,
« WOREHRSCFIT A TE £ 8 A,

o [—ERI ]

o [ ZERIHT

EN BLGIDEEE S

« $ [ FLEE 5]

< =[]

N[NNI AT v a]

cH[V Y — TR

L

NTP 4 —E R Z B/ EZITENCT DT, RO CLI a~y REEHLET,

Device# configure ntp { enable|disable }

NTP # A LY — 2 %BFHETHITIL, RO CLI 2~ REFEALET,
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Device# configure ntp timezone <string>

il

Device# configure ntp timezone Asia/Shanghai

NTP OFEE AT —FZ A5 WEET A2, RO show =2~ > REEH L £,

Device# show ntp config
NTP status: enabled

NTP server: 192.168.216.201
authentication: MD5
password: testl23

keyid: 5

timezone: Asia/Shanghai

Device# #show ntp (Using this command to check if device can sync up time with NTP server)
Stratum Version Last Received Delay Offset Jitter NTP server
1 4 9sec ago 1.840ms -0.845ms 0.124ms 192.168.216.201

GUI [Z & 5 NTP DERE
WOMEIL, NTP @ GUI Z#x L TWE1,

Iéll I;é !DII C'S":?. U.SW.B |W? 15?IEH ED , ltgiummr

[ oo | NTP - Network Time Protocol
NTP

Enable NTP:

NTP server hostname: 192.168.216.201

tat NTP authentication

NTP password: sssessss show

Select Tmezone:  Asia/Shangha

WARNING: NTP time is not synchronized

URWB D #E§EHE T — F DREE

ST — RAMRGET A 121X, KD show 2~ REFEHLET,

Device# show dotllRadio <interface> config

il
Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidity
Frequency : 5785 MHz
Channel : 157

Channel width : 40 MHz

Catalyst IW 7 - = X 7K« > k& 11 Cisco Ultra-Reliable Wireless Backhaul ') ') —2X 17151 Y J b9z 7 av 74 ¥alb—Yav H
14K




| URWB EiE— FORE

Device# show dotllRadio 2 config

Interface : enabled
Mode : fluidmax secondary
Frequency : 5180 MHz

Channel : 36

Channel width : 40 MHz

6ul = & pmmigt 7 E— roiE ]

H7 7 ARL N (FEVT 47 T4 T M) OERMEE— % fixed £721% Fluidmax (2
ZEHEF521E, CLI &> T, Fluidity 2 —/A% A2 75 AT 7 FHICRELET,

Device# configure fluidity id infrastructure

ZZRLTLIEEN,

GUI [C K S ERHEA TDE—

)

=L =
X &

A 75— RERET 2121, ROBEHRITRT L S 12, fixed E— FFE72IL Fluidity £— R

IR LE T, ~v R RIZ Catalyst IW9167E 7 7 £ AR A > M &3%#E L
LAN 72 EOFMRER v b T — 7 I8 T 5856 1%

mm

cisco

ULTRA REUIABLE
WIRELESS BACKHAUL

1oTOD IW

GENERAL MODE

FM-QUADRO General Mode

DT NA A%
. [meshend] E— RZER L F 9,

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

GENERAL SETTINGS
- general mode
- wireless radio
- antenna alignment and stats
NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS
-advanced radio settings
- static routes
- allowlist / blocklist
- multicast
- snmp
-radius
-ntp
- I2tp configuration
- vian settings
- Fluidity
misc settings
- smart license
MANAGEMENT SETTINGS
- remote access
- firmware upgrade
- status
- configuration settings
- reset factory default
- reboot
- logout

GUI IC Kk DR E—

Select MESH END mode if you are installing this Cisco Catalyst IW9167E Heavy Duty Access Point at the head
end and connecting this nit o a wired natwork (1. LAN).

(O mesh point
Mode: @ mesh end
O gateway

Radio-off: Fixed v
LAN Parameters
Local IP: 10.115.11.117
Local Netmask: 255.255.255.0
Default Gateway: 10.115.11.1
Local Dns 1: 8.8.8.8

Local Dns 2

)

FDETE

UA Y VAR WL T D113, 73 A TEERBEEA R CTHDHLENRH Y £7,

GUI Zff ] L CHERET— RE2RET 5
1. RE U7 Sk (AR 1 5 L OMERREE 2) (o & —
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I, ROFIEEFITLET,
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Cisco
ULTRARELIABLE
WIRELESS BACKHAUL

10TOD W { offiine |

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- 12tp eonfiguration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default
-reboot

-logout

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

WIRELESS RADIO

Wireless Settings

phrase” is an i

the same for all the Cisco URWE units belonging to the same netwerk.

Shared Passphrase: PASSWORD

In order to establish a wireless connection between Cisco URWS units, they need to be operating on the same

frequency.
Radio 1 Settings

Role:  Fixed v
Frequency (MH2): 5180 v

Channel Width (MHz): 80 v
Radio 2 Settings

Role: Disabled v

©2022 Glsco andlor s affliates, All ights reserved.

excluding ‘[apex] "[double apex] ‘[backtick]
) that indentif network. It MUST b

[WIRELESS RADIO] 7 ¥ 2 > C. [Radio 1] ® [Role] T FluidMAX 7 7 A% 1D % £
[Fluidmax Primary] # 3R L £3, O F VAT, 774~ U OJEEBRRD G 72
D, Bl Z ) BB/ 3, [ADVANCED RADIO SETTINGS] 7 « > K7 @ [Max
TX Power] &7 a2 IZHEI L, [Select TX Max Power] K2 v X7 U A hihbE L
~UL 1 AT 5 &, URWB OFEENGIE (TPC) 1280 BEAIC Hii 72 =58 ) Ak

RENFET,

)
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD W [ offiine |

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

-allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- I2tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

ADVANCED RADIO SETTINGS
Radio 1

FluidMAX Management

Force the FIuidMAX operating mode of this unit. If the operating mode is Primary/Secondary a FIUIdMAX Cluster
1D can be set. I the FIuidMAX Autoscan is enabled, the Secondary units will scan the frequencies to associate
with the Primary with the same Cluster ID. In this case, the frequency selection on the Secondarys will be
disabled.

Radio Mode: PRIMARY
FluidMAX Cluster ID: CLUSTER_ID

Max TX Power

Select the max power level that the radio shall use o transmit (power
‘The Cisco URWB TRC (Transmit Power Control) will automatically select
‘according to the channel the MAX TX I
automaticaly enabled.

level 1 sets the highest transit power).

Note: in Europe TPC s

Select TX Max Power: 1 v

Antenna Configuration

Select radio 1 antenna gain and antenna number.

Select Antenna Gain: UNSELECTED v

Antenna number:  ab-antenna v

Data Packet Encryption

Enable AES to cypher all wireless traffc. This setting must be the same on al the Cisco URWE units.

Enable AES: Disabled v

Maximum link length

Insert the length of the longest ink in the net, o let the system select an optmal value.

©2022 Cisco andlor is afflates. Al rights reserved.
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A

Uiz ammss— rozz

GE)

I—u v XTIE, TPCIZHBBNZA N0 £97,

3. [WIRELESS RADIO] £ 7 & = > C,
[Fluidmax Secondary] % Z&4R L £,

[Radio 1] @ [Role] T FluidMAX 7 7 A % ID %
[ADVANCED RADIO SETTINGS] C. [FluidMAX

Autoscan] F = v VAR I A F AT HE B F Y TN RFEREEEEL T, FH

D&§X&m%%07§4vv
mahE— K

CBIEM T £, ZOBE. B TOMBEHGER

\272 0 £9°, [Max TX Power] 7 32 » C, [Select TX Max Power] K= v~

&W/JXb#%%ﬁv«wl%ﬁﬁTéklmWB®H@ P QUNEE: SIS S ST Y ASES =
BB ENET,

alvaln
cisco
ULTRA RELIABLE
WIRELESS BAGKHAUL

10TOD IW

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- 12tp configuration

- vian settings

- Fluidity

- misc settings

- smart license

MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
reset factory default

- reboot

- logout

N

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

ADVANCED RADIO SETTINGS
Radio 1

FluidMAX Management

Force the FluidMAX o made of i unle W the cpsctiog
10 can be sot I the FLIGMAX Auto sﬁamscnab[:d the Seco

is Primary/Secondary a FIuidMAX Cluster
3 can the fr
i e P imary with the same Cluser 10 n i caso, o Yveque

jate

n on the Secondarys wil b
Radio Mode:  SECONDARY
FluidMAX Cluster ID: CiscoURWB
FluidMAX Autoscan:
Max TX Power
Solctth max st v e o s ute o eramt(overv) st e Nghetverit o),
T Gaso LS PG

annescondionwhle
p mmaxcauye hablod

ading the MAX 1 Powor parameta. Note: n Europe TPC s

Select TX Max Power: 1 v
Antenna Configuration
Selectradio 1 antonna gain and antenna nurmber.
Select Antenna Gain: UNSELECTED v
Antenna number:  ab-antenna v

Data Packet Encryption
Enable AES to cypher all wireless tralfc. Ths setting must be the same on al the Cisco URW unis.
Enable AES: Disabled v

Maximum link length

©2022 Gisco andlor Its afflates. Allrights reserved.

GE)

g —n v /8T, TPCIZBERIICA S

W20 ET,

4, FTNRAAWENRLNVHETDA LV TTA T IF D FURA L b E L THEET A

X, [Fluidity Settings] C,
To TRAABMDA VT FTARNT I F v 2=y
ELTHEHEINZBGAICOR, 2=y hr—/L|Z
T, o, TAAABRESNA N TH DY

[Unit Role] K&a v 74 7 U & k)6 [Infrastructure] % i8N L F
F~DIAFY LAY b— 2=V x|
[Infrastructure (wireless relay)] % &R L &

A, == kB —/ LT [Vehicle] &K L £,

5. —RIIRR Y NI =0T —XT 7 F X ICHESWT Ry N —2 Z A FERIRLET,
1. Xy NIV—IBRHE—DLAF¥270—RXx A K RAAL B L TOWDEEIE, [Network

Type] Fr Y X7 U R NG

E s
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2. Xy FI—IRHE—DLAF¥3TH—RXr A L RAL B LTVBEA
subnets] 2R L £4,

NIl
Cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD W [ orfiine |

FM-QUADRO

GENERAL SETTINGS
- general mode

- wirsless radio

- antenna alignment and stats
NETWORK CONTROL.

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- rest factory default
=reboot

= logout

Il
cisco
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10TOD IW [ orfine |

FM-QUADRO

‘GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL.

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

- samp

- radius

-ntp

- 12tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

WIRELESS RADIO
Wireless Settings

or ‘(apex) [ﬂuumu apex) hackic
S{dollar] =[oqual \[backs\uh] o ') that i MUST be
he same fo il no isen URWE unts hgionging 10 h same notwork

Shared Passphrase: PASSWORD
In order to establish a wireless connection between Cisco URWB units, they need o be operating on the same
frequency.
Radio 1 Settings
Role:  Fluidity v
Frequency (MHz): 5180 v
Channel Width (MHz): 80 v
Radio 2 Settings

Role: Disabled v

Save

©2022 Cisco andlor ts affliates. Al rights reserved.

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

FLUIDITY

Fluidity Settings

The unit can operate in 3 modes: Infrastruciure, Infrastructure (wireless relay), Vehicie.
The unt st s seas Infrstucire when s as o enb poitof e Insstuciur for e bl vetidies
end i connocted o 8 wited network backbona) which possbly incudes ther |n«m|.mum nodes. The

must be set as Infrast NLY when its used

Infrastructure units. In this upsvamg "mode, tho uniMUST NOT be connocted & o wed ovrk backbone 25
itwill use the wireless connection to relay the data coming form the mobile unils.

The unit must be sotee Vehicie when it is mobile. Vehicie ID must be set ONLY when the unitis configured as
Vehicle. Specifically, Vahicle ID must be a uniqus among allthe mobile uits instalied on the same vehicle. Unit
inelod o dffrent voricies st s iferont Ve 05

‘The Network Type filed must be set according to the general network architecture. Choose Fiatif the mesh and
Use Muliple Subnets if they are

belong
organized as different layer-3 rvu\"\q domains,

Unit Role: Infrastructure b

Network Type: Multiple subnets

The following advanced settings allow to fine-tune the performance of the system depending on the specific
environment. Please do not alter this settings unless you have read the manual first and you know what you are

doing.
The Handoff L trol:the algorithm used by a mobile the best infrastructure

to. In Normal made, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of raffic carried.

Handoff Logic: Standard &7

Save

©2022 Cisco andlor lts affilates. All rights reserved.
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loT Operations Dashboard 7 5 X &

B (43 =)
* CLI {2 & % 10T Operations Dashboard 7 7 A % O E (44 ~—)
* 10T Operations Dashboard 27 7 A % Ot (44 ~—27)

loT Operations Dashboard & 5 X %

Cisco IoT Operations Dashboard for Industrial Wireless X, IoT 7 /31 A% v N U—7 & HARE
FOET H7DICEF SNTZ7 T RR—ZADIoT $—E A7 T v N7 4 —2AT7, Industrial
Wireless & IoT Operations Dashboard DFEHEIZ DU TiX,  [ntroduction to Industrial Wireless | [#¢
Bl AL T EEN,

1) 1) —X 11151 & Y RO loT Operations Dashboard 2 5 X %

Cisco UIW VU U —2A 17.15.1 £ D Fiji%. IoT Operations Dashboard 27 7 A X Z R L TT 7 & A
THLT T a b EFHATLE, 77 4/0 bRE [auto] T, — P — | THIFRALEH I
ESWTKEEZIFZEU 7 ZAZ DTN XA Lo Fahkd, LT, KEROT
NAAFIUS 7 T ALY FA VT FSi, KRESOT/SA ZZEU 7 T ALY A L7 b
SNET,

1) 1) — X 17.15.1 O loT Operations Dashboard ¥ 5 X %

CiscoUIW U U —2Z 17.15.1 7» 5, 10T Operations Dashboard 7 7 X % URL % [Auto], [EU], F
X [US] AT v a CEETEET,
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loT Operations Dashboard 77 5 X 4 |

. CLI [Z & % loT Operations Dashboard &7 5 X 2 D& E

CLI [Z & % loT Operations Dashboard 7 5 X 2 MR E

FIE

AP T IoT Operations Dashboard 7 7 A Z R ET HIT1E, kDa~ L FaETLET,
Device#tconfigure iotod-iw cluster {auto| us| eu}
GE)
77 4V hTIE, [auto] A7 ¥ a VISENZ o TWET,
AP IZMHE/ 7 T AR B E LT b, IO URL % L T IoT Operations Dashboard (27 7 & A L £,
* [auto] DA, device.ciscoiot.com & L £,

* [us] DA, us.ciscoiot.com % L F9,

* [eu] DA, eu.ciscoiot.com ZH H L F 9,

loT Operations Dashboard © 5 X 2 DHEER

IoT Operations Dashboard 77 7 A % DR IE ZMERT HITIX, kD a~v REFEITLET,

Device#show iotod-iw cluster configuration
IoT Operations Dashboard EU Cluster
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/rh-7=:=
5 2

BT T TEEDRTE

SR T T FEMEDOBRE (45 —)
« URWB 7 > 7 75l RSSI fEDOHRFE (46 ~=—3)

BT VT TEREDRE

Catalyst IW9167E |Z, BEDOT v 7 F A7 a2V R—T57DIZ, 8 OONRRA XX
I BEMATZ8 DDA T T T 5P R—FLTWET, 77T FTR—F1, 4, BLW5 T,
Self-Identifying Antenna (SIA) Z ¥R — F CT& F3, MR 1 1IXFR— K 1~ 4 128F L, R
FE2 IR — RS ~8IZ#mLET, 7o 7T OFEMIOWNTIL, [Antennas and Radios] %%
LT EEN,

CatalystIW9165E |&, Wittt SMA (RP-SMA) (f) =% 7 X TA4ODHNET T T Z¥R— b
LCWET, B 1IE7 7R — b1 & 2108, TR 21377 FR—13 L 41
Wi LET, 7o 7 FAR—bF1 L3 EFSIAT VT E2YR— N TEET,

Catalyst IW9165D I[ZIXFEAIMET 7 TN S AL TWT, NAB (f) 27 X T2 O08MBT
FFAEYR—FLTWET, B LIINET T Ik L4, ERE21I7 T FR—
M BIO3ICERELEST, 7o TR —=F3TlE, SIAT7 T+ 2P R—FTXE7,

PIFTOHETIE, SESIEREFRET—FOET T FOT T FHR— b LRGE2EH T 5 CLI
a<wy NIZOWTH LET,

— VA = =
T OTTHEDETE
T T REERET DA, ROCLILa~vy REEHRALET,
WRT T FRIEE A . B E 72133054 UNSELECTED T E L 7,

UNSELECTED O¥55, Ny 7 770y R7avAZL->T, $yR—FENTWDSHNT VT
T RG2S B BACEE SIVET,

\)

GE)  SIANEmIND &, AN L TRENEBRICHRESNE T,
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B :s=7o7708%

w7 o7 TREORE |

Device# configure dotllradio <interface> antenna gain <gain>
gain:

<1-19> antenna gain in dBi

WORD UNSELECTED

Device# write

ERETUTTDRE

FRETFz—VERETDHITNE, ROCLIa~y REFHLET,

)

(GE)  Catalyst IW9165 IX abcd-antenna E— R & 7R — kLT EHA,

Device# configure dotllradio <interface> antenna < A >
configure antenna chains (A) in use as follows

a-antenna - configure dotll antenna a
ab-antenna - configure dotll antenna ab
abcd-antenna - configure dotll antenna abcd

Device# write

B I= T = =
EIEBHDERTE
EEENEHRETDHIZIE, ROCLIa~y REfHLET,
BREEBNH VAN ERELET, AUTODEGE, Nv 7 7Z7 90 R7ak 2280 BEIIZ
BRKARENTHL LV I BRESNET,

GH  8BREBIMNEN L~V T, 1 BELEWEN LT,

URWB 7 > T 7 &l RSSI {ED &

Device# configure dotllradio <interface> txpower-level <level>
txpower level:

<1-8> tx power level value

WORD AUTO

Device# write

I

CiscoUIW U U —2 17.15.1 TiZ, CatalystIW9167E, IW9165E, I L NIWI165D 7 7 & AR A
v hERSRE LI, URWB 7 U7 FRIOZAEEFMER T (RSSD NEASNET, Z O
BEZMHT 5L, 7o T 2 EICHIE SN - RSSHEZEBNICFH R TE £4, #EDRSSIHHEIC
FoT, E\BRA L H =T 2 A A LEDET T FINZE LTESRE L ENICERTE £,

72 &z, Catalyst IW9167E DB 4 ST OT T T NHIBEE. 4 5OT T FZh
ZN D RSSI ZEBNCHER TE DL LI £ Lz, ZOE LWERIL, BEMNSDZODE
EHARERTHY, HxDOT T FEITr—7 NV TRAET D AREMEO H S RIEZHET 2 DI
BN ET, HERET = — L ORSSIZH/RHZ LT, BEOT VT TOREOFRE, -
DT T F LB LIZEEDT T DONRT v ADFER AR TE £,
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| ®g7o7rEED

&
iy

urwB 7 > 73 Rssi gz [

R EGBF - ETUOTFIR— DR VEVY

FOERARA U | BRA B —T A R | BRETF I —> TUTF R—F
(Access Point)
IW9167EH 1 [A., B, C, D] [4. 3. 2. 1]

2 [A. B. C. D] [5. 6. 7. 8]
IW9165E 1 [A. B] [1. 2]

2 [A. B] [3. 4]
IW9165D 2 [A. B] [1. 3]

FIE

AP Dl 2 DT 7 F @ RSSI ZMFET DI, RO a~y REHEHLFET,

Device#show dotllRadio <n> wifistats rssi
<n> % U) 7 ERUE R 5 1T E X X £,
1 -

Device#show dotllRadio 1 wifistats rssi
FC:58:9A:15:E4:D2

MeshID 5.21.201.204 via R1

rssi [-70, -69, -70, -71]
FC:58:9A:15:B9:12

MeshID 5.21.200.80 via R1

rssi [-70, -69, -70, -71]
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w7 o7 TREORE |
B urwe 7 > 5530 RssI EO®EE
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BRAEZ—T 24 ADETE

c BMRA B —T = A ADFM & L (49 X—)
o R IEHNREDRE (50 —)

BRA2—T 4 AOEME L EL

EA LB —T oA ADFFEITZUIW U U —ZX 17121 0 HEAI N, ZOMEEIC L BHA v
B—T oA AR TEET, MGTOERA V2 —T 2 A AL RERCENCTHZ LITTE
FHA, CLLZEHLTEBRA v F—T oA AN TEXET,

CLLZFERL-8EA 23— x4 AL E-ITESE
BEDHRA VX —T oA A HETITEHCT HI121E, ROCLIZ~ > REFHLET,

Device# configure wired <0-1>
disabled disable wired interface
enabled enable wired interface

Bl -

Device# configure wired 0 disabled
Device# configure wired 1 enabled
Device# write
Device# reload

T5—MIBEE

WD CLI a2~y Rix, MDA X2 —T A ANEHE—RELTHREINTWVWDLEAICT
F—HFRLET,

Device # configure wired 0 disabled
Device# configure wired 1 disabled
ERROR: Interface wiredO is disabled, cannot disable both interfaces

CUZFERALE-ARSA V2 —T 24 ADEMELEENILDOHER

ARA 2 F =T 2 A ADHHREETZITIEIRAEZ MR D1 21E, KD show =~ > R &
Li‘é—o

Device# #show wired <0-1> config
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BRAVE—T 1A RDEE |
B srzzupzroze

il

Device# show wired 0 config
WIREDO status: enabled

Device# show wired 1 config
WIRED] status: disabled

=] — s 34 S L=, 2o =1L =

BANGEEARTFDRT
URWB %y NU—27 2N L CHXETEARANTIL—L A XEBETEET, ZOHRTIT.
URWB X v NT—ZNOTRTOT IV HEARAL Y NCRETALERH Y 5,
CLl A L= MTU X EDHTE

A v H—7 2 A AO MTUEZEF T 5121, RO CLI 2~ REMHHLET,

Device# configure wired mtu
<1530-1600> Unsigned integer set wired mtu

Bl -

Device# configure wired mtu 1600
Device# write
Device# reload

CLUZFERLEMIUSREDRHESR
BRA A —T A AD MTUEZ R T HITIE, D show 2~ FEFEHLET,

Device# show wired mtu

Bl

Device# show wired mtu
Configured MTU: 1600
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=% =R

SSH7 tAXAEWebUl 70 EXDEXE
= =T ESNL

«SSH 7 7 B ADHME (51 ~X—2)
*SSH 7 7 B A0l (51 =—)
*Web Ul 77 EADERE (52 ~<—2)
« Web Ul 7 7 & 2D (52 2—)

SSH7 UV EAXDEMIL

F|i§
ATV T1 SSH~DT 7B AEZHMNITHITIT, kOa~y REFEHLET,

Device# configure ssh enable

ATY T2 SSHRENI/R>TNDLMNE I MEMRT DICIE, ROa~vr REfERALET,
Device# show ssh

SSH: enabled

SSH7 VXD EME

FIE

ATYT1 SSH~DT 7 v AZWH+HI121E, koa~y ReEHLET,

Device# configure ssh disable
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SSH7 Y tR&EWeb Ul 747 EXRDEMEE - IFEME |

B weou7rsexomme

AT w T2 SSH WNENZ 72> TNBENE I MEERT AL, kOoa~<r FEHFEALET,

Device# show ssh

SSH: disabled

Web Ul 7V L XADEME

FIE

ATYT1 WebUl 77 B RAZHMNZT HIZIE, koa~y ReHLET,

Device# configure webui enable
ATYT2 Web UL T 7 EAREN/2 o TNDHMNE D D EMRTHICIE, koa~vy RE@EHLET,
Device# show webui config

Web-UI: enabled

Web Ul 7V 2 XA DEXL

FIE

ATYFT1 WebUl 77 & AT HITIF, koa~r ReHLET,

Device# configure webui disable
ATYT2 Web Ul T 7B AR /2> TNDHNE D DEMRT DT, koa~r FEMHLET,
Device# show webui config

Web-UI: disabled
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» 10 =

BRT v 1)L & REIIRDERTE & REL

s CLIIZ X DEMET v > RV ORE (53 4—)
cCLLICL AT ¥ » RVHIRIEORRE (54 ~—2)

e CLIIZ X 2EMET v 1V & HIBIE ORRGE (54 ~<—2)
s GUIIZ X 2 BT v L L IR O E (55 *X—)
* VLAN OFEE (56 ~—)

o Ny MEBDONL—L (57 R—)

« GUI Z{# fH L 7= Fluidity D% E (58 ~—)

 CLI Z i L 7= Fluidity ®F%7E (62 ~2—)

« Fluidity D53 17 D% E (63 ~<—)

CLIICX5E{EF v o RILDEXTE
\§

() CiscoUIW U U —A 17.15.1 LAF&, Cisco Catalyst IW9167E, TW9165D, 3 X (N IW9165E AP i,
-Q RAA Y (HA) ® URWB E— R T 4.9 Ghz EEEH g A2 R — M LET,

4.9 Ghz A EE CEMET 2546, T35 213 20MHz DF ¥ o XAV ESRIE DO %R — K L
iﬁ—o

£ 5:49GHz/3Y FTHR—FENEF v o RILERFEHR

F v R Fi%% (MHz)
184 4920
188 4940
192 4960
196 4980

WETF ¥ o RNVERET HITIE, WIRTa~vr REEHLET,
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B cvicszrroxummEomE

FIE

ATYT1 VAV VAT N, ADWRRA L 2 —T7 = f AFKF <] £l2E 2> %

Device# configure dotllRadio <interface>

ATwT2 BEFry o 2L IDEHRELET,

Device# configure dotllRadio [1]2] channel <1 to 256>

AT w73 Kt EXEC E— NIZEREY 97,

Device (configure dotllRadio [1]2] channel <1 to 256>)# end

CLIIZCKBAF ¥ U RILHIBIENETE

TIRT v R EHHBOZTE LRI |

RELET.

1 A =T AA ABE<IEIT 2> TUATYLAT AL ZEZHELET,

Device# configure dotllRadio <interface>

2. Fx VIR A MHz TRE L E T,

o MERIHE 1 1. 20, 40, 80 MHz O#kigE %2 4R — N LE T,
o HERURE 2 1. 20, 40, 80. 160 MHz O &g 24 4~— F L ¥,

Device# configure dotllRadio [1|2] band-width

3. HHE EXEC £— FIZREY £,

Device (configure dotllRadio [1|2] band-width

[20140180]160]

[20140180]160])# end

CLI [Z X B E{ETF v Il & IR DIREE

MERT ¥ o RV & BIEE 2 BREET 5 121X, RO show

Device# show dotllRadio <interface> config

il

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidmax secondary
Frequency : 5180 MHz

Channel : 36

Channel width : 40 MHz

Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidity

Frequency : 5785 MHz
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| |7 v L HIBORE LRI
FNIERYY T ERESEE v |

Channel : 157
Channel width : 40 MHz

GUI IZK S ERTF v RrILERBIBOETE

GUI % » TR T v > 1L L HHRIE 2 5 ET D12k, BiEF v o /v ID, BT — R
(Fluidity £721XEEA > 7T A T 7 Fv) | EREEEOH & HHE 23 E LEd,

X
WROEHGIE, BT v o RV LR DR EZ R L TWET,

Nmim
cisco Cisco URWB IW9167EH Configurator

ULTRA RELIABLE 5.21.201.88 - MESH POINT MODE
WIRELESS BACKHAUL

10TOD IW [ offiine | WIRELESS RADIO
IW-MONITOR Wireless Settings.

*Shared Passphrase” is an alphanumeric string or special characters excluding apex] “[double apex] ‘[backtiok]
${dollar] =[equal] \{backslash] and whitespace (e.g. ‘mysecurecamnet’) that indentifies your network. It MUST be
the same for all the Gisco URWB units belonging to the same network

GENERAL SETTINGS
- general mode
- wireless radio

‘Shared Passphrase: CiscoURWB
-antenna alignment and stats

In order o establsh a wiraless connection batween Cisco URWE unis, they need o be operating on the same
NETWORK CONTROL frequency.

- advanced tools Radio 1 Settings

ADVANCED SETTINGS

- advanced radio settings Role: | Fixed

-statie routes Frequency (MHz): 5260
= allowlist / blocklist

-snmp

Channel Width (MHz): 20

-radius

ntp Radio 2 Settings
- ethernet filter Role: | Fixed

- I2tp configuration
- vian settings

- Fluidity

- misc settings Channel Width (MHz):
MANAGEMENT SETTINGS

Frequency (MHz): 5180

@

0

-finwars upgrads Reset =
- status

- configuration settings

- reset factory default
-reboot
-logout

©2023 Cisco andior ks affliates. All ights reserved.

WOERIL, BRT ¥ o 2NV EHRIEORED AT —Z AL, FIA VYL AL X —T A R
WIZEADOEHRE TS LTWVET,
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RRT v R & BHIEORE LRI |
B vwnwoss:

alvaln
cisco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.88 - MESH POINT MODE
WIRELESS BACKHAUL

Operating Mode: Mesh Point

10T0D W [ orfine | Uptime: 4 days, 16:23 (hh:mm)

IW-MONITOR m Firmware version: 8.8.1.10
DEVICE SETTINGS

GENERAL SETTINGS IP:10.115.11.118
Netmask: 255.255.255.0

cgsmsralinode MAG address: 40:36:5a:15:¢9:58

- wireless radio Configured MTU: 1530

- antenna alignment and stats WIRED

s Al tatus: up

NETWORK CONTROL ‘Speed: 1000 Mbls

-advanced tools Duplexc ful

ADVANCED SETTINGS WIRED1

- advanced radio settings Status: down

= siatic rodtas WIRELESS SETTINGS

- allowlist / blocklist Passphrase: CiscoURWB-118
Operating region: B

-snmp

- radius Radio 1

- Interface: enabled

N Mode: fixed infrastructure
- ethernet filter Frequency: 5260 MHz
- 12tp configuration Channel: 52

Channel Width: 20 MHz
Current tx power: 25 dBm
- Fluidity Current tx power level: 1
Antenna gain: ot selected
Antenna number: 2
MANAGEMENT SETTINGS Radio Mode: csma/ca
Maximum link length; 3 km

-vlan settings

- misc settings

- remote access

- firmware upgrade Radio 2
Interface: disabled
-status
. Mode: fixed infrastructure
- configuration settings Frequency: 5180 MHz
- reset factory default Channel: 36
Channel Width: 80 MHz
- reboot

Current tx power: 19 dBm
- logout Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

DIAGNOSTIC TOOL

© 2023 Clseco andior ts affllates. Allights reserved.

VLAN D:%7E

TIRARA L FOF 7 )L D VLAN RENRT A —XIIKkD LY T,

NS A—4H T4 HME

Management VLAN ID (MVID) 1

Native VLAN ID (NVID) 1

TIRBARA L bea—L TV LA Ry NTU—TDO—ETH D VLAN IZEH T 5 1213,
WOTFNEEFEITLET,

FIE

AT w71 [ADVANCED SETTINGS] C, [vlansettings] #72 U » 27 LT,
[VLAN SETTINGS] 7 « & RUNRFEREINET,
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| ®&F v R & EHIBORTE & REE

&

ATvT3

ATv74
ATvT5

DEEIC SN T,

VLAN SETTINGS

When the Native VLAN is enabled (VID != 0), untagged packets received on the trunk port will be assigned to
the specified VLAN ID. When disabled (VID = 0), VLAN trunking will operate according to the IEEE 802.1Q
standard, i.e. only tagged packets will be allowed on the port (including those of the management VLAN).

VLAN Settings
Enable VLANs: []

Management VLAN ID: 1

<>

Native VLAN ID: 1

<>

Ny FEBOIL—IL .

=

Ny REITEDIL—)IL

FSo4voER
71

Tujf

[Enable VLANs] T = v 7 Ry 7 A% AN LT, T7RBARSA Vb 2a—AI NV IAL VYL ALy NU—T D
—HTH D VLAN e L7,

[Management VLAN ID] 7 . —/L RiZ, &¥ VLAN O#BIESE AN LET, VLANREEL 7y MEH
Sy MERON—L] EBRL TS,

FILAYYaFy NT—=TD—ETHDHTXTOT 78 AKRA > b T, [AL [Management VLAN ID] % i
HT20ERHY £7,

[Native VLAN ID] 7 4 —/V N2, A4 7 4 7 VLAN OislF 52 A LET,
[Savel 27 U v 27 LET,

TRy ML RONRT A= ZEIZHESW TSI E T,

AX—FE—KRDT7IEARL 2V MZBFBEENNTY FOT IV ERKR—FIL—IILEE

ZTIRULANT b

FAT 47 VLAN A DA 7y ME
FFfENn5 (NVID T 7 fF17)

AT 47 VLAN A7 D45, N7y ME
FEIND

HTRERTy N (TRTOVID, F=v7
L)

Ny MITEDZ T E TRHA SN D
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B cu =R L Ruidy ozE

FIRT ¥ 7L £ BHBDORE LRI |

AX—FE—FRDT7IEARL U MZBFBEIRIENNTY FDOT IV ERAKR—FIL—IILEE

T RARA Y DinbDNT k(B 10T
ODIW A » #—7 = A A)

MVID T 7 ffiF &= v k

ITFIVT N T T 4T

MVID T 7 i S v

Hh72 VID (1 ~4094) TH 7 AT ST
L, NVID D% 772 L

Sy NERFATEND (27 HE)

null VID (0) F721Z NVID O & 7'+t &

ANy MFFFRI SRS (X772 L)

N

GE)

CiscoVICSFP+A > ¥ —T = A A& N L TEEFEEIND X7 v M. FIZVLAN~y X —TH T
ffFanEd, 2O —T A AREETDHHE /7 >~ NI, VLANID ¥ 773 0 D IEEE
802.1p ~v X —F(FE DX 77 LICEINET,

GUI Zf&£ A L 7= Fluidity D% 7€

GUI %ZA{#i > T Fluidity & — RZFXET HI12IL, LFO T F U FITHENE T,
1. [GENERAL SETTINGS] T, [wireless radio] Z7 U v 7 L%,
[WIRELESS RADIO] 7 4 & RUMNERINET,
2. HHWETE— RIZIL, [Role] Ru v 7 Z o U A K5 [Fluidity] 28R L £ 97,

cisco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL

10TOD W

WIRELESS RADIO
FM-QUADRO

Wireless Settings

s excluding '[apex] “[double apex] ‘[backtick]
£) that network. It MUST be
ork.

GENERAL SETTINGS

- general mode e
- wireless radio . PASSWORD
- antenna alignment and stats

FRE. ) 1.22“ do o asabhia whsiese nnection between Cisco URWB units, they need to be operating on the same.
- advanced tools Radio 1 Settings
ADVANCED SETTINGS

- advanced radio settings Role: Fluidity v
- static routes
- allowlist / blocklist Frequenoy (MHz): 5180 A
ritcEst Channel Width (MHz): 80 v
~snmp
- radius Radio 2 Settings
-ntp "

Role: Disabled v

- 12tp configuration
= vlan settings

- misc settings

- smart license

MANAGEMENT SETTINGS

- remote access

- firmware upgrade

« configuration settings

- reset factory default

- reboot

- logout

©2022 Gisco and/or Its afflates. All rights reserved.
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| ®sF v H & BBIBOHRE & REE
GUI %A L 1= Fuidity 0z [

AR D 17— /L T [Fluidity] 23R L7= 5., [Fluidity] 3% 2B 8 L £9°, Fluidity (CBEI§ 512
X, ROFIEEZFEITLET,

1. [ADVACED SETTINGS] T, [Fluidity] %7 U >~ 7 L %7,
[FLUIDITY] 7 « > RUNREREINET,

2. [Fluidity Settings] T, Rw > 7% 7 U A 5 [Unit Role] ZiEIRL £, 731 Am—
NEROWNTNLOET— RIZLET,

* Infrastructure

* Infrastructure (wireless relay)

* Vehicle
A\
Gx) e M ID X, R UHEMBIZA VA =L ENTWVWETRXRTOENRAL LT, AW T—ETH
HUENRHY F9,
c MARDHMEIA VA P— L ENTWNWBET A ANRRZEE D 2 AT 2 0ENH D5
AN

3. EAA )=y NOHMWID Z BB ET HIZI1E. [Automatic Vehicle ID] F = v 7 7R v 7 A
A AT LET,
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cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD W [ offine |

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio
-antenna alignment and stats
NETWORK CONTROL

- advanced tools
'ADVANCED SETTINGS

- advanced radio settings
- static routes
-allowlist / blocklist

- multicast

-snmp

-radius

-ntp

- 12tp configuration
-vian settings

- Fluidity

- misc settings

-smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default
-reboot

-logout

alvaln
cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD W [ offine |

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

- antenna alignment and stats
NETWORK GONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- 12tp configuration

- vlan settings

« Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

YR O Fluidity 7%

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

FLUIDITY
Fluidity Settings
The unit 3 modes: Vehicle.
The unit must be set as point of for the mobile vehicles
anditis connected to a i o uni

must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other

Infrastructure units. In ths operating mode, the unit MUST NOT be connected to the wired network backbone as

it will ise the wireless connection o relay the data coming form the mobile unis.

The unit must be set as Vehicle when it is mobile. Vehicie ID must be set ONLY when the unit is configured as

Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit

installed on different vehicles must use different Vehicie IDs.

The Natork Type fle must b setscooring 0 the ganers etk archiackre, hioosa Pt the mesh and
se Muliple Subnets if they are

netwos
organized as different layer- 3 fouting domains.

Unit Role: Vehicle hd

Automatic Vehicle ID: (] Enable

Vehicle ID: 1234

Network Type: Flat v
The following advanced settings allow to ﬂn&mne the performance alme system depemng on the specific
environment you have rea d you know what you are

oing.
Tne Handoff Logic controis the algorithm used hy & mobile radoto elect the bes! nfrastrucure pont 10 connect

e point providing signal mode, the mobile
o profors the point which provides the slgnzl ic carried.
Handoff Logic: Standard b

©2022 Cisco andlor its afflates. Al rights resorved.

Cisco URWB IW9167EH Configurator
5.21.201.72 - MESH END MODE

FLUIDITY
Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicie.
‘The unit must be sot as Infrastructure when it acts as the entry point of the infrastrusiure for the mobile ve
and itis connected to a wired network (backbane) which passibly includes ather Infrastructure nodes. The unit
must be set as Infrastructure (wirelass relay) ONLY when itis used as a wireloss relay agent to other
Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as
it will use the wireless eonnection to relay the data coming form the mobile units.

The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must b a unique among al the mobile urits instalied on the same vehicle. Unit
installed on different vehicles must use different Vehicle IDs.

The Network Ty aceording to the the mesh and
the infrastructurs networks balong to a single layer-2 broadcast domain. Use Multiple Subnets ifthey are
organized as different layer-3 routing domains.

Unit Role:  Vehicle hd
Automatic Vehicle ID: [ Enable

Network Type: Flat v

‘The following advanced setiings allow to fine-tune the performance of the system depending on the specific

envronmen. Plaase do nt afer tis satings unless you havefead he manualfst and you know whatyou re
oing

The Handof Logic controls the algorithm used by a mobile radio to select the best infrastructure point to connect

0. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobie

radio prefers the point which provides the best balance between signal strength and amount of traffic carried.

Handoff Logic: Standard v

©2022 Clsco andlor ts afilates. Al rights reserved.
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GUI %A L 1= Fuidity 0z [

]
cisco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE

WIRELESS BACKHAUL

10TOD IW [ offiine | WIRELESS RADIO
FM-QUADRO Wireless Settings

“Shared Passphrase" is an alphanumeric string or specla\ characters sxc\udmg ‘[apex] "[double apex] "[backtick]
'GENERAL SETTINGS Sldollar] =[equal] and whitespace (€.g. " ) your network. It MUST be

the same for all the Cisco URWB units belonging to the same network.
- general mode
=Witcless fadio Shared Passphrase: PASSWORD
- antenna alignment and stats
In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same
frequency
- advanced tools Radio 1 Settings
ADVANCED SETTINGS
- advanced radio settings Role: Fluidity v

- static routes

NETWORK CONTROL

- allowist / blocklist Frequency (MHz): | 5180 A

e Channel Width (MHz): 80 v

-snmp

- radlius Radio 2 Settings

“ntp )
_ Role: Disabled v

- 12tp configuration

- vlan settings

- Fluidity
Save
- misc settings -

- smart license
MANAGEMENT SETTINGS
- remote access

rmware upgrade

- status

- configuration settings
- reset factory default

= reboot
- logout
©2022 Cisco andlor s afiistes. All rights reserved.
i
cisco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE

WIRELESS BACKHAUL

10TOD W [ orine | FLUIDITY

FM-QUADRO Fluidity Settings
The unit can operate in 3 modes: Infrastructure, Infrastructure (wirsless relay), Vehicle.
GENERAL SETTINGS The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles.
and itis connected 1o a wited network (backbone) which possibly inciudes other Infrastructure nodes. The unit
- general mode must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other

Infrasinucture units. In this operating mode, the unit MUST NOT be connected to the wired network backbane as
it wil use the wireless connection to relay the data coming form the mobile units

- antenna alignment and stats “Tho unit must be set as Vehicle when itis mobile. Vehicle ID must be set ONLY when the unit is configured as
Vehicke. Specifically, Vehicle 1D must be a unique amang al the mobile units installed on the same vehicie. Unit

- wireless radio

NETWORK CONTROL installed on diferent vehicles must use different Vehicie IDs.
- advanced tools The Natwork Typefld s b s accoting 1 the gnars netuorarhksoues, Chooea Fist he mash ond
102 single layer:2 Use Multple Subnets ifthey are

ADVANCED SETTINGS organizo s forent oy g domaine.

-advanced radio settings: Unit Role: Infrastructure v

- static routes

- allowlist / blocklist Network Type: Flat v

- multicast “The following advanced ilow 10 fine-tune of specific

- snmp environment. Please do not alter this settings unless you have read the manual first and you know what you are
o

- radius The Handoff Logic controls the algorithm used by a mobile radio to select the best infrastructure point to connect

-ntp 1o.In Normal mode, the peint providing the strongest signal is selected. In Load Balancing mode, the mobile

radio prefers the point which provides the best balance between signal strength and amount of traffic carried.
- 12tp configuration

-vian settings Handoff Logic: Standard v
- Fluidity

- misc settings

MANAGEMENT SETTINGS

- remote access

- firmware upgrade
- status

- configuration settings
- reset factory default

- reboot

- logout

©2022 Ciseo andlor ts affiistos. All ights resorvad.

WO, v —/LA [Vehicle] D4, i) DM Z [Fluidity] ICERET DLERSH D Z L&
RLTWET, —FHDUATY VAL LH—T =2 ANEEE— FICRESN, b —HFN
[Fluidity] E— RIZRHE SN TWDHEE, = ha—/ LT [Vehicle] IR TX EH A,

CatalystIW 7 & £ X 7R 4 > k[ 1T Cisco Ultra-Reliable Wireless Backhaul ') ') —X 17151 Y 2 bz 7 a7 4 FalLb—a v
1K




BT v L EFHRORE LR |

B cuzmm L1 Fuidiy ooz

alualn
cisco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.88 - MESH POINT MODE

WIRELESS BACKHAUL

10TOD W [ Offiine | WIRELESS RADIO
IW-MONITOR [ Disabled | Wireless Settings
Spared Possites’ o o shanumrc g o pol haocers exclingTper Toueap bkt
GENERAL SETTINGS Sidolar] ={oqual) ‘whitespace (e. ) that indentifies your network. It MUST be
o sama fo sl he Gisco URWB unis balonging o e same natwork

- general mode

- wireless radio Shared Passphrase: CiscoURWB
- antenna alignment and stats
In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same

NETWORK CONTROL frequency.
- advanced tools Radio 1 Settings
ADVANCED SETTINGS
- advanced radio settings Role: |Fixed M
- static rout

statie routes Frequency (MHz): 5260 v
- allowlist / blocklist
-snmp Channel Width (MHz): 20 v
- radius
e Radio 2 Settings
- ethernet filter Role: Fluidity v
- 12tp configuration
- vian settings Frequency (MHz): 5500 v
- Fluidity
- misc settings Channel Width (MHz): 80 v

MANAGEMENT SETTINGS

- remote access
- firmware upgracie { Reset } “

- status

- configuration settings
- reset factory default
- reboot

- logout

©2023 Cisco andlor Its affiliates. Al rights reserved.

| 10.115.11.118 says
et| 4011, | Error: unitrole vehicle is not compatible with radio configuration.
Both radios must be configured as fluidity for role vehicle.

cisco . or

ULTRA RELIABLE

WIRELESS BACKHAUL “

toTop W [ ornin®™ i iins changes. Apply these changt Discard Apply
IW-MONITOR [ Disabed |
GENERAL SETTINGS FLUIDITY
- general mode
@ Fluidity Settings
“Mitelees radio modos: Infrastructure rolay). Vahic.
- antenna alignment and stats The unit must be sot as Infrastructure when it acts as the entry point of the infrastructure for the mobilo vehicles
and itis connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
NETWORK CONTROL must be set as Infrastructure (wireless relay) ONLY when i is used as a wireless relay agent 1o other
i Infrastructure unis. In this operating mode, the urit M be connacted to the wired network backbone as
- advanced tools it Wil se the wireloss connecton to relay the data coming form the mobile unis.
Tha unit must be sot as Vehicla when it mobile. Vehicle ID must bo sat ONLY when the unitis configurad as
ADVANCED SETTINGS Vi, Spociicaly, Vehice 1D mst b6 & urique among al e moble units ntalld on he same vahid. Unit
- advanced radio settings installed on diferent vehicles must use different Vhicie 1Ds
3 The Network Type filed must be set according to the general network architecture. Ghoose Flatf the mesh and
- static routes the infrastructure networks belong o a single ayer-2 broadcast domain, Use Multple Subnets f oy are

rganized as diferent layer-3 fouting domain
- allowlist / blocklist croanized s dlferentiayersrouing comains

-snmp Unit Role:  Vehicle v
- radius "
N Automatic Vehicle ID: & Enable
-ntp
- ethernet filter Network Type: Flat v
- 12tp configuration The following advanced setiings allow o fine-tune the performance of the system depending on the specific
-vian settings environment. Please do not alter this settings unless you have read the manual first and you know what you are
doin

- Fluidity The HandoffL is the algorithm used by a point to connect

N § to. In Normal mode, the paint providing the sirongest signal i selected. In Load Balancing mode, the mobilo
- misc settings radio prefers the point which provides the best balance between signal strength and amount of raffic carried.
MANAGEMENT SETTINGS

Handoff Logic: Standard v
- remote access

- firmware upgrade

- status

Save

- configuration settings
- reset factory default

- reboot

-logout

©2023 Cisco andlor s afflates. All rights reserved.

CLI Z{&E 8 L 7= Fluidity D& E
Fluidity Z AT 5121, RO CLL 2< > REEH L £7,

4

GE) Db 1 DOERA L H—T = A A% Fluidity — RIZTHH5ERH Y £,
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Device# configure dotllRadio <interface> mode fluidity

MR 1 O Fluidity 2 2029 2358 06 -

configure dotllRadio 1 mode fluidity

H 0 Fluidity 7 — /LS O34, 5 O ESFE % Fluidity T— FI2T 2 4ER”H 0 £77,

configure dotllRadio 1 mode fluidity
configure dotllRadio 2 mode fluidity

CLI Z{# A L 7= Fluidity O— )LD & E

Fluidity 27—V (S Y7 FANT IV F X EIE7 T4 T 2 N #FET HITIE, KD CLI =2+
YREEHLES,

1. Fluidity 2—/v (L T TA LTI Fx £ ETNA L) OFRE

R

Device# configure fluidity id
2. Fluidity ID ®— RZHE L 7,
Device# configure fluidity id {mode}
Mode is one of the following values
vehicle-auto - vehicle mode with automatic vehicle ID selection
vehicle ID - (alphanumeric) vehicle mode with manual ID.

infrastructure - infrastructure mode
wireless-relay - wireless infrastructure with no ethernet connection to the backhaul

3. ZORTEEKTTHIZIT., ROCLILa~> REFEHLET,

Device (configure fluidity id {mode}) # end

Device# wr
il

Device# configure fluidity id [vehicle-auto | infrastructure | vehicle-id |

wireless-relay]

Fluidity D &% [T DE%E

Fluidity O3 1%, UIW U U —2Z 17.12.1 »HEA S E L7z, Fluidity O30T 2 H3 %
L IBBREIIINBDOT AL 2 (Fluidity £ > 7 T A T 7 F ¥ T3, ) IHEDTN T —a—
RERELT, " FE7 7 a2z m i T £4, EERT TR, ZEEFHRE
F (RSSD) I2EASNWTAY FA T OIRENTHONET,

—REBY R E R - FIEEDKREE O Fr 2 — HIICBE) L T T (H—D F RV ERRIE O 7 1h)
AT 2RISR « N RV DORIHANZ S BT 72 ARA v M T DR RN
Bl RRHOBIEZH DA 7T AT I F v T3 AT LMy RAe— =X/
E2TBH7=D, BEMOT Vv ARAS v Ve Bl DB T—T (T LET,
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Catalyst IW 7 - = X 7K« > k& 11 Cisco Ultra-Reliable Wireless Backhaul ') ') —2X 17151 Y J b9z 7 av 74 ¥alb—Yav H
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FIRT ¥ 7L £ BHBDORE LRI |

Fluidity &2 1HB 2 v 9

WO, Fluidity D30T a0y y 7 23 L TOET, 1 X%, I E i30T 3o
A (Fluidity A ¥ 77 A NT 7 F % T34 ) OEE/LE—/)LTT,

— =
> =
X 1 7 T V
Do not perform handoff \
oo e
different color COLOR CODE 2 attarent color COLOR CODE 2
=> > S =
= ? >
No color code assigned: —
oot
‘color code Irom panter Periorm handof! Perform handolf.
color,” | COLORCODE 1 same color

Fluidity D53 T O a2 A FkD LB T,

e XA AN, I T—a— RIZESWT, EDOFluidity 1 7 T ARNT 7 F ¥ T /34 AR
¥ KA 7123 LTV 5 2% Fluidity BLilj T 34 A @8 L E7,

* Fluidity HLil 7 3 AL, XA U H 2T 25 F T, AORTEEEHR L (RSSI L2 EE
S) BEHRED N RAT A=A LEEA LT £,

* Fluidity Bl 7 /34 A3, ZEREZFFO Fluidity 1 7 7 A N7 7 F % T8 ATO
NURFTEFZETTDHE, AL T —a— REFFOFlidity 1 V77 ARNT 7 F v 734
AETNIMMD RS, X HFF O Fluidity f V7 T A NT 7 F % T3 ADIHNBEIND &
2T ET,

« D Fluidity 1 > 7T AT 7 F v TN A" 2L L THRESEL ZENTEE
ﬁqo

ROETIE, Fluidity DD — /L EXfIST DA 7T g AT TR LE T,

% 6: Fluidity D& 5 170 —)L

Fluidity D& 4 1T —)L TFay

IR A % (Fluidity 1 7 7 A N7 7 Fx | XA & & UTHRE I Fluidity 1 > 7 7 A
F A R) N7 7 F v FALRNE, 1 OOH T —a—
ROBEFVBTHZ ENTEET

IBFREYE (Fluidity 1 7 7 A N7 7 F % T3 XA U ZUSOFluidity £ 7 7 A N7 7 F %

A R) T RZiE, BEOH T —a— REHFET
TET
Fluidity Hffj Fluidity H[fj7 /XA A 21, 1 DOED 7%

DYCTHRZENTEET

CLI #{#F L 1= Fluidity D& 2 T DHRTE
Fluidity 7 7 —%€— FZRET HI21E, RO CLI a2~ FEFEHLET,

Device# configure fluidity color mode
Disabled: disable coloring
Enabled: enable coloring



| |7 v L HIBORE LRI
Fuidity D& 110z [

Device# configure fluidity color value
WORD quoted list of colors from 1 to 7 or "p X" for painter (for example: "1 2 6","4",
"p 1"). "clear" to reset

Bl (A H)

Device# configure fluidity color mode enabled
Device# configure fluidity color value "p 1"
Device# write

Device# reload

Bl (A 2 LIS

Device# configure fluidity color mode enabled
Device# configure fluidity color value "3 4 5"
Device# write
Devie# reload

Bl (7 V7)

Device# configure fluidity color value clear
Device# write
Device# reload

CLI %5 L 7= Fluidity D& 5 (T ORER
Fluidity %7 7 —%&— NZ M3 512iE, IRD show 2~ REEHLET,

Device# #show fluidity config
Bl (A 5)
Device# show fluidity config

Color: enabled, current: p 1

B (A 2 LIS

Device# show fluidity config

Color: enabled, current: 3 4 5

Bl (7 07)

Device# show fluidity config

Color: enabled, current: O

Fluidity D5 (7D RSSI L E LMEDERTE

BNV Y D=0 Y | BIED RSSIAFIE 72 RSSI L EWMEL Y &/ S WA, Fluidity
HUl 7 /A A (3 Fluidity O @53 i%0E %2 —HRIC R L £97, ZOBA, Fluidity il 7/3A 2
X, BEDOH T —a— REROFlidity 1 7 7 AN T 7 F v T/ ADBAY RAET E25%F
+% £ T, Fluidity D5 RRELMER L, AOTRELEHR LET, Fluidity Hili7 /A X

E. BUEDE L X R 25 T —a— REFOFluidity 1 V7 7 A T 7 F v T34 AT 4 Al
fe LTy RAT7 LI2#IZ, Fluidity D05 TREET 7 4+/0 M (272 L) 2V &y FLZE
j—O
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CLI Z &M L 7= Fluidity D& 5 (7D RSSI L E LMEDERE

Device# configure fluidity color rssi-threshold
<0-96> COLOR RSSI THRESHOLD

Bl

Device# configure fluidity color rssi-threshold 55
Device# write
Device# reload

CLI Zf& A L 7= Fluidity D53 (7D RSSI L & LMEDHEE
Device# show fluidity config

B

Device# show fluidity config

Color: enabled, current: O
Color min RSSI threshold: 55
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High Efficiency M &% E & #R5E (802.11 ax)

* High Efficiency DX E & falk (67 ~—3)
cGUILICE D7 m— L — F T = A DFRE (68 —)

High Efficiency D% i€ & #&EE
High Efficiency (HE) A NC72 > TWAEA, 802.11ac & O FAL AN H Y £77, 802.11ax
HE Z AW £ 723N F 572012, RO U A FBFR— RSN THET,
«URWBHE (X, A1 v k1 7T20, 40, 80 MHz O#H#ilE % AR — h LET,
«URWBHE (X, A1 v [2T20, 40, 80, 160 MHz OHflfiEZ R — F LET,
« URWBHE (37 7 # /b FRE TIRENIZ /2> TV E T,
*HE X T x=— 3 0d, HE DA > TWDLT A A TOHRYHR— b ENET,

HE E— FZHDTTHIZiE, KOCLI 2~<> REFEHLET,

Device# configure dotllRadio [1|2] high-efficiency enable

maxmes % 11 [ZFXET HITIE, RO CLI 2~ REFEHLET,

Device# configure dotllRadio [1]2] mcs maxmcs 11 <mcs index in integer or string>

\}

GE) S 741 MO maxmes 39 T,

HE £— FEZ M HI12iE, RO CLIa~> FEFEHLET,

Device# configure dotllRadio [1|2] high-efficiency disable
default maxmcs is 9.

HE £— RZMFET B I12iE, RD show 2~ REEHA L E T,

Device# show dotllRadio 1 config

Maximum tx mcs : 9
High-Efficiency : Enabled
Maximum tx nss : 2

RTS Protection : disabled
guard-interval : 800ns
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High Efficiency D3 % & #R3E (80211ax) |
. GUIIC& BT A—NLTF— bz A D

Device# show dotllRadio 2 config

Maximum tx mcs : 9
High-Efficiency : Enabled
Maximum tx nss : 2

RTS Protection : disabled
guard-interval : 800ns

Device# show eng-stats

WLANI1 Rx :

FC:58:9A:16F8:52 rate 1201 MCS 11/2 HE80/G1(800ns) ssn 48 rssi-48 received

WLANI Tx :

FC:58:9A:16F8:52 rate 1201 MCS 11/2 HE80/G1(800ns) sent 195612 failed O

WLAN2 Rx :

FC:58:9A:16F8:13 rate 1201 MCS 11/2 HE80/G1(800ns) ssn 50 rssi-46 received

WLAN2 Tx :

FC:58:9A:16F8:13 rate 864 MCS 11/2 HE80/G1(800ns) sent 390797 failed 1

GUIIZKA7B—NILT—brD A DERTE
Ja— ) =Rk F— RFTIE, MPLS LA V3 RNHBEMICEASNET, Z0F—F
Tl BREA 7 & EWER T — 2 RIIEFETE EH A,
1. [GENERAL SETTINGS] C. [generalmode] =7 U v 7 L7,
[GENERAL MODE] 7 « & RUMNERRENET,

2. [Mode] T [gateway] 7 V v 7 LET,

WOEBIL, Tu—"V = Tz T—FOGUIRTEEZRLTWNET,
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CISCO Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.72 - MESH END MODE
WIRELESS BACKHAUL

10T0D IW ED GENERAL MODE
FM-QUADRO General Mode

Global Gateway mede automatically enforces MPLS layer 3 and radio-off. Radio status cannot be changed in
GENERAL SETTINGS Global Gateway mode..
- general mode O mesh point
- wireless radio Mods: O mesh snd
-antenna alignment and stats

© gateway

NETWORK CONTROL
- advanced tools
ADVANCED SETTINGS Radio-off: Fluidity v
- advanced radio settings
- static routes LAN Parameters
- allowlist / blocklist
- multicast Local IP: 10.115.11.117
-snmp
- radlus Local Netmask:  255.255.255.0
-ntp Default Gateway: 10.115.11.1
-12tp configuration
-Vian settings Local Dns 1: 8.8.8.8
- Fluidity
- misc settings Local Dns 2:

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

= reboot

-logout

©2022 Cises andor its afflatos. Allrights resorved.

WIRELESS RADIO

Wireless Settings
“Shared Passphrase” is an alphanumeric string or special characters excluding fapex] "[double apex] "[backtick]

$[dollar) =[equal] \[backslash] and whitespace (e.g. "mysecurecamnet”) that indentifies your network. it MUST be
the same for all the Cisco URWB units belonging to the same network

Shared Passphrase: CiscoURWB

In order to establish a wireless connection between Cisco URWB units, they need to be operating on the same
frequency.

Radio 1 Settings

Role: | v
Radio 2 Settings
Role: i v
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FLUIDITY
Fluidity Settings

The unit can operate in 3 modes: Infrastructure, Infrastructure (wireless relay), Vehicle.

The unit must be set as Infrastructure when it acts as the entry point of the infrastructure for the mobile vehicles
and it is connected to a wired network (backbone) which possibly includes other Infrastructure nodes. The unit
must be set as Infrastructure (wireless relay) ONLY when it is used as a wireless relay agent to other
Infrastructure units. In this operating mode, the unit MUST NOT be connected to the wired network backbone as
it will use the wireless connection to relay the data coming form the mobile units.

The unit must be set as Vehicle when it is mobile. Vehicle ID must be set ONLY when the unit is configured as
Vehicle. Specifically, Vehicle ID must be a unique among all the mobile units installed on the same vehicle. Unit
installed on different vehicles must use different Vehicle IDs.

The Network Type filed must be set according to the general network architecture. Choose Flat if the mesh and
the infrastructure networks belong to a single layer-2 broadcast domain. Use Multiple Subnets if they are
organized as different layer-3 routing domains.

Unit Role: Infrastructure v

Network Type: Multiple subnets v
The following advanced settings allow to fine-tune the performance of the system depending on the specific
environment. Please do not alter this settings unless you have read the manual first and you know what you are
doing.
The Handoff Logic controls the algorithm used by a mobile radio to select the best infrastructure point to connect
to. In Normal mode, the point providing the strongest signal is selected. In Load Balancing mode, the mobile
radio prefers the point which provides the best balance between signal strength and amount of traffic carried.

Handoff Logic: =tandard v
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HE (High Efficiency) @ /71— FfElfRDE&E

« HE (High Efficiency) ® % — RRIEOZKE (71 ~<—)

HE (High Efficiency) O — FREIfRDEETE

H—FHREZR<T2L, RIEHMORBSEHTY 7 OfE#EMERRm ELES, T— FRERERE

DOIEEEIZ. URWB A ¥ v 7 9 R—F L TWET,
H— FHREZHET DL, ROCLI a~vy REfEHLET,

Device# configure dotllRadio [interface] guard-interval [gi]

gi: A — FHBOEIZRD & B0 T,

1600 : 1600 ns O — FHEMEZ#HE L £J (HE T— R TOARVPKR—LEhD)
3200 : 3200 ns O F— FEfRZ##RE L £3 (HE E— R TOLYFR— I d)
400 : 400 ns DA — FEfRZREL £ (HT XLV VHT £— FTHAR—FIh D)

800 : 800 ns DA — RHfRZFRE L E£T (F 7 #/L b — REFEE— K& HT. VHT, HE TO

ZhEe— K)

i

Device# configure dotllRadio 1 high-efficiency enable
Device# configure dotllRadio 1 guard-interval 1600
Device# configure dotllRadio 1 guard-interval 3200

Device# wr

H— RRIREZ BFET 51213, RO show =~ REMH L £,

Device# show dotllRadio 1 config
Maximum tx mcs: 9
High-efficiency : enabled
Maximum tx nss : 2

RTS protection : disabled
guard-interval : 1600 ns

Device# show dotllRadio 2 config
Maximum tx mcs: 9
High-efficiency : enabled
Maximum tx nss : 2
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HE (High Efficiency) ®#— FRAROHRE |
B He HighEfiiciency) 07— FRIGORE

RTS protection : disabled
guard-interval : 3200 ns
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i

SNMP D% TE & #RELE
« SNMP DX GE & fRilE (73 ~—2)

L =
SNMP D% 7E & #&EE
Simple Network Monitoring Protocol (SNMP) 77U 7r— 2 »(ZURWB VY 7 b7 = 7 T &
. Ry NU— 7 B A B L £,

SNMP 7 7 A 7> MiE, SNMP = — = MIEREZXEFELET, SNMP=— = M, &
DEREZY T—V 2 MIELET, Y7 2—V 2 MEISNMP =—2 = MIGE L FE
4, SNMPT— = MEISNMPJEE R v bEER L., THEEROBETTHD Y ET—F
Xy NU— BT — g NIEELET,

& 1:SNMP 70+t X

SNMP SNMP
h <> <>
Client Agent SHEEGE!

CLI IZ & % SNMP D%

SNMP Z&ZETHI21E, RO CLL =2~ REFHLET,

\}

GE) « SNMP % 7EHIZZEE K47~ SNMP CLL 2 ¥ 7 Tld, CLI 24 H L T SNMP HEREZ AT
T AHRMNI. T_XTDOSNMP RNT A —H ZRETIVLERDHY £,

* SNMP HEREZ HENIC % &, BId 5T~ TOBREN HBAICHIBRS L £,

388145

SNMP #ERE % 5292121, RO CLI a2~ REA L 9,

Device#configure snmp [enable | disable]

SNMP ®O7'a ha ) N\—a VERETDHIZE, ROCLIa~w>y REfFEHLET,

Device#configure snmp version {v2c | v3}
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SNMP D& E LR |
B ocuicszsnwe oz

SNMPV2c 23 =2=7 4 ID DFZEZFETT HI21E (SNMPv2c DFH) . RO CLI 22~ R&f#
)EH Lij—o

Device#configure snmp v2c community-id <length 1-64>

SNMP v3 . —H =L ZI5ET HI21L (SNMPv3 D) . RO CLI =~y REHEHLET,

Device#configure snmp v3 username <length 32>

SNMP v3 = —HW— %2 U — R&ZIEET HI21L (SNMPv3 D&) RO CLL =< REMFHL
i‘j‘o

Device#configure snmp v3 password <length 8-64>

SNMPV3ZEE 71 f 2 LA IRET AI21E (SNMPV3DA) | IROCLI =2~ REFEHLET,

Device#configure snmp auth-method <md5|sha>

SNMP v3 5 B4k 7 2 b a /L Z3RET HI21L (SNMPv3 DA) . RO CLI =~ REFEHALE

D

Device#configure snmp encryption {des | aes | none}

EHAFTREZe M BAUME X, desE/ziFaes TT, FoiE, v3IREZL7 v b a VLB WGA1,
none # AJ) L £,

SNMP v3 lf 5t/ XA 7 L— X% 45E T H121% (SNMP V3 DOF) | RO CLI 2~ R&EMHL
5

Device#configure snmp secret <length 8-64>

SNMP EH# F 7 v 7REFIRET HIT0E, ROCLI a2~ FEEAL £,

Device#configure snmp periodic-trap {enable | disable}

EWH SNMP 7w 7o kT v THIMZEET 2123, RO CLL 2~y REHLET,
Device#configure snmp trap-period <1-2147483647>

HHE &7 > IR AL T,

SNMP A X2 b T P fGREITENTT 521, ROCLL =~ FEEHLET,

Device#configure snmp event-trap {enable | disable}

SNMP NMS 7R A M £ 721X P 7 RV AZIRET 2121, RO CLL =2~ REMHFHLET,

Device#configure snmp nms-hostname {hostname |Ip Address}

SNMP & E &N THI121F, WO CLI 2~ REFHLET,

Device#configure snmp disabled

SNMP Z##Eh 295 &, B A U EREETLT X COMBEERNZ ) 7S Ed, SNMP&2H
T HIE,. BREE TR THERTST A2XLERH D £9,

SNMP D& EF
SNMP v2 @ CLI :

Device#configure snmp v2 community-id <length 1-64>
Devicefconfigure snmp nms-hostname hostname/Ip Address
Device#configure snmp trap-period <1-2147483647>
Devicef#fconfigure snmp periodic-trap enable/disable
Deviceffconfigure snmp event-trap enable/disable
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| SNMP D33 & #REE
cu 1=k % snmp oiit ]

Device#configure snmp version v2c
Device#configure snmp enabled

SNMP v3 @ CLI :

Device #configure snmp nms-hostname hostname/Ip Address
Device#configure snmp trap-period <1-2147483647>
Device#configure snmp v3 username <length 32>
Device#configure snmp v3 password <length 8-64>
Device#configure snmp auth-method <md5|sha>
Devicef#configure snmp encryption <aes|des|none>
Device#configure snmp secret <length 8-64>
Device#configure snmp periodic-trap enable/disable
Device#configure snmp event-trap enable/disable
Device#configure snmp version v3

Device#configure snmp enabled

CLI [Z & % SNMP D #&3iE

SNMP ZEE+ 51213, RO show 2~ REFEH L ET,

Device# show snmp

SNMP: enabled

Version: v3

Username: username

Password: password
Authentication method: SHA
Encryption: AES

Encryption Passphrase: passphrase
Engine ID: 0x8000000903c0f87fe5£314
Periodic Trap: enabled
Notification Period (minutes): 5
Event Trap: enabled

NMS hostname: 192.168.116.11
Device# show snmp

SNMP: enabled

Version: v2c

Community ID: test

Periodic Trap: enabled
Notification Period (minutes): 5
Event Trap: enabled

NMS hostname: 192.168.116.11
Device# show system status snmpd
Service Status

Service Name : snmpd
Loaded : loaded
Active : active (running)

Main ProcessID : 6437
Running Since : Mon 2022-09-19 14:45:27 UTC; 3h 34min ago
Service Restart : 0

GUI #{FE L71=- SNMP /x—< 3 > v2c DEE

F7 4L TR, THHEREFEOT 78 2R A > D SNMP £ — RIZEHIZ 2> TWET,

TIEBARALA L FOSNMPE— REZNX—T g UV2CICER L, TV RBAT VB ARNA N EE
ET DL, ROPIEEZFEITLET,
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SNMP D& E LR |
B cuzsmLESNMP A— 3 vae DRE

FIE

ATY 71 [SNMPmode] ke v 7 X7 U A RMNS [v2e] Z&IRLET,
[SNMP] 7 1 & RUNRRRINET,

il
CISco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.200.136 - MESH END MODE
WIRELESS BACKHAUL

10TOD W [ ofiine | SNMP
IW-MONITOR =3 SNMP

FM-QUADRO
a SNMP mode: v2¢ v

GENERAL SETTINGS

Community ID: test
- general mode

Enable SNMP periodic trap:

Enable SNMP event trap:

NMS hostname: 192.168.0.100

Notification period (minutes): 1

o)

- configuration settings
- reset factory default
- reboot

AT w72 [Community ID] 7 4 —/L RiIZa I a=7 4B TDOEEAILET,

-3
Xy FIT—=VHADTRXTOT 7 BARA L M, FLaa2=7 4@l FOEZRET 2MLENRH Y 7,

AT v 73 [Enable SNMP event trap] = v 7R v 7 A% A4 LT, EERY AT LAFEHEA X2 hD SNMP A X k
N7 v 7 EHHZ L, [NMShostname] 7 4 —/L RIZHxy NU—VHFBHAT— 3> (NMS) OKRA N %
ATTLET,

BE

KT v 7OFEERED NMS A A MZiX, SNMPv2e b7 v F&HINET S L 9 ICRE S 7- SNMP ——
Ty NBNMETY,

AT w74 [Enable SNMP periodic trap] = v 7 AR v 7 A% A4 A2 LT, EHHIZLSNMP b7 v 72 HHC L (B
N —EDMIET SNMP 7 v 723K (E S ET) | [NMS hostname] 7 1 —/L RIZ NMS DR A b4 & A
73 L FEF, [Notification period] (2@ ENH#AM (HALD) Z AN LET,

ATv TS5 [Savel &7 Vv 7 LET,
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| SNMP D33 & #REE
GUI A L7- SNMP i— 3 v 3 B [

GUI #EAL=SNMP /A— 3 U v3 DETFE

F 74V h TR, THHRFEOT 78 AR A > D SNMP £ — RIZEHIZ 2> TWET,

TIEARALA L FDOSNMP F— RE2X—2a U V3IWIZEEL, TI7BAT I BARA U N
ET DI, WOFIHREZFATLET,

FIE
AT 971 [SNMPmode] K> 77X U ARG [v3] IR L ET,

[SNMP] U > RUDBRFRREINET,

M

CIsCco Cisco URWB IW9167EH Configurator
uuuuuuuuuuuuu 5.21.200.136 - MESH END MODE
WIRELESS BACKHAUL
10TOD IW m SNMP
IW-MONITOR [ Disabled | SNMP
FM-QUADRO
SNMP mode:  v3 v
GENERAL SETTINGS SNMP v3 usemame: user
- general mode
- wireless radio SNMP v3 password: essesees
- antenna alignment and stats
[——— Show SNMP v3 password: [}
- advanced tools SNMP v3 authentication proto:  SHA v
ADVANCED SETTINGS
adio settings SNMP V3 encryption:  AES v

SNMP V3 encryption passphrase: sesese
Show SNMP v3 encryption passphrase: []
Enable SNMP periodic trap:
Enable SNMP event trap:

Engine ID: Currently Unavailable

NMS hostname: 192.168.0.100

Notification period (minutes): 1 =

AT w72 [SNMP v3 username] 7 4 —/b KIZ SNMP v3 = —H—£ % A S LET,

G¥)
Fy FT =T NOTRTDOT 7 BZARA L M, FILUSNMP v3 2 —H =4 ZHETIHLENH Y £7°,

RATY T3 BED SNMP V3 /S A Y — REZE BT 5121, [SNMP v3 password] 7 # —/L RIZHT LVWIAT—RE AL
£75

AT 74 [SNMP v3 authentication proto] K2 v 7 X 7 U A MINLRBIEX A TH2BIR L9, ROAT> a3 &
T&EET,

- [MD5]
« SHA

o)
Py FT—=THNDOTRTOT 7 BARA L M, B SNMPREAET 2 ha v aRETHHLERH Y £,
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SNMP D& E L 1REE |

B cuzEmLrsNP -5 vomE

AT w75 [SNMPv3encryption] K2 v 7 & 72U 2 Mipbidl ko7 m ha v 2RIl ET, ko7 a v %
EHTEET,
BES{EEL
* DES (7 —# K5 5 Hit&)

+ AES (Advanced Encryption Standard)

GE)
Xy NT=IHOFTXTOT 7 BARA M, FCHKSLT v havEBETOLENDL Y £,

ATYT6 B XA T L— X% HIZ1E, [SNMP v3 encryption passphrase] 7 « —/L RIZH LVWIA 7 L— X%
AT LET,

AT 71 [Enable SNMP periodic trap] = v 7 R v 7 2% AL T, EHISNMP 7 v 7 IC LW EHRS N —TED
MBS T SNMP b7 v 7MREE S5 X HI2 L, [NMS hostname] 7 o —/L RIZ NMS DR A "4 &2 A L%
7., [Notification period] (Z#EIHIH (5 Hifr) Z# AL ET,

AT v 78 [Enable SNMP eventtrap] = v 7R v 7 A% 4 LT, EERY AT LAFHEA X2 hD SNMP A Xk
N7 v 7 ZHHT L, [NMS hostname] 7 1 —/L FIZNMS DR A &2 AT LET,

G¥)
FT v 7DREHELZDNMS A MIIE, v3 T v 7HINET D L O ICERES NI SNMP =—V = b
755‘%\%?@—0

ATy 79 [Savel 227 U v LET,
SNMP Z#MENZT 5 L, ROR Y 7T v IHRERINET,

@ 10151116

SNMP is disabled and all sensitive information and credentials
have been cleared. Please re-configure all valid values to enable

SNMP again.
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F—a2 rA—SDEEEKE (T4 VL
Atxal)Tq)

X —ar br—JORELHFE (VA VYL AEXF=2UT 1) (793—2)

F—aAUFA—SDHREEKRIE (VA4 VLREF)

7__

1

)

FEAE D Wi-Fi Protected Access (WPA) 7' h aMiZx 323V A YL AEX2 U T 4 2K —F
T 5729IZ, Catalyst IWOI67E (Z(dF—nm—F7 — 2 a VERIE OV EA SN CWET, F—a 2k
n—77'8 ka3, 2200T A ABONRT y N THY . Tut ADOKBEMNET A
AZDRBEICENZENRIGE LET, TATY XA T7u—E, 7 v b OH LU Pairwise
Transient Key/Group TransientKey A% 3 2 72 DICEMIICA Y a— LIl —#HO X A ~—
IR o THII SN ET, F—PHBICEHINDITE, BWERICTHRT DHFREND 272D
£,

CLIICKkAF—a2 bA—5DETE

F—ar hr—FFRETDHIZE. KOCLIa<wr REFEALET,

1. W% C Advanced Encryption Standard (AES) ZA%MZ 3 512i%, RO CLI 22~ > R&ff
}EH L/ i j‘o

Device# configure dotllRadio <interface> crypto aes enable

2. F—ar hu—SFAMNITBITIE, ROCLI a2~y REHFEHLET,

Device #configure dotllRadio <interface> crypto key-control enable

3. F—o—T—3alEARMITHINE. ROCLIa~y FEFEHALET,

Device# configure dotllRadio <interface> crypto key-control key-rotation enable

4, F—n—TFT—alHAT—ERETHITIE, WOCLIa~> FEFHLET,

Device# configure dotllRadio <interface> crypto key-control key-rotation 3600
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F—aAU FO—SOBREEBRIE (TAVLREX2UT4) |
B cucszs—arn—somm

\)

G¥) T 74/ bFTIEL, AESE— NIZEL T, REF TR TOT NS ATRILTHLILERDHY F
j—O

CLIIZC&EAF—a> bA—S DAL
F—ar hr—J ZREET AITiE. RO show =2~ REFEHLET,

Device# show dotllRadio X crypto
AES encryption: enabled

AES key-control: enabled

Key rotation: enabled

Key rotation timeout: 3600 (second)
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FIPS 327

» FIPS & (81 ~X—7)
« CLI #ff [ L 7= FIPS E— FOAFMEF 721320k (81 ~X—)
e CLI {8/ L7~ FIPS E— RO (81 ~<—)

)

FIPS

1Gh

oan

MR R ALEERE (FIPS) E— FiL. SSH ¥ L U GUI #HEIZ X - T NIST @ FIPS140-3 % =
UT 4 FERENIEFRICIESF S D L H I LET, FIPS RAENIZ > TWABEAE. AP ITREN
FIPS EfRIZHEL L CTWA Z L 2R L E T,

\}

GE)  FIPS 3/ CTIiX SNMP [ ¥ A — F S EHA,

CLI Z{=EA L= FIPS E— FDEMELF-ITEIL

FIE

ARTY 70 1 Device#configure fips {enable|disable}
AT 70 2 Device#write
ATY 70 3 Device#reload

CLI Z{£MAH L 7= FIPS E— F D &R

AP @ FIPS F— RZWERTHICIE, Zoa~vr FEHEHALET,
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Aps 2% |
B cuzsmLrppPs =— romR

Device#show fips
FIPS: enabled
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J—~ (ROW) o

H
anh
Xd
al

5 KA A 2
7K —

sCLIZEHA L7ZEHa— FORT & MR (83 X—)
sGUI Zfif L7z[H 2 — FOKE (84 ~X—)
cEHERAAL L EET—F ROW) OHR—F (87 2—)

CLI%Eﬁﬁﬁﬁl/T>[]:J__l:0) EEé:ﬁEnu

Z OO (ROW) FAA OE=— FEZRET DHITIE, ROCLIa~ > REERLET,
Device# configure countrycode [countrycode]
i

Configure countrycode GB

FEOCLIZ, BESNEEa— FRROWICEEN TV AWEAICT T —28E LET,
O— FRREINTOWARWGA, VAP L AL U H—T oA AFIEFITHEEEL EEA,

\)

GE) JHEHE., Fr B REDMDU A4 ¥ L AT A —Z ERETHRNC, Ea— FERELTH
5T N A% 7 — b Li?‘ Eo— FOERTEIL. IW9167EH—ROW7L£§:0)\ ROW f\)(/l) N
BT 78 ARA 2 M WHINET,

[Ea— FOAT—F 2% BT 2120E, IRD show 2~ > FEEMHLET,

Device# show version | in Product
Product/Model Number: IW9167EH-ROW

ROW DEa— RORAT — X A&l T 511X, RO show 2~ FEMFHLET,

Device# show dotllRadio <interface> config

il

Device# show dotllRadio 1 config

DFS region : GB
DFS radar role : auto
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BE KA VEETI—F ROW) OFE. ¥R—+ |

B cvzsmLrEa-romE

Radar Detected : 0
Indoor deployment: disable

-~ — KM=

GUI ZERLE-EI— FDXRE
Ea— FRARESHTOARVWES, VAV LRSS U F—T oA ATHRELEH A, Ea—Fo
BEFIEEX, D EBY T,
1. [GENERAL SETTINGS] T, [wirelessradio]l %7 U v 7 LE7,

2. ROW FAA U TliE, Ea—FRERINTWARWES, kORI T v 7RNERENE
7,

Select operating country

Please select ROW region operating country. The device will be
i iately rebooted on ion and all saved changes will
be applied.

v Korea
United Arab Emirates.

United Kingdom

Vietnam

3. EHa— FE®RTLI2F,. EROBBORy 77 v 7% 7 ) v 7§25 L ., [Wireless Settings]
v va iz A L7 FERET, [Wireless Settings] £ 7 > a > C, Fay7&ou )
AP BEEZBRLET,

ERAR 7T v TREREINET,

4. [Confirm]| %7V v 7 LT,
U7 — b ORI H AR R SAIET,

5 [Yes]z2ZVUvZ7 LET,

6. [MANAGEMENT SETTINGS] T, [status] %7 U > 27 L&,
[STATUS] ~—C, EMHT 2 ik & E O 2R L £ 7,
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| BERASCERT—F ROW) OFE. HHR—
eu A LEa—rose [

]
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW [ offiine |
IW-MONITOR =D

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANGED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist
-snmp

- radius

-ntp

- ethernet filter

- I12tp configuration

- vian settings

- Fluidity

- misc settings
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

-logout

Cisco URWB IW9167EH Configurator
5.246.1.104 - MESH POINT MODE

STATUS

Device: Cisco Catalyst IW9167E Heavy Duty Access Point

Operating Mode: Mesh Point
Uptime: 2 min
Firmware version: 8.8.1.10

DEVICE SETTINGS

IP: 10.115.11.142
Netmask: 255,255.255.0
MAC address: 40:36:5a:16:01:68
Configured MTU: 1530
WIREDO

Status: up

Speed: 100 Mb/s
Duplex: full

MTU: 1530

WIRED1

Status: down

WIRELESS SETTINGS
Pagsphrase: CiscoURWB-142
Operating region: ROW
Country: GB

Radio 1

Interface: enabled

Mode: fixed infrastructure
Frequency: 5500 MHz
Channel: 100

Channel Width: 80 MHz
Current tx power: -96 dBm
Current tx power level: 1
Antenna gain: not selected
Antenna number: 2

Radio Mode: csma/ca
Maximum link length: 3 km

Radio 2

Interface: disabled

Mode: fixed infrastructure
Frequency: 5500 MHz
‘Channel: 100

Channel Width: 80 MHz
Cuirrant tv nower: -GR ARm

©2023 Cisco andlor its affllates. All rights reserved.

7. THAAAMDOUA ¥ L AR AL DX, HERT S A TH CEMEE B ZRE L&
R

A\

(GE)  [Shared Passphrase] (X, FIU*y N —Z BT HTXTOT A ATRLTHLINENRH Y

jzbg‘o
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BE KA VEETI—F ROW) OFE. ¥R—+ |

B cvzsmLrEa-romE

NI
CIsco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.88 - MESH POINT MODE

WIRELESS BAGKHAUL

10TOD IW WIRELESS RADIO

IW-MONITOR

Wireless Settings
"Shared Passphrase" is an alphanumeric string or special characters excluding apex] "[double apex] “[backlick]
GENERAL SETTINGS ${dollar] =[equal) \{backslash] and whitespace (e.g. mysecurecamnet’) that indentifies your network. It MUST be
the same for all the Cisco URWB units belonging to the same network.
- general mode

- wirslass radio Shared Passphrase: CiscoURWB
- antenna alignment and stats
In order 1o establish a wireless connection between Gisco URWB units, they need to be operating on the same
NETWORK CONTROL frequency.
- advanced tools Radio 1 Settings
ADVANCED SETTINGS
- advanced radio settings Role: | Fixed
- static routes
) Frequency (MHz): 5260
- allowlist / blocklist

-snmp Channel Width (MHz): 20

- radius

-ntp Radio 2 Settings.
- ethernet filter Role: Fixed

- 12tp configuration

- vlan settings Frequency (MHz): 5180

- Fluidity

- misc settings. Channel Width (MHz): 80

MANAGEMENT SETTINGS

- remote access

- firmware upgrade Reset Save
- status

- configuration settings
- reset factory default
=reboot

-logout

©2023 Cisco andlor its affllates. All ights reserved.

WOEBRIL, GUIZHERALZEa— ROREEZRLTWET,

alaln
cisco Cisco URWB IW9167EH Configurator
ULTRA RELIABLE 5.21.201.88 - MESH POINT MODE
WIRELESS BACKHAUL

‘Operating Mode: Mesh Point

loTop W m Uptime: 4 days, 16:23 (hh:mm)

IW-MONITOR Firmware version: 8.8.1.10
DEVICE SETTINGS

GENERAL SETTINGS IP: 10.115.11.118
Netmask: 255.265.255.0

- general mode MAC address: 40:36:5:15:09:58

- wireless radio Configured MTU: 1530

antenna alignment and stats WIREDO

3 gnme i Status: up

NETWORK CONTROL. Speed: 1000 Mb/s

- advanced tools z%f’:'sg‘g

ADVANCED SETTINGS WIRED1

- advanced radio settings Status: down

- static routes WIRELESS SETTINGS

- allowlist / blocklist Passphrase: CiscoURWB-118

- snmp ‘Operating region: B

- radius Radio 1

o, Interface: enabled

Mode: fixed infrastructure
- ethernet filter Frequency: 5260 MHz

- 12tp configuration Channel.

s Channel Width: 20 MHz
- vian settings Current tx power: 25 dBm
- Fluidity Current tx power level: 1

Antenna gain: not selected
Antenna number: 2
MANAGEMENT SETTINGS Radio Mode: csmalca
Maximum link length: 3 km

- misc settings

- remote access

- firmware upgrade Radio 2
Interface: disabled

- stat

g Mode: fixed infrastructure

- configuration settings Frequency: 5180 MHz

- reset factory default Channel: 36
Channel Width: 80 MHz

- reboot Current tx power: 19 dBm

- logout Current tx power level: 1

Antenna gain: not selected
Antenna number: 2

Radio Mode: csmalca
Maximum link length: 3 km

DIAGNOSTIC TOOL

©2023 Cisco andlor its affiliates. All rights reserved.
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| BERASCERT—F ROW) OFE. HHR—

B kAqveEa—F Row) ovr—+ [

BE A EET—F (ROW) DY HR—k

ROW Bl KA A NZED, FFED RAAL VB~ B 7 EINTVRWNT X TOEa— RO
E7READ RAL VEHENHFRILSNET, 2O T, Catalyst IW9167E, IWI165E,
JONIWOI165D 7T 7 B ARA v FOREE RA A v EEa— ROV R— MIDOWTHALET,

EALTWD AP OEENZRBIT BRMIRIIZOWTIE., BEAEIC RN LERH D £

To we AR TLIS K OVRRE DENC BEE T~ 2 8H] N A A Ofgad ik, FEMIZOWTiE,  TCisco
Product Approval Status] [J535] S L T 72 &0,

Catalyst IW9167E THR— F SN TWDETE R A A >

FAALY ERERDOYR—
A FER I
B AL
E PIPTA
F FERFIE
Q RIS
z FERFIE

)

GE) B FAA U TlEESNE BNOEEEIZFR L TY,

Catalyst IW9167E THHR— SN TLVHEI—F (ROW)

FAA > ROWDEDI—F EBREROYR— YR—bZhdN—T3>
VN (kL) e L 17.11.1
GB ([ PPN 17.11.1
KR (#[E) FExFhis 17.12.1
IN (£ F) FERtR 17.12.1
PE (~L—) FEst 17.12.1
PH (7 4 U EY) FERtR 17.12.1
ZA (F§7 7V 71) RPN 17.13.1

CatalystIW 7 & + X 7K1 > k& (T Cisco Ultra-Reliable Wireless Backhaul ') ') —X 17151 Y 7 by xz7 av 74 F¥al—Yav i
4 F I


https://pas.cisco.com/pdtcnc/#/
https://pas.cisco.com/pdtcnc/#/

EEFASEET—F ROW) OFE. HR—+ |
B catalystiwotTE THK— b EhTLBEI— K (ROW)

FA4 2 ROWOEI—F EREROYH— k HR—rENBN—Ta Yy
AR (7B F) JExtit 17.13.1
HK (&) FHEXFIE 17.13.1
PK (/¥ 2Z ) JExtit 17.13.1
uy (w77 A) FHEXFIE 17.13.1
CO (mm>e7) FEXFh 17.13.1
BR (77 ) FERPIE 17.13.1
CN (hE) HERS IS 17.13.1
EC (=27 kL) FERTIE 17.13.1
IQ (177) FEXF IS 17.13.1
SG (v HE—L) FERPIE 17.13.1
SA (U7 IEe7) FEXFh 17.13.1
QA (W& —) FERPIE 17.13.1
MX (A ¥ =) FEXFh 17.13.1
TH (% 1) FERIE 17.13.1
CL (1) HERS I 17.13.1
TW (A5, TEHERE) FERIE 17.13.1
AE (7 7 7 5 REHF) HERS I 17.13.1
EG (=¥ 7 }) FHEXFIE 17.15.1
MY (L —7) FExFh 17.15.1
MN (&2 =) FERPIE 17.15.1

)

GE) CLIFZIZGUIZEAL CGEIRTE5DEE, VA SN TWAEI—ROATT,
ROW RAA U TlX, TA ADRBETHEO a2 — RERINL E7,

OM (A~—2) [ IS (TAATZK) (. MC (£7F =) &, EU RAAL U ZFEHALTHR—F
SINET,
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| BERASCERT—F ROW) OFE. HHR—
Catalyst IW9165E THK— k ShTL3EE KA (> [

Catalyst IW9165E THR— SN TWAEE R A1 >

ALY EBREREOYR—k
A FIIIN
B AR L
E FIIIN
z PIIIN
Q PSInS
F PIIIN

\ )

GE) B FAA U TIEES & BRNOREEILR LT,

Catalyst IW9165E THHR— rEh TLSHEI— K (ROW)

KA4 > ROWODEI— K EREROYR— HYR—brShdHN =T33y
GB (#[H) PPN 17.12.1
ZA (7 70 %) PSP 17.13.1
IN (> F) %t 17.13.1
KR (5[E]) i 17.13.1
PE (~1—) % 17.13.1
AE (UAE) K 17.13.1
MX (AF T =) ESIn 17.13.1
BR (7J L) % 17.13.1
CL (FV) PIPIN 17.13.1
SA (W7 IET) xHhs 17.13.1
PH (7 4 U EY) % 17.13.1
QA (W& —)) % 17.13.1
SG (¥ AHR—) % 17.13.1
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B cotaystiwaiesp coR— FEhTLBEE KA

EEFASEET—F ROW) OFE. HR—+ |

KAA>ROWODEDI—F EBREFDOYR— k HYR—brEhdNN—D3>
LK (AU Z71) PP 17.13.1
TH (% 1) PPN 17.13.1
VN (T 4) % s 17.13.1
TW (B, FEHERE) %t 17.14.1
EG (=7 }) PP 17.15.1
MY (v L —7) PPN 17.15.1
AR (7B F ) % 17.15.1
CN (=) PPN 17.15.1
CO (amrvr) PSP 17.15.1
EC (=27 F) % 17.15.1
HK (&) PIPIN 17.15.1

\}

GE)

CLIEZIXGUI AL CEIRTE LD, VA IR TWAEI— ROR T,
ROW KA A > Tlid, TA ADRBETHEO 2 — RE2RINLET,
OM (A~—2) IL-E RAAL VBV R—-FLFET,

Catalyst IW9165D THR— FENTWWSEE R A1 >

FALY ERNERDOYR—
A FER I
B PN ”
E X
Z FHERFIE
Q FERFIE
F FHERFIE
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BEE FASVEET—F (ROW) DEE. YR— bk

\)

Catalyst IW9165DH T4 K — F n T sEa—k Row) [

GE) B FAA U TIEESE BRNORFEEEILF LT,

Catalyst IW9165DH TH/HR— kSN TWLVWHEI—F (ROW)

KAA4>ROWDEI—FK BEREHROYR— YR—rEhdN—23>
GB ([ PPN 17.12.1
ZA (F§7 7V 1) Fext i 17.13.1
IN (£ F) FERERS 17.13.1
KR (/) FERFIE 17.13.1
PE (~1—) FERFIS 17.13.1
AE (UAE) FEXRPIE 17.13.1
MX (A F =) EIPSIN 17.13.1
BR (75 IL) i 17.13.1
CL (V) EIPSIN 17.13.1
SA (F VT IET) FERFIE 17.13.1
PH (7 4 U EY) JERPI 17.13.1
QA (B & —)L) et 17.13.1
SG (¥ AHR—) JERIIS 17.13.1
LK (VU F %) FERFRES 17.13.1
TH (¥ 1) FEXFIE 17.13.1
VN (R hF L) FERIIS 17.13.1
TW (B, hHERE) FEXFIE 17.14.1
EG (=Y 7 }) JExtIt 17.15.1
MY (=L —7) XIS 17.15.1
AR (FAEBLFV) FEX IS 17.15.1
CN ([E) FEXFIE 17.15.1
CO (mmrt7) FERFIE 17.15.1
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EEFASEET—F ROW) OFE. HR—+ |
B cotalystiwoteso T K— R STV BES— K (ROW)

FA4 2 ROWOEI—F EREROYH— k HR—rENBN—Ta Yy
EC (=27 L) xS 17.15.1
HK (%) EISSInN 17.15.1

)

GE) CLIFZIZGUIZEAL CGEIRTE5DEE, VAN TWAEI—ROATT,
ROW RAA VU TlX, TA ADPBETHEO a2 — REBRINLET,
OM (A~—r) IX-E FAAL VZYR—FLET,
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RAVEY—FRA M) L— bARBOD
EXTE & HRELE

e IRA VY —RA L N Y L— MRaYOREEMBmIE (93 X—)
cCLIIZEDHRA L hY—HRA 2 b VL— bR YORTE (93 X—)
cCLIIZEDRA L Y —HRA s VL— hARaPORGE (94 X—)

A Y= RA b Y L— F7ARODDERTE EREE
WORNZIX, RA Y FY—FRA L P Lb— bRV EZEATHDDOHE—~DOFT /314 2 (MP1)
FlZ2 DR A > H—T 2 A APREINTWVET,

B2:RA v bYy—RA kY L— bROD

Fixed Fixed Fixed Fixed

8
n

WAV —=RA M Vb= PRBVERET DT, UTOTT U FIHENET,

1. AvPaxy N (ME) . F¥ 2R/ 36I2MPL, 74/ FF¥ 2 X)L 149 |2 MP2 % 3%
ELET,

2. AT v 71 OFRENLREATLET,

3. Avia®RAr b MP2) O2FEBDAT Y b UV H—T =24 AEEEANIT L TI0RE
DL H—DF NS ZA D2 ODHERA B —T oA ZAZEBERAL L VY —RA LY
L— PR YREASNET,

CLIICKARA U FY—RA ) L— FARADDETE

AALBIY—HRA P — PARBYERETHIZIE, WOCLIa~> R LET,
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KAV bY—RAU b YL— bROSOHREERTE |
B ocucsagkos ry—Rar bk yL— MR CORIT

1 ERA LV H—T 2 ABE<l £720132> CUATVVAT A, ZAZHRELET,

Device# configure dotllRadio <interface>

2. VAV VAA U Z—T = ZADOEHKEL AT — FELITHESE— NITRELET,

Device# configure dotllRadio <interface> > {enable | disable}

3 WELIA VX —T oA AOBEE— FERE L ET (fixed, Fluidity, F 7213 Fluidmax)

Device# configure dotllRadio <interface> > [enable | disable] mode { fluidity | fixed
| fluidmax }

4, HEELTA VB —T oA ZADEWEF v o3V & B (1 ~256) OEMEF ¥ o %
NID ERELET

Device# configure dotllRadio <interface> > [enable | disable] mode [fluidity | fixed
| fluidmax] channel <channel id>

5, ZOREEKTTHIZIE, OCLIa~<wy REERALET,

Device (configure dotllRadio <interface> > {enable | disable} mode {fluidity | fixed
| fluidmax} channel <channel id>) #end

Bl

Device#configure dotllRadio <2> {enable | disable} mode {fluidity} channel <36>
KA RV —=RA 2 b U Lb— MR ORER :
Ay ax R (ME) ORE

Device#configure dotllRadio 2 enable
Device#configure dotllRadio 2 mode fixed
Device#configure dotllRadio 2 channel 36

A aRA v b (MP1) DORERIE

Device#configure fluidity id infrastructure
Device#configure dotllRadio 1 enable
Device#configure dotllRadio 1 mode fixed
Device#configure dotllRadio 1 channel 36
Device#configure dotllRadio 2 enable

Device#configure dotllRadio 2 mode fixed
Device#configure dotllRadio 2 channel 149

MP2 DR E

Device#configure fluidity id infrastructure
Device#configure dotllRadio 1 enable
Device#configure dotllRadio 1 mode fixed
Device#configure dotllRadio 1 channel 149

CUICKBRAY bY—FRaA 2 b ) L— FRADDIREE

RA R —RA P b— AR VOREERIET DI, KD show 2~ REFHALE
ﬁ—o

Device# show dotllRadio <interface> config

Ay ax K (ME) O#E
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| Ravby—Rav by L— bRODORELHIT
CUick KA ky—Ha ok yL— rRavoriE [

Device#show dotllRadio 2 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz

Channel : 36

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled

Avi 2R b (MP1) OFE

Device# show dotllRadio 1 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz

Channel : 36

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled
Device# show dotllRadio 2 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5745 MHz

Channel : 149

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled

MP2 D#E}

Device# show dotllRadio 1 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5745 MHz

Channel : 149

Passphrase : Cisco

AES encryption : enabled
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KAV bY—RAU b YL— bROSOHREERTE |
B ocucsagkos ry—Rar bk yL— MR CORIT
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Fluidmax k7RO D DERTE & H&REE

e Fluidmax ((RA > BY—</LFRA b)) MARBYOREEHIE (97 X—)

Fluidmax (;R€ > FY—TILFRA L) rARODDE

E & REL

EEA L T7TANTIZFRITEHLTIL, RA LV MY —<VTF RS "NEma8EAT LD
Fluidmax € — R CENET D L HICTA YL AL U H—T =2 f AEHETEET, %4/&—
7 = A AIMSL LT Fluidmax /X7 A —2 Oty NafEHT 5720, EARGERLXY hT—7
FARa COFEENKIECH ELTWET, flE LT, UFOXIE, ME (X v a2z R)
J — RO T O IR % Fluidmax 77 A < U E— R CTHEHAL T, 250877258 TEEZD
Y HHZV I TAT > MPL (A aRA 2 R) | MP2, BLUMP3) O7=dITHEEET
D 2HAr—RBIRA MY —<VFRA L N T TAX R L TWET, MP2IZB L Tl
B ORI IE Fluidmax B4 4 U E— RCTEEL CMEIZHR L, 2BEBOA v X —T = A
A1 Fluidmax 77 A4 <~V E L TRHREINTENEZLS DAY A NI =L T4 7T (MP4
BILUMP5) DO7=DITHEREL 97,

X 3:2h X4 — F&! Fluidmax ~7Ro o

Secondary .”
f1-36 40MHz
f1 - 149 80MHz
1. f1 - 44 40MHz

MP1T 1 12

................................................ S econdar
. . r.2. .................... Secondary, anary Y,
Prlmarya?,fl‘nmary 2
ME ............... MP2
.......... r2 Secondar
é&econdary
n
o™
©
MP3 ]
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Fluidmax kRO SOHE LRI |
B ocusaf s by—<LFR b FERSOR

CLIZKARA U M Y—TILFRA b FARODDERTE

Fluidmax (RA > FY—<LF KA k) FREBVERETHITIE. kKOa~r FEFEHLE
h@‘o

Device#configure dotllRadio <interface>

interface : <0 ~ 3>dotl1Radio 1 > #—7 = A4 AD%EK =,

Device#configure dotllRadio <interface> {enable | disable}

enable E£72ld disable : VA ¥ L AA U F—T = A AOEHIREEZHRE L T, ETRICHDE
IS L ET

Device#configure dotllRadio <interface> mode {fluidity | fixed | fluidmax } { primary |
secondary }

mode : fRE INT2A v H —T = A AOEEET— K (Fluidity, fixed, %721 Fluidmax) .
primary | secondary : ===+ h® Fluidmax = —/V (7 A4~V £7mid®H %) |

Device#configure dotllRadio <interface> channel <channel id>

channel : BI{EF ¥ > /L ID <1 ~ 256> & ELE T,

Device#configure dotllRadio <interface> band-width <channel bandwidth>

bandwidth : T > R/VEEIE (MHz) . BEYR— F I TWAHEIZ20, 40, 80, 160 T,

Device#wr
RNA v WY —<)LFiRA 2k (Fluidmax) kA JgREDH :
ME (X v oz R) ORE

enable
mode fluidmax primary

Device#configure dotllRadio 1
Device#configure dotllRadio 1
Device#configure dotllRadio 1 channel 36
Device#configure dotllRadio 1 band-width 40
Device#configure dotllRadio 2 enable
Device#configure dotllRadio 2 mode fluidmax primary
Device#configure dotllRadio 2 channel 149
Device#configure dotllRadio 2 band-width 80

MPl (R aRA v ) OFE

Device#configure dotllRadio 1 enable

Device#configure dotllRadio 1 mode fluidmax secondary
Device#configure dotllRadio 1 channel 36
Device#configure dotllRadio 1 band-width 40

MP2 DR E

enable
mode fluidmax secondary

Device#configure dotllRadio 1
Device#configure dotllRadio 1
Device#configure dotllRadio 1 channel 149
Device#configure dotllRadio 1 band-width 80
Device#configure dotllRadio 2 enable
Device#configure dotllRadio 2 mode fluidmax primary
Device#configure dotllRadio 2 channel 44
Device#configure dotllRadio 2 band-width 40

MP3 DRE
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| Fluidmax ~AROCOHRE & BRIE
CUEEALERS Y hy—eLFRe ok rRoCoiE [

Device#configure dotllRadio 1 enable

Device#configure dotllRadio 1 mode fluidmax secondary
Device#configure dotllRadio 1 channel 149
Device#configure dotllRadio 1 band-width 80

MP4 DR E

Device#fconfigure dotllRadio 1 enable

Device#configure dotllRadio 1 mode fluidmax secondary
Device#configure dotllRadio 1 channel 44
Device#configure dotllRadio 1 band-width 40

MP5 OFE

Device#configure dotllRadio 1 enable

Device#configure dotllRadio 1 mode fluidmax secondary
Device#configure dotllRadio 1 channel 44
Device#configure dotllRadio 1 band-width 40

ClusterID : A > % —7 = A AN Fluidmax £ — FIZRESINNTWHESIZE DY THND ID,
ZOIDIE, T4~V ) —FRERw I T T TFIT74<1) ) — KTH L“C“Z?)éd\é\gfﬁ?)‘ﬂ *
T, WMULZ TAZIBTHT A AZHI L, I A—T T 5DIEIBET,

Tower ID : JREL72A vV Z—7 = A AD Fluidmax Z UV —ID Z AN E 71T EH L FET,

)

GE) Z#U—IDiX, RILEU—ID&EFROTF—F U=+ A v aliA b (MP) —MP & 5K

THEMSNET,
Fluidmax E— R CA v Z—T7 A A, 7 T7AZID, BLORF T —IDZRET HIZIE, kD=
~ v NEfHLET,
Fluidmax - Set the interface in Fluidmax mode.

Primary | Secondary - Fluidmax role for the device, either primary or secondary.
Device# configure dotllRadio [1|2] mode fluidmax cluster id fluidmesh

Cluster id - Set Fluidmax Cluster ID assigned to the interface.

Device# configure dotllRadio [1|2] mode fluidmax tower [enable|disable]

Tower — Enable or disable Fluidmax Tower ID for specified interface.

CLUZFERALEERA Y FY—TILFRA 2+ FARA S OREE

ZDavwy ReEfFE-T, ™AV MY —<FRA 2 b (Fluidmax) PR URELZHIEL E
—é—O

Device# show dotllRadio <interface> config
B
(X yvaxB) M2

Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidmax primary
Frequency : 5745 MHz

Channel : 149

Fluidmax Configuration
Tower ID : disabled
Cluster ID : fluidmesh
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Fluidmax kRO SOHE LRI |
B cuzemLrfes hy—<LFRe Yk FROSOREE

Automatic scan : enabled
Automatic scan threshold : disabled

MP2 (A v =aiRA k)

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidmax secondary
Frequency : 5745 MHz

Channel : 149

Fluidmax Configuration

Tower ID : disabled

Cluster ID : fluidmesh

Automatic scan : enabled
Automatic scan threshold : disabled
Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidmax primary
Frequency : 5220 MHz

Channel : 44

Channel width : 40

Fluidmax Configuration

Tower ID : 100

Cluster ID : fluidmesh

Automatic scan : enabled

Automatic scan threshold : disabled

MP4 MR |

Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidmax secondary

Frequency : 5220 MHz

Channel : 44

Fluidmax Configuration

Tower ID : disabled

Cluster ID : fluidmesh

Automatic scan : enabled

Automatic scan threshold : disabled
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19 =
BEE—F (BAEA VI3RS TF v+
Fluidity) F/RO D DERTE & H&EE

CRAEE—F (BEA 7T AT 27 F ¥ +Fluidity) R0 PORE EMFE (101 2—)
CLIICLDEAEET—F R YORE (101 2—)

BEE—F (BEAMA 73X S5 F v +Fuidity) kR
mRAOE ik H:

BEET—FRREICLY, BRDFFRBONTERT NA AEFRICRETEET, b,
V20%, BEEA 7 TARNT 7 FyNO 1 DO L | BiliEEE & [FIFFIZ3Z 1 A2 Fluidity
TIEARA L RELTO2EBEOEHE THREINTWET, U3 THHOERAS ¥ —7 =
A AN Fluidity & L TCRESNTWAEHEAE, UlOW G OERA X —T = A ANEEAS 7 T
AT I7F¥YELTHREINET, BEA L T7 T AT 7 Fya—L3\ WY, VA ¥ L
A B —T oA AT, P2MP (RA v "V —<LFRA ) v—L (T4~ F-ITE
B H D) OFIBRZ: LI Fluidmax £ — R CEIfET A Z &b T £,

4:BEE—F RO

Fixed-F1 Fixed-F2 Fixed-F2 AP-F3 MOB-F3 MOB-F3
el 3f-———— -y p————- 149-— ——-
U1 (ME) U2 (MP) us (MP) 2

CLIIZKBEEE—FFRODDETE
BAT— R MRV ZRETHICE, ROCLIa~ > REMHLET,

Device# configure fluidity id {vehicle-auto | vehicle ID | infrastructure | wireless-
relay}

fluidity id : 7 /XA A ® Fluidity 2 —/VZ 5% E L £ 77,
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BEE—F BEA VISR LS9 F v +Fuidity) FROSOHREEBRIE |
B cucrzEaz—rrkovorE

vehicle-auto : H EhHL[H ID JBINMEH S5 Hlj£— K,
vehicle ID (F¥5%) : FEIID NMEH INDHEFE— K,
infrastructure : 7 /3 ADA VT TFTANT I F v E— RERELFET,

wireless-relay : /Xy 7 IR — /L ~DA —H Ry MEGORNWT AV LAAL L TTANT I Fx,

Device# configure dotllRadio <interface>

interface : <0 ~ 3>dotl1Radio 1 > #Z—7 = A4 AD%EK =,

Device# configure dotllRadio <interface> {enable | disable}

enable E£72ld disable : VA ¥ L AA U F—T = A4 AOEHIREZHRE L T, ETRHICADE
XM L ET
Device# configure dotllRadio <interface> mode {fluidity | fixed | fluidmax}

mode : IEESNT-A VX —7 = A ZADEMEET— R (Fluidity, Fixed, % 7-(% Fluidmax) .

Device# configure dotllRadio <interface> channel <channel id>

channel : Ei{EF v > /L ID<1 ~ 256> ZRELE7,

Device# wr

]
Ul OFKE

Device# configure dotllRadio 2 enable
Device# configure dotllRadio 2 mode fixed
Device# configure dotllRadio 2 channel 36
U2 OFRE

Device# configure dotllRadio 1 enable
Device# configure dotllRadio 1 mode fixed
Device# configure dotllRadio 1 channel 36
Device# configure dotllRadio 2 enable
Device# configure dotllRadio 2 mode fluidity
Device# configure dotllRadio 2 channel 149
Device# configure fluidity id infrastructure

U3 OHE

Device# configure fluidity id vehicle-auto
Device# configure dotllRadio 1 enable
Device# configure dotllRadio 1 mode fluidity
Device# configure dotllRadio 1 channel 149

CLIICKBEEE—F FRO DKL
BEE— R MR VERIET 2121, KO show 2~ REFHLET,
Device# show dotllRadio <interface>config

Ul O :

Device# show dotllRadio 2 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz
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| B&E—F BEAYISZ 59 F ¥ +Fuidity) RO SORE & HRIT
CLIIZ&BBEE—F b ROD DAL .

Channel : 36

Passphrase : Cisco

AES encryption : enabled
AES key-control : enabled

U2 Ofiat

Device# show dotllRadio 1 config
Interface : enabled

Mode : fixed infrastructure
Frequency : 5180 MHz

Channel : 36

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled
Device# show dotllRadio 2 config
Interface : enabled

Mode : fluidity

Frequency : 5745 MHz

Channel : 149

Passphrase : Cisco

AES encryption : enabled

AES key-control : enabled

U3 DOHFEEE -
Device# show dotllRadio 1 config
Interface : enabled

Mode : fluidity

Frequency : 5745 MHz
Channel : 149

Passphrase : Cisco

AES encryption : enabled
AES key-control : enabled
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B cucrzEaz—rrkovorE

Catalyst IW 7 % £ X 7K > kA (T Cisco Ultra-Reliable Wireless Backhaul ') ') —X 17151 Y 7 ko z7 A>T 4 ¥al—Ya > A
1K




» 20 =

SE I T —ILA—/N—DETF LRI

BT = — L —N— OB (105 2—3)

cEHR T = — VA —N—ORE EMEE (105 =X—2)
cCLIICE D2EHE T = — LA —"—DFiE (106 <—)
cCLICE BB T = — N F— "—DEE (106 <—3)

BRI —ILA—N\—DHE

BT = — VA ==L, BFEDIA T DT = —NA—N"—FRETT, TORETIE. AT
DR —N—DIEFHELEHR L, LEISC TRHEICE D BEZ bR ET,
BT = — LA —N—D A I =K A

s URWBX—ADXy NT—=THNT/N—RF7T7DIENEXFY T 7 L— RO M2
L FE9,

e N—= R = TREENBELILIGE, MET7 z— LA — "=k, Xy FU—ZTKRDE;
FIRICHEEIETE £,

* Fluidmax #7256, 30K (xy NT—7 P4 XL - TR D)
* Fluidity Z #3254, 500 I U #bAH

\}

G @mE7=— AR FTR_XRTORY NV —7 TA B RICEENET,

SE I T — LA —/N—DRTF LT
A\

GE) @7 =N A— =D E & MGEE, Fluidmax €— K & Fluidity €— RO 5 IC#H S E
—j_o
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EEI—LA—N—0FEERE |
B cucszsgoc—nr—n—one

BT = — VA== TR ET DN, ROBHERENHIZSND LI LET,

1. 794~V ) —RERVIT T TI74<Y J—ROMERELHETH D Z L 2R
LET, ZHUZE, Fr x0T 2—4% (B, FvrxuE, —F) BERET
HDHZERENEENET, Fluidmax REN/R > TWBHEAIT, WMFD /) — KTy T A
ZIDNBFEILCTHAZ EE2mERLET,

2. XY MU= HOTRTDT N, ATEET =—/VF— =GN LET,

A\

GE)  Fluidmax @ 7 = — LA — =L, A —H 3y by T HR— 1V ZHEH L7 MP 5 MP £721%
ME 7°5 ME ~D 7 = — )L A —X—DHWPR— b ENF1,

CUICKDEET T —ILA—/IN—DERTE
@7 ==V F—N—ZRET DI, ZDoavr FEERALET,
Device# configure modeconfig mode meshpoint

modeconfig : 7 /3 ADBAEDOEMEE— FEHRELET, T—NE, Avazr K (ME) |
AvalAr b (MP) | 37—V F— U oA (L3) ICRETEET,

Device# configure mpls fastfail status [enable | disable]

mpls : FEELTZT NA ADmpls T —H# 7 L—AL7ry NaHELET,

fastfail : M7 = — VA —N—HEREDO AT —F X (ARhEITES) Z#RELET,
Device# configure mpls fastfail timeout <0 - 65535>

fastfail timeout : 7 /NA AEERHOEHE Y = — VA —NN—DHX A LTV FEHRELET,
Zoavwr REFHALC, VT g ViBIEERELET,

Device# configure mpls preempt-delay <0- 65535>

F7 4 NTE, TV g VIBERBIL 70 BT, ZOHBT., T4~ U TR, A
WD F) TN, ADSEFRNCERFEZNELES, XD, Xy NU—J7OBEDT
Voo 7y a VBIEAT — 2 2 IR T 9,

)

GE) MRS LA —T oA ARTEIL. MFOMERA » Y —<AVFRA L DT T4~ TRILT
% EPMETT,

CLIIZLAEET T —)LA—/\—DSE

Toawr REFEALT, BE T 2 — A —"—Z BRI L E7,
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Device# show mpls config
Device# show dotllRadio <interface> fluidmax (check Fluidmax Primary ID and working
state)

il

Device# show mpls config

layer 2

unicast-fllod

arp-unicast:

reduce-broadcast:

cluster ID

MPLS fast failover: enabled

Node failover timeout: 100 ms

MPLS tunnels:

Idp id 381877266 debug 0 auto pw 1
Local gw 5.21.201.116 global gw 0.0.0.0 pwlist {}
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. CLIZ&LBAEET T—ILA—/\—DEEE
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i

ENRFEDRE

s ENEBOFZFE (109 2—)

ENRFEDRE

Catalyst IW9167E 35 KON IW9165 1%, CLI Z#fEH L7 BB O A ZMb & bz AR — b L
Tb\iﬁ‘o

)

GE) BANEBREZ AT DRI, Catalyst IWII67E F 721X TW9165 BNENE— RIZHE SN T
WD EERMERLET, BAE— NIIBNTHEMTE X925, 5150 ~ 5350 MHz F ¥ /L%
BNOARFFRISNDENRH 5720, BNE— RIZEIMIITE L A,

T 7V M T, T, AIRAE— RIZRESINTWET,

BNERZAZNCT 220X, ROCLI a2~ FEaERLET,

Device# configure wireless indoor-deployment enable

FENENZ BT 220X, ROCLI 2~ REFEHLET,

Device# configure wireless indoor-deployment disable

E DRNERRZMERT DI, RO show 2~ REEHALET,
BNEBEXEN > TW DA

Device# show DotllRadio {1]2} config
DFS region : E

DFS radar role : auto

Radar detected : O

Indoor deployment : enable

Device# show controllers DotllRadio {1]2}
Radio info summary:

Radio : 5.0 GHz

Carrier set : (-Ei) GB

Base radio MAC : FC:58:9A:15:B7:CO0O

Supported channels:

36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140
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&
filt

B =x=00

AN EENZ /2> TH D56

Device# show DotllRadio {12} config
DFS region : E

DFS radar role : auto

Radar detected : O

Indoor deployment : disable

Device# show controllers DotllRadio {1]2}
Radio info summary:

Radio : 5.0 GHz

Carrier set : (-E) GB

Base radio MAC : FC:58:9A:15:B7:C0
Supported channels:

100 104 108 112 116 120 124 128 132 136 140
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AX— S A4 2 ADKTE LT

e Av— T A VAP R— FOFE (111 <—)

CLIICE DAY — I B ZADOBRE LB (113 <—)
cGULICL DAY —FTA B ADFRE (115 2—2)

cCLIZEM LT A~—F I AL — NEBOFE (118 <—)
cGUI AR LI-A— I 23— MEHORE (119 2—)
cCLIZEHALEFEITIA L ALVLORE (119 2—)

AYX— b, RAYHR— FOBE
URWBE— R THEITENTWET IV EARA V FDAw— T A4 B AL, ROVF Y %Y
A—FLTWET,

AT — I B ABEHICLY, TA B ADOEE I ERMAIE T — A L AR RBR N HRL
EhET,

« 74 AL ULIX, Essential, Advantage, Premier O — R(Z X Y H¥GEZ il L £ 7,

cTEHAEDY—MITFEI T4 T VATOT A AR M EFyvval, ¥— MIE
ARy NU—=2NOTPRENDIERTNA AR THL I AEHEEZ TR LE
B

« A~— NEEEE— FiX, Smart Software Manager (SSM)  (LARTo CSSM) (ZE#:45%E L C
FA B ADFERRI AR L E T,

T XYy TE—RTIE, AU —RLET77AVEEHLTSSM & FE)THREIL £
‘a‘o

e TFIA= VI FVDHIFDOLAFY2ME (Avi a2z R) £/ A v3/a—
NVrF—1r x4 (GGW) T, RAILIA BV ALV ERETDHLENH Y £97,

)

GE)  SSM & DA IEFICHESL T 5720, T3 AN NTP r—— L ELWEEZ TR 2 L)
L%,
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RX— b4 ROBEERE |

VY —2 17121 UK, Z2~— h T4 o 23R OILEMKELZ T R—F L TWET,
» Catalyst IW9165 33 L VN IWO167 D F D — R & T A B AL~ LDFHEL
cHREINTZY— MEEHAED Y — MEEERT H7-OD CLI 2~ K

c EITPDTA B ALV BB T D12 CLL v R

FAEBLALAYLE L — FOREIL, ROTAAAL 2 — )L EHTEET,

*ME (Ay¥axR) BESNSTIANTITF v Xy FU—7

« ME Fluidity L' 4 ¥ 2 r v hU—7

« Ja—s L — k7 =4 (GGW) Fluidity V' A ¥ 3 %y hU—7

Uy —2EARRTE RUM) LAR— ME, BEOHERED T AL A — 1 2FEHALTWST

NAZADEZEAN T P LET, ZOHEb LT, FHERMNES 7O — FBRRESNET,

WOFREMH LT, Catalyst IW9167 B L ONIW9I165 DA~ — h T AL A L~ULTHREY A b

ZHIE L £

% 7: Catalyst IW9167 DAY — k54 2V ALANJL

FAERADEIAT

Hee

Essentials

o MR R oD [ E R EH A V—7" > b
o IR D AP BENAR A L—T" b

+ 0.5 Mbps DBENEKHZ 74 7 > h A)L—
ZA

Advantage

o BEHI RO ER BN AL—T"> k

o MEHIBR D AP IR ENAH AL—7" > h

* 50 Mbps D H I EIAH A L—7"> k
o v LF N ZEE (MPO)

Premier

o BEHIFR O [EEREH A NV—T"> b
« IR D AP MBENAR AL —T" b

o MEHI PR O B AR ENAH AV —7"> b
* MPO




| RR—FS1 L ROBEFE LRI
cicks2v—rS1tozngEesi ]

% 8: CatalystIW9165 DAI— k54 2 ALARJL

SAE ADRAT HEEE

o BERISR O FEERREH A L—7" b
15 Mbps @ AP BB A L—7"> K
5 Mbps O HLI IR EN AT AL —7" >

Essentials

MEHIPR O [E TR EH A L—7" > b
* 50 Mbps ® AP IBENMAH A L—7">

50 Mbps D H IR ENAH 2 L—7"> |k
« MPO

Advantage

G ROBEEHREBER AL—7> b
RO AP MIBEMAH A L—7"> b

FEHIR O RSB A 21— b
« MPO

Premier

CLIICKBARY— IS4 ANDETE & REE

Aw— I BV RAERET AT, ROCLIa~r REFEHALET,

Device# configure license iw-level [advantage | essentials | premier]

advantage: Network Advantage for Radios
essentials: Network Essentials for Radios
premier: Network Premier for Radios

A= NTA BV ADT A AFEFERETDHITNE, WOCLIa~ > FEaEHLET,

Device# configure license iw-network seats 6

A= " TFTA B ADE U TA VRBRBBAEHRET DI, KOCLI 2~y REFEALET,

Device# configure license smart transport smart

Device# configure license

Device# configure license smart proxy address 192.168.1.1 (Optional)
Device# configure license smart proxy port 3128 (Optional)

Device# license smart trust idtoken <id token generate from SSM> local
Device# configure license smart usage interval 50 (Optional)

A= TA VL ADET T T4 VRERAEFRET HITIE, RO CLI 2= REMHALET,

Device# configure license smart transport off
Device# license smart save usage all tftp://192.168.216.201/rum report all.xml
Device# license smart import tftp://192.168.216.201/rum report ack.xml
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RX— b4 ROBEERE |
B cucszax~—rsqeozomEenm

SAELVABZED VY BT T7 4L E L THRETAIZE. WOCLIa~y REFERALE
ﬁ—o

Device# license smart factory reset

Y

GE) F I R_RTCOITA B AREEZZ VT T AI20F, reloada~ > FEEHALET, writea~ 2 K
IEER L2 TL &N,

A= TA VL ADZA T ERBIAET DIIE, RO show =2~ REFHLET,

Device# show license usage

License Authorization Status: Not Applicable

IW9167 URWB_NW_A(IW9167 URWB_NW A);

Description: Network Advantage for Catalyst Industrial Wireless CURWB Radios
Count: 1

Version: 0.1

Status: IN USE

Export Status: NOT RESTRICTED

Feature Name: IW9167 URWB NW_A

A= IFA B ADT A AFFERHRFET HIT1E, RO show 2~ RELEHLET,
Device# show license iw seats

6
A= FT7A B ADMEREERAET H121E, RO show 2~ REMHH L E£7,

Device# show license summary
Account information:

Smart account <none>

Virtual account <none>

License Usage:

License : IW9167_ URWB_NW_A
Entitlement Tag : (IW9167 URWB NW A)
Count Status : 6 IN USE

Y

GE) FAv AR =K BEELTA L A= BT 7T 4 77354 2480
FRAANFT TG4 OB, THRA AL T — ROX— 0 ZIREIZ 2 AT,

T IF 4 TTNRA ZAERRERTLTA L AL — MNIEBLZTWAES, MEIZS HZLIZ
SSM ~D T A B AERRW LA — FEEELET,

Av— I A4 B ADHA (ERTAM) v — L2 /KEET 5121Z. D show 2~ RAEHEHL
i‘j‘o

Primary ME# show license tech support
License Usage

Handle 1

Measurements:
ENTITLEMENT:

Interval: 00: 15: 00
Current value: 0
Application Name: UrwbSLP
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Application id: UrwbHA

Application Role: Active

Peer info:

Application Name: UrwbSLP
Application id: UrwbHA

Application Role: Standby

PID: ‘nullPtr’

UDI: P: IW9167EH-B, S: KWC26330HMR
Smart Account Name: ‘nullPtr’
Virtual Account Name: ‘nullPtr’

Standy ME# show license tech support
License Usage

Measurements:

ENTITLEMENT:

Interval: 00: 15: 00

Current value: 0

Application Name: UrwbSLP
Application id: UrwbHA
Application Role: Standby

Peer info:

Application Name: UrwbSLP
Application id: UrwbHA
Application Role: Active

PID: ‘nullPtr’

UDI: P: IW9167EH-B, S: KWC26330HLF
Smart Account Name: ‘nullPtr’
Virtual Account Name: ‘nullPtr’

Aw— KT A L AD SSM #5572 AL T H121%, RD show 2~ > REHEHLET,

Device# show license status

Account information

Smart Account SA-IOT-Polaris As of Sep 28 2022 11: 04:03 CST
Virtual Account: CURWB

Transport:

Type: Smart

Proxy:

Address: 192.168.216.201

Port: 3128

Policy

Policy in use: Installed on Sep 28 2022 11: 04:03 CST
Policy name: Test policy

Reporting ACK required: no (Customer Policy)

First report requirement (days): 94 (Customer Policy)
Report on change (days): 100 (Customer Policy)

GUI IZCEKBRI—FSAM BV RADETE
GUI Z L TAY— 74 B U AERET DITE, ROFIAEZFATLET,

1. URWBRZY hT—27 D%y "I —27 FA B A L-"ULZEIRLET,

2. TABUVALULNSSMIZ L > CHI S, Y7 b= THERBICERSNTWSZ L&
MR L ET,
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BEDT AL AL~ (f] : Network Essentials for Radios) Offi A¥iZHE T 5 L 51z
Xy NT—=7 v —MeRELET,
R E # 7 v — F9 5121, [Download Usage] &7 ¥ =3 »IZfE) L, [Usage range]
ke 77X VA RNDOAE T g G [ALL] #8R L, [Download] & 27 V v 7 L9,
A ATV a v EMERALT, §3CORUM LAR— b (74 & AERRMIER) %
RIELET

*[Days] 7 4 —/V ROA T v a2 MHLT, wEnHE (4HZRS) ORUM LAR—
N ERIFLET

[Upload CSSM Ack] £ 7 v a ' TT A & AR Z RIS 521X, [BROWSE] &~
Vo2 LT, A— b=V 2V MRZT XY v (7714 Y) T— RO L X IZEBEH
AVARUATSSM B AT o — R U7 ACK (ERINE) 2140 AR—FLET,

ROEIL, A~— I B ADOEREHTT (A4 F—REFTITA4F—R)
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cisco
ULTRA REUABLE
'WIRELESS BACKHAUL

10TOD IW [ oftine |
IW-MONITOR ==

FM-QUADRO

GENERAL SETTINGS:
- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowlist / blocklist

- multicast

- snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vian settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

M
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW [ orfine |
IW-MONITOR =3

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio

- antenna alignment and stats
NETWORK CONTROL

- advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

- allowiist / blocklist

- multicast

-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

- logout

aulics 27— r5qtvzonE [

Cisco URWB IW8167EH Configurator
5.21.201.88 - MESH END MODE

SMART LICENSE

Smart Licen:
Select the network license level for Cisco URW stack
The license level is bound to software features and monitored by the CSSM.
Set the network seats to consume usage for particular license level.

Settings.

License Level: Network Essentials for Radios ~/
Platform IW9165 License Seats: 0

Platform IW9167 License Seats: 0

@ smarcAgentis set o Online Mode

©2023 Cisco andlor its affilates. All rights reserved.

Cisco URWB IW9167EH Configurator
5.21.201.88 - MESH END MODE

SMART LICENSE

Smart License Settings

‘Select the network license level for Cisco URWS stack.
The license level is bound to software feature™
Setthe netvork seats o consume usage | Netwark Advantage for Radios

[P « Network Essentials for Radios

Network Premier for Radios

Platform IW9165 License Seats:

Platform IW9167 License Seats: 0

@ sman Agent s set 1o Online Mode ‘

©2023 Cisco andlor its affilates. Al rights roserved.
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cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD W [ ortiine |
IW-MONITOR [ Disabied |

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

-antenna alignment and stats
NETWORK CONTROL.
-advanced tools

ADVANCED SETTINGS
-advanced radio settings

- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- ethernet filter

-12tp

Cisco URWB IW9167EH Configurator
6.21.201.88 - MESH END MODE

SMART LICENSE
Smart License Settings
Select the networkicense level or Cisco URWB stack

The license level is bound to software features and monitored by the CSSM.
Set the network seats to consume usage for particular icense level,

License Level: Network Essentials for Radios v
Platform IW9165 License Seats: 0

Platform IW9167 License Seats: 0

) .

° Smart Agent is set to Airgap(Offline) Mode ‘

Download Usage

Save RUM reports (lcense usage information). Save all RUM reports using Al options. Save: RUM report for the
last n number of days (exciuding the current day) using Days option. Save all unreported RUM reports using

- vian settings
- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS
- remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

-logout

CLIZERALAY— SR — FEEDETE

A= I7A B A= FERET DI, KD show 2~ FEEHLET,

Usage range: Al v

Days: 1

Upload CSSM ACK

A~

©2023 Gisco and/or its aflates. Al rights reserved,

Device# configure license iw-network seats platform
iw9165 iw9167

WORD Select one above platform (case sensitive) to configure seats.

Bl

Device# configure license iw-network seats platform iw9165 12
Device# configure license iw-network seats platform iw9167 15

CLIZFERALEZMtE R iw — FDFER

SAv L AL— NERE

Device# show license iw seats

Platform Configured Current
IW9le7 0 15
IW9165 0 12

Device# write
Device# reload

Device# show license iw seats

Platform Configured Current
IW9le7 15 15
IW91l65 12 12

BT 5L, kD show a2~ FEEHLFET,

i |
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GUI Z2ERALIE-AYN— S4BV RAO— N EEHDERE

URWB A ¥ v 7 DFy hU—27 S4B A LoULEBIRTB121E. WOFEEFEITLET,

1

ok~ b

[Advanced Settings] "C., [smart license] #7 U v 7 L £,
[Smart License Settings] ¢, [License level] Z &R L £ 7,
[Platform IW9165 License Seats] {ZfE% A L E 7,
[Platform IW9167 License Seats] (2% AJ) L £ 77,

[Save] 27 U v 7 LET,

CLIZHLEETS4 A ULANILDER

FGAB L ALY T T A< ME £721Z GGW T34 2 (% v hU—ZREICESL) I
FoTRESH, Xy NI —ZIZHEINTWATRTOF AL ARSI CHEH SN E

‘j—O

MEBXOGGW (A BV AT 4 AN Ea—H) ODTA B ALULERET HITIE. K
DOCLI a2~y REFEHALET,

Device# configure license iw-level

)

Advantage: Network Advantage for Radios
essentials: Network Essentials for Radios
premier: Network Premier for Radios

Device# configure license iw-level [ premier | essentials | Advantage ]

ME BLNGGW DT A B A UL ZHERT HIZ1E, RO show 2~ REMFEHLET,

Device# show license iw level

MP

Configured IW Network License: ESSENTIALS
Running IW Network License: PREMIER
Device# write
Device# reload

Device# show license iw level

Configured IW Network License: PREMIER
Running IW Network License: PREMIER

(FAEBV ALY =) ODTA VL AL~V EMHERT DT, ROshowa~ 2 REMHL

£,

Device# show license iw level

\}

Running IW Network License: PREMIER

G

FTABVVALNYVTRETE EFE A,
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LAN2AY L 1DBEBRMEDRTE

e LAY 2 Ay aDiFmEtEoRE (121 =)
cCLIZMMALIZLA Y2 7 a h a2 VEEEDORE LR (122 2—)
cGUIZER LAY 2 7 haufiEkoRe (124 X—)

LAN2A Yy 1aDNEBENDRTE

VA V2A Yy oG iEr AT 2L, FFEDOT e havdAf —Hxy N A T HEFRT
EFET, A=V Ry N A THEERETDHITNE, CLIa~y FEIIGUI AL T, 2y b
T — 7 BN ETITENC LET, ROV XA MNTHATRELA —V Ry N2 A TIIRETE
FH A,

R FHEHA—Y RV FE2ATDIR L

A—HYxy bRAT (8 |EnEATRE Z DD IER

)

0x0000 ~ 0xOSFF 2—P—FHEARE | A —F Ry N1 7 L—2A, STP & CDP (Iftho>
BREA TV a v DRBEZITET

0x0800 PSP IPv4

0x0806 K hix ARP (IPv4)

0x0900 ~ 0x09FF FExtiis URWB v 7}V 77w kan

0x8100 ESIn IEEE 802.1Q VLAN 1 7" & 11k,

0x8847 ~ 0x8848 FExits MPLS

OXFFFF FEXFIE IANA THI % 7

MPLS L' A ¥ 2 E— R THEHTAESE. URWBTF—X FL—r Ay ia Xy NU—27 TIEK
OREREEN Y R— XN ET,
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B cuzemLrL v ToranERoRELEE

s LAY2 Ay v aBESEEE AT D L. PR AN A —T Ry ME A T EIBINIC
TUANEY U TTAHZE T, URWB Ry NU—T RKTIEIPVE L A ¥ 2 7o kaLkiz

%Lij—o
cURWB Ry NT—VIZHFET DA —H %y N A THREIICHRE S, LAR—FELE
@—O

TR YR MDA =Ry FFA T aBINE L OHIERT D HEE,
fERp FETRERBREERET D (TXTOLA Y270 haraefFcd o) #
Ao

+CLI & GUI OB RV HR— FInFET,

CLIZERALELAY2 70 Fa)LEEDERTE & FER
LAY 278 ha/ViREZ#&ET DL, RO CLI 2~ REHLET,
HFAU R ML =Y Ry AT EBNTAHICIE, ROCLLa~<> REFHALET,

Device# configure mpls ether-filter allow-list add

<0x0-0xffff> ether-type value
all allow all ether-types

i

Device# configure mpls ether-filter allow-list add 0x86DD
Device# write

Device# reload

Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block

YA MDA =Y Ry N A TEEIBRT DI, RO CLI a~y> REEHLET,

Device# configure mpls ether-filter allow-list delete
<0x0-0xffff> ether-type value

il

Device# configure mpls ether-filter allow-list delete 0x86DD
Device# write

Device# reload

Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204, ethernet-I block

HFAVRARDTRTCOAL =YXy NS T BV TTHIT0E, IROCLI a2~ REfEHALE
7,

Device# configure mpls ether-filter allow-list clear

i
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CUsEALELSv2 70 rangtogeewR [

Device# show mpls config
Ethernet Filter allow-list: 0x8892 0x8204 0x86dd,
Device# configure mpls ether-filter allow-list clear
Device# write
Device# reload

Device# show mpls config

Ethernet Filter allow-list: none, ethernet-I block

ethernet-I block

FFAf ) A MZTRTCOA —Y Ry bZA T HBINTHI0E, ROCLIa~y REEHLET,

Device# configure mpls ether-filter allow-list add all

i

Device# configure mpls ether-filter allow-list add all
Device# write
Device# reload

Device# show mpls config

Ethernet Filter allow-list: all, ethernet-I block

\}

GE) al¥—U—KI. /=Xy b7 4NV FEBF =L RRE— FITik

Y 2 MCHE—0= > Y 0x0000 Z A LET) o

ET DI ET

BHENZA =T 32y FEZATDIY A 27 VT 5120, ROCLIZ~ > REFHLET,

Device# configure mpls ether-filter table clear

il

Device# show mpls ether-filter

Ether-type Direction Description
0x8899 INGRESS -—-
0x86DD INGRESS IPv6

Device# configure mpls ether-filter table clear
Cisco-81.160.136#show mpls ether-filter
Ether-type Direction Description
0x8899 INGRESS -—-

\}

GE)  mHli7eeRE, RSN, —h 2y VA TR 7 VT Lictk,

£

Ny 2 759 RTEIEL

A —HFy 7B FalZEZRETHITIEL, KOCLIa~y REERLET,

Device# configure mpls ether-filter ethernet-I forward

il

Device# configure mpls ether-filter ethernet-I forward
Device# write
Device# reload

CatalystIW 7 & + X 7K1 > k& (T Cisco Ultra-Reliable Wireless Backhaul ') ') —X 17151 Y 7 by xz7 av 74 F¥al—Yav i

1k




LAv24yanBEatosE |

B cuzEmLrLrv2TorarEton

Deive# show mpls config

Ethernet Filter allow-list: 0x88F8 0x891D, ethernet-I forward

Device# configure mpls ether-filter ethernet-I block

il

Device# configure mpls ether-filter ethernet-I block
Devicefwrite
Device# reboot

Device# show mpls config
ﬁéﬂernet Filter allow-list: 0x88F8 0x891D, ethernet-I block
ARl SNTeA =Ry F AT DY A NEREERT HI121E. IRD show 2~ > REMEHLET,
Device# show mpls config
B
Device# show mpls config

Ethernet Filter allow-list: 0x8892 0x8204 0x86dd, ethernet-I block

MHSNIeA =Yy AT DY AN 2R 5I21E, RO show 2~ R LET,

Device# show mpls ether-filter table

Bl -

Device# show mpls ether-filter table
Ether-type Direction Description
0x8899 INGRESS -
0x86DD INGRESS IPv6

GUIZERLELAVY2 70 Fa)LEREDETE

e
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BEDA =YXy MIAT LR ENT A —V Ry N A T2 U A MIBMT 212F, K
DFNEZFITLET,

1. [ADVANCED SETTINGS] . [ethernet filter] #7 U v 27 L %7,
[Ethernet Filter] ™7 1 > KU MWMFERENET,

2. [Detected ethernet types] 27 > 2 > C, [Add] %227 U v 7 LTI U A MIA—HFy &
A7 EBMLET,

3. BMLKEZD L, BIEARDOA —H %y N Z A 7% [Allowed Ethernet type] £ 7 2 2 /12X
B ET,

4. [Allowed ethernettypes]| &7 > a2 » C, FFEDA —H Xy NF A T &FFI U X MZEMNT 2
WZIX, 7F A MR w7 AT [Ethertype] 44 AJJ L, [Add] 27 U v 7 LET,



| vav2rysainBEBitEnHEE

RO,
A7 %ZRLT

alean]n,
CIsco

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW [ otfiine |
IW-MONITOR

FM-QUADRO

GENERAL SETTINGS

- general mode

- wireless radio
-antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS
-advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vian settings

- Fluidity

-misc settings

-smart license
MANAGEMENT SETTINGS
-remote access

- firmware upgrade

- status

- configuration settings
- reset factory default

- reboot

-logout

alualn
cisco
ULTRA RELIABLE
WIRELESS BACKHAUL

100D IW [ ornine |
IW-MONITOR [ Disabied |

FM-QUADRO

GENERAL SETTINGS
- general mode
- wireless radio
-antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS
- advanced radio settings
- static routes
- allowlist / blocklist
- multicast
-snmp
- radius
-ntp
- ethernet filter
- 12tp configuration
vlan settings
- Fluidity
- misc settings
- smart license
MANAGEMENT SETTINGS
- remote access.
- firmware upgrade
- status
- configuration settings
- reset factory default
- reboot
- logout

ALY ARG

j—O

1. [ADVANCED SETTINGS] C. [ethernet filter] Z2 V v 7 L3,

GUI2fEAL-LAVv270 kaLERED

sz I

FEA U A MSBIMSENT R EDA =Y Fy AT e SN A =V xy M ¥

WET,

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH END MODE

Ethernet Filter
Detected ethernet types
To add a detacted ethertype i the alowtis cick on Add
Ethertype Description Direction Action
0x8899 = INGRESS [ Ak |
0x85DD 1PV INGRESS [ Ak |
Clear detected ‘
Allow all ethemet types (]
Allow Ethemnet 1 protocols ]
Allowed ethernet types.
To add a specific ethertype to the allowdist, insert it in the text field and click on Add.
Ethertype Description Action
0x8892 PROFINET
048204 QNX Qnet
Clear allowed
“ -

22023 Cisco andior ts affliates. Allrights reserved

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH END MODE

Ethernet Filter
Detected ethemet types

To add a detected ethertype to the allowlist cick on Add.
Ethertype Description Direction

0x8399 - INGRESS

0x86DD IPV6 INGRESS Add

Clear detected

Allow all ethernet types [_]

Allow Ethernet 1 protocols [

Allowed ethernet types

To 2dd 2 specifc therype o the alawist, insert it text el and cick on Add
Ethertype Description Action
0x8802 PROFINET

Clear allowed ‘

©2023 Cisco andior ts affiliates. All rights reserved
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[Ethernet Filter] 7 « > RUREREINET,

2. FFAIURARIMLTRTOAL —H Ry NFA T %7 VT3 5I21%, [Allowed ethernet types] &
733 C[Clearallowed] #27 UV v 7 LET,

3. [Clearallowed] %27 Vv 7325 &, FFA[U A S LTRTOA —H Ry NEATNRIT VT
EhET,

ROBZIT, FFAT) A RDOFFATSNTeA =Y Ry NIATRT XTI VT SNz Z &KL
TWET,

e
CISCO Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

10T0D IW  ottine | Configuration contains changes. Apply these changes?  Discard | Review |
IW-MONITOR Disabled
FM-QUADRO

Ethernet Filter
GENERAL SETTINGS Detected ethemet types
- general mode
wireless radio
antenna alignment and stats Ethertype Description (EE D o)

NETWORK CONTROL 08809 = INGRESS “
- advanced tools
ADVANCED SETTINGS 0x860D 1Pve INGRESS “

advanced radio settings
- static routes B
- allowlist / blocklist Clear detected ‘
multicast -
-snmp
- radius Allow all ethernet types [
s Allow Ethemnet 1 protocols [
- ethernet filter

- 12tp configuration

vian settings Allowed ethernet types
- Fluidity
misc settings
- smart license Ethertype Description Action

MANAGEMENT SETTINGS “

- remote access
- fimware upgrade

status ‘ Clear allowed ‘
- configuration settings

- reset factory default
- reboot
- logout

© 2023 Gisco andor its affiliates. All ights reserved.

T A RbtiENTcA =Ry FA T 2T XTI V7T 5121, ROFIEEZETLE
R

1. [ADVANCED SETTINGS] C. [ethernet filter] %2 U v 7 L%,
[Ethernet Filter] 7 « > RUNRFRINET,

2. [Detected ethernet types] = 7 2 = > C [Clear detected] 7 U v 7 LT, R U A Bt
ShieA =%y NEAT %7 VT LET,

3. [Clear detected] 27 U v 7 9% & [Detected ethernet types]| &7 > a > DA —H% Ry M ¥ A
TRT VT SNET,

ROBZIZ, #FAf) 2 b ShicA —Y Ry FIATRT XTIV TSz Z &&RL
TWET,
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]
Clsco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL

10TOD IW [ ortiine | Ethernet Filter
IW-MONITOR [ Disabled | Detected ethemet types
FM-QUADRO To add a detected ethertype fo the allowiist click on Add.

GENERAL SETTINGS Etnertype Description Direction Action

general mode
- wireless radio
Clear detected

- antenna alignment and stats
NETWORK CONTROL

advanced tools Allow all ethemnet types [
ADVANCED SETTINGS e
Allow Ethernet 1 protocols [
- advanced radio settings

static routes

allowlist / blocklist Allowed ethernet types
- multicast

snmp
B Ethertype Description Action

3dd a specific ethertype to the allowlist. insert it in the text fieid and click on Add.

np 0x8892 PROFINET Delete

ethernet filter

- 12tp configuration 0x8204 QNX Qnet Delete
- vian settings

- misc settings
smart license i i
MANAGEMENT SETTING S ‘ Clear allowed ‘
remote access
- firmware upgrade

status
- configuration settings

- reset factory default
reboot
- logout

©2023 Cisco andior its affiliates. All rights reserved.

FTRTOA =Y Ry MATZFF Y A MIBNT S R %) (23, ROFIHEZETLE
RS

1. [ADVANCED SETTINGS] C. [ethernet filter] &7 U v 7 L$7,
[Ethernet Filter] 7 « > RUBNEREINFE T,

2. [EthernetFilter] & 7 2 =2 @ [Allow all ethernettypes] F— v 7 N> 7 A& A I LT, T3
TOA =Ry NEIATZFFA ) X FTHAILET,

3. [Save] IZHEWT [Applyl 7 U w27 LT, REEZEHELET,

ROBETIZ, TXTOA =Ry M2 A TRFHFAIY A MBS THET,
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alialn
Cisco
ULTRA RELIRBLE
WIRELESS BACKHAUL

10TOD W [ orine |
IW-MONITOR
FM.QUADRO

GENERAL SETTINGS
general mode
wireless radio
antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS
advanced radio settings
static routes
allowlist / blocklist

multicast
snmp
radius

-ntp
ethernet filter
12tp configuration
vlan settings
Fluidity
misc settings
smart license
MANAGEMENT SETTINGS
- remote access
firmware upgrade
- status
configuration settings
- reset factory default
reboot
- logout

LAv24yanBEatosE |

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH END MODE

Configuration contains changes. Apply these changes? Discard

Ethernet Filter

Detected ethernet types
To add a detected ethertype to the allowlist click on Add.

Ethertype Description Direction Action
0x8899 INGRESS
0x86DD Pv6 INGRESS

Clear detected

Allow all ethernet types
Allow Ethernet 1 protocols [

©2023 Cisco andlor its affiliates. Al rights reserved.

A=y b1 78 FalLERET LTI, ROFIEZFEITLET,
1. [ADVANCED SETTINGS] C. [ethernet filter] %2 U v 7 LE T,
[Ethernet Filter] 7 « > RUNRFRINET,

2. [Ethernet Filter] = 7 2 =2 > @ [Allow Ethernet 1 protocols] = > 7 R v 7 A& 412 LT,
A—HFy bl 7a haleE—ReEMcLET,
3. [Save] IZ#EW\T [Apply]l #7 U w7 LT, XEEZELHLET,

WOERIL, A —FRy b1 7w balazifFadIRELZRLTNET,
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cisco Cisco URWB IW9165E Configurator
ULTRA RELIABLE 5.81.160.244 - MESH END MODE
WIRELESS BACKHAUL
10T0D IW [ ornine | Ethernet Filter
IW-MONITOR [ Disabled | Detected ethemet types
FM-QUADRO

To add a detected ether the allowist click on Add.

GENERAL SETTINGS Ethertype Description Direction Action
general mode

wireless radio
-antenna alignment and stats 0x86DD IPv6 INGRESS “

-advanced tools

ADVANCED SETTINGS Clear detected
advanced radio settings —_—

- static routes

- allowlist / blocklist Allow all ethernet types [
o ceat Allow Ethernet 1 protocols
snmp
- radius
-ntp Allowed ethernet types

ethernet filter To add a specfic ethertype to the allowist, insert it in the text field and click 0n AdG.

-12tp configuration

th
e Ethertype Description Action
Fluidity ox892 PROFINET
- misc settings
smart license 0x8204

remote access
-firmware upgrade

- status

configuration settings Clear allowed
- reset factory default
- reboot

i “

2023 Cisco andlor its affiliates. Al rights reserved.
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TILFINAEEDHRTE

« MPO OHEEL (131 ~—2)

* MPO O#%EE (131 =—2)

« MPO /X7 v N O L EERE (132 3—)

« CLI ZfEH L 7= MPO #REDRE (132 ~—)

« CLI Zfi [f] L7z MPO e DfEse (MPO B&fhl) (133 =—27)
« MPO DOfil|[REFIH (136 ~—3)

MPO D2

HTHIK BENAS AT A CTlX, mEZR#E EORy N —JEmAMIRFINET, UL, &)
N5 EDORVERFEHAKEREREEZEWLET, LrL, Xy NU—2 OB MHEE,
MR R OBRESM, BIOSEIE R WI-FIEEIE I v —I 72k, X7y MEKR
BRELET, LT RXZFRXL—2 gy (MPO) 1T, BEOUA YL ARy hOE
BT H2EMERETHI LKLY, BEMELZEDET, ZORTFIIFEADOT V7 /v P—id,
BRI OE N T 7 4 v 7 R RRKAGITER L, ~"— Ny = T7EEZHO L TrTHEZ S
B, PEIEE A L. T OREZRE L 7,

MPO (%, ERXRANTVATAETAY VAR NV—T DRy I RA VT ITARNT I T ¥
DN DT~V AL »F KXA (LSP) 2T 572007 7e—F2BEHL TV ET,
BEDOLSPIZ LY | BEIAMZOE Ty METLRAARBATEET L2 LT, Ny MEK
PR CE ET,

MPO O aE

F 74V hTIE, MPLSIE, Hfie A V7T AN T 7 F v BOT —Hatfic, H—0U A v
VAV AL CH—~O RV L ET, 2 DOBHFERE T2 SO A ¥ —
T oA AT 5EE1E. 4 DO MPLS bRV EZRELTMPORERNRE T 7 4 v 0 %
EETEET, RESR T 74 v 7 IEBEOY 7 E2EATH LI MPO 2% ET D L.
FERTREREZ U A YL AU 27 EICMPLS b RABERENET, FUATLRY 7T
LoT, MPOREXNR N T 7 4 v 7 PERIISNET, 12OV A YL RY U 7ICEENEL
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TLFAREEDOEE |
B wveo <y romme BERE

TH, MOV IR T 7 4 v 7 2GR L ET, UIWD U —217.141 TlL, MPO TE#H 7 =—
VA== R— b ZNET,

MPO /X7y FDEHR L EERE

MPO Tix, R ENTAT Y FPEBOUA VYV AF ¥ RV E2S LT (SEIERT 7
ARA Y MD) EEESNET. ZHC KV EEEDRfER S, ZERT 7 B AFA b DOZEH
BAN=T 20, 22 b 1 SDOERPNIE L ZE SN2 REMED KIE I B L &
T, EEREL. BRIV YLV ARRTREEINAT v FOBEEEZFHET 725D D, MPO
DY 1 ODORETT,

ZORER, BUE SNy MIF Yy —F7 U AFBERFE D Y TonTW\Wb iz, BEERET IV
Y RNITTICZE LAYy hOBRAZHIRTE £,

BRI EEREO S 22 TR LET,

p ' Lost
BE BB Network 3 X B

7 De-dup s Application
e - " e
i B B B

B B @ -CNetworkiy = 2 1

BRI BEREOT LTY XA TIE, ROUBENETENET,
« Ny MER & IR B AL P 2R AL N AT KAL L E T,
Ny Ty VT EoTRAET LBIMONNT y MEBIEZ 72 LET,
CE STy D= U ROy N EBIRLET,
«CPU, U Y—A, BIOXAE)OHERLEMEIETET,

CLI Z{# A L1- MPO #8eD R TE

MPO H¥FEA R ET HITIE, RO CLI 2~ > FEEHALET,

Device# configure fluidity mpo

cos: MPOTLEM: (—EIZ1 2D CoSDH) THR#ET D T 7 4 v 7 DY —ERT7Z X (CoS)
FRELET, A%h72 cos DEPHIZ0~7 T, F 7 /L MiEIX 6 T,

path : /XA LT A ZAD I L - THENL S DRI TR/ S A DR R EFHE L ET, A%
BRARY 7 OFIFIZ 1 ~4 T, F 740 MEIZ1TT,

rss: VA YL AU 7 Of/NRSSI LEVMEEZ TTE/SA (dB) & LTERELET (AL
FTONA ADIR) o BRI E rssi fEO#IPHIL 0 ~ 96 T, T 7 4 /v MEIX 20 T,
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cu %A L= Mo ieeomR mro )

telemetry : fF%%;E@ MPO 7 L A b U OFIMb/ Mz %€ LT, telemetry fEi1X. A% : M=1
FIIFEY)  M=0 (F 7/ k) TT

Device# configure fluidity mpo status

disabled : MPO OB EHEERE Z NI L £,

rx-only : MPO A7 — 4 A% rx-only IZXE L £T, BEMPLS N7 7 ¢ v 7 OFEMEREL, %
BrI72 740w 28U LETA,

paflls

enabled : MPO A B L ET, ¥IE N T 7 4 v 7 2B LT, FEMPLS N7 7 ¢ v/ &
BRELET,
)

Device# configure fluidity mpo cos C ( C value from 0 to 7 (default 6)
Device# configure fluidity mpo path max N ( N value from 1 to 4 ( default 1)
Device# configure fluidity mpo rssi min R ( R value from 0 to 96 ( default 20)
Device# configure fluidity mpo telemetry T (T can be one of: enabled: M=1
Disabled: M=0 (default))

Device# configure fluidity mpo status S ( S can be one of:

enabled: E=1 F=1

rx-only: E=1 F=0

disabled: E=0 F=1 (default))

WIZ, MPO BT A ZEHAL7-UDP T L A R AR —2DfZRLET,

Device# configure fluidity mpo telemetry <enabled | disabled>
Device# configure telemetry server 192.168.0.200

Device# configure telemetry export enable

Device# configure fluidity mpo telemetry enabled

MPO B /8T A — 4 A HERT I, Ko show =~ > KA LET,

Device# show fluidity mpo config

1l

Device# show fluidity mpo config
Status: enabled
Path max links: 2
RSST min: 20
CoS: 6

CLI &M L 7= MPO #eeDFEED (MPO E1R)

show mpls config a<> RO

Device# show mpls config
5.42.42.43:
path id : 0
ilm : 136000
nhlfe : 16:
lbr : 5.42.42.42
age : 6.980000028 { 5.42.42.42 5.42.42.43 }

path id : 1

ilm : 136001

nhlfe : 18:

lbr : 5.42.42.42

age : 6.970000026 { 5.42.42.42 5.42.42.43 }
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show fluidity mpo statistics 2~ . RO :

Device# show fluidity mpo statistics (on Mesh End)
table-size 2:

MAC address : 40:36:5A:15:C8:50 8C:89:A5:83:EB:71
Tx-1 : 0 208

Tx-2 : 0 208

Rx-Accept-1 : 178 0

Rx-Accept-2 : 30 0

Rx-Drop-1 : 30 0

Rx-Drop-2 : 178 0

Lost-1l-only : O 0

Lost : 0 0

Device# show fluidity mpo statistics (on Mobile Primary unit)
table-size 2:

MAC address : 40:36:5A:15:C8:50 8C:89:A5:83:EB:71
Tx-1 : 208 0

Tx-2 : 208 0

Rx-Accept-1 : O 182

Rx-Accept-2 : 0 26

Rx-Drop-1 : 0 26

Rx-Drop-2 : 0 182

Lost-1l-only : O 0

Lost H 0

MAC address: /X7 v FZE[FE L TWAINBR Y NT—27 T A ZADERFEILL2 7 RV A,

TX-1ELEVTX2: ZTNHDOH T HiL, TEN, TIA< IR D U HFURA ([HH
FRER TR TDOEH L F YN, DFEVRZID1 ~3DBREEE) TERESN Yy hD
BAEFRLTWET,

Rx-Accept-15 &K U Rx-Accept-2: ZHHDA T X%, TNEN, 7T~ I RRAEiTED
VHEVRADWT NN THEHERE DB ATZEBIOWESNTZ Ay hOKERL TV E
—éAO

Lost-1-only : © > # U NRADEBEHRET v ATZESNTZITANRLN, T4~ "R
TIEZE SN TZT AN o723 v SO,

Lost: 7T A4~ U XA LB HLZ Y RADME ST TR v kOB,

show fluidity network I~ KDOHT] :

Device# show fluidity network (on Mesh End and Mobile Primary)
unit 5.21.201.60 infrastructure meshend primary
vehicles 4 total mobiles 5

infrastructure 1 backbone 0 meshend 5.21.201.60

Vehicle ID : + 85313616

Path : 0

Infrastr.ID : 5.21.201.60
Via : R1

Mobile ID : 5.21.200.80
Via : R2

H/O seq : 5710

H/O age : 36.597

#M: 2

Primary ID : 5.21.200.80
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Secondary IDs : 5.21.201.204

Vehicle ID : + 85313616

Path : 1
Infrastr.ID : 5.21.201.60
Via : R2
Mobile ID : 5.21.201.204
Via : R2

H/O seq : 5711

H/O age : 5.909

#M: 2

Primary ID : 5.21.200.80
Secondary IDs : 5.21.201.204

\)

GE) HR/—F MPBIOERANLEDLZY) 12, RX2OH Ty hOZNRHY £,
MPO /SR IDO0: T A~ VUINA, ZOM : TTE/NA,

show eng-stats 2~ RO :

Device# show eng-stats (on mobile primary unit)

Fluidity role : primary

vehicle id : O

static : 3.21.201.60 [FC:58:9A:15:C7:D2]
mobile : 4.21.200.80 [FC:58:9A:15:B9:13]
snr : 42

rssi : -54

dop : 40

chan : 132/40

handoff: 21.518258794

time : 2

Current:

ho seqg: 7 pending: false age: 21.518303221 primary: 5.21.200.80

[0] - <3.21.201.60 - 4.21.200.80> status SUCCESS seq 6 id 0 age 59.469266332 rssi 42
[1] - <4.21.201.60 - 4.21.201.204> status SUCCESS seq 7 id 1 age 21.518317752 rssi 41
last primary: <3.21.201.60 - 4.21.200.80>

free ids: 7 6 5 4 3 2

current missing path mask: 1111110

HO Table
static : 3.21.201.60 [FC:58:9A:15:C7:D2]
mobile : 4.21.200.80 [FC:58:9A:15:B9:13]
rssi : 42
dop : 40

chan : 132/40
updated : 74

skip : 0

static : 4.21.201.60 [FC:58:9A:15:C7:D3]
mobile : 4.21.201.204 [FC:58:9A:15:E4:D3]
rssi : 41

dop : 40

chan : 100/40
updated : 18
skip : 0

rssi delta : 6 3
threshold : 35
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MPO BENZ 72> TV DHEE . RO RAZHRRITEATE 8 A,
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5

&

=

\

~

CatalystIW 7 - 2 X 7R« > k[ 1T Cisco Ultra-Reliable Wireless Backhaul ') ') —X 17151 Y 7 bz 7 a4 ¥Xalb—3a v
I 4 F



529 =

URWB 7L 4 k') 70 FaJ)LDERTE

cURWB T L A MU 7 m haloRE (137 2—)

URWB 7L 4 kTR FaJLDERTE

UIW U U —217.121 KW URWBF L A FU Fa ha L REAIH, UTAZAL DT A YL
AMERED T A & DAMNBEEAN FIRRIZ R D £97, b —RFRX—TFT 4 77V r—2a VBLURIRAH
LT TV =2 a T —2EFERTEET, EPNICERE S D ERE A2 DOREE{L UDP
Ny MR, SESERRXY RT—T A RN I REENTHET,

KT I EARAL v ME, FOEREDOT — 2527 AR— N LET, ZOF—XIX, ZETS
Vir—2a il o TCIATTHIRTHZEDL, v 7 Fy LTHRTUHTHIZ L TEE
7,

7a haVEROZEMZ N TR, YA TR — MIEK LT, URWBT LA R 7 hajb
DEMRIXF 2 AL P2 Y7 ARMLTLEEN,

7 LA MU UDP ANy M, ROERNE ENLTNET,
« 4y B OfE BIRE
Ty FDANL—T 'y FEBITL— |
« HEB LOFEEE 0K
« L — b
« Xy MEROFEM
o R OB VER I Sk
c Xy NI —7 T DA X0 MY A

CLUZEFEALEZURWBTLAKR)TOFIILDHETE

FI7FNVETIE, TV A M) TF—=ZIEH o TES, T A NIy MEAKTDIC
. RO CLI =2~y REHFEHLET,
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URWB 7L * k1 70 kaLoEE |

B vrwesLxryToraroms

ZEHFOIPT RLALUDPAR— FERETHITINE, ROCLIa~ >y REHFEHALET (w1 F

Xy AT RUARYFR—FEINTHET) |

Device# configure telemetry server <dest IP [port]>

BESNTZEZE~DOURWBT L A N 7o ha Vi E2 G E-I3ERNCT 51213, kD

CLIla~y REHFEALET (A TFXY AT RLVARYR—FEINTWET)

Device# configure telemetry server <dest IP [port]>

REINTZY—_"—~Draw UDP 7 L A b URREE B E I3 ENT DI, RO CLI =

<~ RFEHEHALET,

Device# configure telemetry export [ enable | disable ]

Bl

Device# configure telemetry export enable

Device# configure telemetry server 10.115.11.56 1234
Device# write

Device# reload

)

GE) * export enable CLI 2~ FAFETTLHRNI, IPT FLARRESNTWVD Z & 2t L
T, RESINTWRWEEA, a2~ Rid Iplease configure the telemetry server IP first] &

WH T —THGINET,

* export disable CLI 2~ RZFTT 5 & P Y — S—[L[AKZ 0.0.0.0 IZFRE
(R— MEFEESNEEA)

T U A NIRELHERT DI, RO show 2~ REEHLET,
Device# show telemetry config
Telemetry export: enabled, current (live): disabled

Telemetry server: 10.115.11.56 1234, current (live): 0.0.0.0 30000

CUZFEALIURWB T LA L) TB FILDTA THE

Device# configure telemetry live
Export : enable/disable telemetry export
Server : set telemetry server IP address (and port)

\}

(B FAT7TVAN) =27 AR—FNEHDTT DRI, V—"—DFEBMLETT,

il

Device# configure telemetry live export enable
Error: please configure the telemetry server IP first

Bl (= N—REHEDT LA M) T ZAR—1])

Device# configure telemetry live server 10.115.11.56 1234

Device# configure telemetry live export enable

Device# show telemetry config

Telemetry export: enabled, current (live): enabled

Telemetry server: 10.115.11.56 1234, current (live): 10.115.11.56 1234
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| URWB 7L 4~y F0 baLoRE
uRwB 7L # ky 7o ranoiz |

\)

CE)  liveBfi+- DN EE SN TWABEES, Z0a<y R ICHAEDORTIZHE L £9, live (EAf
FTRFEHINTOWRWERITE, BREZ7 7 ANVOAEBREREINET,

CLI ZFAL=GNSSTL A 7O FIILDETE
GNSS T L A MU AT AITiE. RO CLI o~y REFEHALET,

Device# configure gnss telemetry enable

GNSS 7 L # b VY Z4EEhZ T 5121E, RO CLI a2~ FEHFEHLET,

Device# configure gnss telemetry disable

GNSS T L A MU ZFKRT AT, ROCLI a2~ REFEHALET,

Device# show gnss telemetry
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IW Monitor EIENETE

o IW Monitor EFEORTE (141 X—)

IW Monitor EXEDRTE

UIW U U —2% 17.12.1 TiX. IW Monitor DV R — FNBEA S E T, Zhid. ROEEZL Y
R—=bT25, AA L RTar0r 7V RAERT ) r— 9 C1,

R 10:UIW") ') —R 17.12.1 LIFED IW Monitor #RED B R— +

Hee

Bl

RADIUS (Remote Authentication Dial-In User
Service) @ IW Monitor 2 &

TNA )= I XKD Radius FREEORITN
IW Monitor (ZFE&k SN E T

IW Monitor @ 2" CLISSH 7 7 & &

SSH #ft DFAT A IW Monitor ([ZE0E S E T

IW Monitor @ 2 GUL 7 7 & A

GUI ~0D 1 7' 4 75 IW Monitor 208 SN E
_a——

IW Monitor 2 7" A —% 3w b U KR

LANR—FOWHY 7 OEENR ANy 771
v 7 E 3T IW Monitor ICEREE SV E T

IW Monitor & 7 3R ELH

CLLE72IZGUI 2N LT =y hREIT A
ST H D Monitor IS NLET

Z > 7L X A IW Monitor (&, RO FEpEREZ Y 7R— h L TWET,
Xy NI =V AT =HAEERTL1ODF v aRi—F

e Xy NT—I D MR ER

e UA Y L AEEMEEIE (KPD) OUTNAEA LFv— K LBETFY— K

« UTNNE A LOPEREREAR

IW T AL ANHREINTZT VA YT —F O
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IW Monitor €205 %E |

e Xy NT—Z ARy huXL S

UIW U U —2A 17.12.1 CTi&. IW Monitor ¥ v ¥ 28— RDORD VR — F Mg S E T,
T H v TFBIOT X v FHEE,
e FLARNYTE IO ER—K,

« CLI B X' GUI B H,

CLl Z{# A L = IW Monitor EEDTXR v F

IW Monitor (ZIFZFXEIIARE T, 77 BARA > b5 IW Monitor IZIBIMENET, RO CLI &
fEFA LT, IWMonitor —/N—MNET NS 2T X v T L, D N T TN a—T 4 T %
TWET,

Device# configure monitor
detach : detach MONITOR action

1l

Device# configure monitor detach

CLI Z{£ A L = IW Monitor EIEDFEEE
IW Monitor HELZTEZRLT HI1Z1%, RD show 2~ REfEHA L £,

Device# show monitor
il
Device# show monitor

IW MONITOR: enabled
Status: Connected

GUI #{&F L 7= IW Monitor EIE DT

WO T, [Cisco URWB IW9165E Configurator] & 7= i3 [Cisco URWB IW9167E Configurator]
7 4> KT [IWMONITOR] 47 a VINENC 72> CTWET,



| W Monitor 52

RE

alea]n
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW [ omine |

IW-MONITOR [ Enabed |

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio
-antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANGED SETTINGS
-advanced radio settings
- static routes

- allowlist / blocklist

- multicast

-snmp

- radius

-ntp

- ethernet filter

- 12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTINGS

- remote access

- fimware upgrade

- status

- configuration settings

- reset factory default

- reboot

-logout

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH END MODE

GENERAL MODE

General Mode

POINT mode if you are at
T IWR1B5E Series Access Pos

g an IP edge devios (i.e. network camera. encoder,
you are using this unit as a relay point in the mes!

© mesh point
Mode: ) mesh end
O gateway

Radio-off: ()
LAN Parameters
Local IP: | 10.115.11.180
Local Netmask: | 255.255.255.0
Default Gateway:  10.115.11.1
Local Dns 1: 8.8.8.8

Local Dns 2:

T ) .

©2022 Cisco andler its afiliates. All rights reserved

IW Monitor E3E 0

zz I}

[IW-MONITOR] 47" a » A0 5 &, [IW-MONITOR connection info] 237k X 9 IZFR

ShET,

alraln
cisco

ULTRA RELIABLE
WIRELESS BACKHAUL

10TOD IW [ offiine
IW-MONITOR [ Enabed |

FM-QUADRO

GENERAL SETTINGS
- general mode

- wireless radio

-antenna alignment and stats
NETWORK CONTROL
-advanced tools
ADVANCED SETTINGS

- advanced radio settings
- static routes

-allowlist / blocklist
-multicast

-snmp

-radius

-ntp

- ethernet filter

-12tp configuration

- vlan settings

- Fluidity

- misc settings

- smart license
MANAGEMENT SETTING'S

- remote access

- firmware upgrade

- status

- configuration settings

- reset factory default

- reboot

- logout

Cisco URWB IW9165E Configurator
5.81.160.244 - MESH END MODE

IW-MONITOR
IW-MONITOR connection info

Server Host:

Status:

© 2023 Cisco andior s affiliates. All rights reserved.
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TFIP 2R LT/ \A ADT7 v T L—
N

NIET LT 7 A NMET 1 b2 (TFTP) #H L TCTF A A&7 v 77 L— RT 51214,
ROGMHEETHT-THERH Y £7,

e TNRAANF Yy T —=T IR ENTNDEZ &,

« TN AP =TV TFTP ¥ — "= LlfE T D L) ICRESN TN D Z &,

e B—y FTFNRA AL A= —H )L TFTP —_—D )V — T4 L7 "NV T v
O—RENTWAHZ L,

« TFTP 2 L7=T A ADT v 77 L—FK (145 _X—2)

*TFTP ZfEH L7127 A ZAOBET v 77 L— R (146 ~—)
« TFTP ZEH L12T A AQBEHET v 77 L — R (147 <—7)
«CLI ZH L2 TFTP T34 ZADT v 77 L—F (147 _X—Y)

TFIP #FEALETNNARADT7 v THL—K

TFTP 7 A AT v 77 L — Nfe AT 2L, 71 ZAOBEET v 77 L— REIETA
A ADESET v 77V —FeFTTEET, T A ZA0HBT v 77 L— F T, 751 R
V=T 2 ARNT A NEFEHLTE LWT S AR AR E O &2 EHRICT = v 7 L,
Ty I — R 2 EBBLET, T ADEHET v ST L— R TlE, T RITFEE
ENTZT A AL A=V % TFIP B — =B BE L, 7y 7/ L— 7 a2zt L £

T, WONWTNDDFEZRINTEET,

cTFTP 2 L= A A HBT v 77 L — K
«TFTP ZfEH L7=T /A ADEHET v 77 L—K
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TFIP A LT AL ZD7 v T L—F |
B rrzErLEFt 2O0BEBTYTIL—F

TFIP 2{FAHL=-T/\A AOBEHT7vITFTL—FK

1R8O BRI

ZOHEEFERTDE. T3 A2 —V—2NEE LM Tre — /v TFTP % — N —Z 855t
LT, TLWT NS AL A=V DR AHENE I DEHRTEET, T RIT A AA
A=V T 7 ANEREL, Ty 7 7L —REFETLET,

FIE

AT w71 devicemanifest 7 7 A L EVER L. T3 AA A—UPMEEEINLTWAO L6 U TFTP B — 38— D )L— |
FA4L 7 MIICT vy u—RKL%ET,

ATv T2 TFTP BEY T v 77 L— REAMNTT HHIC, TFTP — 13— L KRR Z2 % E L 7,
G¥)
RIS X, BN CHRETAIXNERH Y 7,

FE
TNRAAZADEZ T a— KRBT THETIE, T RAZHVEELZY, FBEFHLEZY LWV TLIEEN,
ARA=T 7 ANDY A RZL 5> Tih, THAA ADT v 77 L— RIZERIR D850 H 0 £3,

TFIP H—N\—LEDT =T xR+ I 7L ILDETFE

BN, T, 21X TFTP b — "= ~v=T 2 A N 77 ANV ETELET, v=7 R |
T 7 A NVDIFRIZESNT, T 2L TFTP —RN—In 5 F NS, A A=V ZFE L ET,
EERWTZENBE, THRALRAEITNAADT v T L —RK7av 22l L E4,

YDA 7A4ILDER

~=TxANTZ 7 ANE, TFTP Y —X—THA FINTWALERDLD T, ZDOT77AL
W, TRA AT o7 T = FHAOT AL, AL A=VICBEET A EENEENET, v=7 =
ARNT 7 AMZEENDEFERIZTRD LB T,

e TNA AL A=V DT 7 A VA
s TNRAARAL AT T 7 A NDMDS F = v 7 VA

c TNRA AL A=V D=V a3

V=T 2 AT 7 ANAE, IW T AL RET S CTHRETALENRH Y £97,
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| TFIP2ERALETAARDT7 v TTL—F
TP £ L7 ( 20EE7 v T7L—F [

TINAREAT RNZTJIRAFIT7ANE
IW9167EH IW9167EH.manifest
IW9165E IW9165E.manifest
IW9165DH IW9165DH.manifest

YZTJzARLI77A4ILDOEADH :

image name=aplgém-k9cl-tar.202307110910

image md5=376el5acd4e82a49a81d42add904£5b0

image version=8.8.1.101

TFIP 2{FEALE=T/\A AQEE7YITFTL—FK

TONA A, BEESNTZT NA AA A=V % TETP b —N—0 0 BE L E3, T3 ADEBE
Ty T T =Rt AEFETHIIE, RO CLI o~y FEFEHLET,

EL:y ARV FFEREET7TIVa Y
P 7’}$L/;1%Eﬁgﬁﬁl/—c TFjT)f%b_/§__%E§QiE Device#configure tftp server A.B.C.D
KRS AB.CD : TETP #——® P 7 F L Z
TFTP 7 \y7°7“1/»* KA A %y%gﬁﬁﬁé Device#configure tftp upgrade <image file>
Device#write
Device#reload

Configure TFTP upgrade image <image file bin>

FRAL 2T I T v I L— Rt 2 2fE L ET,

o B>

TNAADKE T a— RRFETTHETIE, T AZYVEELT-Y, BiEEh LY LRWT
STEEW, A A= T 7 ANDYARZLE>TUE, T/ ADT v 77 L— RIZHER 03035
BAENH D F9,

oo

CLIZERLETFIPTNNARADT v ITHL—FK

B ARV RFERETIVa Y

TFTP "j“’—/\‘——fg{fﬂﬂ LVC'?/\/I) Z2DT ‘)707‘ Device#configure tftp server A.B.C.D
L—RaFT45 AB.CD : TFTP #——®D P 7 F L X
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B cuzsmLrTRPF 20T THL—F
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S]] ARV RFEREET7TIVa Y
TFTP .7:‘/§/]) 2D a @JT > -7"7“ L — F;&ﬁ;—m: Device#configure tftp upgrade automatic
’ disable

A

TFTP 5:“/§/]) 2D 5 @17 > 7"7“ L — ]\%ﬁ@ﬂl Device#configure tftp upgrade automatic
enable

jﬁ%’ Device#write
Device#reload

3:-1 v 7%Fﬁﬁ%?§f:ﬁ—ilﬂﬂﬁ§i:7:7i7\ ]\ Device#configure tftp upgrade check now
77 ANERERT D

TFTP?\/\‘/]) X@7y7°7 L— %%E[ﬂ;ﬁﬁﬁ&:ﬁﬁ Device#configure tftp upgrade check period

%‘}\'—?‘jﬂé Device#write
GE)
F = 7 WIRNZ, R BN THRE 3 2 M EH
% D i—a—o
TFTP %&Z‘E%Eﬁ%ﬁﬁ”é Device#show tftp config

TFTP X E DR DA -

Device#show tftp config
Automatic TFTP Upgrade settings:
Status: enabled

Server: A.B.C.D

Check period (hours): 3

HE) TEFTP 7~ 7 7 L— RO -

Device#configure tftp server A.B.C.D
Device#configure tftp upgrade check period 3
Device#write

Device#configure tftp upgrade automatic enable
Device#write

Device#reload

ROGENNE, THAADT v 77 L— FFRIEZRBETE EEA,

V=T 2 AN FANTHESNIZMDS T2y VAV LR, TRAL AL A=V T 74
) (image name) TaFAE SN2 MDS F = v 7 %o s —FHLAWEA,

s V=T 2 ART T A NTRESNIZT S AL A—TDA=T 3 U8 T ATEITE
NTWBHEDT INA AN—=T g v & —ET DHEA,



.28,
=5 =0

CatalystIW9167 & & U IW9165 ) LED /X7 —
>

s Catalyst IW9167 ® LED /3% —> (149 ~X—2)
s Catalyst IW9165 @ LED /X &Z —> (150 ~—)

Catalyst IW9167 0D LED /\ 2 — >

CatalystIW9167E (%, 7' — h 7 u & AHIZLLFOLED ¥ — V2V ET (@FE D7 — 71
T AP IS AR LET)

R1M:T—+hDLEDIRE—VDEE

ARk LED D4k A8
T = —FORE— A TR0 IR

DRAM AEY 7 A hifi

DRAM A& U 7 A k OK

A— ROk

75 vaZ 7 ANy AT hOREYE
77 vva AU 7 AKOK

A —HF v b OFHHLF

A —#% v b OK

AP OS DL

KAL)

Uty bARZ 2R LIZEE QOFARN) | RED FIK

Vty hARZUVEZEMLLEZEE QOMLLE) | HREADELT
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Catalyst IW9167 &5 & UF IW9165 ) LED /S5 —> |
B cetanystwsies o LeD <5 —>

ARk LED IR EE
Uty hARF U ZEELTZ L & D IS
F70%

Uty bRZraRifLLIEE (0FLLLE)

T IR ARA L NORREIRIT, Catalyst IW9167E (LA F D LED /3% — AZHEVE T,

5 12: URWB OS LED 1\ 3 — > DEH

AP DiREE LED Dk AE
GO T GNP GRSV R N R, fk, RO KL

It SE— R T p— Ny R8P 5K

FreYa=r7%—1NR:DHCP R,

SNR (fF 5-kfHEErtt) e (25dB 2L L) Tkt B

SNR R4f (15<=X<25dB) Zx— A (fkta)
SNR R E (10<=X<15 dB) 7x— KA v ()
SNR FFA PSS (10 B i) 7x—RA v ()

Catalyst IW9165 0D LED /\ 2 — >

Catalyst IW9165E (Z1%, FRfa, #kfa, HODO 3 LED 2856 0 £9°, Catalyst IW9165D (21, 7R
@, fke, BEOLEDAH Y 3 20OHLIEL~URNHYET, T/ EBARA L FOHLE L
AUVIIERETEET, 2 br—FDOCLIERITIGUIIL, 8 DDERLRETIHL S &2HIFEL
F9,

URWB A% v 7 D3 AT 5 LED 121, URWB OIRAEZRTLU FDORT —0NH D £4°,

3 13: URWB DIREED LED /X3 — >

AP DK KE LED DIk RE

T x =N T - ITEADEI
DHCP B E-IIEA
RSSI LED
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CUZERALI=/\Ty FBEEDEITHEHIAD ERDERE
F&

;(5:3/:f1 Devicefconfigure dotllRadio <N> packet retries <retry-count>
ATY 72 Device#write
AT 73 Device#reload

CUZFERALE=/N7ry FBEEDRITRIED LROMER

Device#show dotllRadio 1 config
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DFS region: Q

DFS radar role: auto

Radar detected: 0

Indoor deployment: disable
Rx-SOP Threshold: 0 dBm (AUTO)
Max packet retries: 32
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THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

© 2024 Cisco Systems, Inc. All rights reserved.
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