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Control and Provisioning of Wireless Access
Points
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CAPWAP ZHNCT 5D &, BAIOMREL LT, T4 ADN) 7= — ARSI ET, VA
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CAPWAP Encapsulation

\_,—@ CAPWAP Control
i D

TLS Encryption (enabled by default)

CAPWAP Data
DTLS Encryption (disabled by default)

= 802.11:. Beacons, Probe Responses. = 802.11 MAC: Management: Association
= 802 11 Control: Packet Acknowledgements and Reguests and Actions.
Transmission.

= 802.11e: Frame Queuing and Packet
Prioritization.

= 802.11i: MAC Layer Data Encryption and
Decryption.

» 802 11e: Resource Reservation.
= 802.11i: Authentication and Key Management.
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« BNE— FRADIZR > TV D56 . show 2~ NIZIROE 2824 L £,

#show ap name <AP_Name> config general | inc Indoor
AP Indoor Mode : Enabled

« BNE— RPN/ > TWDHE, show 2~ 2 NIIIROH S 282 L £,

#show ap name <AP_Name> config general | inc Indoor
AP Indoor Mode : Disabled

AP DRENER D AT — ¥ A& HEiR9 5121, show controllersDot11Radio [1]2] =2~ K& 5
« BNE— RBAEDNTR > TWDIEE, show 2~ 2 NIIIROH ) 2 L £,
Device#show controllers DotllRadio [1]2]

Radio Info Summary:

Radio: 5.0GHz

Carrier Set: (-Ei) ( GB )

Base radio MAC: FC:58:9A:15:B7:CO

Supported Channels:

36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140

GE) o=y FHAo TEi) X, BRNE— RN TnDHI L%
RLFET,

BNE— RBNENIT/ > TWHEES . show 2~ RIZROH a4 L £4,

Device#show controllers DotllRadio [1]2]

Radio Info Summary:

Radio: 5.0GHz

Carrier Set: (-E) ( GB )

Base radio MAC: FC:58:9A:15:B7:CO

Supported Channels:

100 104 108 112 116 120 124 128 132 136 140
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GE) a<=r RHEAHD [-E)] X, BNT— RNEIIR->TNE I &%
ﬁ_\‘bij‘o

CLI HZiE, ¥R—FENDF v R bFERSNET,

Cisco Unified Industrial Wireless > 7 b7 =7 U U — 2 17.14.1 LLF%, Cisco Catalyst IW9165E T
IZ. 2x2 5GHz Wi-Fi F F BB & SGHz 5 L V6 GHz D7 = 7 /L 3 K (XOR) 2x2 MEfibk )3
fEHTEET,
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Product Approval Status] [J555] ML T 7ZE W,

BRY VT TEREDRE

Catalyst IW9165E (X, RP-SMA (f) a2 %7 X T4 SONHKT > T F AR —rLTWET, &
B LIET o7 T AR— M IR ICER LET, B2 X7 7 AR — F 3B L4108
wLET,

IW9165E (X, 6G /3> K Self Identifiable Antenna (SIA) 7> 7 L OHEMERH Y £, 7
YTFAR—=F1IBIO3TIE, SIAT T FEVR— N TEET, T T T OREMICONT
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MO TSIAT 7 FE2ROAFT %X, ERE - EO > TOLHES T IMNERH Y F
j—O
SIAIX, 7 > 7 7 IW-ANT-OMV-2567-N 3 L N IW-ANT-OMH-2567-N DA% 7" — h L7,

% 3: 7 TFHFIF (dBm)

5GHz XA 1 5GHz XA 2 6GHz RO v k2

3478101315 3478101315 7

IFDET, SIAT A MNEWHRTH7-DDO CLL a< > RIZOoWTiA L £,

v b —J0SIA A7 — X A& RS HITIE, show ap config slots<AP> =2~ > R&SATL
ij‘o

Device#show ap config slot ap name

show ap config slots AP2CF8.9BI1C.CE78

Cisco AP Name : AP4C42.1E51.A144
Attributes for Slot 2

6G 1RZEH 77

SIA Status : Present (RPTNC)
SIA Product ID : IW-ANT-OMV-2567-N

E— KD AFC Y 1R— k

Cisco Catalyst IW9165E 1%, HENE I (AFC) 6 GHz ¥ £ — RZ )R —F LET,
FEHEH ) AP 23 AT MCHHE SAVE T, IREH ) Z /T DRI, AP 1L AFC & A7 A

S ArRE 2R JE A & A P O M 2 B o ERH Y £,

AFC ¥ 27 AL, HHMER CREOSAIXFCC) M Hit I 21 HICESW T, [HHTEE

AR E B KRR EHFE LE T, BNy b —F 0B EEL, AFCV AT AN DR
SN T v RN A MIFESWDTEER T ¥ VRN AP ICEID ¥ THNET,

EHEH T AP IX, AFC VY —E A2 B LU CHRELITWET, AFCIIHERICT Z7EA L, AP DOt
PNLETERE T T T OREICIZ, APOTWREET ML VKT T 7 4 v VT RiE~

TR LET, ZO~vy TEMEHNTLHI LT, RRFEENZEID LT, Fr o RVRELD
FPREE IR E L Tz T & £,

= 4 BB 6 GHz ENE— RO

AP BEFIE—F 66 BFAE—F BRIEHEA~DOXIG | BEHA~NDX
BN AP =04 FHxFIE X his

EEB I OERNE T ET) (EIRP) (3 K 36 dB IZHIBR S, AFC —E 2% 1@ U T AP
BT AIVNERHD FET, ZNOHDAPIE., -B CKE) FAA L Tik., UNI-5 (5.925~6.425
GHz) B X VUNII-7 (6.525 ~ 7.125 GHz) TOEMBZHFFT SN E T,
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B v oarcxr—szomnz

#* 5:6GHz BEH h

BEZCLEDEKRERD T oTFHFIE | TXXRxF = — | &K EIRP &X EIRP
v (SPIAFC)

20 ~ 80M hz 160M hz

17 dBm 17 dBm 7 dBi* 2X2 27 dBm* 36 dBm

AP @ AFC X T—%3 X DR

AP @ AFC ERB L OGET — X 2R3 5 120%, showrrmafc 2~ RE2FETLET,

Device#show rrm afc

Location Type: 1

Deployment Type: 2

Height: 129

Uncertainty: 5

Height Type: O

Request Status: 5

Request Status Timestamp: 2023-08-31T06:20:17Z

Request Id Sent: 5546388983266789933

Ellipse 1: longitude: -121.935066 latitude: 37.512830 major axis: 43 minor axis:
9 orientation: 36.818100

AFC Response Request ID: 5546388983266789933

AFC Response Ruleset ID: US_47 CFR_PART 15 SUBPART_E

fﬁf?ﬂ@lqj@u”jﬁ%b R % #8345 121%, show controllersdot11Radio 2 |i Radio =~ > K% %

]\/ij—o
Device#show controllers dotllRadio 2 | i Radio
DotllRadio2 Link encap:Ethernet HWaddr 24:16:1B:F8:06:CO0

Radio Info Summary:
Radio: 6.0GHz (SP)

[e]

GNSS O HK—
IW9165E TlL, &HIEREME S 2T A (GNSS) ¥ FR— FENET, APIL. BIREEICE
BIENT=T A ADOGPSTEWAEBHIL, VA FPL A2 b —FIZGNSSTE#REZEELET,
AP @ GNSS 1A F T D121, koa<w > REERLET,

ap# show gnss info

AP @ GPS MLEIHEHREF T AL, ROa~vr ReERLET,

controller# show ap geolocation summary

controller# show ap name <Cisco AP> geolocation detail
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7o romaiconT

7 T FUMRAMIZDONT

TIEARA LN (AP) OEEHEZEWICEROT T TR 5 L MERE & EEMES M L
LET, BEOT T HE > T, ZEHMNTEYBRWESEZRIRT 50, fx DESZH#A
BbEDZETZERENLELET, LIzRoT, BEOHLT VT H0T7 7 F O
IR AR A 2 L ix. AP OEHEM A HERT 5 ECEE T,

T T T OYIWIREIREREIL. WO T T TRICE T A E BREDESITHESETE S, o
AP EMRICERSNEHIREZBRA L L, TOT T TIEMER S L LR SET,

RE LRI Z Lo, AP X7 7 T DIRREA 15 2 5 Inter-Access Point Protocol (IAPP)
AvtE—UEFMELET, ZOXvE—UiF, MEPRMSNEEAIC—ERTEEIN, =
yhr—=7 FIFy T AyE—=Y  SNMP F 7 v BLO=ar hr—I7 Ry 7 aJIlE&R
INFET,

BRED—Y 70—

1. APZRELET,

2. AP 77 A NVERELET,

3. AP a7 7 A L THBEZAZNC LET,

4, BEEEDNRTA—HERELET,

5. BRELXMRLET,

IA¥LAay ha—7TOT 7 TUWRAOREFEIZONTEFEL I, [ Cisco Catalyst
9800 Series Wireless Controller Software Configuration Guide] #ZM L T 72 &0,

T T T UIB SRR DO RERR
AP OT T T HIMIRAWEEE DR B 2R T D 1CiE, RO~ REFEHLET,

9800-Conroller#sh ap name AP4C42.1E51.Al144 config general

Cisco AP Name : AP4C42.1E51.A144
Cisco AP Identifier : 8c84.4292.£840
Country Code : Multiple Countries :
Us, CN, GB, HK, DE, IN, CZ, NZ
Regulatory Domain Allowed by Country : 802.11bg:-ACE" 802.11a:-ABCDEHNSZ"
802.11 6GHz:-BEZ"
Radio Authority IDs : None
AP Country Code : CZ - Czech Republic
AP Regulatory Domain
802.11bg : -E
802.11a : -E
MAC Address : 8c84.4292.£840
IP Address Configuration : DHCP
IP Address : 9.9.33.3
IP Netmask : 255.255.255.0
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. FSILYa—Favy

Gateway IP Address : 9.9.33.1
Fallback IP Address Being Used :

Domain

Name Server :

CAPWAP Path MTU : 1485
Capwap Active Window Size : 1

AP0 7 7 A NDT T T UIWIRAERE O E 2 MR8 4 21213, ROa< > R LEd,
9800-Controller#show ap profile name ap-profile detailed

AP Profile Name: ap-profile

AP broken antenna detection:

Status : ENABLED
RSSI threshold : 40
Weak RSSI : -80
Detection Time : 120

— N ~ — ~ AN
NSO a—Ta42D
ZORXa A RTE, 77EARA b (AP) EUA LAz br—Z D Control And
Provisioning of Wireless Access Points (CAPWAP) /Lightweight Access Point Protocol (LWAPP)
RN DOIW SN ABEA A BFET 570D — R —2AZI LET, FEMZOWTE, T
AR =FINLDT 7R ARA 2 SOBEMITERO P T TN a—T 4 T #BLT
STEEW,

)

GE) Y77 ER3 =R o2T7OEBRICLY, o~y RBEELRL Rol- 0 | FECHNER
7y, V) —RCE>TGUIRCLIDRI-ENER =0 T340 0 17,

T4—FENRNYIDIYVY TR
AP ANPEEDE T, TADLOY R~ b N a Ay N ESET 50O EERE I,
BEENODT 4 — KRy 7T, ZTHHDRFa2 A2 bME, YAaNOBEHEOF—LiZk o
THAEBIOEHIN TV Z EIZHEELTLLEEY, Fxa Ay MZEAOMBE (R,
RBEL, BHRAERE) ZRO0EEE
s XIT D REEOLM O/ SRS D [Feedback] R ¥ 2 LT, 7 10— KN 7 28k
LET, R¥a AL NOFEFICEMEI, REREH N0, HIBRO 7 7 73175
nEJ,
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https://www.cisco.com/c/en/us/support/docs/wireless/access-points/220232-troubleshoot-access-point-disassociation.html
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