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Control and Provisioning of Wireless Access
Points
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LAP TH LWiFAELZ 7 u vy a =2 79 521X, CAPWAP & — RORIZ LAP 38 LW B4,
& XS509FEHEZRUG TE D MENH Y £9, £D/HIZ, LAPIE= Y b1 —F | certRequest
ZEELET, a0 b —F 3 CATaF U LTHEEL., CAICKYBL SNz LAP A
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B oo rfksox

B2:27)y FMAC7—*TYF~

CAPWAP Encapsulation

\_,—@ CAPWAP Control
i D

TLS Encryption (enabled by default)

CAPWAP Data
DTLS Encryption (disabled by default)

= 802.11:. Beacons, Probe Responses. = 802.11 MAC: Management: Association
= 802 11 Control: Packet Acknowledgements and Reguests and Actions.
Transmission.

= 802.11e: Frame Queuing and Packet
Prioritization.

= 802.11i: MAC Layer Data Encryption and
Decryption.

» 802 11e: Resource Reservation.
= 802.11i: Authentication and Key Management.

sLocal MAC: E— W /VMAC E— RTiE, 7—F 7L —2%&A—P Ry h 7L —AL LT
a—hWC7 ) P FERIF R T TEET,

Z—H /L MAC TliE., TRXTHOUA ¥ L A MAC BEHEMN AP CTEITEINTE T, BH 71—
LB LUK 7 L— A O A & T e 55472 802.11 MAC HEREZS AP ICHEEL £,

CELEDE—RTH, APIZLAFV2UAFPLAEGEH 7L — A 20—/ TR L THE, o
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IW9165D Tlix, (F—hrmr—#0nV -ty MEE%E%(E L72%IZ) LED BREDOSRICED D
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Catalyst IW9165D TlE, 2 -2 2x2 Multiple Input and Multiple Output (MIMO) & 2 2D A —H
Xy FAR— b (25GmGig BLVNG) 12XV, FHK3.6Gbps D PHY 7 —# L — R HHR— b
SNTWET,
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GE) AP @ 1 — H )LFE— KX FlexConnect &= — R T, wired0 AN — ~iX
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ERNERDRE
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NTCORRZYHR—PFLTVET, ZOAPIX, D RAAL URLETOENERITELZ YR —
FLTWEHEA,
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HLTHDH=D, BNE—RFEZRIATHATIZ LITTEEEA,

T4 LAy ha—7TOAPRERT— ROEEHFEIZOWTIL,  [Cisco Catalyst 9800 Series
Wireless Controller Software Configuration Guidel]| &M L T< 72 &0,

Zoawy RN, AP OFEIHERH L FET, FEIMRICAP NTAS VLA ha—F128%
FEINTZ0, T AEESZ AP IZEID Y TAXLENRH Y £7,

N R B DR

WLC TENERZENC > TNLEINE I Eiit LET,
#show ap name <AP_Name> config general |incIndoor =~ > R&FE{TL £,
« BNE— FBED/ > TWDEE, show 2v 2 RIZIROH 1 &8 L £,
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#show ap name <AP_Name> config general | inc Indoor
AP Indoor Mode : Enabled

« BNE— RO/ > TWDIHE, show 2~ & RIZIROH S 282 L £,

#show ap name <AP_Name> config general | inc Indoor
AP Indoor Mode : Disabled

AP DRENEB D AT — & X % g7 512i%, show controllersDot11Radio [12] =~ > K& 5
fTLET,
« BNE— RRADTI> TWHEE, show 2~ NIFROH 283 L £,
Device#show controllers DotllRadio [1]2]

Radio Info Summary:

Radio: 5.0GHz

Carrier Set: (-Ei) ( GB )

Base radio MAC: FC:58:9A:15:B7:CO

Supported Channels:

36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128 132 136 140

GE) a<wy RO T-Eil X, BNE— KRNI 2-oTWAEZ &%
ﬁ—\‘bij‘o

BNE— RBREIT/ > TWDHIEE, show 2~ & NIZRO ) 22k L E 7,

Device#show controllers DotllRadio [1]2]

Radio Info Summary:

Radio: 5.0GHz

Carrier Set: (-E) ( GB )

Base radio MAC: FC:58:9A:15:B7:CO

Supported Channels:

100 104 108 112 116 120 124 128 132 136 140
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GE) o< KHEAHD [-E)] X, BRNT— KNERIR->TNE I &%
%Li‘d‘o
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Cisco Unified Industrial Wireless > 7 b7 =7 U U — 2 17.14.1 L%, Cisco Catalyst IW9165D T
IZ. 2x2 5GHz Wi-Fi F FI#E#FE & SGHz 5 X V6 GHz D7 = 7 /L 3 K (XOR) 2x2 HEfbk )3
EHTE £,
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YR—rENTLWSHEI—F (ROW)

RALY E&ES

«CL (FV)
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ROW -GB (¥[H)
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EHA L TWD AP OEFENIZRBIT A TIRILIZ DWW T, BEARIC ZHER W2 BERH D £
T, RALRILE X OEE DO ENCBIE T 2 KA A > OB F L, FFic >V TiE,  ICisco
Product Approval Status] [J555] ML T 7ZE W,

o

BRTY VT TEREDHKTE

IW9165D 7 7 £ ARA » MZiE, BE S 7z SIA R — MZE T2 Self-Identifying Antenna
(SIA) . TaT AN RTUTFF, YU TR KT o TF R, BBoT v TF 473
YEYR—ITLH2OONMaxy Z23H0 £¥, 2wy b 11E5GHz O 2 DOWEfE MM
TUTFEYR—FL, Ay 21E 150 SIA & 272 XOR EROSNHT o7 F &4 R —
FLTWET,

IW9165D (X, 7> 7 FHR— b 3ICHERLIZ6G /N ROSIAT T & HBERHY £, 7
VT T OFEAIZ OV T, [Cisco Catalyst IW9165D Heavy Duty Access Point Hardware Installation
Guide] Z&MRL T EEV,
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seHz it hE— R ARCHH—~ ]

\)

CE)  HHTSIAT T TR AT%IT, ERE —E > THOBEAS AT IMERH Y £
@—O

SIAIL, 7 ¥ 7 7 IW-ANT-OMV-2567-N 15 X (' IW-ANT-OMH-2567-N D A% HAR— ks L £ 7,

% 3: 7 TFHFIF (dBm)

5GHz XA 1 5GHz XA 2 6GHz RO v k2

15 78101315 7

DIEDETIE, AP Y —ABLORar ba—F TSIART —H A &ER+T A CLILa~v > K

WZOWTHHALET,
L ha—J0SIA AT — % A &fERT HI21E, show ap configdlots<AP> =2~ > K& SEAT L
\iﬁqo

Device#show ap config slot ap name

show ap config slots AP2CF8.9BIC.CE78
Cisco AP Name : AP4C42.1E51.A144
Attributes for Slot 2

SIA Status : Present (RPTNC)

SIA Product ID : IW-ANT-OMV-2567-N

6 GHz E#EH HE— D AFC H7KR— |

Cisco Catalyst IW9165D 1%, HEIE ML (AFC) 6 GHzE¥EH 1 — R& )R —FLET,
FEREHL ) AP NV AT ACHEE S IVE T, M 12 AT DA, AP 1L AFC ¥ AT A
O RTRE 72 B B 5k & & A FFH O N 2 BS T 2 0ERH VD £7,

AFC ¥ A7 L%, BHIEE CREOEAILFCC) 2 bt SN EHICESWC, AR
R E RPN EHR LE T, &N b —F CEE S, AFCYV AT AR
SNTFFATF v RN U A MZEDSWTEER T v xRN AP ICHID Y THNET,
EREH ) AP TlE, AFC YV —E 2&Z@ U TAP OFEEITO LERH Y £9, AFC IXIFERICT
JEAL, APOHBNEFRE T T T OREICMZ, APOTHEREET AL L hAR S
T4 v I RESYy T EERLET, 2Oy T EERTLHI LT, RRKEEENZEID Y
T, FY U RNVREEHEEZITHRE L AR CE £,

= 4 EHEBO 6GHz B hE— FORIEER

AP BFIE—F 6 GHz RFE—F EBREHEA~DXIG | BEHA~NDX
45+ AP =4 FHxFIE X his
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B v oarcxr—szomnz

EEB I OERNE T ET) (EIRP) (3 K 36dB IZHIR S, AFC —tE 2% 1@ U T AP
BT AVLELRDH D ET, ZOT 7 EBARA L ME, -B RAAL L TOH, UNI-5 (5,925 ~
6,425 GHz) 3 X TVUNIL-7 (6,525 ~ 7,125 GHz) OJE IS CEIES 5 LN T £,

= 5:6GHz BiEH N

BERZLEDERKREA FoTFFRIE | TXxRXFz— |BXKXEIRP &KX EIRP
v (SP/AFC)

20 ~ 80Mhz 160M hz

17 dBm 17 dBm 7 dBi* 2X2 27 dBm* 36 dBm

AP @ AFC R T— %3 X D &R

AP D AFC BLREB LUK T — ¥ kil 9 5121%, showrrmafc =< R&ETLE9,

Device#show rrm afc

Location Type: 1

Deployment Type: 2

Height: 129

Uncertainty: 5

Height Type: O

Request Status: 5

Request Status Timestamp: 2023-08-31T06:20:17%Z

Request Id Sent: 5546388983266789933

Ellipse 1: longitude: -121.935066 latitude: 37.512830 major axis: 43 minor axis:
9 orientation: 36.818100

AFC Response Request ID: 5546388983266789933

AFC Response Ruleset ID: US 47 CFR PART 15 SUBPART E

fﬁf%%@]qj@ﬁjﬁ%~ R % W84 5121, show controllersdot11Radio 2 |i Radio =~ > K& %

TLET,
Device#show controllers dotllRadio 2 | i Radio
DotllRadio2 Link encap:Ethernet HWaddr 24:16:1B:F8:06:C0

Radio Info Summary:
Radio: 6.0GHz (SP)

GNSS D HHR—

IW9165D Tit., &HERHIIEGRE S XA T & (GNSS) YR — hENnEd, AP L. EBAEREE]
B SNT=T N4 2D GPS IHEWAEBHI L, VA YL A3 b —F{Z GNSS [HHRZXEELE
-éAO

AP @ GNSS [E#R 2 Forn+2101F. koo~ FEEHALET,

ap# show gnss info

AP O GPS fLEFEM A R RT HITiE, WOoa<wr REFEHALET,

controller# show ap geolocation summary

controller# show ap name <Cisco AP> geolocation detail
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7o romaiconT

7 T FUMRAMIZDONT

TIEARA LN (AP) OEEHEZEWICEROT T TR 5 L MERE & EEMES M L
LET, BEOT T HE > T, ZEHMNTEYBRWESEZRIRT 50, fx DESZH#A
BbEDZETZERENLELET, LIzRoT, BEOHLT VT H0T7 7 F O
IR AR A 2 L ix. AP OEHEM A HERT 5 ECEE T,

T T T OYIWIREIREREIL. WO T T TRICE T A E BREDESITHESETE S, o
AP EMRICERSNEHIREZBRA L L, TOT T TIEMER S L LR SET,

RE LRI Z Lo, AP X7 7 T DIRREA 15 2 5 Inter-Access Point Protocol (IAPP)
AvtE—UEFMELET, ZOXvE—UiF, MEPRMSNEEAIC—ERTEEIN, =
yhr—=7 FIFy T AyE—=Y  SNMP F 7 v BLO=ar hr—I7 Ry 7 aJIlE&R
INFET,

BRED—Y 70—

1. APZRELET,

2. AP 77 A NVERELET,

3. AP a7 7 A L THBEZAZNC LET,

4, BEEEDNRTA—HERELET,

5. BRELXMRLET,

IA¥LAay ha—7TOT 7 TUWRAOREFEIZONTEFEL I, [ Cisco Catalyst
9800 Series Wireless Controller Software Configuration Guide] #ZM L T 72 &0,

T T T UIB SRR DO RERR
AP OT T T HIMIRAWEEE DR B 2R T D 1CiE, RO~ REFEHLET,

9800-Conroller#sh ap name AP4C42.1E51.Al144 config general

Cisco AP Name : AP4C42.1E51.A144
Cisco AP Identifier : 8c84.4292.£840
Country Code : Multiple Countries :
Us, CN, GB, HK, DE, IN, CZ, NZ
Regulatory Domain Allowed by Country : 802.11bg:-ACE" 802.11a:-ABCDEHNSZ"
802.11 6GHz:-BEZ"
Radio Authority IDs : None
AP Country Code : CZ - Czech Republic
AP Regulatory Domain
802.11bg : -E
802.11a : -E
MAC Address : 8c84.4292.£840
IP Address Configuration : DHCP
IP Address : 9.9.33.3
IP Netmask : 255.255.255.0
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Gateway IP Address : 9.9.33.1
Fallback IP Address Being Used :

Domain

Name Server :

CAPWAP Path MTU : 1485
Capwap Active Window Size : 1

AP0 7 7 A NDT T T UIWIRAERE O E 2 MR8 4 21213, ROa< > R LEd,
9800-Controller#show ap profile name ap-profile detailed

AP Profile Name: ap-profile

AP broken antenna detection:

Status : ENABLED
RSSI threshold : 40
Weak RSSI : -80
Detection Time : 120

— N ~ — ~ AN
NSO a—Ta42D
ZORXa A RTE, 77EARA b (AP) EUA LAz br—Z D Control And
Provisioning of Wireless Access Points (CAPWAP) /Lightweight Access Point Protocol (LWAPP)
RN DOIW SN ABEA A BFET 570D — R —2AZI LET, FEMZOWTE, T
AR =FINLDT 7R ARA 2 SOBEMITERO P T TN a—T 4 T #BLT
STEEW,

)

GE) Y77 ER3 =R o2T7OEBRICLY, o~y RBEELRL Rol- 0 | FECHNER
7y, V) —RCE>TGUIRCLIDRI-ENER =0 T340 0 17,

T4—FENRNYIDIYVY TR
AP ANPEEDE T, TADLOY R~ b N a Ay N ESET 50O EERE I,
BEENODT 4 — KRy 7T, ZTHHDRFa2 A2 bME, YAaNOBEHEOF—LiZk o
THAEBIOEHIN TV Z EIZHEELTLLEEY, Fxa Ay MZEAOMBE (R,
RBEL, BHRAERE) ZRO0EEE
s XIT D REEOLM O/ SRS D [Feedback] R ¥ 2 LT, 7 10— KN 7 28k
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https://www.cisco.com/c/en/us/support/docs/wireless/access-points/220232-troubleshoot-access-point-disassociation.html
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