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L AP L. ZOREZEHNNITTAI-OIZBENLETT,

* AP @ [show mesh config| &, ZDEEEDBIIED AT —F A& KR LET,
. o £ =JL =
Ay DEEERIEDERTE

ATy ERROBHTRLEZL DIZ, RAP X SSI Z KFMICEET 2 — RICHRETHHLENH Y T3, ZOHRE
A7 ait. CLLE— RTOREHTE F1,

NBNMAP1542_B2_E2#capwap ap mesh strict-wired-uplink |

enable enable strict wired uplink
NBNMAP1542_B2Z_EZ#capwap ap mesh strict-wired-uplink

RATw T2 ZDOF— R, [showmeshconfig] 1~ R&ZEITL T lstrict wired uplink] 7% Enabled & /R STV il
THEDTT,

. Ay aBAE—F



| #vvagAz—+r

ATvT3

rvvaomtrtonz

NBNMAP1542_B2_E24show mesh conf
AP specific conf i ¥
AP Role: Flex RoOOT AP

AG ke DI 5al
Public safety: Disabled
Slot Bias: Disabled

LSC Authentication: Disabled

Background Scanning: Disabled

strict Matching BGN: Disabled

Convergence Method: Standard conver?ence, CCN mode: Disabled
Ethernet Bridging BPDU Allow: Disabled

Daisy Chain Mode: Disabled

VLAN Transparent Bridging: Disabled

Trunk VLAN Id: O

Backhaul Rate: Auto

preferred Parent: OC:75:BD:0C:A1:F1

CAPWAP Join Mode: IPv4

Bridge Group Name:

Mesh Statistics Push Interval(min): 3

Rangeffeet): 12000

Mesh Security Mode: EAP (PSK Provisioned:Tue Nov 21 15:37:59 2017)
Background Scanning: Disabled

universal Client Access: Enabled

universal Client Access Ext: Enabled

Global Public safety: Disabled

Battery Backup: Enabled

Full Sector DFS: Enabled

IDS(Rogue/Signature Reporting): Disabled

Backhaul a-mSpu: Enabled

Backhaul DCA Status: Disabled

Configured Parent: 0C:75:BD:0C:AL:F1

Multicast Mode:In-Out

FRLTARLIZ L OIS, K7 SSID HEREL ., F'— bV = A O ET = v 7 IC L HMEZ BT 572901
. AXT 4 v 7 IPBLOF— b =A% Flex RAP ICRETAMENHY £9 (HARLHZXLI—DIP £/
75— 7z A THoTH) . AT 4wV IPET— T =2ADEEIZLY, Flex RAP 2 —T/V X v
T =7 ~OERN WG E (DFED, IPEF— MU oA 27 B a =792 DHCP — 303721)
TH, V7= bMRICAZ U RT RV E— RIIBITTEET, FlexRAPIL, Ry MU —27 ~OEERHEHNITE 72
WA TH-STH, B—UMIAAL v F SN SSIDZ 77— RX ¥ X kLT ET,

IPLYT— T A BNERNTRWES. AP 2 DHCP — N2 SN b &, DHCPIP N A X T v 7 TP &%
Exa bEFEXL, DHCPIP &7 — b7 = A RENMEDILE T,
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B /—cescrpxBE—FEFR T 2FIE

| Wireless

* Access Points
£l Apz

b Advanced
Mash
b ATF

RF Profiles

DEAP ACLS
Metwork Lists
202.1%a nfac
&02.1ibfafn

v v

-

Media Stresm

Application Visibility
And Control

-

Lyne Server

MONITOR

All APs = Details for NENMAP1542_B2 E2

WLAN:  CONTROGLLER  WIRE ECURITY  MAMAGEMENT  COMMANDS  HELP  FEEDRACK

Genurnl|cm]m|nmmﬂmim|mim|m'

General Varsiens
OF ame WENMAP1342_ B2 £3 Frimary Software Version 8.7.1.139
Location 586 Backup Software Yersion 8.8.1.51
AD MAC address 00:2c:08:0q: 1108 Pradownload Status Mona
Base Raco MAC 38:08:4d:85:8F1m0 Fredownlcaded Wersion HNone

Admin Stams Emable = Fredownlcad Next Retry Time  Ha

AP Mode: A+ Bridge - Predownload Retry Count L

AP Sub Made Nare Baot Versan

Opzreticnal Stens REG 195 Versicn

Port Mumber 3, Mini [0S Version 0000

Wenue Group unspeafied - TP Config

Vanue Tyae Unspedfied = CATWAPR Prafarred Mode e [Slabal Config)
_Add Hew venue | DHCF [pwd Addeass 172.135.0.028

Wenue : o

Language Mame Static 1P (1avd/IpvE] 1

Static [F (pva/ioue]  (REREERIEEE

GPS Location

TP MaskOrefi Langth I55.255.0.0

GFS Presem
Gateway (Ipvd/Tpws)  1T2AZE.0.1

i puNs P
Country Address{lovd/IpvE)
Timers Eamain Nama
| ¥ metflow

1)1)—X 88 TRAP ki E— FZTX 3 BFIE

B ARBETT A MT A0, AR SSID BNEESINT WA, FHITHEEET— RO RAP
LiEEHDORAPE—RORAPZ 1 >TOMELET, 7747 F&EliJTO RAP IZEHRE L.
RAP & o bu—F OGN b & & OBEZ IR L £,

o KT — ROVARN2 RAP ITHEE SN TWD 7 T4 7 > ML SSID OREENE SN D -
B, RAP ~DO#zi & Miks L £ 7,

o HEE— RO RAP ICHEGE SN T WD 7 T4 7 o M, SSID OFENEIE SN 5 1= h ik
ZRVET,

)1)—RX 88 TMEMA YL 1REDE
WATA ROZOETIE, VU —Z88DH LA v e - I3RH AP BEREIC WV Tad
BHLET,
TORF2 AL NORMIL, ROBREIZOWTREN A NMERLZ BT 2 2 L TF,
1. [AEMEZ (LD | te=4Y 7
2. BFED URL OAETA b U A MERK
3. ¥XTT 4T R—FNLRE

4. RY T —OmEHEE Y EmOEH

. Ay aBAE—F
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yy—zssco raxmszl w cx=su>y I

J1)—Z88TH IGEMERZ] (L) LEZ4UVYT

TAAD OB EREIT, FlextMesh (2 —H /L ZAA v F o 7 5FH) VI —icko>T, R
W R BL 7 MR A BEIIC Cisco Wi-Fi A v oo VU a—Y g U ABATAZ L 2 H LTV E
T, FHREEFRDO WLC ~DERN Y 7R —LEZESORAP JL— K T 27 A RA R I3,
TAXYLRATIAT Y MIKHIST A Ay a2 Y —2B LET, SENESOBEIL. &
BENEFRE=F Y 7 VAT A (CMS) #%E LIS Thbivs, #iEELG, EESE
. BLXOUVAY LA AU Z—Fy N VT T4 vV ORENGEZEE=2) 7O T kR
<7,

FlextMesh €E— ROt v b7 v AITEA v a 2y NU—IBHEEL, LIO—#E LTE Y
n—NJI7AT s 7an—{FRET s AR—-FTEET,

RAP (X NAT/PAT B L LI L 22— ROAERZFEITL, WLCBH TLI— NZEFE L ET,
NAT/PAT TTR_XRTHO7r—D L a— RBRERSET, ZORET, RAPIZZDO 72 —0
Syslog L =— RZ{ER L £9, RAP X, i 5D Syslog 7347 v k% CAPWAP-DATA %/ L C
WLC IZ3%E L £,

GE)

RAP #RAHALAWVWA Y 2 V) —NOTRTCOET V—ET 7 I3AT 8 NTT7 407
(MAP OBN 0 — D VAEET ) 1d, LI —"~DOERSR L TR SN ET A,

WLC IZH& D MAC 58 X OVIP 25 Tp Syslog /N7~ R ZHH L, F v b7 —27 NO Syslog —
AT Syslog N7y FEEEIELET, 2ROy MIES{LIRET A,

— %R T — 7 7o —3RDO LB T,

1. FEE L, Syslog = SOREZLITOLENRH Y £,
IPv4 £721L IPV6 DWT DD BNV R — b IhET,
IPv6 2% ET DAL, WLC 28 IPv6 AL THHMENRH Y £,
BETF @ [config ap syslog global | =~ > R2MEREL £,

2. LLiE, Z7a—rWZOBANEITERICRD 9,
ZAVUZBET B RS X, Syslog P — NOREIZ/R Y T,

3. APIX. RAP T WLC 7 5%15 L7z syslog 4 — "DO%E (IP 7 F L A8 L OER/EES)
ERITFLET,

4. IPv4 /7w BTk LT NAT/PAT R EITSET (R DHCP O%45)
IPV6 737 v B L WNIPV4 /X7y MZOWTIERO L B0 T (U8 DHCP DE)
1. 7y hOEEILAELE PR — MIESW T 7 e —2 BT LET,
2. FlowTable =2 h U277 B —ZR{FLET,

5. LIVA—FERBLTFEZETLET,

Ay aBAE—F .



. Netflow O L 7 2 @ syslog 2=

10.

11.

12.

Ay 1BAE—F I

1. NAT EFE F7-1F FlowTable R | L - T v vadnizHlLnWZn— La— RKx2%
BEIXOMRELET,

2. EMRRIA~— (@FIT15) 2FETLES

3. ZoXxA—nHRUINIZRDE, T ANOTRTOT7r— La—RR7 7y
Vo Ed, vh Eve DO T a—%ETe syslog L a— RICEBENET, ROE
7 v a T osyslog BB R E SN ET,

70 —ERDOBIIARFIZ O, ZTDOL a— KRR EINET, T0%, thorve— L a—
FREREEINDZEEHY FHA,

AP 75 syslog N7 FERTELET,

WLCIE, LI X7y b EI nEfELET,

WEZEH L LT,

IP: DstIP : LITP (v4 FE721% v6)

Source IP : Mgmt [P

Dst Mac : GW Mac

Source Mac : Mgmt Mac

UDP Source Port : 514

UDP Dest Port : 514

WLC 1%, PEBIP /X7 v NI T Mgmt IP 285 L £,

IPv4 DAL, Mgmt IP N FEFH SN ET,

IPv6 DAL, Mgmt IPv6 2N H S E T,

WLC I L=— RZRELEHA,

AP B DFEEA v = VI S ffEHERIIEE S NET,

BEtE#HIZ, WLC 25 syslog = "~DEE A v E—TIZonThitsksnE 7,
Fho, A7y RBEESNZEAIZZOMOFEHER b sk S E T,

show 2~ REFETTH L, HICrIINERENET,

Netflow O L & % @ syslog 2=

Z D%, syslog L 21— RiL WLC 22 b3{5 LIZBRIEIZEESW T, AP 725 LI $-—/3~0 UDP/IP
~y X—NIZh TS ET,

syslog L@ — ROERUTKRD LB TH,
“syslog header+’:’+ LI Header +’:’+ LI Record 1+’|’+ LI Record 2 +’’+....”

syslog N & —
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Netflow 0 L & 2 O syslog iz = .

e Facility : Syslog 7 7 > U7 4 23— K,
« Severity : Syslog F K,

« Timestamp : AP 75 Syslog A v &— I 485 L72REZl, Zhud, wa AfER (mmm dd
yyyy hh:mm:ss) TiEfE S E T,

« Hostname : AP D4 AT (RAP 4)
*Tag: Tag 7 4 — /L NIF_A B — R CTREINDIA v =V DX A T 2R LFH|ITT
(AP_LI V4 FLOW/AP_LI V6 FLOW) ,
LINYy &—:
“VVTTTTTTTTMMMMMMMMMMMM”
cVV: =T g BUEITEIZ Tol) TF)
« TTTTTTTT : 2D v 2 7 ERR S IR BLAL DR (16 HEE)
* MMMMMMMMMMMM : AP ® MAC 7 KL% (RAP ® MAC 7 R L %)

LI La—F (IPv4)

“MMMMMMMMMMMM
AAAAN A A’A’BBBBCCCCCCCccecc’c’c’Cc’C’C’DDDDDDDDTTTTTTTTHHHHHHHH”

* MMMMMMMMMMMM : 7 A4 7> h® MAC 7 KL-Z (6734 1)

« AAAA : 16 L 234 k) OFfELAR— b

cAANAA 16 HEE (234 b)) O NAT XfEEA— b (ERZOIENAT DA LR LCTY)
*BBBB : 16 #4 (2 /31 }) DsideR— b

« CCCCCCCC : 16 ¥ (431 ) DOEFEILIP T R

cCCCCCCCC 161 (451 F) ONATEETLIP 7 LA (FE0IE NAT O
ALFLTY)

«DDDDDDDD : 16 #% (4 34 k) D%k IP 7 KL A
« TTTTTTTT : 7 v —MERL SR BAL OB (4 51 )

« HHHHHHHH : 16 #%% (4 /~A b FE721X 16 /51 ) D RAPIP

LI La—F (IPv6) (NATIP BLUR—KrEIEENFEEA)
“MMMMMMMMMMMM AAAABBBB

«F : IPv4 DAL 0, IPv6 DA 1T 1
* MMMMMMMMMMMM : 7 5 A4 7 FDOMACT KL A (6314 1)

« AAAA : 16 L 2 34 F) OREFILA— B

Ay aBAE—F .
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B ocuszeshowawor

*BBBB : 16 ## (2 /34 ) O%EeAR— b

« CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCl : 161 (1634 b)) OEETIPV6 T R
LA

« DDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD : 16 #3 (16 /34 k) D%E5%E IPv6 7
KL =

« TTTTTTTT : 7 2 —AMER S AU/ AL OB (4 34 1)

« HHHHHHHH : 16 #% (4 /%A ME721X 16 731 ) @ RAPIP

CLIXE & show a v K

LI OFNEB L EL O oD Lvva~y RBNBINMSET,

(Cisco Controller) >config flexconnect lawful-interception ?

disable Disable Lawful-Interception.

enable Enable Lawful-Interception.

syslog Configure Lawful-Interception syslog.

timer Configure Lawful-Interception timer value. Timer is periodic interval

[60sec - 600sec]

AR - Ap Syslog AT 5121%, FRETHLENH Y 77,
1. BEfFoa~y REER LT, LIAEEZKMLET,

# config ap syslog host global <ipv4/ipv6>

BHREM  IPVv6 2R ET HITIE, IPVO AN/ > TV T, IPv6 7 KL A TEHEHMNRE X
NTNDENE I D EMHERT HLERNH Y 7,

2. HEMEHMAZFTRTEH L show 2~ R3H 0V £,

(Cisco Controller) >show flexconnect lawful-interception ?
summary Display Lawful-Interception summary.

Example of the LI show command on the controller:

(Cisco Controller) >show flexconnect lawful-interception sum
Lawful Interception Status: Disabled

Lawful Interception Timer: 60

Lawful Interception IPv4 Addr: 192.201.1.1

Lawful Interception IPv6 Addr: Not Configured

GE)

AP @ show LI =< > RO,

AP-2802#show lawful-intercept
Enable: false

Interval (sec): 60

AP IPv4 Address: 1.5.39.108
AP IPv6 Address: ::

Max records: 15

syslog src ip: 192.201.1.2
syslog src ipv6: ::syslog

II Ay aBAE—F
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LI @ GUI

uocuzz [

src mac: 00:01:02:03:04:09

extlog server ip: 0.0.0.0

extlog server ipvé6:

extlog server mac: 00:8E:73:56:24:C7
ap name: AP-2802

=JL =

ax AE
a2y hE—F GUIA VX —T = A ANDAEIES R ET 510, WOFIEEETLET,

ATw 1 2 hr—7 O [Management] ¥ 7 @ [Logs] > [Config] Tu 7 %— "DIP T KL AZHEL F7,

CISCO MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Management Syslog Configuration
Summary Syslog Server IP Address(Ipvd/Ipve)
SNMP
HTTP-HTTPS Syslog Server
IPSEC 10.70.0.2 Remove
Telnet-55H Syslog Level Errors T
Serial Port Syslog Facility Local Use O v
Local Management IPSec
Users
3 IPSec Profile Name none ¥
User Sessions
| + Logs
Config Msg Log Configuration
“Mescage fogs

AT 72 [Controller] # 7 T [Lawful Intercept] Z R L, HEL7zn 7 —_"DIPT KLATHZMELLE T, [Apply]
7V v LET,
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B y—=sscoszEnRLOKT A kYR MER

Cisco MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Controller

General
Icons
Inventory

Interfaces

Lawful-Interception(LI)

Lawful Interception ¥ Enabled
LI Server IP Address(Ipv4/IpvE) ELU,?U.U,Z
LI Timer {Secs) 60

Interface Groups

Multicast

» Network Routes

» Fabric Configuration

» Redundancy

» Mobility Management

Ports
P NTP
» CDP
» PMIPVE
» Tunneling
» IPVG
b mDNS

» Advanced

Lawful Interception

)1) —X 88 THRHEDURLDEKRTA 1) X MMERK

a b —FFFXAP CTHTEDURLDART A MU A MEREEZFH+T2 L, 2—FiIA v ¥ —
v MIERETI/FEDY A M7 78ATEET, m"UA MU R MZEFILTWD URL
W27 7B AT HBRICREETIMATIED D 8 A,

R T NA 2% [XXXX] SSID (ZBI#EffIT 5

c JTAT Y IRIPT L AZFG LT, HTTPB L OHTTPS %4 ~ @ [webauth] required
RHEBIZATT 5

I TIA T MI, B2 LTHHRIA PUARMDWeb VA MIT 7 EBATES (I2¢ %
E, =Wz sy — g VEADOIFROF OO R AT 2 2 LN TE E9)

cHEEDGP D (flex ZNV—TI2HESL) —BEDHRYA FU A MURLIZE—H/LORIEAR Y
— |z

e —FNRKTIA NI AN UF—V R H—=FT 717 74 VIZERTE S TR WM Web
YA MIBEILLY ETDHE, A R=VWVHFA LT FEND

':L‘_"}jlﬂi wunﬁéhtﬁ& 31— Z‘/ l\ (/—\KU/T) FU R I‘G:Eihfb\fﬁl/\web A
K 7 7&8ATES
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Y—288TnFrI74 I K—s e [

FEEoEEIX, 8.7V U —A (DNSACL) TZE4E I 4172 DNS-PreAuth ACL #§HE TxfAL Z 4TV
FLTe, R20D RAL A ERETEET, AX—EUT7ENTZIPT FL A (FRK641{H)
XL WLC IZ24(E S41, webauth_reqd IREED AP TOZ 747 b r—I U ZIZHHINET,
7747 v MIRGE2 L TINH D URL 2T 570, FRIEEH» URL DAX—E 7
NP TEZEINDT =X T 7 4 v 7N AP THAI SN ET,

W5k S 472 HTTPS 7347 > ME, 7 74 7 2 h 73 webauth reqd IKEEDLEIZT 7 & 2 ZFFH]
FIHERTSH7 U 7T F A N URLAZRIE LW DO T, ZOBEMFZHIET HITIXIP T KL
A ARX—E T PRLETT,

BFEEIX, AUA MU RAMIEEND URL DY A N %5 T preAuth ACL Z3%E L, FFED
ST E - IZ 22— Y B THN TS FlexConnect Z/L—1Z~ v VU 7T A0LENDH Y £
R

EREDOBEREDRREIC SV T, DV 7128 % 8.7 35 LU 8.8 D FlexConnect AN A FIZH
A TUWET,  https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-7/Flex_7500
DG.html#pgfld-167660

1J1)—X 88 TCHDX~TT4 7T R—FILEE

ZOREIL, = —VMNSSID (Flex 7 /V—7/VLANX—R) ZEIZBEDOAT T via =Y
EERATEZ5L21ICLET, FFEOHINCWV D —F N VLANIZE SN T 6N TN ThH,
AT SSID (XXXX) MWLANIZE > T7ua—RK&¥xx A FEINDH72H, 120 SSID THED A
TT vy va R=T kYR — FTE DEEENME T,

{5 A5
« BT NA A% [XXXX] SSID (2T %

« 7 TAT LV MNRIPT RLUAZEFS LT, HTTPEB L O'HTTPS A k@ [webauth] required
WHEIZEATT 5

AN Web ZBEEA N L TCHAE A ASNT-FX ¥ T T 47 R—EZ /L% AP 7 )L—THEIC
EoSNWTa—HFIcEKRET S

ZOVFIATEH, A=V TICEETOINERNHY ET, 1 BEO WLCIZEZL DY E—|
nr—3a UREER SN TWDIEAIL, TNENOEFNIME OX ¥ 77 4 7 R—F VB E
2720 E£9, 72 & 21X, WLC 8540 1% 6000 D AP V- R— FT&xEd, 1 DOYE—h arr—
A IS ~6DAP EFEFOZ LN TE, 1 HD WLC8540 (25K 1000 D11 ir—3 3 v % 8k
TEHD, WLCRYE— R —a eIl DDRAT Ty va X—=UEYR— 175
Wi, 1000 A7 T v o R=VEYR— 52 LR E9,

WLC IZEIAE, SSID & DAY # A4 L7 R URL REZHR—F L TWET, ZDH Lk
BETIX. 1 2®D SSID IZEHDONEBY XA L7 + URL Z{#fl T& 4, FlexConnect 7 /L —
FX AP VA —FIINE Y A4 LY F URL OFREANEZZITRY . 1 —F vy s
SN AP DERIZH D7 TAT > MIERTHILERSH Y 7,

Ay aBAE—F .
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B ocussee show

CLI %7€ & show

(WLC) config wlan apgroup custom-web global enable/disable <apgroup name>

(WLC) config wlan apgroup custom-web ext-webauth-url add <ext-webauth-url> <apgroup name>

(WLC) config wlan apgroup custom-web ext-webauth-url delete <apgroup name>

BREINTWDHY XA L7 s URL BSEEAED show # > FITERENE T,

(WLC) show wlan apgroups

v T4 T R—H L0 GUIBE

A b= GUINGFY T T 4 7 R—FNLERETHIZIE, ROFIEEZFETLET,

AT w1 [WLAN] ¥ 7 » 5 [Advanced] > [AP Groups] 38R L, Flex 7 /L —7 Z{ER LT D, ¥ 7T 4 7 F—X
V%9 5 FlexConnect 7 /L — 7 % 34R L F 9,

CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs AP Groups
» WLANs
WLANS AP Group Name AP Group Description
+ Advanced Flex-group Flex EoGRE group
AP Groups MeshATF Mesh ATF group
Qut-Of-Box

default-group

test test

ATY T2 [ HAX AwebA—"—FA K| ZHHMZL T, [5 WebAuth URL] Z AL E7,
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WLANSs Ap Groups > Edit 'Flex-group’
i ""."}"f'_':j" General | WLANs | RFProfile | APs | 802.11u | Location | Ports/Module |
WLANS e e b e e B Rt Simssnkit s S balisbaoncinl =
* Advanced
Aj
AP Groups ___B_p_f!_l
AP Group Name Flex-group
AP Group Description Flex EoGRE group
MNAS-ID 5520-MA1

Enable Client Traffic QinQ

Enable DHCPv4 QinQ 2

QinQ Service Vlan 1d 12 0
Fabric ACL Template None ¥
CAPWAP Preferred Mode Mot-Configured

Custom Web Override-Global 13 ¥ Enable

External Web auth URL company-abc.com

13 This configuration if checked, overrides the External Webauth URL configured at GLOBAL/WLAN level.

GE) ZOMREETIE. MUWLANTRER DXy 7T 4 T R—Z VT L TEED VN —T 2B/ L,
71 —,3L WLAN L~V CRE L7246 Webauth URL % L& & T £,

)1)—X 88 THRY L—DERALEIH=ENEE
FYEOEHOYA « WLC IE RADIUS 2 — WRRBFEDOZEHH R 252 17 AL T, —HF D4k
fEBREPICR L —PFIC R R 2B Y BEH 0 Y THLERS Y £7,
ZOMBEIZLL T T AR — FahE T,

en—Hn, TV vy (HRZAAL vF L 7)

* Flexconnect, Flex+ 7V v (a—Hh)L AL vF 7))

BEBED (5 AR -
I TAT U NI, AV H =y MCT 78 AT HEOD2GB 77 0 03H D £9

s APHHIRIE DE R AT =X ) 7 LCay ha—J (I HEREZ L A—FLET (F
WEOE=%1 )

earhr—FF, IPEABLID (F7203) IPV6 (F a7 AZ 7 75347 ) OEE
7 v 75— bk %& Radius v —NICEE L ET

ERTEDOEYBEAEVES-EINS LT IC, RadiuslZCoAZEELTRY —ZBDF 7 +
W T NCEELET (CoA A—1—F A K)
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B v—=sscotys—oamLaLgoEE

I TAT v ME, FEBRICFR Yy NI DO EERET D Z LR H LW T AT L E
T (REIZH LWARY —% T %)
AAADSDEAF Iy Ry—

«802.11 7 7 A4 7 MZIZ. AAA Y —/STORIERFIZ QoS R Y v — &7 —% L— MElRAS
FOLETHNET,

wmc@fiﬁﬁj@f)7~®Lﬁ%%ﬁ—kLTw@wkb\7?47V&M%@&
BN nftﬁjﬂ? u%ﬁ LUWWR U /‘_‘%L’Ey %Liﬁ‘

« RFC 5176 |12 X V., Change-of-Authorization (CoA) BER/ISEZMEHLIZFAFI v L—
MHRIFRASFF R STV E S

TR I TFAT U ME, TS FEEFRR M FOTF =4 77 SN TH—
ER AN =il THY HTONRREGRETT eV a =7 anExd

DR — T, ZVITAT U R EDRRT—HHIRICET D & AAA IR LET
WLC TOH#REDELE
LAY —/EYEZEATE 5 X )10, ROIEMKRED? WLC TEEINLTWET,

1. WLCIZ, ZI9AT7 v FOHEHERAERA L THET I 7T 4 v 7 2 EMHIIC AAA IS
FELET,

2. VATV RZEIZHIDVETON TN DORKREIYEISET S L, AAA 1T service-type &
[ Authorize Only | |ZF%7E L C state /37 A — % Z$57E L 7 CoA-Request #i5F L £ 7,

3. WLC X, CoA-NAK T service-type % [Authorize-Only] |ZF%E L T state /X7 A — X %455
EFIISELET,

4. WLC I, service-type Z [Authorize-Only| (Z5%7E L T CoA-Request T3215 L 7= state 2N 7
A — X ZRTE L7z Access-Request H AAA (255 L £ 9,

5. Access-Request Ti, CoA-Request Tf5 L7zt v v a » DJEME/NAS ZRFFT5[H U

R ZfH L ET,
6. AAAX, U— MNAHEMEOEHICEET 28 LW U > — % L7 Access-Accept TIHZE L
i‘ﬂ—o

7. WLC IZBE/F © AP_AAA QOS PARAMS PAYLOAD ZfH LT, ZAHDH LV QoS /X
TA—H % AP IZHEEE L E T,

8. AP, HLWQoSflE% Flex 1 —H /) ZAA v F R 747 MIEMALET,

9. WLC £721% AP 225, Disassociation/De-Authentication D A vt —V N2 N7 547 b
W EESNDZ LITH D EFHA,
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Periodic client’s stats
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- Maximum quota limit
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Access - Request
Access — Response
New QoS / Rate limit
payload
Low Data Rate -
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ATY 1 WOBNZRT L D12, [Security] > [Radius] > [Authentication] C [Support for CoA] % 4R U CFRRET — % 5%
ELET,

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > New

Server Index (Priority) 2 v
Server IP Address{Ipvd/Ipvé) 110.91.104.106

Authentication g
Shared Secret Format ASCIT ¥ |

Fallback

o Shared Secret

Downloaded AVP Confirm Shared Secret

» TACACS+
LDAP Apply Cisco ISE Default settings

Local Net Users

Apply Cisco ACA Default settings =l

MAC Filtering
w Disabled Clients Key Wrap Il (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
User Login Policies I >
AP Policies Port Number tRa
" 5 re =
Password Policies Cafver Status Enabled ¥
» Local EAP Support for CoA Enabled ¥
Advanced EAP Server Timeout 5 seconds
¥ Priority Order Ntk Ubir # Enable
» Certificate Management #| Enable
» Access Control Lists Management Retransmit Timeout |5 | seconds
» Wir_ta!ess Protection Tunnel Proxy '] Enable
Policies
PAC Provisioning ) Enable
| » Web Auth
l 1PSec - Enable
» TrustSec

| Cisco ACA Enable
I ncal Policies
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ATFY T2 UFIZRERTIHIC, WLAN TAAA F——F 4 ROF g v EBIRLET,

CISCO MONITOR  WLANs CONTROLLER WIRELESS  SECURITY MANAGEME
WLANSs WLANSs > Edit 'Mobility"
v WLAN e l’ j QoS I’ 7 I Advanced
» Advanced
Allow AAA Override 1#| Enabled

Enable Session Timeout #1800

Session Timeout (secs)
Aironet 1E #/Enabled

Diagnostic Channel 12 _Enabled
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