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CMX @ Bluetooth Low Energy [BLE] 74— [ : AP4800 {23 Hyperlocation /' V) = —3 = 7217 T/ <, WD BLE

radio SAAENTHY | Mk CRE STV 5D BLE BE— = > % #iH L T iBeacon & 721% Eddystone /£ C BLE t™—
A ERETEET,
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(16) Element Directional Antenna
Array (Digitally Switched) for
Location tracking

(4) 2.4/5GHz Macro
Antenna Elements

BLE Element

(4) Omni-Directional Elements
(Digitally Switched) for

24x7 Monitoring & Analytics
DNA Assurance

(4) 5GHz Micro Cell
Antenna Elements

Hyperlocation D& A

FRIEF 5 L O Y& X, Hyperlocation % A > A h—/L 9 2RI, Cisco Prime Infrastructure & CMX O#AE, 35 L OVAHE

THITWRDEFIRE (RSSD 2R LTI TAZA Lar—ay Y27 A (RILS) & 3TT 2HIEDTHIEITD

WTHR L TR Z 2B LET, APEE L VA b H—A OFEMIZ OV TIE, https://www.cisco.com/c/en/us/td/

docs/solutions/Enterprise/Mobility/WiFiLBS-DG/wifich5.html {24 % ['Wi-Fi Location-Based Services 4.1 Design Guide] @
[Best Practices—Location-Aware WLAN Design Consideration] DI ZZM L T 7Z S0,

Hyperlocation D41 ~ D%

REEBIORy NU—7EEE T, WEALRRE & Prime Infrastructure (PI) ~ v 7 ~D Y 7 b7 = THLEDOEE D
WENG, AL CHEYIR AP EZIRET D Z ENIEFICEE T, FHEIL. ~v 7 LOAPOX LY DLE. &
S BIOT U FOFMEBEYN O EHICCENT ALERNL Y T,

ZOVEEITELSY — IR DO LB Y T,
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Hyperlocation 7 ¥ £ X R4 > DY GEE

YA b Y= BLOFADIEARNRTA FTA E, RO LB TH,
T X A, BT A, ALEIZOVT, -65 dBm RSSI BN ERNCHERF S LD KOOI LET
« BbIEMEARRER AR D 720I20E, A N P BB T
=T LERR RELT D720, 20% OBV A—N=TF v TERELET

o —RAISIRERAN & LT, K250 EHF A — bRV (2,500 7 40— K) W1 EBUEDT 7EBARA L FERETDH T
LT, RN T A=< U ANELNTET (2L A ML TRARY FT) . APOBEEITYA b —=AZ
LoTRELEY

« AP [RIOFEBEA 15m (50 7 ¢ — ) RiZR2 X LET
cAPD@EEH45m (157 4 — 1) KRR E I LET

e —va i ALy Y 2 7 ORMICMUEERT 556 1E, EUFICEHRE S L AP BB L E T,
cEREET TV r—a VNI, BEEROPREIC AP ZBINT 52 L AHERE L £

o« IBIT, ABERE I N—TFTHT-OICAPERAICRE LT, DR ELABEDAPR I FAT U DFTA L FT
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* Hyperlocation 1D AP % KH:# A LD EIZFRE L7 TL E 3, EEYE X O EYEIZ X - T, Hyperlocation
DIRT =< ANELLEFLET
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Example Enterprise A
1 per 2500 Sq Ft :

50 Ft
: I

. ¥ v
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Basic Rules

» Deploy minimum of 4 APs per floor

- One AP around client in each quadrant
- =75 dBm Client RSSl on 3 APs

« Create a convex hull around location area

Recommended Not Recommended
AP - AP AP
- AP - AP
. AP . AP
* AP - AP « AP
= Device = Device
e AP * AP APl
. AP . AP - AP AFe AP%
= Device - AP * AP e AP - AP *AP AP
o AP AP e . AP APl = Device

Hyperlocation D EE %

KRN T =~ A&/, 7 T4 T~ b & 450 Hyperlocation AP BIZFEEM N /22 L NEETY, AP I
Ko TR SN D HVENDNEDHZPAN T, AAZIEHLTYH, 7747 > b3MasMNIH 235561, Hyperlocation
DRI F—< 2 ANET LET,

AP OFEERIC, UTE2X Y7 F vy T OLERDHY £,
*AP# & AP D MAC 7 R L%
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«30cm/1 7 4 — POKEEDOFEFERNE, 2 DOBEEIX3 DORA L FETCOEMREH 2 Xy 7F v Tx£7,
Z L. Prime Infrastructure T~ v 7 FIC AP Z IEfEICEE T A AT £ 4

« AP DJ51A) : 5 FEDKEEED AT, Hyperlocation AP I%, AN EIZ 0 FEIC/2 D X O KEICRIET HLERHY F
T AP I, T T T O MOREICESLORKAIN TN TWET, 77 OF<TO AP AR L HmEm< &9
I T E 258 1E. 2 < ORRIPEK SVET

Prime Infrastructure Cl. 0° 23~ > 7’ DA, 90° 28 . 180° A, 270° S EEfE L ET

A\

(GE)  Prime Infrastructure T~ > FITEM L7 AP DF 7 /0 S DIFALATE 90° T, KEIMN 90° ZF59 X 512 AP &%
B9 5 & Prime Infrastructure T7 27 7°F 2 AP ZELE T A BRICHE #8i T £,

5: Prime Infrastructure TDH L

Azimuth: 270°

180° . 0°
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Hyperlocation AP DALESEHEYNE CE(L ST e | (BT —ORENERLET,

RKIZ7 Vv K=y b2RD T 581, T XTOT 78R RA L " E2RUFEICHTAZ E 2R LES, 2
UL - T, REBREZHICRY T, RALV—VIZERY T RWGEE, L—— KA MO T A 2% L
T, FACHAICERET DL LET,

AP4800 == M BFEWKIFICE Y 1T 5N TV AEEE, MEBEOHESCY v BV I NHEELNWZ ENELSBY ET, 20
Lo, BROLV—F—IEEGEI 2R T 5 X912, APOHFLASL FALEHTWEOED £/213L—F— R A
VEAEFERL e T Lok NEE~Y—7 T 5 LR LET,

BEE—F

CMX 10.5 IZi%. AP4800 Hyperlocation AP & Hyperlocation A AP Z[F U~ v 7 FIIRIES EHHREN BT EN TV E
T ZOBEREIE. AWVRERSLEREIR AR E LTV ET, @R E IR AP4800 I X o THIL S L, ~ v 7 ot
DFEIKIZ X Hyperlocation LIFh D AP % ffi ] T £ 9, Hyperlocation AP CZ DY — > O JEFHO M & VERK T D LN &

0. Y —2HNOMDFTTDAP L Hyperlocation 7R — h L TWAMENRH Y 7, BRIV A— IR THE
A,

AR M—ILLEETE
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*Cisco3504 VA YL A ar ba—7
*+Cisco5520 VAP L A a3 fr—7

eCisco8540 VA YL A v bua—7

AT A ¥ LA LAN =2 > f u—7 L Mobility Express (%, Hyperlocation [f]iJ{ZH R — s S EH A,
Hyperlocation F§HE %1 2 7= AP4800 [f]i} D WLC Y 7 b7 = 7 Dfg/3— 3 1% AireOS 8.7.106 T,

CMX (2%, WLC ETRAMY /FEEIALT 7t A2 FF ORI /FHE AL SNMPV2 = X = =7 ¢ 721 SNMPv3
Z—PFRNETT,
Prime Infrastructure
VBT T 7T o OER. v v 7 ED AP ORLE, B XGPS v — U —DIERIZIT PL S E T,
f¢/IN® Prime Infrastructure (% P13.4 T3,
PLIZ WLC ZiBINT % &, #fi S/ AP BTN X U A MCEBIIZENISNES, 70777 Th AP DBENEB
FOBEIZONWTIE, ROFEZSRLTIEEN,
FYRID—FTETTFATIA—IL
WLC & CMX =L DIZ T 74 T U 4 —APIHHET 25813 ROKR— FERLERH Y 7,
+ 16113 NMSP
* AoA 35 X O FastLocate 7 — % ffl ™ 2003 Fastpath
« 443 HTTPS
* 161, 162 SNMP
« [CMP

Network Time Protocol (NTP)

Hyperlocation Tik, 727 ARA L b, VA YL A2y br—7BXOCMXDEM7 v v 7 RAMALETT, NTP
(TEMDE L <. A% NTP 23720 EBEIZ YR — b Sk A, WLC T NTP B&E s+ 25 81E, [Wireless] >
[Access Points] > [Global Configuration] > [Hyperlocation] {Z AP O NTP s ENF RSN E T, APH T X v D Z D NTP
WCENETEDMEN DY £9, REDFEMITOWVWTIL,  [Hyperlocation DHEME] DHEASZHL T 7EE VY,

Prime Infrastructure T®) AP fZi&
~ v AP BT 5, ROFINEEZFITTHLEND D FT,
e TR (xR A_@BY - 7u7T) BERTS

s TR T EBMUNCY AT TTH, EmEIE, FOT7RT ETCRLEWVAPTY ITE L —FHTALERD Y 9,
AP DEIET 740 P CRIOHE IR 9

AL TWABREICKbLITWTZ 1T ¥4 7 RFET /L (Cubesand Walled Offices, Drywall Office Only, Outdoor Open
Space, Indoor High Ceiling) #7325 (X7 EHI72 [Type (RF Model)] D4R )



7T 7T O E BN L CEYICHE RGNS
c JUTIZAPZBMLT, TNFNEERET D, (X8 AP OLEE HIH) )

« AP ZIE LUMEIZ KT » 73 %7, [Position by 3 points / 2 walls] 2 L T AP ZFlET 2 (X8 [AP Ol E &
7] )

* Hyperlocation 7 > 7 F D Jiaz1E L AT 5



7:58Y7%3 [Type (RF Model)] 033 4R

New Floor b4

Floor Name ‘ Cisco CMX |
Contact ‘ I
Floor Number [ 0 ¢]
Floor Height (Meters) ‘ 3,048000 I
Type (RF Model) ’ v Cubes And Walled Offices
Drywall Office Only
Image File Name Outdoor Open Space
Fm—————————- Indoor High Ceiling
K2

Click to select a file or drag it here

Civic Location ‘ I

Latitude ‘ 0 I

Longitude ‘ 0 I

Dimensions (Meters)

Width 91,44 |

Length 60,96 |

Position (Meters)

Horizontal ‘ 0 I

Vertical ‘ 0 |

o | (0D

10
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Selected AP Details

Position by 3 points 2 walls

AP Name AP01-6288
MAC Address 70:69:5a:63:05:20
AP Model AIR-AP4800-E-K9

X 11.91 |m

y 7.10 m

AP Height 3.000 |m

XOR (2.4GHz) 802.11a/n/ac EUPRNENNAIIES

Antenna: [ AIR-BLE-INT1,AIR-ANT-LOC-4800 ¢]

Azimuth: 0 Elevation: 0

11
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Selected AP Details b 4

Position by 3 points 2 walls

AP Name AP01-6288
MAC Address 70:69:5a:63:05:20
AP Model AIR-AP4800-E-K9
" 1191 |m
y (710 |m
AP Height ;3.000 m
XOR (2.4GHz) 802.11a/n/ac [EIZRNENTITET
Antenna: AIR-BLE-INT1,AIR-ANT-LOC-4800 3\
Azimuth: 0| Elevation: | ©
# q

10:APED )9 LTT v TFTOHRRAEZHRT S

* Info @Rx Neighbors

Name AP01-6288

MAC Address 70:69:5a:63:05:20

Model AIR-AP4800-E-K9

Op./Admin/Mode up / up / Local

TYPE OP./JADMIN CHANNEL ANTENNA AZIMUTH ELEVATION
XOR (2.4GHz) up / up 1 Internal-4800-Dual-2.4GHz  180° 0°

802.11a/n/ac up / up 100  Internal-4800-5GHz 180° 0°
802.11a/b/g/nfac  up /up 0 AIR-ANT-LOC-4800 180° 0°

\}

GE) APT U7 L— NI, APO—BERRE LT 7T OO T,

12



PIOUAY LA YA b=y T 2T 5 HEOFCONTIE, PL2—% 1 F2ZRLTIES0,
https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-4/user/guide/bk CiscoPrimelnfrastructure 3 4 0 UserGuide/
bk _CiscoPrimelnfrastructure 3 4 0 UserGuide chapter 01010.html

—MHIe T 7 — L LT, AP BRELVMIEIZHDICH DD T AT v T Id, DE D AP MBI AP OfLEIZFE
SNTWVDLZERHY EF, HEEIR AP PELWIEICH D Z L A2 2D THRRAT 2I21E. AP O 5l LED H¥RE %
L £%, WLC T [Wireless] > [Access Points] > [All APs] (Zf &) L Txi4d AP 27 L, [advanced] ¥ 712 E) L C LED
SRCIRREZ I L £97, LED 8% — 7R — Sk CARIRZ B L £ 5,

B 11: WLC H 5 D AP LED O s 4T

LED Flash State ° 60 (1-3600)seconds
Indefinite

 Disable

i0S 35 L OV Android [AIIF DT A TA XY LA ENRA N T TV r—a r#MHLTAPLED Z 8 AS 52 L TX
F3, 77U AL TWLC IZ8#t 3 D121X. 77V T [Access Points] Z 18R L THRD AP #3EIR L, X—TYDTF
#E T2 m—/L L<C [Blink APLED] %7 U v 7 L £,

12:223 DAY LR TTIYEERLTCAPLEDERiBSE S

Overview Q All APs < Access Point Details Access Paint Details
w3504 wic3504 wic3504 wie3
Distribution By Data R

AP01-6288

Q Search [ 200 | Y
@ Network Summary > )
MAME IENTS. SAGE GEB  default location

AP01-6288 o 636 MB

RF Summary > 407760 906788

-

172.16.0.160

No data to display.

{ 1 AP Performance > c3560¢q,
& Client Performance > .

FOC21461S5N

TOOLS
Blink AP LED

fn L4 & A B L a A B I A A B I &

vy T TCOEEEKRT LTHRLEL, ROFIBICHE-S Ty TE2 27 AR — M T HMLERH Y £7,
» [Maps] > [Site Maps] (28 L C. [Export] K v 7% 7 /5 [Map Archive] Z 38R L 9

4Site Q o8

=]

Bulk AP =
Y BHE APs for GeoMap
‘__ L Map Archive

13


https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-4/user/guide/bk_CiscoPrimeInfrastructure_3_4_0_UserGuide/bk_CiscoPrimeInfrastructure_3_4_0_UserGuide_chapter_01010.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-4/user/guide/bk_CiscoPrimeInfrastructure_3_4_0_UserGuide/bk_CiscoPrimeInfrastructure_3_4_0_UserGuide_chapter_01010.html

cCMXZZ 2 AR— 594 FEBRL, v 7B L 0% v U 7 b—va U ffla A o EIc LT, B8R
Lievy 70Xy )V T b—va U EREEDET

* [Generate Map Archive] Zi&R3 2% &, PC~DX U u— RBAEMGIET

CMXDA VX b—JL

AP4800 T ® Hyperlocation (21X, CMX 10.5 2343 C9, Hyperlocation |X CMX /N— R T =7 77747 A LU
A=Y RART 774 T ATOHRYRE— b ShET, AV A M= AFEICONTIE, (44 O URLONO4 & NO.S
AL T EE N,

c CMXAFART ST AT A A A F—)L FTA K https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-4/installation/guide/
installation_guide 104.html

* Cisco MSE 3365 1 > A h—/L 5T A K : https://www.cisco.com/c/en/us/td/docs/wireless/mse/3365/installation/guide/
mse3365-installation-guide.html

RANZ VM 24 2T DRI, VM OREEZREL TT 4 A7 4 X& 1 TBITHENT Z L 2B/ LET,
Fy MU= RERDEE T D Z L 2R L TS0,
« IR A £ 44 % localhost 7> FQDN IZAEH T 5
eNTP L Z A L Y=V DREVNEHTH S
0S OXEH, A— b 1984 THTTPS Z#H L C CMX I8+ 2 L ok b ET, =— ¥4 cmxadmin T 7' A
ToHE, A VANV EATEERT DI DIMESAVET, [Location] 3R L E3 (K11 TH—E2DER ) , 7

LB > A1X Hyperlocation AR — KL TWEHAL, " TXATZEVT OB H Y —REZLNLNDOTHIBE
mcExEd,

14
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B:HY—ERXRELIPI Y

Welcome to the CMX Installation

o Node Type o Services o Configuration o Startup e Finish

/'

Q

Presence Location

i Presence Analytics
2 CMX Connect

@ Location Analytics
= CMX Connect

N =

Secondary server for High Availability

© 2018 Cisco Systems, Inc.

valr—2alHIZCMXBA VA = ENDE, BREEFITTDHDE IR ENnNET, Vo 7x27 Y v 7 LET,
14:CMXDA VR —ILERT

Welcome to the CMX Installation

o Node Type e Services e Configuration o Startup e Finish

Status Console
£ Cache_6383 + Qlesspyworker
£ Cache_6384 £ Influxdb
£ Cache_6385 £ Cassandra
Gateway £ Metrics
+ Consul ¥ Haproxy
+ Confd 4+ Configuration
£ Database + lodocs
£ Cache_6378 @ Analytics
£ Cache_6379 @ Location
£ Cache_6380 & Matlabengine
£ Cache_6381 s Nmsplb
£ Cache_6382 % Connect

@ Hyperlocation

Please click to continue setup

© 2018 Cisco Systems, Inc.

CMX Dy hT v TYARAZL NIV ZA VLT RENET,



15:CMXDEy b7y T F7LREU b

SETUP ASSISTANT

O Introduction

Set New Password

Welcome to CMX

Please proceed through this setup assistant to get your system up and running.

Maps and Controllers
Mail Server

Done!

O OO0O0O

Do not show setup again m m

Ty F T TUARAE L FTIE. PIS CMX ICTRTCO~y BNz ha—F %4 v AR— 52 L OLARE
T, BRLIE~y 7L ULV LR oy ba—F0hi A iR — b1 5581, GUU BEH2—FORRT — RE2RE
Lz, TVAZ L baXxy B LTUTOFREEFEITLET, B TA—N T—_"OREFETIELZ LEEN
RN TL &N,

Hyperlocation D&% 7€

CMXDA VAR =NANET LI, VAT L2EZHEB L TREENTPEZHRLET, vV — a4 350,
SSHEmTr /(v LET,

cmxos verify ZfEH LT VM X EZ i L £ 77, Hyperlocation TlZ, /A =¥ K VM OB A= T HERH D £77,
+20{E?D vCPU, 64GB D AEY | 1 TB DT 1 AV ik

16



cmxadmin@cmx ~]$ cmxos verify

[

| Check | Minimum Required | Actual | Result |
+ + + + +
| Memory | 24GB | 64GB | « |
| CPU | 8 | 20 | v |
| Disk | 150GB | 1024GB | » |
| hostname | RFC Compliant Hostname | cmx.cisco.local | » |

} 1 1 } 1
T T T T T

[cmxadmin@cmx ~1$%

ntpstat ZHEH LT, NTP BIELEEL TWAHZ L 2R LET, NTPH— D PR, FEE B L TWAHLERDH
0 E£9, HAIZIX Tsynchronized to NTP server] & FRISNDHZMENH Y 7,

ZDOHA RTIE, ~ v 7T DOZIAR—rEeAVAR—F BIXOar e —J0BMOFE Y0 X%2RLET, CMX
RENA REEM L T EEV,  https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-3/cmx_config/b cg cmx103.html

e v v % CMX IZA 7R — b3 5IZi%. [System] > [Settings] > [Controllers and Maps Setup] > [Advanced] (ZFEE) L &
—g——

17


https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-3/cmx_config/b_cg_cmx103.html

SETTINGS

Tracking
Filtering Maps

Please select maps to add or modify:
Location Setup P y

Data Privacy ImportExport_29ed81e199b41f0c.tar.gz

e BEETeR () Delete & replace existing maps & analytics data

() Delete & replace existing zones

Mail Server . Keine ausgewahlt ‘
w Controllers and Upload
Maps Setup
Import
Controllers
Advanced
Please add controllers by providing the information below:
Upgrade Controller Type WLC -

High Availability
IP Address -

Controller Version
[Optional]

Controller SNMP Version v2e

Controller SNMP Write
Community

Add Controller

private

PITIER LT~y 7O AR~ 77 A NVESRRLTT v 7a—RKLET,

s UA VLR bhu—T%BIT 5IT1L, [System] > [Settings] > [Controllers and Maps Setup] > [Advanced] (ZFE) L
E3cn

18



SETTINGS

Tracking

Filtering

Location Setup

Data Privacy

Data Retention

Mail Server

w Controllers and
Maps Setup

Import

Advanced

Upgrade

High Availability

Maps

Please select maps to add or modify:

Browse...

[ Delete & replace existing maps & analytics data

() Delete & replace existing zones

Controllers
Please add controllers by providing the information below:
Controller Type WLC -

IP Address - 10.0.0.5|

Controller Version
[Optional]

Controller SNMP Version v2¢

Controller SNMP Write
Community

Add Controller

private

WLC T® Hyperlocation D& %h1k
BAONZ, WLC O NTP %/ 2 ead L £,

19



16:NTP 3 4 L H—/ADT FLRZEQY FA—FIZEBINT %

l'l‘l'l'l
CIsco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Controller NTP Servers
General
Icons NTP Polling Interval seconds 3600
Inventory NTP Version | 3 4
Interfaces
Server NTP Msg Auth

Interface Groups Index erver Address(Ipv4/Ipve6 Key Index Status
Multicast X 192.53.103.108 0 AUTH DISABLED [~ ]

v

Network Routes

v

Fabric Configuration

Add your NTP server IP address

v

Redundancy

v

Internal DHCP Server

v

Mobility Management

Ports

WLC HIZ NTP 3% 7E L7-1%. AP @ Hyperlocation Z ) CTXx £9°, F7=. Hyperlocation ix E&ZHEH L T7 /& A R
AV MINTPH—NIPEZHET HLENDHY E£T, ZONTPH— NIZIZAPH 7 Xy ML EETELOLENH Y F
—@AO

& 17: Hyperlocation 135 * — % = NTPH—/ %809 %

cisco MONITOR WLANs CONTROLLER WIRELESS SE(URITY MANAGEMENT COMMANDS HELP FEEDBACK
——

Wireless Login Credentials

AP Count 5

Username admin AP Retransmit Interval 3
~ Access Points

3 d cenene
All APs asswore OEAP Config Parameters
Enable Password cnene -
Disable Local Access (Applicable only for OEAP)
i i NOTE:
S02uxSpplicantiCredentialy Enabling this feature could violate security policies
within your organization. Please make sure you are in
802:1x compliance with all regulations before enabling.
» Enable Split Tunnel (Applicable only for 600 Series)
AP Failover Priority
Ethernet -

Global AP Failover Priority [ Disable %)

Radio Interface Shutdown

RF Profiles AP Easy Configuration Flexconnect Arp-Cache
FlexConnect Groups
FlexConnect ACLS Enable Global AP Easy ConfigurationZ Global Telnet SSHZ
FlexConnect VLAN
UL AP Virtual IP Configuration Telnet
OEAP ACLs
2
AP Virtual IP address: 0.0.0.0 SSH a

Network Lists
Global IPv6 UDP Lite?

v

802.11a/n/ac AP Image Pre-download

» 802.11b/g/n UDP Lite
— Download Primary Download Backup
i mednSrees Hyperlocation Config Parameterss
, Application Visibility Interchange Image Abort Predownload
And Control Enable Hyperlocation
Lync Server Packet Detection RSSI Minimum (dBm) -100
Country Scan Count Threshold for Idle Client Detection 10
Timers NTP Server 192.53.103.108

Add your NTP server IP address

SSH £72i3=2 Y —AZ N LTCWLCIZur Z A L, NTP B —REHIESN TS Z L 2R LET,
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18: WLC T show time Z{ER L T NTPRIEAR T— R R & HRT 5

(Cisco Controller) >show time

iy [ A ey MR P R e MR8 S 8. 1 Mon Jul 23 14:39:24 2018
L o oY Y B T P 0:0
Timezone: locatlons: aves i aam s i que s s sl ase (GMT +1:00) Amsterdam, Berlin, Rome, Vienna
NTP Servers

NTP: VB RS0 NWarees i ansysn aymes o anumeys) suse &) 9ya)) 0e &) seao s a3w 3

NTP Polling Intervalisicceeeieeesnrnnnnninnns 3600

Index NTP Key Index NTP Server Status NTP Msg Auth Status
1 /] 192.53.103.108 In Sync AUTH DISABLED

AP TNTP BN#EUNCEMEL CWA Z & 2RI AHI121%, SSHE /o Y — L&/ LTAPICR A LET,
19:AP T showntp Z{EFA L T NTPRE xRS D

AP01-6288#show ntp

NTP server Stratum Version Last Received Delay 0ffset Jitter
192.52.103.108 1 4 9sec ago 26.258ms -@.130ms ©.233ms
APO1-6288#

CMX T ® Hyperlocation D& %h1k

[System] > [Settings] > [Location Setup] {Z#5#) L T, Hyperlocation ZHZhZ L E T,
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20: Hyperlocation DA%t

SETTINGS
Tracking
Efiating Location Calculation Parameters
Location Setup Enable OW Location Enable Location Filtering
Data Privacy Use Default Heatmaps for Non Cisco Antennas Chokepoint Usage
Data Retention Enable Hyperlocation / FastLocate / BLE Management Optimize Latency
. Use Chokepoints for Interfloor conflicts Chokepoint Out of Range Timeout (secs)
Mail Server
NEVER = 60
> Controllers and
Maps Setup Relative discard RSSI time (secs) Relative discard AoA time (secs) Absolute discard RSSI time (mins)
Upgrade 600 180 60
High Availability RSSI Cutoff (dBm)
-15

Movement Detection Parameters

Individual RSSI change threshold Aggregated RSSI change threshold

5 3
Many new RSSI change percentage threshold Many missing RSSI percentage threshold
20 20

CMX 4 —E X DEIREE)

CMX C Hyperlocation Z# & L7c %1%, $—ERXEZHEBTL2LERH Y £F, 2V —iin s A 3250, SSH
BHTa A > L, cmxctlstop 3 & WNemxetlstart 2~ > REFEH L TH—ERAEEIEB LOHES L E 3, cmxctl status
C Hyperlocation % —EAEBH# L TWHMNE I D E R LET,

[cmxadmin@cmx ~]1$ cmxctl status
Done
The nodeagent service is currently running with PID: 14878

1

1
T

+

Host Service

T E——

Status | Uptime (HH:mm)

o
o

—_— e
T

cmx.cisco. local Hyperlocation Running 0 days, 58:02

I O —
e

+
=

[cmxadmin@cmx ~1$%
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AP O B E)

CMX C Hyperlocation # H#C L7=t41%. AP ZFEBTH2LELH Y £7, AP Z BT 5I21%. Prime Infrastructure,
WLC GUI, £/ X WLCCLI ZfHLET, A4 v FTAP DERZFHHATLZ L TEET,

21:AP %)ty +3 % WLC GUI : [Wireless] > [All APs] > {E 3 ) AP % 3%4R > [General]

Hardware Reset

Perform a hardware reset on this AP

Reset AP Now

BAEE—FOEA

AP4800 TH/NR—END Y — DHOEANEE T, [ L~ v 7 EOftid AP 2% Hyperlocation % ¥R — k L TR WEE
I, 20O7r T ORGE— RE2AMNITHIMLENDHY £, IBEE— FNiEX, CMX CLI T cmxctl config hyperlocation
mixmode A~ > REMHLTT7 07 ZLICAMNTTHLENHY £T, CMX A~ F U777 LA AL F22RLT

< EEV,  https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-4/cmx_command/cmxclil04/cisco_cmx_commands.html
BEE—REENILIHRITCMX P —E X2 BESTLLERH Y £,

Hyperlocation 5% & D2

PIEREE DT A N ZB4E3 D E112, Hyperlocation NIEL K FRE SN TWD I L AR T L L2 BEIO LET,

WLC TOHEER
WLC GUI C [Monitor] > [Cloud Service] > [CMX] (ZBE) L £7°,

CIsSCco MONITOR )VLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Monitor
CMX Server
Summary
) Access Points CMX Server IP Services Sub-Services AP Monitor Service Configuration Group Subscriptions
RSSI Mobile Station
» Cisco CleanAir
. 10.0.0.9 Info Mobile Station Hyper location UDP Server IP : 10.0.0.9 None
) Statistics e Hyper location UDP Server Port : 2003
Statistics Mobile Station
» CDP
» Rogues RSSI Mobile Station
Clients 34.242.70.61 g Mobile Station None
Sleeping Clients AP Info Subscription
Multicast

» Applications

» Lync

[AP Monitor Service Configuration] |2, FEVD CMX O IP BERRSINET, ZiuX, AocA 7 —H D AP @ Fastpath 7%
ETT, WLC IZTHEED AP 238k 40TV 235513, [Group Subscription] A 78 L T 7230,
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https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-4/cmx_command/cmxcli104/cisco_cmx_commands.html

CUZEFERALI-HESR

ay Y —)VEILSSH 2 H L TWLCIZue 7 A > LEF, =~ K show nmsp subscription detail % { ] L C, Halo
UDP Server IP Address {Z CMX IP #%F/r LE T,

(Cisco Controller) >show nmsp subscription detail

Mobility Services Subscribed by 10.0.0.9

Services Sub-services
RSSI Mobile Station,
Info Mobile Station,
Statistics Mobile Station,
AP Monitor Subscription
AP Info Subscription

AP Monitor Service Configuration:

Halo UDP Server IP Address:c:: sves o s ewns evs 10:9:80.9
Ha‘LO UDPSerVer Portlllllllllllllllllllllllllllll 2@@3

22 R show advanced hyperlocation summary % f#H LT, 3XT®d AP4800 T Hyperlocation 73 UP IKEETH S Z & %
R L ET,

(Cisco Controller) >show advanced hyperlocation summary

HYPBT LD IO cocn v som s v wvion o i s i de o ko % e s up

Hyperlocation NTP Server..csvcssssrssnsnnsansnnns 192.53.103.108
Hyperlocation pak-rssi Threshold....coeeeivvnnnns -100

Hyperlocation pak-rssi Trigger-Threshold......... 10

Hyperlocation pak-rssi Reset-Threshold.sssseauuss 8

Hyperlocation pak-rssi Timeout.....cccuvuvvcannss 3

AP Name Ethernet MAC Slots Hyperlocation Explicit AP config
AP0@3-625C 70:69:52:63:02:60 3 UpP (/]
AP0B2-627C 70:69:52:63:04:60 3 upP 0
AP01-6288 70:69:5a:63:05:20 3 upP (4]
CMX TOHEER

<y LD AP DFER

CMXGUI CVAT AL HyvaR—RIBEIL, RONBLRWAP £72I13FET 7T 4 772 AP IZOWTHNNL v D5t
AR LET,
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Coverage Details

Placed AP Missing AP Active AP Inactive AP

10 0 10 0

ePlaced AP : A VAR — F I~ v FIE I TV D AP O

s Missing AP : CMX S AP 6T — X 2B LTV AHIZL b bd, v~ v 7 EICAPARE SN TWETA, v v
TEBERLTIEEWN

e Active AP : CMX BN T —4 ZHfE L., o~y 7 LICEE I TS AP D

e Inactive AP : AP 3~ v 7 LIZIHEIN TWVWAIZHE0b 5T, CMXIZT— 2 2B L TWVEFA, 0 THDHHNE
NHHFET

218 RoA * vt — D DFERR

Pl EH1ODI TAT U RN, A XL A Ry hU—7BIOWT O Hyperlocation AP [ZHE5E ST\ 5H Z &
iR LE T, CMX T [System] > [Metrics] {258 L. [Location Metrics] % ## L £ 7, Hyperlocation L — k% 0 A%+
ThHUENROYET, A7V —rvay b, 1 207 FA4 T FERLTHNET,

al
.......
e« A1~
B- Location and Nmsplb Rates (per sec) - cmx2_homelab_local
B Gache Metrics o
003
L. Location Counts - cmx2_homelab._|
0025
. Locat 5)- cme2_hor
L Locs o
1200 1210 1220 1230 1240 12:50 1300 1310 1320 1330 1340 1350 1400 1510 1520 1430 1440 1450 1500
L Hyg
— cmx2_homelab_local.cmx.ocation_nmsp_incoming_rate.Jocation  — cmx2_homelab_local.cmxnmsplb_nmsp_outgoing_rate.nmsplb
Ll Lo /,/‘\
B Aol o _J 10 o0 1500

Hyperlocation Rates (per sec) - cmx2_homelab_local

RETRX L
KET A NETT 0%, DR b 1207 547 "R ERENTWAMLENH Y £9, 5GHz 5D WLAN
SSID Z1EkT 5 &, OLEMRMET A N EFTTEXET,
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22:5GHz 5 FA SSID ) WLAN £

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'CMX_accuracy_testing'
ERWEANS General | Security | QoS | Policy-Mapping | Advanced |
WLANs

» Advanced N
Profile Name CMX_accuracy_testing
Type WLAN
SSID CMX_accuracy_testing
Status Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy _802.11aonly 7]
Interface/Interface Group(G) m
Multicast Vlan Feature ~ Enabled
Broadcast SSID Enabled
NAS-ID [none |

FEET A MIBHT ANA ATITONET, TA MRV MBAPA ALy VOMENICH D Z L 2R LT E S,
RAL MBI 25 ~50 D0 TNVENETHZ LaBEIDOLET, IV Y 2 TRIEOEHOMNETT A M
BOKLET, HOLPIFHOX YV T L—r a AIRERZFIA L iuX, BET A M X > TERBENM B35
ZEEHV EREA, WBEICKTTL7 74T NORBEBET L7201, RICMETIEIERI T4 T MeHT
HTlaRBEIOLET,

CHEET A NMIMEHTH 7 74T FERIRT S

o fERX ERTEEORA V FERIRL, AN KRSV FOX LY ZEZHDD

cHBERA L FTTAREFITL, BA L FdHT2D 25 ~ 50 DHEEREREZINET D

¢« TANEKRTLTT A MEREZHERT D
GUI E7ZIICLIZHEM L TT A MEFATTH 2 LR TEET, GUIDIE D RRRENLTNTT 2, CLITIET A b3
ITHRICEVFELWERPA R R INET,
GUI ZERA L -HET R b

FEET A N &2 F(T9 5I21E. CMX @ GUI %{# H L T [Detect & Locate] # 7 IZBE L £, 7 I7A4 T b (v 7LD
FREAD Ky ) ZERT D & AN 747 2 FOFERSA UBERESNET, 7 A MERBT I, B 7 A
arvEERLET, roroBnERsnEd, YU EHSIE LTS, [pause]. [finish] 22 U v 27 LTT
A NEKETLET,
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X 23: GUIDFEET X +

1. Click to start a test

o Activity Map 10646573 st Gl 0 Prsing Oy Clrs, 0 e A, 0o Clrs, 0 Znc . ' 9
P ————— 000 50 > Enter a name
¥l @ o00:00 3 o Fest ° .
M :
'
.
- 3. Drag the marker
.
;
¢
"

4. Run the test

Keep the device static and
collect 25-30 samples

el

1013001

DT A A ) vy 7 LT, TAMEREFRTEET,

CUZFERALE-RETXk

TANKRA L PO X EY BHLETT, CMX GUI @ [Detect & Locate] ¥ 72 H L T~ v 7 &38R L, 7 Ak KA
MZRTARA U2 EBETLE, v~ v 7OATTXRBLOY BIELZHRTEET,

R2:TFRARRA DX, YOBE : Ry TLDOERBIZYIREEHOET. A TOXE YEHERT S

v & - o 4

oETECT P
SUBESTe  AMALYTICS  commECT MANAGE SYETIM

ACtiVity Map 104 AP, 73 Associated Chnnts, 0 Probing Only Chonts, 0 Rogue APs. 0 Rogue Clkets, 0 Zones, 0

£ tap Ciscolive2018 | HallG-Hub+Keynote | LD O Q 0 ﬁ' 0

Eiiu*m%ﬂ*::w n*m%::me
{E

¥

&
Y
#
*

T

n
<

Pty 1314
FoorReris TAROET TTRSHILSTIE

Y= )VERIISSHEMFHALTCMXIZe /A > LET, MNMERET A NEBIAT 5I121%, ecmxloc start 2~ > R %
FFERALEST, 7947 FPOMACT RL A, TR M, BIXOEBEOMNEBOX LY EANTAHLIRINET,
A MBI TE ET,
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[cmxadmin@cmx ~]$ cmxloc start
MAC address: 40:98:ad:71:e8:b9

| MAC Address | X Y | Comp Type | Location | Last Located | Current Server Time

| 40:98:ad:71:e8:b9 | 23.87 | 30.08 | FUSION | SJ>Cisco>Floorl | 2018-07-13T20:01:29.942+0200 | 2018-07-13T20:01:31.760+0200

Accuracy test name: Test 1

X: 38

Y: 25

Test time in minutes [5]: 5

User input entered on: 2018-07-13 20:02:54

FAMIZIE, KT —F RA 2 FOEEIE (RSSI, AoA 721X FUSION (fld) ) BAFrREINET,
R 25 FETR RO S

Time X Y Distance (m) Comp Type
2018-07-13T20:12:32.191+0200 27.23 22.4 1.79 FUSION
2018-07-13T20:12:34.328+0200 27.21 22.41 1.79 FUSION
2018-07-13T20:12:36.483+0200 28.0 23537 1.81 AQA
2018-07-13T20:12:38.586+0200 27.97 23.33 1.8 AQA
2018-07-13T720:12:40.593+0200 26.31 21.64 I:91 FUSION

T A MMEREZFRT HITIE, emxloclist 2 L E9, cmxlocdownload i, FTF 7V a—F 0 U TITENDZIP 7 7
ANEEET HHEEICHEHTE E9, RIS URL 24 L T server IP % CMX — 3D IP [Z{E ZH#2 T, ZIP
TrANEXTa— RLET,

R26:TRMERDRTRE KLU A A—F

[cmxadmin@cmx ~1$ cmxloc list

| Name | Status | MAC Address | Comp Freg, (s) | Avg Error (m) | 90% (m) | 50% (m) | Test Points |
|Test1|FINISHED|40983d71e8b9|3@ |535 |693 |485 | 4 |

| Test 2 | FINISHED | 40:98:ad:71:e8:b9 | 2.19 | 1.97 | 2.60 | 1.81 | 21 I

[cmxadmln@cmx ~1$ cmxloc download
Test name: Test 1

| Logs can be downloaded from web: https://server_ip/common/data/cmx_latest_accuracy_log.zip |

TR MEROBME
T A MMERT =T NV EFRT HI21E, CMX GUI T [Detect & Locate] I8 L Tkt T7 A a2 %27 ) v 7 LET,
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27:MIBRETRA FOIER

Location Accuracy Test i)
Show | 8 % entries Search:
: i 9
u camr, s son [ Aee o [ | o
Test Name Mac Address Start Time P! on Correct Accuracy | _. - = N
Frequency Floor (%) ) Distance | Distance | Distance | Distance
A
(s) (m) (m) (m) (m)
Munich>H H 2018-07-13
fa Test 1 finished  40:98:ad:71:e8:b9 O oo HOME ' 3.0 100 1000 535 693 636 485
lab1 08:02pm
c¥= Test 2 finished  40:98:ad:71:e8:b9 M”"‘Chfome)m’me 2018-07-13 2.2 100 100.0 1.97 2.69 2.24 1.81
ab1 08:12pm
Showing 1 to 2 of 2 entries Previous - Next

@ Export Al
T=TMUE, DA T LR HY £,

e Test: 7 A MERDFTHINIZE T A —NVEHMH, ¥vre—R, #HETEETS

* Name : 7 A b D4R

« Status : running, paused. F 7|3 finished, FEITH DT A M & —FHFILB IO T TEET

* Mac Address : 7 A~ 734 ZD MAC 7 K L&

sFloor : fEET A FD 7T

« Start Time : 7 A b~ DOBHAAFZ]

» Location Computation Frequency : 7 A MR 1 5r—3 g U HH/EHE O KM R, Hyperlocation Tk, 10F LV & 4H
BTHLIVEND Y £+

* Measurements on Correct Floor (%) : FHIMRERIT NS 556570 L, RIZE->TE, to7a 7D AP TH 2 74
Ty RBRBRHEN, TAT) RARERSTTa T EIEIRT SRR SV £

* 10m Accuracy (%) : 7 A MRFIZFEEEONLED 10 m ANIZ 72 5 72 5HR O
« Average distance error (%) : 7 A MRFIZHAE LIAALE T T — DY)

* 90% error distance, 75% error distance, 50% error distance (m) : FEEEONLE O JEFHIZ B D 7R S ITZALE D 90%.
75%. B EOV50% Oz R LET, @UIZRE AL, 50% st A2 0HEC 1 ~ 3 m OFPHICINE HMERH Y FF

153

1. Cisco Aironet 4800 2V — X Access Point 3 A %1 K : https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/
8-7/b_cisco_aiironet_series_ 4800 acces_point_deployment guide.pdf

2. CiscoCMX a2~ R U757 LA HA K https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-4/cmx_command/
cmxclil04/cisco_cmx_commands.html

3. Cisco Prime Infrastructure ==— %1 R : https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-4/user/
guide/bk CiscoPrimelnfrastructure 3 4 0 UserGuide.html
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-7/b_cisco_aiironet_series_4800_acces_point_deployment_guide.pdf
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-7/b_cisco_aiironet_series_4800_acces_point_deployment_guide.pdf
https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-4/cmx_command/cmxcli104/cisco_cmx_commands.html
https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-4/cmx_command/cmxcli104/cisco_cmx_commands.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-4/user/guide/bk_CiscoPrimeInfrastructure_3_4_0_UserGuide.html
https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-4/user/guide/bk_CiscoPrimeInfrastructure_3_4_0_UserGuide.html
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CMX AT 7T A T A A4 A M—)v JTA4 R : https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-4/installation/
guide/installation_guide 104.html

Cisco MSE 3365 - > A h—)L #A R : https://www.cisco.com/c/en/us/td/docs/wireless/mse/3365/installation/guide/
mse3365-installation-guide.html

Wi-Fir 7 —3 g U _R—Z2 —E R 41 KEHH A R https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/
WiFiLBS-DG.html

CiscoCMX 2> 7 4 ¥ =2 L —3 3 HA K : https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-3/cmx_config/lb cg
cmx103.html


https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-4/installation/guide/installation_guide_104.html
https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-4/installation/guide/installation_guide_104.html
https://www.cisco.com/c/en/us/td/docs/wireless/mse/3365/installation/guide/mse3365-installation-guide.html
https://www.cisco.com/c/en/us/td/docs/wireless/mse/3365/installation/guide/mse3365-installation-guide.html
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/WiFiLBS-DG.html
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Mobility/WiFiLBS-DG.html
https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-3/cmx_config/b_cg_cmx103.html
https://www.cisco.com/c/en/us/td/docs/wireless/mse/10-3/cmx_config/b_cg_cmx103.html
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