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Enabled
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ATv 73 g% LT POD4-EoGRE 72 & @ WLAN Z{Ek L. [Apply]l #27 U v 27 LET,

WLANS > New
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N

G¥)  EoGRE b RNAVOFEIL, GUI 721X CLIWC L > THEITTEE T,

1)1)—R 83 THDTGW LD IPv6 7 FLADYHR— bk
YY—283TiL, EoOGRE o RNV F— "Dz A DI FAT L MIPv6 8T 7 4 7 L IPv6 7 RLAERXOH KR — b
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V=T xA, F£72IERADIUS — R TliX, §XTORADIUS A v —URT IV T 4T AvyE—URN

EoGRE kv RN TR S L E T,
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W | Local Mode AP
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AT9T1 bRV =0z T RUVRAEZEID Y TETS,

a) WLC DA A A==—75, [CONTROLLER] > [Tunneling] > [EoGRE] DNEIZER L 9,

b) [Heartbeat Interval] % 60 FVIZEE L £,
JY—286TiL, FiLF—77 74 THOEHENBININE LTz, ZAXVETOY U —XTIL,
CiscoWLCIZEHESINTWVATRTO L7 —hT A (TGW) IZF—77T 74 7 ping BiE(5 S
NTWELE, 20OV Y —ATiE, HHRRED WLAN IZv v BV 7 ST 5 TGW IZDHF—7
T T A 7 ping &5 S E T, Cisco WLC T WLAN 2L LV HIBRL7ZV 45 L. 2D WLAN
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arvbue—3F, ¥—TTIATEOBILICHELET, =TT F4 7 ping EIMEEEL TS
TGW BIEE LW E, 2 ba—F X TGW BRX 7 LTWD Sl L £,

¢) [Max Heartbeat Skip Count] % [3] IZFE L 7,

22Xy AT RMRICEY, a3 ber—F Lo TTGW RNFA T LTWA RSN HEIIZ. TGW
DR CINEZ A% v T HEENIED £3,

d) [TGW Name] ZiEM L £ (# : ASRIK) .
e) [TGW IP Address] ZiBMNL 9 (f : 10.10.200.5) ,

Controller EoGRE Genaral
Genmeral |
Apphy | Defauls |
Inventsry
Interfaces

Haarthast Interval( Seconde) 60
Multicast

Intarface Marme MJHIIJIMV
Interface Groups

Max Heartbeat Ship Count k]
b Metwork Routes

¥ Redundancy Add New Domain
) Add MNeve TGW
Mobility Dormain Harma dormaind]
HManagement Taw Mame ASR1E
Taw-1 Hofd -
Parts TaW 18 Addrere 1040, 300.%
TaW-2 Hons
b NTP Add | = =
RSy el |
k CDP
TGW List P
b PHIPVE Domain List
* Tunneling TP 1P Address Skabss  Total Chents .
E=dni ASRIE 10.10.300.5  UR o -] Marna TG L Thwrz Gatemay
Profil
= demand AER1E ALRIE a

b N6

f) U VU—2R83LIFETIE, [TGW IPv6 Address] ZiBIN L 9 (% : 2001::1010::1010) .
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Save Configuration
ol I 1l I I |

CISCO MONITOR WLAMs COMNTROLLER WIRELESS SECURITY MAMAGEMENT  CC NDS  HELP
Controller »w EoGRE General

General Apply | Default |

Icons

Inventory Interface Mame rmanagement v

Interfaces

Heartbeat Interval({Seconds) &0
Interface Groups

Max Heartbeat Skip Count 3

Multicast

b Network Routes

¥ Redundancy Add New TGW

, Internal DHCP TGW Name (nsR1K| |
ectey TGW IP Address 52001::1010::1010 h.

i mgﬁgg;ment Add
Barts TGW List

b NTP

[Domain Name] Z 38/ L £7 (] : domain4) ,
FYFV = BT = A [TGW-1] T[ASRIK] Z3RL, [Add] %27 Vv 7 LET, bR s —hU=
A NBIFEFRER AL, [TGW List] TAT —& A7\ [UP] L FRENET,

__Apply | Owfault |

Interface Hama mansgamant
Heartbeat [nterval{Seconds] 60

bax Meartbeat Skip Court 3

Add New Domain

Add Haw TGW /
Damain MEme damaind
TGW Nama
TEW-1 ASRIN -
TaW 1P Address
TGW-2 [
SR |
TGW List pome
Domain List
Nane IP Address  Statws  Total Chests
Active
ASR1E 10.10.200.5 UR o [~} Name TEW-1 TEW-2 Gateway

RAALZ, REHOABITHEREINTWVWAIDLUED N R fifia L sy a v 2z LTWET,
RO LB, B—D RAAL EIZHRKI0D M RNV EGFAEIEDLZENTEET, 1 2D R Rb
TEENEAETLE, VT 74 v ZITBDOTGW I XA L7 FEaNET,

ATFwT2 Xy b= a7y A NVEERLET,
a) WLC DA A A==—Mm5, [CONTROLLER] > [Tunneling] > [Profiles] DNEIZER L £,

b)
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[Profile Name] &% E L ({5l : pod6) . [Add] &2 U v 7 LET,



CISCO MONITOR  WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS MELP  FEEDBACK

Controfler Profiles:
General
Inventary Profile List Add New
Interfacos Prafs Nama WLAN 1D% [Mappad) & Hame  podl I
Interfacs Groups Copy of L ]
Hufticast

¥ Nebwork Routes

¥ Redundancy

¥ Internal DHCP Server

» Mobllity Management
Parts

b NTP

» COP

b PHIPvE

EoORE

Pruﬂuh

[Profile List] (2702 7 7 A WA DBERRSINET,

Profiles

Profile List

Profile Name WLAN IDs (Mapped)

pods Mone [~}

AFv T3 rrxAL eI rANL A— L EERELET,

a)
b)

2

Ef L= e 7 74V (pod6) 22V 27 LET,

T Ty ANVIRFED LIV AE Yy 7T 5T, user name@realm 72 ED LV A E AT LET,
LIV A SH AT, [Realm] T*ZHHALET FIXTRTCOLALLIRZITANONDLZ L ZE
RLET) .

[EoGRE] & L T [Tunnel Type] Z#3&R L £,

[VLAN] % [0] IR E L £,

[Gateway Domain] & L C [domaind] %% L &7,

[Add] %2 U v 7 LET,

|Tunnel Profile > Edit

Rule  Tunnel Parameters

Prafile Rams

o

padd

Tunnal Type EQGRE Gatevay Domsin  domand -

[Apply] 7 U v 7 LT, a7 7 A MILb—v&EA L1,
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Tunnel Profile > Edit
“Rule | Tunnel Parameters
Profile Name

pad

_Add |

Realm

Tunnel Type ESGRE -

Tunnel Type VLAN

EoGRE L]

VLAN © Gatevay Domain  damaind -

Cateway Domasn

dormaind

ATw T4 WLANIZ F o)L 71 7 7 A L BI/ BT L E,

a) WLC ® GUI 7*5, EoGRE (POD4-EoGRE)

RN GIMET D WLAN ICBE L £7,
b) [Advanced] % 7 @ [Tunneling] =V 7 C

. [Tunnel Profile] & L T [pod6] Zi&IR L £,

Fanm\lmiulﬂm ............ | '“‘"‘HH

ETF PTG

Central Assoc
Lyne

Lync Senver
iik

Drsabled

Assisted Roaming Prediction Ciptimization
Hgighbor List
Haighbor List Dual Band

Enatied
Enabied
Enatded

PHIP
PHIP Mobiity Tyce

PHIP NAL Type Hexadeormal 3

PHIF Profile
PHIP Reakm
Umiversal AP Admin Suppert

Universsl AP Admin of
11w DSS Transétion Support
B5S Transiion
CREMESOOANION [Miminent
Disassociation Tines( 0 bo 3000 TBTT) il
Opfimiagd Reaming Dhiasacciation Timen(d 1o 40 TETT) 40
| TR | o
pods s '

Tunnel Profis

ATYTE FUORARBEUNIEESNTZNE I DERIET HI121E, WLC DAL Y A=a—N0Db [CONTROLLER]

[Tunneling] > [Profiles] DNEIZIEIR L, 7'1m 7 7 A VA IE LW WLAN IZERE SALTWDH N E 9 i L
£7

Z OB TIL, EoGRE k> /L& DHCP 7 — L2kt L C ASRIK N ERIRE SN TWET, ZAIC. ASRIK
DR RVREEZLLTIORLET,
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ip dhcp pool IPv4-EOGRE

network 10.55.55.0 255.255.255.0
default-router 10.55.55.1
dns-server 171.70.168.183
domain-name cisco.com

lease 0 0 10

interface Loopback0
ip address 11.11.11.11 255.255.255.255
]

interface Tunnell

mac-address 0000.5e00.5213

ip address 10.55.55.1 255.255.255.0
no ip redirects

load-interval 30

tunnel source Gigabitethernet0,/0/0.200
tunnel mode ethernet gre ipv4d

]

interface Gigabitethernet0/0/0
no ip address

negotiation auto

1

interface GigabitEthernet0/0/0.200
encapsulation dotlq 200
ip address 10.10.200.5 255.255.255.0

GE) U TAREF Ipva AT O H O T,

UL YV AZFAT 2 h%SSID (POD4-EoGRE 72 &) 1285t L £ 9, ASRIKIZFRE STV 5 10.55.55.0
7%y S IPT FLAZEELET,

Status: Connected :_Tgrn Wi-Fi Off

'Wi-Fi is connected to PODX-EoGRE and has_

the IP address 10.55.55.62. *

Network Name: = PODX-EoGRE s

.| Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
have to manually select a network.

Maonitor Clients

Summary Cureent Filter None [Changs Fiter] [Cisar fiker]

Access Points

Clsco Cleanfir -

Statistics Client MAC Addr  Address{Ipva/IpvE] AP Hame WLAN Profile WLAN S510
coP bRubE:bl: 227133 10.55.55.52 PODZ-APIE00 PODX-EoGRE FOCX-EcGRE

- ey ~

Clients

Sleaping Clients
Multicast
Applications
Local Profiling

* v w w w
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F7=. POD WLC T show clientdetail =~ > R&%Ef79 2% &, EoGRE b > %% LTYZ 747 > hHEEE
fFFenTnbsZ L2+ b TEET,

(POD2-WLL) >show c'lunr. dﬂall BE: ﬂ’: b1:11:7F:23
Client mac address. - . b8:fEibl:11:7f:23
c'liom: AERAPTIRINE 74 - e 14100 s b o o 6 b ML g NSA

AP MaC address. .. rees 3CICEIT3:38:24:70
AP MAEE. .. .voveea «e+. PODZ2-APIE00
Ap radie slot I .
client State...
client user Group

Client NAC OOB STATE......ccavusans ACCESS

wireless LAN Id. ,
wireless LAN Network Mame (ssm} PODX-EOGRE
wireless LaN Profile mame. ssasasasasasasanass PODX-EOGRE
Hotspot (802.11u).. S i e e m A s DN suggu

ESSID. . . 3c:ice 3B:24:Te

connected For :....::::......................::Z. 1363 secs
channel.. S 16

ri. 10.55.55.62
rolicy Manager State. P P Py |

policy wanaqtr Itu'll creat sees TEE
Audit ?ess on ID.. .. none

IF address

Ans Role €. L

Local P.‘Iicy A.pp“ed __________________ fess FHOME

IPVE ACL cue. NOME
F]ewcantnecl: ACL Applied Stratus. ces. Umavailable
IPvd ACL Applied Status.......... «es. Unavailable
IPvE ACL Mame

vuea NONE
IPvE ACL a.pp'Hed Status. .. Unavailable
Layerz .\'u:l. Hame

—ﬁxE’JUEF‘aﬁ WLC EoGRE ~7RO

— %972 EoGRE D ERHFEE TlE, 2 AD=—4 MNI1 & MN2 %3 Realm @att.com |[Z45#5¢ L. flLo> 2 A D= — MN3
<‘: MN4 73 Realm @att.net [ZHEfE L CTWET, IROKITRT L 912, =—H% MN1 & MN2 (387 % & 12 VLANL B
FOTGWI RIZWAHENRH Y =—H MN3 & MN4 (X VLAN2 B X N TGW2 ([Z#i T 2L ENH Y £9°, ZORE
T, ZNEN L DD LAV LEET 250707 7 A LBER S, AL RAA ANO TGW1 & TGW2 IS~ »
v ENnNET,

Turnel Profike rn.nupodl:: WILAN

att.com Vian-1 TGW1

att.com Vian-1 TGW1
att.net Vian-2 TGW2
att.net Vian-2 TGw2

MM SEatt net

MMN2@atlcom
&' \é ) MMA@amet
— e
wane

MN 1 {@att com

WLC EoGRE Z#% T 9 HI121%. A FOFIEEZETLET,

14



FIE

ATFYT1 bRV = U= A EERL, N—FE— FERELET,

a)
b)
¢)
d)

WLC DA A A==a—7» 5, [CONTROLLER] > [Tunneling] > [EoGRE] DJEIZEIN L F£ 5,
[Heartbeat Interval] % 60 FHIZF%E L £ 7,

[Max Heartbeat Skip Count] % [3] IZ3%E L £,

[TGW-1] & [TGW-2] IZEI7/2 TP 7 LA &3iE LET,

Canfigurats

HELF

Controller EoGRE General
General Appl Default |
Inwentory
Interfaces Interface Mame management
Interface Growps
Heartbeat [nterval{Seconds) 6O £
Multicast

Max Heartbeat Skep Count 3
Netwark Routes e P

k
b Redundancy aveld Nawe Domalkn
b Internal DHCP Server [ oL = Domain Name domy B
» Mability Management TEW Name oz & = p— TR
Parts TowW 1P address 9.9.50.100 el o
= None v
e Ladd | -
v CDP TGW List M
nmakn k
b PMIPYG Damaln L
. Tatal
@ Tnnrn!lmq Hame IP Address Status  Chents Active
EsGRE Nanme TGW-1 TLW-2 Cateway
Fratile gt 5.9.50.400 CowWH O +]
deenl tgwl Moha [ =]
L L]

CLI T EoGRe /\— hE— M2 TFET 5158 :

config tunnel eogre heart-beat interval 30

config tunnel eogre heart-beat max-skip-count 3

CLI TEoGRE U RILERET HIHE

config tunnel eogre gateway add tgwl ipv4-address 9.9.89.100

config tunnel eogre gateway add tgw2 ipv4-address 9.9.90.100

ATY T2 EoGRE F> RV RAAL VERELET,

15



ATvT3

16

1:GUIT tgwl & tgw2 D KA A > dom1 ZERTET 5

Add New Domain

Dormain Name doml

TEwWw-1 Mone % -
TaEW-2 tgwl "
Add tqw2

Domain List

Achve

TGW-2 Gateway

tgw2 [~ |

CLIThURIL RALVEERT 556 -
config tunnel eogre domain create doml
config tunnel eogre domain add doml tgwl

config tunnel eogre domain add doml tgw?2

a7y ANEER L TOL—LEBINLET,
a) 7m&xiTprofatt /e EOT T A NVERELET,

afvaln
CISCO HONITOR  WLANs URITY MANAGEMENT
Controller Profiles
General
Inventory Profile List Add MNew
Interfaces Profile Mamae WLAN IDs [Mapped)
Interf. Gi
ntErrace Lroups . Gopy of
Multic ast profa Mona -]
prof-att Mone [~ ] ﬁ

b Metwork Routes \

* Redundancy

, Mobility
Management

Forts
F NTP
k CDP
k PMIPvE

™ Tunneling
EcGRE
Profilas

OMMANDS

Profile Hame :pn:_!F-ltt

Hone

Save Configuration

HELP

hod

b) WLC ® GUI T, K AA > doml ® VLANI (Zx%f L T att.com, VLAN2 (Zxf L T attnet &\ 9 L/L A%

ER L. Zub %7 17 7 A L prof-att [ H L £,




Tunnel Profile > Edit <Back |  aApply |

Profile Mame prof-stt
Realm !_att.ntt J Tunnel Type [EoGRE w| WLAN |2 ] Gatewsy Domnain [doml |
Add |

Gateway Domain
dorndl

[ -]
doml a

CLITTAI 7AW ELILLEERT H5E

config tunnel profile create prof-att

config tunnel profile rule add prof-att realm-filter att.com eogre vlan 1 doml
config tunnel profile rule add prof-att realm-filter att.net eogre vlan 2 doml

config tunnel profile rule add profl realm-filter * eogre vlan 0 doml

GE)  *iZ, hor—1ilB L TV ARNWTRTO2—V 22Xy v FTEIVA VK h—REEKLE
T, ZHUIEFOE% THY . VLANO O2—H T Fu v P LET,

ATFYTE PR RT A= EFRELET,

ORI, GUL TAAA 72X GW E DHCP 7> a v 2 #FNC LT Ry L RF A — R %3
L %R L TOVNET,

_a—

e
it

ailnan]ea

CISCO
Controlier Tunnel Profite > Edit <Back | Apply
General  Rule t Tunnel Parsmeters
Inventory L |
Interfaces
Interface Groups EeGRE {
Fulticast dateway a1 ASA Praxy =
b Hetwork Rowtes datevay ai Accourting Froay E f
» Redundancy DHCE Optisn-82 S
5 Mability BHEE Sption B3 Pormat Biraey W f
Management
DHCP Dptian B2 Deliirtas
Parts
b NTR
Clreit-10 Remote- 10
F CDP
b PHIPWE Frakds Avallable Vialds melocted Fihihs At Fiakids Selac bed
* Tanneling AR radie MAL address LS
= AP Etharnat MAC addrass - 'r"‘.':"'""- WA addravs AP radie wadracs
AP Mama - AP dlsgap Hamma
Il AP droug Mere & “us | e
’ o e | [ SR a6 e sy » = =)
AR lecwtian [
< LT WL -1
» WLAN-ID ESI0-Mame E
ERID-Name FHI0-TYPE
L] S510-Tviid Clhagrt MAC
Chara Mal

ATwv 75 GUI TEoGRE b R EZHRELET,
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ay ha—T DR, VE—T 2 f ATA B —T 2 AZ TR ETHERIL, BEA X —T = A R

VIS a B R L £,
T
CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT
Controller EoGRE General
General Apply | Defaultl
Icons
Inventory Interface Mame management ¥
chromecast
TnEalace Heartbeat Interval{Seconds chromecast20
Interface Groups chromecast?3

Max Heartbeat Skip Count eogre-test —
Multicast management

b Network Routes

Add New TGW
b Redundancy

TGW Name |

¥ Mobility Management

TGW 1P Address |

Ports — |

F NTP
B Name IP Address Status Total Clients
Tunneling tgwl 9.9.89.100 DOWN O [~ ]
EoGRE
taw2 9.9.90.100 DOWN 0 [~ |

Profiles

ATYvT6 FYury A& WLANIZ~w vy 7 LET,
R2: 702774 Tprof-att] ® WIAN~DI v EY

WiLANE WLANS > Edit '5520test < Back Apply =

- wL:_l:u ™ | Security | Q95 | Palicy | Advanced
WiAkhs
!: ] -

¥ Advanced ian based Cantral Ensblad 2 .}

Swtching L1 PHIF

Caritral BHEP Protes g Enstiad PRIP Mobisty Trpe

Override DHE Enstind FMIP NAI Type rgradogmal T

NAT-PAT Enablad

Conitral Assoc Enatled BUEIE: Preifie Wana ¥

Lyne PMIP Resim
- i 1 AP i
Lyne Server Disabled ¥ il i Sttt

ik Universsl AF Admin

T e e, = 11w BSS Transitian Suppart
Assisted Rosman Pradition Optemizston Enstled

Neighbor List Enatled

Neighbor List Dral Basd Ensbisd o aniaciation imminant
D aiioaatioh Temer(0 o 3000
TETT)

BEF Transition &

200

Oprerazed Roarep Duassosateon [,
Tirrar (0 to 40 TETT)

neneg ke
Tonnel Frefle prof-aiy ¥

CLI TWLAN2 (27O 741 ERYEVT T B5E

config wlan tunnel profile profl 2

18



config wlan enable 2

J1)—R82D bR 2T JV—ADEE

82 LVAE[DY U —ATiL, EoGRERPMIPV6 72 EDTRTD h L RNV T2 RARA L MELTHEHATE2DEEH

A B =T 2 ADIHT LIz, VI —Z82 T, BHA L X —T 2 A AUUSND o RVEETEIRTE T AHEENBINE

N, XY hIT—THNDOT—H "NTFT7 4 v IV BIOEBR NI 74 v VBRI Ry VT~ BT A MIOBECE D XL
TR FE LT,

FEIIT 4094 HD I3 A v Z—T = A AZFEHTXFET,

cEHEIX, EOGRED L IR MV ZNAD R RNV T RRA UV NELTHEA T IV I A E—T oA ALHRIETE
i‘é—o

cHBED FRY T Tu b aleRE $TRTOREORTEICATITH ) £ A,

KA FI I A HE—T 2 A ATDOIPV6 7 KL AL, 82 TlEVAR—FEINTWHEFA,

s AP<v X — ¥ iX, bR/ (EoGRE, PMIPv6 72 &) Z#ARA ML TWVWALIA VX —T = ATIHAMMITEEH
Mo

c VWLC BLN2500 # &1 _RThary ha—I3 N8R —FENnET,

U U—282TiX, VWLC SI2MEDIL3 A v X —T = A ARV HR—bIND) 2R SFEEOVR— bR ar bo—
TT, 40U EOFTRTDOA L F—T 2 AANILIZATI VI A X —T =2 A ATT (IPv4 B IPv6 & L THEINT
WAEA, 82D ZINEDA X —T 2 A ATEYR—FENEHA) . IPT RLARERESN TV RWEAIZL2 A
VH =T 2 AADEFIZHRVET, TTCICEREIZEAINTWS a2 ha—F08E, 7Ty 77 Lb—RERIZIX T
JL—RK v FUA, DHCPHAR—bF (72 a8 TLINRTA—FDROVIZI2NRNTA—FEFHLT, L2 1
Z—T 2 A ADIP #HfFT 5 DHCP OV AR —F) PWELINDHZ EZRET LD, ZOV U —ATEHEINGLD L2
AE—T 2 AANITTAT VAV E—T AR LTHEHEINAZ LITHY FHA, LEITLUT, ZTNUHDL2
AVE—T 2 AAPRERDIV ) —ATIITAT VM AVE =Tz AL L THERHINDAEELHY T,

EAFI I A2 —T A AEREIX. WLC225H WAG ~D b RVIZEA DOHEEETT, AP/ 6D b RV DEE.
MRV ERTITEIZAPDIP 7 FLAZE OB TCoH NS H—T =2 A AT, MU RVOFE VLAN X, IP 23E|
DU TOHENTZZDAP A X —T A ADVLAN & 720 £1°,

EoGRE ~ > #JLDHCP A 7 3 > 82 DE&E

EoGRE 7 A4 7 F®ODHCP A7 3 821F7V v¥ F— R TWLCIZHAENET, 7T A7 bdxd o DHCP

BR N ME, MO DHCP 7w b ERERICa Yy ber—F 2 hanEd, arbe—7TiEH, 274472 RO

B2 A TNZEESWTEGRE 7 74 7 NISFRINCALEE S uE 9, BoGRE 7 74 7 > D4, DHCPA > 2> 82 D

HEFX VL Ta 77 ANV T —ERXR=ANLEREINET, /12— L DHCP O EIX, BoGREZ 74 7 MIH
ALFEHA,
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a2 kB —FODHCP 2— RIZL 5T, RO 7 a7 7 A )VEEEIZIEDNT DHCPA 'Y 3 82 /N T A — X 3
ANENET, F72, BEoGRE b /b~y X —fFfnar he—JZBManEd, 2 he—J 3547 DHCP /¥
7> h& BoGRE bR /b ~y X —ZIUEL, hRVITHEELET,

WEA~VY RIZE->T, A7 var2o7r—~vy b, TUVIXLF, VE—HFID, —F v ;D ZFKITHET
XFET, VE—FID &V —F v FIDIX, PR —FSINDHKRSEORI DT A —42 1D ZfE L THIHEICRE T
F9, ANLIERTA=ZICL>T, BENCANSNIEREN EEEINE T, XTI A—FZBATIINLWEGE,
F—FID &Y —F v FIDIFHIBREI, TDT 4=V RIZxTDHR7 A= 3k ESNnEHEA,

U U —2 8.6 LAFE, EoGRE b /L0 DHCP 473 = > 82 % Cisco Wave 2 AP THAR— F SN TWET,
AVIJ4FalL—aravrFk

config tunnel profile eogre <profile name> dhCP-Opt-82 enable / disable

config tunnel profile eogre <profile name> dhCP-Opt-82 format binary / ascii

config tunnel profile eogre <profile name> dhCP-Opt-82 delimiter <delimiter character>

config tunnel profile eogre <profile name> dhCP-Opt-82 remote-id <Paramater ID - 1> <Paramater ID - 2> <Paramater
ID - 3> <Paramater ID - 4> <Paramater ID - 5>

config tunnel profile eogre <profile name> dhCP-Opt-82 circuit-id <Paramater ID - 1> <Paramater ID - 2> <Paramater
ID - 3> <Paramater ID - 4> <Paramater ID - 5>

K3:6UIA>3—T A RXTHDHCPA T 3> 82D%TE

aliafis Sage Configuration | Bing | Logout Kb
CisSCo - R, i WIRELESS 5E T M3 4 35 MELP K
Cantrolier Tunnel Profile » Edit _ zeack | mpply |
ATRTHER] Bule | Tunnel Parameters
Inventory i
Interfaces
Interface Groups EaGRE ‘fg
rMulticast Gateway 37 ARA Proxy =
F Network Routes Aataway i Acesurting Praxy [ f
» Redundancy DHCP Optisn-82 il
p Mobility DHGCP Gption 82 Format Birary W #’

Management

ks DHCP Gpticn 52 Dalimiter

b NTP
Circuit-1D JoiwiteiD
¥ COP
b PMIPVG Finbds Available Fialds Selected Fialds Availsble Fiadds Selected
* Tunneling AP radic MAC addrass
i A5 Eovarnae MAC sdiress R RSSO
Profiles AP Mari AP droup Heme
L AP Group e [I] (o ) — [:j
b IPVE AP Flaw Group Mare e ﬁ ::::J:I:u& Ry I:;] L
AP location WLAMN- m
F mDNS WLAN=ID E s;m.ululin-.. E] -
L5ID-Mama SFID-TVRE
b Advanced SEID-TYPE Lliart MAL
Chiart MAC

CLITDHCP A 7> a3V 82 #8ET H156 :

config tunnel profile eogre prof-att DHCP-Opt-82 format Binary

config tunnel profile eogre prof-att DHCP-Opt-82 delimiter

config tunnel profile eogre prof-att DHCP-Opt-82 enable

config tunnel profile eogre prof-att DHCP-Opt-82 circuit-id ap-ethmac flex-group-name ap-group-name

config tunnel profile eogre profl DHCP-Opt-82 remote-id ap-name ap-location

CLITAAA 7AX L ELTHY — b ITA2RTETHHE -
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config tunnel profile eogre prof-att gateway-radius-proxy enable

config tunnel profile eogre prof-att gateway-radius-proxy accounting enable

EoGRE ~ > )LD KE

TLEMAMHRT 27-0ICEEDO N RV ERETEET, ZOHRAG, 774~ (FRET 77 47) brrlEs
NIAETD L ?ﬁ/&)(itiX&/ﬂ4)F/XW#EMREB/Zw®@W%%%ﬂ%i¢ X—7T A7
A=V NEICEEIND B (EBERL2WVGERIC N RN T T LTINS LR ENDIETOXF—TT 74
TH) AHETEET, ZHUE, Fr— L av RTIRTOXA T O b3V S E T, EoGRE kb
DOF%FHTIX, DTLSICMP X7 > ME R v 7 — F U = A IZEE &N E T, EoGRE kU R ANBERR S LD & ICMP
Ta— YT ANy MR RV =R oA IZEFEENET, ZEHR. ICMP =2 — 8BNS T
F=R U2 ADAT—HANREHFINET,

TIA<Y) PURMIBEENRETDE, 774 T2 MEIT T A4~V WAG M HilGE & BEM T 2 RS Ed, &
T F ) WAG BEHRIRERGG. 2 be—J XY bV EMHNLL, B XY N R BIROFNIR
TEICHESNTWDIHEIFEL XY WAGIZH#ERLET, BEHZ U MRSk, VE—K 7
FTAT Y b TNA ATX WAG IZHFERER L OEBEM T S, BH 4 U WAG @ DHCP — 35 1P 7 KL AZ T
FLET, 7T7A4~Y WAGHBA Y TA VIZRESTH, 27472 NIt U WAGIZHHE Lo E £ 0 £77,

Bing  Logout Refrech

CISCO MOMITOR  lAMs  CONTROLLER  WIRELESS SECURITY  MAMAGEMENT COMMANDS HELFP FEEDBACK M Horme
Controller EoGRE General
General A | nafauhi
Inventory
Interfaces Interface Mame mansgemeant
Interface Groups r
P Hesrtbest Interval(Seconds) |60
Multicast v !
Max Heartbest Skip Court |3
b Network Routes A AR —
» Redundancy i Add New Domain
Add New TGW
b Internal DHCP Server ) Domain Name
- TEW Name r .
F Mobility Management i_ J | TaW-1 e pe:
TGEW IP Address A
Ports n— He— TGW-2 [None. v
F NTP —I Add
L= TGW List i
b PMIPYE RS
T 5 Taotal
- :“G“:E'”g Name IP Address Status  Clients Active
o Name TGW-1 TGW-2 Gateway
Prafiles =l ASRLK-PR 10.10.200.5 P o a
domaind ASRLE-PR ASR1E-SEC HNone [~ ]
b IPVE iy, ASR1K-SEC 10102015 P o a

JI)—RBEDTEME T T —)LA—/N—

85 L VHIDY U —RATiX, EoOGRETGW 7 =— /LA —_"—Z FidD A7 V—r gy hTRT LIS, 7=—/F—
N—F I EMRAOT T~ ) T b ) ELTHIIEN TWHWERATLE, VY —RZ85TliX, 7=—/b
F—RN—ZHIE LTTGW-1 & TGW2 2754~V e B FVIZHEETAHLWA T a v 2RHATEET,
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Primary EsGRE
TeWr ™

Secondary E0GRE
TGWI

L WLANZ DulstaiDisabils

oR
Ramove AP from AP Group

FlexConnaci AP
e s

RAAL L TTTA~Y = T2 A ET 74NV NTT I T 47TV EYS, TI9A4~U F—hU=ABF DT
He,. BHUEY) = T2 ANRNT I T4 TERTI T TA~ R VET, 7747 ME B XY F—bo=x
ANZHBEEMT SNDIVLERNHY T, 72— N A —N"—DETHEBLORETHIZ, WLCITEMIZ T T4~ &7—
M7 =AlpingZFATLET, TIA~V X~ U ANET LV TANIRDE, TITAY) = U =ANT I T 4
T = T2 ARV ET, 7IAT L MITITIA~Y F— T2 T ="y 7 LET,

UU—286 TIEBMENTILREIEICLY ., $—77T T4 7 ping DA —S—~v RREE S ET,

8.6 LVAHINDY YV —ATIL, WLCIZETEINTWATRTOTGWIZ [F—TT T34 7] BDEEINTWEL,

VY —286 Tk, AN WLANIC= v B 7 ENTWDS TGW ORIZ =TT T4 7] BDEEENET,

WLC TWLAN ZEENIZ LIZVHIBRL7ZD +5 &, WLANIC vy B 7SN TWD TGW ~DO TR [ —7T 54
7 BEIELET,

WLC T WLAN DNEGLE - I3HIBREINZH6. 260X — 1 A OHIRA v —Y N AP BLX AP 7 v —7IC
EEINET,

a—Hh)V AA v F 7 F— KD Flex Connect AP THEIUA > a3 % TGW IZx L TEH & £,

Y

GE) AP 1040, 1260, 11401, VU —RA 85U TIIHR—FrENTWET A,

EoGRETGW 7 = — /LA —/\—DEREFIE
FIE

2T w71 CLI £721% GUL TEoGRE k> R/WZ IPv4 F7-1XIPv6 7 RL A ZHELET,

(WLC) >config tunnel eogre gateway add <TGW> ipv4-address <IP address>

(WLC) >config tunnel eogre domain <name><Pri/Sec TGW>
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Saye Configuration Ping Logout Refresh
UL LER S LT

CISCO MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Controller EoGRE General 3

General Apph o —

Icons

Inventory Interface Name management ¥

Interfaces Heartbeat Interval(Seconds) |50
Interface Groups
Max Heartbeat Skip Count |3

Multicast
» Network Routes
¥ Fabric Configuration
# Redundancy
» Mobility Management
Add New Domain
Ports Add New TGW
Domain Name [dom1

» NTP TGW Name tgwl
» cop TGW 1P Address AR, T
» PMIPV6 TGW-1 tqwl ¥ Primary ¥

Add TGW-2 tgw2 ¥ None ¥

TGW List
» IPV6 Domain List

Total
» mDNS Namel IP Address Status  Clients
1 = -
» Advanced tgw1 9.9.89.100 DOWN 0 " T Rbosc) e
tow2 9.9.90.100 DOWN O g *m et bl
tgwd 2001::10:70:0:21 DOWN 0 -]

ATvw T2 CLI £7-13 GUI T EoGRE 12 7 7 f JLIZ VLAN & RAA U EZHRELET,

(WLC) >config tunnel profile <prof -name>

Save Configuration  Ping  Logout Refresh

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
Controller Tunnel Profile > Edit < Back Apply
General Rule
Icons
Inventory
szl\e sogre-psk
Interfaces ama
Interface Groups
- Tunnel Gateway
Multicast Realm mn@att.com b Type EoGRE ¥ VLAN 1 Damala |dom1 ¥ |
F Network Routes Add
¥ Redundancy
» Mobility Management Realm Tunnel Type VLAN Gateway Domain
Ports cisco.com EoGRE 70 dom1
x EoGRE 0 domi
b NTP
mn@att.net EoGRE it dom1
» CDP
» PMIPVE
[ i"‘unne‘ii‘ng
EoGRE
Prafiles

AT w3 WLAN (Z Flex Connect 2 —H /L A A v F L T 2T ELET,



XFv 74 WLAN %

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT

WLANs

* WLANs
WLANs

b Advanced

CIsCo
WLANs

= WLANs
WLANs

» Advanced

WLANs > Edit ‘eogre’

_ General | ¢ | Q08 | Advanced

FlexConnect =

FlexConnect Local
Switching 2

LY

Enabled

FlexConnact Local Auth 42 ¥ Epabled

Learn Client IP Address 2 ¥ Enabled
Vlan based Central -

Switching 22 AL e
Central DHCP Processing . Enabled
Qverride DNS | Enabled
MNAT-PAT Enabled
Central Assoc Enabled

ELTEOGRE Fo RV 7077 A NENAL v RLET,

Save Configuration  Ping

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

' | Qos | Polic Advanced |
1L ] -
Lync Server Enabled ¥ Universal AP Admin (&
11k 11v BSS Transition Support
Assisted Roaming Prediction e Bac dersilion
Optimization ' Disassociation Imminent B2
Neighbor List ¥ Enabled Disassociation Timer(0 ta
3000 TBTT) 200
Neighbor List Dual Band Enabled
Optimized Roaming
Beniak Kl cone = Disassociation Timer(0 to 40 40
Prediction Minimum Count 2 BTT)
BSS Max [dle Service 3]
Directed Multicast Service o]
Tunneling
Tunnel Profile eogre-psk ¥
mDNS )
mDNS Snooping ! Enabled
TrustSec
Security Group Tag 0
OpenDNS

ATFYTE UFICRT 22, 70774 % WLAN (2314 RLET,

Cisco
Controller

General
Icons
Inventory
Interfaces
Interface Groups.
Multicast

} Network Routes

Saye Configuration

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Profiles
Profile List Add
New
Profile Name ===l WLAN IDs (Mapped) Profile
Neme
c
e None 8 o [None v
profa None 8 ada
e —ce ] .
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) 1) —X 88 D VLAN +—/\—35 4 F#8EfT S EoGRE > )L

VAIADBERRIZE 5 TIEEGRE o RV 7 HBATAHLGEIC, AR — NS5 VLANEICE L CRIEDRRAE L E
T, BEENEm T DREIL. 4 — 7 SSID [fi} @ EoGRE E¥ T WLC %729 O SSID/VLAN D KEDS 16 1R
ESNTNAZETT, BREHEIIBBEE (AT, BMTFz—r, D722 E) 124 —72 SSID ##t L£ 4,

HBr1Z 5520 F 7215 8540 = > h m—F A3 512 > WLAN 3 L1V 4096 fH D VLAN Z W 7R— h9 52 L 2 EB BT HHE.
IV —ER Tanf =TT = a CTORERFRE 220 F9,

ZOHIRNET DL, A—F 2 SSIDDHAITT ANV R —RE2FH L THEL VLANIC- v B 7 LaidhiEie b
RN TT, ZHCEY, Frxb a7y A LT L2190 SSID/VLAN X7 DO, DFEVRY 7 ZAHT-0 K
10 @ SSID/VLAN X7 I 6N ET (Frxb a7 7 A LOEPER 10 ICHIBENTWEL9D)

VATDEBEEDBEREIL, WiIFIGW LD VLANIC X > TB2BERENHBA SN TRY >—NmHAIns 720, A—7 v
SSID & VLAN D 1 %t 1 O~ v B0 ZRMNE T,

LoV —E R T u g B —DMEERRT D012, V) —ZA88TH LWEEMEENEAINE L, Z OykEHE
BETTIZ., WLAN & EoGREVLAN D 1 %} 1w v B 7 REAINET, 88 LVATDY U —ATlX, 512fHd WLAN &
10 > EoGRE 72 7 7 A LD BN R — F ENTWE L,

ZOYEIEHEREIC XY . 3 e —F D TGW ~0 EoGRE VLAN 235 K T 4096 {3 R— s S E1,

F—T VI 5 A4 T > FOBEAIE. BEoGRE VLAN & %D WLAN ODMOBEEZEHS 1 2D [*] L— L OLBER S
nE4,

ZOH LWLERRE AT % & . EoOGREVLAN O EN WLANN T FEX S, BHEOTXTOA—LREHA S
34, 7277L. 2D EoGREVLAN —"—F 4 R F 7L a V(M T5HE. AAAF—1"—F 4 RE-IZFe 77
AN =L D—FIZ R 72 <. EoGRE VLAN 28 FEX SN EJ,

AT SN T ) . S OBED Bt LTEESTOID 2 LiEb Y £t A, BEIEMLAR b OIL AAA 4 —
N=F4 KT,

1. WLAN ® EoGRE VLAN F—/3—F 1 &
2. AAA F—R—TF 1 FEOEIZ AAA &

3. a7y A) )b—C—FT 5 NAI

VLAN +—/\—5 4 K{tZ WLCEoGRE > 1) VY  DEHETE
EoGRE bV RNV EFHRET HITIE. LTFOFIEEZFITLET,

FIE

AT w71 BoGRE BREZ X ET HIC1E, SSID Z/Epk LE 4, 4 BHIZ A LT leogre-test] 72 & WLAN % {Ejk
L. [Applyl 227 U v 27 LET,
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WLANs

w WLANs
WLANs

» Advanced

WLANSs > Edit 'eogre’

General | Security | Qos I Policy-Mappi — —"

Profile Name

Type

551D

eogre

WLAN

eogre-test

Status

Secunty Policies

Radio Policy
Interface/Interface Group(G)
Multicast Vlan Feature
Broadcast 551D

MNAS-ID

¥ Enabled

[WPAZ][Auth(802.1X)]
(Modifications done under security tab will appear after applying the changes.)

Al v
management ¥
Enabled

¥ Enabled

none

ATFY T2 bRV F = T2 T RUAZE L TET,
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1.

2.

WLC DA A > A==—7)5, [CONTROLLER] > [Tunneling] > [EoGRE] DNEIZEIRN L F 9,

[Heartbeat Interval] % 60 FHZEE L £7,

JY—286TiL, FiLF—77 7 4 THEKENBINIE Lz, BRiD U Y —ATiX, Cisco

WLC IZBRESINTNDTRTDO bRV F— Uz A (TGW) IZF—77 74 7 ping BNEEINT
WE L, 2OV Y —ATiE, A7RED WLAN [Z¥ v BV 7 SN TWD TGW IZOBRXF—TT Z
A 7 ping BE(E ZNFET, CiscoWLC CTWLANZHZHZ LIZVHIBRLZZD T 5L, ZOWLANIZ~ >

BT ENTWD TGW ~DEMM 72 % — 77 7 4 7 ping BMEILSLET,

[Max Heartbeat Skip Count] % [3] IZF%E L £,

A%y F oL kv,

a2 b —F Lo TTGW X T LTINS &

MR TISEZAF v 7 TE BB REY £,

[TGW Name] ZiEM L E7 (f5] : ASRIK) .

TGW IPv4 F1=Z1Pv6 7 FL R ZEML £9 (4] : 10.91.104.87) ,

ik S DRNC, TGW



ATvT3

cisco
Controller

General
Icons
Inventory
Interfaces
Interface Groups
Multicast

» Network Routes

» Fabric Configuration

» Redundancy

MONITOR WLANs CONTROLLER WIRELESS

Add New TGW

SECURITY MANAGEMENT

TGW Name [

TGW IP Address [

_add |

TGW List

Namel IP Address
» Mobility Management g
tgwl 9.9.89.100
Po tgw2 9.9.90.100
» NTP tgwd 2001::10:70:0:21
» COP tgw3 10.91.104.89
} PMIPVG tgws 10.81.104.86
« tgwe 10.91.104.87
+ Tunneling b
EoGRE
bl Get Statistics
b IPv6

hoxVFa7ryA N A—LEEZXELET,
1. fEfL7=7a 774 (eogre’2&) #27 U v LET,

Status
DOWN‘
DOWN
DOWN
DOWN
DOWN
DOWN

COMMANDS

Total
Clients

0

0
0
0
0
0

HELP  FEEDBACK

Add New Domain

Domain Name

TGW-1

TGW-2

_add |

Domain List

Admin

State

cown @ Nemet
pown @ ™
pown @ dom2
pown @ dom3
pown &3

pown &3

Save Configuration

Ping  Logout Refres|

i Hom

Gateway Name
[Nane, ¥}
| None ¥

TEW-1
tgwl
tgw3
tgws

Role

None ¥
Nome ¥

TGW-2

tow2
tqwd
tqw6

2. 77 ANIRED LIV AEY Y BT 5T, user name@realm 72 ED LV A E AT LET,

TRTCOUINLIC—FHEED T, * A LET

FIETRTOLLARZIFANLNDZEEEWRLET) &

3. [EoGRE] & L C [Tunnel Type] Z 38R L 9,

4. [VLAN] % [0] IR E L £,

5. [Gateway Domain] & L C [domain4] % B4R L £,
6. [Add|Z27 Vv 7 LET,

CIsco
Controller

General
Icons
Inventory
Interfaces
Interface Groups
Multicast

b Network Routes

¥ Fabric Configuration

» Redundancy

¥ Mobility Management
Ports

¥ NTP

» CDP

» PMIPvG

w Tunneling

e ]

MONITOR WIANs CONTROLLER WIRELESS

Tunnel Prefile > Edit

[ Rule | ——

SECURITY

MANAGEMENT

COMMANDS

HELP

FEEDBACK

Save Configuration  Ping

ATY T84 WLANIZ b v 7a 7 7 A )V 8M/ELERM T LET,
1. WLC @ GUI 7>5, EoGRE (eogre-test) k> R/NLZHNETH WLANIZBEIL 7,

Profile Name  prof-att

7 Tunnel T Gateway rm——
Realm |mike@cable.com| Type EoGRE 7| VLAN |4 Borain dom3 v]
Realm Tunnel Type VLAN Gateway Domain
att.com EoGRE 1 dom2
att.net EoGRE 2 dom2

Logout  Refres!
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2. [Advanced] % 7 @ [Tunneling] =Y 7 C, #illZ7~x79 & 5 T [Tunnel Profile] & L T [prof-att] Z &R L F
j—o

3. JU—=A838 T“&i VLAN A —R_—F A REFHZT 547 v a & VLAN A —"—F 1 FID HFER
INDHZ EITHERLTLIIEIN,

Save Configuration Piny Logout
vl e Config Bing ' Log

Ccisco MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A

WLANs Central DHCP Processing [ Enabled PMIP NAI Type | Hexadecimal ¥
B
: Override DNS " Enabled PMIP Profile None ¥ |
| ~ wians NAT-PAT Enabled
WLANS ‘ PMIP Realm [
Central Ass
} Advanced S s Enebled Universal AP Admin Support
Lync : :
Universal AP Admin 5]
v
Lyne Senver [Enabled v] 11v BSS Transition Support
11k E =
BSS Transition @
] 5 5 S

Netgboriier o R Optimized Roaming Disassociation e

Neighbor List Dual Band [ Enabled Timer(0 to 40 TBTT)
BSS Max Idle Service ]
RS e e =

Tunneling

Tunnel Profile [prof-att v ]
EOGRE Vlan Override 7}
EOGRE Vian Override ID [4 |

EoGRE VLAN Overridencept ® CLI < >
WD CLI Z:8M L, #iEE2HIMb L TAH—/"—F 14 RVLAN ZHH L £,

# configure wlan tunnel profile eogre-vlan-override enable/disable

* WLAN Z &2 EoGRE VLAN A —/"—7 o FHiEZ A2 E 13RI L £,
BREZIT 121X, LAN NN REETH L2 ERH VY 7,

# configure wlan tunnel profile eogre-vlan-override <vlanId>

* WLAN IZ VLANID ##&E L £7,
« ZOVLANID /X, hr b 7’07 7 A VIZERE SN TS EoGRE VLANID CEEX INFET,
BREEIT O ITIE. WLAN BEZZRRETHOILERH Y 7,
T 7 AV R T, BRICERESNTOVET,
Eogre VLAN A —/3X—F 4 RDOT 7 4 /L MEILX 0 TT,

>y —IL aygofbl

(WLC-5520MA) >show wlan 3

DHCP Address Assignment Required................. Disabled
Static IP client tunneling.........c.oevievennnen. Disabled
Tunnel Profile. ... ..ttt eenennennns Profl
EOGRE Override VLAN state......c.uiiiiiniinnnnenn. Enable
EOGRE Override VLAN ID. ...ttt nnennennenns 4
PMIPV6 MODIlity TyPe . v v ittt ittt eieeineenenn none
PMIPv6 MAG Profile......uiiiiiiiiininninnennns Unconfigured
PMIPv6 Default RealmM.....cvviiiiininnnnennns Unconfigured
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PMIPVO NATL TyP€ .t v vt eteeeeeeeeeeeeenennennns Hexadecimal

PMIPV6 MAG locCation......euwiininninnennennns APQuality of Service........ciiiiiiii.. Gold
Per-SSID Rate Limits...vieiiiii it Upstream Downstream
Average Data Rate. ...ttt ittt tiiiieinennn 0 0
Average Realtime Data Rate.........coiiiiinon.. 0 0
Burst Data Rate. ..ttt ittt ittt i 0 0
Burst Realtime Data Rate............iiiiiiinnn. 0 0
Per-Client Rate Limits......ciiiiiiinninnnnnn. Upstream Downstream
Average Data Rate. ...ttt ittt ittt ieieenen 0 0
Average Realtime Data Rate........ciiiiiinenn.. 0 0
Burst Data Rate. ...ttt ittt ittt it i i 0 0
Burst Realtime Data Rate............iiiiiiiinn. 0 0
Scan Defer Priority.......c.o.iiiiiiiiniininnnnnnn. 4,5,6
Scan Defer Time.......oiiiiii it it inininenenens 100 milliseconds

%%t 2 : FlexConnect AP X— X D EoGRE k> /)L

« CAPWAP filfi/ 2 (7L w7 X AP & WLC )
*EOGRE T —# /X (7L v 27 A AP & TGW [#)
o NURANFELEND L, T —H L FC AP 75 HEBE TGW IZHIVE T,

OEFTIE, AP DOLOEHE N FUICEY, T—X FL—rviltarvie— LT L—rRnaryba—7 L APHLS
%’Eéﬂiﬁ‘ Iy NT—=7Dar7~DFT —H NRAN—TF 4 VTP SNDT2, FROT—H 21—y NIz
7 Xy NI = ORBEIZL > TOAFIRSNET, 2 he—FRNELEFar be—FROEEY 7 0 1ZPAR—F &
NERALB, 7747 Mivn—Dn AL vF 7 F— ROF U FlexConnect 7 /L —F 5| &f&n—I 0/ T&E
7

EoGRE From the
FlexConnect AP

EoGRE-on-AP requires the AP
to be in FlexConnect mode +
WILAN configured for Flex
“Local Switching"”.

* FlexConnect AP : EoGRE I%., A4 —7"> WLAN 1 L (X 802.1x X— A WLAN CTHR—hrEnEJ,
¢ 802.1x TRRGFEINT- T o7y £721% T b %] EoGRE 7 74 7 v MiE[FEI L WLAN ECTHAR—FENE7,
I IAT NI, R S Wt —b L EFE—REAIT MRV E— Rz enEd,
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o MRV T T AT M TiE, EAP-SIM F 721X EAP-AKA £— RV R — hEnFE7,

e F—7F U SSIDWLAN Tlt, T R_RTCa—H /L7 I T bEIZTRXTRURAV T TA TV hOWT BT R—
FEnET,

* EOGRE = —H%# D AAA DA — /=T A FBRPR—FENTHET,

¢« RV GWIZAAA 7 X & L THRET A2 L b TEET,

* FlexConnect AP ClE, TGW [EEMMH &V TGW ~D A A v FA— =N R— hZnET,
*TGW TlE, 77T 4 T/AZ N, F—RIZLDH 74—/ FLTUARYR—FENET,
carvbhr—9RNBIN=ar br—FHOEE Y 7 11X, FlexConnect AP E— R THAHR—FINET,

« AX L RT7my T— RTIX, EE YT 1% FlexConnect 7 /L—7HNTOHLYHR— F i, PRV GWITAAA B
X7 T 4 TuRs L LTRETEET,

o« L GW Tik, [FREFHE] DHCP A7 Y a v 2 BNYR—hEnET,
o J U —2 84 LI TlL. FlexConnect TIPv6 7 KL ANYKR— hIE1,

F K97 Flex AP EoGRE %7€

Flex AP |Z EoGRE b > RV EHRET DG :
*WLAN (L7 B 7 7 A V& T 5 &, WLC £721X FCAP h o R /VZRI U bR AGRENBEH S E T,
*FCAP R —H/)v AL vF F— RiZRoTWLHGEE, FCAP 7 — MU =4 hrANHBICEH S E T,
e B —LET— RO AP IZHRE LT\ D Y T A 7> ME, WLC-TGW bz LClfE LEd,
*FCAP IZHifi LT DY 74T M, FCAP-TGW k> 34 L ClfE LT,
s I TIAT Y MOBRG, AAA F2iE7 07 7 ANV A —R—F 4 NOEELZITET,

'ﬁ\
™, 2. Tunnel Gateway creation G e
1. EoGRE Tunnel 3. Domain Creation pushed to &. Define ti:ﬁf:f;t
Heart beat Configuration Flex AP Profile Rules Wi J;\N
check goes from FC AP to 4. Profie Creation
TGW 5. DHCP option-82 & Gateway-
- as=AAA proxy Configuration

N

GE) MEPFCRVBREETE— RFRTIE, BoGRE F o RV F— RICEESNTWATRTOFCAP 2 obXF—7T7T 547
ping 3 E(E SN ET,
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— %897 B RH : FlexConnect AP - EOGRE 7RO

Z O—%f972 FC AP - EOGRE b > F/VEBIRE TliE., 2 AO=—% MN1 & MN2 ' Realm @att.com (ZH#¢ L. o> 2
ADz—4 MN3 & MN4 7% Realm @att.net [Z826¢ L CWET, IROMIZRT L HIZ, =—H MNI1 & MN2 [3#H#id 5
L XIZVLANL BEXONTGWI EIZWARERSH Y | —H MN3 & MN4 | VLAN-2 35 X N TGW2 ([Z#2ki 2 LEN H
DVET, ZORETIE. TNFN1ODLALEE 2 >DOT a7 7 A ABEREN, WL RAAL U HAND TGWI &
TGW2 IZEIic~ v B 7 EnEd, ZOREMYF VA TR, Frxviia—hi AL vF 7 F— KD FlexConnect
AP & TGW1 B X O TGW2 fICEGRESN, T—% b T 74 v 73T _XCarha—J&% A AL THNET,

Turmel Profile mapped to WLAN

Irer 20210 Garbimasny

FoGRE

att.com Vian-1 TGwW1 I
att_com Vian-1 TGW1
att.net Vian-2 TGW2
att.net Vian-2 TGW?2
T
i A

EoGRE
TGW2

WLET

G¥)  ZOFETIEL. BoGRE F X ALTGW, RAAL Y, Fa77 AL —L, BELOLI/LANR, WLC-EoGRE D A
CFHFIVADOEGEEFSTLKERICEY T vy FENET, ME—DOEFELIL, FCAP 2 u—Hh/L AL vF K E—
RTREINDZ L TT,

1. AP % FlexConnect 2 —H /)L AA v F U TIZERELET,
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Nmir

CISCO
WLANS WLANs » Edit 'Podi-ateds'
O LR | General | Security i Qos l Policy-Mapping | Advanced
wlaks 00 e LB Bt ] iiiar i -
k Advanced FlenConnect i 7 . DHCP Profiling

FlaxCaonnact Local HTTP Profiling

Switrhing & [¥] Enabled

Local Client Profiling
Flexconnect Local duth 2 [ Enabled . E

DHCP Profiling
Learn Client IF Address £ Enabled HTTP Profiling
Wian based Central
O Enabled i

pe e
Switching PMIF Mobility Type
Central DHCP Pracsssing [ Enabled

Owerride DNS O ensbisd PMIF HAI Type
NAT-FAT Enabiled FMIF Frofils
Central Assoc [J enabled FMIP Realm
Lync Universal AF Admin Support
Lyne Server [ Digabled » Universal AP Admin

)

() FCAP-TGW b > /L ZEATT HIZIE, [FlexConnect Local Switching] 473 5 > D% FG AP % 7213 FC 7 /L—
TTRETDILENHY £, TOMD WLC EoGRE %7€, FC AP EoGRE #%/E i S E1,

EoGRE #£8E D E IH
J Y —2 85 LI TIL, LA R SNMP MIBS % EoGRE ko /L DA BRI I C& £,
«* '~ K7 = A /AP EoGRE k> % /L Admin 27 —4 A
o * F—~ K7 = A/APEoGRE F > RN DF—T7T 74 7K
o * '— L7 = A /AP EoGRE b /LR
«* #— 1 =A/APEOGRE h>F/L FF7 1 v 7
e* a2 fu—7/7— k7 =4 EoGRE b /L Admin AT —# A
e* a3y kv —7/7— kU xA EoGRE k> RV DF—TT T A THK
e* a3 hr—7/7— U x4 BoGRE b /L@

e* a2 —F/ U xA EoGRE b Rr)V T 7 4 w7
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SOV a—T42 aARDF
BEfF DA v B —T A A7 7Y r—2a UEEOT Ny FRFEFHINET, BT, Sy b 7r— MR,
BIOIPv6 BhEDOMEICER L5 7 /Ny 7 L show 2~ FERLET,

7“‘/\\)7‘ .

debug arp all/detail/error/message enable/disable
debug packet logging enable all
debug pm rules enable/disable
debug ipv6 neighbor-binding
debug ipv6 address-learning
debug system printk

debug Tunnel eogre

debug Tunnel errors/events

Show commands:

debug fastpath dump vlandb
debug fastpath dump portdb

show system route

show arp kernel

WICTD ST a—TFTa2)

show tunnel eogre gateway summary

debug tunnel eogre events/detail/errors enable

Show tunnel eogre statistics

Show ap eogre gateway <ap-name> - - - — AP & TGW [H D ks XV DGEIX, F U RUERDPERSNET,

L=

FCAPTD S TNV a—Ta2T
show tunnel eogre gateway summary

show dot11 eogre-tunnel gateway

debug dot11 eogre-tunnel event/packets

HAEDREFIR

L3 H—T 2 ARKREYR— T EH500FH LWCLIEMIZHY A, 82XVFTDOY YV —ATi, =—F 3%
PN DOBREFHA v H—T oA A% ho RV RiRA 2 b ELTGRIRTE SR A, ﬁ g— N A E—T A
ZRFNVTZY RARA U MELUTHERT D X DICERET DI, HILOWCLINKLETT, ZOiEIX, EoGRE, PMIPv6
BRED NN BATTEIATFIMERS Y 7,

PMIPV6 k> R/VDFEDFEAIZOWTIE, LFDOEATA REZM L T Z XV, 1http:/www.cisco.com/c/en/us/support/
docs/wireless/5500-series-wireless-controllers/113686-pmipv6-config-00.html

CLI T® EoGRE > RILDETE

config tunnel eogre interface <interface-name>
show =< > R :

show tunnel eogre summary
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CLI T PMIPv6 k> R JILDERTE

config pmipvé interface <interface-name>

show =<2 K :

show pmipvé mag globals

show <> F

WLC @ show 37> F

Show tunnel eogre summary

show tunnel eogre gateway summary

show tunnel eogre domain summary

show tunnel profile summary

show tunnel profile detail <profile name>
show ap eogre domain <ap-name>

Show ap eogre gateway <ap-name>
AP @ show ATV F

show dotll eogre-tunnel domain summary
show dotll eogre-tunnel gateway summary
show capwap reap associations

show capwap client detailrcb

EoGRE % 8E D % 7€ 6!

ASR 1K @ CLI FEDHEE

1. enable

. configure terminal

2

3. interface interface-name

4. ip unnumbered loopback interface-name or ip address ip-address
5

. tunnel source interface-type interface-number
6. (7N IPE— ROYH) mac-address HH.H
7. tunnel mode ethernet gre ipv4 or tunnel mode ethernet gre ipv6

8. (&) tunnel vlan vlan-id

9. end
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ASR1K TDEREHI
aaa new-model
!
aaa group server radius AAA SERVER CAR
server-private 5.3.1.76 auth-port 2145 acct-port 2146 key cisco
!
aaa authentication login default none
aaa authentication login ISG_ PROXY LIST group AAA SERVER CAR
aaa authorization network ISG PROXY LIST group AAA SERVER CAR
aaa authorization subscriber-service default local group AAA_SERVER _CAR
aaa accounting network PROXY TO CAR
action-type start-stop
group AAA SERVER CAR
!
aaa accounting network ISG_PROXY LIST start-stop group AAA_SERVER CAR
!
['ntelligent Wireless Access Gateway Configuration Guide,]
46 OL-30226-06
Service Provider WiFi: Support for Integrated Ethernet Over GRE
Example: Configuring the EOGRE Feature
aaa server radius dynamic-author
client 5.3.1.76 server-key cisco
auth-type any
ignore server-key
"
ip dhep excluded-address 172.16.254.254
!
ip dhep pool ISG_SIMPLE 1P
network 172.16.0.0 255.255.0.0
default-router 172.16.254.254
domain-name cisco.com
!
policy-map type control EOGRE L2 ISG

class type control always event session-start
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2 authorize aaa list ISG_ PROXY LIST password cisco identifier mac-address
4 set-timer [IP. UNAUTH_TIMER 5

!

class type control always event service-start

1 service-policy type service identifier service-name
2 collect identifier nas-port

!

!

interface Loopback0Q

ip address 9.9.9.9 255.255.255.255

interface GigabitEthernet1/0/0

ip address 192.168.0.9 255.255.255.0

negotiation auto

!

interface GigabitEthernet1/0/0.778

description "to ASRSK GGSN"

encapsulation dot1Q 778

ip address 172.16.199.9 255.255.255.0

!

interface Tunnel10

description "EoGRE Tunnel for Simple IP subscribers"
mac-address 0000.5¢00.5213

iip address 172.16.254.254 255.255.0.0

no ip redirects

tunnel source 172.16.199.9

tunnel mode ethernet gre ipv4

service-policy type control EOGRE L2 ISG

ip subscriber 12-connected

initiator unclassified mac-address

initiator dhcp

interface Tunnel100

description "IPv4 EoGRE Tunnel for PMIP/GTP subscribers"
ip unnumbered LoopbackO

tunnel source GigabitEthernet1/0/0
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tunnel mode ethernet gre ipv4
tunnel vlan 100
service-policy type control EOGRE L2 ISG
ip subscriber 12-connected
initiator unclassified mac-address
initiator dhcp
!
interface Tunnel200
description "IPv6 EoOGRE Tunnel for PMIP/GTP subscribers"
ip unnumbered LoopbackO
tunnel source 2001:161::9
tunnel mode ethernet gre ipv6
tunnel vlan 200
service-policy type control EOGRE L2 ISG
ip subscriber 12-connected
initiator unclassified mac-address
initiator dhcp
!
mcsa
enable sessionmgr
!
ipv6 mobile pmipv6-domain D1
replay-protection timestamp window 255
Ima LMA 5K
[ntelligent Wireless Access Gateway Configuration Guide ]
OL-30226-06 47
Service Provider WiFi: Support for Integrated Ethernet Over GRE
Example: Configuring the EOGRE Feature
ipv4-address 192.168.199.1
!
ipv6 mobile pmipv6-mag M1 domain D1
sessionmgr
role 3GPP
address ipv4 9.9.9.9
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interface Tunnel100

interface Tunnel200

Ima LMA 5K D1

ipv4-address 192.168.199.1

encap gre-ipv4

!

ntp master

!

gtp

information-element rat-type wlan
interface local GigabitEthernet1/0/0.778
apn 1

apn-name gtp.com

ip address ggsn 172.16.199.1

fixed link-layer address 00ab.00cd.00ef
default-gw 20.100.254.254 prefix-len 16
dns-server 20.100.254.254

dhcp-server 20.100.254.254

!

end

YT TATTAN By Vg EREERB L OERTDITIE, U Toavr R LET,
show ip dhcp sip statistics

show subscriber statistics

show subscriber session

show ipv6 mobile pmipv6 mag binding
show gtp pdp-context all

show interface tunnel-name

%1

VARNY

[Intelligent Wireless Access Gateway (IWAG) Configuration Guide] £ L T 72 &0,
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