e
CISCO.

Application Visibility and Control ##g U
J—R 74 ~88EHATA R

B EEH: 201847 A

Application Visibility and Control U UV — &7 v 75— k

FrED AVC BEREICBI T 2 MB LOREL IS T 21X ST 257 v 77— P 72— X2 B LT L&Y,

7x—X1:AVC7.4 | ® NBAR2 = 2L 5 1039 7 7 U r—1 a > O4FER L O,
B 16DAVC 7Tu77ALBLRT 774 LT8D 32 D/L—LDYR— |,

B WLAN ZLi21 2D AC 7un7 7 A EYR— b RU7T0 77 A LEEED
WLAN THR—FTx £,

B WLAN I v BV 7 ENT-AVC a7 7 A M. ~— 2 E£-E ke y X7
TarOL—ANHY ET,

B SEINT-TR_RTOT7FVr—avicar ha—I 2757 4 v 7 FKR,
B WLC T12® NetFlow =7 AR—F L E=FERETEET,

PAM 7 A4 > A& L7- Pl T® AVC NetFlow £E=% VU > 7,
7x—X2:AVC75 |B AVC 7x—X2TOFa har Xy 4.1 OV R— |k,

B oMo T TV r—varOYR— A 1056 DT Y r—a v

B o bhalRXy BB —RL T 7 r—ya 2B 57200
R—F,

7x—X3:AVC80 | B T hzaisyZ 9.0

B NBAR=T» Y VU U—x 3.1

B U7 RO AAAAVC Ty A NVF— =T A K,

B WLAN TO2—HF T D77V r—ra v b— MR,

B 2—FBIOT NS ATEDAC 7Ty A )VEr—HNRY v —5HEDHE,

B Ty7ANI—LABLIRF AR —A FTF 7427 ® AVC faHPE QoS
DSCP ~v~—Xx > 7,

B 1105077V r—varOYR—1,

Cisco Systems, Inc. www.cisco.com

1



Application Visibility and Control #%8EV U — & 7.4 ~ 8.8 HA KA K

Application Visibility and Control : 7 =— X 1

Z7rx—X4:ANC82 | B Tu hzvr 14.0

B NBAR = Y 23

B 1273077V r— g DOFR— |

B — FRX—F ¢ Netflow = L7 Z OH KR — |
B 25070 —al 7 ZOYR—h

Ja—al g HXTO17 DT —F7u—La— RKOHR—
7x—X5:A/C83 | m uhza)Nvr 19.1

B NBAR = I/ —T 3 23

1317 T SV r— g OFR— b
7x—AX6:AVC88 |m TnlhanNys 37

B NBAR = YV /R—V 3z 31

B 1408 DT Y r—a O FR— K
B 75 7/ DSCP fED LR

B Wi-Fi @50 ¥R — b

Flex Connect AVC Wave-2 AP

B Jobharys 37

B NBAR2 => v 31

B 1408 T Y r—a O HR— K

B 75 7/ DSCP fEDLHE

B Wi-Fi@igioy A— b

Application Visibility and Control: 7 =— X 1

Network Based Application Recognition (NBAR) (X, VA ¥ L ARy NU—2 TOT 7V r—3 a UHilillE rIEEIC L, &8k
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2. AVC: s b7 7 4 w7 2afflb L, ey 7 E2id~—27 (DSCP) 7 7 v a LZE > T I 7 4 v 7 24 %
A7 a bt LETS,

3. NetFlow: Cisco Prime Assurance Manager(PAM) 73 £ NetFlow =1 L 7 # (2 #? NBAR #itEm 242t L £9-,
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B AVy—T o bar Ry Z3 w4 F—Frbar Ry rHLnye bal BHETn s A BIONTT 4 v 7 A
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Foyra—RLEHE 07 m han Sy 3T 5 RetEixed 0 T8 PR — FShERA,
https://software.cisco.com/download/home/282600534/type/284509011/release/24.0.0 Z& M L T 72 &0,

Download Software ¥ Dowivad Cat (0 tum) piFeediack Help

fucts * VWireless * Wireless LAN Confrolier > Standalone Controllers * Cisco 5500 Senes Wireless Controlters >
i1 > HEBARZ? Protocol Packs-4.1.1

Cisco 5508 Wireless Controller

% Release 4.1.1 Retease Notes for 411 |
Fie Infarmaton Relesse Date - Size
»Lalast Releases
411 NBAR? Advanced Protocol Pack 4.1 for Are05 T.5: NBARZ Engine 13 [ i JUL-2013 02218 Download
* Al Releases pi-AR-7.5-13-4 1.1 pack zhiaid
»d Add o cart

YU —=ATHR—=FINTWDLF B FIVOFERR—EIT RO 7 Il SN TWET,


https://software.cisco.com/download/home/282600534/type/284509011/release/24.0.0
https://software.cisco.com/download/home/282600534/type/284509011/release/24.0.0
https://software.cisco.com/download/home/282600534/type/284509011/release/24.0.0
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http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-pack-library.html
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TWETLFR LT WLAN IZ AVC & QoS BNEEINTWDIGE. T v 7T AN —AFMEF T A M) —LFMT/NT v M
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2. AP 73 WLAN [ZRE SN TV 5 (QOS X— A D E) CAPWAP ~ v 4 —|Z DSCP ZiEi L £,
3. WLC 7% CAPWAP ~ v % — %l L £,

4, 2 b —F ED AVC FY 2 — LR AVC 7’10 7 7 A JVIZERTE &7 marked fET DSCP # FEX L THEELET,


http://www.cisco.com/en/US/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/nbar-prot-pack-library.html
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AVC 7o fan/Ny 7 (7=2—X2) or—NK

U ALY —2h
1. HHMONHE DSCP EDOHF LD TRy bRAL v FINEEEINET,

2. AVC &2 = — /L3NS DSCP fE% E#F& LET,

3. @ hr—F 3 WLAN QoS #% i (802.1p ™ 802.11e IZJ %) & NBAR 23 & X L7-P9ik DSCP {4 i L £ 4,
WLC iZ./hEWE D D& EIR L, % DSCP @ CAPWAP ~ v % — [T/ L £7,

4. WLC 73,4+ CAPWAP 5 LU AVC PNl DSCP #% 7 T.QoS WLAN 3% E &= AP (237 v R &% E LET,
5. AP | CAPWAP ~ v % —%Hlx L. AVC DSCP R Ex &ie/ 7 v b EFELETAIC N T 7V r—ra @i shn
TWRWIEE . ZDOT 7V r— 3 12X WLAN @ QoS iRENH S E 4,
TUh— A ar he—F0®y T v 28D AVC OEE
ToA—BLUSNEa s ha—F ORETIZ KT 7V r— a VHIEALERBATT AVC 2R ETHLENH Y
FT TNy N Ty I TIRIEEA DS T v h—ar e —F T AVC AN LET.AVC e T 7 AL

OEMIT. T —ar+r—F3O WLAN TITbnEd,. 7o h—ar tua—50 U J—2RN 7.4 U ETHLEA1T. LR
DYy T v TR LE T,

AVC 7a hanl Ry 7 (7 xz—X2)Dra— R

AR RIA L A F =T =2A AR LT 0 hai/y 7 On— ROBPYR—FSNETIROF T, 72 han
Ny Zxwn—RyLHavy FarRLET,

(Cisco Controller) >transfer download datatype avc-protocol-pack

(Cisco Controller) >transfer download start

Mode.......cccoeeveieiiiiiiininnee FTP

Data Type.....ccevueereenneeeen AVC Protocol Pack

FTP Server IP............ccce.... A.B.C.D

FTP Server Port................... 21

FTP Path....cccovreiviiiiiennnnn. /

FTP Filename.......c...cccevunnn. pp-unified-wng-152-4.S-13-4.1.1.pack
FTP Username............ccceveeeee cisco

FTP Password..........ccccvuueenn. ol

Starting transfer of AVC Protocol Pack
This may take some time.

Are you sure you want to start? (y/N)



Application Visibility and Control #%8EV U — & 7.4 ~ 8.8 HA KA K

AVC 71 hanNy s (7x—RX2) Ou—FR

Y

(5508-60-Active) >transfer download datacype ave-protocol-pack *"—_——
[5508=60=Active) >transfer download filename pp-adv-asrlk-152-4.8-13=-4.1.1.pack *_—-.—.

[5508=-60=-Active)] >transfer download start

L~ I L L e T TFTP

Data TyDE. . cueceaananssssssssassnssnssnasnnnnsnns AWC Protocol Pack

TETP Server IP.ccciceirvrrmsrssnsnssnnsnnssnsaasas 10.70.0.59

TFTP Facket Timeout........ocveeenesnnanaanannnnns 1]

TFTP Max Retrilem. . e iueisensassnsansansansansans 10

TFTP PACH. . ... nnnannnnnnsnassmssnsnnsnnnnnsnns

TFTP Fillenmame. .....o.cceecneerassnasnannannnnnsnns pp-adv-asrlk-152-4.5-13=4.1.1.
pack

Starcing cranfer of AVC Protocol Pack

Thi=z may take =ome time.

<

Are you Sure you wamnt to start? (y/N) I

Frn— N7 at RBERBPNLEERH Y £,

TFTF AVC Protocol Pack transfer starting.
TFTF receive complete,.. Loading Protocol Pack.
INFO, deactivation XDR was bypassed as batch config was idencified

% INFO NEAR : engine deactiwvation
AVC Protocol Pack installed.

show <V F2FERA LT BER—RFShTWwWa e bal Ry 7 2KRT3
(Cisco Controller) >show avc protocol-pack version

AVC Protocol Pack Name: Advanced Protocol Pack

AVC Protocol Pack Version: 1.0

show 2=V FEFERL T HRED Nbar2 =2 0 D=V g VERRT S
(Cisco Controller) >show avc engine version

AVC Engine Version: 13

T bhansy 7 EAL A =T HRNTIRDE ST 740 by I RFIRSNET,

(5508-60-Active) >shov ave engine version
AVC Engine Version: 13 *"———.
{5508-60-Active) >show ave protocol-pack version

AVC Protocol Fack Hame: Advanced Frotocol Pack
AVC Protocol Fack Version: 1.0

281511

(5508=60=hctive) >

R4 A0

3E1510
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Ta han Ry A VA =T EHE AVC Xy 7 DSR—T g 8 4.10001 EFRRENET,

(5508=60=hctive) »show ave engine wersion
KVC Engine Version: 13 *—-
[5508=60=-Active) »show ave protocol-pack version

AVC Protocol Pack Neme: Advanced Protocol Pack
AVC Protocol Pack Version: i.lEIEIEIl*—

(5508-60-hetive) 3]

251512

debug =< F
(Cisco Controller) >debug avc events enable

(Cisco Controller) >debug avc error enable

W

T r— g RO E
WROFNEEFITLET,
1. ARTZ v 7 by 7 TWeb 77 U HZ2BEET WLC D IP T RLAZANLET,

2. 4 HA & L CITPOD1-Client] 72 ¥ @ OPEN WLAN % {ERk L. % WLAN @ [QOS] # 7' [Application Visibility]
EEMMELET, 2O WLAN 2 BlAf V=T =2 AZ~v v BT LET,

TFY A — g O E AT 5121E. [WLAN ID].[QOS] # 7 DliEIZ 7 U~ 7 L. [Application Visibility] o
[enable] &7 v a v &AL LT [Applyl 227V v 7 LET,

afvaln
Cisco MONITOR W(ANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANSs WLANSs > New
* WLANS P —
WLANs Type :WLm ]
¥ Advanced Profile Name .Poﬁl-clmnt
sSID POD1-Client o
I | ']
j(a] 1 ¥ v
o1

Saye Configuration  Ping  Logout Refresh

afadn
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP
~
WLANS WLANs > Edit 'POD1-Client’ < Back | apply |
¥ ALANS | General | Security | QoS | Policy-Mapping | Advanced |
WLAN Py
Advanced Quality of Service (QoS) Silver (best effort) v
Application Visibility Enabled .*———
AVC Profile | none '-': o+
Netflow Manitor "none . E
u
(]
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TV =g A ORGE

3. B ED WLAN T7 7V Fr—va OFEMEEZENCT D & BHEMf TN TWHEIA YL A7 147 M, Cisco
Jabber/Web Ex Connect, Skype. Yahoo Messenger, HTTP, HTTPS/SSL ., Microsoft Messenger, YouTube,Ping. L —
AN—=FREDTTIA VA =L ENTNB) T IV r—a v 2RI 8ESERFATDNT T 4 v 7 DBt
SNETIAYVARIZITALAT UMb T 7 4 v 7 BRMBEND &7 T4 7 2 MEfTE O WLAN BT _To
WLAN DX EZFER NI 7 4 v 7 OFREMEE 70— VIR TE £9, 2T L EHE TR > b T — 7 B0
FRWR Y NI =T NDNT T 4 v T DEATIZONT, 7 TA 7 > AL WLAN B B LY v —VUIZfERT
EFET,

FROXSIC VT T v 7O EE=XY T TEET,
B 9 XTO WLAN 235127 a—s3 L2
B % » WLAN
B [HxDrIA4T b

4. WLC EDOF_TO WLAN OR[#EM: % 7 o — S )UZHERTAI2E. 27 UV v 7 LT RICAZ a—L LET,

Save Configuration

MONITOR WLANs CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AAA Authentication Failure for UserName:cB4c7579145d User Type: ‘Wil
Access Point Summary Viawr All
Total Up Down Top Applications ‘—/
ﬂi;élifﬂ 1 L L Ratall Application Name Packet Count Byte Count
SRt -y ®: ®o0 Detall  hitp w1216 0
All APs 1 ®: ® o0 Detail (=] 2210 3164720
youtube [{0}] B4E 21806
Client Summary (=] 14595 1919261
sl [{)] 186 19344
Current Clignts 4 Detail [{+] 214 154042
Excluded Clients 0 petail  Skvpe w 525 11189
Disabled Clients 0 Detail )] 561 24614
ms-live~accounts [{"}] 33 3364
(=] 28 13588
ping [{"}] 90 5760
(D) o0 5760
dns (")} 7 305
[{»)] ? 2580
yahoo-voip-over-sip {uy 1 a6
[{+)] 1 o
webex-meeting 15} 3 7
()] 3 3z
pace w 3 40
()] 2 0 s
w
This page refreshes every 30 seconds. ﬁ

HE: T =HEEICWLC TETENTWS NBAR =0 PNl ko THEENTZ. TR TO WLAN OT7 7Y r— g U R—E
FRENFTB/BEIOBOT v AR —2U)BLORF T2 M) —AD)DOEGFETEM 10 DT FV r—3 9 R, 2
DR—=VIFRRENET,
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TV =g A ORGE

5. WLAN = & (C2EM 2 7389 5 85413 [Monitor] > [Applications] (28 L 4, = D~2— 1213, AVC O RN A R
o TWNWAHTRTO WLAN A—EFRENET,

WLANS

Moniter

Summary WLAN 1D

F Access Points 1

Type Prafile Hame

WLAN

WLAMN SSID
PODL-Client

Admin Status  Avc Profilel

PODL-Clant Enabled Mg

¥ Cisco CleanAir

b Statistics

kCDp

¥ Rogues
Clients

mhlu?/
Applicatiing

AE1E1E

ZOR—UTHEAOWLANID #27 YV v 735 & FORBIZHEED WLAN TETFEN TS L 10 D7 7Y r—3 3
VBT B ERNT — A REREINE T,

WLANs > Application Statistics

Apphication Last 90 Secs Staty A

Patket Byte

Application Last 90 Seas Usage(%)

Average

App Hame Count Censnk Packet Size (%) App Hanme Packet Count Byte Count Usage(%)
gralic-chat i1 4010 10 20.85 oo L] 525007 &7.72
yahoo-massanger 4 3671 ] 2042 Wt 163 1389 1492
webex-matking 7 3232 451 23.25 o b 554 710

hatp 19 27 143 19.68 wabax-mesting 3 ARRIE .26
Bamnrrent 3 204 ¥ 1.47 rahoo-messenger a1 14834 1.88

L] L] 3 a .91 bittarrany = {171 .11

applicstion Cumulstive suts*"-_.-—-

Usage

application Cumulative Usage(®s)

I ghali-chabl 20.86% )

l Fahioo-martanger] J6.41% )
I webio x=rmastng] 23 36% )
l Bipl 19.68% b

] Bdttorrenti 147% }

l weal 0, 01% )

| BECE-Y

| LS

' gtalkschat] T.10% )

I mebex:mestingl &.26% )
I vahoo-messenger] 1.58% |

l bitterrankl 0.12% )

351617

H: ZOR—UTIELWLAN Z L 0 L0 e rERN Rt S B E 0 o EiL 1007 U r—va v & FAL10 07 7
Vor—a rOBREEFERNPERINE T, LOBEIIT HFED WLAN OF v 7 AN —ATF—F X T ARY — A
F— B EEDERN N T T 4 v IR —ERRENET RUX—CTWLAN D7 v P2 R —AkEHE#RE S T 2 R
U — AHERHE R A AR E R 5121, [Upstream] # 7' & [Downstream] # 7% 7 Y v 7 L9,
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AVC 7'a 7 7 A VDR IE

6. AVC OA[RMENF TR > TWDEFED WLAN T. 7 FA4 T FZED AL 10 OT 7Y ir—3 3 22O T L 0 EEH
(27 % 121X, [Monitor] > [Clients] ICBE) L, Z D _X—VIZF RSN\l Ax DI T4 T NMAC = R %7 Y v o
LT,

MONITOR  WLAMS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Monitar Clients Entries 1 - 1 of |
Summary Current Filter e l I 1

b Access Poinis

¥ Cisco Cleanfir

Client MAC Add AP Hame WLAN Profile WLAN 551D Status Auth Fort
L3
Statistics Q40 56:09:20:60  PODL-AP PODY-Clisnt POD-Chent Associated  Yes 1
b CDP @
e
b Rogues '_.__.__,..-- ht)
[}
Clients Lo

FRR=VICEREINDB\E DI TA T FMAC = N BTV v I TDE 200X TNHDHT T7A4T 2 Faffil—
UNEET, 1 DIF—MRIEROZ 7T H 9 1 21 [AVC Statistics] £ WD X T T FDOEED Y FA T v D B
10 07 7V r—v 3 IZB3 % NBAR #GHE#HR 2 £ 7 5121, [AVC Statistics] # 7% 7 UV v 7 LET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDSE HELP FEEDBACK

Clients > Detail |

| General | AVC Statistics

Aggregate | Upstream | Downstream |

Last 90 Secs Stats de——— Cumulative Stats e
Average Packet Packet

Application Name Packet Size Count Byte Count Application Name Count Byte Count]

qtalk-ehat 174 25 4010 WAE 555 522060

yahoo-messenger 611 i 3ETL hitp 194 136257

webex-meeting Gdh T a2z gtalk-chat 247 55458

hittp 245 21 2942 webex-meebng 100 2157

bittarrent 68 [ 204 yahoo-messenger 51 18355 9

¥nc ] a 43 55l 27 BOGE E
o]

E:ZOR=VTIE T 7Y r—y g ORERENC 2 > T D WLAN [ZBIEAHT D=7 T4 7> b I & OFEM7e
HIERPRESN BEIOBDO 10 DT F ) r—a0b 10 D7 7V r—3 3 VO BBEREHERN TR EN
F9, LOBWAETIZ.Z2IA T FCEDERN T 74 v 7 (T v T APV —AMEERE F 7 X U —2#EHEREET)
N—EBFRENTVWETFER=TVTIIAT U FITEDT v T AN —L#EFERE XL T A N Y — A HE W& H 5]
\2F"9 51213, [Upstream] # 7' & [Downstream] # 7% 7 U v 7 L£9,

e} =L
AVC 7'va 7 7 A VDR TE
WOFNEEFITLET,
1. WLC @ NBAR #HEIZ. % v T =7 NTHEITENTWET U r—3 g U ORMEMEZRELT 27210 TR VEHEN
AVC 7u 7 7 A NVEEHRL TRy hT—ZATIEITENTWAT P r— g vt s X5 c LET . RBilkEn
277V = ayTCROT 7 v arx F 7375 AC Va7 7 A VERECEET,
a. 77 ariRuay X (FOT ) r—a O T 7 4w Ry rENR5B)

b. 77 ar~—27 (WLC THMAAREREEEER Q0SS 702 7 7 A VTHEDT ) r—ark~—7T 50,
BHENEFDOT S r—3 9D DSCPlE I AZ LEHETEXD)
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Application Visibility and Control #$f£V U — 2 7.4 ~ 8.8 M AN 1 K

AVC 717 7 A )VDRE

2. NBAR T2 VU THR—= M ENTNDETRTOT 7V r— g OFFHEFR, THEE. BLOHIET 7> a v (Fu v 7/
~— ) &1 5I21%. [Wireless] > [Application Visibility And Control] > [AVC Applications] iZ&8) L £4, = D~<—
DIE T RCOT TV r—va r EZNENRBLTWDET T r— g U I —TREMIEIC BRI E T,

'Il I ! i ye Configuration  PBing  Logout Refres)
' ' "
CIsco MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMEN M 5 HELP FEEDBACK
Wireless AVC Applications Entries 1 - 50 of 51
L 1 2 =
= Access Points Current Filter Hone [Changs Filtar] fClaar Filtar]
AN APs
= Badios
802 11a/nfac
Ele AL applicat Engl Select
) . - pplication ngine Selector
ik :::’_I:,:n;‘:':i:' Application Name Application Group I (]} m
Global Cenfigurat
k Aduancad g ame 3 other 538 3 &9
Mash Acom-tsmuy obsolete ar? 3 104
RF Profiles gL layerd-ovear-p TER 1 3
||
aldcly net-adimn 110% 3 211
FlexConnect Groups
FlexCaonnect ACLS Spfs AEt-Aidran aTe 3 S
¥ 802.11afnfac acap net-ademin 582 3 674
k 802.11bfafn ALai ather 930 3 62
b Media Stream fccessiuilder other 662 3 888
1 accessnebwork ather 607 3 659
- Application Visibility
And Control ~, acp othar £13 3 259
:UE ::Ehlcc.:hons ACC-OAMA sndustrial-protocals 478 3 10w
v i
Country active-directiry ather 11% 13 473
Timers Actve sy bussness-and-productivty -tooks 1419 13 @90
b Netflow =rliliL 1] ather 1441 13 505
» QoS aed-512 obsalete 963 3 149
afpcyertcn business-and-productivity -tocks 1327 3 549 o
]
agentx net-admin G009 3 705 'lg
[rov——— alpes net-admin ar? 3 483 b

EACTa 77 ANTT A r—vardRay Fl<w—rT7 7 ar BERT 5883 BT ) r—Ya IS —""%
BIRTAMENRDHY 9, 20—V I. IT_XTOT IV r—va  EEZNEFNURBELTCWET TV r—ya s J—7,
BLXOT S UHDOIFINDI AT a v A LT AV r— g OBy 77 v FREREINET, BHEILT 7Y
r—=artEOIN—TERBELANC T T s A VTIOIN—TEERLC Ry P f~—0T 72 a (ZOHA K
TH) ZRETEET,WLC ® NBAR [3.1054 DX FIFEART 7V r—va Otz R —FLTWET,

3. 7V ar(RayF~—2) 2B ETHITIT. BIICAVC a7 7 A VEERT AMERHY £ .AVC 727 7 A4 L

& ERET D I21E. [Wireless] > [Application Visibility And Control] > [AVC Profiles] (2% &) L .[New] %27 U » 7 LT AVC
Ta7 7 A VEERLET,

Legout |Ee

SECURITY MANAGEMENT COMMANDS HELP

ireless AVC Profile Name

¥ ACcess Points
= AV Profile Mame

-

Adwvanced

Mash
RF Profiles

FlexConnect
Groups
FlexConngct ACLS

802.11a/n
B0z.11bfg/n
Media Stream

- v -

Application

= Wisibility And
Cantral
AV Rpphoations

AT Profes df—

351521
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Application Visibility and Control #$#£ U U — 2 7.4 ~ 8.8 M AN 1 K

AVC 7'a 7 7 A VDR IE

4. AVC 7u 77 AN EANLT [Applyl 22 U v LET,

Logout Refres)

MOMNITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > New Apply

AVC Profile Name [Black_routubs

3518522

5. [Applyl 227 Vw7325 L AVC 77 7 A VRMER S, ERETIER L7 e 7 v A VRFERENET . INEZ U v o
LC. Fuy 7= 772 arz2F 79750 — VEERTEET WLC TiIK 16 D AVC 7' a7 7 A L EERR T
7,

CONTROLLER 'WJRELESS SECURITY MANAGEMENT COQMMANDS HELP
Wireless AVC Profile Name
* Access Points
All APs AYE Profile Hame
w Radios
B0Z.11a/n Block Youtube =]

BDZ.11bv/g/n
Dual-Band Radios

Glabal Configuration

51523

6. AVC 7u 7 7 A NVEMER LIZBIZ. 7e 77 A4 %27 ) v 7 LTAAXOT a7 7 A LOL— L EERTE LT, &
077 ANTERRKI2DOV—IAERETCEET, 2077 vary(FayFElid~—2)0OWnTneETT5/1—1
ERECEET, 7V =y a VHDOAL—ARRESNTORWEE. T 74/ 8T 7 ¥ a VI WLAN TRESNT
W% QOS RY o —IZ LA THR T, 717 7 A LD —LE2VERLT 5 121%. [Wireless] > [Application Visibility And
Control] > [AVC Profiles] I8 L C BB LI-WT o7 a 7y A vE 7 Uy 27 LET,

Fing | Logout Refresh

MONITOR  Wiahs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP

AVC Profile > Edit 'Block_Youtube' Add New Rule
Application  Application
Hame Group Name Action DSCP

251524

7. [AddNewRule] 227V v 27325 & FRO_X—YQ2OBDAZ V—r gy NRFERENET BHEIZZO—T0
B Ry T X DT TV r—a b INA—TERBIRLC . ZOI NI L TNDET T r—a OB
BOIADET RIZ.2ODHO RKe vy XU LT ) r—2a v EERIRCEET,2 > HO Ke vy X T7 7Y
=g UEBRLEL BHEIIFOT V=g VIR LTETT A7 27 ar 230D Fry X E T UG
BRCEFET . 77V a v 2@RLES [Applyl 227 Y v 7 LET,

Ping | Logout | Refresk

CONTROLLER.  WIRELESS SECURITY  MAMAGEMENT COMMANDS

AVC Profile > Edit 'Block_Youtube® Add Hew Rule

g

Application  Application
Mame Group Name Action DSCP

3515245
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Application Visibility and Control #$f£V U — 2 7.4 ~ 8.8 M AN 1 K

AVC 7'a 7 7 A VDR IE

Logout | Refres

\GEMENT  COMMANDS  HELP
AVC Profile > Rule > 'Block_Youtube' /' Apply
Application Group | voice-and-video g G—

Application Name [yourube v —

Achion .nr\]p v .‘._____

351526

H:75 VU —XTIEWLC 1054 T 7V r— a5 L. 773 av2F 740487 a vz LET, 77V
T a IR LTT v a rEEITT AN BN EREILEOT SV r—va U RET AT ) r—va vy s—7
EFERIRLTC. TV =g VR NEZDOT TV r— g U A —T ORIV AL VERNH D £, ZOFIENSLE/H
HIZ1 2O Rey Xy T1054 OT 7Y r—2a v ETRTERTDIIENTERNWEDTT 75 VIV —RATH,
[Application Names] Zi&IRTE 2 LRV E L VA NOT T r—ya b ZIh—I veEdbETr ) v o
THE EROTa 7 7 ANV — IV EERTEET,

1
Wireless
5= ykh arnail 36 3 56
= Access Polnts gngech business-and-productivity -toals 934 3 54
All &Ps AN COUrEr wrmail 1010 3 165
w Radios .
B02.11a/n/ac ing=idn layerdspver-ip 776 1 22
0211 ang-mail email 937 3 58
Dual-Band Radws
Glnbal Configuration Ang-fimg rigt-admin 52 2 =2
b Advonced e layer3-gver-ip 750 1 k]
Mesh avtip other 422 2 s0g
RE Profiles awindows nigt=admin 45 3 E000
FlexConnect wrpde - m other 1018 a 173
Groups sabog-mal wmail 1462 13 526
FlaxCenmact ACLS . .
yahpo-messenger instant-massaging L 13 I
¢ BOZ2.11a/nfac ’
faboo- v oM s 8 0asT woice-and-video 674 13 422
¢ B02.11bf0fn gah0-voip-pyar-5ip woice-gnd-video 1195 13 02
¥ Media Stream routubs woice-and-video az 13 BZ
- :l’s’%;ﬂg‘:‘nﬂ FelR] business-and-productivity -tools 1108 3 210
Control zannet file-sharing 1157 3 nr b
AWE Applications = e as ]
o zattoo woice-and-video 115 13 428 ,'E
ZEEny other TEd 3 6
Country w Ik

8. [Applyl #27 V w7 §25L .77 a b= AMEREN T FOEEHIZF v 7T v ENTHBELIICEREINET, FMLT
NR—=UTAVC 7B 7 7 A MO — IV BIITEET, 1 DD AVC 7R 7 7 AV THRKI2DNAL—/VERETEET,

Legout Refresh

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > Edit "Block_Youtube' Add New Rula
Application Name Application Group MName Action DECP
youtube voice-and-vided drop we B

351528
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Application Visibility and Control #$#£ U U — 2 7.4 ~ 8.8 M AN 1 K

AVC 7'a 7 7 A VDR IE

9. ML AVC a7 7 A /L THIDONL—1LZEEL DO QOS 777 A NEIIHAZLDSCPIET T 7 4 v o~ —
X TEET, ZOFITIH AT v 7 3.4, B LU 5 12HE - TIMark_Http_Webex| &\ 5 4 RiDH]D AVC 71 7 7 A
IWELER LE LIz, ZOHITIE. 20 AVC 7' 7 7 A V&M LT, THitp) Z KW B SEIEN. T~—F% > 7 L T, [Webex|
W EWVBSENBML 28 ET DV — VAR ERR L E T,

MONITOR  WlANs CONTROLLER  WIRELESS  SECURITY u GEMENMT COMMANDS HELP  FEEDBACE

AVC Profile Name

AYC Profile Name

Block “routube ﬂ
Mark Http Webex [~ ] *—-____

ARRDO AT » 7 6,7.8 THHLIZEIICAC a7 7 A NEE 7Y v 7 LTTa 77 A NOL— L EERLET,
[Add NewRule]l #7 U v 7 L%,

Fing | Logout Refres

MONITOR WLAMs CONTROLLER W]RELESS SECURITY MAMAGEMENT COMMANDS HELP

AVC Profile » Edit 'Mark_Http_Webex' —‘/* Add New Rule

application  Application
Mame Group Name Action DSCP

351530

BYIDO Ray TR T TV r—a  JA—T%ERL2OBORay 7 Xy T 7 r—ravsel
T [Webex] #i8&R L 9, [Action] % [MARK] IZ#%E L C.Q0S 7' v 7 7 A /L & L [Platinum] %341 L. [Apply] % 7
Uy LET,

Logout | Refre

MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

AVC Profile » Rule > "Mark_Http_Webex' Apply
.--""""..

Application Group vaica-and-videa \l': Afp——

Application Names :wubux-maetmu | *___ -
Action :MI!II'R L *__ %
Dscp (0 to 63) [ Platinumivaice) »| @ ﬁ

[Applyl 227 Vv 745 L 77 ary —AdMEREI, TOEEICF ¥ 7F ¥ ENTWERICFRENET BDOT S
Vor—vaslHtpl 2~ —F% 2 77 580N — VB ERRT HIZIE [ U~<—C [Add NewRule] 7 U v 7 LET,

ping  Logout Refre

MONITOR WLANs CONTROLLER WIRELESS SECURITY  MAMAGEMENT COMMAMDS  HELP

AVC Profile » Edit 'Mark_Http_Webex' — Add New Rule |

Application Application

Hame Group Name Action DSCP .

webex-meeting woice-and-video mark 46 -] ]
['a]
o]
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Application Visibility and Control #%8EV UV — & 7.4 ~ 8.8 HA KA K

AVC 7'a 7 7 A VDR IE

FC~<—T[AddNewRule]l %27 U v 73573 T RALTa 77 A LOPOL—LEERTEET RO Fa v 7
BT TV r—2a P —T28 R L2 0BO Ry XX rnb 77U r—y a4 LT [http] 28R
L ¥ 9, &kIZ. [Action] % [MARK] (23 E L.QOS a7 7 A /L& LT [Bronze] #8&E L E 3, kI [Applyl 227 U > 7

LET,

MONITOR ~ WLANS CONTROLLER  WIRELESS

SECURITY

IGEMENT

MANA

COMMANDS

HELP

Logout | Refre

AVC Profile > Rule > ‘Mark_Http_Webex'

Application Group "browsi g v'_ Gm—
Application Hams ._http - vj —

Action L A

Dscp (0 to 63) Bronze(background) = Y—

— Apply

351533

MONITOR

NE OLLER  WIRELESS

AVC Profile > Edit "Mark_Http_Webex'

Application
Group Mame

Application
Mame
webex-meeting voice-and-video

hittp browsing

SECURITY

Action DSCP
mark 46
rmark 10

MANAGEMENT

0 G
[ —

COMMANDS

HELP  FEEDBACK

351524

H:RI U AVC 70 7 7 A W2 2 DON— L HIMER SN E T, EEFIL. AL AVC 7’1 7 7 A VTR K 32 D— LV ERETE
FT. /LT a7 7 A LNT HEOL—MIH L TT 73 g % [MARK] £721% [DROP] ¢ LTRETE 4, H—D/L—
JNZIZE—DT7 7 a Dk oF Y [MARK] £721% [DROP] DWWk E

EHE L, [Action] Z [MARK] |Z#% &

TEET,

L7=84 .DSCP fif & L T [Platinum/Gold/Silver/Bronze | % &iR4+ 5 0 (12,

[Custom] #i&IRT 5 Z & H TEFE I, DSCPEL L T [Custom] ZBIRT 5 & T F A 7 ¢ —/b RRFR S EIEIL

0 ~ 63 OFPHTH A K L DSCP i AJJTE £,

AVC Profile > Rule > "Mark_Http_Webex'

Application Group :hrﬂwsing V:
Apphication Marme :Hashvvidea V:

Action :Mark V: r/
Dscp (0 to 63) Custom vio |

S152S
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Application Visibility and Control #%8EV U — & 7.4 ~ 8.8 HA KA K

AVC 7'a 7 7 A VDR IE

10. KO FIEIZ WLAN 226D AVC 7a 7 7 A NV E#EHAT5Z2 LT3, 1 2O WLAN IZAVC 7 a7 7 A L% 1 DD H
vy TCEET EH—D AVC a7 7 A NVEEED WLAN I~ v B 7V TEx £4,AVC 712 7 7 A L7 WLAN |2
VBV TEN =TT I a D= ARNREESNTWERE . FDOT 7Y r—3 9 VT WLAN ETHRESNT-
QOS 1 7 7 A )V EMAAEHT D AVC L—)UIZFRIE STz Q0S 7 u 7 7 A Wit » TR SN F T /El & izd
TD AVC 727 7 A LT WLAN & [QOS] # 712 % [AVC Profile] Ku v 7 & W AR RENET WLAN O R v
SR TAVC T a7 7 A N EHERT HI2I1E [WLANS] > [WLAN ID] I28 LT [QOS] # 7% 27 U v 7 LET MERKE
N7z _XTHAVC 7r 7 7 A VB [AVC Profile] Ku v 7 F o NERrENET, FEE X Ry T —7 BT
WLAN ® AVC 7'u 7 7 A V2RI TE ET,

Saye Configuration Fing  Logout Refresh

WLANS WLANs > Edit 'POD1-Client'
= _h""'-“‘ | General | Security | QoS | Policy-Mapping | Advanced
WLANS |
L Advanced Guality of Service (QBS) Siver (bost effort) |
Application Visibility Enabled

ANC Profile fofne

Netflow Monitor

rmaadler -
Bloack_Youtube -
Override Per-User Bandwiclark HITE Webex |y 18
DownStream  LpSteeam

Average Drata Rate [i] i}

2E1E3E

M. 22X, Fry7FH 706 AVC 71 7 7 A /4 [Block_Youtube] #i#R L T [Apply]l 27 U v 7 L£,

Saye Configurstion |~ Ping  Logout  Refresh

lllltllll

CIsCO MONITOR  WLANs COMNTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

WLANs WLANSs > Edit 'POD1-Client’ < mack | e S
- WLANS /

WLANS  General | Security | Qus | Palicy-Mapping | Advanced |

A |
» Adéanca Quality of Service (Q0S) | Silver (best effort) %
Application Visibility Enabled
AVE Profile Block_voutube L r—-—
Hetflow Monitor L] bt

251537

Override Per-User Bandwidth Contracts (kbps) £

77U =g Y OREED WLAN THZZ /2> TORWERIZ, 22— BN AVC 7 a7 7 A L ETEIR LT [Apply] 227 U »
795 HEBWNZT 7V r— a VORIEDR AN/ Y £9, 7272 LWLAN T7 7'V r—3 a3 VO RANEEZ BT 51z
. ETRe vy FZ 75 [None] #38IR L T WLAN IZ¥ v B 7 ENTNS AVC 71 7 7 A L EHIRT 5 %ERH Y 7,

12. WLAN (2l & 47z AVC 71 7 7 1 Ui, [Monitor] > [Applications] IZ b FRmENET . 77U r—3 a U OREMEN
BN/ > TNDHTRTO WLAN BFERENET,

[ t! n I I
CISCO MOWITOR WilaNs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP EEEDBACK
Maonitor WLANS .\‘
Summary WLAN ID Type Profile Name WLAN 5510 admin Status Awve Profile
b Access Points i WLAN PODL-Client PODL-Client Ensbled Block_foutube

F Cisco Cleanfir

F Statictice

k COP

F Roguis
Clients

Multicast "__,/

Applications

351538
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Application Visibility and Control #$f£V U — 2 7.4 ~ 8.8 M AN 1 K

A==

X E

AVC 717 7 A )LD

13. VA YL A2 T 47> kT wwwyoutube.com %\ CTHhET, 7717 hTYouTube DET A EFATERNT
L ERER L E T, £/~ Facebook 7 7k EBAWZ D

BV LTATL &V, YouTube EF 2 FATE AW

v (Ff> TV D H54) Facebook 7 7 > T YouTube 7 4 %
LR TE LT,

YouTube 27 2 v 735 ANC 77 7 A LR WLAN IV v BV T ENTWDED . 7 74T MIT T UPFRETY,
YouTube 77V r—a VEFEAHLTH Mo Web 31 225 4 YouTube BT AT 7 A THZENRTEEHA,

T TIZBAWVWTWA 7 F 79T Youtube.com NEITENTWABEAAVC a7 7 A VEANIT AL 7T 0V &2 FE

HLTLEE,

14. RIZ.WLAN T AVC 77 7 A V%75 # L NBAR e~ — 27 8IfE2 5 2 F LE3,WLAN @ [QOS] # 7 CRr v/
2 AVC 7' 7 7 A )L [Mark_Http_Webex] % 34R L. [Apply] 227 V v 7 L£7,

CISCO MONITOR  WLAHs CONTROLLER WIRE

WLANSs

-

WLANS

WLANS

] Advanced

Quality of Service (QoS)
application Visibility
ANC Profile

Netflow Monitor

LESS

WLANs > Edit 'POD1-Client’

| General | Security | QoS | Policy-Mapping | Advanced |

Silver (best effort)
Enablad
Mark_HTTP_webex

nong

SECURITY

L

Saye Configurstion  Ping  Logout  Refresh

MEMAGEMENT COMMANDS HELP FEEDBACK

Bl

< Back Appl
e

|

W

e

351539

15. WLAN [Z3E A & 472 AVC 71 7 7 A /L. [Monitor] > [Applications]

BN 2o TNBHT T WLAN BRERENE T,

CI5CO

WICHEREINFET, TV r— 3 on[MEn

MAMAGEMENT COMMANDS HELP  FEEDBACK

Monitor WLANs

Summary
¥ Acocess Paoints

WLAM IO Type Profile Mame

i WLAN

POD1-Chent
¥ Citco Cleandir
b Statistics
k CDP
¥ Rogues
Clients
Multicast

Applications

WLAN 5510
PODLClignt

Adnin Status  Avc Profile

Enabled Mark_Hrtp_Wabex

251840

16. AVC 7'u 7 7 1 /L Mark_Http_Webex % WLAN |
BINT AU MIa g AL, H'ITP?&?S%)F%%J#ALT TIAT VRO TING 2507 ) r—rard~w—=x

VI EWRLETAVIC T 7 s A NLNWLAN I v B TS~ —7 T 73 a D—/LIRE

BHLZS ffx D Webex 70 k(8o TWDHEE) ZBiAT

RESINTWDEEE.

FOTFVr— 9 VT WLAN ETHREENTZ QoS a7 7 A VaFd—_"—F 4 K45 AVC L—/LICERE S NT-

QoS Fu 7 7 A NIt TELEINET,

Z OB TIZWLAN 8 F 7 4+ /L h > QOS 72 7 7 A /L SILVER (2~ v B 7 ENFETN. 77V r—3 3 Webex

L OVHTTP 25l Q0S 7 u 7 7 A LT —F L I+ 5720

W2 AVC 7 a7 7 A VBMERR ST Z O WLAN (2~ v BV

TENTWET TV r— a3 Webex D77 471X PLATINUM 727 7 A L CTe—F 0 F X, TTD
HTTP 7 7V r—2a D77 4 v Z71EBRONZE 727 7 A L C~—F T EINET . AVC 727 7 A )LD )L—)LT
—F LW T Y r—3 3 U WLAN IR ESNLTWVWAD QOS 71 7 7 A A (Z Of T SILVER) Tv—F v 7 X

nEd,
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NBAR NetFlow & =% DR iE

17. 74T N NTT7 4 v 7 O~—F% 0 THEHERZ #7232 121E. [Monitor] > [Clients] IZBE8) L, & D_X—VIZHER X
NAEAD7 747 MAC = ")V &27 ) w7 LET,

<ation | Fing | Logout  Redr]

MOMITOR WiAMS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Manitar Clignts Entries 1 - 1 of I

Summary
F Access Points

Current Filter None [ ] 1

b Cisco Cleanfir

Client MAC Add AP Mame WLAN Profile WLAN 551D Status Auth Port
13
Statistics 0O:40:9%: b9 2hiE0  PODY-AP PODE-Clignt POD-Chent Associated  Yes 1
b CDP -
b Rogues =
[}
Clients o

FRAR—VIERR Nl A DI FAT Y EMAC = NV E T v 738200 TRHDH7 T7A47T 2 Nt~ —
UARBEEET1 OIEREROZ 7T 9 1 1% [AVC Statistics] £ W9 Z T T AVC SR T 7 A NLD~—F L T H)
VEZMeR 3 121X, [AVC Statistics] # 7% 7V » 27 LT, & HIZ[UPSTREAM] ¥ 7% 7 U » 7 LT,

Clients > Detall s

 General | AVC Statistics

- Aggregate UHMEMMIIIIH

Last 90 secs Stats Cumulative Stats

Average Packet Dscp Packet

Application Name Packet Size Count Byte Count In,fuul Application Nams Count Byte Count
pralk-chat 162 %5 4063 L 495 473474

Fahoo- MESSErger TH 5 3671 oo ‘df‘ hittp 124 128090
webex-mecting 538 [ nn 046 webex-meeting 72 40756

-] 245 12 942 0/10 Wipm— gtalk-chat 91 12696 g
bittoenent 68 k] 204 as10 yahoormiessenger 19 11013 1“'2
Wi 6 7 43 oo bittorrent 12 812 o

FELOH )T Webex 7 7Y 7 —< =3 1% Platinum QOS 7'e 7 74’/&73%&%5“(“67’:&)(: OUT DSCP fE 7 46 (Z

20 HTTP 77U r—3 3 iZ Bronze 7’0 7 7 A /VIRERE STV 572812 OUT DSCP 43 10 Th 5 Z & & figad L
TS,

NBAR NetFlow & =% D&% E

WLC TARENTZ TR TORFHERZINEET D L 512 NetFlow E=4 % WLC TRETHZ &b TEET, ZNHOMHRE
WX NetFlow =2 L 7 X |27 AR — hTX 9, ROHITlE, Cisco Performance Application Manager (PAM) % NetFlow =
Lo &L LTEALTWET,PAM (X Cisco Prime Infrastructure TBH#I 927 4 o Aft& D7 7V r—v a2 »T7,

1. HANZ NetFlow =27 AR —#% (NetFlow =2 L7 %) & E LT WLC (27 AR—F ZBIM L E 7, Z DOfFITiL, Cisco
PAM N7 AR —H T, ZIIE WLC IZ & o THEB S N7z TXTD NetFlow FHaHERZNEL I ,WLC IZ= 7 X
R—& &8N %1213, [Wireless] > [NetFlow] > [Exporter] I8/ L T [New] %27 U v 27 L£9,
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Application Visibility and Control #$f£V U — 2 7.4 ~ 8.8 M AN 1 K

NBAR NetFlow & =% D% iE

Logeut Eefre

Wireless Exporter List

= Acoess Points
Al AP Exporter Mame Esporter Ip Port Mumber
= Radins
802,118
802, 11b/gin
Coural-Band Radios
Global Configuration

Advanced
Mish
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

an2.11afn
BoZ2aibfafn

F Media Stream

Application
F Wisibility And
Control
Country
Timers
* MNetflow

Mt
Exportar ‘*"—--—

351543

2. WLC {2 & » TAER S 723X T NetFlow #aHEH 2 INEET 5 PAM OifH & LT, [Exporter IP] (FReOF] Tl
10.10.105.3) & [Port Number] (9991) # A1 L.[Apply]l 27 V v 7 L £,

nilln III: Logout | Refre
CISCO MONITOR
Wireless Exporter Create ’.."_‘_. Apply
¥ TI:I.:::: Ralats Exporter Hame :Cis-:n:- FaM *—.—.—.—
¥ Radios Exporter [p 10.10.105.3 -— T

802.11a/n r 10
B02.11b/g'n Port Humber 591 §—_ =
Dupl-Baod Radios @

Exporter List New... |

Exporter MName Exporter Ip Port Number

Cisco PAM 10.10.105.3 9991 | =] *—.—-_

3515445

EWLC IZBMTE D= AR—=HZIL 1 DDOHTT,
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NBAR NetFlow & =% DR iE

3. WLC T2 ZR—% (PAM H— ) DFEAIZ 380 L 7= &  NetFlow #EHER 2 217 L. 7 U # 4 PAM H— N7 =
A= T 2E=F2ERTD2HERND Y 7, F =4 Z1ELT 51, [Wireless] > [NetFlow] > [Monitor] IZ#&) L T
[New] #27 U v LET,

olIIrIIll

Cisco

Wireless Monitor List page Hew...

* Access Points

:"cﬁ-f" Monitor Name Record Name Exporter Name Exporterlp Port
» Radios

802118

802,11k

Dual-Band Radios
Globisl Configuration

k Advanced
Mesh
RF Profiles

FlexConnect
Groups
FlexConngct ACLS

*

B02.11afn
a02.11b/a/n
Media Stream

v v

Application
Visibility and
Control

-

Country
Timers

= I\'[-tllow/
Monitor

Exporter

351546

4. [EEDOA4FTZASILTWLC TE=FT h) ZERE L. [Applyl 227 U v 7 LET,

Logout = Refre

MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP

MNetflow Monitor > New ey Apply

251547

Monitor Name |HetFlow Monitord A

5 AT LEE=F U PUBMERSINE T, SHICINE AT T 2 TER L= AR—XIZ< v B T T 5 0EN
z‘ﬁ) D ij‘o

Monitor List page Hew...

HMonitar Name 0.___‘,..- Record Hame Exporter Name Exporterlp  Port
NetFlgw Manitor none Harie 00,00 ] -]

351548

EWLC IZBNMTEAE=XT F T 1 DDOHRTT,
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6. T=X¥T V&IV vy LTI AR—Z=x> VU (Cisco PAM)IZ~ v ¥ 7 L% 3, [Exporter name] Fu v
THT AT, ERRTHER L= AR —F |2 V) BFERENET WLC IC k> THEEM SN2 — K
lipv4_client_app_flow_record ]2, 3T ® NBAR #FHEHR A FEE ST Cisco PAM IZ= 27 AR — SN ET,
[Record name] Fu v 7F o TZdla— Ry MY EBRL [Applyl 227V v 7 LET,

MONITOR ~ WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS
Metflow Monitor > Edit ‘NetFlow Monitor' Y apply |
Exporter name  Cisco PAM w—-’-— 2]
| fp— 10
Record Hame ipwd_client_app_flow_record o
- ) @

MONITOR  WLANs CONTROLLER 'WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

Moniter List page / New...

Monitor Name Record Mame Exporter Mame Exporterlp Port E
ur
HatFlow Monitor iped_client_app_flow_record Cisco PAM 10.10.105.3 a1 @ o
Lo

7. ¥=40x 2 PUMER SN, =7 AR=Z DO P BRLLDIC~ vy B 7T 55513 WLAN IZv v BV 7§ 5440
BN ET, 2/ AR—Zx2 0 b & WLAN IZv v B 7 21013 [WLANs] 2 27 U v 7 L CHED WLANID % 7
Uy 27 LET,[QOS] #7 %2 ) v 7 L, LRl TER L7cE =2 U % [NetFlow Monitor] K > 7277 27 5 3R
L C.WLAN o [Edit] ~—>T [Apply] 227 U v 7 L%,

ERESNTNDTY AR—FR— 129991 THDHZ LaMR L T3V,

WLANs WLAMs > Edit "POD1-Client’

:: WLANS | General | Security | QoS Il.""“‘"'““" | Advanced |

WLANE

3 Ad d
s Qualty of Service (Qos) Silver (best effort)

Applicaticn Visibility Erabled
ANVE Profile Blagk: Youtubs hd
Hetflow Monitor Netflow_Manitar w

ovaerride Par-User Bandwidth Contracts (kbps) &
DownStream  UpStream

351551

8. RICT T UHTH LW Z 7 % BA X Cisco Prime Infrastructure H-— 321 7' o LT %4 @ WLC % PAM 23BN L £,
Z— L XXXXXX

INA T — R XXXXXXX
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NBAR NetFlow =% O T

Cisco Prime
@ Infrastructure
S Version: 1.4
Password | |

£ 2013 Cisoo Systems. Inc. Cisco trademarks of Cisco
Sywems,Inc.andior its affilaves in hummm el e ';'l's.;':
¥

3E1EEZ

9. Cisco PAM T WLC %38/ L &7, Cisco PAM |Z WLC % 3iB/§ % 121X, Cisco PAM |22 71 > L T [Operate] > [Device
Work Center] (Z#8) L, Lifecycle 7—~ @ [Add Device] %7 V v 7 L7,

# oty 7 mmﬂmwmﬂ

E LR X

& et Wodete o GmpshStes v & addDmice [ Bk lmpet %

351553
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NBAR NetFlow & =% D% iE

e

10. f&l% &> WLC DOFEfll,-2F V WLC OFEEIP 7 R LA (fl:WLC-POD4 = 10.10.40.2) B L a2 Ia=F 4R )7L
LT public ZA/J L. [Add] 22 U v 27 LET,

Add Device

~ General Parameters

* P Address | ook

~ SNMP Parameters
veson [vze -]
* Rutries | 2
* Timeout | 10
* Community [sssssad

« Telnet/S5H Parameters
Pratocal
Timeout | 60
Usemame |
Pasword |
Confirm Password |
Enable Passward |
Confirm Enabde Password |

= Http Paramaters

3E15E4

2B (s

M. WLC ZBML7H VAV LRITAT U IO N7 7 4 v 7 5 LETWLAN 2L D7 T4 7 0 Nk 7
FTAT U N EOFERRWERTTDHZENTEET, 7 747 2 MoK ILE#RT 5121, [Home] > [Detail
Dashboards] > [Application] (%@ L &3, Z Z C.[Application Box] % [All].[Site] % [Unassigned]. [Network Aware]
% [Wireless] > [PODX-Client] t LT7 4L Z VU7 L. [Go]l %7V v LET,

- : 5:..“":;..-'::',“. _.:a—

Ouven bt peomece R
St Deme  letwian II::!:I"-::;Mdn Ere Ler Expererce
Fites Ty “Aopicman O @ TeeFams Pastirow | SR lwmged O MEwokAwer pOD1Che O (G
Top N Chents (In s Ot} 3, Jy " & B2 Appleaion Configuration 3. 4 D)
Mg ahon Frofocol Port Byt
= B
cees - 28
Sy s
Ere ] e
nnses ) Yot ]
e TSR 18
-] L# o
[ul
i 012 Mgt 08, 17:26:16 15T el
; 5

7 :[Network Aware] T7 (/L% 1 > 7 L7z WLANIPOD1-Client)® 7 4 7 > MaAaER e 4, F7/-.F CHEE Tl
FDOIFAT U ML THEHEINDT TV r—va VbR TEET,
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12 FFED I FA 7 > ML AT 7YV r—ya o OERRNE#RT % 121%,. [Home] > [Detail Dashboards] > [End User
Experience] > [Under Filter] IZBEI L CT. 2 74 7 M IP R L £,

Filters [ *Cient [ 10101058 Unassigned < | (&) *Time Frame [Pasi6 Hours < |  'Tfj Application |

—_— ]
Top N Applications & Bl (D [Ecrnal

«
vouuve -

hitp
Pl e
uncussred

o]
i Wi o o
5 L Tl
TV = P (oo
wid &o- over- hiftp

WA - DR~ S0

3E1EET

omp

13. WLAN Z L1277V r—2 a O IR %2 #3835 121%. [Home] > [Detail Dashboards] > [End User Experience] >
[Under Filter] i2#h L <. [Network Aware] T WLAN (Z @] Ti% [POD1-Client]) 274K L £ 47, [E1T(Go)] 227 U v
7 bi‘j—o

e e ek wervie (T
L L b (T I—Y L LTI L Gl & W P01 Clent ] (o)
Tap Nacohations 8 (@ [
=
=
=
— |
woe

NMI

i -
—— BT = T e T
i

e I

i |
v B |

(=Y

e A0

351558

- Vorst N Chents by Transaction Time
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CUWN V JU—2%8.0»AVC 7=-—X3

CUWN U J—=x80»AVC 7 =—X 3
OV Y —2ATIE KEET AVC #REE v M3t LT E IR b3 ThonE Lz,
B JI7A4T7 2 FDAAAAVC a7 7 A NF—R—TF A R,
B WLAN TO2—WZLDT7 7Y Fr—a v b— MR,
B AVC 7u7r7Ané a—HFBIRFNNL R L0a—H LR Y o —3EOHE,
B 7Ty7AMN—LBIOF VAN —A N7 74w 27 ® AVC FIPE QoS DSCP v —F v 7,

B e bhanrsyZ 90BLUINBAR =PV U—23112L2 1105 D7 7Y r—ra oY R— |,

7294 T DO AAAVC 72T s AV —R—F (4 K

VY—274.75.BL07.6 THHRL7ZEH9ICWLAN IZ AVC 707 7 A LV EBRETHE . ZFO WLAN [ZHfE ST 5
TRCDITAT L MRFEILT AVC 77 7 AV EHEKLET,AAAVC 7’0 7 7 A VA —_"—F A REFATHMERE
ZEEEERIIAT U M ERDA—FLLTr I A V)R R T WLAN IZER SN TV THLERARD AVC 7u 7 7 A Lk
BETEBZ L TT,

TIAT v hERIZZ—=Y T a7 7110 AAA JBEIE. AAA Y— 3 (Cisco ACS X° ISE 72 &) TRE T £9,AAA BT
— %72 Cisco AV X7 & L TERIN . AAA TLFHEEORT L L TERTEXET, 20 B L2/L3 FAEF 2 WLC I
Lo THFE I WLAN FOREIZL > TA—RN—F 4 RSN FET,

a—Pa— LT LTSV =g o ORRMEERET S FIE

WROFIMEEFITLET,

1. WPA2/802.1x F8FEH D L2 tX = U 7 4 3% E T WLAN Z{ERK L CRE L 9, 21— I3 EHHEIT L - T dot1x 7
FEA D AAA T — 3P TITERE SN TV 5 EE L. [Authentication Servers] Ko v 7% 7 U 2 kv AAA —
ZEINLT [Applyl 227 U v 7 LET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'POD2-1x’ <Back | Apply

General | Security | QoS | Policy-Mapping | Advanced |

Layer2 | Layer3 | AAAServers/ A

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [ Enabled

Authentication Servers Accounting Servers EAP Parameters
Enabled Enabled Enable O ©
@0
Server 1 \IP:10.10.105.90, Port:1812 v |IP:10.10.105.90, Port:1813 v| i

PUTFIizrT 9z [Advanced] # 7% 27 U v 7 LTIAAA F—1—F 14 K1 LE T,
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CUWN JV JU—2%8.00»AVC 7=x—X3

MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'POD2-1x’ < Back | Apply

General l Security | QoS [ Policy-Mapping Advanced

A
Allow AAA Override @ﬁd DHCP

Coverage Hole Detection Enabled DHCP Server 1 owverride
Enable Session i 1800 E
Timeout Session Timeout (secs) DHCP Addr. Assignment [ Required P

2. 77V r—va O EAENICT HICIE [WLAN ID] 22 Y » 7 L.[QoS] # 7 T [Application Visibility] ®
[Enabled] ¥ = v 7 Ry 7 2& A2 LEd,[Applyl 27V v 7 LET,

MONITOR WILANs CONTROLLER  WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'POD2-1x'

/ < Back | Apply |

General I Security | QoS | Policy-Mapping | Advanced |
Quality of Service (QoS) \ Silver (best effort) v| 4]
Application Visibility Enabled
AVC Profile
Netflow Monitor E

AVC 7 7 7 A4 LD AAA RE

AAA AVC 7' 7 7 A )LiX,Cisco AV X7 & L TEZR I N FE T, LFFiL ave-profile-name & L TERINTEY | ZOfE
% WLC LiZH D AVC 7 a7 7 A VIR ET HHERH Y £9°,

WDOFIEZFATLET,

1. AAA Y — BRH T —H T L2 AVC 7'u 7 7 A V%7 5 121, [Wireless] > [Application Visibility And Control] >
[AVC Profiles] IZBEIL T [New] %27 Y v 7 L AVC 7’1 7 7 A NV AEVERR L E T, = DR EHI Tl teacher-AVC &
student-AVC % Bk L £4, 2 —¥ (m—/L)teacher DFFED b7 7 1 v 27 (YouTube 2 ) A ~—F o 7/ LT . a—V
(r—/V)student DKFEDT 7V r— a7 7 1 v 7 (YouTube,Facebook 72 &) &7 v 7/ Ku v 7 LET,
Fy FU—Z BTG U TME D AVC 70 7 7 A L EERTE £,
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CUWN V JU—2%8.0»AVC 7=-—X3

CISCO MONITOR WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS —HELP

Wireless AVC Profile Name

¥ Access Points

All Aps AYC Profile Name
» Radios

802.11a/n

802.11b/g/n

Dual-Band Radios
Global Configuration

b Advanced
Mesh
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

b 802.11a/n
b 802.11b/g/n

b Media Stream

Application /

¥ Visibility And
Control
AVC Applications
AYC Profiles

352879

2. AVNC 7u 77 AN%EAN LT [Applyl 227V v 7 LET AERIC.BIOT 07 7 A VEERLET,

MONITOR  WILANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > New < Back | Apply

AVC Profile Name [teacher-AvC

352880
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CUWN JV JU—2%8.00»AVC 7=x—X3

3. AVC 7u 7 7 A VELERT D &, LROEREA T 7 7 A VW REREINET, 2 NE2 Vv 27 LT.GUI TRu v/
~—27[L— RO T 7 v a v EFEITTHL— I EERTEET,WLC TiX kK 16 D AVC 7' 7 7 A LV EEKT
=ET,

Saye Configuration ~ Ping  Logout Refresh

CISCO MONITOR  WILANs CONTROLLER W]IRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Wireless ~ AVC Profile Name New...
* Access Points

All APS AVC Profile Name

= Radios

802.11a/n/ac teacher-AVC -]
802.11b/g/n student-AVC -]
Dual-Band Radios

Global Configuration

b Advanced
Mesh
RF Profiles

FlexConnect
Groups
FlexConnect ACLs

802.11a/n/ac
802.11b/g/n

v v w

Media Stream

Application
* Visibility And
Control
AVC Applications
AVC Profiles e

352881

4. AVC 7u 7 7 A VEERLTZBIX. 7o 77 AN 4% 7 Vv 7 LCfixDOT a7 7 A VONL—LVEERTEET, 47
277 ANVTHRRK32DNLV—NVERECEET NA—MI, Fey ~—7 L—HIMIREWND) 3250727 a0
N EETTALICRECEET . 7 AU — a3 VO ARBESNTORWES T 74V T 7 v 3 U3,
WLAN THRESNTWD QOS R v —IZ kB[ | T, 7' 17 7 A LD N—)LEVERLT I, [Wireless] >
[Application Visibility And Control] > [AVC Profiles] IZB# L C.\WInnro7FXe 7 7Ave2 7 U v 7 LET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > Edit ‘teacher-AVC' <Back |  Add New Rule
/ :
Application Group 8
Application Name Name Action DSCP 2

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > Rule Edit > 'teacher-AVC' < Back ‘k] Apply |

Application Name youtube

Application Group Name  voice-and-video

Action Mark
Dscp (0 to 63) Platinum({voice)
Direction Bidirectional #

352883
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CUWN V JU—2%8.0»AVC 7=-—X3

EWLC X7 e a2y 7 11.0 TI05 DT FV r—a U ESBE L. T 73 a v 2FTT5004 7 a 28k L
FT. 7TV = a il LTT 7 v a YEIATT AL EYICEBREIZ0OT ) r—a U NgT 57 ) r—va v
TN—THFEIR LT T TV = a b VA NEZOT TV r—2a U I —T ORI AL E RN H Y £5, ZOFIEN
VERFRIE 1 SO Ry XX 70 T1105 D7 7Y r—3a b a2 T R_RTCERTDHIENTERNED T, FHEIL,
[Action] # [MARK] (Z5% & L 7234 . DSCP fi & L T [Platinum/Gold/Silver/Bronze | &R 4 % {ti> ¥ {2 [Custom] % FR
THZIEHLTEEI,DSCP fEL LT [Custom] ZBIRT A ELTHA N7 4 — )L RBRERENEHEIT 0~ 63 OFATH
A4 2 DSCP & A1 TEET,

8.0 LVHIDY U —ATIEDSCP ~—F > 7L NT7 7 4 v 7 ORFMIZOABEHINET 72720,V U —2 8.0 TiI,
[Direction| & W\ D BIOFRE/ ST A —F BMERFEEL 720 JFm (0 F D KITRT X 512 [Upstream] & 72 1% [Downstream])
T~ —F L VT HEETEET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Profile > Rule Edit > 'teacher-AVC' < Back | Apply |

Application Name youtube

Application Group Name  voice-and-video

Action Mark

Dscp (0 to 63) Platinumivoice)

Direction &
Downstream

Upstream

352884

5. W~ —F L V7 EBRLES [Applyl 227V v 7 LET, 77 v a v b—AMERESH, FOEM®IZTY ¥ 7 F v S
TWVWAEICERENET RULA—=YTRUAVC 7 a7 7 A Lo — L EBINTEET,1 50 AVC Fu7 7
ANLTHRK 32 DL— L EBETEET,

W T AVC 77 7 A L THIONL—LEZREL IO QoS 77 7 A /VET- I A X - DSCP HTHED FHD T 7 4 >
JEhRvw—F S TEET,

Z Z Tl Netflix & YouTube % AVC 7' 11 7 7 A /L [teacher-AVC] ™ DSCP 34 (Gold) . 5 L "% #1< 70 [Bidirectional] &
[Upstream] IZRE SN FM T —F 0 7 T5 5T ELE L=,

AVC Profile > Edit 'teacher-AVC' <Back | Add New Rule |
/ Rate Limit (avg/burst
Application Name Application Group Name Action DSCP Direction rate)Kbps
netflix voice-and-video mark 34 Bidirectional NA [~ ]
youtube voice-and-video mark 34 Upstream NA @
3

6. FREICIR OB TIZ O — L& A TR D (ZOFETIE student) b 9 1 20D AVC 7' 11 7 7 A )L (student-AVC) N o=
SN E4, ZNid.Facebook.YouTube. B L O BitTorrent D h 5 7 4 w7 &% Fa v 5 L) ICHRESNTWVET,
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CUWN JV JU—2%8.00»AVC 7=x—X3

AVC Profile > Edit| 'student-AVC' < Back Add New Rule

Application Group

Application Name Name Action DSCP

youtube nene drop N B
facebook nene drop na B
bittorrent none drop TN v |
ftp none dop na B

352886

7. ZZ T, a2 —PEITE AT L - T AAA $— X (ISE/ACS/Open Radius) |2 == —¥ (teacher & student) .7 /31 &
WLC) . BIUSEET R 7 7 A VDT TIIRESIN TS Z EEAHEE LET,WLC THRIEINTZ AVC DT 17 7 A LT
—ET D & DI AAA —RERET DITILISE A A > A ==2— /N—/n 5 [Policy] > [Policy Elements] > [Results] >
[Authorization] > [Authorization Profiles] IZBE) L £3 KOBIDO AT V—2 v a vy RO X I REFADT 07 714V
(Student & Teacher) BNFE RSN ET,

= ]

/> Home Operations| v [ poicy| v|  Administration| ¥

[2) Authentication  [g) Authorization  [4] Profing | Posture |5 Client Provisioning  [3) Security Group Access | o, Policy Elements
Dictionaries  Conditions

Results
l Pl

LR AR Sy JEdt dbadd  [yDulicate | ¥Delete

v [ Authentication

Standard Authorization Profiles

[ Name Description

v || Authorization

— = = . / [ Blackhole_Wireless_Access Defaul profile used to blacklist wireless devices. Ensure that yo

13 Autharization Profies

= [0 cisco_IP_Phones Default profile used for Cisco Phones.
» [ Downloadable ACL:
oWnloadanle 5

» £ Inine Posture Node Profes 0 DenyAccess Default Profile with access type as Access-Reject
v 5 Arofiing O non_Cisco IP_Phones Default Profile used for Non Cisco Phones.
» £ Posture [ permiAccess Defautt Profile with access type as Access-Accept
v [ Client Provisioning O
» £ Seaity Group Access 0

Student
Teacher \ £

352887
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CUWN U J—2 80D AVC 7 =—X 3

8. UTITRT & 91, v —/1 Teacher JHICHERL L7=383E 7 1 7 7 A /L% 7 U v 2 L. [Advanced Attributes Settings] <
cisco-av-pair=avc-profile-name=WLC T/E L7z AVC 77 7 A V& ZBIMLTCAVC 7’27 7 A VA ERELET,

ol
H
H
»
Results Voice Domain Permission
- o Cisco-VPN3000 »
o)
I | . Web Redirection (A, DRW, M %" ’
'| = ﬁ. Radius »
’ EW I Ak Connrt Dark
v anwmm
» [ Authorization Profiles
» [ Downloadable ACLs |
» [ Inline Posture Node Profiles ¥ Advanced Attributes Settings
g-fon B
v £ Posture : e
» ] Client Provisioning Immm Io =| °J= ~:;§
Cisco
[ L]
et @vlgv -
|, Client Provisioning |, Securi  w cisco-abort-cause-{21]
U cisco-account-info--[250]
u cisco-assign-ip-pook-[216]
Results |_ Voice Domain Permission
o
I I ) Web Redirection (CWA, DRw, M = G0 caliter-{243]
@ e . © disco-calkid~[141)
» [ Authentication ) Mk Comvask Bnrk U disco-call-type-[19]
* [ Authorization & cisco-command-code—~{252]
» [ Authorization Profiles © disco-controkinfo--{253]
» (i Downloadable ACLS - - ® ciscodata-fiter{242)
» [ Inline Posture Node Profiles ¥ Advanced Attributes Settings = 1o
* 8 U cdisco-disconnect-cause--{195]
» [ Posture - . = = @
» ﬁaunmmw m.l 0—]= :H"NB
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CUWN JV JU—2%8.00»AVC 7=x—X3

v Advanced Attributes Settings

[Cism:dsoo-av—pair & ] - [role=teacher o~ I

 [Gisco:cisco-av-pair o l [avc-profile-name=teacher-AVC ) | l

v Attributes Details
Access Type = ACCESS_ACCEPT

Iﬁsco-av-pal'r = avc-profile-name=teacher-AVC I'
P s

Cisco ACS %#{#H L T\ 535413, [Policy Elements] > [Authorization and Permissions] > [Network Access] >
[Authorization Profiles] (Z##) L =4, C=4/{& avc-profile-name=WLC T{EFK L 7= AVC 7’17 7 L V&I —ET 5
cisco-av-pair ZBMM L £,

352880

cisco Cisco Secure A

» 4 My Workspace
» 1};) Network Resources
» &3 Usersand Identity Stores

Policy Elements > Authorization and Permissions > Network Access > Authorization Profies > Edit: "AF

r

Ifc Tasks | RADIUS Attributes |
Common Tasks Attributes
| Attribute

Type

Manually Entered
Aftribute Type _ Value :
ave-profile-name=teacher-AVC

» (. Monitoring and Reports
» B System Administration

352891

AR student OFRFET R 7 7 A LV HRE L ET.RENET LiZb teacher D7 LT v XYV TCUA XYL AT T4 T b
% 802.1x WLAN (2856 C& £9°,Netflix & YouTube 27 7B AT&EB L H12720 F7,

student =2 — /L CUA YL 27 T4 T h%E L 802.1x WLAN IZ##6i L TH. 7 T4 7> h T YouTube O EF 4 % HA4
HZLizTEEHAFER.Z T AT b T Facebook ~— 27 7 A LT Facebook 74 7> k5 YouTube B 5 4 %
BHZ 9 & LTH.YouTube BT HIHEA SN EE A,

YouTube & Facebook ®ifi J7% AVC 7’12 7 7 A /LIStudent-AVC | T 2 v 7 S TCW A7z student t— /L D7 54 T
FCIXT 7 U EHATH. YouTube 7 7 r—2 g U AFEALTH Mo Web ¥4 225 % YouTube B 54107 7 B A TE
$* . Facebook |7 7B AT AL TEXEH A,

—H.7IFA T rN Teacher 7 LT oy LaffioTa A v LIEBARIZI N T 74 v I M= T ENDETT. T
Vr—ravidRey 7EnERA,

AU —DREHENTVWENE I DEHRTDHIZIEWLEC O CLl r 7 v TiRkROa~ REETLET,

show client detail mac_address 3T L. FICAZu— L L CHHIN TWA T 7 7 A IV EZ MR LET,
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(POD2-ULGC>» »show client detail 18:28:32:hd:52:h?

Client MAC Address 18:20:32:bd:52:h?7

Client Username teacherl

AP MAC Address. .. 3c:ice:?73:38:24:70
EOD2—9P3EBB

Azsociated
Access
Wirelezs LAN I4d
Hotspot <882 _11 Mot Supported
SSID 3cice:V3z3IB24:7F
8288 zecs
64
IF Address 18.1@.21 .288
Gateway Address.. 18.18.21 .1
k 355.255-255.8

Open System
1

a
Ho CCH support
686

—More— or <{gluit

#8082 1P Priority Tag disabled
ICTS Security Group Tag Mot Applicable
KTE CAC Capabhility

APSD ACs ..

FPower Save..

Current Hate
éz -8.18.9.24.8.36.8.

Security Policy Completed
Policy Manager State

Policy Manager» Rule Created
() d 5 = 2 e [}

AVC @ U777 r—v a ol — MR
ZDOVY—ATIZWLC @ CLI TIRDa~> REFITL T . L—MMIRTET AUV r—a & 3ELETHRETETET,

(WLC) >config avc profile <prof-name> {add|remove} rule application <app-name> {drop|mark
<dscp-value>|ratelimit <avg_rate> <burst_rate>}

R/ L— MFRAEIZ. 0 Kbps ~ 2147483647 Kbps OFIPH CHETE £9,
WOREHL, BitTorrent 77V r—3 a VEERT 555D 7 7 7 7 A )L Istudent-AVC TEIT SN ET,
(WLC) >config avc profile student-AVC rule add application bittorrent ratelimit 150 500

FEIREIZ WLC @ GUI TH ., L— MHIBRZEH T2 7 7V r—3 3 V2@ L [Action] Fa vy 7 XU 2 kv
[Rate-Limit] Z @R L CTL— MR ZRETE £,
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' |. ' | ' Save Configuration Ping Logout 'Refresh
. . L}
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
802.11b/g/n = . . M
Dual-Band Radics  AVC Application > Edit < Back Apply |
Global Configuration
» Advanced Application Name bittorrent
Mesh Application Group Name  file-sharing
RF Profiles AVC Name none -
FlexConnect Action Drop = ’
Groups

FlexConnect ACLs
OEAP ACLs

Network Lists
802.11a/n/fac
802.11b/a/n

» Media Stream E

v v

Application

+ Visibility And
Control
AVC Applications

AVC Profiles

352893

R 2=V RE L= IR TAMERNSLBMNOT 7Y r— g I LT ER L — hEN—Z2 hL— N ERTE
TEDLXH12720 F9.0 ~ 2147483647 DEEZ D% Kbps HAL TEIV ¥ THZ EMTEXFET, L— MIBRXRES
7= 5, —#% [AVC Name] TL— MHIBO@EM 2RI L [Apply]l 227V v 7 LET,

Z OfITIL BitTorrent 77V 77— 2 73,150 Kbps IZ3%E & 72 L— 36 L O 500 Kbps IZ5%E S iz /3—R b
L— hTlL— MBS, Z2hd AVC 712 7 7 A LD student-AVC 12 H S E T,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

AVC Application > Edit < Back Ilpwlv |

Application Name bittorrent

Application Group Name file-sharing [!

AVC Name student-AVC /

Action Rate-Limit

Rate Limit(avg/burst rate) 150 Kbps S00 Kbps

352894

Y

BitTorrent 7 7'V /7 —< = > ® [Action] 72 [ratelimit] & Z/R 4L, L— MHIROFEH L — ME L NS—2 F L— MEIRS 1

gz ‘?—o
AVC Profile > Edit 'student-AVC' <Back |  Add New Rule |
Rate Limit (avg/burst

Application Name Application Group Name Action DSCP Direction rate)Kbps

youtube voice-and-video drop NA NA NA [+ ]

facebook browsing drop NA  NA NA [~}

fto file-sharing drop NA  NA NA [+ ] 9

[xs]

Jb\ttorrent file-sharing ratelimit NA  NA 150 / 500 [~ E

NBAR Dtk (AVC 7 = — X 3)
B NBAR =YV 13 BLUPP11.01F 1105 DS EIERT IV r—ya i PR—FTEET,
B Koy =7 L—HNlRO I 20T 7 v a I pEEINEDT 7Y r— 3 VI ARETT,
B WLC TIX K 16 D AVC 7' 7 7 A L E{FRTE LT,
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B KAC a7 7ANMZIERK32DL—NEHRETEET,

B [FEUCAVC 7a7 7 A NVEEEDO WLAN I~ v B 7 TE £, 727201 2O WLANBREFCTE 2 D1%.1 2D AVC 7
07y ANDHRTT,

B WLC (ZiZ.NetFlow =7 AR—=FBLIOE=F% 1 DT ODHFETEET,

B NBAR MEHEHIZ GUI @ F7 30 DT SV r—3 3 LIZHOWVWTOAERINET.CL 2HT AL . T XTOT Y
g—a rOMEHERER I TEET,

B NBAR Z.HRDAAL v TV THIZHRESIL TS WLAN TORYR— I FET,

B WLAN =y BTSN AC 707 7 A NI~ —0 T 72 arDOL—NAnSLGE.F0T7 7 ) r—>a 03,
WLAN IZEREEINT= QoS 7' 7 7 A VEF—/"—TF 4 K95 AVC L— VI E ST QoS 7' rn 7 v A /WL E T,

B Hh~—FX IR BEDT T = a b ORFH.T v T A M) —LEREIFL T AR —ADOWT NI O I
TXFEJ,

B HAE L= FMHRIZ.3DDOT7T 7Y r—a OB TE £,

B WLC EONBAR = VUL THR— FELITFEBR SN TN 2WT 7Y r—3 3 X UNCLASSFIED + 57 1 v 7
DNy MEF TR Y 7Ty InET,

B IPv6 NI T vl T LIETEERA,

B ACTrT77ALDAAA F—"—=F A FiL8.0 VU —ATHFR—-FIHTWHET,
B AVC 7r7 7 A% WLAN L ICRE L, 22—V HL CHEA TE £7,

B NBAR X VWLC 5 L0 SREWLC TiEH AR —F SN TWERA,

a— VR =T X TFINH AVC a7 7 A

YY—28.0 CIXAVC 707 7 A NVERKREDT A AZALTDI TAT hOa—ANR) —Ilv oy B 7 TE&ET,
Fa—HRY —%& AAA F—_—F (4 RIZESH2 % AVC/mMDNS 7 7 7 A W4 2 L Ca%E L. [7 U WLAN |
DT T ANTHFAIN TN —E2ZRY S —WEHATHZ E2FHIRBTEET,

WLC D7 a7 7AYo 7R r—o P O

VAINEBIENSE BB U TT NS AID AV R—T 4 VT KRAF ¥ BIORY — 24 5 BE et v 23 H

?‘iéhfwifr WLC O Z DH LVMEEETIL HTTP.DHCP 72 E D7 a0 h a/ViZESWCT RS AT a7y A4 J o T & FE
TL Ry hU—27 Loz F‘*)‘*“/WX%%&%UL&%?/W AR—=ADRY —FFEL Ry hT—7 EOa—WHE

72X T S ZARY =B TENLEZHEATEE T WLC Tl 2—F TNA A RRA U M BXOT A 2T LICHE

HTRER AR Y O —IC S MEHEm bR AR SINET,

BYOD (Bring Your Own Device) TiZ, Z DREREN R v hU—27 EDO S E 8 E T SA AOFRICHE L £+, ZOEEZH S
Z & CT.WLC BE CT/NHFEIZ BYOD #33ETx $£9,

#iPHE BHEY
Z ZTIL Aire0S 8.0 =— F%&FEITLT\W5 CiscoWLC T7ua 77 A4 Y 7 LR —E2RELTEELET,

TuTrA VR —ORHIL2 DR DA R—F L FE LTHELET,WLC TOREIT. Ry hT—7 (2
MTB7 54T MIBEBDERFH/NF A —ZZHESNVTWET HRORY —BHEIIRD LBV T,

a. Role:2—¥NET 22—V XA TERIT2—VIN—TE2EHLET,
& 2R e EERR Y
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b. Device: T /A ADH A THEFELET,

7= & 21E . Windows 3>  A~— |k 7 5 . iPad <° iPhone 72 & ® Apple /34 &

c. Timeofday: > RARA > "Ry T —7 LT XN I 2R ECTERTEET,
d. EAP Type: 7 7A 7 b &R STV D EAP T a2 B L £

FRONTA—=FIIRY o ——HJEME L THRETEET WLC T2y RRA U R &I ERDANT A —F L O—E 0 it
ENHE AR —EHAINET AV —OBAIFROL Sy v a VEREIZESWHTWET,

VLAN

ACL

Ty ar A LT T

QoS

AV —=TIRED I FA4T > k
FlexConnect ACL

AVC a7 7 AL (8.0 U U —ATIEHN)
mDNS 7'r 7 7 A /L(8.0 U U —ATi&M)

Z—PEINLORY =2 ELTHELLRY V== FARA  MIEATEET UYL R T4 T 2 ME,
MAC OUI.DHCP. 5 L OV HTTP o —H# = — Y= v MIHSNTTr 7 7 A Vo 7SR ETHTTP 7u 7 7 A U v 7 k)
SR DDA RA 2 F—F v MBRE) WLC 13, 2N D DRI L FATERONET 0 7 7 A VEMH L TT A 2%
Wl LET,

|
=

I

Ta 77 AV TRBIONRY —DOFE
WDOFINEEFZEITLET,

X

1. WLAN CT AL AT 0T 74V U T RRETDINE RAT AT T 0T 74V TR — % FET IR L 254
E D WLAN 1Z#8) LT . [Advanced] # 7% 7 U v 7 L £7 [Allow AAA Override] 23 EZNZ 72 > TV DA, )1
L ¥, [DHCP] 7818 C.[DHCP Addr. Assignment] @ [Required] F = v 7 Ry 7 A% A4 N2 L £ T,

WLANSs > Edit 'POD1-dotix’ _<sack | | aply |

Allow AAA Dverride (] Enabled DHCP
Coverage Hole Detection @ Enabled " OHOP Server 0 override
Enable Session Timeout | 1800
Sesslon Timeout (secs) DHCP V6 Server iiOveride
Aironet IE Enabled
Diagnostic Channel (JEnabled DHCP Addr. Assignment Required
Override Interface ACL  IPv4 | None : 1P | None @ e
Layer2 Acl None % Split Tunnel () Enabled
P2P Blocking Action |_Disabled
Client Exchugion GiEatiod 60 Management Frame Protection (MFP)

Timeout Value (secs)

. MFP Client Protection £ | Optional =

352896

Maximum Aligwed Clients
g

DTIM Period (in beacon intervals)
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2. DHCP @ [Required] 47+ a » ZAMC L=t iE, FIZ 22 m—/L L. [Local Client Profiling] #&1 C. [DHCP Profiling]
& [HTTP Profiling] Z &% L CEEICR > TWAES) [Applyl 227 U v 27 LET,

WLANSs > Edit 'POD1-dotix’ [ <Back | | mpply |

General | Security | QoS | Policy-Mapping | Advanced |

Mgmt Via Wireless (JEnabled Passive Client a
Off Channel Scanning Defer Voice
Scan Defer Priority 01234567 Media Session Snooping (] Enabled
D000OddE0 Re-anchor Roamed Volce Clients (] Enabled
Scen Defer Time{msecs) 100 | KTS based CAC Policy (] Enabled
FlexConnect Radius Client Profiling
FlexConnect Local DHCP Profiling @]
Enabled
Switching 2 o HTTP Profiling 0
FlexConnect Local Auth 12 Enabled Local Client Profiling
Learn Client [P Address & ¥/ Enabled DHCP Profiling g —
Vian based Central HTTP Profiling @ —
S d2 Enabled i
Central DHCP Processing Enabled PMIP Mobility Type @] g‘
[:s]
Override DNS Enabled e,
L = PMIP NAL Type Hexadeomal - b
NAT-PAT Enabled Lal

WLC GUI 7>6 WLAN TR YU > —ZVERL

3. 7u s ANERELESL, v—D R Y —D1ERLE WLAN TowHIctEA £ 4, WLC A =2 —/3—T [Security] >
[Local Policies] IZB 812 & AKRY > —U R MRFERINET,

WIRELES

Security General

N AG::eral Manirum Local Database entries (on nest reboot), 2048 (Current Magimum is 2048)
MRADILS Murnber of entries, already used 3
Authentication
Accounting
Fallback
DS
FTACATSH
LDAR
Local Met Users
MAC Filtering
Disabled Clients
Uszer Login Policies
AP Policies
Passward Policies

-

Local EAP

-

Priority Order

-

Certificate

Access Control
Lists

Wireless
Protection Policies

-

b Web Auth
TrustSec SXP

Local Policies

352898

¥ Advanced
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4. [Local Policy List] T.[New] 227 U > 27 LT KRV > —&%EEHKLET, ZOFTld teacher-LP 2RV > —4 & LCff
HALTOWEITRAZOLREZHFH L TMBEORY V—%2EHETHIEHLTEET,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Policy > New < Back Apply

Policy Name  teacher-LP i ——

ISz B899

RV —4 %R E L= 5. [Role]. [EAP Type].[Device Type] 2BAET AR Y —& Bk T& 4, F7=, — &M BEES S
W2 T 7 a rEERCTEET,

Z Z TlE.[UserRole] & [Device Type] % [Match Criteria] I L COWE TR MBS U TEEO X A TEFHTEET,

7 :[Match Role string] 78 AAA TEZXE SN/ — LA LFRIUTHD Z L 2R L T EE W, Z0HITIL, lteacher) & EF
SHTWET,

5. [UserRole] # AJ1 L. [Applyl 227V v 7 L£4, 2 Z Tidu—4 lteacher) 23 & L TEA S CTnE9,

6. L—V TS RIS TRY —%& 5T 5121%, [Device List] fEIk T AU U — %W T DT A AXA Tk
[Device Typel Fr vy F& 7 ) Z MBI L [A] 22 Y v 27 LET,

Z Z T.[Match Criteria] IZ%t L. 5314 2% A 7 & LT [Apple-iPad] Z{# ] L TV £ 9, Apple-iPhone o D> Apple
T34 AL [AEERIZ [Device Type] Ky 747U 2 b biBMTE 9,

H:TNA AL A THBE LI WEE 1L, [Device Type]l 473 a U EHELRWNTL IS,
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7. WY T 7y a sEBEATSICIE[Action] DT A= NBBINLC R V—%2@ALET . HEOE T a U TE
HXNTWD AVC F a7 7 A VBRI LET,

Policy Name teacher-LP

Policy 1d 7

Match Criteria

Match Role String teacher ——

Match EAP Type [ none ™

Device List

Device Type | Android vm) Add

Apple-iPad H —
Action

1Pv4 ACL [none &

VLAN ID .0

Qos Policy | none =

Session Timeout {seconds) 1800

Sleeping Client Timeout {(min} 720

Flexconnect ACL | none =z |

AVC Profile [ teacher-AVC | o

mDNS Profile | none =)

Active Hours

Day | _Mon )|
Start Time Hours Mins
End Time Hours Mins
_Add_| 2

8. =—WiX. 1 DL LD —H R Y —%/ERk L. [student-LP OFAIZHEA TE £9,
:[Match Role string] 7% AAA/Radius — NTEZRINTO— VL4 ERILTHDL I E AR LTI TEEN,

=T RIESWTARY > — 2§ 21213, [Device List] 5o [Device Type] Ko v 757 U2 hnb AR
—HWAT 5T A% A 7 (Apple-iPad) #FR L . [Add] 227 V v 7 L£7,

WY T 7 v a v EEAT AT [Action] fEIRD /X T A —FNHEIRLC . ARY V—2#EHA LET JEDOEY v a VCTF
FEEINTWD AVC 712 7 7 A /L (student-AVC) Z &R L £7°,
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Policy > Edit

Policy Name student-LP
Policy 1d 6

Match Criteria

Match Role String !student | —
Match EAP Type | none =
Device List
Device Type | Android =)
‘1 Add |
Apple-iPad g ~——
Action
1Pv4 ACL | none =8|
VLAN ID 0 |
Qos Policy [ none )
Session Timeout {seconds) 1800 |
Sleeping Client Timeout (min) -?20 1
Flexconnect ACL [ none %
AVC Profile | student-AVC ¢ | oo
mDNS Profile | none -3 |

Active Hours

Day | _Mon -
Start Time Hours [ | Mins
End Time Hours Mins

Addl

[ 352901

9. TDOMDT A ZADT 7 5L b —R VR —EERLET,

2 — LR ) —IZfthd ACL B H SN TW AR WIS T XTOR Y > — Dk 7 1 V2 F¥EE0 [Allow all] 72> T,
Apple-iPad LA DT RTOTNA ZET 7V r—a N7 78 ATEET,

Apple-iPad Z R TRXRTOT AL ADTRCOT SV r—rarzr7uy 735103 & %EOFEE LT [deny all]
ACL #{EfLCra—HARY v —IZ#HAL WLAN IZZFORY >—%2@HLET KORAZ U —1r gy NOBEF
ZRLTLES,

TRCOIPvA 7u—%7 v 745 ACL #1ERLE7,
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Save Configuration ~ Ping | Logout Refresh
MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security Access Control Lists > Edit <Back | Add New Rule
~ AAA
General General
= RADIUS
Authentication Access List Name deny-all
Accounting
Fallback Deny Counters []
DNS
Downloaded AVP Source Destination
» TACACS+ Seq Action IP/Mask 1P/ Mask Protocol Source Port  Dest Port DSCP Direction Number of Hits &
Lk 0.0.0.0 0.0.0.0 =
Local Net Users 1 Deny [ ! Any Any Any Any  Any 0 [ -] &l
MAC Filtering 0.0.0.0 0.0.0.0 5}
Disabled Clients o

n—7 ViR Y 2 — Block-all #/Ei% L C [deny all]ACL # Z A L £, T3 2Aa—Le7 07 7 A JVITER L722
WTLIZEY,

Logout Refresh

Save Configuration

Bing

MANAGEMENT COMMANDS HELP FEEDBACK

Security

* AAA
General
= RADIUS
Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

¥ Local EAP

Advanced EAP
b Priority Order
b Certificate

~ Access Control Lists
Access Control Lists
CPU Access Control Lists
FlexConnect ACLs
Layer2 ACLs

Wireless Protection
Policies

b Web Auth

TrustSec SXP

MONITOR WLANS CONTROLLER WIRELESS SECURITY
Policy > Edit
Policy Name block-all
Pelicy 1d 3
Match Criteria
Match Role String
Match EAP Type naone v
Device List
Device Type Andraid
Action
LA
VLAN ID o -
Qos Policy none v
Session Timeout (seconds) 1800
Sleeping Client Timeout {min) [720
Flexconnect ACL none ¥
AVC Profile none v
mDNS Profile none v

352903

a



Application Visibility and Control #$#£ U U — 2 7.4 ~ 8.8 M AN 1 K

CUWN JV JU—2%8.00»AVC 7=x—X3

WLAN TORY > —D~< v BT

1. WLC A == —"—25 [WLANS] iZB#H L AV v —%2FE LW [WLANID] #7 U v 7 L %9 ,WLAN ® [Edit]
A= a—n5 [Policy-Mapping]l # 7% 27 U v 27 LET,

[Priority Index] T.1 ~ 16 M OAEE DA E L £9, [Local Policy] Kz v 7 &7 U X hinh T TIC/ERR LTZAR Y o —
L FT,WLAN (ZRY o—%@ AT 2121E.[Add] 227 U v 7 LET, AR Y —» WLAN (I~ » B> 7 Z . [Policy
Name] D FIZEREINET,

WLANSs > Edit 'POD1-dot1x’ < Back Apply

General | Security | QoS | Policy-Mapping | Advanced |

Priority Index (1-16) |1 -
Local Policy | teacher-LP 5| —

Add | e ——

Priority Index Local Policy Name

352904

2. @Y U 2 —% WLAN @ [Policy-Mapping] (2B L £,

Save Configuration Ping Logout Refresh

CISCO  MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK |

WLANs WLANs > Edit 'pod3-dotix’ <pack | Apply |
¥ WLANs - = ) TE——
General | Secu Policy-Mappin Advanced
WLANs [ [ Itv [ Qﬂs I iﬂ' e [_l —
13
Advanced priority Index (1-16) |
Local Policy teacher-LP ¥
Add |
Priority Index Local Policy Name
1 teacher-LP [+
2 student-LP [+ 2
3 block-all [+ .
[fe]
fsr]
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3. [Advanced] # 7 . [Allow AAA Override] XA 72 > TWABAITESNIC L E T,

WLANs > Edit 'POD1-dotix’ _<mack | | mpply |

General | Securty | QoS | Policy-Mapping | Aduanced

Allow AAA Override O Enabled =" DHCP
Coverage Hole Detection ) Enabled DHCP Server O Override
Enable Session Timeout 1800
Session Timeout (secs) DHCP V6 Server O Override
Alronet IE @ Enabled
Disgnostic Channel O Enabled DHCP Addr, Assignment [ Required
Override Interfoce ACL  1vd [ None ) 1v6 (None 3 ORAE
Layer2 Acl [ None : Split Tunnel [ Enabled
P2P Blocking Action | Disabled
Frame P! MFP
Client Exclusion 2 Penabled 60 Management Frame Protection (MFP)
Timeout Value (secs) w0
Maximum Allowed Clients [~ | MFP Client Protection | Optional  : o
o
g DTIM Peried (in beacon intervals) (s}
Static IP Tunneling 22 (JEnabled @

4. AAAn— LR ELSBRESN TS Z 2R LET, DED AA —RTOr—LZITe— ALK ) —TELES
T 5% [Role String] & —#4 2 L) H Y £3, Fitid,Cisco ISE #-—~3 & Cisco ACS DT,

— =
[2] Authentication = A [ g (&) Posture [&, Client Provisioning = Security Group Access & Policy ts
Dictionaries Conditions Results
¥ Lommon 1asKs
Results
[ 2] () DACL Name
= = S ] VLAN
» [ Authentication
~ [ Authorization (] Voice Domain Permission
. E= oy s
- ) Web Redirection {CWA, DRW, MDM, NSP, CPP)
» [] Downloadable ACLs
» [ Inline Posture Node Profiles () Auto Smart Port
> 3 Profil
8 Aofiing [ Filter-ID
» [ Posture
» [ Client Provisioning
» [ Security Group Access
¥ Advanced Attributes Settings
£ [Ciscoscisco-av-pair © | = [role=teacher o]
¥ Attributes Details
Access Type = ACCESS_ACCEPT
cisco-av-pair = role=teacher o ~
S
o
w3
=
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ACS:

mm

cisco Cisco Secure ACS

|| Polcy Elements > Authorization and Permissions :mm»mw Edit: "AF

[ General |[ Common Tasks || RADIUS Attributes |

Common Tasks Attributes
Attribute Type Value
Manually Entered
Attribute Type Value
cisco-av-pair String ave-profile-name=teacher-AVC
cisco-av-pair String role=teacher
[++]
o
@
o
wn
(o]

Apple iPad %4 LT teacher ®7 L7 ¥ /LT SSID IZBE#EA T 727 FA4A T > MI A v Z—F v P BLOAVC 7'
Ty ANVREZ LB LT 7V =2 a7 7B ATEET, 2 —V2 Apple iPad UAAD T NA 2 bEHLE S & L
Th AV Z—Fy MZT 7 BATAHZ LT TEEREA,

WLC @ GUI TR Y > — i H %2 #3845 121%. [Monitor] > [Clients] (2 &) L .[Client MAC address] 27 UV v 7 L £,
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Clients > Detail

Max Number of Records

(10 < |

General I AVC Statistics ]

CTS Security Group Tag

Status
mMDNS Profile Name
mDNS Service

Encryption Cipher CCMP (AES)
EAP Type PEAP

SNMP NAC State Access
Radius NAC State RUN

Not Applicable

AAA Override ACL Name  none

AAA Override ACL .
Applied Status Unavailable
AAA Override Flex ACL none

AAA Override Flex ACL U ilabl
Applied Status el
Redirect URL none

IPv4 ACL Name none
FlexConnect ACL Applied .
Status Unavailable
IPv4 ACL Applied Status  Unavailable
IPve ACL Name none

IPvE ACL Applied Status  Unavailable
Layer2 ACL Name none
Layer2 ACL Applled Unavailable

default-mdns-profile

Advertisement Count 0
AAA Role Type teacher P E—
Local Policy Applied teacher-LP f—

352909

WLC ® CLI 7u > 7 h TR >—0iiHZMRT DI KkOa~vr REEITLET,

show client detail mac_address %17, & T TA7u— /L L CHEAEINTWEL 72 7 7 A V2R L ET,
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AAA ROLe TYPR.userasesnssannsannssnsnsnnnssnannus teacher 4———
Local Policy Applied...vevvernnasnnsnnnnnnnnnnnns teacher-LP ¢——
IPv4 ACL Name..useuvassnsnsnsnannssnnnsnsnnsnsnns none

FlexConnect ACL Applied StatuS.....:ssessssss:2.. Unavailable
IPv4 ACL Applied StatuS..ivuvissssssssnsssasssesss Unavailable

IPvE ACL Name.vuvesssnsnnnnnsnnnnnnsnnsnnsnnsnnns none
IPv6 ACL Applied StatuS..evevessnsnsasesnnnsannns Unavailable
Layer2 ACL Name.:vuovuessnassnasanssnassnsannsnnns none

Layer2 ACL Applied StatuS...vssssssssnssssassaesss Unavailable
Client Typeivsvasssssssnssasssnsssssnnsssassassss SimpleIP

MDNS StatusSisevarsnrannrsnnssnsannssnnssnsnnnnans Enabled

MDNS Profile Name..iiswsssnassnsannssnnssnsnnnnnns default-mdns-profile
No. of mDNS Services Advertised...:veevevansnnnns ()

POLiCY TYPBuvuvassnsassnsnsnsnnnnssnnnsnsnnsnsnns WPA2

Authentication Key Management.....eveevuesnsasas. 802.1x

Encryption Cipher.iieeiieanasonsnsnsasosnnnsnnnns CCMP (AES)

Protected Management Frame .ivvesvnvannsvnnnnnnns No

Management Frame Protection.....veevecenesnnnnnns No

EAP TYpP€uitesnavanssnasanssnnsanassnsannsnnnsnnnns PEAP

INterfacissssssnsssasassnnsrsssnsnsnsssssnssssss Management|

352910

WLC T AVC RY v — D 2R3 2 FIEEFRD B0 T,
AVC Profile Name: .......cccoveveiiiiiiiiiicceeceeeeeeie e, teacher-AVC

student ® 7 L7 v ¥ /LT SSID ~O#EHLZRITT 5 & A INTWBBIOR Y v —(student-AVC) NERINET,
I TAT YV RTNA AN Apple iPad TRWFAIT. Xy N —JICT 7 BATEEHA,

XA T 47 TaTrA Y TICBET DR

WGB % OAMRI FA T MIT e 774 Vo 7 ENT R —T 7 a 3FETENERA,

WLAN Z L ICRETEDARI =T 16 DA T /0 — UL 64 DR —%E D YBTHZ ENTEET,

R =T 272 a 3 L2 TR BN ETTEINT AL AL HTTP b7 7 4 v 7 DEEENTT A AR T 1
T AN T ENEEAICFEITENET BEDY T VAT Ta 77 A Vo FBLXORY =T 7 arin1 >0y
FA T v N TEERIRAELET,

TV —RATEHIPVA IV F5AT b7 T A ) T OHBBPIFFR— N ENET,

WGB A8 AT FTIZHTTP 707 7 A4 U FRYR—FENTWARWED WGB A7 SA4T7 v ho7Fa 7y
AV TIEYR—-FENEEA,

F TV N TIZ TXTO WLAN TFa 7 7 A4 U o IR EIC > TOET,
HEWLAN 2.~ v BV I EROTO T 7 A VTR U—2RETEET,

£RY —IZ, JBE$ 5 Role Type.Device Type EAP type % E L C.EEAMIT 5N TWARY —A VT v/ A%
vy TEET,

RY—=A T v 7 AT KNBETDIRERH LAY —2RLET,
ST DRY —RIFE K A T v 7 ADRBHEESLET,

R == F o TIEONIHY =R = LR TR T LIS T ORI =T 7 va v @gEns 947 2L
WICRESNET,

IIAT P TEIERY —milEHT DNEEZ X2 VT A FITHESEET,
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Z7u ka7 L NBAR =2 2 DO FEH

U1 —282 FTIXEPTHAVC Z VR —FTAH72DIZNBAR =2 (16) 28 WLC IZHEE S, 7' a kasRy 7 (PP)
N=VaryNRFEFTHRIR=FENTVET, VIV —RZ82 T WHEENTLHLWNBART P23 7' hansiy s 14
MEAINE LI FHLOA—T g VEFEHATDIEHRETI Fa—TONR T 3 —< AT EAEEEEL 5 2T,
Netflix, Jabber, Bittorrent, YouTube 72 & 1273 D7 S U r—3 3 v &2 L0 BV E CHERICHFHETEX T, Fa har vy 7 14
{ZIZNBAR =2 23 MU ETH Y (Hid WLC U U —ZATLIRNZY U — A &N 728—Y 3 D NBAR TIHHERE L 72\
TEICHBEELTLKEEVW,PP A=V a3 15 RN Y U —Z2ENT CCO ([HBH S N7ZHEIZ NBAR = 2 23 THEIMEL
7,

Saye Configurat

CISCO MONITOR WlLAMs CONTROLLER ‘'WIRELESS SECURITY MAMNAGEMENT COMMANDS HELF  FH

Wireless m AVC Applications Entries 1 - 50 of 1273
(2] 12345 mm
* fAccess Points Current Filber: Mone [Change Filter] [Clear Filter]
all aps
* Radios
s Protocol
:giﬁ:;&ﬁt Pack ’ Advanced Protocol Pack
Dual-Band Radios Protocol P
Global Configuration Pack 14.0 e, &
Yersion: B
P Advanced
Mesh Application Engine Selector
Application Name Application Group 1D ID ID

JJ—=2 8.2 ® NetFlow "7 F— k

IPrT77 47 70—TiE, —HO/7 Yy bR EET/HEHE IP T RLA T U AR— FR— b Jif7 Eo@Eo @itz
DRy NI =7 F RS 2FBBLET, VA VL A7 —0ZOMods@EEN & LTE.SSID X AP MAC 285 0 £ 4, HiE
DEHEEEHESI NSOy "R T e —ICERN SN Netflow 2L 7 ZlZo 7 AR —FENFET.8.2 LVFTOYU U —ZTIE,
oy ba—I Rz 7 ZAR— k L7 Netflow 5 — % 1% Pl (Prime Infrastructure) iZ & » TOHG &, — K8 —F o 8l
Netflow =L 7 % L O FE#MEITH Y FHATL,

JJ—2= 8.2 Tl .Mk X7~ Netflow Lo — R 7 ZA;R—Z BREA N TWET, H LU Netflow vO TIiX, 17 DR~ %
F—% L a— F(RFC 3954 TiE STV 5) 3, StealthWatch 72 & DA DY — R 3—F ¢ il Netflow = L 7 Z [T3%[E &
nNE4.fbsniz7e—ra— K8 5F—4% =7 AR — MEREIZ.WLC 5520.8510,8540 (ZEMEINTWET,

8.2 LVRHIDY Y —ATiX, a2 br—7 0 Netflow HEREIC L > T 2 94T D IP T RLASSID. 7 ) r—ra o
HEHERZ IR EE IR TWE LT, T DA Cisco Prime 72 EOHHNED H D Netflow 2 L7 X TIET7 7V r—va »d
HEHE AR R CTEE LN S X TNOREER 7o —FRIISELNT 5 X TV EMLELETHEL OY— R—F o Hl
Netflow =L 7 % L O E#HIE B HER SN THERATL,

82 XVHEIDY U —RIZL->TWLC N AR— hFBHITD Netflow L =2 — K TIZ KD T 4 —/L KOBZYKR—FENT
WET,

B applicationTag

m  ipDiffServCodePoint

B octetDeltaCount
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packetDeltaCount

postlpDiffServCodePoint

stalPv4Address

staMacAddress
B wtpMacAddress
VU —R82 THILICEASIN 7o —La— R/ AR—Z (T KOV —F—X L a—RKEzH$R—hLTHET,
B Application Tag

B 747 FDMAC T FLA

AP MAC 7 KL A

WilanID

SR
sidc IP

B EFLA— b

SESEAR— b

m Johz=r

7 —BRARIEZ]

7w — TR

i

N7y MK

[ BEVAVELY ¢

VLAN ID: /XA F I v 7

®m  TOS:DSCP fii

B Dotlx =—¥4

Netflow OELE 2R3 5 5 jEHIH

B WLC T 1 DDE=Z LT AR—ZDHYR—FENRTHET,

B WLC TlI. 2> tr—JZ2&I121 204 A4 7® Netflow L' a— FOH 7o — LZHR—SNET,
B TJo—lLa— NIE#HT AR- S, a3y br—J 3RS EEA,

B BEQT ) r—a COREOREHERIT. BIERHE 2 br—JIlFRSNET,
B E=HDNRTA—HDOEFIZL Y WLAN O L & AR BEIZ R £5,

B LV L a— RE.8510,5520, 8 K10 8540 =2 hr—F TOALYHR—hShET,
B 2500,5508,7500. 8 LN WiSM2 =2 ke —F [ Z¥HR— RS EHA,

B Netflow #zHERIL 30 MR THEE SN FET (= —FREAR W, BAEOMHEIL 90 ),
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B Netflow La— RNiZ Ly r—La— REREORSEOT 7V r—ra v icbikEanEd,
B Netflow /%, % ® WLAN T AVC ZH T BERICHE SN ET,

B IPv6 N7 7 ¢ v 7L VU —28.2® Netflow TiZH AR —FENTHWEREA,

B T L— b ERET D Netflow 1 X, 2 hr— LT L—0 bR ESNET,

B =t 2KR— FTO Netflow D=7 AR — MIPFR—FINTHERFA,

A B9 & L7- StealthWatch ¥ 7 7 =7 D AFE

V7 MY =T IFHKRIZRT URL 225 Web ¥ 7 om— R TE £
https://www.Stealthwatch .com/stealthwatch-evaluation-application

1. Stealth Watch Evaluation (291 > 7 v 7L C. Y7 hv=T&X v rao—RKLET,

— MENU afea]n Q .
=" CISCO il

Precjucts & Services | Securky | Ketwork Visitilty sed Sogrrematien |

Cisco Stealthwatch

Scalable visibility and security analytics across
your business

Quismart emerging threats in your digital business with industry-leading
machine lzaming and behavioral medeling. Know who is on the natwork
and what thiey are doing using telemetry from your network infrastructure.
Detect advanced threats and respoend to them quickly. Protact critical data
with smarter network segmentation. And do it all with a sclution that grows
with your business.

rd
2=-minute overdew | Compare us with others

RN

Features Services Caze Studies Mews Resources Support  For Partners ¥, Partner Help w

WLC T® Netflow i€

8.2 LV HEi®DY U —ATiX . WLC T?D Netflow % &%, [EHE L =— F ipvd_client_app_flow_record % Netflow £ =4 |2}
AT B Z & TITo TV E Lz, BFE TIE Z o kI 2 T Lipv4_client_src_dst_flow_record & W 5 LW EE L 22— K
NP R—=FENTWET, 2RI TFIZRT CL & GUI THEATE £,

FEiar be—F THEHATE S Netflow =7 AR—=Z131 27203 THEED FHADO L a— RERXOWFNh2EHT2 2 &
W72 £,

CLI 75 DR E
REDEFENE

(Cisco Controller) > config flow add monitor <My Netflow Monitor records

CLI 725 & EFIE

config flow create monitor <My Netflow Monitors>

config flow create exporter My Netflow Exporter A.B.C.D port 2055

config flow add monitor My Netflow Monitor exporter My Netflow Exporter

config flow add monitor My Netflow Monitor record ipv4 client src_dst flow record config wlan flow 1
monitor My Netflow_Monitor enable
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debug =~ K

debug fastpath cfgtool --flowdb.dump debug fastpath dump wlandb
debug flow info enable

WebUI Z M L 7=&E

WDAZ V—>2vgy MEIIP 7 R A 10.10.105.22 #FH UDP &R— k 2055 CTY v A L CWA . USC Ry 7 A LD
StealthWatch Netflow = L7 % VM OHlZ R L CTWET,

1. WLC D A A > A = =2— 5 [Wireless] > [NetFlow] > [Exporter] (28 L T.Netflow — 27 A:R—F 2R E L £,
[New] 227V v LET,
Save Configuration  Ping  Logout Refresh

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK M Home

P B02.11b/g/n Monitor List page

b Media Stream

Application
b Visibility And
Control

Monitor Name Record Mame Exporter Name Exporterlp Port

Lync Server
Country
Timers

" Monitor

Exporter <fmm—

2. [Exporter Namel. [Exporter IP]. 33 & O [Port Number] Z#& & L T [Apply] 27 U v 7 L£,

Exporter Create < Back | Apply |

Exporter Name Netflow Collector }

Exporter Ip 10.10.105.22

Port Number 2055

3. wIZ, EETERL L 72 Netflow — 7 ZAR—% D7 i —% =% Z{Epk L £, [Netflow] @ FiZd % [Monitor] (28 L £7,
[New]l 227 VU v 27 LET,

[ ]
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

B B0z 31b/g/a Monitor List page New...
¥ Media Stream

Applicati
b VITI‘I:IIIryTnd Monitor Name Record Name Exporter Name Exporterlp Port

Cantrol

Lync Server
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4. UITIZRT X 91z, [Stealthwatch] & WO A4 RTTE=# Z{E L T [Apply]l 27 UV » 7 LET,

Netflow Monitor > New < Back |

3
Monitor Name |i'1!nmpe

5. i LicE=24%22 Y v LET,
Monitor List page

Monitor Name Record Name Exporter Name ExporterIp
lancope none None 0.0.0.0

6. [Exporter Name] Kz v 7 & v * = a2 —/ 5 [Netflow Collector] Z 4R L . [Record Name] U A k75
[ipv4_client_src_dst_flow_record] Z&IR L 9. [Apply] 27V v 7 LET,

Netflow Monitor > Edit ‘lancope’ < Back | Apply
Exporter name Netflow Collector /
Record Name ipva_client_src_dst_flow_record

[Wireless] > [NetFlow] > [Monitor] iI2¥kd L S IcERENE T,

Monitor List page New...
Monitor Name Record Name Exporter Name Exporterip Paort
lancope ipv4_client_src_dst_flow_record  Netflow Collector 10.10.105.22 2055 r [~ |
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7. AVC & Netflow =% ZHNZT 245 23% 5 WLAN 25 L £ 3, WLAN Ot X7 2 —4%/n 5 [QoS] ¥ 7 I B#E)
L C.[Application Visibility] DF = v 7 R v 7 2% F 12 L£7, &2, [Netflow Monitor] Z74R L T [Apply] 27 V v
7 LET,

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs > Edit 'POD1-dot1x’ < Back | Apply |
gﬂnnmlj_smuﬂtyimskmmm'|'m|_ /
Quality of Service (QoS) Silver (best effort) |5

Application Visibility sl ~ Enabled

AVC Profile ﬁ pod1-avc

Flex AVC Profile none °

Netflow Monitor ﬁ;‘ __Ig_ry_q:_gg_

NetFlow L7 — k
StealthWatch Netflow L 7AR— FiRiEIZ. 7 r—a Ly Z LETEH o Y — L TRER SN ET,
StealthWatch FlowCollector i3, & F XY —A(ZOHFHIET VA YL A LAN a2 bu—9) b7 —Z & NEL T D
RN LTBEDT /74 ETF 4 DT 0T 7 A L EMEK LD 2 CBEDOT 07 7 A VORI H DT 7T 4 €T 4
DT 7 —5(SMC %6 C) AR LT,

SMC IZ.Web 77 UV 2N LTIV AT LADISEIER IV R—F U FaEH AR BIORELET, —BH . BLO R
TSI 4T BB LTI ARR2E DT n—al y ZOLAR— FRARETT,

W%, 10.10.105.22 IZ/F7ET 5 FlowCollector ( EFRD WLC TE ST %) & 10.10.105.21 12H 5 SMC Z7=r LT
WEJ,

1. 2—FHENRT—=REEALTSMC IR 7 A v LET,
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2. ¥y aR—KC[LaunchSMCl #27 V v 7 LET ., 77V r— a3 Maunch 512 0% 7o a— R&ERbBHTa 7
FREREINET, B —HNVIBREFEL AIRO L S IEEI L E T,

StealthWatch Management Co... X +

& an 10.10.105.1

STEALTH
LYaLiew

o Launch SMC -

@& cisco.com | Secuii |

DOpening leunch_512jnlp —
Concem Index T* Yeu have chosen to open
launch_512 jnip
0 which i L W1KB)

frome hitps//1010105.21
What should Firefox do with this file?
DDoS Targst DH @ Qpenwith  Java{TM) Web Stan Launcher (default) »

Save File
0

Do this gutomatically for fdes ke thas from now on.

Alarms by Type
. Ry 7T v 7 U4 RURERINTE L RITRTFIEZFATLET,
& & rrpo/101010521
STEALTH

( WATEH o Launch SMC ~ -

@ cisco.com | Security Insiaht Dashboard

Javs Update Needed

Concem Index |/ Your Java version is out of date

2 Update (recommended)
Get the latest securnty update from ava.com.

< Block
DDaS Tar
el Block Jeva content from running in this browser sespon
u <+ Later
Continue and vou will be rermunded to update ajan Later

Do not ask agam until the next update is avaslable
Alarms by Type
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4. 5| X% Stealth Watch Monitor # =2 — KL %1,

STEALTH
WATCH

" SMC

lan411cope

> Connacted to SMC 10,10, 105.21"
> Version 6,7.0

> Chent Memory Allacation 455 MB

» Press [ESC] to exit

E L7 LT v LT StealthWatch Collector Monitor (27 7' A > L £,

o
Re
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6. % v 2R — KT [Exporters] Z#47 V 27 L C [<Controller IP>] > [Flows] > [Flow Table] &R L.7 7 A4 7 k
Tr—%FRLET,

" e StealthWatch Management Console {admin - 10.10.105.21)

[) DDoS Traffic Dashboard % | [#) DDoS Alarm Dashboard 3 ’)sGybe

%% Enterprise
Srild
v G SMC T Filter & Domain : cisco.com

s StealthWatch Labs Intelligence Center
m o Reconnaissance | g Data Loss | ‘ Malware | g8 Botr

v %e cisco.com

» @3 Host Groups —
: | | Hosts - T 5 & II
» (& Network Devices Suspicious Internal Hosts - Today =h
LJ VM 5ewers Host Gro... I Host . l Cl% '1| Alerts - |
» & Maps

v i FlowCollectors
v % Flow Collector,
k4 :¢_
&= 1 Status | 2
& 1o ISR ' Flow Tab

- : Configuration >
(3 Identity Se 9 « Peer Vs. Peer

@Exemal D ¢ oo oxE & Peer Vs. Port
Collapse All {3C o Time Vs. Peer
Refresh Tree a8 Time Vs. Port

Suspicious Outside Hosts - Today
Country = | Host = Cl% '1| Alerts =

2
g

7. ZZIZEEEO I TA T b7 —RERREINET UTIORT LIS L ELH T U v 7 LTRT A= 2 RINT 5
LEFESERBEMO -2 T o2 ) T TEET,RI uTWﬁJT IZ.IP 7 KL 2 10.10.10.2 ® WLC 28
[Application (NBAR)] JEME CEIR I TWET,

HFE:7u—%2FRT D205, 7 747 b2 AVC B L O Netflow %fiis SSID ICH& SN TWVWDH Z & 2R L T &V,
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- [# Maps g Y :
= :P;Howcms Client User Name ¥ Client Host Export All to CSV =
£} 3 Flow Collector 20.30.10.91 :
E3.. ol
=} == Exporters S
qkf,:g-, 10.10.10.91 Hide Column: Client Host
: @HOWSE”WS Auto Size Columns -
a ity Servi 10.10.10.91
ﬁldﬂnht;m oy Manage Columns...
L External Devices -
10.10.10.91 Reset Tabls
Active Duration -
10.10.10.91 s
Appliance
10.10.10.91 IZI Application I
Arnlicatinn (FlawSancnr

ZL—H) dot1x credentials 8 L T L TW 5413, StealthWatch D7 0 — 5 —7L ¥y v aih— FIcbFrEh
ij‘o

ts Enterprise la DDas Traffic Dashboard X | @ DDoS Alarm Dashboard X Cyber Threats x .l ll I -I II

v G sMC Fiter @& Domain C om ® Time: Last5m
. U StealthWatch Labs Intelligence Cen ¥ Flo for NetFlow or (10.10.105

¥ e cisco.com

» &3 Host Groups L IO LG
» & Metwork Devices ow Tab 4 ord
() VM Servers Client Use...**| Client Host % [Application (NBAR) # | Server Host % |Server Ho...* |  Duratior
" 5‘1 Maps 10.10.10.92 | video-over-http | 208.111.148.7  United States 1 hour §
¥ 3 FlowCollectors {13:432)
v % Flow Collector 10.10.10.92 | google-services  [216.58.217.206 United States 6 minutes
AR AE < porters (13:520)
& 10.10.10.2 10.10.10.101 [ ssl (13:453) 173.37.102.6  United States 1 hour 2
s FlowSensors | minutes 1
(5 Identity Services 10.10.10.101 | google-services  [216.58.217.206 United States <1s
(& External Devices (13:520)
10,10.10.101 | 551 (13:453) 66,163.36.181 United States 55 minute

E:ay hr— TR a7y A NVET v T T — RT5TERDLEEIE RO 7 TREOT 2 ~an
Ny 7 MR TEET,

https://software.cisco.com/download/home/282600534/type/284509011/release/24.0.0
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FlexConnect ‘t— K X— 3 > 8.3 ® AVC

YY—283TliE.7u hansXy 7 & NBAR =20 Flex Connect 7 7 U r— g VIANFIC T v 77 L— K&, 7 m
Fan Ny 7 14 BELONBAR = Uy 23 YR — FENT HHR—bENDT SV r—2 a3 VOFRFHEN 1327 12720 F

L7z,
o l "t I ' Save Configuration Ping Logout Refre
cCisco MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MAMAGEMENT mZOMMAMNDS HELF FEEDB
Wireless FlexConnect AVC Applications Entries 1- 50 of 1327 4
o] 1 23245 mM
¥ Access Points Current Filber: Mone [Change Filter] [Clear
All APs Filter]
» Radios
g802.11a/nf ac Protocol
802.11bs/gin Pack Advanced Protocal Pack
Dual-Band Radios Name:
Global Configuration Protocol Enci
ngine *‘
b Advanced :ack_ 14.0(0) h Yersion: 23
ersion:
Mesh
b ATF Application SaleC bu—
Application Name Application Group I Engine ID ID
RF Profiles Zcom-amp3 other 538 3 629
FlexConnect Groups 5.0 -tsrnus other 977 3 106
FlexConnect ACLs
FlexConnect VLAN 3pc other 7es 1 34
Templates achan browsing 1693 13 763
OEAF ACLs 58-city browsing 1634 13 704
Network Lists 914 net-admin 1109 < z11
b 802.11afnfac apfs othar 479 2 Se4
¥ 802.11bjgfn callic ather 1113 3 216
b Media Stream Konspire2b consurner-file-sharing 1190 3 6085
Application MaobilitySrw other 1386 3 £997
¥| Visibility And abe-news browsing 1651 1z 721
Control
AVC Applications aca net-adrmin S82 2 674
?;iig;ail;; ave acas other 939 3 62
Applications accessbuilder other 662 2 gae
FlexConnec AVC
Profiles accessnetwark other 607 3 699
2L -
AEARZ DUV TR,

http://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/8-1/Flex-7500/Flex_7500_DG.html#pgfl
d-131717 ML T 720,

JYy—283ChH7ra hajNy 7Lt NBAR = O

VY —283FTITHETHAVC 2V R —F T 57-DICNBAR TP 23 B WLC IZHEA S, 7 a hansy 7 (PP) /~A—
Var1e MR —rENTHET, VIV —R 83 TIE. LEINZH LWNBAR =¥ 23 L 7a haisiy 7 19.1 A
BASNFE LI LAY a VEAERATL L ERIEa Y he—T DR T 3 —< 2 AT E A EREE 5 2 72, Skype
X Jabber 72 & K 1317 OT 7V r—ra LD EWEE CTHREICDETEET, 77 ha3y 27 19.1 1213 NBAR
TV 23 BMETHY AIOWLC U U —ATLRNZY V—RAEN7z/"—T 3 O NBAR TIIE L7202 EIZHEREL
TLEEVWPP A= 5 19.1 BNV U —ZXENT CCO I ENT-HAIFNBAR =20 23 LLETEMMEL £,
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M l el I N Save Configuration Ping Legout Refre
CISCO MOMNITOR  WLANs CO WIRELESS SECURITY MAMAGEMENT COMMANDS HELF FEEDBACK M Hom
fireless AVC Applications Entries 1001 - 1050 of 1317
M w 21 22 23 24 25 ™
Access Points Current Filter: Mone [Change Filter] [Clear
All aps Filter]
» Radios

802.11afnfac Protocol

g02.11b/g/n Pack Advanced Protocol Pack

Dual-Band Radios MName:
Global Configuration Protocol Engi

ngine
Advanced Dack_ 191 Version: 23
Yersion:
Mesh
ATF Application Selector
Application Name Application Group i Engine ID ID
RF Profiles sip voice-and-video 65 3 5060
FlexConnect Groups  sip-4: voice-and-video 1428 3 5061
FlexConnect ACLs
FlexConnact YLAM sitaradir other 710 3 2631
Templates sitararnarnt ather 709 3 2630
OEAP ACLs sitaraserver other Jos 3 2629
Network Lists sixtofour-ipvé-tunneled net-admin 1223 13 330
802.11afnjfac skinny voice-and-video 63 13 63
802.11bfg/n skip layer3-over-ip 211 1 57
Media Stream skronk other 374 3 460
Application sky-news other 1714 13 786
:E:'t’;:;f'-" And skudrive file-sharing 1493 13 562
AWC Applications skype woice-and-video 83 13 82
AMC Profiles .
glate-rnagazing

FlexConnedt AVE slate-rnagazine othar 1650 13 7z0
Applications slickdeals other 1603 13 673
FlexConnect AVC X . .
Profilas sling voice=and-video 892 13 440

CUWN VU —2Z88 DAVC 7= —X 6

88 LVHIDY U —ATIZTWLCIZNBAR = I —25023(3.16.3) L F 74/ h P hany 73— 52 19.1
ZHR—FLTWELEWLC THR—FENDLT AU —3 g OB ERHTH LV Wi-Fi Jlizhe 2 — 578 &) 125t LT
BENDEL DEENDLDVE LI, CHOOHLWT F Y r—ra i, 7a haiy 7 83— g0 37 THER—FERTWH
4.7 L. 7a haity 7 35 ZF NBAR =2 23(3.16.3) THR— M ENTWARW=D FHLWPP37 77U 7r—
g v OSEICEIET AIZIZNBAR TP b F 0 h Sy AR — a Il T v P L — RTAMLENG ) £,
JJ—2=2 8.8 TiZ.NBAR =2 31 BL PP 37 » Wave-2 AP THR— rENET,

COS ~—2 @ Wave-2 AP £, 7 v 77 L — KNS . FC E— F® NBAR 31 BL W PP37 4% HR— L TWET,

IOS AP 2.5 NBAR =P BIUT o har Ny 77 v 77— RENEEA, LER T HLWT 7Y & —
v 3 % FC BB D Wave-1 AP (25 L CTUNKNOWN ] & FEaREnE 7,

U J—2 8.8 TI%,3504,5520,8540, 5 L T vVWLC DA%, Wave-2 AP 1800, 2800, 3800, #5 L 1) 4800 + U — X T D
PP37 & NBAR2 31 ¥ AR— M LET,
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AVC HE5RIEEE D% E TR
SO NBAR =2 DV $ 7370 b3k y 7 D a— RIChEfR

REFIHTH Y £H A,

Global Configuration =

MONITOR ANs CONTROLLER

AVC Applications

WIRELESS

SECURITY  MANAGEMENT

Save Configuration  Ping

COMMANDS

HELP EEEDBACK

Logout Refres)

A Homy

"2

Entries 1 - 50 of 1408

b Advanced - 3245 > 5
Mash Current Filter: Nane [Change Filter] [Cleae Filter]
¥ ATF
Protocol
RF Profiles Pack Advenced Protocol Pack
FlexConnect ?'"“’. P
O roloco
Engine
b FlexConnect ACLS
R— LJEFEIE PP 37 ICERENTVET,
API?"_I.ZBﬁDn zillow other 1583 13 654
= Visibility And -
Control Zinpyshare other 1652 13 722
AVC Applications 2oho-services ather 1183 13 1183
ANC Profiles —
FlexConnect AVC zoom-meetings voice-and-video 1130 13 1130
Applications t
FlexConnect AVC Zsery other 763 k] 346
il 2ulily other 1681 13 751
Lync Server
Wi-Fi #i§& b PP37 ICH ii’b'(b\%jf& e .
= Radios
802.11a/n/ac websense internet-privacy 1369
802.11b/g/n . webster other 637
Dual-Band Radios
Global Configuration webthunder file-sharing 1055
'3 Adva"ced M other 1037
Mesh weibo other 256
b ATF wells-fargo other 1579
wetransfer other 1642
RF Profiles
whatsapp instant-messaging 1488
FlexConnect
Groups whitepages other 1735
} FlexConnect ACLs whoami net-admin 4a0

CLI i L7z 8.8 AVC HERE D& 1

CLI H75:

(Cisco Controller)

AVC Protocol Pack Name:

AVC Protocol Pack Version: 37

(Cisco Controller)

AVC Engine Version:

(Cisco Controller)

>show avc engine version

31

>

>show avc protocol-pack version
Advanced Protocol Pack
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CUWN JVU—=288DA/C 7x—X6

AVC 71 7 7 A WEERED T 7 # /L & DSCP fiE O3

)

AVC AN/ > TWnD 8.8 LVFIDU V—ATIXAVC 7R 77 A LV TRESINTWDLT SV r—var7a—07 T
DT TV r—a D DSCPEDHE EEXTHILIITEERALSILIZAC 707 7 A MR K 32 DT 7 r—
av L= ILEEDDHIENTEET,

AVC 7'm 7 7 A V= A RRESILTWRN T B =D 7 7 v a U ETSNT DSCP IZZDE £V 9. 20
FETAVC Z PEP(RY v —@HARA L M) ELTHEATL2ZLITXTEERA,

T F—Y R —EROBA AVC 71 7 7 A WMIFIE L2 NF =T D 7 m—@ DSCP i (] : DSCP 0) Z fHilfil L T B4 =
LIIARFTRETY,

LU AVC JEEREBE CIZ AVC L— AR EI N TWVWARWNTRTOT Y yr— 3> 70—0 DSCP fii%x L&£x4 55
TAN T TRV EFEHTEET, 2L Any/Any SUEE S DRBEOLV—AL DL RO T, ZOEMIX A EE
IXHEIE 7~ DSCP fEAFfo>T X ThH7a—nbxry NT—7 B{Ri#ETHZ L TT,

A TAVC T BB L TWETRTOT Y r—ardov—F% 7 Lb— MR E-01X ey 72 R—F LET,
AVC Tl 32 DN—NABYHR—FEINET, INOEDNL—MIZREIN TN 2WT SV r— g R LTT 7 Vg UinE
TENDHZ EETHY EEA,

o—HNE— ROLAE. ZNLDN— U ET —H T L — NI BARAENFT T T —F T L= . IN6DT SV r—g v
IZkFLTC.DSCP ~—F 72 Gt T 7 a U INEITEINET,

U —2 88 DHMED—BL LT I R—FENDI2DNL—NVIIEENAFTTIHNV NI SR ERETEXET,
BEFEONL—WI—E LWT U =g A3, ZDF 730 bv— v R S E T,

Flex Connect AVC D5 1% . TLV % A 7 TLV_FLEX_AVC_CLASS_MAP_APP_NAME_PAYLOAD O7 7'V r— a v 4 & |
TLV # A 7" TLV_FLEX_AVC_CLASS_MAP_APP_ID_PAYLOAD ®7 U /r— 2 v ID BNEFE SNET,

VU —2Z88 TIXAPIZEET AT 74NV NI TR IOT T r— a7 7V r—ar D odR— ks
FILEL AP IZINOOEEZAF L T 2R LT T Ay T2 BHT 50N H Y £9°,

—Z 8.8 TD AVC ®F 7 #+ /L ~ DSCP f#IZBd9 5 #[R&1H
B ~—X 70N R—FEN, L—MRE Fay 733 R— 1SN EHTA,
B 5 7 4/L ks DSCP % AVC WERNREAICDOBIERE L E7,

B a7 03200—V([FT7H VKT TRAN—NEEGL) NI R—FENET. T 74V FL— I BRESH
TWVWAGE, 22— RRETE B/— % 31 HOARTT,

B RESNTWAIFIHNV NI TAIOTF I r— a9 AL HEEHER— VB IO CLI AICIEFRENET A,
B L FXv A7 —BLlO07o—FRExy A 7o—3hR—rENFEEA,
B HIFSTAVCIEIPY6 % AR—F L TWERA,

B AVC TIIN—NEHIAT—F 4 T TCERVOT. R 7e—Zi LTL— MR E~v—F LV 2FTTH LT T
FHAZTDED, L— MIRNRFETINTND 7B =T 74/ M O~—F 2 TR Tbd Z EiEdH A,

H: a7 7A0EWLANIGEHT L. T 740 7 T2 OBREICL > TRBEDTXTOT 7Y r—3 2 >0 DSCP
ERT T EEXINET,
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CUWN YV VJU—2%88»DAVC 7=-—X6

F 7 4 )L h® DSCP &% E D ETFIE

ZDOHEATA RORTEOFHIIHES T AVC 71 7 7 A Lz ERk % E LT WLAN (232 FIEEZ LT L AVC e 7 7
A NVOVERBITIRD FINEEAT - T 72X,

1. AVC 7’ 7 7 A NEAEKT S & ROFID X HIcFRrENET,

CIsSCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS
Wireless AVC Profile > Edit 'Test Default DSCP Value'
w Access Points o —
J"““d-?*P'S Application Name Application Group Name Action DSCP| Direction
« Radios
802.11a/n/ac espn-browsing browsing mark 45 Bidirectional
802.11b/a/n youtube voice-and-video mark 46 Bidirectional
Duzl-Band Radios 5 o 3
Global Configuration ftp-data file-sharing mark 10 Bidirectional
b Advanced
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CUWN VU —2%88»DAVC 7=-—X6

2. TIANKI TR T T = a BT 77 ) r—var s a—Tlotherl BL T 7V r—r a4
lclass-default] TH LWV L—/L &2 AERLT 2 & FIRFIZ 4872 DSCP 77 3 a VARG 50 OB TRIT L HITH A
4 1 DSCP & &€ LE7,

MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

s
Wireless AVC Profile » Rule > 'Test Default DSCP Value'
el e “Applicatinn Group |other T | [
All APs 4
= Radios ‘l.ﬂ.pplication Name | class-default v [
802.11a/n/ac —
802.11b/a/n Action Mark A\l
Duwal-Band Radios I T T I
D 0to 63 Cust ¥ Direct| Bidirect | *
Global Configuration SRR G P;:-ti:rm(voice} :Jﬂ ireetien idirectiona
¥ Advanced Gold(video) |
Silver{best-effart)
Mesh Bronze(background) |
Custom
b ATF -
RF Profiles
FlexConnect
Groups

» FlexConnect ACLs

FlexConnect VLAN
Templates

QEAP ACLs

Metwork Lists
¥ 802.11a/n/fac
» 802.11b/g/fn
¥ Media Stream

Application

w Visibility And
Control

v Apo o

[acrrones ]

Applications
FlexConnect AVC
Profiles

7 :Flex Connect £ — FHIZ/ER L7z AVC 71 7 7 A L2 bR UFRIE EWH S k4,

B.HLAMER LIV — 2T a7y A VWHEHT B .70 7 7 A VICERSIND LR 0 £T,

CISCO MONITOR  WLANs CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Wireless AVC Profile > Edit 'Test Default DSCP Value'
* Access Points Rate Lim
:";-FE Application Name Application Group Name Action DSCP Direction rate)Kbg
w» Radios
802.11a/n/ac E£spn-browsing browsing mark 45 Bidirectional MA
802.11b/g/n youtube voice-and-video mark 45 Bidirectional MA
Dual-Band Radios & g = o
Global Configuration ) fip-data file-sharing mark 10 Bidirectiona MA
» Advanced class-defaulk other mark i6 Bidirectional MNa T

BT Y r—3 3 U 2 MZlclass-default) 7 7 U 74— a »iBnEnE4,
GUI ICEBIMICR R EINET,
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CUWN YV VJU—2%88»DAVC 7=-—X6

4, FLER L7 a7 7 4% WLAN 2@ LE 3 (ROFITIZ AEK LI-7 2 7 7 1 L5 WLAN avctest | 1238 H S

£9),
alvaln
CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAG
WLANSs WLANSs > Edit 'avctest’
v WLANs - 3 - -
i General T Security ] Qos r Policy-Mapping f Advanced ]
» Advanced . . ;
Quality of Service (QoSs) | Silver (best effort) ¥ |
Application Visibility #| Enabled
|[ AVC Profile | Test Default DSCP Value ¥ | ”
: Flex AVC Profile none ¥
Metflow Monitor | none v |

Fastlane

F 74 FDSCPDOCLI 27 fFal—gy avy R
77V r—3 g 4 lclass-default] T AVC 7 7 7 A VEVER L £,

# config avc profile <profile name> rule add application <application name> mark <dscp>

show =< FOLEE:

# show avc profile detailed <profile name>
Application-Name Application-Group-Name Action DSCP DIR AVG-RATELIMIT
BURST-RATELIMIT

Mark 46
Config 2= ROH:

(Cisco Controller) >config avc profile temp rule add application class-default mark 16
(Cisco Controller) sshow avc profile detailed temp
Application-Name Application-Group-Name Action DSCP  DIR AVG-RATELIMIT -RATELIMIT ================

telnet net-admin Mark 7 Bidirectional
ping net-admin Mark 6 Bidirectional
class-default other Mark 16 Bidirectional

Associated WLAN IDs
Associated Remote LAN IDs
Associated Guest LAN IDs
(Cisco Controller) >
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FlexConnect [7]1J Application Visibility and Control V U —*% 8.1 ~ 8.8

FlexConnect [r]1F Application Visibility and Control J U — X% 8.1 ~ 8.8

AVCIZ. VA XYV ARy NT—7 TOT 7Y r— a sl z alaelc U SN & A% &% %9 ,AVC 12, ASR,
ISRG2 BIXUWLC 77 v 74— A LTI TIZYAR—FEINTVWET, ZHEZ LV RY—= 2 ROV Va—2 a3 Thd
7= . FlexConnect AP IZH#AIAFENTWD AVC OV R— by RY—2 v RETIRENFET Ry U= DT 7Y
=g UINEEICAEEN S O BHERT IV~ a IR L CT 7 v a v EFEITTEET,

AVC 213k D a v R R—3 v B3 H D 97,

B Network Based Application Recognition (NBAR2) & IEEN DR IEARNT 4 —7 r oy b A VAT 22 v (DP)T 7 J
o= T U= g OB E AR REIC LE T NBAR X, AT — N 7L L4 ~ L7 53 % AR — b L, Cisco
I0S X—=ZADT T v N7 A —LTRHHTEDLT 4 =Ty b A VAT v ar 77 7 rP—T3,NBAR2 iZ NBAR
IZEESWTE Y NBAR 2 429 XTo 10S BEICH@m D 7 n—F — T L 2144 5 72 & OB OB 2572 L T
WET,NBAR2 1I7 7 U r— 2 2§ L. Z D% Quality of Service (QoS)X°7 7t AxA= fr—/LJ X K
(ACL) 72 EOBEREICIE T Z & T IS T 7 v a U RFATENE T,

B QoS. Fuy7BXOL— R 7V r—va vl C~v—F 7 adATEEd,

NBAR AVCO ERERBIE LT ¥ v T 4 T T =07 Xy NI —JHEHBEOR—Z T A b WRIEEEET 27 7

Vor—varoXDEgaitg a2 En® 3.7 70—y a COERARROEA Z IR TCE 5720, %y NU— 7 EBHE

IRy NI =7 AT TANTIFOT 77— REHB LZY Xy bU—27 ECREENAE UE I miEE g

DWMLNT TV r—>a yinb EBRT ) r—ya a2 i#Ed 5 2 & T Quality of Experience ##E L7205 Z L3 T

EET.IDEFHEDT SV r—vay NI 74y 7 OBEIRMEZEELED Rey Lz 352 b TEET,

AVC 1.V V—R 7.4 YD 0 —HE— FE L O FlexConnect &— F (R 2 A v F o 7 AICH K S 172 WLAN D40
#) @ 5520,8540,2500,5508,7500,.8500, B LN WISM2 =2 he—F THFR—FENTWET, U U —R 8.1 TiE,
5508.7500, 75100, WiSM2. 33 L O vWLC ™ FlexConnect AP T, 2 —# /LA A »F > 27 WLAN [A]1F D Application
Visibility and Control 234K — F STV &,

B JJ)—283TCiH.7uhransty 7 & NBAR =TV Flex Connect 77U r— g VANFICT v 7 7 L— K&,
Tu hansNy 7 TABIONBAR =P 23 RV R— hENT P R— b ENDZT AV r—a v OEHEN 1327
12720 F L7,

B JJ)—x288TiHx.7uhansty 7 & NBAR =TV Flex Connect 77U r— g VANFICT w77 L— K&,
Ju hansNy 7 37 BEIONBAR =20 31 B R— SN T P R— b ENDZT 7V r—a v OEHEN 1408
I FEL,

Y Y —2%8.6725 AVC X 3504,5520,8540 >V —AXD =2 tr—F THAR— F I VWLC TH FC E— RD AVC D A3
PR—bFIhET,

H:AVC 7 = — X 6(V Y —% 8.8) Ci%.3504.5520. 5L 88540 'V —AXD = hua—F THEHTO NBAR2 & 71 b =L
2Ry 7 Y IR— k&R VWLC 1% Flex Connect AP [a]i7 & AVC O &%V R—+LE4, Y U —% 8.8 D PP %, Wave-2 COS
R—2AD AP ODHHHR— N LET,

AVC DRI X OV R
FlexConnect AP @ AVC Ti%.1000 fJELL L7 7V r— a U a S L. T 7 v a v EEITTE£7,
B FlexConnect AP T3 2570 b/ Xy 712 WLC ETE#T 27 m har Xy s Lixi ey F4,

B AVCIZX D GUI DFEFHERIZ. T 74V FTIE L1007 7 r—v a VIZ L THRRINE T, 2ivg, B 20 £
30T 7V =3 a NTERTHI L HTEET,

B FlexConnect 7 V—7HNou—3 V3% R— hEInET,

B IPv6 NI T4y EGETLILIITEERA,

B AVC 7uZ7ALDAAA F— =T A FIHFR—FShEHA,

B YL FFY AT T4 7IFAC T 7Y r—va Tl R—hEhEta,
B FlexConnect AVC ® Netflow =27 AR — MMIHHR— I THERA,
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FlexConnect 1]\ Application Visibility and Control U UV — % 8.1 ~ 8.8

T =g A RME DR E
TV = a OB ERET DT RO FIEEEITLET,
1. ERT T Fy 7 TWeb 77 UHFEHE WLC DIPT FLAZ AN LET,
2. a4 BRI &6 LC, [FlexDemo 72 £ @ OPEN WLAN % {Eik L £,
3. WLAN T [FlexConnect Local Switching] ZE%hic L C.[Applyl 27 UV v 7 L £,

CISCo MONITOR WLANs CONTROLLER W]RELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit 'FlexDemo'
» WLANs - ; - .
e | General | Security | QoS | Policy-Mapping | Advanced = o =
b Advanced Wi-Fi Direct Chents Policy Disabled : g02.11b/g/n (1 - 255) |1
Maximum Allowed Cliants Per AP Radio 200 NAC
Clear HotSpot Canfiguration _|Enabled
pot Confla e — NAC State | hone
Client user idle imeout{15-100000) E 30 ———
Timeout Volue (secs) Load Balancing and Band Select
Client user idle threshold (0-10000000) © Byles Client Load Balancing "
Radius NAT-Realm - Client Band Select H
Off Channel Scanning Dofer Pasalva Client
Scan Defer Pricrity 01234567 Passive Client J
= g Voice
Scan Defer Time{msecs) 100 Media Session Snooping [l Enabled
FlexConnect Re-anchar Roamed Vioilce Clients || Enabled
FexConnect Local KTS based CAC Palicy [} Enabled
| Cachina it # Enabled It
et = - - Radius Client Profiling
PexConnect Local Auth 13 Enabled
DHCP Profiling )
Learn Client IP Address § _| Enabled
HTTP Prafiling
Vian based Central
Switching &2 Enabled Local Client Profiling

4, Z O WLAN [ZH5E SN2 AP B2 ORISR L THR— R ENTWET 7 BARA > bV A NNICHFEET D2 & =
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FlexConnect 1] Application Visibility and Control U UV — % 8.1 ~ 8.8

5. [AP Mode] Ku v 7% 7 2 == —TC [FlexConnect] % &R L T AP % FlexConnect & — (28] 0 %z [Apply] % 7
Vw27 LET, V7 —F LR THE— R FlexConnect 124 V) 9,

All APs > Details for AP3600

General | Credentials | Interfaces | High Availability | Inventory | Flexconnect | Advanced |

General Versions

AP Name AP3IE0O0 Primary Software Version
Location default lecation Backup Software Version
AP MAC Address ad4:93:4c:3e:M:5a Predownioad Status
Base Radio MAC f4:7M:35:42:0d:70 Predownloaded Version None
Admin Status Enable = Predownload Mext Retry Time NA

| AP Mode | FlexConnect ¢ || Predownload Retry Count NA
AP Sub Mode Mone E Boot Version 12.4.23.0
Operational Status REG 105 Version 15.3(20141113:174201)%
Port Number 1 Mini I0S Version 0.0.0.0
Venue Group Unspecified e IP Config
Venue:Typa Unspedfied s CAPWAP Preferred Mode Ipva (Global Config)

Venue Name
DHCP Ipvd Address 10.10.10.104

LANgURD S Statie IP (Ipvd/TpvE)

m;:fg::"“’“ EBTDI2AFE420B737AFB40BTEZ4CEFB1D
Time Statistics

GPS Location

UP Time Dd, 00 k05 m 23 5
P
BES Fracent Controller Associated Time 0Dd,00h00m27 s
Controller Association Latency 0d, 00h 04 m 555
Hardware Resat St to Factory Defaults

6. FlexConnect 7 )V — 7 %{Ek L T.AP % % ® FlexConnect 2 /L — FIZiB AN L ¥4, kDI TlZ. [FlexGroup] &\ 5
FlexConnect 7 /v — 7127 7 B AR A >k AP3600 B L £,
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FlexConnect 1]\ Application Visibility and Control U UV — % 8.1 ~ 8.8

7. BB B X ORI AT RE A T U o —3 3 73, [Wireless] > [Application Visibility and Control] > [FlexConnect
AVC Applications] > IC—ERRINET . T 7 EARASA  MI. TR hany 73— 3280 & NBAR- Vv
N—T g 16 Y AR—FLET,

vifuai

CISCO MONITOR  WiANs CONTROULER WIAFLESS SECUEITY MAMAGEMENT CDMMANDS HELF FEEDSADK
Wireless FlexConnect AVC Applications ‘\
= Aceedss Points Current Fitten ICEhanse Mter] [Ciear Mter]
All AP
= Radios
B02. 1 adnes Protocal Pack Namae: Advanced Protocel Pack
! Fmrmv-ﬂ-m e ] i Vo 1%
Application Englne Ealectnr
L Applicatian Nama Appliation Greup o L m
Hom-ama} L 538 3 639
L} Mom-muK e 977 ] 106
i Imyerd-cwes-ip 7BE 1 34
P - 1109 3 211
Pet-dvren 439 ¥ 54
Dusrets-and -DrefaCtivty-toch 1113 3 216
Pe-sharing 1150 b 6085
odfer 1386 3 B5A7
* BOZ.1iafn/ec - avin 582 3 BT
¥ BOZAlbfgin ol 939 i ] 62
¥ Media Stream i 2 i
" el L2 ¥ 699
» Application Visibility
And Controd Lo 513 b ] 599
ANT Appleatoss industrial-prasscols 7S 1 104
ANE Profles
FexCannsct AVE rae LR 1194 13 473
A ppaa g ¥ ¥
Resfonnact AVE Prefiss Bt dg-and - produttiviy el 1419 13 200
G Butirgisand spraductivity seools 1edi 13 505
e 83 180
Timers
Bustr ks AN preeoctivity Dok 1337 i L2 ]
¥ Maotflow
P -l L5 3 105
Lt WA cwiSeS 1483 13 520

8. [Wireless] > [Application Visibility And Control] > [FlexConnect AVC Profiles] > [New] ¢, [Drop_youtube] &\ 9 4 if
D AC a7y A VEERLET RIS [ApPlY] 227 U v 7 LET,

viiat]n e e

CISCO HONTTOHR  ‘Wikks CONTROULER WIRFLESS SECURITY MANAGEMENT COMMANDS WELP FEEDBACK P Homs

Wirsloss FlexConnact Prafile Name B

= Acoass Polnts
A1 APy FlasCannasct Proflahana
w Radliss

BOZ LT e
B 1INEE
[
ksl Corfgoracan
b v arsced
Hash
k ATF

FaxConng<t
Groups.
PiesConned AlLs

P 80118/ 0/n
b el Stream
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FlexConnect Profile > New < Back | Apply |

Profile Name Drop_youtube /

#H LA R Drop_youtube ] T AVC 711 7 7 A W HMERR S E T,

FlexConnect Profile Name

FlexConnect ProfileName

Drop voutube [~ |

9. 7urZyAN%% 7 U2 LT, [Add New Rule] #7 U v 7 L %7, [Application Group].[Application Name]. 3 L O}
[Action] Z3&IR L C.[Apply]l 227 U v 27 L%,

Flexconnect Profile > Rule > 'Drop_youtube’

Application Group voice-and-video
Application Name [ youtube * ]
Action Drop H
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FlexConnect [71]1F Application Visibility and Control U U — % 8.1 ~ 8.8

10. ROFIFRT L S IC — A BN ESnE o L AR LE4,

MONTTOR

WLAMs QONTROLLER WIRELESS SECURITY

MANAGEMENT

COMMANDS

HELF FEEDBACK

Wireless FlexConnoct Profile » Edit "Drop_youtube®

= Access Points

AN APL " x
v Madicd Application Mame Application Group Name  Action
BOZ.118/n/nc Foutube wolce-and-video drop has

DECP Direction

HA

Rabe Limit [avg/burst
rate)Kbps

LT

BOZ.110Mg/n
Dunl-Rand Fadios
Global Configuratan

b Advanced
Mesh

» ATF
RF Profiles

FlexConnect
Groups
FlexConnect ACLs
FawConnect VLAN
Templates

OEAP ACLs
Network Lists
802.11a/n/ac
BOZ2.11b/g/n

b Media Stream

tion
* Wisibility And

Control
AVC Applications
ANVC Profiles
FlexConnect AVC
Agplications
FlexConnect AVC
Profiles

—

Z DS D FlexConnect AVC 711 7 7 A LD A5 — % A% [Modified] T3,

M. 7277 ANEEA L TEIMET 21T, 727 7 A VEZBIRLT [Applyl 27 Y v 7 LET,

aliat]n

CISCO MONITOR  WLAMS SECURITY MANAGEMENT COMMANDS

CONTROLLER ~ WIRELESS HELF FEEDBACK

Wireless FlaxConnect Profile Name

* Agcess Points

bt FlaxConnect PrafilaNama Ko of Rules_Status
= Radios
BT £ in/nine Dol il 1 m o
B2, 318/ain

Duai-Band Radics
Glohs! Configuration

¥ Advanced
Makh

¥ ATF
AT Profiles

FlexConnect
Groupa
FexConmect ACLs
PexConmect VLAN
Tempiates
OEAP ACLs
Metwork Lists
b BOZ.1lafnfac
¥ BOZ11b/g/n
b Media Stream

Application

= Wisibility And
Control
ANC Applications
ANT Profiles
FlexiConnect AWC
Apphrations
FesiConnect AVT
Profies
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FlexConnect 1] Application Visibility and Control U UV — % 8.1 ~ 8.8

12. 7a 77 ANEBEH L TEIMET 21T, 7 a7 7 A VEZBIRLT [Applyl 27 Y v 7 LET,

FlexConnect Profile > Edit "Drop_youtube'

Application Group
Application Name Nama Action DSCP

Joom-ampd ather drap MA

Rate Limit (awvg/burst

Direction rate) Kbps
A N&

Agply | <Back |  Add New Rule |

FlexConnect AVC 711 7 7 A )LD AT —Z A [Applied] I2Z£H 0 £,

FlexConnect Profile Name

FlexConnect ProfileName No of Rules

Drop youtube 1

Status

- Applied

13. [Wireless] > [FlexConnect Group] > [FlexConnect Group name] > [WLAN AVC Mapping] T.[WLAN ID] Z&4R LT K
0y SR A =2 —05 [Enable] #734R L FlexConnect 7 /L —7"CT7 7V r— g U ORMEMEZHDICLET,

14. [AVC Profile] kv 7 H D v A =2 =06 JIORETER LIZ7 17 7 A4 /L %R L T, FlexConnect AVC 71 7 7
ANZEEALET[AAD] 227V v 7 L [Applyl 227 U v 7 LET,

MOMITOR  WLANE CONTROLLER WIRELESS SOCURITY MANAGEMENT COMMANDS WELP  FEEDAADK

Wireloss FloxConnact Groups > Edit  'NewFlexGroup®

FlaxConnect
WLAN 14 At Visti| e
[ X
FisComnen ACLy
Pt YLAN
Tempieen
DEAPF ACLs
Helwerk Lisin
» BOLila/nfac
b BOX.115/gfn
b Madls Stresm
Agplication
* WislnilEy Ang
Cantral
AW Apsaalae
AT Profiles

WLAN AVC Mapping
LA [ i
b AdvVasCEd
Aoplaton Viaibity | [ratie 2 t

. e
RF Profiles .

Prafida

SRfEReE s Ereatr pHCE | SILAN VLRSI IINE| WLAN AYC mapping

15. FlexConnect 7 /\—>7C AVC #HhZ 75 & BEMT LN TNWE T A YL AT T 147 hhb, Cisco Jabber/Web

Ex Connect, Skype. Yahoo Messenger, HTTP,HTTPS/SSL. Microsoft Messenger,Ping, h L' — A /L — 72 XD (- TlZ

-

AAP=AEINTND) T I =2 a2l THIESERFIATDLNT 7 4 v 7 B BENET,
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ALY LA SAT Y b 57 4 v 7B END L FlexConnect 7 L —7THMBLI N S4 7 FEMTEESE
T 7 4w ORI EERTEET, 2NICE Y EFEE IR Y U7 HEEOME RO R Y hU—TRAD R T
T4 ITDEATIZONWT I TAT 2 NENBLOWT 7 F A B CTHRTXET,

16. FlexConnect 7' /L —=7 L@ 3 _T?D WLAN O R[S 7 v — Uiz F = v 7§ 5121, [Monitor] > [Applications] >
[FlexConnect] > [FlexConnect Groups] 7 U v 7 L, JEIZfERk L 7= FlexConnect 7 /L — 7 % 3R L £ 77,

WOWHE 1L, Z DRED FlexConnect 7 LV —7TEITEINTNWD B 10 DT 7V r—v 3 VT AENT — 4N —&

RRENET,
WLAMs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS
Maonitor lexConnect > Groups > Application Siatistics K1
e Max Numbar af Record
3 L wr of Recards (1N 3
¥ Cisco Cleaniir A m
¥ Statistics
» COP
» Rogues Applicathon Ledt 90 Socs Stats Applicstion Cumulative S1ats
Cllents App Mama Pachet Count Byle Count  Usege] ¥
Sleeping Clients App Mama Packet Count fyte Count  Awersge Packet Siae  Ussge{%) e a4 148 KB 84k
Hulk § icdoud &7 .62 Wb 345 “1.51 facebook 133 076 KB a4
facebook 81 1333KB 150 2446 Unknowe 17 1878 KB 2156
= *::,'f'ﬂm unlmq-e- n 1L3TKE 162 069 a1 T 730 KB a7
50 4.80 KB o w81 dhep i 2.54 XD 0%
MasConnest Groups h m % 1.29 KB 330 237 [ 5 LED KB 2.06
Local Profiling ] 118 K 402 .16 whatage 12 1.5 xR 1.32
hitp 4 396 B 0.44
Appliication Last 90 Secs Ussge') Application Cumulutive Usnge] %)

Z DO~_—TTiL FlexConnect 7 /L —7FZ & D L 0 2 DM RMENEE SN BE O BD 10 D7 F Y r— g v
L EAL10 07 7V r— a3 O REHEHERNF R I E T, R U= FlexConnect /v —7Z¢ DT w7 A R —
LHEEHEER E X 2 N Y — AEHE R A ERIC R 5 121%. [Upstream] # 7 & [Downstream] # 7427V v 7 L¥7,

HE: ZO~X— D [Max Number of Records] 7 ot —/V REZER T2 L  ZOX—VIIRKREINDET TV r—ra O 20
F2E 30 ITHERT I ENTEET, T 740 MEIX 10 T,
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17. AVC OFENEDIZ > TOWDRHEDO T —H VAL v F 7 WLAN T 7 74T hTED L 10 DT 7Y r— =
AT ONWT L FEICFR T 5121, [Monitor] > [Applications] > [FlexConnect Group] > [FlexConnect Group name] >
[Clients] #7 U v 27 LET RIS, FEDRX—=VICEREINTER DO ZA4 T S MAC = vV E 7Y v 7 LET,

t WIRELESS SECURITY MANAGEMENT CDHMANDS HELF FEEDSBADK

Ellant MALC Kddr P Addrmas|Tpvd Epel ) AP Nama WLAN Prafila WLAN 51D
= e EEE E= o

Eslos 747 S MAC = N &2 ) v 732587747 2 FOFEMIR—YRERENET,

Saye Coafiguratien  Pag  Logewl  Rafreah

MONITOR  WiANs CONTROULLER 'WIRELESS SECURITY MANAGEMENT CDMMANDS HELP FEEDSACK M Home
Monitor FIeanﬁhdﬂ > Groups > Clent > Applicatian Statistics 1 | a Bk | heas AV Sias |
Summany
Man Number of feoords o s
b Arcess Polmts =
b Clsco Claanale Aggreqate | Upstresm | Bownstream |
I
b Statistics dvwimga
Apatication Nams Packat Counl Dyle Count  Packel Side  Ussgais) AppYiomtios Mame Pacheat Count Byte.Count U sgaii).
» CDP [T —— 64 1.08 Mn e . DEIgie-SErVES a6k .08 M8 5 0l
o 59 12913 K8 196
¥ Rogues ¢ 3 137,04 KB %0 i ’
e =P Sash e shype 240 SMIOKE 145
i sl - A0ATRE  AEL iy wigud 113 T R
Steeging Clients vintube ™ 20,99 K0 208 o . L AT i .18
Multicast bl = 10,88 KD = o e Lo ‘ernia it e
vahzz-mail 4% 12.7% K8 07 o4 ot e ettt gt
= Apphications il P 2.10 KD 111 ax yahoa-mad an 13,75 WA (.5 ]
m";mnrﬂ e facmbosk 23 1.37 KB 13% 1) . m .05 i 0-M
emp 13 235 KB 254 T et i 343108 L
Local Profiling
Application Last $0 Secs Usaged %) Apalicaison Cumulntive Faage| )

ZDOR—TTIZ.WLAN BIET, £7212Z DD X 512 FlexConnect 7 /L— 7T AVC O R[N BN 72> T\nWba—h v
AA v F 7 WLAN IZEEAT T BTz T4 7 2 N 2L OFERHFHER BRI S E 3,85 90 B EAr 10 o7 7Y
r—ave 10 07 U r—3 g v O BREREHERNR— IR R INE T,

18. RILR—UTOIAT U RZEDT v 7 AN —AkEHERE XU X M) — AFEHERZEBNCRRT D121,
[Upstream] # 7 & [Downstream] # 7% 27 U v 7 L £,

HE: ZO~X— D [Max Number of Records] 7 4 —/V REEEL T DL ZOXR—VIIRRENDT TV r—a »Of%E 20
FAL B0 ITHERLT ZENTEET, T 7 4L MEIEL 10 TY,
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19. FFED T 747> b® AVC #aHE#%E 7 UV 73 5i2iL.[Clear AVC Stats] R ¥ > %27 U v/ LET,

INT.IAXYLVRITAT > b5 YouTube ZBWZGEIC.Z D7 747 T YouTube BT A 2FAETERI RV F
T E 2 BT 58 A 13 Facebook 7 7 v R &ZBIWVLT YouTube B 4 Z BV TATL 72 &V, YouTube B 5 4% FHA T

XN Z L HER CTE 9, YouTube 27 11 v 7 4% FlexConnect AVC 7’ 17 7 7 A /LA FlexConnect 7 /L — =~ ™ WLAN (Z
vy BT ENTWAESD,. 77 U RETH . YouTube 77U r—va v &AL TH o Web Y1 F225 1 YouTube

ETFHICT 7B ATAHZ LT TEEE A,

¥E: 75 7Y TFTIT Youtube 2PIVTWVAEE AVC 72 7 7 A L EANCT BT T T I FEEHR LT EEN,

gk

VOD VU 77 LA
Cisco AVC - = —WHNL.OT 7V & — 3 il http://www.youtube.com/watch?v=ESg5303ufDQ&feature=youtu.be

Web U > 7 & M55
Cisco WLAN =2 ko —F OfE#H:
http://www.cisco.com/en/US/products/hw/wireless/products.html
http://www.cisco.com/cisco/web/support/index.html
Cisco Prime BELY 7 b v = 7 O :
http://www.cisco.com/en/US/products/ps11686/index.html
Cisco MSE D&
http://www.cisco.com/en/US/products/ps9742/index.html
Cisco LAP O~ ==7):

http://www.cisco.com/en/US/products/ps10981/index.html
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