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VT TTvDHE

ZORF2AMTEH, V=T 7y 7 OBEREE ZDHANIONWTO—INRHTA RIAL v EZRLET, ZOR¥a A
FOBEBIILLFDO &Y T,
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c U= T Ty I INEI AR— T B raw T — X OWER & FRIZBEAT B H A X ADHRAE

Katik

Ko A2 MRFLOFEMIX,  [Cisco Technical Tips Conventions] % S LT 72 S0y,

HEEDHE

VT T T4 T MEWLC NTHEITS 4L, HTTPS B2/t L CTIEHRZ M O — RoX—TF ¢ — NZAB L
F9, ZOHRIT (A o—F) LMEENR, &3/ o0— FIZiE, YANG EF L CERSNEZEADOERYE v b2 E £
NTHWET, A a—FZiE, AP, 7 A4 7> b, BEORV AT L LV DIEREET, WLCDO AT —Z AT 5
EAT—2BREENTET,

TTPS POS




X EFIR

GUI £/IXCLI 2R LTy =7 7y 7 2R ETEET, £T CLIZFEHLTTF —4 2B (DX; Data Externalization)
EHDNCTDHILERSY £, AN > TOWRWEARITEESNTAILERHY 9, koa<wr REMHLTDXD
RMAEHR L CHEICLET,

(Cisco Controller) > show dx summary
(Cisco Controller) > config dx enable

V2T 7y =N IPT FLAORDYVIZDNS AT ENTEET, 20D, kOa~vy REfAL
T, Xy NV RBRETERINTODDNS H— "D P 7 RL AR WLC IZHESN TS Z L 2R L TS
Wy,

(Cisco Controller) > config network dns serverip 208.67.222.222

(Cisco Controller) > show network summary
DNS Server IP. ... ..ttt enenenenenns 208.67.222.222

CUIZKAYHTTIVIETE

WLC CY =7 7 v 7 —REEFICRET DL, WS OO CLIa~y RBRKETT, XTHa~ 2 R lconfig
telemetry webhook | &7 > 2 > ZHV £9, BE L T lshow telemetry webhook summary] =~ > R&EH L ES, M
—OBISNTH D, T—X A E DNS 2B L CiE ERticii#E L CnET,

(WLC-5520) >config telemetry webhook ?
auth-token Configures Network webhook Auth-token

disable Disables the webhook Service
enable Enables the Webhook Service

on-change Configures Webhook Data onchange publishing
subscribe Add channels to Webhook Subscription
sync-interval Configues Webhook Data Publising sync interval
unsubscribe Unsubscribe from the channel

url Configures Network Webhook Url

HTTPS D& EEIE

WLC &5 — RX—F ¢ — S OHEF X HTTPS THR#E S L. FEAEN WLC OFEAER TI2A VA =L E TV
HUEENH Y F9, transfer download =~ > FZ2fEH LT, TFTP F7/2IX HTTP — " HAFAEAZEEIXT 5 Z & Txf
T EET,

WD a2 Kaf# L T webhook-ca-cert 515 4 5% E L F 9,

Cisco Controller
Cisco Controller
Cisco Controller
Cisco Controller
Cisco Controller
Cisco Controller

transfer download datatype webhook-ca-cert
transfer download filename <CA Cert File Name>
transfer download mode tftp

transfer download path /

transfer download serverip <TFTP server IP>
transfer download start

(
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(
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(WLC-5520) >transfer download start

Data Type Webhook CA cert
TFTP Server IP 10.10.10.49
TFTP Packet Timeout

TFTP Max Retries

TFTP Path

This may take some time.
Are you sure you want to start? (y/N)

RIENRKRNT DL, WLC EDO T 2T 700 793 AT MIV 2T 797 —=nREDVF a7 R A2 ML TE £9,
FERAEAZ AT 272 OICHEERTAXLEIIH D TR, VT 7 v T —ERART TIZE NI R > TV BEEIT.

lconfig telemetry webhook disable] =~ > R3{71%|Z [config telemetry webhook enable] =~ FZ (7L CTH—t
2 FEETOMENDH D T,

[Showshow certificateall] ==~ > K% A /)L T lwebhook-cacert] # R 2, GSFHENA VA F—LENTWNWAEHZ L%
R LET,

WLC-5520) >show certificate all

Verification Certificates
: Webhook CA cert

URL 5% 5E
WLCR T =27 7 v 7 XM — RF—Z 5 RETHHEOHTTPSURLZHE L E T, IPE/-IIDNSL THREETE., &A—

MOFREIZMEETY, [SSLIEFAEDARK] OHEEZZR L, LEIZSUT, BERCATEHAELZ AR L TA A h—b
L7,

(Cisco Controller) > config telemetry webhook url https://<IP or DNS name>:<Port>

Auth-Token

COEBFEOEEFHLT, VT Ty =B WLC DY =T T I53A4T 2 NeRiET 2580850 £9°,
T2 T T = NPNEORELHEHT D ENIRY FEAN, V= BMEHTLE0E I 0rbbd . WLCIZERE
TAHVERHDET, ZOEE WLC DFRA MNICEETHZ L E2HRLET,

(Cisco Controller) > config telemetry webhook auth-token <ALPHANUMERIC VALUE>

On-Change

CLI C® On-Change % Tlx, —EDPMETT R TONS v — REEEFT I, EREIFEHT SN, a— K2
EEETAIVEERELET, V=27 797 =R ETOTFT—ZEEE Y T T B0, ##)IE On-Change % &



LTI RTONA m—REaXEL, ZRT7 =4y b RNERT L7000y 7 BN — =T 4 DT =
T7 9 = NITHBIAEN TS, AICT L L 2L £,

(Cisco Controller) > config telemetry webhook on-change disable / enable

Sync-Interval

CLI T® Sync-Interval iXRETIX, V=T 77 I IAT U MU =2T 77 B—=NICT7—2% "7 v ad LR
ZEFRLET, [fixed ITHETDHE, HRIXSHT é:c:/\"?"‘) v a S ET, [adaptive] IZKET D &, FERIT 30
DRIZART Y vvasiuEgd, BHOZEHEZ BT 521X, ZOfE% [adaptive] IZHET D ExBEIO L ET,

(Cisco Controller) > config telemetry webhook sync-interval adaptive / fixed

BIRYYToay

YTR7 N Fard by Z7BIXONCLI THNZ L7ZBI#E D YANG T /VOFEMIZOWTIE, #ikd 2 727
V7o aORE] ODHEZZHRLTLZIN, My 7 E2EINIERGFT I, TN TEIR L CBET 52 & b AlEE
<7,

(Cisco Controller) > config telemetry webhook subscribe <all / topic>

Enable & 7= Disable
enable £ /=L disable 2~ REHEA LT =77 v 7 BN FEITEHLET,

(Cisco Controller) > config telemetry webhook enable /disable

GUIIZKDITTI7YIERE
GUIIZ X AR E MW HEIZIE, [Management] ¥ 7 % #&H %, [Cloud Services], [Webhook] DNEIZ#INTILILT 7 A TEE
¥, URL. Auth-Token 3 & Y HTTPS URL D% EDFHBICOWNTIE, [CLIWC K 53 E) DHEAESZBL T ZE,



Management

Summary

b SNMP
HTTP-HTTPS
IPSEC
Telnet-SSH
Serial Port
Local Management
Users
User Sessions

b Logs
Mgmt Via Wireless

¥ Cloud Services
Server
CMX
= Network Assurance
Server
Sensor
Webhook

» Software Activation
¥ Tech Support

I IvY T—
U7 T EEINCT D
T2 Ty

MONITOR WLANs CONTROLLER WIRELESS SECURITY

Webhook Configuration

‘Webhook Data Publishing
Publish Differential Snapshots

Interval

Server Configuration

URL

Auth-Token

Data Publish Status

Last Error

Last Success

Subscription Configuration

Table-Name

Subscription
System
Network
Client

Ap

Rogue
Interferer

Mapserver

MANAGEMENT COMMANDS HELP FEEDBACK

Enabled ¥
Disabled # |

Adaptive =

ENC 3 % 1Z1%, [Disabled]

https://10.10.105.107 2]

Thu Jan 25 02:00:23 2018 Couldn't connect to server, Failed to connect to 10.10.105.107 port 80: Connection refused

Thu Apr 12 17:35:37 2018

Add

BDINT)va
WX, Re vy 7 # o %4 L C [Enabled] %34 L T2 5 [Apply] 23R L £ 7,

AR LET,

ENRATFTvToaybkONNT)ya

DX TV a L ICRHETHCLI 2wy Rk

VExk v IR T B

BLET,

Interval

:@¢7Vaymﬂmﬁécu:va
vaINET,

[adaptive] IZF

\Z. On-Change % [Disabled] |Z5%E L T,

RETDHE, f*ST% T30 TE

[On-Change| T,

[Sync-Interval] T, [fixed] |Z

D% [Adaptive] IZRET 52 &2 BEIO L E T,

URL

P RX—F s DT =TTy HP—Z

j:\ Lnai&‘ﬁﬁ\g L/T < fx_él/\o

[Enabled] IZRRET D &, ATy T vay N
TV o a & NS, BEELTIEGTEINTZA 0 — ROLEREEENET, V=T 7 v 7 =N ETOTFT — X #
—ERRETT_XTO_S 0 — RE2ZETHZ L 2H

ﬂﬁ#é&\#%is“’&mﬂf)y
AT Y yva SnET, EHOZERES BB

®HHTTPSURL 7% E L C. fERAE /T Y v 2§ 5 FEOFEMIZ OV T



Auth-Token

Auth-Token D MHIED R EIZDOWTIL, FitZzsR L T 7E &V,

HITRH1) T3 VDERE

ABENBT—HIE, CCOIIZ8T7a—FREAEDLETY U—RAZND YANG ET/VTERSINET, LLTFIE, YANG &
FNLECLIIZYUARNENTWARY TR Y FL a Mo~y B2 RLTHWET, 2biE, GUIICEARES Al
BT T2AI YT g T, ANITAZLENTEDRTOD Ny 7 EFHITT—TIABHY, FNENRRL DT —
Xty b, BIRMIZIZ AP, 954 F7 > b, FiHiJR, MapServer, *v k7 —%_ Rogue, YR TLIZEHTLEHT —
AYy FEEHZLTHWET, 1 OFZITEBDO YANGET LV YT 227 ) Foa 2@+ 5L WLCO T =T 7 w7
TJIAT VIR, BESTEZT 20T 7y = NITHRA N LET,

(WLC-5520) >config telemetry webhook subscribe ?

Configure all chs for publishing data
Configure ap ch for publishing data
Configure client ch for publishing data
Configure interferer ch for publishing data

Configure mapserver ch for publishing data
Configure network ch for publishing data
Configure rogue ch for publishing data
Configure system ch for publishing data




g
ops

__7__J

system network ‘ wireless

|

- ap

- client

— interferer

—mapserver

{ rogue

VAT YT AT Y T a3 X wic-ops-system-stats.yang T L TEFSN, ATV, XA ~—, CPUREDHFRL
AN w7 OFMERLET,

Y hID—9 BT A7 Y7 3 T wlc-ops-network-stats.yang €7 /L CEFK S, KK v b U —7 P —E 2D RADIUS,
DHCP, TACACS Dttt & v # OFffla R LET,

AP Y7 X7 ) 7 a3 id wic-ops-ap.yang BT /L TEFK I AL, AP 4, MAC, #t L CWbH 27 747 MNMit"e & D AP
A AL ET,

DS54 T o b T AT YT a % wic-ops-clients.yang E7 /L CEFK S, 7 74 7 > F®RSSI, MAC, £t LT\
DAPREDI FTAT MDA MY w7 EERENBLET,

FiBRY 7 A2 V7L 3 % wic-ops-interferers.yang €7 /L TEFR I 1L, S F I ERMEHO RF THROFEMZ R L E
‘d‘o

MapServer 7 2 7 I 73 3 |E wlc-ops-fabric.yang E7 /L CEFR S, ~ v 7 P — OB L O, BEMT b T
WBETZ 7TV IR TA Y VAR A ERLET, ZOBT A7 Y Ty aliE, COMXEiEer—ya rh—
ERCHET 2 ERTIEENL TV EE A,

Rogue %7 27 U 7> = 1% wic-ops-rogue.yang E7 /L CEHR I, BEMITHNTHDHLAR— M AP NHEEFEIND
X F I F 2D Rogue & RF EHROFEME R LET,



Yang ET /L

YANGET VESTHZ LT, T VIZEEN,
ETNVOBMEEZRIRLET,

8.7 Yang models - Network counters

NEEND T —F OFEM A2 T & £3°, WLC-Ops-Network-stats.yang

Radius auth-servers | Redius eccount- | DHCP counters
counters Servers counters
Pending-reguests First-requests tx-discovers i
First-requests retry-requests rx-discovers _]_
Retry-requests Acct-responses requests
ops
Accept-responses Malformed- informs
messages ]
Reject-responses Bad-authenticator- | declines st
messages
- e
Challenge- Timeout-requests releases T T T 1
responses ‘
radius dncp ‘ ‘ tacacs cdp |
|
Malformed- Unknown- replies —T |  —— i
messages messages [ | T |
lauth- | Z x e
Baiathohcaor ot ar e e ia}‘]‘tb servers N stats iagm Servem| acct-servers expire-time
messages ’
Timeout-requests Pending-requests acks | |_ ||_ L
1 counters counters counters statistics statistics device
Unknawn- nacks | | |
messages S ‘ ‘
Other-drops tx-failures
port
Consecutive-
timeout-events
Consecutive-
response-failures

Z®OET )L TIL, Radius, TACACS, DHCP, CDPEHIZBET D v v & LiHEHME &, Xy NT—2 BT 227 Y
Tva Y OFMNRERTOVET,

VIITITVY RT—RADIER

V=TT v DAT—H AL, CLI 2~ F [show telemetry webhook summary] %/ L CHEE T £4, GUI T

I%. [Management] % 7 DV =7 7 v 7 ZEMWEIZ & 5 [Data Publishing Status] T & 78 C& £ 7, [Last Success] DRFZ

75> [Last Error] DFFZI LD b LWZ L 2B LET, TOHERIE, VT 7y I B0 =T 77 =N TF—F%IE
HWIZRA P TETWD Z LT £,

WLC-5520) >config t

metry webhook enable

(WLC-5520) >show telemetry webhook summary

Webhook

Webhook

Webhook Onchange Mode
Webhook Sync Interval
Webhook Subscription Topics

https://10.10.105.107
Enabled

Enabled

Adaptive

Webhook Data Publish Status:
Thu Apr 12 18:43:45 2018 Couldn't connect to server
Thu Apr 12 18:50:17 2018

Last
Last




Logstash &5 & U Python Flask FA®M SSL EEEAZE D 4 ik

WLC &7 =77 v 7 H— 3[# D HTTPS ki 2 (8T D 72010, SSLAFHEZERR T2 LENH Y 9, FFHE.
PR (CA) TBLTHZ LY, BEBLATHZ L TEET,

WD 2HODa~ 2 REEH LT, Logstash, PythonFlask, 35 LT WLC OZ L2 CEHFIREZ: A CL& 4 SSL Ak #E %
ARCEET, a7 MIPEV,  [Whatis your firstand lastname] &5 7' m > 7 MRFRINTZSH, V=T T v 7
= XDIP 7 RUAEIEIDNS L2 A LET,

$ keytool -genkey -alias webhook -keyalg RSA -validity 365 -keystore /tmp/webhook.jks -keysize 2048

jcohoe@tme-virtual-machine:~$ keytool -genkey -alias webhook -keyalg RSA -validity 365 -keystore /tmp/webhook.jks -keysize 2048
Enter keystore password:
Re-enter new password:
What is your first and last name?
[Unknown]: 10.10.105.107
What is the name of your organizational unit?
[Unknown] :
What is the name of your organization?
[Unknown] :
What is the name of your City or Locality?
[Unknown] :
What is the name of your State or Province?
[Unknown] :
What is the two-letter country code for this unit?
[Unknown] :
Is (N=10.10.105.107, OU=Unknown, O=Unknown, L=Unknown, ST=Unknown, C=Unknown correct?
[no]: yes

Enter key password for <webhook>
(RETURN if same as keystore password):

$ keytool -export -rfc -alias webhook -keystore /tmp/webhook.jks -file /tmp/webhook.crt -storepass password

jcohoe@tme-virtual-machine:~$ keytool -export -rfc -alias webhook -keystore /tmp/webhook.jks -file /tmp/webhook.crt -storepass password
Certificate stored in file </tmp/webhook.crt>

Warning:
The JKS keystore uses a proprietary format. It is recommended to migrate to PKCS12 which is an industry standard format using "keytool -imp
ortkeystore -srckeystore /tmp/webhook.jks -destkeystore /tmp/webhook.jks -deststoretype pkcslz2”.

= >, — - -~ ~ >
PythonFlask CER T A5IBAZE 4T 4IZIE. XDEMOT U F
%SE [ 1 A
=AT
$ keytool -importkeystore -srckeystore /tmp/webhook.jks -destkeystore /tmp/webhook.pl2 -deststoretype PKCS12
-srcalias webhook -deststorepass password -destkeypass password

$ openssl pkcsl2 -in /tmp/webhook.pl2 -nokeys -out /tmp/webhook.crt
$ openssl pkcsl2 -in /tmp/webhook.pl2 -nodes -nocerts -out /tmp/webhook.key

jcohoe@tme-virtual-machine:~$ keytool -importkeystore -srckeystore /tmp/webhook.jks -destkeystore /tmp/webhook.pl2 -deststoretype PKCS12 -s
rcalias webhook -deststorepass password -destkeypass password

Importing keystore /tmp/webhook.jks to /tmp/webhook.plZ...

Enter source keystore password:

jcohoe@tme-virtual-machine:~$ openssl pkcsl2 -in /tmp/webhook.pl2 -nokeys -out /tmp/webhook.crt

Enter Import Password:

MAC verified OK

jcohoe@tme-virtual-machine:~$ openssl pkcsl2 -in /tmp/webhook.pl2 -nodes -nocerts -out /tmp/webhook.key
Enter Import Password:

MAC verified OK

EMCIZ, D 45D 7 7 ANANHEITSNET,
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jcohoe@tme-virtual-machine:~$ file /tmp/webhook.*
/tmp/webhook.crt: ASCII text
/tmp/webhook. jks: Java KeyStore

/tmp/webhook.key: ASCII text
/tmp/webhook.pl2: data

Webhook.crt {3 WLC (ZHERE S L ET,
Webhook.jks I Logstash T C& £,

Webhook.crt & webhook.key I& Python Flask T T £,
Webhook.pl12 (ZfEH STV, HIBEL THEWER A,
et BEWN key 7 7 A WIFIRD X 9 2 NEIZ/e D £,

jcohoe@tme-virtual-machine:~$ cat /tmp/webhook.crt
Bag Attributes

friendlyName: webhook

localKeyID: 54 69 6D 65 20 31 35 32 33 35 39 34 34 36 30 34 37 38
subject=/C=Unknown/ST=Unknown/L=Unknown/0=Unknown/0U=Unknown/CN=10.10.105.107
issuer=/C=Unknown/ST=Unknown/L=Unknown/0=Unknown/0U=Unknown/CN=10.10.105.107

BEGIN CERTIFICATE
MIIDgzCCAmugAwIBAgIEDgy1EDANBgkghkiGOw@BAQsFADBYMRAWDgYDVQQGEwdYV
bmtub3duMRAwWDgYDVQQIEwdVbmtub3duMRAWDgYDVQQHEwdVbmtub3duMRAwWDgYD
VQQKEwdVbmtub3duMRAwWDgYDVQQLEwdVbmtub3duMRYwFAYDVQQDEW@XMC4xMC4x
MDUUMTA3MB4XDTE4MDQxMzA@MzkwNFoXDTESMDQxMzA@OMz kwNFowc jEQMA4GALUE
BhMHVWS5rbm93b jEQMA4GALUECBMHVWSrbm93b jEQMA4GALUEBXMHVWSrbm93bjEQ
MA4GALUEChMHVWS5rbm93b jEQMA4GATUECXMHVWS rbm93bj EWMBQGA1UE AXMNMTAu
MTAUMTA1L jEwNzCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAIUUZYRH
2weFM8VRyN8tW/2YFOAMGMWYBPgBDs@By9avORgBsL12yNNRuxucEolimawokS8G
dxNxkwVeInNS3/nZ2hAHtg+h8yth1K1zhg/MUtXLTel6cX/59FskupHcqQtfTkV1
3oovk5aqamOul2AT+DzbmCZ 1IXpIZo8KNNArYUQJZ7dYpo41l/20d4gH1 kk8Ph+bD?7

BMneOcdBBL1isrpImxbgZBxF548RaMQZPbvXaE1lqdv5GzVhuG54gZ
END CERTIFICATE
jcohoe@tme-virtual-machine:~$
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jcohoe@tme-virtual-machine:~$ cat /tmp/webhook.key
Bag Attributes

friendlyName: webhook

localKeyID: 54 69 6D 65 20 31 35 32 33 35 39 34 34 36 30 34
Key Attributes: <No Attributes>

BEGIN PRIVATE KEY

MITEvgIBADANBgkghkiGOw@BAQEFAASCBKgwggSkAgEAAOIBAQCFFNmMER9sHhTPF
UcjfLVvOmBdADOjFsgT6gQ7NAcvIWrzkagb(9ds jTUbsbnBKIYpmsKJEvBncTcZMF
e1ZzUt/590QB7YPofMrYdStc4YPzFLVy@3ienF/+fRbJLgR3KkLX@35Fdd6KL50a
mpjridgE/g825gmYyF6SGaPCjTQK2FECWe3WKaONf9jneIB5ZIPD4fmw+@1QcuZo
J6Cd+9ebmmun04ykoS5RQzLeKmD/oulnQ2n4cxJ98mmsLnHKmf j122VDBDoIIEfqgk
7SbemFyuHHqQDONndnupt/mqCYJkWIAzh@1gNXQvmywYk2YCSwfaFimmebRuXVz/F
20SdkSejAgMBAAECggEACBhIx3RGI6SpINFsox+v1oF fRCIbhzoVm3NNpjyXF7Ps
I3mOB2iga+7x7aWer34P9sUM1VFax1PpBLoI3Sa3ZfLQ61bHvvIuYfj/13KVFBE]

1Je2RDpl+e0Z/ITwOFqYsqXv3P1J51iL/CoeiTCCEZOACNaVApLGLOtTmFK8FQdPW
Rdju@3qdCnnYZDXQF6Q43xRg

END PRIVATE KEY
jcohoe@tme-virtual-machine:~$ [

Python Z{ERA L= Linux D= 77 v H—N

ZITHL Flask V=277 TL— AU B LT Y 277 v $—SE LTHREL . WLC 9 b7 — % 28
9% Python =— FOHE W< Dhvr LE T, Linux —/NIP TV =77 v 2 URL #§E L7=%, Linux TIRO=— K
ZFITLET, WLC2 5 [config telemetry webhook url http:/<IP_OF_LINUX SERVER>] ==~ KZ AJjL. [config
telemetry webhook enable] =~ > RZfEf] L CH—EARHHZ/->TNDH I L ZMERLET,

Flash V =7 7 v 7 OFHMIL. Github (https://ogma-dev.github.io/posts/simple-flask-webhook/) THEFR TE £4, LA Fidkx
LR T =T 7 v = _OFI T, MBI U T SSLAEHEADNSZAZTH L T ZE0,

from flask import Flask, request, abort

12


https://ogma-dev.github.io/posts/simple-flask-webhook/

app = Flask(_ name_ )

@app.route('/', methods=['POST'])
def webhook () :
if request.method == 'POST':
print (request.json)
return '', 200
else:
abort (400)

if name == "'_main_ ':
app.run(ssl_context=('/tmp/webhook.crt', '/tmp/webhook.key'),host="'0.0.0.0", port=443)

Linux C Python Flask 7 =7 7 v 7 ZBlhc3 211Xk D & 0 TF,

from flask "t Flask, request, abort

app = Flask(__name__)

2app . route( , methods=[ 12
webhook():
f request.method ==
print(request.json)

abort(400)

__hame__ :
app . run(ssl_context=(

RHIDORA B — FPZESN, V=TT 97 I27A4T e —"ORENPELWNWZ EDRERSINET, V=T Ty

I H—=NS, V=T Ty 7 T7A47 2 MZHTTPPOST 22— R 200 1K L £,
user@canyon-server:~$ sudo python webhook.py

* Running on https://0.0.0.0:443/ (Press CTRL+C to quit)
{u'header': {u'sysname': u'AP3800-ME87', u'mgmtIp': u'l0.10.10.50"', u'sequen
ce': @, u'timeStamp': u'1523553469', u'version': u'8.7.1.161"', u'serialNum':

u'FJC2025F030'}, u'payload': {u'wlc': {u'config': {u'wireless': {u'rogue-ig
nore-list': [], u'wlan': [{u'interface-group': None, u'ssid': u'messid87', u
'wlan-id': 1, u'atf-policy': @, u'auth-type': u'WPA/WPA2+PSK', u'profile-nam
": u'messid87', u'interface': u'management', u'opendns-mode': 1, u'opendns-
profile-name': None}], u'general': {u'fra-enabled': 1}, u'ap': [{fu'mac': u'c
c:16:7e:ac:8d:60', u'mode': 2}], u'radio': [{u'radioType': 1, u'beam-forming
': @0}, {u'radioType': 2, u'beam-forming': @}], u'apgroups': [], u'apModel':
[{u'model': u'AP4800', u'radio': [{u'radioType': 1, u'spatial-stream': 3, u'
protocol': 2, u'max-data-rate': 217}, {u'radioType': 2, u'spatial-stream': 3
, u'protocol': 3, u'max-data-rate': 2340%}]}, {u'model’': u'AP3802', u'radio':

e

ZELIEHORA 0= REBEXLTIZUTIORLET,
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10.10.10.50 - - [12/Apr/2018 10:48:46] "POST / HTTP/1.1" 200 -
{u'header': {u'sysname': u'AP3800-ME87', u'mgmtIp': u'l0.10.10.50', u
, u'version': u'8.7.1.161", u'serialNum': u'FJC2025FQ30'}, u'payload'

[{u'ethernet-mac': u'00:42:68:C5:D2:1A"', u'network': {u'ip': u'10.10
: 5, u'statistics': {u'output-no-buffer': @, u'rx-unicast-pkts':

u'input-drops': 1, u'tx_nunicast-pkts': @, u'input-errors': 0, u

s': @, u'unknown-protocol': @, u'output-errors': @, u'rx-bytes': 7992
lision': @, u'input-crc': 0, u'tx-bytes': 106262412, u'output-underru
u'name': u'GigabitEthernet@'}, {u'duplex-status': 5, u'statistics': {
: @, u'input-aborts': @, u'reset-count': @, u'input-drops': @, u'tx_n
-unicast-pkts': 12453, u'output-total-drops': @, u'unknown-protocol':

2T T =Nty T v 7 EN, EFICEELTWAZ ENMEREINE L,

Elastic (ELK) X2 v D Kibana ZFAH L=z TT7v o T—4
D TR

Kibana (X, T —# E£RICEHL LT, BAREHEOA—T 0 V=2 V7 by T Rylr—U T, %< DA Logstash 13
X OV Elasticsearch & —## I L C, TELKJ F721% [Elastic A% v 7 | ZH LE T, ELK A ¥ v 7 %A A h—/L
TOFEZHHAL TODHA FRA Y TA L BIZERHDHY FTOT, ZORFF=2A2 FTEHE>TWEFE A, ELK A
2 7 OERSFHYSERITO R =2 A 2 M, FEl7e A VA F— L 7 ARG ST DA b (https://www.elastic.co/
guide/en/elastic-stack/current/installing-elastic-stack.html) (ZHE 4L TV E$, Ubuntu Linux 16.04 24 L TV 25513
#~ U — HA Kb hitps://www.rosehosting.com/blog/install-and-configure-the-elk-stack-on-ubuntu-16-04/ TAF T X i—é—o
FlE6 Nginx Y N—RA X L LTS A M—LT 5] ZAF vy 7L, ROVIZT 741k R— K D 5601 T
Kibana |ZIH#ET 7 B AT HZ L 2HELEL £,

Java ¥l T4 EFE

IROFXIE TIX Logstash 7' 2 & ANFRHER— b 443 2T 5720, Java 7 BB AR — 443 ZfEHTEH L 51T
DIZITFNRZ BT 20 ER N H Y 7, https.//serverfault.com/questions/l334 15/
how-to-allow-non-root-user-to-listen-on-privileged-port (2 & % A N> TIRD 2~ FEFITL, Java H37R— b 443 %
EHTELEIITLET,

sudo setcap 'cap net bind service=+ep' <path to Java executable>

Ensure the <path to Java> is to the binary executable, not a symbolic link.

For Ubuntu 16 with Java 8, the complete command is:

$ sudo setcap 'cap net bind service=tep' /usr/lib/jvm/java-8-oracle/jre/bin/java

=1 —]

Logstash %7€

ELK 2% v 7 OERERAT T Leb, V=77 v 7 F—=2 2XZET 2O BRFIEB NS S0d ) £, §id
DX, V=TT v O%IFIZIE, Python Flask 7 = 7 7 » 7 Tix72 < Logstash ZfiH L £ 97,
Jetc/logstash/logstash.conf 7 7 A WA ERE LT, ASNEHNOBRERICKRO2TETNEEND LT LET, ZORE
TliX, Logstash [ZAR— [ 443 THTTPS V=7 7 w7 H— " LTHREL, MTHEREZ 2 — DL TIITINTND
Elasticsearch |2 LE 9,
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https://www.elastic.co/guide/en/elastic-stack/current/installing-elastic-stack.html
https://www.elastic.co/guide/en/elastic-stack/current/installing-elastic-stack.html
https://www.rosehosting.com/blog/install-and-configure-the-elk-stack-on-ubuntu-16-04/
https://serverfault.com/questions/133415/how-to-allow-non-root-user-to-listen-on-privileged-port
https://serverfault.com/questions/133415/how-to-allow-non-root-user-to-listen-on-privileged-port

input { http { ssl => "true" keystore => "/tmp/webhook.jks" keystore password => "password" port => 443 } }
output { elasticsearch {} }

BREMSE T L7256, logstash.conf 7 7 A JWTIRD L H 12720 7,

input { http { ssl => keystore => keystore_password =>

output { elasticsearch {} }

VP JKSFHEHEX—Z T 77 A L~DELVVEREF—Z T SRRAT— RE2FH LTSN,
Logstash Z FFECE) L, #5323 http:/localhost:5601 @ Kibana (2 /m 3D 2 L AR L 77,

Kibana

Kibana A > % —7 = A A&7 7 4 /L b TIX HTTP R— b 5601 L THEITEN., R OHERIZIT [Discover] B = — 3%
IRENFE T, [Discover] B = —IZiL, Logstash il k> T =77 w7 7547 B UE/MLER X}, Elasticsearch 7 —
BANTWEA T v 7 AFETRFESINTET = RERINET, WLCOT =T 77 7 74TV MREFELIESE
IERpMun— KT =255

97 hits New Save Open Share < O LastiSminutes >

Search... (eg. status:200 AND extension:PHP)

Add afiter +
logstash* January 20th 2018, 18:03:09.952 - January 20th 2018, 18:18:09.952 —  Auto

Selected Fields 6

Available Fields s
@timestamy
@version ) nds
M Time _source
index b January 20th 2018, 18:16:44.508 gveraion: 1 host: 10.10.40.10 + 1516501004 1 : 10.10.40.10
_score WLC-5520 beader.veraion: 8.7.1.105 hesders.bttp accept: */* beaders.c: appli HTTP/L.1
- Bearer

0th 2018, 18:16:44.508 payload.
: -85, "slot-id": 0, "snr": 9, "

ts 173.36.224.108 : 1516500068 2 : FCHLE3BVIST

beaders. roquest_method: POST hesders.bttp host: 128.107.234.18 headers
.ype: application/json headers.h e: 172.20.227
y 20th 2018, 18:16:20.282 payload.wle.ops

> January 20th 2018, 18:16:20.269 1516500968

for: 172.20.227.5 headers
radius.auth-servers: { “ip-address”: "100.1.1.11", "

+ FCHLE38VIST

© headers htp_expect

© headers.hp_host

74—V RBRERSINET,

FNEXE DIERK
FEAOD [Visualize] # 7 &7V v 7%, [H]lieB&2 27 Y v 7 LTHLWEREREEZER LET, [Pie] 77 72 @IRL £
ﬂ‘o
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Select visualization type

Search visualization types...

Basic Charts
= —
[ ) I = ~ h hi
Emm — \ 4 n
Area Heat Map Horizontal Bar Line Pie Vertical Bar
Data

(D (8 42

Data Table Gauge Goal Metric

MMogstash-*| A 7 v 7 A %IRRT 57>, 9 TIZ [Discover] ¥ 7 ITMBSM 2B L TR L TV D EA1E. RGHEH
DIRBFRMEEZBIRLE T,

From a New Search, Select Index
Filter...

Name =

logstash-*

Bl LTHDODAZ Y —vay ML, WLCIZBIML TWA APLZRTHZ 7 72EHRLET, ZOREDY

4. [Field] {21 Tpayload.wlc.ops.wireless.aps.general.name.keyword] % 7%/ L ¥7,

16



kibana

Discover
Visualize
Dashboard
Timelion
Dev Tools

Management

Data  Options -

Visualize / 8.7 Pie chart of Unique AP Names
Linked to Saved Search 8.7 webhook™ %5

Add a filter +

metrics

n Slice Size

Aggregation
Count

Ar

Custom Label

4 Advanced
buckets

BB spiit stices «
Aggregation
Terms

Field

payload.wlc.ops.wireless.aps.general.name.keywo

Order By

metric: Count

Order Size
Descending $ s
Custom Label
AP Name

4 Ag

EHEOEREITAarw22) v 7358 UTOXIISHRNM T 7 7 TRREINET, A LEICHD [Save] V7 %
BIRL, RRREOARIZ T ET,
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. Visualize # 8.7 Pie chart of Unique AP Names

K kibana [ES————
@ Discover Add a fiiter #

sl visualize o

Dashbioard ns S«

Timelion
BB sicesize

Dev Tools Aggregation

Management

Custom Label

“«Advanced
buckets

(BB spiit shices ‘
Aggregation
Terms

ield

payload.wic.ops wireless.aps.general.name keywo:

Order By

metric: Count

Order Size

Descending 4 5

Custom Label
AP Name

FRBREEZBIMNT 2551, ZOFEEBVIKL EJ, [Discover] ¥ 7E2MHHAL T, SEIFhXfo— AT
TA—INVRLERELET, APBLOY I7A4A T bV TR Y T v a v OflERIRLET,
payload.wlc.ops.wireless.aps.general.name.keyword

payload.wlc.ops.wireless.aps.mac.keyword

payload.wlc.ops.wireless.clients.mac.keyword

payload.wlc.ops.wireless.clients.measurements.rf.rssi

payload.wlc.ops.wireless.clients.measurements.traffic.tx-bytes
payload.wlc.ops.wireless.clients.measurements.traffic.rx-bytes

Ay amh— FKDER

[Dashboard] # 7 Z {4+ 2% &, BEOERREEZF v aRh— RICBML BT -2 2FRrca £, oS
FIL G [Dashboard] V > 7 R, [+] T A a0 ZRINL THLWEY v ¥ 2R — REMER L, [Add] 23R L THNC
VB LT=T — 2 TR Ex BN L E7,
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Dashbeard / Editing New Dashboard (unsaved)

/9 kibana

Search... (e.g. status:200 AND extension:PHP)
Discover Add a filter #=

Visualize | 8.7 Pie chart of Unigue AP Names - S4B x|
£ ®AP18ISI

® DMZ-1815-5ujit-9

@ jcohoe-AP3702-KNOP...

Dashboard
Timelion
Dev Tools

Management

FED

ZDOR=BWITA ROEREEHT LT, WLCTOU 2T 77 7547 hOFEFE, PythonFlask 7 =7 7

7 a— RNIZ X AB/EDKGE, Kibana TOY =77 v 7 F—X OFRDATHEICR Y 17,
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