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Join “webauth-test”

Authentication Successful !

You can now use all regular services over this network

DONE

Done
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CISCO.

Customized login page

This internet web site is provided as a public service. It is intended for use by the public for viewing and retrieving information only. Unless [Jsername:
otherwise indicated, all information on this site is considered public information and may be copied or distributed.

Visitors should know that use of this site is collected for analytical and statistical purposes, such as assessing what information is of most and Eeee
least interest, determining technical design specifications, and identifying system performance or problem areas. For site security purposes

and to ensure that this service remains available to all users, this system employs software programs to monitor network traffic to identify
unauthorized attempts to upload or change mfom]anon or D'hermse cause damage. data logs will only be used to identify individual users

and their usage habits for ized law jons or national security purposes. These logs are scheduled for regular

destruction in accordance with Company Guidelines

Neither the Government nor any agency thereof, nor any of their employees, nor any of their contractors, subcontractors, nor their
employees, rnakes any wi arranty express or implied, or assumes any legal liability or responsibility for the accuracy, completeness, or

efulness of any . product, or process disclosed, or represents that its use would not infringe privately owned rights.
The appearance of | hvpex]mks does not constitute endorsement by the Government of the website or the information, products, or services
contained therein. Reference herein to any specific commercial product, process, or service by trade name, trademark, manufacturer, or

therwise, does not il itute or imply its end rec dation, of favoring by the Government or any agency,

confractor, or subcontractor thereof. The views and opinions of authors expressed herein do not necessarily state or reflect those of the
Government or any agency. contractor or subcontractor thereof.
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IR S EE A,

« X AL a URL DIREEMERT DT, Zoa<r RonoBXEHHLEI,
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(GE)  WebUIl X, AAARADIUS $—/3N— 7 )L—7 R EIZE1T % ipv6 radius source-interface & A — b
LTWEHA,

FIE

AT w71 [Configuration] > [Security] > [AAA] DJEIZEIN L £,
AT 72 [Authentication]| £ 7 > a > CT[Add] %27 U v 7 L7,

ATv T3 FREND [Quick Setup: AAA Authentication] 7 4 > R7IZ, AY v K UAMDOLREIZATL
7

ATV T8 Xy NT—I DT 7 AT HANIFEITT DFRAED X A 7% [Type] ka7 X7V
A MR ET,
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ATV T6 TN —THOh—N—RHEATERVGEIC T+ — ANy 7 FRE L THEET A2 L5l —h
Jb P R— % ET HITIE, [Fallback tolocal] F= v 7/ Ry 7 A% A2 LET,

AT 71 [Available Server Groups] Y A T, v hT =7 ~D7T 7 ADRFEEHT 5P — 33— 7
N—TERINL, > 7 A2 %27 VU v LT [Assigned Server Groups] YV A MZB#E L £7,

AT w78 [Save & Apply to Device] 7 U v 7 L,

AAA FEEEDERTE (CLD)

Fg
AU RFERET7TIV3 Y B
AT 71| aaanew-model AAA B§RER A X —T T LE T,
fi
T /3A A (config) # aaa new-model
Z 5w 7 2 |aaa authentication login {default | 07 A URORIEFED Y A N EEFL
named_authentication _list} group i
AAA _group_name
| named_authentication_list I%, 31 7R
i - MDA Z R LET,
F3A A (config) # aaa authentication |AAA_Qroup_name == 7=
login default group groupl LR LET, == —
server_name % % D EEA CEFRT D M H
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2w 73 |aaaauthorization network {default | Web X—ZFFR]DOFF R HFR U X & 1E
named} group AAA group_name W LUET,
fi
7 /3A A (config) # aaa authorization
network default group groupl
Z 5w 7 4 |tacacs-server host {hostname|ip_address} | AAA H— N— 24558 L £,
{5
T /3A A (config) # tacacs-server host
10.1.1.1
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[Administration] > [Management] > [HTTP/HTTPS/Netconf] DJIEIZER L F 9,

[HTTP/HTTPS Access Configuration] & 7 3 = > "G, [HTTP Access] # A %2 LC, HTTP ER %
Uy AT HR— b2 ANLET, T 74/ FOKR— ML T, AL/RMEIX, 80 £7/-1%
1025 ~ 65535 OfE T,
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HTTP #t DY, HITP — "R EZET 5T — X IR S{b S TA ¥ —F v MIHEFES
NET, SSLEFEALZES HTTPIL, Web 7 7 UMb AL v FERET DH L 5 ekielc, &
RS R iy L D=

[Personal Identity Verification] {Z-2V T [enabled] % 7213 [disabled] %R L £ 9,

[HTTP Trust Point Configuration] £~ = > C. [Enable Trust Point] 24 %0Z L C., BibR¥—
N—% FTARMKRA L PELTHERALET,

[Trust Points] K2 v 7X > UA NS, T AR KRA L MERIRLET,

[Timeout Policy Configuration] €2 2 > C, HTTP # A A7 U h KU v —%HHLTAN L E
T HREOFMEIX, 10 ~ 600 T,

Ty alNEA LT Y NTHETICHRINDGIET 77 1 77k (%) # AN LET,
HENAMEOFPHIL, 180 ~ 1200 F T3,

P = _R—DHGIAMEZFEA TAN LET, AMEOHFFIL, 1 ~ 86400 T,

ATYTN TARAARZITWMD Z EDOTELEROFKREEZ AN LET, AMEOFPAIL, 1 ~ 86400 14
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REZRFLET,
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T — 7L Web BRIEZFE AT 5I121%, T8 ZANTHTTP — _N—ZHNCTHHLERH Y =
T, ZOH—/3—|T HTTP £ 721X HTTPS O W TN HOWTHENCTE F 7,

Y

GE)  Apple DEELL T Z 71X, iphttpsecureserver 2~ REGRET 5721 TIE & 8 A, iphttp

server A2 RLERETHHMERH Y £,

HTTP £ 7213 HTTPS DWW T NI DWW TH —R_R—2FH T 212iE. RO FNEICHENFE T,

web X—2 25 i
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Web ~— 2 23E |

FIg
= I N3 il S = B
R w 71 | configureterminal ra—N) ary7 4 Xalb— gy
5l - T REBALET,
Device# configure terminal
ATy 72 |ip http server HTTP %— —ZfFhc L ET, v —7h
15“ : V% Web F nE*%é i HTTP _9-“—/\‘_‘%
BFHLTHRA Me@EL, =—F G
Device (config) # ip http server EITWET,
AT 73 |ip http secure-server HTTPS Z Az LET,
15“ jjx&-bxnhu 7‘:['\“\;/W€bf\‘—‘:/i¢"m
. o ET D0 R 7 A DY ALy
Device (config) # ip http secure-server 3/EI>/IJRL,%E?Eﬁ§L/§E7fO
GE) ip http secure-server =t~ >~
RaEANSLiz & &I
#‘17mqu7§ ﬁﬁ;@ /i—bﬂ
HEOITTHITE, 22—
P—72 HTTP ER & 1615 L
EBOTYH, mIA v
IIHTHTTPS (BF =7
HTTP) iz b Lk oicL
7,
RTwvF4|end REE— R T LET,
fi

Device (config) # end

INTG A =BTy TOERK (GUI)

FIE

AT w71 [Configuration] > [Security] > [Web Auth] DJIEIZER L F 77,
ATv T2 [Add) 227 Y v 7 LET,
AT w73 [PolicyMap] %7 U v 27 LET,

AT v 74 [Parameter Name].

[Maximum HTTP connections].,

7y 74 ) A KT [webauth] 28R L £,

B Web R—=E25F
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web BiEEk0BAERFERORE ||

AT v T5 [ApplytoDevicel 27 V v 7 LET,

Web FREIZ KD RRXBHAITEEADERE

R Web GBREZRFRATIRE 2 BOET 51213, ROTFIHZFATLET,

Flig
ATV RFEEETIVa Y Br

AT w 71 | configureterminal Ja—\)ary 7 4X¥al—3g 0
1l - T— RZEHBLET,
T /3 A# configure terminal

R w 72 | configureterminal ra—N)ary7 4 Xalb—3 gy

15“ . T ]\%E:ﬁﬁébi—g«o

7 /3A{ A# configure terminal

AT 73 |wireless security web-auth retries number | number |3 Web 22 #iF 25k 0 e KA TIEI%L
1 - <3, ARREHIZ 0 ~ 20 TT,

T /3A A (config) # wireless security
web-auth retries 2

ATy 74 |end et EXEC E— RICEY £,
1 -

T /31 A (config)# end

Web S2EER—HOA—AIL /A F—DEHRTFE (GUI)
FiE

AT w71 [Configuration] > [Security] > [Web Auth] DJEIZER L £,

AT 72 [Webauth Parameter Map] % 7 C, /XTI A—4% v~ v T4 %7 ) v 27 LEd, [Edit WebAuth
Parameter] 7 1 ' RUNRRIINET,

AT w9 T3 [General] ¥ 7 T, BN — XA THRINLET,

Web ~— % iE
|
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* [Banner Text] & &R L 72555

* [File Name] Z &R L 72355
ELET,

AT w74 [Update & Applyl 27 V v 7 LE7,

Web

Web ~— 2 23E |

X, RTHENNT—TFA AN LET,
I AT =T F ARG T WG O T 7 A VDR A FE

EER—ANOO—A L N F—DEKRTE (CLID)

Web nLnE’\*“:/W@E’ FIV N —%F ﬁiﬂ—g«é = &(@%llﬁ 1/\Jél/\jz—§qo

FIE
OV bERETIVa Y B#Y

R 71 | configureterminal Jsa—r )L a7 4 FX¥alb—3a
5l - T REMALET,
Device# configure terminal

ATy 72 | parameter-map typewebauth param-map | Web 87k N7 A —# AR E L E T,
%l - TA=Z <7 2/7/(5?;1/*—“/5
Device (config) # parameter-map type e ]\%Eﬁﬁé\bi—éﬁo
webauth param-map

R w 73 |banner [ file | banner-text |title] T—H ) R F—EHI LET,
fi C banner-text C (C IZX )V 305°) | ~
Device (config-params-parameter-map) # | T —|ZFRRINAHT7 7 A/ (B IdX0T7F
banner http C My Switch C =z ]‘ 77/(/1/> o file. ifiﬂi/*“)‘“—@

ZA MVERTtitle x AJ LT, WAHF
DT —ZERR L ET,

ATy 74|end FiME EXEC E— NIZIE Y 7,
f
Device (config-params-parameter-map) #
end

00— )L Web 2EED &% € 15l

15'] : Web n:b\nIEnIEEﬂio))\q:_

ROBIL, Web FRAEREAE 2 G4 2 LA R L TWET,
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7 /31 A4 configure terminal

- web 2irzEmZzoAE [

7 /54 A (config) # crypto pki import cert pkecsl2 tftp://9.1.0.100/ldapserver-cert.pl2 cisco

T /3A A (config) # end

7 /3A A4 show crypto pki trustpoints cert

Trustpoint cert:
Subject Name:
e=rkannajr@cisco.com
cn=sthaliya-1lnx
ou=WNBU
o=Cisco
l1=SanJose
st=California
c=US

Serial Number (hex): 00

Certificate configured.

T /3A A# show crypto pki certificates cert

Certificate
Status: Available
Certificate Serial Number (hex): 04
Certificate Usage: General Purpose
Issuer:
e=rkannajr@cisco.com
cn=sthaliya-lnx
ou=WNBU
o=Cisco
1=SanJose
st=California
c=US
Subject:
Name: ldapserver
e=rkannajr@cisco.com
cn=ldapserver
ou=WNBU
o=Cisco
st=California
c=UsS
Validity Date:
start date: 07:35:23 UTC Jan 31 2012
end date: 07:35:23 UTC Jan 28 2022
Associated Trustpoints: cert ldapl2
Storage: nvram:rkannajrcisc#4.cer

CA Certificate
Status: Available
Certificate Serial Number (hex): 00
Certificate Usage: General Purpose
Issuer:
e=rkannajr@cisco.com
cn=sthaliya-lnx
ou=WNBU
o=Cisco
1=SanJose
st=California
c=US
Subject:
e=rkannajr@cisco.com
cn=sthaliya-lnx
ou=WNBU
o=Cisco
1=SanJose
st=California
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c=US
Validity Date:

start date: 07:27:56 UTC Jan 31 2012

end date: 07:27:56 UTC Jan 28 2022
Associated Trustpoints: cert ldapl2 ldap
Storage: nvram:rkannajrcisc#0CA.cer

5 : Web 2FEFEEAZE DR R

ROFIIL, Web 58 nﬁlﬁi%%rﬁ—éﬁff%rbfb\ij‘

T /3A A4 show crypto ca certificate verb
Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 2A9636AC00000000858B
Certificate Usage: General Purpose
Issuer:
cn=Cisco Manufacturing CA
o=Cisco Systems
Subject:
Name: WS-C3780-6DS-S-2037064C0E80
Serial Number: PID:WS-C3780-6DS-S SN:FOC1534X12Q
cn=WS-C3780-6DS-S-2037064C0E80
serialNumber=PID:WS-C3780-6DS-S SN:FOC1534X12Q
CRL Distribution Points:
http://www.cisco.com/security/pki/crl/cmca.crl
Validity Date:
start date: 15:43:22 UTC Aug 21 2011
end date: 15:53:22 UTC Aug 21 2021
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)
Signature Algorithm: SHAl with RSA Encryption
Fingerprint MD5: A310B856 A41565F1 1D9410B5 7284CB21
Fingerprint SHAl: 04F180F6 CAlA67AF 9D7F561A 2BB397A1 OF5EB3C9
X509v3 extensions:
X509v3 Key Usage: F0000000
Digital Signature
Non Repudiation
Key Encipherment
Data Encipherment
X509v3 Subject Key ID: BO9EEB123 5A3764B4 5EO9C54A7 46E6EECA 02D283F7
X509v3 Authority Key ID: D0C52226 AB4F4660 ECAE0591 C7DC5AD1 B047F76C
Authority Info Access:
Associated Trustpoints: CISCO IDEVID SUDI
Key Label: CISCO_IDEVID SUDI

Bl : T4 FOWebEREEOT A > R—IMEIR

WOFNE, T 74/ FD Web it u 7 A o R—U B8RS A HEEZ R L TWET,

7 /31 A4 configure terminal

T /3A A (config) # parameter-map type webauth test
This operation will permanently convert all relevant authentication commands to their
CPL control-policy equivalents. As this conversion is irreversible and will

B Web R—=E25F
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51 - IPvl 5185 Web #—/Ai—TDHRZ YA X&nt-Web BIEO S 1 > ~—onER ]

disable the conversion CLI 'authentication display [legacylnew-style]', you are strongly
advised to back up your current configuration before proceeding.
Do you wish to continue? [yes]: yes

T /31 A (config) # wlan wlan50
T /3A A (config-wlan)# shutdown
T /3A A (config-wlan) # security web-auth authentication-list test
T /3A A (config-wlan) # security web-auth parameter-map test
7 /3A A (config-wlan)# no shutdown
T /NA A (config-wlan) # end
7 /3A A# show running-config | section wlan50
wlan wlan50 50 wlan50
security wpa akm cckm
security wpa wpal
security wpa wpal ciphers aes
security wpa wpal ciphers tkip
security web-auth authentication-list test
security web-auth parameter-map test
session-timeout 1800
no shutdown

/3 A4 show running-config | section parameter-map type webauth test
parameter-map type webauth test
type webauth

151 : IPv4 548 Web H—/N\—TDHRX AT A XEN1-Web FBFEO T A

N~

NR—D

DER

OB, IPv4 S8 Web h— =B H A X < A4 AE T2 Web iRk 7' A o =T B8R 3
5 EERLTVET,

7 /5A A4 configure terminal

T /34 A (config) # parameter-map type webauth global

T /34 A (config-params-parameter-map) # virtual-ip ipv4 1.1.1.1

T /34 A (config-params-parameter-map) # parameter-map type webauth test

T /31 A (config-params-parameter-map) # type webauth

T /3A A (config-params-parameter-map) # redirect for-login http://9.1.0.100/login.html
7 /34 A (config-params-parameter-map) # redirect portal ipv4 9.1.0.100

T /3A A (config-params-parameter-map) # end

7 /3A A4 show running-config | section parameter-map
parameter-map type webauth global

virtual-ip ipv4 1.1.1.1

parameter-map type webauth test

type webauth

redirect for-login http://9.1.0.100/login.html
redirect portal ipv4 9.1.0.100

security web-auth parameter-map rasagna-auth-map
security web-auth parameter-map test
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B 5 P st Web 5 — "~ TOHR BT A XE NI Web BEED J A & R— I DER

5 : IPv6 ¥} Ef Web —/N\—TODHRBZITA XENT-Web REEO 5 A
2 R—TMER

OB, IPv6 SM58 Web H— =B H A X < A4 AE T2 Web iRk 7' A o =T B8R 3
L EERLTCOVET,

7 /5A A4 configure terminal

/34 A (config) # parameter-map type webauth global

T /54 A (config-params-parameter-map) # virtual-ip ipv6é 1:1:1::1

7 /34 A (config-params-parameter-map) # parameter-map type webauth test
T /3A A (config-params-parameter-map) # type webauth

7 /34 A (config-params-parameter-map) # redirect for-login http://9:1:1::100/login.html
T /3A A (config-params-parameter-map) # redirect portal ipvé 9:1:1::100
T /31 A (config-params-parameter-map) # end

7 /3A A# show running-config | section parameter-map

parameter-map type webauth global

virtual-ip ipv6 1:1:1::1

parameter-map type webauth test

type webauth

redirect for-login http://9:1:1::100/login.html

redirect portal ipv6 9:1:1::100

security web-auth parameter-map rasagna-auth-map

security web-auth parameter-map test

Bl :WIANZEDRTA U R=D AT VERBR—Y BLUvOd
TIORR=DDEIYET

WOFNEL, WLAN 2t oua 74 88T, vl (Rl BXn 77y v =T %%
YCHFEEZRLTOET,

T /31 A4 configure terminal
7 /3A A (config) # parameter-map type webauth test
T /3A A (config-params-parameter-map) # custom-page login device flash:loginsantosh.html
T /5A A (config-params-parameter-map) # custom-page login expired device
flash:loginexpire.html
7 /3A{ A (config-params-parameter-map) # custom-page failure device flash:loginfail.html
T /3A A (config-params-parameter-map) # custom-page success device flash:loginsucess.html
F /3 A (config-params-parameter-map) # end
7 /5A A4 show running-config | section parameter-map type webauth test

parameter-map type webauth test

type webauth

redirect for-login http://9.1.0.100/login.html

redirect portal ipv4 9.1.0.100

custom-page login device flash:loginsantosh.html

custom-page success device flash:loginsucess.html

custom-page failure device flash:loginfail.html

custom-page login expired device flash:loginexpire.html

B Web R—=E25F



| web R—=EBiE
m - sz actozz

15'] . $ﬁ” n:L.\nJ.TZ ACL o)EQFH

WL, FRIFEE ACL 2R T T 5 iiEEZ R L TWET,

7 /3A A4 configure terminal

T /3A A (config) # wlan £ff

T /NA A (config-wlan) # shutdown

/31 A (config-wlan) # ip access-group web preauthrule
/34 A (config-wlan) # no shutdown

F /34 A (config-wlan)# end

531 A# show wlan name fff

{5 : Webpassthrough M &%

R OB, Webpassthrough Z 5% E T 2 HiEAZ R L TWET,

7 /31 A4 configure terminal
T /3A A (config) # parameter-map type webauth webparalocal
?5§4JZ(config—params—parameter—map)# type consent
T /34 A (config-params-parameter-map) # end
T3 A4 show running-config | section parameter-map type webauth test
parameter-map type webauth test

type webauth

redirect for-login http://9.1.0.100/login.html

redirect portal ipv4 9.1.0.100

Web nﬁnﬂf’)" 'f J @EE:"L\

Web FBALY A 7 HMERT HITIE, kOa~ Y FEFTLET,

Device# show parameter-map type webauth all
Type Name

Global global

Named webauth

Named ext

Named redirect

Named abc

Named glbal

Named ewa-2

Device# show parameter-map type webauth global
Parameter Map Name : global

Banner:

Text : CisCo

Type : webauth

Auth-proxy Init State time : 120 sec
Webauth max-http connection : 100
Webauth logout-window : Enabled
Webauth success-window : Enabled
Consent Email : Disabled
Sleeping-Client : Enabled
Sleeping-Client timeout : 60 min
Virtual-ipv4 : 1.1.1.1

Virtual-ipv4 hostname

Web X—X 52 Bt
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Webauth intercept https : Disabled
Webauth Captive Bypass : Disabled
Webauth bypass intercept ACL :
Trustpoint name :

HTTP Port : 80

Watch-list:

Enabled : no

Webauth login-auth-bypass:

Device# show parameter-map type webauth name global
Parameter Map Name : global

Type : webauth

Auth-proxy Init State time : 120 sec

Webauth max-http connection : 100

Webauth logout-window : Enabled

Webauth success-window : Enabled

Consent Email : Disabled

Sleeping-Client : Disabled

Webauth login-auth-bypass:

;(')"':f4 th\-$5%6{7i7‘{-7' f‘d)munE

AN —=TREIZHEDV FA4T 2 FDORBEEIZDNT

Web SBGEICRIN LI P AN TV REEFFSI7 AT 2 ME, v 742 X=UnbP0OEEY
B RAEFETETICAV T BLOEIRTLIZ L2 SN TWET, AGENLBIZRDSE
TAYV—TWRREIZHD 7 T4 T v MRS DM 2R E T 9, A2h&IPHIX 10~ 43200
Sy T 7 AN MIT204 T, ZOHEIX, WLANIZ~ v B2 7 & T 5 WebAuth /35 A —
A~y T THORETEET, AV—TREIZHD I TAT L FDOX A ~—F, TA KVZA L
TU N By alrFALT UM, WLAN OIEZ{L, AP DI EDA AL ZANFR T
BB EIZEBELTLLTEEN,

Z OFERENT FlexConnect D 2 — )V AA wF 7 MRFFEO TV A THR—FEINTWE
-éAO

AFE RV =T =RV b= T4 T PMACT RLARRA T —T 4 T ENT-5E.
T N TR EDBOT A AT D ENTEET,

EEUTFADVFUL

wIZ, VT 4 v VA TOREFHEATRLET,
cRUCY TRy hOL2B—I VIR AR— IR TWVET,
T UH— R =T A A~ —FHHTEET,

-x) TIREIZHD 7 TA T bOBERIT. 72747 bRT v h—M 588+ 584
. BEoBaE T v —RTHE SN E T,

AV —=REIZH D7 TA T ME, ROTFT U A TIEHHBREDLED Y £H A,
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2 —TREICHBY 547> romiEcEs aansE |

BB YT AT N—TI2EBEDMBPIAHRT AV L Rary ba—9RbALELET, 1BEDM
FIABRTA X LAy ha—FIZBEMT N TWDE T T4 T 2 MINA Y —RRBIZ AR
D, ZTORBEIFL MO AAART A YL A2y ba—F FEMT HiLET,

BBV T A IN—TIZ3EDOMBARTA YL Aary ba—F 0835 LET, I1HHOD
MAABRTA Y LAy ha—FIZT7 v h—Eh2H5HB0 a2y ba—Z 1 ZBEMA T b
e ATy ME, AV —=RENPLEIFLT, 3SEHDOMAARTY AL A fr—
FICBEM b E T,

I TAT U MIRY) —=TRENLEFL T, T AR— R T =T v A—SizFE L
FTFR DT 7 AR — MM MAIART A ¥ L ZAay b —F ZBEMNT b E T,

AN —TREIZHDV 5472 FORIEICET 5FIKIFEI1E

c AU —TF 74T MEREIX., WebAuth % = U 7 4 233 E & 472 WLAN (25X L TDO A
MEL £,

¢« AU —TRRBIZHD 7 TA T MEIWebAuth/3 T A —H < 7T LICORRETEE£T,

s AV —TMREIZHD YV TAT 2 FOFRFHEREIX, LAY 3EBX=2UT 0 BFZ72 WLAN
TOHYR—FEINTNET,

s LA ¥ 3tX= VT 4 Tk, FBEE. /SAAL—, B LN On MAC Filter B Web R ) o —
DY R—=FEINTWET, FHEMFEWeb VFA LT FERATT v 2 =T Web ) XA
L7 h Web R —IIVR—FENTWEE A,

’XU“_‘7O)’U( %6&74}7/ ]\@EP%Web G i"j‘ﬂf—]\éi’bfb‘i’li/uo

c AV —IREIZH DY TA T > bOFRGEEREIX., A FLANB I OY £— h LAN TiZ¥
A= FENTWETA,

s —H N a—PF— R —%FORY —TREODTF A NT IR T FTA4T 2 MIHR—
FENFEHA, TOHAE. WLANBEADOZ A ~—0N#EHINET,

A U _704 n_.\0)7 7 ’f 7 I‘@n:u\nIEO) IHE (GUI)

FIE

AT 71 [Configuration] > [Security] > [Web Auth] DJIEIZER L £,

AT 72 [Webauth Parameter Map] % 7 C, /NT A —4% ~v 74 %7 V> 27 LEF, [Edit WebAuth
Parameter] 7 « > RUNRFRRINET,

AT 73 [Sleeping Client Status] F= v 7/ Ry 7 A& AN LET,
AT w74 [Update & Apply to Device] 27 V v 7 LE7,

Web ~— % iE
|
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B < -—Tneoss517> romiazE oW

RA)—TREDY 47 > FDFEFEDEFE (CLD

FE
ARV RFERETI a3 Y B#J
R T 71 |[no] parameter-map type webauth INTGA—=H =y T EAER L,
{parameter-map-name | global } parameter-map webauth = > 7  F =2 L —
fi varyE—RERKLET,
Device (config) # parameter-map type
webauth global
R T 72| deeping-client [ timeout time] AY—=TRED I TAT >V FDEA LT
B - U b & 10030 3E LE S, AR
Device (config-params-parameter-map) # 310 ~ 43200 ﬁj\f‘a—o
sleeping-client timeout 100 GE) BANDNT TR F—T— R %
R LngGE, 2 —7
WD 7 747 MTET
TV EDZA LT T ME
ThHD 720 3HREINFE
‘a—O
ATFv 73 |end parameter-map webauth =27 ¢ ¥ = L —
varE— RE&T L, FHEEXECE—
RIZERY £79°,
ATvT4| ({LE) showwireessclient 74T MOMACT RL AL, £
sleeping-client FNot v a0y A FRLE
fi 7
Device# show wireless client
sleeping-client
ATv 75| ({£E) clear wirdessclient » clear wirelessclient Slegping-client :
sleeping-client [ mac-address mac-addr] A2AY—TRED T FTAT v hX¥ v
i - TanbRAY—=TWRED T T4 T
Device# clear wireless client ]\ e ]\ U ;E—é—/\(‘ﬁ”ﬁ’%biﬂ_"
sleeping-client . . . P
mac-address 00el.elel.0001 clear wirelessclient Sleemng C“en}
mac-address mac-addr : A U — 7R
DIV IAT N Frvrahd
EDMAC = b U ZHIFRL £
R
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