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[Public Key Infrastructure (PKI) Management] ~<— (Z1d, RO X 7 InF RSN ET,

[Trustpoints] % 7 : H LN KT A haRA > M &BI, 1Bk, F2138&T 2720 HLET,
IOR—=VZE, a2y ba—FIEHESNTWABEDO R T AMKRA L FE RTARKRA |
DZEDMOFEMEFRENET, FTAMRA Y FBAWTHOOEEICHHA SN TWDEE S
NHMERTE ET, 72 & 21X, Webadmin <° AP #%f5¢ (‘74’%71/1%%5%4’ VH—T 2 A R) 1P
EDORERE,
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HLET, 2 br—J THEBAERE (SSC) AT D7-DITIE, CA%—A—%
EHENCTDILERDHY 7,

[Key Pair Generation] % 7 : ¥ — X7 Z AT 572 OIZMHEH L 9,

[Certificate Management] K7 GEBEOAERKREER, BLOar e —F ETOTTOHH
EZFIEEEOFEITITEN L E T,

PKI kS5 R kR4 > FDEREE & &8 (GUD)
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AT w71 [Configuration] > [Security] > [PK| Management] Z &R L £,
AT w 72 [PKI Management] ¥/ « > K7 T, [Trustpoints] ¥ 7% 27 V v 7 LET,
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AT w73 [Add Trustpoint] XA 7 7R v 7 AT, ROBEHREATLET,

a)
b)
c)
d)

e)

f)
g)
h)
i)

[Label] 7 4 —/L RIZ, RSA ¥—F L& AN LET,

[Enrollment URL] 7 ¢ —/V Ri{Z, &K URL # AT LET,

[Authenticate] = v 7 7R v 7 A& 4 2 LT, Bk URL OABHREAEZRIEL 7,
[Subject Name] 7 2= T, [Country Code]. [State], [Location], [Organisation], [Domain
Name], 3 & O [Email Address] 2 A/ L E7,

[Key Generated] = v 77 7R v 7 A& A N2 LC, EARRE/RRSA ¥ — X7 2 F R LET,
[Available RSA Keypairs] K2 v 7HZ 7 U A MWL AT v a v EERLET,

[Enroll Trustpoint] &= v 7 R v 7 A& F T LET,

[Password] 7 4 —/L RIZRAT— & AT LET,

[Re-Enter Password] 7 4 —/L R C, NAU— RZHER L ET,

[Apply to Device] #27 V v 7 LET,
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ZOHEE, = ba—F (7 Z 7 RAlT Cisco Catalyst9800-CL VA Y L A2 hr—7)

WZOBFHTHY, TTITAT U ARXR—=ZAD =z hu—7 (Cisco Catalyst 9800-40 7 A ¥ L A

a1 hr—3Z . Cisco Catalyst 9800-80 V A ¥ LA =1 h m—F | Cisco Catalyst 9800-L ¥ A ¥ L

Zayvihue—7 @77V 7)) | BIO Cisco Catalyst 9800-L VA YL A= bk —7
CeT77 ATy 7V 7)) IiTEASEE A,
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[Configuration] > [Security] > [PK| Management] Z &R L £7°,
[AP SSC Trustpoint] i)k T, [Generate] %2 V v 27 L CTAPSSC F 7 A hARA > MEER L E

ﬁ‘o

[RSA Key-Size] K 77X U R MG, F— A4 XERIRLET,

[Signature Algorithm] K2 > 7*Z 7 U X hinb, A7 g U EERIRL ET,
[Password Type] R X 7 U R Rinh, NAU— RZ A T ERIRLET,
[Password] 7 4 —/L RIZ, /SAT— K& AN LET, BRREMHIL 8 ~ 32 LFTT,
[Apply to Device] #7 U v 7 LET,
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AT w71 [Configuration] > [Security] > [PK| Management] %z &R L 9,
AT w72 [PKIManagement] 7 1 > K7 C, [CAServer] ¥ 7% 7V v 7 LET,

AT w73 [CAServer] 27 ¥ a3 T, [Shutdown Status] N 7 /LR HZ %27 Y v 7 LT, AT —HX A%ZH%)
CLET, Y%y hF T AF—HZ A& LT [Enabled] 258N L2854 1E, AT — K& AN
Lﬂiﬁa T AOMENRH Y ET,

AT T4 ¥y N AT —H AL LT [Disabled] &38R L72#A1%. [Country Code], [State].
[Location], [Organisation], [DomainName], ¥ & OF[Email Address] & AJ) 92BN H D £,

ATY TS5 [Applyl 7 U 27 LTCCAH—"—%BINLET,
ATY 76 CAY——%HIFRT 5I2IL, [Remove CA Server] =7 U v 7 LET,

PKI 5 X R4 > FDORSAFF=IXECH—DEM (GUI)
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AT 71 [Configuration] > [Security] > [PKI Management] % #5241 L £ 7,
AT 72 [PKIManagement] 7 > K7 C, [Key Pair Generation] ¥ 7% 27 U v 7 L¥7,
AT w73 [Key Pair Generation] ¥ 7 2 > C, [Add] %7V v 7 LET,
ATV T8 BRENDEAT TRy 7 AT, ROEHRERELET,
a) [KeyName] 7 1 —/L KiZ, ¥—0DO4HiZ A LET,
b) [Key Type] &7+ = > T, [RSA Key] £7213 [EC Key] Z#IR L 77,
¢) [ModulusSize] 7 4 —/V KIZ, RSA ¥ —F7IXECHF—DEY 2T AEE A LET, RSA
X—DT 7 AN EDEY 2T AH A XL 4096 T, EC F—0DF 7 4/ MHIX 521 TT,
d) F¥—%=xT7 AKR—FT5HI21L, [KeyExportable] F= v 7 Ry 7 RA&A N LET, T 7+
NETIR, 2O0F =y 7Ry 7 ZFF 12> TWET,
e) [Generatel &7 U v 7 LET,
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AT 71 [Configuration] > [Security] > [PKI Management] > [Add Certificate] % 3R L £,
AT w 72 [Generate Certificate Signing Request] =7 U v 7 L £,
a) [Certificate Name] 7 4 —/L RIZFEHHEL 2 A L £,
b) [KeyName] Ka v XU X hvi, RSA F—X7 %I L F7 ([Key Pair Generation]
BTDFCHELTTAHTA w7 w7 LT, BLORSAF—T Z{ERLET) .
¢) [Country Code]. [Location], [Organisation], [State], [Organizational Unit], 33 & UF [Domain
Name] 7 « —/V FIZfEEZ AT LT,
d) [Generate] %7 Vv 27 LET,
RS NTCREEE A ER (CSR) BANCERESNET, [Copyl &2 Y v 7 LT, ~—
Habtt—rart’— L TIRFELET, [SavetoDevice] 27 V v 7 LT, Ak ENT=ZCSR %
/bootflash/cst 7 4 L' 7~ UITRAFL £7,
AT w73 [Authenticate Root CA] %27 UV v 7 LE7,
a) [Trustpoint] K> X7 U X KNinh, AT w72 TARESNI NI A MKRA L F TR
b, ETITRRET 2O T A RRA U TV AR L ET,
b) [Root CA Certificate (.pem)] 7 1 —/L FiZ, CA NS T - 7=fFHEZ 2 v — L CL Y fF
xS,
GH) TN AGEHIEOFRITIC CA O PEM Base64 ikl EZ 2 & — L TGV 1) T<
=AM
c) [#GE (Authenticate) 1 %227 U v 7 LET,
AT 74 [Import Device Certificate] 27 U v 7 L £,
a) [Trustpoint] K2 v 77X T U R KNG, AT v 72 TEREINTE T A RKRA Y F TN
v ETTRERET HMD T A MKRA U R TV AR £,
b) [Signed Certificate (.pem)] 7 4 —/L KiZ, CAD»HZITE - - EAGEHEL 2 — L T
T E7,
¢) [Import] 2 Vv 7 LET,
ZITT A AGEHEDA U AR— T ZANE T L, EHELERICEV Y THZ LN TE
£7

Ak 2
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[Import PKCS12 Certificate] #7 U v 7 L7,
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GE) SFEIERGEESY A TEHERA LT, FEAET = — 2 2K% PKCSRIEATA R —
rCxET,

a) [Transport Type] Ku v & 7 U X "5, [FTP]. [SFTP]. [TFTP]. [SCP]. F7=1%
[Desktop (HTTPS)] DWW a3 iR L £,

[FTP]. [SFTP]. ¥ X '[SCP] ®HA. [Server IP Address (IPv4/IPv6)]. [Username],
[Password], [Certificate File Path], [Certificate Destination File Name], I3 X U} [Certificate
Password] 7 4 —/V RIZfEEZ AT LET,

[TFTP] ®541%. [Server IP Address (IPv4/IPv6)], [Certificate File Path], [Certificate Destination
File Name]. 3 X 0% [Certificate Password] 7 4 —/V NiZfE&E A L ¥,

[Desktop (HTTPS)] @454, [Source File Path] 5 & U [Certificate Password] 7 « —/V FIZfE %
A LET,

b) [4YFR—F(mport)] 27V v 7 LET,
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