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Wbl THMET HEWEZBBHMICETCTEET, o, HHOA Ly R, 7rEA, BX
VRO LiIchTe > T, 723y ZHE#HZ FIFEICES0 T (DEBUG VUL E T, E£720134E
EDL~VET) T 5 HEEREIELET,
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GEHENANTRWIGE, IV T 7T 47 FL—RA 74 VHITHERE L £ H A,

AV aREORBEENRNCT Ry FTE B LT D120, v 7 OIUERC, A —
Xy b 7T RUVALERMACT RLUADME % RA b L —ADRMAHE MAC & LCEMN
LTL &,

cUAVVRAIP DT Ny 7 HAMNIT HIZIE, debug platform condition feature wirelessip
ip-address =~ > RZ&fi A L £,

FHMETNYITELUVBAR FL—X

KT ET Ny 7 EMBE DRI b V=R > T, JMFICHEET 5T X TOERTa
TXRALET Ny T HH—OT Ny FCLUZRGTEET, ZHUL, Ky 7 2ANOKED S
ESERFFE T r— TR E@WHL TR THTHI ZENTE, TNHDTBEATT
Ny 7N HITT D LELH D T A,

\)

GE) 779 b7+ —AC#EAINTODT Ny ZEMEEHIFRT 511X, clearplatform condition all =
~ U REERALET,

fL—X 774 ILDIERT

T 74N ETIE, hb—RAT7 7 A 0n 7347 n® A TAERI L, tmplrp/trace F 721X
tmplfpitrace 7« L7 b VIRIFSNE T, ZO—KT 4L 27 FUT, bL—ArZR37y
ANMCEZIAENET, 77 A /MIIMB A XTT, Zhbor s (FatRHAD) X
show platform softwar e tr ace message process_namechassis active RO =~ > K& ] L CHEZR T
XFET, ZOF 4L NI T, EDOTBEADZ S L7 7 A V%, Bk 25 o
T, tmpT 4 L7 RUDFL—AT7 7 A ABRZD 1IMBHIRE 21T 7 — MR E S =Y
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guxFivsone cu)

AR LIS E, v—T —Y 3 UMb, tracdogs T « L2 kU @ [erashinfo /X—7 ¢
arOTREHDLT—A T OB LET,

rmp7 4 L7 RUN1ODT B ATRETDH NL—AT7 7 A VX1 DOOHTY, 77 AN
FDT7 7 AN YA XOHIRIZET D L, v—T—2 3 b, [erashinfo/tracelogs (2 E)
LET, 7= AT T4 L7 MICEBEIND 7 7 A MIRK25 77 AV THY, DKL
BHEWHLONLIAEIZ, tmprbFilzicn—T—YaryaInkt7 A VBRI NET, 77
ANYA RF T et 2 AFE L, — 0T a2 TIRLY KER T 7 A LA X (FK10MB)
DEHSET, AR, tracelogsT 4 L7 NURNO 7 7 A Vb 7 AIC L > TIRES L
F9, 2EZE, WNCDZBEATIE, 77 F74—AIZLNLE T, 4 AX AT L12400
77 A NVORHIRSEH S VET,

crashinfo 7 4 L7 FUND hL—RA7 7 A MFKR O CEREINET,
1. Process-name Process-ID_running-counter.timestamp.gz

f5i] : IOSRP_RO0-0.bin_0.14239.20151101234827.¢z
2. Process-name_pmanlog Process-ID_running-counter.timestamp.bin.gz

5 : wnemgrd_R0-0.27958_1.20180902081532.bin.gz
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ATy 710

FIE

[Troubleshooting] > [Radioactive Trace] Z 3R L £ 79,
[Ad] 227 VU v 7 LET,

[MAC/IP Address] # AJJLET, MAC 7 R L AT, XXXXXXIXXXXXX, XX-XX-XX-XX-XX-XX, &£
720E xxxx Xxxx.Xxxx OV TN OFEXNTHETE 7,

[Apply to Device] #7 U v 7 LET,

ST ET ANy 7 EIET 2581% [Start], £ 2581 [Stop] 27V v 7 LLET,
[Generate] #27 V w7 LT, M ML —2A0 7 Z2{ER L ET,

FATvarvRE w7 Y vy LT, REEBEZRELET,

ML —RAT7 7 A )V DRIZE /RS LS [Download Logs] 74 2> %27 V) w7 LT, vl %n—
ANT FNZIZF T rr—RFLET,

FL—R 7 7 A N DORICEREND [View Logs] 714 2 %227 Y v 7 LT, GUI_X—YTH
T77ANERRFLET, [LoadMore] %27 Vv 7 LT, »7 77 A NVDMOITEZRRLET,

[Apply to Device] #7 U > 7 LET,
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FIE

ARV KRFERERETY VY
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ATy T

debug platform condition featurewireless
mac {mac-address}

1 -

7 /3A A# debug platform condition
feature wireless mac b838.61al.5433

BESNTEMACT KL A& HT 28

ROFMHMET Ny 7 2R ELET,

GE) ZiUE, APERIT I TAT
¥ N MAC/IP THHR— b &
L. CMXIPT RL AR LEE
V74 ETIP CTHHAR—F
SNET,

ATvT2

debug platform condition start
fil

7 /3A A4 debug platform condition start

St E T Ry T ERBIMBLET (o
WO ST —ET B & R
V—AEBELET)

GE) iU, APERIZI TIAT
vk MAC/IP THAHR— &
. CMXIPT7 FL A LEE
V74 ET7IP THHR— K
SET,

ATvT3

show platform condition % 7= 13 show
debug

1

7 /A A# show platform condition
7 /3A A# show debug

BUERE SN TV D RMEFRLE T,

ATvT4

debug platform condition stop
{5

7 /3A A# debug platform condition stop

SftET Ry ZEEIE U ET (R
M—2ZEELLET) .

GE) ZIUE, APERIZ I TAT
vk MAC/IP THAHR— &
. CMXIP7 LA ELEE
U747 IPTHLYHR—F
INFET,

ATvTh

show logging profile wireless [counter |
[last] {x days/hours} | filter mac{<mac
address>} [to-file] {<destination>}
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ARV RFERFTIVaY =)

i - GE) 1 7 2T 5IZ1E, show

7 /34 A# show logging profile wireless IOgging proﬁle wireless =1~ 27
start last 20 minutes to-file K % 721% show logging

bootflash:logs. txt process =< > ]\%ﬁ‘iﬁﬁ &

£

AT 7 6 | show logging process <process name> Fuv A CEEOR S aL s g hE
15'] . ZT—\‘ L/Sz—g—o

7 /3A A# show logging process wncd
to-file flash:wncd. txt

Z 5w 717 |clear platform condition all TRTCORMZ 7 VT LET,
i

FNA 24 clear platform condition all

RDBERY

)

GE) =+ R request platform softwaretracefilter-binary wireless {mac-address} IZIRD 3 >D 7 T v
YaTZrANEAEKRLET,

« collated log <.date.>
* mac_log <..date..>

» mac_database .. file

ZDOH T, mac_log<.date.> [T bEER T 7 A /LT, Ty 7 FT5HMAC HDOA vE&—
NEFENET, 2~ K show platform softwaretracefilter-binary 4R L7 T v a2 77 A /L
AL, E2, W@EIZ mac log ZH T LET,

FL—XR JD7A4I)LOHEREDT—H 70—
1. HBEOREED N —2ua S &2 ERT HEE,
=EzxiX1H,
T a~ R, ko LB TY,

7 /NA A#show logging process wncd to-file flash:wncd.txt

2. us—3iay (Mlash:) IZh L —RAalDOTFF AN 77 ANADBERINET,
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3. THAADIMNIT 7 A NEat—LET, V7 ANEabt—F5ZLilL-oT, A7 74
VTR —ARIBEMTEET, 77 A MO LoV TORMIE, KOLS v a
EZRL TSN,

4., vis—3 3 (Mlash:)) B FL—2u 775740 (txt) ZHIBRLET, 22k, i
DEAEIZ 53 10858 T AN A ATHER S LE T,

RYDANADL—RIT 7L ILDOE—

FL—=RA 77 A NOHZLLTITRLET,

T /3A A4 dir flash:/tracelogs
Directory of crashinfo:/tracelogs/

50664 -rwx 760 Sep 22 2015 11:12:21 +00:00 plogd F0-0.bin 0.9z

50603 -rwx 991 Sep 22 2015 11:12:08 +00:00 fed pmanlog F0-0.bin_ 0.9558.20150922111208.9z
50610 -rw- 11 Nov 2 2015 00:15:59 +00:00 timestamp

50611 -rwx 1443 Sep 22 2015 11:11:31 +00:00

auto_upgrade client sh pmanlog RO-.bin 0.3817.20150922111130.gz

50669 -rwx 589 Sep 30 2015 03:59:04 +00:00 cfgwr-8021 R0-0.bin 0.9z

50612 -rwx 1136 Sep 22 2015 11:11:46 +00:00 reflector 803 _R0O-0.bin 0.1312.20150922111116.9gz
50794 -rwx 4239 Nov 2 2015 00:04:32 +00:00 IOSRP_RO-0.bin 0.14239.20151101234827.gz
50615 -rwx 131072 Nov 2 2015 00:19:59 +00:00 linux_iosd image pmanlog R0-0.bin 0

FL—R2 774 MF, RICTRTEEIERA TV arontnnzFEHL T, ar—CTxF
j‘o

T /3A A4 copy flash:/tracelogs ?
crashinfo: Copy to crashinfo: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
http: Copy to http: file system
https: Copy to https: file system
null: Copy to null: file system
nvram: Copy to nvram: file system
rcp: Copy to rcp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
startup-config Copy to startup configuration
syslog: Copy to syslog: file system
system: Copy to system: file system
tftp: Copy to tftp: file system
tmpsys: Copy to tmpsys: file system

TFTP r— = |2 a v —F 372D DO — 2/ TR0 & B Y T,

7 /31 A4 copy source: tftp:

7 /3\A A# copy crashinfo:/tracelogs/IOSRP_R0-0.bin_0.14239.20151101234827.gz tftp:
Address or name of remote host []? 2.2.2.2
Destination filename [IOSRP_RO-0.bin 0.14239.20151101234827.g9z]7
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(GE)  tracelog 38 L UMD HAICHE A FIRER S X KR EN H H Z &L BT 572012, ARSIz LR—
NT =47 77 ANEAL T N7 VT THT ENEETT,

EHFETINY T DEREH
iz, show platform condition ==~ > RO HHZ R~ L £ 9,
7 /5A A4 show platform condition

Conditional Debug Global State: Stop
Conditions Direction

MAC Address 0024.D7C7.0054 N/A
Feature Condition Type Value

Wiz, showdebug =~ > RO HFIZRLET,

7 /3A A4 show debug

IOSXE Conditional Debug Configs:
Conditional Debug Global State: Start
Conditions Direction

MAC Address 0024.D7C7.0054 N/A
Feature Condition Type Value

_______________________ | —_————————— e | ———————————————————————————————
Packet Infra debugs:
Ip Address Port

TN A

EHAETNNY T DR

ROF, FFET Ny VT OMRIMEN TE o8~ F2RLET,

avy kR B#Y

show platform condition BERESNTWAEMFEFRRLET,

show debug BIERESNTNDT Ny V& EZRRLE
R

show platform softwaretracefilter-binary EITORNL—R 77 A4 b~v—T 8N~
ThFERLET,

request platform software trace filter-binary VAT A=V ENTZ R L—RA T 7 A LD
JEE e 7 A FKR L ET,
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Bl :SISFOSA7HOT47 FL—X AT DHESR

Iz, show platform software trace message ios chassisactive RO | incsisf =~ > RO /il &R L
7.

FNA 24 show platform software trace message ios chassis active RO | inc sisf

2017/10/26 13:46:22.104 {IOSRP_RO-0}{1}: [parser]: [5437]: UUID: 0, ra: 0 (note): CMD:
'show platform software trace message ios switch active RO | inc sisf' 13:46:22 UTC Thu
Oct 26 2017

2017/10/26 13:46:10.667 {IOSRP_R0-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7

(debug) : FF8E802918 semaphore system unlocked

2017/10/26 13:46:10.667 {IOSRP_RO-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug) : Unlocking, count is now 0

2017/10/26 13:46:10.667 {IOSRP_RO-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug) : FF8E802918 semaphore system unlocked

2017/10/26 13:46:10.667 {IOSRP_RO-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug) : Unlocking, count is now 1

2017/10/26 13:46:10.667 {IOSRP_RO-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug) : Gil/0/5 vlan 10 aaaa.bbbb.cccc Setting State to 2

2017/10/26 13:46:10.667 {IOSRP_RO-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug) : Gil/0/5 vlan 10 aaaa.bbbb.cccc Start timer 0

2017/10/26 13:46:10.667 {IOSRP_RO-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug) : Gil1/0/5 vlan 10 aaaa.bbbb.cccc Timer value/granularity for 0 :299998/1000
2017/10/26 13:46:10.667 {IOSRP_R0-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug) : Gil/0/5 vlan 10 aaaa.bbbb.cccc Updated Mac Timer : 299998

2017/10/26 13:46:10.667 {IOSRP_RO-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug) : Gil/0/5 vlan 10 aaaa.bbbb.cccc Before Timer : 350000

2017/10/26 13:46:10.667 {IOSRP_RO-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug) : Gil/0/5 vlan 10 aaaa.bbbb.cccc Timer 0, default value is 350000

2017/10/26 13:46:10.667 {IOSRP_RO-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7

(debug) : Allocating timer wheel for O

2017/10/26 13:46:10.667 {IOSRP_RO-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug) : Gil/0/5 vlan 10 aaaa.bbbb.cccc No timer running

2017/10/26 13:46:10.667 {IOSRP_RO-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug): Granularity for timer MAC T1 is 1000

2017/10/26 13:46:10.667 {IOSRP_R0-0}{1}: [sisf]: [5437]: UUID: 4800000000060, ra: 7
(debug): Gil/0/5 vlan 10 aaaa.bbbb.cccc Current State :MAC-STALE, Req Timer : MAC T1

Current Timer MAC T1
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