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NWNeZe RTARRA Y FELTHERALET,

ATw 76 [TrustPoints] Ky 77Xy UA RN, FTARNKRA Y REBIRLET,

AT w71 [Timeout Policy Configuration] £ 7 > 2 > C, HTTP ¥ A4 A7 7 s R > —ZHEA TAN L%
T ARREOHPHIL, 10 ~ 600 BT,

ATYT8 By alBWEALTUNTLETICHEINDIET 7T 4 72K (%) 2 AT LET,
BN E ORI, 180 ~ 1200 T,

ATw 79 =R EREA TAN LET, AMEOHBIL, 1 ~ 86400 VT,

RATFYTI0 FAALARZITRMAZ DO TELAEROBRIEE AN LET, ENMEOEHEIZ. 1 ~ 86400 {1
‘/Cﬂa‘o
ATYIN BHEZRFLET,

Web ~— % iE
|



Web ~— 2 23E |
B v v—i—ozE o

HTTP —/\—®DE&E (CLI)

17— 7/ Web a2 321213, 73 ANTHTTP = —%2FhZTHMERNH Y F
T, ZOY— X—[LHTTP £721X HTTPS DWW\ T NN OWTHENC TE £,

N

GE)  Apple DEEL7 7 1%, iphttpsecure-server 2~ REFET 57200 TIEBE £/ A, iphttp
server A RERET HDMLENH Y £7,

HTTP % 721X HTTPS O W HOWNTH— R — 2 AT 51201E. RO FIBICHEVFE T,

FI&
ARV FFERET7TIVa Y B
27 7 1 configure terminal U a— VR — R L E T,
f
Device# Device# configure terminal
A7 F2|ip http server HTTP % ——Z I LET, m—h
i - /b Web s8REFEREIT, HTTP ¥—/—%
AL TR MEBEL, 22— —33
Device (config) # ip http server EITWET,
AT w7 3|ip http secure-server HTTPS # N LET,
Ik AL WBFET X Web ~— V% 7k
ET 20, a7 o) 241y
Device (config) # ip http secure-server 3> URL %jﬂéﬁ; Li'@‘
(G¥)  iphttp secureserver =~ K
AN LTEZFIL, BXaT
PREDMEFIZA TN D X I
T 5I121%, —%—73 HTTP
FREERELESLAETH, B
JA v X—=U 3T HTTPS
(£¥% =27 HTTP) Bl 5
Lol LET,
RTwvF4|end REE— REETLET,
i -
Device (config) # end

B Web R—=E25F



| web R—=EBiE

INTG A =BTy TOERK (GUI)

Web

FIE

NS A—=2T vy TOER (GUI)

A7 w71 [Configuration] > [Security] > [Web Auth] DJIEIZER L E 5,
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web-auth retries 2

number 13 Web FRFEEE R D F KERIT[RIEL
T, ARNeERHIL 0~ 20 TT,

ATv74

end

1 -

F XA A (config) # end

HrME EXEC E— RIZERED £9°,

web X—2 25 i



Web X— 2 3B3E |
B webzsc—vmon—ni s+—oniE GUD

Web BEER—CHO B —H )L /NF—0DFKE (GUI)
I

AT w71 [Configuration] > [Security] > [Web Auth] DJIEIZER L 97,

AT w 72 [Webauth Parameter Map] % 7 C, /"T A —¥ ~v 7 4% 7 ) v 7 L¥7, [Edit WebAuth
Parameter] 7 «# > RUNFRINET,

AT w73 [General] ¥ 7 T, MBI — XA TEBIRLET,
* [Banner Text] Zi&R L7551, BARnTH5 3 —TF A ME AN LET,

s [File Name] Z 3R L 7235613, N —TF A N2 RET 238G TO 7 7 A VO R &R
Eb\ijqo

AT w74 [Update & Applyl 27 U v 7 LE7,

Web S25ER— RO A—A )L N\ F—DEFFE (CLI)

Web FERES—Y O 1 —A )b AN —%RET H121E, IROFIEICHENE T,

Fig
ARV RFEEETIIa Y B8

R 71 |configureterminal Ja—r ) ar7 4 ¥al—i gy
i - ET— FEBRBLET,

Device# configure terminal

27y 7 2 | parameter-map typewebauth param-map | Web 87/ 7 A — 4 2 E L E T, /3
1 - FTRA—H < a7 4 Fal—
V= R LET,

Device (config) # parameter-map type
webauth param-map

AT w 73 |banner [ file | banner-text |title] T—h L R F—EHENT LET,

fil C banner-text C (C XXV 357) | A
Device (config-params-parameter-map) # | T —I|ZERINDH T 7 A/ (2 IR0TF%
banner http C My Switch C =z ]\ 77/])/1/) o file. if:fi/*"j“—@
ZA MvERTtitle Z AJILT, AKX
DT =R AERR L £,

ATy 74 |end HebE EXEC B— NICEY 7,
B
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| web R—=EBiE

mpic s rrEgeo0nT

AU RFERETOVa Y

B8

Device (config-params-parameter-map) #
end

MR kK AEEBEEZDINVT

MU LA S BERE AT A8, VA PLARAZTAT Y REFRA LT — DV BSAL T A

YL RAary b= 2EHBLORETCEET,

MAIABT A Y L Aay bu—F LDHEO

Ty7u—RBIOF Y rm—F ([H5X) 2RI NTOERS X7 2EZTTEET,

EAR(C K D EIEMEEDFIR
o MERIC X DEHEBREEIX. 7 TA TV MR RAL v F U T ORI OR I TEET,

BIRIC L D EEMRE

FIE

XE (GUD

AT w71 [Configuration] > [Wireless] > [Wireless Global] %R L £,
AT w72 [Management Via Wireless] = v 7 7R v 7 A% 4 N2 L CTHREZ HNC L £ 9,

AT 973 [Apply] &7

BIRIC L 2 EEMEE

FIE

Vo7 LET,

%7€ (CLI)

ARV RFERFTIVaY

=)

ATy 1

configureterminal

1 -

T /3A A# configure terminal

Juaua—\)L a7 4 Xal—g
T—FzfmL£7,

ATvT2

[no] wireless mgmt-via-wireless

1 -

T /8A A (config) # wireless
mgmt-via-wireless

TAYVLRA T TAT L MERAOEHET
I A BRI LET,
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ARV RFERETIVa Y

B8

AFw73|end Ta—) a7 4 F¥al— gy
E— R&#&T L, FrbE EXEC E— R
RO E9,

AT 7 4 | show running-config | include TAYLA T F54 T MEROERT

mgmt-via-wireless

1 -

7 /3A A# show running-config | include
mgmt-via-wireless

T ADAT —H AR LET,

A—71)L Web

{51 - Web

WOBL, Web

Faall D E% TE B

sORLAEBAE DA F

SALALE £ BT 5 HiEE R LTV RS,

7 /31 A4 configure terminal

T /34 A (config) # crypto pki import cert pkcsl2 tftp://9.1.0.100/ldapserver-cert.pl2 cisco

/34 A (config) # end

FNA A4 show crypto pki trustpoints cert
Trustpoint cert:

T /31 A# show

Subject

Name:

e=rkannajr@cisco.com
cn=sthaliya-1lnx

ou=WNBU
o=Cisco

1=SanJose
st=California

c=US

Serial Number

(hex) : 00

Certificate configured.

Certificate

Status:

Issuer:
e=rkannajr@cisco.com
cn=sthaliya-1lnx

ou=WNBU
o=Cisco

crypto pki certificates cert

Available
Certificate Serial Number
Certificate Usage:

(hex) : 04
General Purpose

1=SanJose
st=California

c=US

Subject:

II Web RX—X

Name:

ldapserver

e=rkannajr@cisco.com
cn=ldapserver

ou=WNBU
o=Cisco
I E;

At A.
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5] : Web

st=California

c=US

Validity Date:

start
end

date:
date:

07:35:23 UTC Jan 31 2012
07:35:23 UTC Jan 28 2022

Associated Trustpoints: cert ldapl2

Storage:

nvram:rkannajrcisc#4.cer

CA Certificate

Status: Available
Certificate Serial Number (hex): 00
Certificate Usage: General Purpose
Issuer:
e=rkannajr@cisco.com
cn=sthaliya-1lnx
ou=WNBU
o=Cisco
1=SanJose
st=California
c=US
Subject:
e=rkannajr@cisco.com
cn=sthaliya-1lnx
ou=WNBU
o=Cisco
1=SanJose
st=California
c=US
Validity Date:
start date: 07:27:56 UTC Jan 31 2012
end date: 07:27:56 UTC Jan 28 2022

Associated Trustpoints: cert ldapl2 ldap

Storage: nvram:rkannajrcisc#0CA.cer

SRRLEEEAZE DR R

WOBNL, Web F8REREN &2 28T 5 7iE4 R L TWET,

7 /3A A4 show crypto ca certificate verb

Certificate

Status: Available
Version: 3

Certificate Serial Number

(hex) :

2A9636AC00000000858B

Certificate Usage: General Purpose

Issuer:
cn=Cisco Manufacturing CA
o=Cisco Systems
Subject:

Name: WS-C3780-6DS-S-2037064CO0ES80

Serial Number: PID:WS-C3780-6DS-S SN:FOC1534X12Q

cn=WS-C3780-6DS-5-2037064C0E80

serialNumber=PID:WS-C3780-6DS-S SN:FOC1534X12Q

CRL Distribution Points:

http://www.cisco.com/security/pki/crl/cmca.crl

Validity Date:

start date: 15:43:22 UTC Aug 21 2011
end date: 15:53:22 UTC Aug 21 2021
Subject Key Info:

Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

#l - web BiEEREORT |
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Signature Algorithm: SHAl with RSA Encryption
Fingerprint MD5: A310B856 A41565F1 1D9410B5 7284CB21
Fingerprint SHAl: 04F180F6 CAlA67AF 9D7F561A 2BB397A1 OF5EB3C9
X509v3 extensions:
X509v3 Key Usage: F0000000
Digital Signature
Non Repudiation
Key Encipherment
Data Encipherment
X509v3 Subject Key ID: BY9EEB123 5A3764B4 5E9C54A7 46E6EECA 02D283F7
X509v3 Authority Key ID: DOC52226 AB4F4660 ECAE0591 C7DCS5AD1 BO47F76C
Authority Info Access:
Associated Trustpoints: CISCO_IDEVID_ SUDI
Key Label: CISCO_IDEVID SUDI

Bl : T4 O WebBEEO T A > R—IMEIR

WOBNX, T 7V D Web JBikta 7' A o R—=TZ RIS 5 HiEa R L TCWET,

7 /31 A4 configure terminal

T /3A A (config) # parameter-map type webauth test

This operation will permanently convert all relevant authentication commands to their
CPL control-policy equivalents. As this conversion is irreversible and will

disable the conversion CLI 'authentication display [legacyl|new-style]', you are strongly
advised to back up your current configuration before proceeding.
Do you wish to continue? [yes]: yes

/34 A (config) # wlan wlan50

/34 A (config-wlan)# shutdown

7 /3A A (config-wlan) # security web-auth authentication-list test
T /31 A (config-wlan) # security web-auth parameter-map test

/34 A (config-wlan) # no shutdown

T /3A A (config-wlan)# end

7 /3A A# show running-config | section wlan50
wlan wlan50 50 wlan50
security wpa akm cckm
security wpa wpal
security wpa wpal ciphers aes
security wpa wpal ciphers tkip
security web-auth authentication-list test
security web-auth parameter-map test
session-timeout 1800
no shutdown

7 /3A A4 show running-config | section parameter-map type webauth test
parameter-map type webauth test
type webauth

51 : IPv8 5} E8 Web H—/N\—TODHRAIA XENi-Web EEfA S5 4
v R—IUMFER

OB, IPva S5 Web — "= B H A X <A XAE T2 Web iRGEa 7 A o _X— T B8R 3
HHEEZRLTWET,
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7 /34 24 configure terminal

T /31 A (config) # parameter-map type webauth global

T /34 A (config-params-parameter-map) # virtual-ip ipv4 1.1.1.1

T /34 A (config-params-parameter-map) # parameter-map type webauth test
T /3A A (config-params-parameter-map) # type webauth

T /3A A (config-params-parameter-map) # redirect for-login http://9.1.0.100/login.html
T /31 A (config-params-parameter-map) # redirect portal ipv4 9.1.0.100
T /34 A (config-params-parameter-map) # end

7 /3 A4 show running-config | section parameter-map

parameter-map type webauth global

virtual-ip ipv4 1.1.1.1

parameter-map type webauth test

type webauth

redirect for-login http://9.1.0.100/login.html

redirect portal ipv4 9.1.0.100

security web-auth parameter-map rasagna-auth-map

security web-auth parameter-map test

5 : IPv6 4} EF Web H—/N\—TODHRBZITA XENT-Web REEO 5 A
2 R—TMER

OB, IPv6 SM58 Web h— =B A X < A4 AE T2 Web iRk 7' A o =T B8R
5 EERLTCVET,

/31 A4 configure terminal

T /34 A (config) # parameter-map type webauth global

T /31 A (config-params-parameter-map) # virtual-ip ipvé 1:1:1::1

T /31 A (config-params-parameter-map) # parameter-map type webauth test

T /3A A (config-params-parameter-map) # type webauth

7 /34 A (config-params-parameter-map) # redirect for-login http://9:1:1::100/login.html
?y§4ﬁx(config—params—parameter—map)# redirect portal ipvé 9:1:1::100

T /3A A (config-params-parameter-map) # end

7 /3A A4 show running-config | section parameter-map
parameter-map type webauth global

virtual-ip ipv6 1:1:1::1

parameter-map type webauth test

type webauth

redirect for-login http://9:1:1::100/login.html
redirect portal ipv6 9:1:1::100

security web-auth parameter-map rasagna-auth-map
security web-auth parameter-map test

Bl :WIANZEDRTA U R=D AT VERBR—Y B&vad
TORR=DDEIYET

WOFNEL, WLAN 2t oua /A4 88T, nr (Rl BXn 77y v =T %%
YCHFHEEZRLTHET,
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7 /34 24 configure terminal
T /31 A (config) # parameter-map type webauth test

Web ~— 2 23E |

T /3A A (config-params-parameter-map) # custom-page login device flash:loginsantosh.html

T /3A{ A (config-params-parameter-map) # custom-page login expired device
flash:loginexpire.html

7 /3A A (config-params-parameter-map) # custom-page failure device flash:loginfail.html

7 /3A A (config-params-parameter-map) # custom-page success device flash:loginsucess.html

7 /34 A (config-params-parameter-map) # end

7 /3A A4 show running-config | section parameter-map type webauth test
parameter-map type webauth test

type webauth

redirect for-login http://9.1.0.100/login.html

redirect portal ipv4 9.1.0.100

custom-page login device flash:loginsantosh.html

custom-page success device flash:loginsucess.html

custom-page failure device flash:loginfail.html

custom-page login expired device flash:loginexpire.html

5l - SERIFEEE ACL DEXTE

WROFIE, FaTRAE ACL 2% ET 5 HiEE R L TWET,

7 /31 A4 configure terminal

T34 A (config) # wlan ££f

T /31 A (config-wlan) # shutdown

T /3A A (config-wlan)# ip access-group web preauthrule
7 /3A A (config-wlan)# no shutdown
?U§4'X(config—wlan)# end

5 /3 Z# show wlan name fff

3l : Webpassthrough D%

W OHL, Webpassthrough % 7% E 9 2 FiEE R L TWET,

7 /34 24 configure terminal

7 /34 A (config) # parameter-map type webauth webparalocal
7 /34 A (config-params-parameter-map) # type consent

T /3A A (config-params-parameter-map) # end

7 /3A A4 show running-config | section parameter-map type webauth test
parameter-map type webauth test

type webauth

redirect for-login http://9.1.0.100/login.html

redirect portal ipv4 9.1.0.100

Web BEE% 14 TDOHEDR

Web BREX A T HMERT HI12IE, kDo~ REEITLET,

Device# show parameter-map type webauth all
Type Name

B Web R—=E25F
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Global global

Named webauth

Named ext

Named redirect

Named abc

Named glbal

Named ewa-2

wlc-tunga#sh parameter-map type webauth global
Parameter Map Name : global
Banner:

Text : CisCo

Type : webauth

Auth-proxy Init State time : 120 sec
Webauth max-http connection : 100
Webauth logout-window : Enabled
Webauth success-window : Enabled
Consent Email : Disabled
Sleeping-Client : Enabled
Sleeping-Client timeout : 60 min
Virtual-ipv4 : 1.1.1.1
Virtual-ipv4 hostname :

Webauth intercept https : Disabled
Webauth Captive Bypass : Disabled
Webauth bypass intercept ACL :
Trustpoint name :

HTTP Port : 80

Watch-list:

Enabled : no

Webauth login-auth-bypass:

Device# show parameter-map type webauth name global
Parameter Map Name : global

Type : webauth

Auth-proxy Init State time : 120 sec

Webauth max-http connection : 100

Webauth logout-window : Enabled

Webauth success-window : Enabled

Consent Email : Disabled

Sleeping-Client : Disabled

Webauth login-auth-bypass:

web 2t 1 70wz |

Web X— X £33 .



B wev s« Jom:
Web ~— 2 23E |

. Web X— X 323



	Web ベース認証
	認証の概要
	デバイスのロール
	認証プロセス
	ローカル Web 認証バナー
	カスタマイズされたローカル Web 認証
	ガイドライン
	成功ログインに対するリダイレクト URL の注意事項


	ローカル Web 認証の設定方法
	デフォルトのローカル Web 認証の設定
	AAA 認証の設定（GUI）
	AAA 認証の設定（CLI）
	HTTP/HTTPS サーバーの設定（GUI）
	HTTP サーバーの設定（CLI）
	パラメータマップの作成（GUI）
	Web 認証要求の最大再試行回数の設定
	Web 認証ページ内のローカル バナーの設定（GUI）
	Web 認証ページ内のローカル バナーの設定（CLI）

	無線による管理機能について
	無線による管理機能の設定（GUI）
	無線による管理機能の設定（CLI）

	ローカル Web 認証の設定例
	例：Web 認証証明書の入手
	例：Web 認証証明書の表示
	例：デフォルトの Web 認証ログイン ページの選択
	例：IPv4 外部 Web サーバーでのカスタマイズされた Web 認証ログイン ページの選択
	例：IPv6 外部 Web サーバーでのカスタマイズされた Web 認証ログイン ページの選択
	例：WLAN ごとのログイン ページ、ログイン失敗ページ、およびログアウト ページの割り当て
	例：事前認証 ACL の設定
	例：Webpassthrough の設定
	Web 認証タイプの確認



