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parameter-map-name +.
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Device (config)# parameter-map type
regex dns_wl
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Device# configure terminal
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i - ~ v T EERLET,

Device (config) # parameter-map type
umbrella global

R T 7 3 | token token-value Umbrella h—727 VZRELET,
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Device (config-profile) # token
[59.0.:0:0.0.0:0.0.(6):0.0.0.0.0.0.0:9.0.0.0.0.0.0.4.0.0.0.(6.9.0.0.0.0.0.0 |
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Device (config-profile) # local-domain
dns_wl

ATy TH

resolver {1Pv4XXXX|IPv6X:X:X:X:: X}
1 -

Device (config-profile) # resolver IPv6
10:1:1:1::10
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configureterminal
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Device# configure terminal

Ja—)L a7 4 Falb—g
£ F%%ﬁﬁébi—g«o

ATy T2

parameter-map type umbrella global
1 -

Device (config) # parameter-map type
umbrella global

Umbrella 7 0 — %)L )XT A —H <o
FERR L F9,

ATvT3

[no] dnscrypt
1 -

DNScrypt # B2 E 71Xz LET,
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Device (config-profile) # no dnscrypt

7 7 4/ K TlX, DNScrypt & 7> 3 >

TSEAGH

ATvT4

end

1

Device (config-profile) # end
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Device# configure terminal
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ATvT2

parameter-map type umbrella global
1 -

Device (config)# parameter-map type
umbrella global
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ZERR L £,

ATvT3

udp-timeout timeout_value

1

Device (config-profile) # udp-timeout 2

UDP kv arDEA LT 7 MEEZE

ELET,
timeout_value D#IPHIL 1 ~ 30 BT,

GE¥)  public-key 3 X O resolver /X7
A= T F T a0l
X, 7740 MEDHEIRIC
ANTESNET, LEenoT,

EEFLHMLETDHY TH A,

ATvT4

end
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Device (config-profile) # end
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[Policy Profile Name] &2~ U v~ L ¥, [Edit Policy Profile] 7 1 > RUMFERINET,
[Advanced] # 7 &N L £,

[Umbrella] 3% E T, [Umbrella Parameter Map] K12 > 7*Z 7 U XA RNHRT A —F <o T &R
RUET,

[Flex DHCP Option for DNS] %5 & UF [DNS Traffic Redirect] N Z7/ViR & > G E I B L E
T
[Update & Apply to Device] 7 U v 27 LET,

WLAN TD/NS A —43 Ty TRADETE

FIR
ARV KRFERRETI V3 Y B#Y

AT w 71 | configureterminal JTa— ) a7 4 X2 lb—3a
Bl T R LET,
Device# configure terminal

v 72 |wireless profile policy profile-name WLAN OR Y v— 7a 7 7 A V& VERK
15“ : Li‘g—o
Device (config) # wireless profile policy| profile-name IRy — 77410
default-policy-profile jfﬁ1j77’/rlbﬁé7f7f

R T 73| umbrella-param-map umbrella-name WLAN ® Umbrella OpenDNS #6E % 3% iE
i LETS

Device (config-wireless-policy) #
umbrella-param-map global

ATy 74| end it EXEC E— RICREY £9, 7z,
i - CultZ ¥—%Z#LTH, /r—rUL 2
Device (config-wireless-policy)# end 74 Falb—vart— ]\%ﬁé{?‘(

EET,

Cisco Umbrella % E D &R

Umbrella 3% E Dt 2 FKord 51213, koa~<w> REfHLET,

Device# show umbrella config
Umbrella Configuration

Token: S5XXXXXXABXXXXXEFXXXXXXXXXDXXXXXXXXXXXABXX
API-KEY: NONE

OrganizationID: XXXXXXX

Local Domain Regex parameter-map name: dns_bypass
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DNSCrypt: Not enabled
Public-key: NONE

UDP Timeout: 5 seconds
Resolver address:

1. 10.1.1.1

2. 5.5.5.5

3. XXXX:120:50::50

4. XXXX:120:30::30

Umbrella DNSCrypt Dafffl &2 &K~ T 2121E, RO a~ 2 REEHLET,

Device# show umbrella dnscrypt
DNSCrypt: Enabled
Public-key:
B111:XXXX:XXXX:XXXX:3E2B:XXXX: XXXX :XXXE : XXX3:3XXX: DXXX : XXXX : BXXX : XXXB : XXXX: FXXX
Certificate Update Status: In Progress

Umbrella 72— 3L RF X=X < o T OFMEFRTRT DT, koa<wr ReEMHALET,

Device# show parameter-map type umbrella global

EREHNT A= <y TOFHMEFRRTH12E, RO~ REEHLET,

Device# show parameter-map type regex <parameter-map-name>

AP @ Umbrella DFEMAZ R R T 5I120%., koo~ FEFEHALET,

AP#show client opendns summary
Server-IP role

208.67.220.220 Primary
208.67.222.222 Secondary

Server-IP role
2620:119:53::53 Primary
2620:119:35::35 Secondary

Wlan Id DHCP OpenDNS Override Force Mode
0 true false
1 false false

15 false false
Profile-name Profile-id
vi-1 010a29b176b34108
global 010a57b£f502c85d4
vj-2 010ae385cebcl256
AP0010.10A7.1000#

Client to profile command
AP#show client opendns address 50:3e:aa:ce:50:17
Client-mac Profile-name

50:3E:AA:CE:50:17 vj-1
AP0010.10A7.10004
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