2M T4 TATFALAYH

e FAT 4T T T AV TIZONT (18=Y)

« 7T A~y 7 OEK (GUD)  (2—)

« 7 A~y 7 OER (CLD) (2 =)

e —t R T U7 L— FOER (GUD)  (52—2)

e —t R T L— FOERL (CLD) (5 —2)

c NT A=K < TOMERM (6 °—)

« RY v— vy FOEK (GUD (7TX—)

e RV — vy 7O (CLD  (7~—2)

e — NN E— R TORAT 47 TurdZr AV 7OHRE (10 2—)
s X AT 4T T T 7 AINVEREOMHR (10 2—)

2 A T4 TJAT7AL Y 2T[2DUNT

HTTP & DHCPIZESWTT RS AT a7 7 AV L, Xy NT—7 LD RT3 1 A %%
BITExET, TAAR—ZADORY) —%FHELT, v NUV—27 ECa—¥F—FEZ7 31
2R —LicEATEET,
R —ZERTIHIE. ERXAATAALZADTa T A VT e, TaTdr7 AL LTIET /N A
DRFED VLAN ~DIEARA R —F 4 7 BAREIZR Y £9°, £7-. ACL & QoS #E|V 24T
720, By var AL LT U RERELIZY TEET,
RY =X 2008 R0 R R—% 0 FELTRETEET,
s Xy NT—J IR L TWD I T4 T MZEFDY—EAT L —hELTHRY —
BHEAERL, N —HEELZEHT D,

c RY =D FEHEDTEH,

G¥)

AT AT T T 7 A NVOFRECELRNC, HITP Vw7 7 A U7 L DHCP 7 r 7 7 AV
TIREICI2oTND Z EEMERL T ZEW,
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B /5x~v70%m @

FIAT 4T T Ty AV T ERETDHITE, ROWTNPLOFINEEZEH L E9,
e —bE R FrFL— NEEKRT S
o 7T A < TOVERK

A\

B Y—r 2T —NMNI 7TR Ty T ELITRT
A—H = TONTNLEFEH L CEATE £,

e RFGA—H = TFEER L, P—ERA T TFL— 2T A—% < FIZEHENMNT S
e R v— = v T OIERK

1 77A~y7%2ERTIHE 779 A v 72K — < v FAIBEERNT T,
Y—ER T TV — b T TR~y FICBEEATET,

2. NIRA—H 2o T EHRATIE  RTA—H v T ER) — < v BN
FET,

ARV =y T ERY) =TTy A VZEEMT £ T,

S5 R ITyTDER (GUI)

AT w71 [Configuration] > [Services] >[QoS] # 7 V v 7 L¥7,

AT 72 [Qos—Policy] HHIK T, [Add]Z 2V v 7 LTH LW QoS A Y v —%AET 57, T 24 Y
=7 Uy LET,

AT w73 [Add Class Map] ZiBIN L. FEfaE A LET,

ATv T4 [Savel 27V v 7 LET,

AT w75 [Update and Apply to Device] #7 U v 7 L £,

23Ry TOER (CLD
)

GE) CLIWCEDZ FASy TOREICIE. GULEY L EZL DA T arRNH0 ., SEMICRETE X
-éAO
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FIE

s5z2<vIotm o [

ARV RFERRTI Y

E[:)

ATy T

configureterminal

&1

Device# configure terminal

Ja—xX) a7 4 FXal—rg
T— F&EHEBLET,

ATy T2

class-map type control subscriber
match-any class-map-name

1 -

Device (config) # class-map type control
subscriber match-any cls user

TIAR T DEAT EL4RIEREL
F7,

ATvT3

match username username

1

Device (config-filter-control-classmap) #
match username ciscoise

7A@t T VA ERELRIRE
Liﬁo

class-map type control subscriber
match-any class-map-name

1

Device (config) # class-map type control
subscriber match-any cls_userrole

TITAR T DEAT EZHERE L
\ij_o

ATvTH

match user-role = —4%— o —)L

1 -

Device (config-filter-control-classmap) #
match user-role engineer

oAy TR T N F AL IEE
LE9,

ATvT6

class-map type control subscriber
match-any class-map-name

51

Device (config) # class-map type control]
subscriber match-any cls_oui

TITAR T DEAT ELHERE L
i‘a‘o

ATy T17

match oui oui-address

1

Device (config-filter-control-classmap) #
match oui 48.£8.b3

JTA< T BET 4 VA UL FRE
LET,

ATvT8

classs-map type control subscriber
match-any class-map-name

1 -

Device (config) # class-map type control
subscriber match-any cls mac

TITASTDIAT EL4RIEZRTE L
e
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ARV FFEREETIVa Yy

S

ATvT9

match mac-address mac-address

1 -
Device (config-filter-control-classmap) #
match mac-address 0040.96b9.4a0d

oAy TR T NV F LR E
LE9,

ATy 710

class-map type control subscriber
match-any class-map-name

1 -

Device (config) # class-map type control
subscriber match-any cls devtype

TITARTDIAT ELRTERTEL
3

ATvIN

match device-type device-type

51

Device (config-filter-control-classmap) #
match device-type windows

A=y Tl T VAR IRE
L/i—g—o

ATvT12

match join-time-of-day start-time end-time

1 -

Device (config-filter-control-classmap) #
match join-time-of-day 10:30 12:30

RO —HZ2fHE L £,

ZITHEDORZR LD DIE., BN
HTT, IR, —B T 4V HINF
BT 11:00 7> 5278 2:00 IZRE STV
HE . T 10:59 (28 L= T A
AlX, 7 VT U X VO BASBFRT
1:00LAETHh-> T & RS E
A,

ZIT, BEBIIROLIICERESN
iTO

start-time & end-time 1% 24 FfEIE T
BELET,

PRE MR 511X, show classmap

typecontrol subscriber name name =+
Y REMHALET,

G¥) Zoawr REFEHATBHIZ
. A A AF—1"—F 14 K
Mz T D MLERH D £,
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#—ez7o7L—rofes Gun [

H—EX T TL— MDOER (GUI)

FIE

AT w71 [Configuration] > [Security] > [Local Policy] 3% L 9,
AT 72 [Local Policy] ~<—® [Service Template] ¥ 7 C, [ADD] %7 U v 7 L%,
AT w73 [Create Service Template] 7 4 > K7 T, IRO/NNT A —=HE AL FET,

» [Service Template Name] : 7> 7' L— F DA I Z AT LET,
*[VLANID] : 7> 7L — h® VLANID Z# A ) L £, A7 1 ~ 4094 TF,

* [Session Timeout (secs)] : 7> 7L — hDX A A7 7 M ZRE L E T, ARhe&MHIT 1
~ 65535 T,

* [Access Control List] : K2 w7 X7 U R MNET 72 AHIEY A MESIRL ET,
* [IngressQOS] : Ky 7FH T URANNEZ T4 7 FOAIIQoSHY v —%BIR L £7
* [EgressQOS] : Rry T X 7L YA RNNL T T4 T NOHIIQoS A v —a @R L £

AT 74 [Save & Apply to Device] 7 U v 7 L7,

H—EXTFoTL— FDOYER (CLI)

FIE
ARV RFERFTIVaY =)

R 71 |configureterminal sa—\)aryz 4 Fal—rar
51 T— FEHBLET,

Device# configure terminal

R w 72 |servicetemplate service-template-name |4 —v 2 S L—F ar 7 X

1 L—Yay B— NefdELET,
Device (config) # service-template svcl

R 7 3 | access-group access-list-name WHTAT AU R NEEELET,
I

Device (config-service-template) #
access-group acl-auto
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ARV RFERETIVa Y

B8

ATvT4

vlan vian-id

1

Device (config-service-template) # vlan
10

VLANID Zf8€ L £9, A&
1 ~ 4094 T,

ATvTh

absolute-timer timer

1

Device (config-service-template) #
absolute-timer 1000

Y—br2 T L— DBy g #
A LT U MEZRELET, BRh/eHH
X1~ 65535 T3,

ATvT6

service-policy qosinput qos-policy

1

Device (config-service-template) #
service-policy gos input in gos

7747 FDATI QoS R v —%& %
L’:.E_’[/i—é—o

ATy T17

service-policy qos output gos-policy

1 -

Device (config-service-template) #
service-policy gos output out gos

7747 NOHETI QoS RY v—EFK
Eb\i—g—o

INSGA—H Ty TOER

FIE

AU RFEERETIVa Y

=)

&

configureterminal

1 -

Device# configure terminal

Ja—NLEREE— RERBLET,

ATv T2

parameter-map type subscriber
attribute-to-service parameter-map-name

1

Device (config) # parameter-map type
subscriber attribute-to-service param

RGA—R = TDEA T L L4TFTIEIE
ELET,

ATvT3

map-indexmap device-type eqfilter-name
{5

Device (config-parameter-map-filter) #
1 map device-type eq "windows"
mac-address eq 3c77.e602.2£91 username

eq "cisco"

INFGA—F <2y TRET 4 NV F R
BELET, ZZIRIHITCIE. o
TANEBMERA SR TWET,
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Ry —<

AT T1
ATvT2
ATvT3
ATv74
ATvTH

ATy T6
ATy 17

R)o—<

xuv—<vIons cu ]

aAvY REREFETIVa Y B8

2T v 7 4 | mepindesa vicetemplatesaniceterplatename | - — 2 5L L— | & Z OB SEIERL
precedence precedence-num ZIRELET,
1 -

Device (config-parameter-map-filter-submode) #
1 service-template svcl precedence
150

v JOYERL (GUI)

[Configuration] > [Security] > [Local Policy] > [Policy Map] % 7 % &R L £,
[Policy Map Name] 7F A2 b 7 ¢ —/L RIZ, RV — vy TOA4RTEATILET,
[Ad] %7 U 7 LET,

[Service Template] K2 v 77X 7 U A ML —ERX 7T o7 L — hEERLET,

WDIRTA—=FTlX, Ry T ZTO Y RZARNNSTANEIDEA THER L, VB — S
EATILET,

* Device Type

e 2—HP— 1 —)L
C 4

+ OUI

* MAC 7 RL X

[Add Criteria] #7 U » 7 L&,
[Update & Apply to Device] #7 U > 7 LE7,

v TDER (CLI)
188 BRI

RV ==y TPERIFNRNTA—F <o TEHIRTDHAIE, FFICH—7 > " BHIRT S
N WLAN 7’0757 A V& Yy N X0 T80, By va ZHIRTHOLERH Y 77,
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ARV RFERRTI Y

E[:)

ATy T

configureterminal

&1

Device# configure terminal

Ja—n) a7 4 FXal—rg v
T— F&EBHBLET,

ATy T2

policy-map type control subscriber
policy-map-name

1 -

Device (config) # policy-map type
control subscriber polmap5

RIS —~v T XA THREELET,

ATvT3

event identity-update match-all

1

Device (config-event-control-policymap) #
event identity-update match-all

R —~ v L C—EIEHEA R
/\’:._E‘Li—dAO

ATv74

WIRT LI, 79 A~y TEIT
NRIRA—=R =y TONTNNEEHL
TH—bRAF o FL— A TEE
—a—O

» class-num class class-map-name
do-until-failure

- action-index activate service-template
service-template-name

« action-index map attribute-to-service
table parameter-map-name

1 -

KOFNE, —ERFLoTL—  NeE
ey T A~y T EMATHFEERL
TWEJ,

Device (config-class-control-policymap) #
10 class cls mac do-until-failure
Device (config-action-control-policymap) #
10 activate service-template svcl

1 -
WO, RTA =2~y TS
HHEERLTWET (T A—X
~ w7 [param] OVEREEHIY—E A
Ty b— R TCIEEM T ST
WEY)

Device (config-action-control-policymap) #1
map attribute-to-service table paral

a—Aan7azdyA V7 RKY—0
JIANTy T/EEHREL, TV A
YOFEITHEERET D, —ER
TS V—NET 7T 4 TALT B
identity-update JE& % B @ ET > 7
L—hZwy b7 LET,
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RYS— <y TOHER (CL)

ARV FFEREETIVa Yy

E:)

ATy TH

end

1 -

Device (config-action-control-policymap) #
end

a7 4 X2l —varT—REKT
LET,

ATvT6

configure terminal

1 :

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATy T17

wireless profile policy
wlan-policy-profile-name

51

Device (config)# wireless profile
policy wlan-policy-profilename

DAY LVAR) =T a7 7 )L E&
/\’:.E_‘Liﬁ_o

EE MAfTETIA YL AT T 7
ANKRY)—TRAT 47
Ta7y AT D AAA
F—N—T A RERE LN
TS, XA T 4771
T AV AAARY
— X0 HARVMESEIER T
AZINET, AAA F— /13—
TA RBEMNZ /2> T DY
B AAATRY 3 —THRA T 4
7T Iu 7y AN R =0
F—=N"—=F 4 RENET,

ATvT8

description profile-policy-description

51

Device (config-wireless-policy) #
description "default policy profile"

RY =T a7y AVOBHZBMNL
E

ATvT9

dhcp-tlv-caching
1

Device (config-wireless-policy) #
dhcp-tlv-caching

WLAN T DHCPTLV ¥ v ¥ v 7 %
RELET.

ATy 710

http-tlv-caching
i -

Device (config-wireless-policy) #
http-tlv-caching

WLAN T2 7 A 7 > bk HTTP TLV
Frov T ERELET,

ATvINn

subscriber-policy-name policy-name

&1

Device (config-wireless-policy) #
subscriber-policy—-name polmapb

YT AT TANRY =% ELE
TO
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AT RERIFTIa Y E]:p]
T v 712 |vlanvian-id VLAN 4 F£7-13Z VLANID 3% E L F
B - R

Device (config-wireless-policy)# vlan
1

X w713 |noshutdown S A RTE L
5 -

Device (config-wireless-policy)# no
shutdown

O—AILE—KRTORA T4 TAIT7A4) T DETE

O—HNVE— R CHXAT AT T 774V T ERET DI, AU —~ v 7TOMER (CLID
(7=2) CTHHASNTWAFIBIZES LERHD FT, R —T a7 7 A TiL, *
AT 4TI T 74V TRBRET DL, LFOFEOFHAIHEN, FRAL v T T 2R

INET HMERH Y £,
FIE
ARV RFERIETY Va3 BHY
R 71 |central switching HIRAL v F U T H G LET,
f
Device (config-wireless-policy) # central
switching

2 A T4 JAT7AILEKRTFDIESR

FAT 4T T T 7 AINVREEMERTHITIE, KD show 2~ REHFEHLET,

Device# show wireless client device summary

Active classified device summary
MAC Address Device-type User-role
Protocol-map

1491.82b8.£94b Microsoft-Workstation sales
9

1491.82bc.2£d5 Windows7-Workstation sales
41

Device# show wireless client device cache
Cached classified device info

MAC Address Device-type User-role
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Protocol-map

2477.031b.aals Microsoft-Workstation
9
30a8.db3b.a753 Un-Classified Device
9
4400.1011.e8b5 Un-Classified Device
9
980c.a569.7dd0 Un-Classified Device
Device# show wireless client mac-address 4c34.8845.e32c detail | s
Session Manager:
Interface
IIF ID : 0x90000002
Device Type : Microsoft-Workstation
Protocol Map : 0x000009
Authorized : TRUE
Session timeout : 1800
Common Session ID: 78380209000000174BF2B5B9
Acct Session ID : O

Auth Method Status List
Method : MAB
SM State : TERMINATE
Authen Status : Success
Local Polices:
Service Template : wlan svc C414.3CCA.0A51 (priority 254)
Absolute-Timer : 1800
Server Polices:
Resultant Policies:

Filter-ID : acl-auto
Input QOS : in gos
Output QOS ¢ out_qgos
Idle timeout : 60 sec
VLAN : 10
Absolute-Timer : 1000

JITARYTHZDY TA <y TOFEMEMGET DX, RO show 2~ REMFHLET,

Device# show class-map type control subscriber name test

Class-map Action Exec Hit Miss Comp
match-any test match day Monday 0 0 0 0
match-any test match join-time-of-day 8:00 18:00 0 0 0 0
Key:

"Exec" - The number of times this line was executed

"Hit" - The number of times this line evaluated to TRUE

"Miss" - The number of times this line evaluated to FALSE

"Comp" - The number of times this line completed the execution of its

condition without a need to continue on to the end
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