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iPSK + MAB CWA EUN

iPSK LWA FERfIE
MAB O = 7 — + PSK LWA RN
MAB ®T.7 — + PSK CWA RN

16.10.1 A& TlZ. WLAN @ 802.1X 3R7E CT. WPA F7-1% WPA2 R E & 7 L 7= Web #R3FR T
NP R— b ENFET,

ZOKREIX, RO AP E— FHHAR—hLTVET,
* Local

 FlexConnect

cT7 T Vv

~ DERERELDERTE

802.1X £ & U'A— A )L Web F2EEFA D WLAN DE%E (GUI)

ATy I
ATvT2
ATv73
ATvTAa
ATvT5
ATvT6
ATvT1
ATvT8
ATv79
ATv710

ATvIN

FIE

[Configuration] > [Tags & Profiles] > [WLANS] & 3R L £,

FRIHLT WLAN D U A R #4872 WLAN 28R L 77,

[Security] > [Layer2] ¥ 7 & #&IR L £ 7,

[Layer 2 Security Mode] K2 v 7% 7 U X ipbtEXx a7 4 FREZBRIRL 7,

[Auth Key Mgmt] T, [802.1x] F = v /7Ry I AEA 12 LET,

[MAC Filtering] &= v 7 Ry 7 A% A2 LT, #iEZADCLET,

MAC 7 4 V2 U > T aGN LIIRET, [Authorization List] K2 v 7*Z 7 U A hinvib 4
varEERLET,

[Security] > [Layer3] # 7 & #IR L £ 7,

[Web Policy] = 7 R v 7 A% AL T, WebiiER ) v —2A8z LET,

[Web Auth Parameter Map] 33 &2 OF [Authentication List] K2 v 7 Z 7 U X kvt A7 a v
EIRL £ 7,

[Update & Apply to Device] 7 U v 7 LE7,
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configureterminal

1

Device# configure terminal

Jua—) a7 4 Xab—g v
E—RFZBRBLET,

ATvT2

wlan profile-name wlan-id SSD_Name

1 -

Device (config) # wlan wlan-test 3
ssid-test

WLAN 2> 7 4 X2l —v g U7
T— FERHEKBELET,

« profile-name : FE LTV 5
WLAN O ~7' a7 7 A V4,

ewlan-id : V4 YL ALANDID, #i
PHIL 1 ~ 512 T,

* SSID_Name : fic K 32 LT D J 405"
1572 % SSID,
GE) T TliczoavwrRaREL
TWHEHEIEL, wlan
profile-name 2~ > R& AL
ESr RN

ATvT3

security dot1x authentication-list
auth-list-name
1 -

Device (config-wlan) # security dotlx
authentication-list default

dotlx Ex =2 U7 A HDOEx 2V 7 438
FEY R P EANCLET,

ZOREF., TRTDO dotlx BEF 2 U
7 4 WLAN CTHELELL TW\WET,

ATvT4

security web-auth

1

Device (config-wlan) # security web-auth

Web @ik 2 AZhC LET,

ATy Th

security web-auth authentication-list
authenticate-list-name
1 -

Device (config-wlan) # security web-auth
authentication-list default

dotlx EX = V7 4 HHOFRGEY X b & H
Mz LET,

ATvT6

security web-auth parameter-map

NRIRA—H =T 7 LET,

parameter-map-name
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AU RFERET7TIV3 Y B#

i )  RIRAXA—=F~< v THRWLANIZ

Device (config-wlan) # security web-auth IS I STV WS

parameter-map WLAN1 MAP 3. Ta—)LRF5 A —X&
~ v TORE E RS E
j‘o

R T 77| noshutdown WLAN % A X —7 /LI L E£7,
fi
Device (config-wlan) # no shutdown

1

wlan wlan-test 3 ssid-test
security dotlx authentication-list default
security web-auth
security web-auth authentication-list default
security web-auth parameter-map WLAN1 MAP
no shutdown

EEIHEEBEF— (PSK) KXU'O—7h)L Web FZEZEEFAD WLAN D% 7E
(GUD)

FIE

AT w1 [Configuration] > [Tags& Profiles] > [WLANs] &R L £,

ATvFT2  WE7 WLAN 8RR L E7,

AT w73 [Security] > [Layer2] ¥ 7 Z iR L £9°,

ATw 74 [Layer2 Security Mode] K v 77X 7 URA b Xa T 0 FRARINLET,
ATy S5 [AuthKey Mgmt] T, [802.1x] F= v 7Ry 7 A4 7IZLET,

ATvT6 [PSK]F=v IRy AF NI LET,

AT wF1 [Pre-Shared Key] # AJJ L. [PSK Format] K2 v 7% 7 U A2 )i PSK 7 4 —~ v b &R
L. [PSKType] Ry 7 & U R )i PSK # A 7 &&ER L ET,

AT w8  [Security] > [Layer3] ¥ 7 Z iR L £9°,
ATw 79  [WebPolicy] = 7Ry 7 A%A LT, WebBilbAR V) > —2HhZLET,

AT 710 [Web Auth Parameter Map] K22 v 7% 7> U A k5 [Web Auth Parameter Map] % 3R L |
[Authentication List] K2 > 7# 7 U 2 RWHERGEEY A M & 3IRL £,

AT v 7N [Update & Apply to Device] =7 U v 7 L7,
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ERIEEF— (PSK)

FIE

EHrET— (PSK) s&UO—nL Web ZEEAO WIAN 0z [

5&LUA—A)L Web

R A WLAN @

=JL =

ax &

ARV RFERETIVa Y

E:)

&

configureterminal

1

Device# configure terminal

Jua—) a7 4 Xab—g v
E—RFZBRBLET,

ATvT2

wlan profile-name wlan-id SSD_Name

1 -

Device (config) # wlan wlan-test 3
ssid-test

WLAN 2> 7 4 X2l —v g U7
T— FERHEKBELET,

« profile-name : % &9 % WLAN O~
07y AN TT,

ewan-id: VA4 ¥ L XLAN ® ID T
I, #PHIZ 1~ 512 T,

+ SSD_Name : firk 32 CF OIS T
M7 % SSID TY,
GE¥) JTTIZoa~vr REHREL
TWA AT, wlan
profilename =< > K& AJJL
e

ATvT3

security wpa psk set-key ascii/hex key
password
1 -

Device (config-wlan) # security wpa psk
set-key ascii 0 PASSWORD

PSK £ —%2HRTELE T,

ATy T4

no security wpa akm dot1x

1

Device (config-wlan) # no security wpa
akm dotlx

dotlx (2% T D EF=U T 4D AKM %
FA4E—T NI LET,

ATy TH

security wpa akm psk
1 -

Device (config-wlan) # security wpa akm|
psk

PSK ¥R — h &R ELET,

ATvT6

security web-auth

1

Device (config-wlan) # security web-auth

WLAN @ Web iBFEE BN L ET,
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B sk Erizipsk (D BaTHAR—) 5k U5 Web BEEFAD WLAN O (GUI)

ARV RFEREET7TOVa Y BHY

R 77 | security web-auth authentication-list dotlx ¥ = UF 4 HHOFBIEY 2 M &4
authenticate-list-name CLET,
fil

Device (config-wlan) # security web-auth
authentication-list webauth

R w 7 8 | security web-auth parameter-map NI A—=H v T HERELET,
parameter-map-name o
G INT A —=HF < v TN WLANIZ

Bl - BRI DTV S

(config-wlan) # security web-auth X, T a—r3L RXT X—H

parameter-map WLAN1 MAP -y FPOBEL RS E
R

1

wlan wlan-test 3 ssid-test
security wpa psk set-key ascii 0 PASSWORD
no security wpa akm dotlx
security wpa akm psk
security web-auth
security web-auth authentication-list webauth
security web-auth parameter-map WLAN1 MAP

PSK E7=IXiPSK (ID FRIHAF—) H LUV HR Web FZEEHD WLAN
MDEEE (GUI)

FIE

AFw 71 [Configuration] > [Tags& Profiles] > [WLANSs] Z &R L £,

ATvT2 WEZ WLAN Z3ER L £,

AT w73 [Security] > [Layer2] ¥ 7 Z iR L £9°,

AT 74 [Layer2 Security Mode] K v 77X 7 URA b Xa T 4 FRAERINLET,

AFwv 75 [AuthKey Mgmt] T, [802.1x] F= v 7Ry 7 A& 4 7IZLET,

ATvT6 [PSK]F=v IRy AL N LET,

AT wF1 [Pre-Shared Key] # AJJ L. [PSK Format] K2 v 7 X7 U A2 )i PSK 7 4 —~ v b &R
L. [PSKType] Ru v 7 H U R )6 PSK # A 7 HBERL ET,

ATw 78 [MACFiltering] 7= v 7 Ry 7 A% A4 LT, HEEZHNCLET,
ATV T MAC 7 AWV 7 a0 LIZIRREC, [Authorization List] Ku2 v 7 Z72 J A R B8R
UARNERIRLET,

B /517> BT



| ¥317> roE%R:

ATy 710
ATy INn
ATv 712

ATy 713

PSK % 7-(2iPSK (ID BATHAF—) #& Uchsk Web A0 WAN 0z I}

[Security] > [Layer3] % 7 # 8RR L £,
[Web Policy] F= v 7 R > 7 A% A 12 LT, Web
[Web Auth Parameter Map] K& > 74 7> U & K75 [Web Auth Parameter Map] % 38R L |
[Authentication List] K2 > 7'# 7 U 2 k) HER
[Update & Apply to Device] 7 U v 7 L £,

EU A b Z@ER L £,

R

FORER U =N L ET,

PSK & 7=13 iPSK (ID FRIHBFF—) &KL UHR Web FEZEA D WLAN

DERTE
WLAN D%

FIE

ARV RFERETIVa Y

=)

&

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
£ }“%Eﬁﬁébjﬁ‘a—o

ATy T2

wlan profile-name wlan-id SSD_Name

1 -

Device (config) # wlan wlan-test 3
ssid-test

WLAN 2> 7 4 X2 lb—3 g %7
ET— FERHEBLET,

« profile-name : % &9 % WLAN O~
n7 7 AN TT,

ewlan-id: VA YL ALAN D ID C
4, #PIL 1 ~ 512 T7,

+ SSID_Name : XK 32 LFDFET
M7 % SSID T,

GE) T TICZDa~<vr REREL
TW5H %A, wlan
profilename =2~ > K& A1 L
ESr N

ATvT3

no security wpa akm dot1x

1

Device (config-wlan) # no security wpa

akm dotlx

dotlx 12692 EF 2V T 4D AKM %
FA4E—=T N LET,

ATvT4

security wpa psk set-key ascii/hex key
password

1

PSK AKM O:FF— 2R TE L FT,
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Device (config-wlan) # security wpa psk
set-key ascii 0 PASSWORD

ATy TH

mac-filtering auth-list-name

1

Device (config-wlan) # mac-filtering
test-auth-list

MAC 7 4 NHE VT INT A —HERTE
L/jz—g_qo

1

wlan wlan-test 3 ssid-test

no security wpa akm dotlx

security wpa psk set-key ascii 0 PASSWORD
mac-filtering test-auth-list

WLAN AR o— TAJ7 A I)LDER

FIE

ARV KRFERERETY VY

=)

ATy 71

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATy T2

wireless profile policy policy-profile-name

i) :
Device (config) # wireless profile policy]|
policy-iot

FIFNV N R —Ta T 7 AV EH
ELET,

ATvT3

aaa-override

1 -

Device (config-wireless-policy) #
aaa-override

AAA P— "—F 72T ISE — =70 b
ZELEZRY —2#HAT 5 K 5ITAAA
F—=N—=F 4 REZRELET,

ATv74

nac

1

Device (config-wireless-policy)# nac

R =787 7 A VIINAC ZRE L
iﬁ‘o

ATy TH

no shutdown

1

Device (config-wireless-policy)# no
shutdown

WLAN Z1Z1E LET,
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B -

Device (config-wireless-policy)# end

!l
wireless profile policy policy-iot
aaa-override

nac
no shutdown

B DR ERTE DHESE

LA 23R5E
L2 F83E (Dotlx) M5 T3 D&, 7 74 7 > bk Webauth Pending tREEIZREIT L 97,
L2 383 @é0)57t7/(77«/1‘0)$kﬁ$%iﬁémuﬁ‘i> Ix. ﬁka):1<7«/f‘%fﬁgfﬁl/3£7r

Device# show wireless client summary
Number of Local Clients: 1
MAC Address AP Name WLAN State Protocol Method Role

58ef.68b6.aa60 ewlcl ap 1 3  Webauth Pending 11n(5) Dotlx Local
Number of Excluded Clients: 0

Device# show wireless client mac-address <mac_address> detail
Auth Method Status List

Method: Dotlx

Webauth State: Init

Webauth Method: Webauth

Local Policies:

Service Template: IP-Adm-V6-Int-ACL-global (priority 100)
URL Redirect ACL: IP-Adm-V6-Int-ACL-global

Service Template: IP-Adm-V4-Int-ACL-global (priority 100)
URL Redirect ACL: IP-Adm-V4-Int-ACL-global

Service Template: wlan svc default-policy-profile local (priority 254)
Absolute-Timer: 1800

VLAN: 50

Device# show platform software wireless-client chassis active RO

ID MAC Address WLAN Client State

0xa0000003 58ef.68b6.aabl 3 L3 Authentication

Device# show platform software wireless-client chassis active FO

ID MAC Address WLAN Client State AOM ID Status

V54T 2 FDEHERE .
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0xa0000003 58ef.68b6.aabl 3 L3 Authentication. 730.
Done

Device# show platform hardware chassis active gfp feature wireless wlclient cpp-client
summary

Client Type Abbreviations:
RG - REGULAR BLE - BLE
HL - HALO LTI - LWFL INT

Auth State Abbrevations:
UK — UNKNOWN IP - LEARN IP IV - INVALID
L3 - L3 AUTH RN - RUN

Mobility State Abbreviations:

UK - UNKNOWN IN - INIT
LC - LOCAL AN - ANCHOR
FR - FOREIGN MT - MTE

IV - INVALID

EOGRE Abbreviations:
N — NON EOGRE Y - EOGRE

CPP IF H DP IDX MAC Address VLAN CT MCVL AS MS E WLAN POA

0X49 0XA0000003 58ef.68b6.aa60 50 RG 0 L3 LC N wlan-test 0x90000003

Device# show platform hardware chassis active gqfp feature wireless wlclient datapath

summary
Vlan DP IDX MAC Address VLAN CT MCVL AS MS E WLAN POA

0X49 0xa0000003 58ef.68b6.aa60 50 RG 0 L3 LC N wlan-test 0x90000003
LA 3 325E

L3 FBRENREN T2 &, 7747 > MEIRun IREEIZBITLE T,
L3GREEER D7 T A4 T > FOREZHER T HI121E, ROoa< > FEMHLET,
Device# show wireless client summary

Number of Local Clients: 1
MAC Address AP Name WLAN State Protocol Method Role

58ef.68b6.aa60 ewlcl ap 1 3 Run 11n(5) Web Auth Local
Number of Excluded Clients: 0

Device# show wireless client mac-address 58ef.68b6.aa60 detail
Auth Method Status List

Method: Web Auth

Webauth State: Authz

Webauth Method: Webauth

Local Policies:

Service Template: wlan svc default-policy-profile local (priority 254)
Absolute-Timer: 1800

VLAN: 50

Server Policies:

Resultant Policies:
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VLAN: 50
Absolute-Timer: 1800

Device# show platform software wireless-client chassis active RO

ID MAC Address WLAN Client State

0xa0000001 58ef.68b6.aabld 3 Run

Device# show platform software wireless-client chassis active f0

ID MAC Address WLAN Client State AOM ID. Status

0xa0000001 58ef.68b6.aabl. 3 Run 11633 Done

Device# show platform hardware chassis active gfp feature wireless wlclient cpp-client
summary

Client Type Abbreviations:
RG - REGULAR BLE - BLE
HL - HALO LTI - LWFL INT

Auth State Abbrevations:

UK - UNKNOWN IP - LEARN IP IV - INVALID
L3 - L3 AUTH RN - RUN

Mobility State Abbreviations:

UK — UNKNOWN IN - INIT
LC - LOCAL AN - ANCHOR
FR - FOREIGN MT - MTE

IV — INVALID
EOGRE Abbreviations:
N — NON EOGRE Y - EOGRE

CPP IF H DP IDX MAC Address VLAN CT MCVL AS MS E WLAN POA

0X49 0XA0000003 58ef.68b6.aa60 50 RG 0 RN LC N wlan-test 0x90000003

Device# show platform hardware chassis active gfp feature wireless wlclient datapath
summary

Vlan pal if hdl mac Input Uidb Output Uidb
50 0xa0000003 58ef.68b6.aa60 95929 95927
PSK + WebAuth £% 3 D 752

Device# show wlan summary

oe°

Load for five secs: 0%/0%; one minute: 0%; five minutes: 0
Time source is NTP, 12:08:32.941 CEST Tue Oct 6 2020

Number of WLANs: 1

ID Profile Name SSID Status Security

23 Gladiusl-PSKWEBAUTH Gladiusl-PSKWEBAUTH UP [WPA2] [PSK] [AES], [Web Auth]
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