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< /L PSK ##E1X. 1 >® SSID TRIFFHIZEE D PSK 2R —h LET, &HE I PSK D
WTNDEFEH L TRy N —Z I8 C& £9°, T4 Identity PSK (iPSK) & 135720 |
[ U SSID EOEHAFE /- i —Y— 70—k LT—ED PSK BMER SN ET,

HEFD PSK Tlx, ROKIZTRT LI, Fy NU—ZIZEEH L TWDLTRTOI T4 T b
NEIC 2T — REFHLET,

B 1:4E&D PSK

)‘, \\* :
] ] L] 3
4 4 4
Key=deadbeef Key=deadbeef Key=deadbeef
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LIANSILTFPSK ZERTLHE, 794 T2 MIROKITT L ICREFFDOFFTILAE
F—DOWTNPEHEAL Ty P =27 2T £ 7,

X 2:<JLF PSK

355780

Key=deadbeef Key=beefdead Key=beetdead

< /LF PSK Ti, AL SSID {22 D2D/XA T — K (deadbeef & beefdead) NFREILET, =
DT VFATIE, 7I9A4AT Y MIWTNDOrORZAT—RE2EHAL TRy N —J 1286 T F
7,

< IJLF PSK O ##I5=18

s PIRFEFEIL, v—A, Tl A BEXOT 77 Y v F— RTOLYHR— I TWH
7,

e FIRENIE T Ly XA B— ROEE, AFZ U7y APIR. &b 7 T7A44 Y T 4 DEWn
PSK (priority0 % —) #4527 547 bO#GEZHFATLET, LT IA4FV T 4
DEWPSK ZEA LARWH LW IA4 T MI, AZ v F7uay B— FCI3EGR SN E
7,

s /LT PSKIFn— B NFEGEE YR — K LER A,

RILVFERRHAF—DFHE (GUD
FIE

AT w71 [Configuration] > [Tags& Profiles] > [WLANs] Z3&HK L £,
AT v F2 [Wireless Networks] ~—"C WLAN O4 %227 U v 7 LET,
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AT w73 [Edit WLAN] 7 ¢ > R T [Security] ¥ 7% 27V v 7 LET,
AT 74 [Layer2] # 7 C. [Layer2 Security Mode] Z K DA 7> a U HEHR L £,

*[None] : LA ¥2&F=2UT 17201

* [802.1X] : WEP 802.1X 7 — X K5 5{b X A 7
* [WPA + WPA2] : Wi-Fi Protected Access

* [Static WEP] : ###) WEP B B/ 8T A — X

« [Static WEP+802.1X] : &) WEP & 802.1X Dfj )i D /T A — 4

INTA—73 s BA

802.1X

WEP Key Size F—H A AR EF, TR,
[None], [40 bits], # LTt [104 bits] T,

WPA + WPA2

Protected Management Frame

WDOFT g G ERLET,

T 4E—T L

AEE
o WA
WPA Policy WPARY v —%HHZT BT, ZOF =y
IRy T AL AT LET,
WPA Encryption WPA B5 5L BIAS 28R L E 3, WPARY v —
ZAINZLTWAHEAIL, WPA RS LBk %
BETLHMERDD £,
WPAZ2 Policy WPA2 R Y o —ZHICT HITIE, ZOF = v
IRy I R A AT LET,
WPA2 Encryption WPA2 I SRk 2 IR L £, WPARY

V—EBHI LTV DAL, WPA R SR
WAERTTHILENHY £,
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INTGA—4H

B

Auth Key Mgmt

WDF T arinbX—FBERA T =X 2%
IR L E9,
< 802.1X

« [FT + 802.1X]

« [PSK] : PSKEA. & FRiLA X — 4 ET
HILENRH Y T

* Cisco Centralized Key Management : Cisco
Centralized Key Management D % A I\ A ¥
YT OFREETRET DRENDH Y £

* 802.1X + Cisco Centralized Key
Management : Cisco Centralized Key
Management D % A LA K 7 DR E %
RETHLERDH Y £7,

* FT + 802.1X + Cisco Centralized Key
Management : Cisco Centralized Key
Management D % A LA K 7 DFFRE %
RETHLERDH Y £7,

Static WEP

Key Size

WA T arnbF—H A XEBRNLET,
40 E v K

<104 B b

Key Index

1 ~4DFPETxF— AT v 7 AEERLE
T, 4 WLAN (2 1 DD —& 72 WEP ¥— A
Ty AEMHATEET, WEPXF—A T v
7 AX 45 L Tani=d, FRWEP LA ¥ 2
B BALICERE TE D WLAN [$4 DD H T,

Key Format

W5 —nEE LT, ASCI F 721X HEX ™
W EERLET,

Encryption Key

RSN 1B XFONGX—2 A LET,

Static WEP + 802.1X

Key Size

WROAT > a inbd— A XTI ET,
40 v b

<104 B R
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nrsmar—one o [

INTA—4H EHEA
Key Index 1 ~4DHPETHEF— AT v 7 AZERLE
., % WLAN I 1 DD —& 72 WEP ¥— A >
Ty AW TEET, WEPF— AT v
7 AX 4D LN, HE WEP LA ¥ 2
I SALICRRE T& 5 WLAN (34 DO R T,
Key Format e X—nFA L LT, ASCI £721X HEX ®
WP ERIRL £ 7,
Encryption Key EIN 13 XFORTX—% AN LET,
WEP Key Size WDOF T arnHERLET,
<72 L
«40 £ b
<104 v K
AT w75 [Save & Apply to Device] #7 U v 7 LT,
—
=X (CLI)
FIIg
ATV RFEREFET7TIV3 Y B

AT w 71 | configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— FERHEBLET,

R w72 |wlan wlan-name wlan-id ssid

1

SSID_name

7 /3A A (config)# wlan mywlan 1

WLAN & SSID Z#&% & L7,

R w 73 | nosecurity wpa akm dot1x
1 -

akm
dotlx

F/3A A (config-wlan)# no security wpa

dotlx IZ%T 58X =2V F 4D AKM %
FA4E—7MCLET,
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T LFBHEEF— |

ARV RFERETIVa Y

B8

ATvT4

security wpa akm psk
1 -

T /3A A (config-wlan) # security wpa akm|
psk

PSK #ERE L F7,

ATvTh

security wpa wpa2 mpsk
fi

T /3A A (config-wlan) # security wpa wpa2
mpsk

==
X IE

<~ /LF PSK % LET,

ATvT6

priority priority_value set-key {ascii [0] 8]
pre-shared-key | hex [0 | 8] pre-shared-key}
{5

T /3A A (config-mpsk) # priority 0
set-key ascii 0 deadbeef

PSK D7 T A4 4V T 4 BLOBHET S
FTR_RTONRAT— REHRELFET,

priority value D#iHiX 0 ~ 4 T,

GE) ~/LF PSKZiZ priority 0 % —

ERETDOLENRDY 7,

ATy T17

no shutdown

1 -

T /3A A (config-mpsk) # no shutdown

WLAN ZHZz LE9,

ATvT8

exit
B

T3 A (config-wlan) # exit

WLAN =27 4 Fa2l— gy F—F
PRTLTC, a7 4 Fal— g
EF—FIZRED £,

ATvT9

end

1

F XA A (config) # end

HibE EXEC E— RIZREY £9, 7=,
Ctrl+Z F—ZWLTH, Fa—L o
V74X 2l — gy B— REKTT
xFET,

< JLF PSK

&% TE DHEED

WLAN &7 947 FOEREEZWERT DT, ROa~vr RefHLET,

Device# show wlan id 8

WLAN Profile

Name : wlan_ 8

Identifier
Network Name
Status
Broadcast SS
Universal AP
Max Associat
Max Associat
Max Associat
Number of Ac

B i FsssEy—

: 8

(SSID) : ssid 8
: Enabled
ID : Enabled
Admin : Disabled
ed Clients per WLAN : 0
ed Clients per AP per WLAN : 0
ed Clients per AP Radio per WLAN : 200

tive Clients : 0
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CHD per WLAN
Multicast Interface
WMM
WifiDirect
Channel Scan Defer Priority:
Priority (default)
Priority (default)
Scan Defer Time (msecs)
Media Stream Multicast-direct
CCX - AironetIe Support
CCX - Diagnostics Channel Capability
Peer-to-Peer Blocking Action
Radio Policy
DTIM period for 802.1la radio
DTIM period for 802.11b radio
Local EAP Authentication
Mac Filter Authorization list name
Mac Filter Override Authorization list name
Accounting list name
802.1x authentication list name
802.1x authorization list name
Security
802.11 Authentication
Static WEP Keys
802.1X
Wi-Fi Protected Access (WPA/WPA2/WPA3)
WPA (SSN IE)
WPA2 (RSN IE)
MPSK
AES Cipher
CCMP256 Cipher
GCMP128 Cipher
GCMP256 Cipher
WPA3 (WPA3 IE)
Auth Key Management
802.1x
PSK
CCKM
FT dotlx
FT PSK
FT SAE
PMF dotlx
PMF PSK
SAE
OWE
SUITEB-1X
SUITEB192-1X
CCKM TSF Tolerance
FT Support
FT Reassociation Timeout
FT Over-The-DS mode
PMF Support
PMF Association Comeback Timeout
PMF SA Query Time
Web Based Authentication
Conditional Web Redirect
Splash-Page Web Redirect
Webauth On-mac-filter Failure
Webauth Authentication List Name
Webauth Authorization List Name
Webauth Parameter Map
Tkip MIC Countermeasure Hold-down Timer
Non Cisco WGB
Band Select

Enabled

217 pskgEokR [

Unconfigured

Allowed
Invalid

5

6

100
Disabled
Enabled
Disabled
Disabled
All

1

1
Disabled
Disabled
Disabled

Disabled
Disabled

Open System

Disabled
Disabled
Enabled
Disabled
Enabled
Enabled
Enabled
Disabled
Disabled
Disabled
Disabled

Disabled
Enabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
1000
Adaptive
20
Enabled
Disabled
1

200
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
60
Disabled
Enabled

rsnxsr—
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Load Balancing
Multicast Buffer
Multicast Buffer Size
IP Source Guard
Assisted-Roaming

Neighbor List
Prediction List
Dual Band Support

IEEE 802.11lv parameters

802.
802.

Directed Multicast Service
BSS Max Idle
Protected Mode
Traffic Filtering Service
BSS Transition
Disassociation Imminent
Optimised Roaming Timer
Timer
WNM Sleep Mode
llac MU-MIMO
llax paramters
OFDMA Downlink
OFDMA Uplink
MU-MIMO Downlink
MU-MIMO Uplink
BSS Color
Partial BSS Color
BSS Color Code

Disabled
Disabled
0

Disabled

Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Enabled
Disabled
40

200
Disabled
Disabled

unknown
unknown
unknown
unknown
unknown
unknown

WLAN Ol AR R+ 5121%, koa~vr R LET,

Device# show run wlan
wlan wlan 8 8 ssid 8

security wpa psk set-key ascii 0 deadbeef

no

security wpa akm dotlx

security wpa akm psk
security wpa wpa2 mpsk

priority 0 set-key ascii 0 deadbeef
priority 1 set-key ascii 0 deaddead
priority 2 set-key ascii 0 d123d123

L FEEEF— |

priority 3 set-key hex 0 0234567890123456789012345678901234567890123456789012345678901234

priority 4 set-key hex 0 1234567890123456789012345678901234567890123456789012345678901234

no

shutdown
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