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[Configuration] > [Security] > [Threat Defense] % 2R L £ 9,
[Cisco StealthWatch Integration] =2 U v 7 L7,

[Stealthwatch] ~— " ® [Service Key] 7 4 —/L KiZ, Stealthwatch Cloud —E X ¥ —% A L &
£

759 RTAark7 ) v LT, Stealthwatch DFEf72 72 F R L F T,
[Sensor Name] 7 4 —/L R{Z. Stealthwatch Cloud & Dv o —4 %2 AN L £ 9,
[URL] 7 « —/V KiZ. Stealthwatch Cloud ¥—/3—® URL # AJJ L 7,
[Applyl #27 V v 7 LET,
({£&) [Unconfigure StealthWatch] % 2 U »» 7 L T, Stealthwatch Cloud D% E & kR L £ 97,
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Stealthwatch Cloud D% (CLI)

FE
AU RFERET7IV3 Y B#J
Z w71 |configureterminal Jua—) a7 4 X¥al—gy
- ET— FEBRBLET,
Device# configure terminal
R T v 7 2 | stealthwatch-cloud-monitor Stealthwatch Cloud & =% — % #%& L £
Bl - 9, StealthwatchCloud E=4% — a7 4
e . Fal—raryE—RFEHBLET,
evice (config) #
stealthwatch-cloud-monitor
AT 73 |service-key swe-service-key ({£#) Stealthwatch Cloud ¥ — & A % —
Bl ERELET, F—EAF—L, SwC
R Z 2 —
Device (config-stealthwatch-cloud-monitor) # A= Lo Tk E ﬁ“i B B e
service-key AxF—DRFKE LT, IPT FLAFF
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX m’ U X ]\ %{%ﬁﬁ Lf‘:%}g\gﬁzﬁ‘)‘ &) @ i‘d‘o
P—ERAX—LFFAI U R FOFERIZ DO
TiX, #8072 SwC HA RES L TL
7ZE0,
AT 7 4 |sensor-name swc-sensor-name ({£&) Stealthwatch Cloud B &kD & >
i - YV—HEWELET, T A 2DV YT
[=RESSE=S 3
Device (config-stealthwatch-cloud-monitor) # }V%‘éﬁb)T 7 AV I\ 1ﬁ(j—°
sensor-name Swc-Sensor-name
R T 75| url SvC-server-url Stealthwatch Cloud #—/3—® URL % &%
15“ : L’:‘E’ L/ \i ﬁ—o
Device (config-stealthwatch-cloud-monitor) #
url https://sensors.eu-2.obsrvbl.com
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Stealthwatch Cloud D 70— I 5 XA R—A2 DERE

FIE
ARV RFEREET7TIVa Y ]3]
R w 71 |configureterminal ra—N)ary7 4 Xalb—3 gy
i - E— NEBABLET,
Device# configure terminal
Z 5 72 |flow exporter flow-exporter-name TBR—T I AR—FEEHFTLET,
i - )  EEOHET, 72T AT
Device (config) # flow exporter Ja—xJ ARN—HITNE L&
flow-exporter—-name M TENE R 1/30);%¢?fg
TEET, 772747717
H—xJ AR—ZX, UAF¥
LVATa 77 AN, R
ENTWAH7a—F=4—(C
WA FERTWSHT T A
/j_\gb—& ‘@To
2w 7 3 |destination stealthwatch-cloud 7 v —{F# % Stealthwatch Cloud (2= 7
wu: ;lﬁfh* b L/jijro
Device (config-flow-exporter) #
destination stealthwatch-cloud
—_ =
Stealthwatch Cloud D 7 O —E =42 —DHKE
FIE
ARV FFERREET7TIVa Y =LY
R Fw 71 | configureterminal Jua—r\Lar7 4 Xal—gy
i - T FEHBLET,
Device# configure terminal
R 72 |flow monitor flow-monitor-name Ju—F=X—%EHRLET,
fi
Device (config)# flow monitor
flow-monitor-name
R w 73| exporter flow-exporter-name TJa—{ERAE T AR—ZIZZ T AR—
15“ : ]\ Lij‘o
Device (config-flow-monitor)# exporter
flow-exporter-name
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AT RFEEE7IVa Y B
AT 7 4 |record wirelessavc basic FEARDIPVETA YL AAVCT 7 L —
B - FEREA LT e —La— REEELE

7,

Device (config-flow-monitor)# record
wireless avc basic

AFw 75 |end it EXEC E— FIZRED £9, F7=.
i - Ctrl+Z ¥ —ZMLTH, Fm— L 2
V74X al—varyE®T—FREKTT

Device (config-flow-monitor)# end

TET,

{5 : Stealthwatch Cloud D%

WOH)IE, Stealthwatch Cloud D524 72 CLIGREZ R L TWE T,

stealthwatch-cloud-monitor
service-key XXXXXXXXXXXXXXXXXXXXXXXXKXKXX
sensor-name ewc-sSensor
url https://sensors.eu-2.obsrvbl.com

flow exporter fexp-swc
destination stealthwatch-cloud

flow monitor fm-avc-swc
exporter fexp-swc
record wireless avc basic

wireless profile policy swc-policy-profile
ipv4 flow monitor fm-avc-swc input
ipv4 flow monitor fm-avc-swc output
ipv6e flow monitor fm-avc-swc input
ipv6e flow monitor fm-avc-swc output

wlan my-wlan 1 my-wlan

wireless tag policy swc-policy-tag
wlan my-wlan policy swc-policy-profile

ap 0000.0000.0001
policy-tag swc-policy-tag

Stealthwatch Cloud D ¥ D FEER

Stealthwatch Cloud IR HE & FiFt 2 MEFR 5 121X, show stealthwatch-cloud wireless-shim =< >/
RE2fEHRALET,

Device# show stealthwatch-cloud wireless-shim
Stealthwatch-Cloud wireless shim

Total
RX records : 15
RX bytes : 2345
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. Stealthwatch Cloud D MDD FER

TX records : 10
TX bytes : 1234
TX batches : 1
Failed batches : 0
Non-SWC records : 5
Buffers

Status ¢ TX

Size : 1272000
Compressed : 8
Uncompressed : O
Records : 8

Status : Filling
Size : 1272000
Compressed : 2
Uncompressed : 0O
Records : 2
Stealthwatch Cloud ##t D FE#l 4 fERE 3 2 121X, show stealthwatch-cloud connection =2~ > R%
AL ET,

Device# show stealthwatch-cloud connection
Stealthwatch-Cloud details

Registration
#ID : 0xe6000001
URL : https://sensors.eu-2.obsrvbl.com
Service Key : XXXXXXXXXXXXXXXXXXXXXXXXXXXX
Sensor Name : ewc-sensor
Registered : Yes
Connection
Status : UP
Last status update : 03/17/2020 21:44:55
# Flaps : 0
# Heartbeats : 9
# Lost heartbeats 1
Total RX bytes : 4567
Total TX bytes : 1234
Upload Speed (B/s) 2 247
Download Speed (B/s) : 269
# Open sessions : 0
# Redirections : 0
# Timeouts : 0

HTTP Events

GET response 1

GET request 1

GET Status Code 2XX 1

PUT response 1

PUT request 1

PUT Status Code 2XX 1

POST response : 12

POST request : 12

POST Status Code 2XX : 11

POST Status Code 4XX : 1
API Events

Abort : 1

Event History

Timestamp #Times Event RC Context
03/21/2020 10:42:06.161 9 HEARTBEAT OK 0
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03/20/2020 06:49:05.717 1 HEARTBEAT_ FAIL 0 HTTPCON_EV_TIMEOUT (6)
03/20/2020 06:47:05.717 1 SEND_START 0 ID:0001

03/20/2020 06:49:05.717 3 SIGNAL DATA FAIL 0 ID:0001, attempt : 3
03/18/2020 09:23:39.375 1 REGISTER OK 0

03/18/2020 09:23:13.276 1 REGISTER_SEND 0

03/18/2020 09:23:12.154 1 SEND_ABORT_ ALL 0 config change

03/18/2020 09:23:12.154 1 OPTIONS_CONFIG 0 URL
https://sensor.staging.obsrvbl.com

03/18/2020 09:23:12.154 1 OPTIONS_CONFIG 0 Service-key
):9:9:9.9:0:9:9.9:9.9:9.9:9:9.9:0.9:9.9.:0.0.9.0:¢

03/18/2020 09:23:12.154 1 OPTIONS_ CONFIG 0 Host ewc-sensor => reset
03/18/2020 09:23:12.154 1 OPTIONS CONFIG 0 cfg-mode manual => reset
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