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AT w71 [Configuration] >[Tags & Profiles] > [AP Join] #&R L 7,
AT 72 [AP Join Profile] X— T, [Add] 27 V v 7 LE T,

[Add AP Join Profile] X— Y NERINET,

AT w73 [AP] >[General] # 7 C. [AP EAP Auth Configuration] ¥ 7 ¥ 2 “ZBEI L 7,

ATw T4 [EAPType] Kr v 7 X7 U A b, EAP %A 7L LT [EAP-FAST], [EAP-TLS], F72i%
[EAP-PEAP] %8R L C. dotlx ZiE¥ A 7R E L 7,

AT 75 [AP Authorization Type] K2 v 7 # w7  URX ki # A 7 & LT [CAPWAP DTLS +] & 7213
[CAPWAP DTLS] DWW & & IR L £ 3,
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AT v T6 [Save & Apply to Device] 27 V v 7 LE 7,
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E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L ET,

RAT— REATTLET EREIN-8

)

ATvT2

configureterminal

1

Device# configure terminal

¥eHE EXEC E— RZ AL, 7 u—
SNV a7 4 Fal—varyE—RE
BAsE L £,

ATvT3

ap profile <profile-name>

1 -

Device (config) # ap profile new-profile

Tu 7 AN ERELET,

ATvT4

dot1x {max-sessions| username| eap-type
| Isc-ap-auth-state}
1 -

Device (config-ap-profile) # dotlx
eap-type

dotlx FFEX A T HERELET,
max-sessions : AP Z L IZBRtE S D

802.1x B a DR AERE L
KR
username : 9XTD AP @ 802.1x == —

P—HERELET,
eap-type: AA v F R— M &ML=
dotlx FEREX A 7V HHE L E T,
Isc-ap-auth-state : AP T LSC #3:EIKFE
e LET,

ATvTh

dot1x eap-type {EAP-FAST | EAP-TLS]|
EAP-PEAP}
1 -

Device (config-ap-profile) # dotlx
eap-type

dotlx BFFZ A 7 (EAP-FAST.
EAP-TLS. ¥ 7-1ZEAP-PEAP) #HE L
i ‘a‘o

ATvT6
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dot1x Isc-ap-auth-state {CAPWAP-DTL S
| Dot1x-port-auth | Both}
fi

Device (config-ap-profile) #dotlx
lsc-ap-auth-state Dotlx-port-auth

AP T® LSC FERREEZHRE L £1,

CAPWAP-DTLS : CAPWAP DTLS (2™
HLSC #fEH L E7,
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Dot1x-port-auth : 75— T® dotlx FEFE
(2D LSC A L £,

Both : CAPWAP-DTLS & AR— K TD
Dotlx FBFFDO M FIZLSC 2 L £ 7,

RTvF7|end AP R 7 AL a7 4 ¥al— 3
fi v E— REHKT LT, FHE EXEC £—
NZBMG L ET,

Device (config-ap-profile) # end
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[Configuration] > [Tags & Profiles] > [AP Join] > > Z &R L £,

[AP Join] ~X—C, APJoin 70 7 7 A VDL4HIE 7 U > 7350, [Add] %7 U v 27 LCH
FUTAERL L £,

[Management] % 7% 7 Y v 7 L. [Credentials] ¥ 7% 7V v 7 L¥ 7,
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AT w71 |enable it EXEC — REHIZ L E T,
fi NAT—REANLET FEREi=%
Device> enable )
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AT 72 |configureterminal ¥EHE EXEC E— FZHMICL, Fa—
B - N ary7 4 Xal—ary EF— K%
Ly
Device# configure terminal Pk L £
R T 73| ap profile <profile-name> TaT7rANBERELET,
1
Device (config) # ap profile new-profile
R T 7 4 | dotlx {max-sessions | username| eap-type| dotix #BFE ¥ A 7 &% E L £7,
| Isc-ap-auth-state} ) N
max-sessions : AP = L IZBRtEE N D
R R02.1x & v o 5 v DRI AR L E
Device (config-ap-profile) # dotlx Tf
eap-type °
username : 3XTD AP @ 802.1x = —
P—HEHELET,
eap-type: AA v F R—MEfH L=
dotlx FEFEX A T HRELET,
|sc-ap-auth-state : AP T LSC F8EIkRE
EERELET,
R 75 | dotlx username <username> password {0 | -~=T o AP @ dotlx /XA U — R&HE

| 8} <password>

1

Device (config-ap-profile) #dotlx
username username password 0 password|

LET,

0: EBALEN TRV AT — RIZHE
I EEEELET,
8 : AES TR L &N T2/R AU — Rt
I EEEELET,

AA Y F R— bk TOD 8021x DEMIE

WOFEETIE, AA vF R—FT8R2.Ix ZHNMILET,

FIE
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enable
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Device> enable
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ARV RERETI3 Y EL:Y
AFw 2 |configureterminal ¥HE EXEC E— RZHMCL, Za—
R A aAr74Fal—varE—Re
L
Device# configure terminal LECIEE S
ATwv 73 |aaanew-model AAA ZHNZLET,
1
Device (config) # aaa new-model
AT w74 |aaaauthentication dotlx {default | FIRA A 7j§ AAA P—N—LiEETx
listhame} method1[method2...] LY 910, ko~ R L~ULICT 7
i - JZX?%JL_# MERR D E IS &
Device (config) # aaa authentication ns— ﬁo)““ pﬁﬁﬁ%f/ﬁﬁk Liﬁ‘
dotlx default group radius
R w75 |aaaauthourization network group 802.1X CTDOX vy hU— 7 H—E 2D
{ﬁ“ : AAA TN uJ‘_Eid.‘/ﬁ)(jJ Li?‘]
aaa authourization network group
25w F6 |dotlx system-auth-control 802.1x AN — b X— 2 DFGEEZ 7 1 — N
15“ : ﬂ:/]);‘f\‘—f/l/a: Li‘j_o
Device (config)# dotlx
system-auth-control
RFw 7 |interfacetypedot/port AR —T oA A AT fFal—
i - varE®— NERiG L, 802.1XREAEE
e . . AX—TNMZT DA F—T = A A%
evice (config)# interface .
fastethernet2/1 EELET,
w78 |authentication port-control {auto | A B —T x4 A LET8021x A— b

force-authorized | force-unauthorized}

51

Device (config-if)# authentication
port-control auto

R—ADBIEE A T —T M LFET,

auto : IEEE 802.1x #R:F%& A 32— 7 /LT
L., A= NEWEFr A7 — N Chfh L
F9, A— MIETEZETE50I1Z
EAPOL 7 L — A TY, A—brDVY
VI AT = INRETUINST v TILE
W L7-& &, £7IXEAPOL-Start 7 L —
LEZFE LI EEIZ, AR AN
BthSVET, T3 AIH T Y B
ORI EERL, U N ER
SE— N TCREEA v E—T D) L—
B LET, T RFIY T Y
FOMACT RLRZEHL T, *v
NOD—2 TR BLDET T D
v RIS L ET,
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force-authorized : IEEE802.1x i&FEA T «
=TI L., TR, RIEDATH
BB b NI AR — P OSFFE R A A
T MIEEINET, A— ML, 7
7 A7 > h® IEEE 802.1x ~\— A 83
ZATOTIZ, BEDONT T 4 v 7 ik
ZELET, 2B T 74V FRET
ER

force unauthorized : A8 — b 2NEFZFA] 2
T— R NDEFIZRY, BTV b
O DRRED RS % F N THEM L E T,
TNAAX, ZOR—bEHLTHT
U MIRBREY—E R 2835 2
LIITEEEA,

ZF w79 |dotlx pae[supplicant | authenticator |
both]

1 -

Device (config-if)# dotlx pae
authenticator

27w 710 |end
1 -

Device (config-if)# end

A B =T xf A AT 4 X2l —
va v E— REMKT L, R EXEC
ET— FZBLET,

AA yF iR— FTD 802.1x DHEFE

RO show 2~ RiX, AA vF R— FTOD 802.1x DFHFLRIEEZ R R L £ T,

Device# show dotlx all
Sysauthcontrol Enabled
Dotlx Protocol Version 2

Dotlx Info for FastEthernetl

PAE = AUTHENTICATOR
PortControl = AUTO
ControlDirection = Both

HostMode = MULTI_HOST
ReAuthentication = Disabled
QuietPeriod = 60
ServerTimeout = 30
SuppTimeout = 30
ReAuthPeriod = 3600 (Locally configured)
ReAuthMax =2

MaxReq =2

TxPeriod = 30
RateLimitPeriod =0

Device#
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AR A TDHEER

KD show 2~ Fid, AP 7’ 7 7 A L OFRGRIKEEAZ R R L £97,

Device#show ap profile <profile-name> detailed ?
chassis Chassis

| Output modifiers
<cr>

Device#show ap profile <profile-name> detailed

AP Profile Name

default-ap-profile
Description

default ap profile

Dotlx EAP Method [EAP-FAST/EAP-TLS/EAP-PEAP/Not-Configured]
LSC AP AUTH STATE : [CAPWAP DTLS / DOTlx port auth / CAPWAP DTLS + DOTlx port
auth
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