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WPA3 D&

WPA3 (Z. Wi-Fi Alliance IZ & > TR & 7= Wi-Fi Protected Access 2Z#DRHE 3R TH D, MURIDEETH
5 WPA2 EEEHDODET, WPAEE(F, T4/ VLAEFa VT2 BENTRZIE2BHELT, Y20
Stephen Orr AZER %755 % Wi-Fi Alliance EF¥ a2V T HEMY R T I —TIC& > TERR S E L. WPA3
Tld. BEBENAGELIEIELD, BE BAA BLUA—TY X2 UT4 XY NIV ICHBELNEISS
n. WPABFIEDITRTDOIY RRA Y M TEDREBFEIA 7O AN AREICHED £ U7, WPA3 Enterprise D
HHTIE, REINBEIL—A (PMF) 29 XRTOEHRTHERAT S L EZNAICT ST & T, WPA2 Enterprise
ICE > TRESh ZBELBREBZIRLUET., COtFa VT 8EICKD. Y —EXHE (DoS) . NZ—HRv
N BELGEDBRBENSHREINET,

V2. SERBERT. FICHTHECSREE TO WPA3 OIFEANAETZEFEALTVET, 1 VY —XY
MCEHRINET/INA ZOEIE 4 FLURIC 416 BRICETZLETFRHINTED, EXaUT 1 DELEFYURONE
BEELB->TWET, 2LT. WPA AZDEZELDET,

1. Wi-FitX 2 UT (1 BEDYA ATV

Wi-Fi Protected Wi-Fi Protected

Access (WPA) Access lIl (WPA3)

Wi-Fi Protected
Access Il (WPA?2)

802.11 Ratification
Wired Equivalent
Privacy (WEP)

HYiR—bkEh 3 WPA3 E—K

o WPA3-Enterprise (802.1X tF¥aVTF4 Xy hT7—2M[IF) . COE—RTIE. BIASLVCF—FE
(AKM) & U T IEEE 802.1X & SHA-256 #FH L% 9.

o WPA3-Personal, /\—Y FJ)L ¥ 2UF 4 v ;T—%2(C Simultaneous Authentication of Equals (SAE)
AXZEFERALZXT,

e WPA3 RBITE—K (AABLUDERD WPA2 + WPA3 £F 21U F 4 RX—Z WLAN) . (17.12.1 BLR&,
ChiF12DSSID &E1207A7 74 IV THEHATE., 6 GHz Figz U R—MULEXT, )

« A—TY Xxa1VUFT 4 Xy bT—2[HEIFD Opportunistic Wireless Encryption (OWE) ,

A— K<y 7_EdD WPA3 ##E
e FlexConnect £— K @ WPA3-Enterprise SuiteB192-1X

o WPA3-Enterprise SuiteB192-1X Fast Transition
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WBRY N 7IN\—YaYy
1. INRAT—RERAEMIC SAE Hash-to-Element AX Z A9 % WPA3-Personal DiZa. V7 o7
N—I3ayv 17.7.1 Y%= ERTIVELNH DT,
2. WPAS3-Enterprise & & U* WPA3-Personal B{TEMDIGS. Y7 bz F7N\—I 3> 17.7.1 YE%ZE
BIa20ENAHDHET,
3. AKM & LT SAE & Fast Transition (FT) ZffEH9 % WPA3-Personal DiF&E. Y7 MU 7/)\—
3V 179 UREFERTZELHDET.
4. FlexConnect E— K ® WPA3-Enterprise 802.1X-256 Dig&., #HBY IO 7/N\—Iavid 17.12.3
<9,
Y ZAATINA AD B

Cisco® Catalyst° 9800 &V —X 74 VL XAy bO—5D WPA3 HR—kI kU VS R

9800-L-F 9800-L-C 9800-L 9800-40 9800-80

S, KDIN—U 3V e, RON—V 3y [, RON—Iay [, RON—Iay [, RON—I3v
BARE - BARE : BARE - BARE - BARE :

16.12.1s 16.12.1s 16.12.1s 16.12.1s 16.12.1s

Catalyst 9100 7 7 £ RRA Y h®D WPA3 HR— kI hU Yo R

9105AX 9115AX 9117AX 9120AX 9130AX 9124AXE 9136AX 9166/9164/9162

X XS

*SuiteB192-1X [FHR—rShTLWEEA

CDEBANA ROBRIE, SXIFEHR WPA3 E—RDOFFEMZHAL. GUI XEFAVVYRIA VY A1V —T 4R
(CLI) %{ERAL T Cisco Catalyst 9800 ') —X O hNO—5TWPA3 E— R %2R EIT 5 FIEZIEHET 2 & TT,

WPA3-Enterprise

WPA3-Enterprise (&. WPA2-Enterprise OEHED LICHEEINTHED. RADIUS H—N—(C L2 1—F—FRREDT
HDIC, FEINBEBIL—A%802.1X 2ERAULEINTO WPAIEETHERIT D E VWD EBMOEHLH D FT,
T7AILBTIE. WPA3 (& 128 Ev FEESILZFERALEIH. A7 32T GMCP-256 Z{FEH L /i ERTHER
SuiteB-192 Ev FMEEREDREELLEAZINTNET, ChiCkD. BET -5 ZXET2HO502RY MNT—
I DREHNBILINET, WPA3-Enterprise (. RYRNT—0 X2 VTFAHRIEETHD0E. SR, K
[FHEE. BLUZ0MOmEEI ¥y —TCaE<FMIh. FRAV/ARCHERINE T, FLI0L5BHMEEIY—T—
REICEREIhTWET,
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X 2. WPA3-Enterprise TV RIRA Vb ERYRNT—I NV RV 40 70X

//fo 0\\\ RADIUS Server

WPA3-Enterprise process

Probe request to AP
Probe response to client with
802.11 Authentication request from client to AP
802.11 Authentication request from AP to client
Association request from client to AP
Association request from AP to client
EAP process (EAP-TLS) Access Request
= = — > Exchange of
Success message send to the Client if authentication is complete Access-Accept i credentials with
i RADIUS server
3 4-way Handshake :

>
< 14

WPA3-Enterprise GUI DFY7E

KRDOFIETIE. WPA3-Enterprise 1 U7« Z{#EA L WLAN ZERLE T,
5. [Configuration] > [Tags and Profiles] > [WLANs] Z#RUF 7,
6. [Add]Z2 Vv oIULET,

7. [General]l ¥ 7 ® [Profile Name] [C. bhD P T WVEHRIFEAHLFET, [SSID] & [WLAN ID] DFgAH
BEIICAHTEINET,

8. [Status] & [Broadcast SSID] D M JILARZ v ZFMICLT., 2O7O7 7/ ILICEERIT S AP A
CDEREZFH WLAN D7 O—RF v A MZHIATDLSICLET,
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X 3. \ER/IZ20Y bORTE

Add WLAN x

General Security Advanced
Profile Name* WPA3-Enterprise Radio Policy @
SSID* WPA3-Enterprise Show slot configuration
6 GHz
AN O Status

© WPA2 Disabled
Status enasleD [ © WPA3 Enabled
@ Dot11ax Enabled

II |

Broadcast SSID enasLeD ()
5 GHz
2.4 GHz

802.11b/g | 802.11b/g v |
Policy

9. [Security] # 7 >[Layer 2] ¥ 7% 21w 4o L%xd, [Layer 2 Security Mode] ROy 7% o> U X
5, [WPA3] Z#ERL XY,

10. [PMF] ' [Required] ICERESNTWS & ZMHERLET.
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= 4. WLAN Ot *2 Y71 FRE

Add WLAN x

General Security Advanced .

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 ® WPA3 O Static WEP O None

MAC Filtering (@]

Lobby Admin Access 0

WPA Parameters Fast Transition
WPA O WPA2 O Status | Adaptive Enabledy
Policy Policy
aTK @] WPA3 Over the DS @]
Randomize Policy
Transition @] Reassociation Timeout * ‘ 20
Disable

WPA2/WPA3 Encryption Auth Key Mgmt

O
AES(CCMP128) o CCMP256 = SAE D FT + SAE D
GEMPIZ8 GEME256 OWE (] FT + 802.1x O
802.1x-
Protected Management Frame SHA256
PMF Required v ‘
Association Comeback Timer* 1 ‘
SA Query Time* 200 ‘

11. [WPA3 Policy]. [AES]. & & U [802.1X-SHA256] F v IRy I X &AVICL, BIRShTWSitD
INT A=Y DBIREIXTHRIRLET,

12. [Security] # 7% 2 ) v 2 U, [AAA]l % 7% ') w2 LT [Authentication List] KO 7% o> U X K
SERIREFHD RADIUS H—/N\—FBFFY A M EB/IRLE T,
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& 5. WLAN @ AAA F7E
‘ General Security Advanced

Layer2 Layer3 AAA

| Authentication List dot1x v

Local EAP Authentication D

=

13. [Apply to Device] 4 Vv LT. WLAN ks 7Ot R 2 {RELTRTLE T,

WPA3-Enterprise @ CLI &7
RDFETIE. WPA3-Enterprise 2174 Z{EHEL7- WLAN Z{ER L X9,

= 3. WPA3-Enterprise @ CLI 7%
e S,
ATv71 configure terminal J0=/))L AV T74Fal—r3y TR
ZRIBLEY,
2FvT 2 wlan wlan-name wlan-id SSID- WLAN Y7 4Fal—Y3>y $7E—NR
name ZHIBLET,
Bl
Device (config)# wlan WPA3-
Enterprise 8 WPA3-Enterprise
2FvT3 no security wpa akm dotlx X1 UT4FREEF—BE (AKM)

802.1X-SHA1 #EMICLE T,
257w T 4 no security wpa wpa2 WPA2 X2 VUFT 4 &#EWICLET,

2FwvT75 security wpa akm dotlx-sha256 X1 UTFARAEFT—FE (AKM)
802.1X-SHA2 ZBMICLE T,

2A5FvT6 security wpa wpa3 WPA3 DY R—hZ2BMICLET,
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2Fv7T7 security dotlx
authentication-1list list-name

#l :

Device (config-wlan)# security
dotlx authentication-1list

dotlx
AFwv78 no shutdown
ATFv7T9 end

WPA3-Enterprise 192 v k@ GUI §87E

WLAN Z 14 2—7ILICLE T,

Y54 EXEC E— RICRD &9,

802X EF¥a VT4 DEFa1UTA5RAE
UZArZERELET.

SuiteB192-1X BBt EZ Y R—FTBITVYRKRA YV MNCDODWVWTIE, BRT 20547V NMEREREY N Y I 2D

I avESBIEZL. TNARADRYY—ICEBNEDELEE L,

KROFIETIE. 192 Ev b WPA3-Enterprise £+ 1Y 57«4 Z{EHAL T WLAN 2R LT,

1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,
2. [Ad]Z2 Vv oI ULET,

3. [General] ¥ 7 ® [Profile Name] IC. A D PFT WVEEHRIFEAHLZET., [SSID] & [WLAN ID] DFAH

BERICAAISNET.

4. [Status] & [Broadcast SSID] D M ZILARZ v ZEBHICLT. CO7O7 71 ILICEEERITShiz AP A

CDEREFH WLAN D7 O—RF v A MZHIATDLSICLET,
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X 6. \ER/IZ20Y bORTE

Add WLAN x

General Security Advanced
Profile Name* ‘ WPA3-Enterprise-192B ‘ Radio Policy @
SSID* ‘ WPA3-Enterprise-192B ‘ Show slot configuration
6 GHz
WLAN ID* ‘ 8 ‘ Status

© WPA2 Disabled
Status © WPA3 Enabled

@ Dot11ax Enabled
Broadcast SSID

5 GHz
Status enaLeD ([l

2.4 GHz

Status enastep ([l

802.11b/g | 802.11b/g v
Policy —_—

=l Apply to Device

5. [Security] > [Layer2] ¥ 7& 2 YU v LF 9, [Layer 2 Security Mode] KOAY 75OV UMM 5,
[WPA3] Z#IRUL £,

6. [PMF] »' [Required] ICERESNTWS I EZHERRLEXT,
7. Fast Transition ZE&ICL XS,

8. [WPA3 Policy]. [GCMP256]. && U [SUITEB192-1X] Fx v IRy I RZAVICLT, EREhTL
BMDINTA—5 DERE T X THELET,
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®7. WLAN OEF1 V71, BEL., HLV AKM DRE
General Security Advanced =

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 ® WPA3 O Static WEP O None

MAC Filtering 0

Lobby Admin Access 0

WPA Parameters Fast Transition
WPA O WPA2 O Status | Disabled v
Policy Policy -
GTK O WPA3 Over the DS @]
Randomize Policy
Transition @] Reassociation Timeout * ‘ 20 ‘
Disable —

WPA2/WPA3 Encryption
Aes(cempizg) O cempass O
GCMP128 0 GCMP256

Auth Key Mgmt
SUITEB192-
X

Protected Management Frame

PMF ‘ Required v ‘
Association Comeback Timer* ‘ 1 ‘
SA Query Time* ‘ 200 ‘

v

9. [Security] #7720y L. [AAA] ¥ T%% )y 2 LT [Authentication List] KOy 75> U X kH
SERTREFHD RADIUS H—/\—325FY A M &EIRLE T,

© 2024 Cisco and/or its affiliates. All rights reserved. 10/56 R—



X 8. X2V 5F41 AAAARYXNORE

Add WLAN ®

General Security Advanced

Layer2 Layer3 AAA

Authentication List ‘ dot1x v

Local EAP Authentication 0

Apply to Device

10. [Apply to Device] 4 Vv LT. WLAN ks 7Ot XA 2 {RELTRTLE T,
5 : SuiteB192-1X [&. C9120/C9105/C9115 AP £ &L U FlexConnect E— R TldHR—hrEhE A,

WPA3-Enterprise 192 Ev h®D CLIFRE (A 7Y av)

KROFIETIE. 192 EY b WPA3-Enterprise £+ 1Y 574 Z{#EHAL T WLAN 2R L X9,

* 4. WPA3-Enterprise 192 £y MEEE{Ld CLI 8B %E

2TFvT1 configure terminal
2ATFv T2 wlan <wlan-name> wlan-id <SSID-name>
e

Device (config)# wlan WPA3-Enterprise-
192B 8 WPA3-Enterprise-192B

2FvT3 no security ft adaptive

2ATFvw T4 no security wpa wpa2

27w TS5 no security wpa wpa2 ciphers aes
ATFYvT6 security wpa wpa2 ciphers gcmp256

© 2024 Cisco and/or its affiliates. All rights reserved.

70—/LAvT74Fal—yay E—F%
BtRL 7,

WLAN O 74Fal—Yay B7E—K%
ML X9,

Fast Transition Adaptive H7/R— k ZEfIC L
ia-o

WPA2 X aUT 4 Z2EWNICLET,
WPA2/CCMP128 HiR— b &#EMICLE T,

GCMP256 #/R—hkZBMICLET.
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ATy T7 no security wpa akm dotlx ¥+ 1Y 74 AKM 802.1X-SHA1 HHR— k%
mHICLET,
257w 78 security wpa wpa3 WPA3 O R—hZBMICLET,
ATYv7T9 security dotlx authentication-list list- 802.1IXEFaVUF4DEFa1 YT ARV R
name FzEELET.
Bl -

Device (config-wlan)# security dotlx
authentication-1list dotlx

257w 710 no shutdown WLAN Z 14 2—7ILICLE T,
ATv7 1N end i€ EXEC E—RICRD £,

WPA3-Enterprise B{TE— K

WPA3-Enterprise #{TE— K (WPA3+WPA2-Enterprise ;EEE— RERFE L LEEN D) . —ZPDU 147V b
NWPA2 EFTUMNYR—MTET., —BDY T4 7Y hH WPA3 £ THR—NTEBIFHICERINEI, WPA3
5t 54 7> k& WPA3-Enterprise @ 802.1X-SHA256 AKM Z{ERA L. WPA2 57 54 7> k& WPA2-
Enterprise @ 802.1X SHA1T E7z|d 802.1X-SHA256 ZfEATEX I, CDE—KRIE. 2.4 GHz & 5GHz DEA D
wIRICERAINE T,

F: ZOE—REF VELBAICOMEALTLEZEE ., FREDOEFXF1UT 1253521, WPA3 DH# %
EAL. WPA3 & WPA2 WRELE—REZFERALLGWT ENHEINE T,
WPA3-Enterprise #{TE— KD GUI §&7E
RDOFETIE. WPA3+WPA2-Enterprise ;BEEE— KL ARILDEF 21U FT 4 %{HZT WLAN ZERRLET,
1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,
2. [Add]Z=2VUv o LET,

3. [General] % 7@ [Profile Name] [, D P T LEAIFEASILET, [SSID] & [WLAN ID] H*EEIRY
[CAHNENET,

4. [Status] & [Broadcast SSID] D R T ILARY v EBRICL T, cOT7O7 7AILICEERMITShiz- AP A
DFRTEFH WLAN O7O—RFv AMNZHIBTZELSICLET,

5. [6-GHz] R Y —@FHR—bShTWRW o, EIICLET.
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X 9. ERIZAOY bRY —DOFTE

Add WLAN x

General Security Advanced
Profile Name* WPA3+WPA2-Enterprise‘ Radio Policy @
SSID* WPA3+WPA2-Enterprise‘ Show slot configuration
6 GHz
WLAN ID* 8 ‘ Status @ oisasLed

Status enasLeD ([}
Broadcast SSID

2.4 GHz

Status enapLeD ([l

802.11b/g 802.11b/g v ‘
Policy S

6. [Security] > [Layer2] ¥ 7% YU w2 LE9, [Layer 2 Security Mode] KOw 75OV U X MHM 5,
[WPA3] Z®EIRL £ T,

7. [PMF] A* [Optional] ICERESNTWR I L&MERLET,
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& 10.
Add WLAN

General Security

Layer2 Layer3

O WPA + WPA2

MAC Filtering

Lobby Admin Access

WPA Parameters
weaPalicy O
GTK
Randomize

AES(CCMP128) &
GCMP128 O

| D Cancel J

Advanced

AAA
® WPA2 + WPA3

O

O
WPA2 Policy

WPA3 Policy

Transition
Disable

WPA2/WPA3 Encryption

CCMP256
GCMP256

Protected Management Frame

Optional

PMF
Association Comeback Timer* 1
SA Query Time* 200

00O

EXa1UFq. BEEL LU AKM DRTE

O WPA3

O Static WEP

Fast Transition

Status

Over the DS

Reassociation Timeout *

Auth Key Mgmt
802.1X
CCKM A

FT + 802.1X

802.1X-
SHA256

80 06

MPSK Configuration

Enable MPSK

O None

Adaptive Ena... w

0

20

PSK O
SAE (]
FT + SAE 0O
FT + PSK ]
psk-sHaz2ss O

-

Ej Apply to Device

8. [WPA Parameters] ¢ RFICX~7O—)LLZEY., [WPA2 Policy], [WPA3 Policy]. & & U [Encryption] @
[AES] F v IRy R%&EAICTL, [802.1X] & [802.1X-SHA256] F v IRy I R&EAVICLET,

9. [Apply to Device] 22U w & LT. WLAN EB 7O X ZFELTRTULEY,
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WPA3-Enterprise 8{TE— R D CLI 87E
ROFIETIE. WPA3+WPA2-Enterprise JEEE—RLARILDEF 2V T 4 Z{HZ - WLAN Z{ERLE T,

= 5. WPA3-Enterprise B{TE— R @ CLI i&E

27y 71 configure terminal JO—NILEREE—RZBHIBLET.

25w 2 wlan wlan-name wlan-id SSID- WLAN OV 74FaLl—Yay Y7E—R%ZH
name yﬁbi?}
i :

Device (config)# wlan
WPA3+WPA2-Enterprise 8
WPA3+WPA2-Enterprise

25w 3 security wpa wpa3 WPA3 ZBMICLE T,

257w T 4 Security wpa wpa2 WPA2 ZH#IICLE T,

2FvT5 security wpa akm dotlx- 802.1X SHA2 AKM ZzBMICL X T,
sha256

25w 76 radio policy dotll 24ghz 2.4 GHz FEHZBEMICLEY.

2FvT 7 radio policy dotll 5ghz 5GHz BiBzEBMCLET,

2AFv T8 no shutdown

27v79 end

F:2otEFaVTF 4 DEAEDEE. FTHRE—RTHLERATEET,

WPA3-Enterprise Transition Disable €—

XYNTI=OFvTITL—RDBBESE : WPA2 F/)NA AN Wi-Fi XY NT—VICREFEEL TV S8, WPA2 F
INA 2E WPA3 FINA ADMAINEETEZEHE—RAPEETLRE. Thid. Wi-Fi Xy hT7—2H WPA2 X—
ADRY R T—=T M5 WPABR—ZRD Ry N T—7ICHR% ICBITT 2DICHERICK/IIE XTI . Wi-Fi Alliance &,
IN=YFINRYRNT—=DET V=T ZA4X XYy NT—=IDOWAIC WPA3 BITE—RZEALE UL, SSID TE¥
TE—RZBEMCTSE. WPA2 ZHR—KNTZTF/NA A& WPA3 ZHR—NT 27N\ RZ2EIFICERTE S
&. WPA2 h'5 WPA3 ADF/\A ALY AT ADERBEHNRBEBITADENFHINE T,

Transition Disable : B{TE—RKZFEAHTZ L LEBOLIICKYNT—I TV TIL—RHBBEICRDEITH, 57
VIL—RKBEZITTS WPA3STA (RT7—3V) OtFaV7T4 LOFENHD XTI, WEHIE. WPA3
STA ZB&HIMNICY VY L—R LT, WPA2 LU RERDEF 2V T iSO H 270 /0 —%2FHIESC
ENTEXT, COMBEZERT B7/-6IC. Wi-Fi 7 Z4 77> Xd [Transition Disable] {5 RZEALF L, Ch
ZFEALT. APERXRY R T—IDARL—%—(F, WPABSTA ZEHULTRY NT—U2RLICTYvTIL—R
L. BITE—RTEESNAERBEF2T7RBT7IIVZILEYR—FFTBLDICTEZET, Transition Disable 57K
&, STA LDZURY N T—VDBITE—RZEWNCITZLEHIC (FPYIVI—avdhD a4\ R T(Y
T) SN, FU VL —RKRBICHTHREZERBELET, STA L. COERZRET I L. EEoEgRIcH
LTHEDBITE—RZEMICL, PMFOXIYI—YavRLOFZY VY I—YavaiERLET,
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STAERICED., Ry 7= 707 71ILTHEDBITE—R (BLTMOLAY—tEF2 VT4 7TV XA)
NEMRZEENHDET,

fc& ZIE, WPA3-Personal STA . Ry bT7—2 707 74J)LT. BRiFEF— (PSK) ZILTUXALAZBMICT
% WPA3-Personal B{TE—RZF 7 AL N TEMICTZHEELNHD XTI, LHL. XY RNT—IHBITE—KRTE
EINcRHEF1T7RTZILIVXALE (B2IC) YR—MULTWBEHESA, STA T Transition Disable ¥ §RZ=ERAL
T, ZDRXYNT—UDBITE—REEMICL. YOV I L—RKEBHISRETEET,
CHICEDIRTDIZA TV MFINA R, BITE—R®D WLAN [CBINT % & E(C WPA3 OIHICHEITT B7-8D.
X2 VUFTAHTIEENTWSE—AT. XY MNT—=IHEROYBHLRIBIITEHRINTWSEE., &, —8F
A WPA2 [CERES N, ZODfthh WPA3/WPA2 BITE—RICBESNTWVWBIES., BITLIEIZ4 7Y D WPA2
DHEFERT DIEFICHEIT D EEHEICKRRT DI EICRDET,

Zhix, EU SSID AERZ IV MO—F/AP &y b7y THAHIN—L, F]/EH 100% — LB VW—2BDOKFIEX v
RD—OTEZLNEVFTVATY, RLFPEHNKEZLHE, HFEFPTREU SSID £2HEFI % Edu Roam T,
ChERET DL, BRZXYNT—07ONA 5 —EEBE#NT 2754 7Y MIEXBHELNFHET ZAREMEHL H
31z, IRTOXY N T—VDIGATCRALEF 2V T A RENBYICRESN TS I EZERETEDIZRICD
. BEICFERALTLESL,

COFERFIBEIHEREINTEA, BFICHEBERIZGEICOFEMNICTZIZVNENHDET,

BTot% 3 TlE. WLAN T Transition Disable ZE5%IcT 2 AEICDWTEBAL X9,

WPA3-Enterprise Transition Disable E— K ® GUI §%5€
RDFIETIE. Transition Disable #&%IC LT WPA3-Enterprise £¥ 11 5 1 %#{§x 7« WLAN Z{EF L9

1. [Configuration] > [Tags and Profiles] > [WLANs] Z:&RU 7,
2. [Add]Z2 Uy LET,

3. [General] # 7@ [Profile Name] IZ, D PFTWERIFZEASILET, [SSID] & [WLAN ID] A EEIRY
ICAHEhET,

4. [Status] & [Broadcast SSID] D M7 ILARZ vZBHICLT., CO7O7 71 ILICEERIT Sz AP A
CDEREFH WLAN O7O—RFv AN BRI 2LSICLET,
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& 11. EERY O —DORTE

Add WLAN x

General Security Advanced
Profile Name* ‘ WPA3-Enterprise-TMD ‘ Radio Policy ®
SSID* ‘ WPA3-Enterprise-TMD ‘ Show slot configuration
6 GHz
WLAN ID* ‘ 1 ‘ Status @ oisasLeD

Broadcast SSID

2.4 GHz
Status enasteD ([l

802.11b/g | 802.11b/g v |
Policy R

5. [6 GHz] RUY—FHR—bZhTWWABW=6, EWICLET,
6. [Security] #7221V v LT, [WPA2 + WPA3]| AT avaBMICLET,

7. [WPA Parameters] £ TRICZAoZO—J)LLZET, [WPA2 Policy] & [WPA3 Policy]. [AES]. AKM & UL
T [802.1X] & [802.1X-SHA256] Fxw IRy I R&EAVICULET,

8. [PMF] A* [Optional] ICERESNTWR I L&MERLET,
9. [WPA Parameters] T [Transition Disable] #8%MICL 9.
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X 12. EXa1UFq. BEEL LU AKM DRTE

Add WLAN x

General Security Advanced -

Layer2 Layer3 AAA

O WPA + WPA2 ® WPA2 + WPA3 O WPA3 O Static WEP O None

MAC Filtering D

Lobby Admin Access O

WPA Parameters Fast Transition
weapolicy O WPA2 Policy Status | Adaptive Ena...
gTK O WPA3 Policy 0
and -]
andomize Transition Over the DS
Disable
Reassociation Timeout * ‘ 20

WPA2/WPA3 Encryption

AES(CCMP1 28) CCMP256 8 Auth Key Mgmt
GCMP128 GCMP256
802.1X PSK O
CCKM A (@] SAE a
Protected Management Frame
FT + SAE 0O
- T — Fr+8021x O FT + PSK @]
802.1%- psk-sHa2ss O
SHA256
Association Comeback Timer* 1
A p—— C MPSK Configuration
Enable MPSK O

| ‘D Cancel [Z] Apply to Device

WPA3-Enterprise Transition Disable E— K ® CLI §%7E

%

< 6. WPAS3-Enterprise Transition Disable E— K ® CLI §%7E
ATy 71 configure terminal J0O—=/\)L Ay 74Fal—Yay E—RzBLET,
AFvT2 wlan wlan-name wlan-id WLAN Y74 Fal—yay BTE—RZMAIKLET.
SSID-name
fl :

Device (config) # wlan WPA3-
Enterprise-TMD 1 WPA3-
Enterprise-TMD

2Fv7T3 security wpa wpa3 WPA3 ZBWICLE T,
ATv7 4 security wpa wpa2 WPA2 2T 2BMCLET, PMF [FA T3y
ICRE>TWET,
AFYyT5 security wpa wpaZ2 ciphers Advanced Encryption Standard (AES) /CCMP128 &5
aes =BMICLET,
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ATFv76 security wpa akm dotlx- AKM 802.1x-SHA256 ZHBMICL Y.
sha256

Z2FvT7 transition-disable Transition Disable ZEICL £ T,

AFvT8 radio policy dotll 5ghz 5GHz H#RZzB/MICLE T,

2FwT9 radio policy dotll 24ghz 24 GHz & Z=EFMICLE T,

25w 710 no shutdown WLAN Z A4 X—7ILICLE T,

257y 7 11 end Y5 EXEC E—RICED XY,

o CotEFa VT DEBEDER}. FTHISE—RTHERATEET,

WPA2+WPA3-Enterprise B{TE—K (6 GHz)

6 GHz & Tld. WPA2 X2 UF 4 (WPA2 D& & WPA2+WPA3 WLAN DA ICEA) NBES N TS5
A. 6 GHz BIETO WLAN 70— RF v ZMNEFFAIShERA. LA > T, ZOXREHNS. WLAN H WPA2
TRESINTVWSREHESE 6 GHz E\IRZ T R—MLEBVWEWVWSEEICRD XTI,

hniE, LAY—9Z547 Y HEL SSID D 5GHz TAZ 3> ® PMF & &4(C 802.1X-SHAT #HR— K93
WEHRHZIBEDI—RT—ATHIREEHSLEITH. —AT6GHz ¥V 514 7> Mid PMF %ZET 802.1X-
SHA256 AKM ZHR—kULET,

NSDOEEEYR—BNTZRHIC. 17121 EDFIO SWNK—=I 3V T, LAV—ERFD6GHZz V547V
NOBAZYR—FTZHIC. BB32707 74 )2 DR LU WLAN T WPA2 + WPA3 BI{TE—RZFEHAT S
ENHERINTWE LU, CORETDFEEIIO—IVITY, CORETCOFFEMOO—IVJIFHR—bINTH
57, ChiFBIC7ZILO-IVITHD, #HEESIhIEEA,

17.12.1 LAFE,. 6 GHz Hig DR WPA3 ORITE—RATR—bEIhTWET, Zhickh, 1—H—(3 6 GHz
D[FE LU WLAN T WPA2 + WPA3 ZBMICTEEXT, COE—RTIE. LAY—D 6 GHz 7)1 R EHFHD 6 GHz
TNARICHIGT B7=HIC2 DDERBZTOT7 7 MV EERT 2UBHBRLBDET, TOE—RTH.
WPA2+WPA3 #{TE— K& 2.4 GHz/5 GHz TERTZ. WLAN [C WPA2 & WPA3 Ol DIRENH ZI5E.
WPA3 BEEDRENDHH 6 GHz HIFICT vy vadhZE T,

WPA2+WPA3-Enterprise B{TE—K (6 GHz) : GUI §&E

KROF|ETIE. WPA2+WPA3-Enterprise #{TE— K (6 GHz) @ WLAN Z{ER{LE 9,
1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,
2. [Ad]Z2 Vv oI ULET,

3. [General] % 7 ® [Profile Name] [C. A D P T WERIFEAHLFET, [SSID] & [WLAN ID] DFAH
BEMICANTEINET,

4. [Status] & [Broadcast SSID] D M ZILARZ v EBHICLT., CO7O7 71 ILICEEERITS iz AP A
CDEREZFH WLAN D7 O—RFv A MZHIATDLSICLET,

© 2024 Cisco and/or its affiliates. All rights reserved. 19/56 R—



X 13. \ER/IZ20Y bORTE

Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it

General Security Advanced Add To Paolicy Tags

Profile Name* ‘ WPA2+WPA3-Transiﬁnnr{ Radio Policy ®

SsID* | WPA2+WPA3-Transitionl4 Show slot configuration
6 GHz

wao [ R

@ WPA3 Enabled

Status enasten [ & Dot11ax Enabled
Broadcast SSID ENABLED - 5 GHz
enasLep [

Status

2.4 GHz

802.11bfg | 80211b/g  + |
Policy _

= Update & Apply to Device

5. [Security] > [Layer2]1 ¥ 7% 2 U v LE 9, [Layer 2 Security Mode] ROy 74O )X MH 5,
[WPA3] ZERL X7,

6. [PMF] A [Optional] ICERESNTWVWS I E%ZERLET,
FPMF AT 3> TIH, WPABERETIE. 6 GHz HITHAEERLBINET,

7. [WPA Parameters] £ TTFICXZO—J)LLEY., [WPA2 Policy] & [WPA3 Policy]. [WPA2/WPA3
Encryption] @ [AES(CCMP128)]. &1 [802.1X] & [802.1X-SHA256] F v IRy I XA&EAVICL
T, ZOMDBIREINTNBNTA—HYEZITRTATZICLET,
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X 14. |ER/IZA0O0Y b DERE
Add WLAN
General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2 ® WPA2 + WPA3

MAC Filtering (]

Lobby Admin Access D

WPA Parameters

wea policy O WPA?2 Policy
GTK (m] WPA3 Policy
Randomize
Transition D
Disable

WPA2/WPA3 Encryption
AES(CCMP128) @
GCMP128 (m]

compzse O
GCMP256 (m]

Protected Management Frame

'O Cancel

O wWPA3

v

PMF [ Optional
Association Comeback Timer* ‘ 1 ‘
SA Query Time* ‘ 200

O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt
802.1X
CCKM A

FT +802.1X

802.1X-
SHA256

B0 0.

MPSK Configuration
Enable MPSK

O None

" Adaptive Ena... v ‘
@]

E |

PSK (@]
SAE (@]
FT + SAE (@]
FT + PSK (@]
psk-shazss O

= Apply to Device

8. [Security] # 7%V v L. [AAAl % 7% % ') w4 LT [Authentication List] KOY 75> U X kH

5ERIERTEFHD RADIUS H—/\—

© 2024 Cisco and/or its affiliates. All rights reserved.
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& 15. ERIZAOY b DRE

Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Authentication List | Dot1x v | B

Local EAP Authentication O

[5] Update & Apply to Device

9. [Apply to Device] 22U v LT. WLAN EB 7O X EFELTRTLET,

WPA2+WPA3-Enterprise B{TE€—FK (6 GHz) @ CLI&&%E
ROF|ETIE. WPA2+WPA3-Enterprise #{TE— K (6 GHz) @ WLAN Z{Ep{LE 9,

*7. WPA2+WPA3-Enterprise 8{TE— K® CLI 8&%E

25w T 1 configure terminal JO—/)\)L Av74Fal—y3ay T—K
ZRBLET,
AFvT2 wlan wlan-name wlan-id SSID-name WLAN AV 74Fal—Y3y Y7E—-KR
R EMBLET.

Device (config)# wlan WPA2+WPA3-
TransitionMode 1 WPA2+WPA3-
TransitionMode

2AFv7T3 security wpa wpa3 WPA3 ZBMICLET,
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AFvrSa security wpa wpa2 WPA2 ZEHMICLET,
AFw7T5 security wpa akm dotlx-sha256 SHA2 AKM ZFAMICLET,
AFv76 security wpa akm dotlx SHA1 AKM ZBMICULET,
ATFvT7 radio policy dotll 6ghz 6 GHz =EHZBAWCLET,
ATv7T8 radio policy dotll 24ghz 2.4 GHz ®wiREBMICLET.
AFvT9 radio policy dotll 5ghz 5 GHz ®miHZEBMCLET.
ATY 710 no shutdown

ATy 711 end

WPA2+WPA3-Enterprise BfTE—K (6 GHz) @ CLI{h
#show wlan summary
Number of WLANs: 1

ID Profile Name SSID Status
2.4GHz/5GHz Security
6GHz Security

1 WPA2+WPA3-TransitionMode WPA2+WPA3-TransitionMode UP
[WPA2 + WPA3][802.1x][AES] [PMF 802.1X]
[WPA3] [AES] [PMF 802.1X]

pe - DFREIFE. GCM256 BEB1L SuiteB192-1X THHR— M ENTWE T, #iFE4 WPA3 2 FEHL
WPA2+WPA3 BB1TE— KA 192 Ew MEB{L & EBICHRICHR > TLWSIHE, BEFXDOLSICEMELET,
e 2.4 GHz & T 5 GHz : WPA2 + WPA3-SUITEB-192-1X-GCMP256
e 6 GHz : WPA3-SUITEB-192-1X-CCMP256

WPA3-Personal

WPA3-Personal |3, 1—%—BADBEM T, SAE ICLB/NRT—RR—ZXDFHANT 128 Ev bOEEREZ

FALET, S5IC. WPA2-Personal & 124D, WPA3-Personal ., /X277 —R#RIZ&BELT. 1—H—

NINETOIRICEBRIZATRY N T =V EAETHIEEERTZIET, AT75A VHERBICHTEZRY b
—JtFaVTF4%ZBLET. COBHICED., XY BRNT=IADN\YFVTICERERIIND, TIL—bT 4 —

AREBORAHIEETNET,

WPA3-Personal [CI&. ROELBHEANHDFT,

Ld SAE WL.\FIE o t ‘\-E’&% ﬁﬁf‘%"%fﬁﬁi
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o 7I—bT7 - THE] HBLZFBIHE S5 DRE

o BIZTMEMZRHE

X 16. WPA3-Personal DIV RRAV hERXRYNT—=O NV RV (Y 7OEX

WPA3-Personal process

Regular request to AP

(7

;o\\\

Regular response to client

This is used to generate {

802.11 Authentication SAE commit from client to AP

Y.

PMK on AP and client

802.11 Authentication SAE commit from AP to client

*PMK (Pairwise Master Key)

802.11 Authentication SAE confirm from client to AP

802.11 Authentication SAE confirm from AP to client

Regular Association Request

and a client has been

The link between an AP
established

' U

Regular Association Response

4-way Handshake

WPA3-Personal @ GUI %7
KRDFEIETIE. WPA3-Personal LRXILDEF 1) T4 ZEZT- WLAN Z{ERL X9,

1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,
2. [Ad]Z2 Vv oI ULET,
3. [General] # 7® [Profile Name] [Z. oA D ¥ 3 WEEAIFEASILET, [SSID] & [WLAN ID] A*EEIRY

ICABNENET,

Simultaneous
Authentication of Equals
(SAE) makes brute
force attacks
ineffective. With SAE
passsphrase is not
exposed.

4. [Status] & [Broadcast SSID] D M7 ILARZ vZEBHICLT., CO7O7 71 ILICEERITS iz AP A

CDREEHWLAN D7O—RF v AMNERIBATSELDICLET,
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X 17. WPA3-Personal 2/ 20 k DERE

Add WLAN x

General Security Advanced
Profile Name* ‘ WPA3-Personal Radio Policy ®
SSID* ‘ WPA3-Personal Show slot configuration

6 GHz

L E status
© WPA2 Disabled
Status © WPA3 Enabled
@ Dot11ax Enabled
Broadcast SSID enasLeD ([
5 GHz
Status enasleD ([l

2.4 GHz
802.11b/g 802.11b/g v
Policy —

5. [Security] > [Layer2] # 7% w2 ULE 9, [Layer 2 Security Mode] ROy 75OV U XI5,
[WPA3] Z®EIRL £ T,

6. [PMF] ' [Required] [CERESNTWB I EZHERLET,
7. Fast Transition ZEMIcLEX 9,

8. [WPA Parameters] T HFICA2AO—)LULZEY, [WPA3 Policy]. [AES]. BLXU [SAE] Fx v IRy
AEAVICLET,

9. [Pre-Shared Key] Z AL, [PSK Format] kOw 7¥ oYY ZXMHS PSK 74—< v FZ&ERL.
[PSK Type] ROy 75UV )R RDS PSK 51 TZBERLET,
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X 18. WPA3 SAE AKM DER7E
General Security Advanced =

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 ® WPA3 O Static WEP O None

MAC Filtering @]

Lobby Admin Access (@]

WPA Parameters Fast Transition
WPA O WPA2 O Status | Disabled v
Policy Policy
GTK O WPA3 Over the DS 0O
Randomize Policy
Transition @] Reassociation Timeout * ‘ 20 ‘
Disable

WPA2/WPA3 Encryption Auth Key Mgmt

1 O
AES(CCMP128) D CCMP256 D SAE FT + SAE 0
MP1 2
i Gl OWE O FT+802.1x O
802.1x- O
Protected Management Frame SHA256
’ . Anti Clogging Threshold* ‘ 1500 ‘
PMF Required v
. Max Retries* ‘ 5 ‘
Association Comeback Timer* 1 ‘ e
Retransmit Timeout* ‘ 400 ‘
SA Query Time* 200 ‘ —
PSK Format | ASCII v
PSK Type ‘ Unencrypted v ‘
Pre-Shared Key* ‘ ........ ‘ @
SAE Password Element @ | Both H2E and HnP v

10. [Apply to Device] 4 Vv LT. WLAN ks 7Ot XA 2 {RELTRTLE T,

E: 6GHz BEHOMEFEAT 385G, Y/R—KkEh b SAE D/NXT— REZ(T Hash to Element
(H2E) T9, Hunting and Pecking (HnP) [&. 6 GHz D&HD Xy k T7—I TIIMERATEEE A,
5GHz & 2.4 GHz DA% ERAT 254d. H2E & HnP % SAE D/XAT—REXRL UL TERTE

ia_o
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WPA3-Personal @ CLI §%7E
RDFIETIE. WPA3-Personal LXILDtEF 1) T 4 ZfEZT- WLAN ZERLE T,

= 8. WPA3-Personal @ CLI 5&7E

S,

257w 71 configure terminal JO0—=/)LaAVT74FaL—ray E—RzRBLET,
257w T2 wlan wlan-name wlan-id WLAN OV 74 Fal—Y3y YT7E—RZRIBLET,
SSID-name
Bl
Device (config)# wlan WPA3-
Personal 8 WPA3-Personal
25FvT3 no security wpa akm dotlx tX1UF 4 AKM 802.1X #HEMICLE T,
25FvT 4 no security ft over-the-ds WLAN EDF—% Y —X %4} U7z Fast Transition % %)
ICLEY,
ZAFvT5 no security ft WLAN 0 802.11r miEB1TZ2 T4 t—7ILICLET,
2Fv 76 no security wpa wpa2 WPA2 X a2 UT 4 ZERICLEYT, T PMF [ZES)
ICHRDhET,
AFvT7 security wpa wpaZ2 ciphers Advanced Encryption Standard (AES) /CCMP128 &5
aes EAMCLET,
AFv78 security wpa psk set-key ERHRBEF—EEELET,
ascii value preshared-key
Example:
Device (config-wlan) #
security wpa psk set-key
ascii 0 Ciscol23
2FvT9 security wpa wpa3 WPA3 O /R—hZBMICLET,
i 1 WPA2 & WPA3 Ol AL R— b IhTWRHEE
(SAE & PSK &) . PMF ORREIIERT
Y, 722U, PMF ZEMICT B LI TETEA.
WPA3 Di5&. PMF [EEATY,
ZFv 710 security wpa akm sae AKM SAE OHR— b ZFMICLE T,
27w 7 11 security wpa akm sae pwe NZAT—REREZBRLEY.
h2e/hnp/both
2FvT 12 no shutdown WLAN Z 4 2—7ILICLET,
ATFv713 End Y€ EXEC E— RICED X7,
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NAT—REBZEEZ4ERT B7/-6(C SAE Hash-to-Element A% {5 L 7= WPA3-Personal
ROFIETIE, INRAT—REZEOAERIC H2E ZFHLT=. WPA3 /X—Y FILLRILDEF 2T 1 &EZT- WLAN
EERRLE T,

1. [Configuration] > [Tags and Profiles] > [WLANs] Z:&RU %7,
2. [Add]Z2 Uy LET,

3. [General] # 7 ® [Profile Name] IZ, D PFTWERIFZEASILET, [SSID] & [WLAN ID] A EEIRY
ICAHEhET,

4. [Status] & [Broadcast SSID] D 7 ILRZ v ZBHICLT., 2O7O7 71 ILICEEERIT Sz AP A
CDEREFH WLAN O7O—RFv A MBI 2LSICLET,

5. [Security] > [Layer2] # 7% Vv L% 9, [Layer 2 Security Mode] KOw 75UV VXRS5,
[WPA3] ZEIRL X T,

& 19. \R/Z20O0Y bRY Y —D|E
Add WLAN x
General Security Advanced
Profile Name* WPA3-Personal-H2E ‘ Radio Policy ®
SSID* WPA3-Personal-H2E ‘ Show slot configuration
6 GHz
WLAN ID* 1 ‘ Status
© WPA2 Disabled
Status © WPA3 Enabled
© Dot11ax Enabled
Broadcast SSID
5 GHz
2.4 GHz

Status enasLeD ()

802.11bjg | 802.11b/g v |
Policy _

=l Apply to Device

6. [PMF] ' [Required] [CERESNTWB I EZHERLET,
7. Fast Transition ZEMIcLEX 9,

8. [WPA Parameters] ZTHFICA2AO—)LULZEY, [WPA3 Policy]l. [AES]. BLXU [SAE] Fx v IRy
A=A VICLET,

9. [Pre-Shared Key] Z AL, [PSK Format] kOw 7# oYY ZXARHS PSK 74—< v FZ&ERL.
[PSK Type] ROy 75UV IR RDS PSK 51 TZBEIRLET,

10. [SAE Password Element] KOy 7% o> Y X kA5, [Hash to Element Only] ZBXICLE T,
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= 20. EXa2VFA BLVAKM KA T—REROHRTE

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

O WPA + WPA2

MAC Filtering O

Lobby Admin Access 0

WPA Parameters
WPA O WPA2 O
Policy Policy
GTK O WPA3
Randomize Policy
Transition 0O
Disable

WPA2/WPA3 Encryption
AES(CCMP128)
GCMP128 0

cempss O
aempss O

Protected Management Frame

PMF ‘ Required v
Association Comeback Timer* ‘ 1
SA Query Time* ‘ 200

F: 6 GHz HIBOAEFEAT BIBEE. HR—hEh3 SAE D/XRT—REZE(F H2E TY, HnP &,

O WPA2 + WPA3 ®© WPA3

O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt

SAE
OWE 0
802.1x- 0
SHA256

Anti Clogging Threshold*

Max Retries*

Retransmit Timeout*

PSK Format

PSK Type

Pre-Shared Key*

SAE Password Element @

O None

| Disabled v |
@]

‘20

FT + SAE O
FT+802.1x O

‘ 1500 ‘
D

‘ 400 ‘

| ASCII v |
\ Unencrypted v
[ |

‘ Hash to Element O.!k‘

v

Apply to Device

6 GHz DIHDEY N T— TlEHTEEF A, 5GHz & 2.4 GHz DA = FEET 2188 E. H2E & HnP

% SAE DINAT—RBREUVLTERATEET,
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X2 T — REZEZ 4T 27-6(C SAE Hash-to-Element X% {6 L 7= WPA3-Personal

@ CLI &%E

ROFIETIE, INRAT—REZEOAERIC H2E ZEHLT=. WPA3 /X—Y FILLRILDEF 2T 1 &EZT- WLAN

ZERLET.

®9.

WPA3-Personal SAE hash-to-element @ CLI

BRE

S S,

ATy 71

ATYvT2

AFv7T3

ATy 7T 4

ATYvT5

ATYT6

AFvT7

ATYv7T8

AFv7S9

27y 710

ATy 711

AFv 712

configure terminal

wlan wlan-name wlan-id
SSID-name

Bl

Device (config) # wlan
WPA3-Personal-H2E 1 WPA3-
Personal-H2E

no security wpa akm dotlx
security wpa wpa3
no security ft

no security wpa wpa2

security wpa wpa2 ciphers
aes

security wpa psk set-key
ascii value preshared-key

Example:

Device (config-wlan) #
security wpa psk set-key
ascii 0 Ciscol23

security wpa akm sae

security wpa akm sae pwe
h2e

no shutdown

End

© 2024 Cisco and/or its affiliates. All rights reserved.

0=/l Av74F¥al—Yay E—REBEKBLET,

WLAN O 74 Fal—yay B TE—RZRIKLET,

X1V FT4 AKM802.1X ZHEMICLET,
WPA3 ZHMICLET,
WLAN O 802.11r E&E# T2 T4 E—7ILICLET,

WPA2 ZX 1 UF 4 ZEMCLET. ThTPMF ZEY
ICRED XY,
AES/CCMP128 BB ZBMICLE T,

ERfAEF—ZHEELEY.

AKM SAE DHR—MZ2BMICLET,

INAT—REBEERELERT BD/6D H2E #FRICLET,

WLAN Z 4 X—7ILICLET,

¥4 EXEC E— RICRD &9,
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Fast Transition ’*&%)7: WPA3-Personal SAE
Cisco I0S° XE /\— 3 v 17.9.1 LIPETIL. Fast Transition & %7% WPA3-Personal SAE (SAE-FT) AitR—
REnTWLWET, WPA3 SAE-FT FHIC WLAN 238 FE 3 BICIE. XDOFIEICHEWNE T,

JKRDEIETIL. Fast Transition ZA%IC L T. WPA3-Personal L XJL®D SAE &% 1 U F 1 Z{Z 7= WLAN ZERK
LEd,

1. [Configuration] > [Tags and Profiles] > [WLANs] Zi&#iRUL %7,
2. &M (Add) 1=z Uvo ULZET,

3. [General] % 7@ [Profile Name] IZ, D P WEHBIFZEASILET, [SSID] & [WLAN ID] AABEER
ICAHENhET,

4. [Status] & [Broadcast SSID] M ZILARTZ YZBMICLT. 20707 714 ILICEERIT SN AP A’
DFREZFH WLAN OT7O—RF v A ZHBRITSHLOICLET,

5. [Security] > [Layer2] # 7% 42 ) v L9, [Layer 2 Security Mode] KOy 75 IV UMD 5,
[WPA3] ZEIRL X T,

& 21. | O —ORE
General Security Advanced
Profile Name* WPA3-Personal-H2E ‘ Radio Policy ®
SSID* WPA3-Personal-H2E ‘ Show slot configuration

6 GHz

wLAN D : | status
© WPA2 Disabled
Status enasieD ([l © WPA3 Enabled
@ Dot11ax Enabled
Broadcast SSID enaBLeD [

5 GHz

Status enasLeD ([l
2.4 GHz
Status enasteD ([l

802.11b/g | 802.11b/g ,‘
Policy —————

E Apply to Device

6. [PMF] A' [Required] ICERESN TS L ZERELET,
7. Fast Transition ZB%ICLE T,

8. [WPA Parameters] ZTHFICAZAO—)LLZEY, [WPA3 Policy]l. [AES]. BLXU [SAE] Fx v IRy
A=A VICLET,
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9. [Pre-Shared Key] Z AL, [PSK Format] kOw 7# oYY ZXARHS PSK 74x—< v FZ&ERL.
[PSK Type] ROy 75UV )R RDS PSK 51 T2 BEIRLET,

10. [SAE Password Element] ROy 7% 2> X kA5, [Hash to Element Only] £ 7z(d [HnP] X7z (&

[both] ZBHICLET.

Add WLAN x

& 22. FT A BXICER > TV WPA3 SAE
General Security Advanced
Layer2 Layer3 AAA
O WPA + WPA2 O WPA2 + WPA3
MAC Filtering @]

Lobby Admin Access D

WPA Parameters
WPA O WPA2
Policy Policy
GTK O WPA3
Randomize Policy
Transition (@]
Disable
WPA2/WPAS3 Encryption
AES(CCMP128) CCMP256
GCMP128 O GCMP256
Protected Management Frame
PMF
Association Comeback Timer* 1
SA Query Time* 200

© 2024 Cisco and/or its affiliates. All rights reserved.

0o

Required

® WPA3 O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt

SAE (@]
OWE (@]
802.1x- O
SHA256

Anti Clogging Threshold*
v

Max Retries*

Retransmit Timeout*
PSK Format

PSK Type

Pre-Shared Key*

SAE Password Element €@

a

O None

" Enabled v
O

20

FT + SAE
FT+802.10x O

1500 ‘
400
" AsCll

( Unencrypted

| Both H2E and HnP v

@ Apply to Device
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Fast Transition »*F %7 WPA3-Personal SAE @) CLI §¥7E
KRDFNETIE. Fast Transition ZEMIC L T. WPA3-Personal LANILDTF 21U T4 %&{#Z - WLAN Z{ERLE T,

%= 10.

WPA3-Personal SAE FT @ CLI &7%E

L

ATy 1

AT T2

ATFv7T3
ATy T4
ATY7T5

ATYT6

AFvT7

ATv7T8

A7Fv79
ATv 710

27y 7T 11

2ATv 7T 12

27Fv 713

configure terminal

wlan wlan-name wlan-id SSID-name
@l :

Device (config) # wlan WPA3-
Personal-H2E 1 WPA3-Personal-H2E

no security wpa akm dotlx
security wpa wpa3
security ft

no security wpa wpa2

security wpa wpa2 ciphers aes

security wpa psk set-key ascii
value preshared-key

Example:

Device (config-wlan)# security
wpa psk set-key ascii 0 Ciscol23

security wpa akm sae
Security wpa akm ft sae

security wpa akm sae pwe h2e

no shutdown

End

WPA3-Personal B{TE—K

WPA3-Personal #{TE— K (WPA2+WPA3-Personal ;EfEE— R

JO—N)L Av74Fal—ray E—K%
HIBL X9,

WLAN OY 74 Fal—2ay $7E—K%
FIELET,

tF1YF 4 AKM 802.1X ZEMICLE T,
WPA3 ZHMICLET,
WLAN T 802.11r &FEZITEEMICLET.

WPA2 EX 2 UF 4 ZEEMICLET., ThT
PMF (FEXICIRD £ T,

AES/CCMP128 BB ZBMICLE T,

FAHAF—ZEELET.

AKM SAE DHR—MZBMICLET,
FT SAE #8#ICLE T,

INAT—RERELERT D7D HE ZHERIC
LT,

WLAN Z 4 X2—7)LICLE T,

¥ EXEC E— RICRD &9,

EHHEND) B —BHDI ATV N

WPA2 O#HEHR—ML, —2BDT 547 D WPA3 £THR— M TZBIERICERAINET, WPA3 JHIHY 5
4 7> klx WPA3-Personal @ SAE Z{EARAL. WPA2 X5 54 77 k& WPA2-Personal @ PSK Z#{EB L %

¥, CDE—KRIF. 2.4GHz &£ 5GHz O ADEFICEREINET,

bz CDE—RF, HELREBSICOMEALTLEZN, BAROEF1UT1%2EB5ICIE. WPA3 D
HEFERAL. WPA3 & WPA2 ASRBELIE—REFERAULLGWT EQHERINET,

KRDOFIETIE. WPA3+WPA2-Personal ;JBEEE— RLARNILDEF 1Y T4 Z{EZ - WLAN Z{ELE T,

© 2024 Cisco and/or its affiliates. All rights reserved.

33/56 X—



1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,
2. [Add]Z2Vv o ULET,

3. [General] % 7 ® [Profile Name] [C. oA D P T WEHRIFEAHLFET, [SSID] & [WLAN ID] H*EEIRY
ICAHENZT,

4. [Status] & [Broadcast SSID] D M ZILARZ v EBHICLT. CO7O7 71 ILICEERITS iz AP A
CDEREFEH WLAN D7 O—RFv A MZFHIATDLSICLET,

5. 6 GHz i = EMICLE T,

& 23. BITE— FOEGRTE
Add WLAN x
General Security Advanced
Profile Name* WPA3+WPA2-Personal ‘ Radio Policy ®
SSID* WPA3+WPA2-Personal ‘ Show slot configuration
6 GHz
WLAN ID* 8 ‘ Status @ oisreLed

Status enasleD ([l
Broadcast SSID

2.4 GHz
Status enasLeD [

802.11bjg | 802.11b/g v |
Policy —

6. [Security] > [Layer2] # 7% w2 UE 9, [Layer 2 Security Mode] ROy 75OV U XIS,
[WPA3] Z®EIRL £ T,

7. [PMF] ' [Optional] [CERESNTWS I EZERELEXT,
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& 24. tXaUTq. BB, BLU AKM ORE
General Security Advanced =

Layer2 Layer3 AAA

O WPA + WPA2 © WPA2 + WPA3 O WPA3 O Static WEP O None

MAC Filtering (@]

Lobby Admin Access O

WPA Parameters Fast Transition
WPA 0 WPA2 Status | Disabled v |
Policy Policy o
GTK @) WPA3 Over the DS @]
Randomize Policy
Transition O Reassociation Timeout * ‘ 20 ‘
Disable

WPA2/WPA3 Encryption Auth Key Mgmt

O
AES(CCMP128) D CCMP256 D 805 D o
1
GCMP128 GCMP256 EERi @) SHE
FT + SAE O OWE O
Protected Management Frame
Fr+802.1x O FT + PSK m)
P eTE— 802.1x- O
PMF Optional . SHA256
Association Comeback Timer* 1 ‘ Anti Clogging Threshold ‘ 1500 ‘
— Max Retries* ‘ 5 ‘
SA Query Time* 200 ‘ S—
Retransmit Timeout* ‘ 400 ‘ I
PSK Format | AsClI v
PSK Type | Unencrypted v |
Pre-Shared Key* ‘ ........ ‘ &
SAE Password Element @ | Both H2E and HnP Y|
MPSK Configuration
Enable MPSK O

v

@ Apply to Device

8. [WPA Parameters] FTTICA2O—)LLEY., [WPA2 Policy]. [WPA3 Policy]. [AES]. [PSK].
BLU[SAE] Fxzv IRy IREAVICLET,

9. [Pre-Shared Key] # A1L. [PSK Format] KOy 74 oY UXKHS PSK 74—< v h%&iERL.
[PSK Type]l ROV FHF OV URXMMNS PSK ¥4 THBIRULET,

10. [Apply to Device] %2 U v - LT, WLAN {Ef{ 7O X &2 RELTHRTLET,
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WPA3-Personal {TE— K® CLI

E

ﬂl_.::

RDOFEIBTIE. WPA3+WPA2-Personal SREE— RLARILDEF 21U T« ZfEZT- WLAN 2ERLE T,

= 11.

WPA3-Personal {TE— K ® CLI €

T

ATy 1

ATy T2

ATv73
ATv74

AFYyT5

ATYT6

2AFvS7

ATFv78
ATFv79
AT7v 710
ATy 711
ATv7T12

ATFv 713

configure terminal

wlan wlan-name wlan-id
SSID-name

l :

Device (config) # wlan
WPA3+WPA2-Personal 1
WPA3+WPA2-Personal

no security wpa akm dotlx
no security ft

security wpa wpa2 ciphers
aes

security wpa psk set-key
ascii 0 Ciscol23

security wpa wpa3

security wpa akm sae
security wpa akm psk
radio policy dotll 24ghz
radio policy dotll 5ghz
no shutdown

end

© 2024 Cisco and/or its affiliates. All rights reserved.

00—/ Av74Fal—yay E—REHEBLET,

WLAN OV 7 4FXal—yay Y T7E—RZFBLET.

Ea2YUFT 4 AKM802.1X ZERICLET,

WLAN @ 802.11r &&E#&{TZ T4 E—7IICLET,
WPA2 BEE%RELE T,

X : no security wpa wpa2 ciphers aes 1< R %{Ef
LT, BEIFRESNTVWEINEINEERETEET,
BEEAUEY FEThBWEEIE. BEZRELET.
ERHEF—ZEELED,

WPA3 O /R— b ZzBRICLET,

3 : WPA2 & WPA3 OTRANYR—KShTWBRIES
(SAE & PSK m#i&#EhtE) . PMF OFBEIIEET
9, 7zf2L. PMF 2EMICT B & lFTEE A,
WPA3 D&, PMF [ZWETTY,

AKM SAE OHR—hEBMICLET.
AKM PSK O HR—~Z2BMICLET,
2.4 GHz FHEZAMICLETY.

5 GHz HigZzBMICLE T,

WLAN Z 14 X—7)LICLE Y.

¥iHE EXEC E—RICRD &9,
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WPA3-Personal Transition Disable E— F

Transition Disable (Z. AP 15 STA ADIERTHHD. STAIZ AP DRy N T—I ADEREDIEE TIRHEDRITE—
REEMICLET,

STAERKIZED, XYy MNT7—0 707 71 I THEDBITE—R (BLUMDOLAY—tEFa2 VT4 7ILOYRXA)

NEMICELBBEENHDET, & ZIE. WPA3-Personal STA &, Xy 77— 707 74J)LT, PSK 7)LTV

ALEBYICT S WPA3-Personal BITE—REZF 74 ILNTEMICT R5ELHDET, UL, Xy bT—IH
BITE—RTEEINRLEF 2 787ILTV L% (BLIC) HR—KLTWSIHEA. STA T Transition Disable
EBRzEALT. Z0XY M T—VOBITE—RZEWICL., FOVITL—RKENSORENMRHEINET,

5¥:  Transition Disable {&'RZ{EF9 % AP (&. BE® BSS THIHT 2BITE—RZEMICTZHEIHD
FtHh, loE&ZE WPA3-Personal v k' 7—%2 R ®D AP (&, Transition Disable ¥§RZ AL T, WPA3-
Personal 2 R— M3 3IRTDSTANRT UV I L —RKBHSREZINDLSICTZ—AT. LAY—
STA M#E#TZE 2 LS IC BSS T WPA3-Personal B{TE— RZ2EBRICT BEELHDET,

CHICEDIRTDYZAT7 Y MTINA AL BITE— RO WLAN [TEINT % & E(C WPA3 DHICHEITT %728,
EF2UTAEHTRENTVWSE—AT, Y N T—IHLEROYENGIZAMTEREINTVRIFE, X —8
M WPA2 [CERES . ZDhA WPA3/WPA2 BITE— RICRESINTWSIEE. BITLUILY 7414 7Y hH WPA2
DH%EERT DISFRICBENIT 5 L EHKICKKTZEICRDET,

Zhix. EU SSIDAERZZIY M O—F/AP £y 87y 7&HIX—L. BREH 100% —HUBW—EBOKRIER v
RT—OTEZSNDYTIATYT, HRBFRNKRELHE, HEFTHEL SSID £2HEFI % Edu Roam TY,
INZBRETDE. BRZRXY NI 70/NAM5—BZ2B#}T 27 747V MIEXRGHEENRET ZAJREMED H
318, IRNTORY NT—VDBATRALEF 2 YT A RENBEYICHES N TND I LEZERTEZIERICO
& EEICHEALTLEZ W,

F: COREFEBBRERINFIEBA. ERICVERISRICOFAEMICTIZLENHD Y.

BLTDE% 3> Tld. WLAN T Transition Disable ZB%IC3 2 5E5ICDWTEELE T,

WPA3-Personal Transition Disable E— K ® GUI §87F
JKDFIETIE. Transition Disable Z&%IC L T. WPA3-Personal LNIILDEF 1Y F 1 &{HZ - WLAN Z/EB L
ia_o

1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,
2. [Add]Z2 Vv o ULET,

3. [General] % 7 ® [Profile Name] [C. oA D P T WVERIFEAHLFET, [SSID] & [WLAN ID] H*EEIRY
ICAHTENZT,

4. [Status] & [Broadcast SSID] D M ZILARZ vZEBHICLT., CO7O7 71 ILICEERITS iz AP A
CDREEH»WLAN D7O—RF v AMNZRIATSELSICLET,
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X 25. Transition Disable T— KDOEF/ A O Y FRE

Add WLAN x

General Security Advanced
Profile Name* ‘ WPA3-Personal-TMD Radio Policy ®
SSID* ‘ WPA3-Personal-TMD Show slot configuration
6 GHz
WLAN ID* ‘ 1 Status . DISABLED

Status ensLleD ([l
Broadcast SSID

2.4 GHz
Status enasLeD [l

802.11b/g | 802.11b/g v |
Policy =

Eﬂ Apply to Device

6 GHz FIFZEMICL X T,
[Security] ¥ 7T, [WPA2 + WPA3] A /Y3 v aEBMLET.
Fast Transition Z&EMICLE T,

©® N o o

[WPA Parameters] £ T¢HFICAZAO—=)LULZEY, [WPA2 Policy] & [WPA3 Policy]. [AES]. AKM & UL
TI[SAE] &£ [PSK] Fxz v IRy I REZAVICLET,

9. [Pre-Shared Key] ZA L. [PSK Format] ROy 749 UZXRHIS PSK 74—< v hZ&ERL.
[PSK Type] ROy FTHF IV U RIS PSK ¥4 T&EIRUVLET,

10. [PMF] A [Optional] TH 3 &L #HEELE T,
11. [WPA Parameters] T [Transition Disable] A 7> a v a2&MICLET,
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X 26. Transition Disable E— RDt¥% 1Y F 1 & AKM OEE
Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 @ WPA2 + WPA3 O WPA3 O Static WEP O None
MAG Filtering @]

Lobby Admin Access D

WPA Parameters Fast Transition
wea Policy O WPAZ Policy Status \ Disabled v \
aTK m)] WPA3 Policy o
Randomize Qver the DS
Transition verthe
Disable -
Reassociation Timeout * ‘ 20 ‘

WPA2/WPA3 Encryption

AES(cemP128)& CCMP256 0 Auth Key Mgmt
gompizs O gompzss O 402 1% o he
CCKM A O SAE
Protected Management Frame
FT + SAE O
- Coptonal v | Fr+eozax O FT + PSK O
— 802.1X- (W] psk-sHazse O
o ‘ SHA256
Association Comeback Timer* ‘ 1 ‘
Anti Clogging Threshold* ‘ 1500 ‘
SA Query Time” ‘ 200 ‘ o —
S — ax Retries* ‘ 5 ‘
Retransmit Timeout* ‘ 400 ‘
PSK Format | Ascl v |
PSK Type ‘ Unencrypted v ‘
Pre-Shared Key* ‘ -------- |
SAE Password Element € ‘ Both H2E and... v(|

MPSK Configuration
Enable MPSK @]
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WPA3-Personal Transition Disable £— K @ CLI §%7E

F12.

WPA3-Personal Transition Disable T— K ® CLI &7

L S,

AFv 71

AFvTS2

AFv7T3

ATy 7T 4
ATY7T5

ATYT6

AFvT7

ATYv7T8

2AFv7T9
27y 710
2Fv 711

Z2T7v 711

2Ty 12
27y 713

27y 714

configure terminal
wlan wlan-name wlan-id
SSID-name

#l :

Device (config)# wlan
WPA3-Personal-TMD 1
WPA3-Personal-TMD

no security wpa akm
dotlx

security wpa wpa3
no security ft

security wpa wpa?2

security wpa wpa2
ciphers aes

security wpa psk set-
key ascii value
preshared-key

Example:

Device (config-wlan) #
security wpa psk set-
key ascii 0 Ciscol23

security wpa akm sae
security wpa akm psk
transition-disable

radio policy dotll
24ghz

radio policy dotll 5ghz

no shutdown

End

© 2024 Cisco and/or its affiliates. All rights reserved.

JO-N)L Av74FaL—Yay T—REHBLET.

WLAN O 74 Fal—yay HBTE—RZRIBLET,

tFX1YF 1 AKM 802.1X ZEMICLE T,

WPA3 ZHMICLE T,
WLAN 0 802.11r &&E#{TZ2 T4 E—7ILICLET,

WPA2 X1 UF 4 ZBMLEYS. PMF [FA T3y
[Cl>TWET,

AES/CCMP128 BB ZBMICLE T,

SMHEF—ZEELET.

AKM SAE OB R— b Z=BWICLET,
AKM PSK #B®ICLE T,
Transition Disable Z&%lC U9,

2.4GHz #BMICLE T,

5GHz #BMICLET.
WLAN A X—7I)LICULE T,

¥ EXEC E— RICRD &9,
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WPA2+WPA3-Personal {TE—F (6 GHz)

6 GHz I8 TlE. WPA2 EF1UF 1 (WPA2 D& E WPA2+WPA3 WLAN OEAICER) NRESh TS5
A. 6 GHz HIETO WLAN D7 O0—RF£v A MFFAIEShERA. LA >T. ZOXENS. WLAN A WPA2
TRESINTWSREHEEIE 6 GHz E\IRZ T R—MLEBVLWEWVWSEEICRD XTI,

PMF A% 73 3 > T PSK/SAE AKM %{#EMA L 7= 2.4 GHz/5 GHz &£ [ERFIC. EL SSID T WPA3 @ SAE AKM % &
A9%6GHz, BEDA—XT—XHHDFET., Chid. 17.12.1 KDFITIIBEYIRERETIEIHD A,

NSDOREEYR—NTBRHIC, 17.12.1 KDEIO SWN—Y a3V Tlk, LAYV—ERBHD6GHZ V547 Y
NOomAZYR—NT DI, BRZ 70774 DRE L WLAN T WPA2 + WPA3 B{TE—RZFEHT5C
EHHERBINTVWE L, COROBEIO—IVITY, CORETCOFEBOO—IVIIIYR—MEhTE
59, ChIFEICZ)ILO0-I2JTHDH, HEIhZEEA.

17.12.1 BIB%. 6 GHz g0 #i#/E WPA3 DRRITE—RAYR—bEShTWEY, Chickh, 1—%—(F 6 GHz
DREL WLAN T WPA2 + WPA3 #BMICTZET, COE—RTIF. LAY—D 6 GHz T/INA REFEHD 6 GHz
FINA RCHIETBHIC2 DORBZTOT7 7 I kM T Z2UNEBELNBRLLBRDET, TOE— KT,
WPA2+WPA3 #Z1TE— K3 2.4 GHz/5 GHz TEHATZE. WLAN (C WPA2 & WPA3 Ol ADREHL H ZIHE.
WPA3 B EDRTEDHH 6 GHz BiFIc T v 1 3hEd,
WPA2+WPA3-Personal B{TE—FK (6 GHz) ® GUI §&7E

1. [Configuration] > [Tags and Profiles] > [WLANs] &R UL %7,

2. [Add]Z2 Vv I LET,

3. [General] % 7@ [Profile Name] IZ. b D P T WEERIFEAHNLZET, [SSID] & [WLAN ID] OFAH
BEIICAHISINET,

4. [Status] & [Broadcast SSID] D M ZILARZ vEBHICLT. CO7O7 71 ILICEERITShE=7I
ARA YN (AP) T DH/REFH WLAN D7 O—RF v AN EBTDLDICLET,
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& 27. EF/IAO0Y b DRTE
Add WLAN b
General Security Advanced
Profile Name* ‘ WPA2+WPA3-PSK-TM ‘ Radio Policy @
SSID* ‘ WPA2+WPA3-PSK-TM ‘ Show slot configuration
6 GHz

© WPA3 Enabled

Status enaster ([l © Dotl1ax Enabled
Broadcast SSID enasted () 5GHz

Status enasteD ()
2.4 GHz
Status enasLeD )

802.11b/g | 802.110/g v |
Poiicy —

= Apply to Device

5. [Security] # 7 >[Layer2] % 7%V v%o LZd, [Layer 2 Security Mode] KOy 75UV UMM S,
[WPA3] #&IRL X7,

6. [PMF] A [Optional] ICERESNTWVWS L %#ERLET,
¥ PMF AT 3y TIH, WPABRETIE. 6 GHz HIETHWEERLBINET,
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¥ 28.

gl;ll

E

Add WLAN x

Lobby Admin Access (]

WPA Parameters

weapolicy O
GTK ]
Randomize

WPA2/WPA3 Encryption
AES(CeMP128) &
GCMP128 ]

PMF

Association Comeback Timer*

SA Query Time*

General Security Advanced

Layer2 Layer3 AAA
O WPA + WPA2 ® WPA2 + WPA3 O WPA3
MAGC Filtering (]

Protected Management Frame

WPA2 Policy
WPA3 Policy
Transition O
Disable
CCMP256 O
GCMP256 a

‘ Cptional - |

]

O Static WEP

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt
802.1X ]
CCKM A ]
FT + SAE ]

FT + PSK (]

psk-sHazss O
Anti Clogging Threshold*®

Max Retries™
Retransmit Timeout*

PSK Format
PSK Type

Pre-Shared Key™*

SAE Password Element €

MPSK Configuration
Enable MPSK

-

C None

=)
w
oW
=
o
o
4

iD

PSK
SAE
rreaoz1x O
802.1%- O
SHA256

1500

ill

«

| ASCII

| Unencrypted «

©

| BothH2Eand.. v|

(]

= Apply to Device

7. [WPA Parameters] T [WPA2 Policy] & [WPA3 Policy] =74 > (CLT. [WPA2/WPA3 Encryption] T
[AES(CCMP128)] A VICLE S, F/. [PSK] & [SAE] FxvIRYIREAVICLET, ZOMD
BIREINTVWBNIA=FEZIRTAZICLET,
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8. HEFXF—ZANLZET,

9. [Apply to Device] 22U v LT. WLAN EB 7O X ZFELTRTULET,
WPA2+WPA3-Personal {TE€—FK (6 GHz) @ CLI&E
KDEIETIE. 6 GHz hEXNE WPA2+WPA3-Personal #{TE— K ® WLAN Z#{ERLL X9,

%= 13. #igrds 6 GHz D WPA2+WPA3 B{TE— KD CLI & 7E

I S

257y T 1 configure terminal JO0-—/\)L Qv74Fal—yay E—RzHEA
LEd,
25w 2 wlan wlan-name wlan-id SSID- WLAN AV 74 Fal—ray $T7E—RZHIEL
name E3
Example:

Device (config) # wlan
WPA2+WPA3-PTM 1 WPA2+WPA3-

PTM
2AFvT3 no security wpa akm dotlx 802.1X OtEFaUT+« akM ZEMCLET,
257w T 4 no security ft WLAN @ 802.1lr =R {TZT 14 E—7ILICLET,
25w T5 security wpa wpa2 ciphers wea2 BEEZHRELET.
aes ¥ : no security wpa wpa2 ciphers aes 1
YV R ZFERALT. BENRESATVENES 1
ziERTEFTT . BELKU LY FESRBVEEIE.
E5ZRELET.
275w T 6 security wpa psk set-key EREAEF—ZEELET,
ascii 0 Ciscol23
2FvT 7 security wpa wpa3 wea3 OYR—KZBMCLET,

E:wpa2 & WPA3 OMAMNYR—FEINTWNSIG
& (saE & psk D#EHEDLE) . PMF DFREE

EFETY, =fZL. PMF ZEXICTZEETES
Bh. WPA3 DIFH. PMF [EMBETY,

ZAFvT8 security wpa akm sae AKM SAE DYR—FZFMICLET.
AFvyS9 security wpa akm psk AKM PSK DOHYR—bZBMCLET,
2579710 radio policy dotll 6ghz 6 GHz HEHZBEMICLEY.

P AL radio policy dotll 24ghz 2.4 cHz HHEFHMICLET,
27y T 12 radio policy dotll 5ghz 5 GHz miHZBAMCLET.

25w 713 no shutdown WLAN ZA4 X—7IICLET,

ZFv 7 14 end ¥ exec E—RICRD XTI,
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WPA2+WPA3-Personal #{TE— K (6 GHz) o CLI /1

#show wlan summary
Number of WLANs: 1

ID Profile Name SSID Status 2.4GHz/5GHz
Security
6GHz Security

1 WPA2+WPA3-PTM WPA2+WPA3-PTM UP [WPAZ +
WPA3] [PSK] [SAE] [AES]
[WPA3] [SAE] [AES]

OWE

OWE (FA—TvtEFxaUTADITAVYLARY NT—U LHEFEDETERAL. ZFEEHISEXY NT—U%RET
5-HDEELERHELET., OWE TIE, V47V RNEAPHIVRRAV N PYII—=Ia3y NIy MO
f1(Z Diffie-Hellman ¥ —DX#%ERITL. ZOHRELTHER SN PMK 2 4 Vx4 /\Y RV A4 U DRITTHE
AULEY, OWE ZA—TVEFa2 VT4 DITAVLARY 7=V (CEERITONRTWSS)., BEOA—TV
XYRT=0FEIFTRL, ¥ 774 TR=FIICEERMITONXY NT—Y THERATEZT,

X 29. OWEDIYRRAVYMERYNT—IDN\Y R4 70O€R

OWE Association process/call-flow
%A

Open Authentication request to AP

Y
>

Open Authentication response to client

Tt 5 vees i sErEEE Regular Association Request with a Diffie-Hellman key Exchange

PMK on AP and client

Regular Association Response with a Diffie-Hellman key Exchange

*PMK (Pairwise Master Key) <

4-way Handshake

A

WPA3 OWE O GUI %7
KRDFIETIE. WPASOWE X2 UFT 4 %=EHALTWLAN Z/ERRL XY,

1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRLU £ 9,
2. [Add]Z0 Vv o ULET,

3. [General] % 7@ [Profile Name] [, oD P T LEAIFEASILET, [SSID] & [WLAN ID] H*EEIRY
[CAHNENET,

4. [Status] & & U [Broadcast SSID] k7 ILARY Y EBMICLET,
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X 30. WPA3 OWE R/ X Oy MNRTE

Add WLAN x

General Security Advanced
Profile Name* | WPA3-OWE ‘ Radio Policy ®
SSID* ‘ WPA3-OWE ‘ Show slot configuration

6 GHz

© WPA2 Disabled
Status © WPA3 Enabled

@ Dot11ax Enabled
Broadcast SSID

5 GHz
Status enssLeD ([l
2.4 GHz

802.11b/g | 802.11b/g v |
Policy J

5. [Security] > [Layer2] # 7% U v L% 9, [Layer 2 Security Mode] KOw 75UV XM 5,
[WPA3] ZEIRL X7,

6. [Fast Transition] KOy 74> 1) X hH 5 [Disabled] #i&IRUL X,
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X 31. OWE AKM D:RE
General Security Advanced =

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 © WPA3 O Static WEP O None

MAC Filtering O

Lobby Admin Access @]

WPA Parameters Fast Transition
WPA O WPA2 O Status | Disabled v
Policy Policy B
GTK @) WPA3 Over the DS @]
Randomize Policy
Transition O Reassociation Timeout * ‘ 20 ‘
Disable —
WPA2/WPAS3 En ion
/WPA3 c;ypto o Auth Key Mgmt
AES(CCMP128) D CCMP256 D SAE D FT + SAE D
GCMP128 GCMP256 OWE FT + 802.1x D
802.1x- O
Protected Management Frame SHA256
Transition Mode WLAN ID 1-4096
PMF ‘ Required v ‘ -
Association Comeback Timer* ‘ 1 ‘
SA Query Time* ‘ 200 ‘

v

a8 Apply to Device

7. [WPA3 Policy]. [AES (CCMP 128)]. 8L U [OWE] Fx v IRy I REAVICLET, BIRahTW
BMDINTGA—=5%ZATICLET,

8. [Apply to Device] 227U v LT, WLAN EB 7O X 2R ELTRTLET,
WPA3 OWE O CLI %7
KRDFEIETIE. WPASOWE X2 UF 4 ZFEHLTWLAN Z/ERLE T,

* 14. WPA3 OWE ) CLI (27
N T
AFvyT1 configure terminal 0=/l aAv74Fal—r3y E—RZzMABLET.
Bl
Device# configure terminal
25w T2 wlan wlan-name wlan-id SSID- WLAN OV 74 F¥al—yay HT7JE—RZHIBLET,
name
#l :
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Device (config) # wlan WPA3 1

WPA3

2FvT3 no security ft over-the-ds WLAN LD F—% Y —ZX %N U Fast Transition % &3}
ICLETY,

25y T4 no security ft WLAN @ 802.11r &&E#%{T27 1 E—7ILICLET.

ATv7T5 no security wpa akm dotlx 802.1X DEF 2714 AKM ZEHICLET.

25FvT6 no security wpa wpa2 WPA2 EX 2 UT 4 ZEMICLET. ThTPMF IZEY
LD FET,

25y T 7 security wpa wpa2 ciphers aes AES O WPA2 BES{LZBMICLE T,
7 : WPA2 & WPA3 DRSE IFHETT,

ZAFvT8 security wpa wpa3 WPA3 DY R— b~ ZBMICLET.

AFY79 security wpa akm owe WPA3 OWE DY R—kZHBMICLET,

27y 710 no shutdown WLAN Z A4 x—7ILICLE T,

AFv7 1 End ¥ EXEC E—RICRD £,

WPA3 OWE B{TE— R D GUI 5%

—ERDTINA ADMRERA — TV EEE HR— M LTV (FINA AOEEEREY NY v XA &28) | BT
E—RADHEESNhFE LU, BITE—RIE, #RA—7Y OWE E— ROBEREZEHS-HICERETINhTWET,
Wi-Fi Alliance Tl&. —ZDT/NA ANZDE—RZHR—MLULTWRWRIETIDAEEZFERAL T, RA—7>
TAVLRA XY NT—VEETZEEHRLTVET, OWE BITE— R TIE. #5RA—7> OWE SSID &[5
BRO70ONT 4 THRESNZRDOA—T> SSID AHETY, OWE &A—T> WLAN OmAIC. WS 3BITE—
K WLANID A% D £9, Zhik. OWE WLAN [CiE, A—7> WLAN ID U TERESNBITE—R ID AHD.
Z—7"> WLAN [Cld OWE WLANID ICXF U TRRESN/BITE—R D AFHBEZ2EBKRLET,

=B 1: ROFIETIE. WPAZOWE ¥ 271 ZFEHAL TIERTRD WLAN ZER L XY,
1. [Configuration] > [Tags and Profiles] > [WLANs] Zi&RLU %9,
2. [Add]Z2 Uy ULZEY,

3. [General] # 7 ® [Profile Name] IZ, D PFTWEHBIFZEASILET, [SSID] & [WLAN ID] A EEIRY
ICABEhET,

4. [Status] & & U [Broadcast SSID] k7 ILRY V&2 BEMICLET,
5. WLAN @ [WLANID] #XELZXT,
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X 32. OWE DERRY & —

Add WLAN x

General Security Advanced
Profile Name* | WPA3-OWE-Hidden | Radio Policy ®
SSID* ‘ WPA3-OWE-Hidden ‘ Show slot configuration

6 GHz

WLAN ID* ‘ 1 ‘ Status enasle ()
© WPA2 Disabled
Status © WPA3 Enabled
@ Dot11ax Enabled
Broadcast SSID

5 GHz
2.4 GHz

Status enasLeD [

802.11b/g | 802.11b/g v
Policy _

6. [Security] > [Layer2] ¥ 7& 2 YU v LE9, [Layer 2 Security Mode] KOAY 75OV UMM 5,
[WPA3] Z#IRUL £ 7,

7. [PMF] »' [Required] ICERESNTWVWS L ZHERRLEXT,
8. [Fast Transition] KOw 747> X hH 5 [Disabled] #iERUL XY,

9. [WPAS3 Policy]. [AES (CCMP 128)]. LU [OWE] Fxz v IRy I RZAVICLET., BRI TW
BMDNFA—F%ZATICLET,

10. [Transition mode WLAN ID] Z AZLE 9., Chid, KRICHESH 2 SSID D WLANID ITRDET,
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& 33. OWE £ B{TE—FK ID ORTE
General Security Advanced =

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 ® WPA3 O Static WEP O None

MAC Filtering (@]

Lobby Admin Access D

WPA Parameters Fast Transition
WPA O WPA2 O Status Disabled v
Policy Policy e
GTK O WPA3 Over the DS O
Randomize Policy
Transition @] Reassociation Timeout * 20
Disable L

WPA2/WPA3 Encryption Auth Key Mgmt

AES(CCMP128) CCMP256

O
o 0 SAE (@] FT + SAE @]
GRS GeNpeRy OWE Fr+802.1x O
802.1x- @]
Protected Management Frame SHA256

; Transition Mode WLAN ID 2 |

PMF ‘ Required v ‘

Association Comeback Timer* ‘ 1 ‘

SA Query Time* ‘ 200 ‘

v

11. [Apply to Device] %7 U v - LT, WLAN {Ef{ 7O X &2 RELTHRTLET,

N—=b2: ROFIRTHE. A—FrEF2) 74D WLAN ZEREL XY,
1. [Configuration] > [Tags and Profiles] > [WLANs] #i&iRL £ 9,
2. [Add]Zz2 Vv I LZET,
3. [General] % 7@ [Profile Name] [, b DPFTVEHAIFEZANLET,
4. [SSID] (&, #iRA—7 > SSID &L —HT HMEHNHD T I, [WLANID] FEBRICANENET.
5. [Status] & & U [Broadcast SSID] k7 ILARY Y EBHMICLET,
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X 34. WLAN A—7vtEF*a1V 51 DRE

Add WLAN x

General Security Advanced
Profile Name* ‘ Open-OWE Radio Policy ®
SSID* ‘ Open-OWE Show slot configuration
6 GHz
WLAN ID* ‘ 2 Status @ oiseeLep

Status enasLeD ([
Broadcast SSID

2.4 GHz

Status enasLeD [

802.11b/g | 802.11b/g v
Policy —_

6. [Security] > [Layer2] ¥ 7% YU w2 LE9, [Layer 2 Security Mode] KOw 75OV VX MM S,
[WPA3] Z®EIRL £ T,
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= 35. OWE B{TE— R DFRE
Add WLAN x
General Security Advanced
Layer2 Layer3 AAA
O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @® None
MAC Filtering (@]
OWE Transition Mode Transition Mode WLAN ID* 1
Lobby Admin Access D
Protected Management Frame Fast Transition
— Status Disabled v
PMF Disabled v

Over the DS

Reassociation Timeout *

0

20

ré] Apply to Device

7. [Transition Mode WLAN ID] ICl&, A—7 Y WLAN [CR Y EY T T BEHICLATV2EF2 YT 4N
[Enhanced Open] ICERES N TL% WLANID AN LE T,

8. [Apply to Device] 227U v LT, WLAN EB 7O X EFRELTRTLET,
WPA3 OWE #{TE— R ® CLI §&7%E
IN—F1: ROFIETIE. WPASOWE X2 UF 4 2HEAL TIERTD WLAN ZERLE T,

ﬂl‘:l

% 15. WPA3 OWE #{TE— R D CLI &

AFvyT1 configure terminal JO—/)N)L Av74Fal—yvay E—REHIBL
ig-o
25w T2 wlan wlan-name wlan-id SSID- WLAN OV 74 Fal—>ay $7E—RZzHAL
name 9.
Bl :
Device (config) # wlan WPA3-OWE-
Hidden 1 WPA3-OWE-Hidden
257w T3 no broadcast-ssid SSID 7O—KRF v A ZEHICLET,
257w T 4 no security ft over-the-ds WLAN EDF7—% VY —X %A U7z Fast Transition % &
,J( —_—
MICLET,
ZAFvT5 no security ft WLAN @ 802.11r &R#{TZ2T 4 E—7ILICLE T,
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ATYT6
AFvT7

ATYv7T8

ATYv7T9

Z27v 710

2FYv 711

ATYv 712

no security wpa akm dotlx

no security wpa wpa2

security wpa akm owe

security wpa transition-mode-
wlan-id 2

security wpa wpa3

no shutdown

End

B
802.1X DEF2VUT 4 AKM ZEMICLET.

WPA2 tX a2 VT4 ZEEMICLET., ThTPMFIZ
EWICHRDET,

WPA3 OWE O R— Kk EFHICLET,

BITE—RZAMICLET.

WPA3 OHR—rEEFMICLET,
WLAN Z 4 X—7ILICLET,

¥ EXEC E—RICRD &Y,

N—bF2: XOFIETIE. A—F>Y OWE ¥ 21YUF 1D WLAN Z/EREL T,

ATFv7T3

ATv74
ATv7T5
ATv7T6
ATFvT7

ATFv T8

AFv7S9

27y 710

configure terminal

wlan wlan-name wlan-id SSID-name
&l

Device (config) # wlan Open-OWE 2
Open-OWE

no security ft over-the-ds

no security ft

no security wpa akm dotlx

no security wpa

no security wpa wpa2 ciphers aes

security wpa transition-mode-wlan-
id 1

no shutdown

end
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JO—/)\L Av74Fal—Yay E—RE=HIKAL
353-0

Q?N:y74¥1b—yayv7%—ﬁéﬁﬁb

3E : JERR WLAN & A—7> WLAN @ SSID [ZEU T
HBIVELHDET,

WLAN EDF—% Y — %4 U7z Fast Transition % £
MICLET,

WLAN @ 802.11r @& {TZ27 4 t—7ILICLE T,
802.1IX DEF a1 VT4 AKM ZEMICLET,
EXAVTAZBUCLET,

AES @ WPA2 g5t BHMICLE T,

BITE—RZBMICLET,

WLAN Z 14 X2—7I)LICLE T,

Y51E EXEC E—RICED 9,
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9747y MMEEERMTNY YT X
WPA3 TH/R—hEN3B AP E—REVR—NENBIF4T7V
= 16. WPA3 THR—LZNB AP E—KEIZA TV

WPA3 HR— kY KUY R

WPA3 7 | FES/AKM AP E—R Samsung Apple iPad Zebra
Ak3alL Flex (A— S21/Goog (iPadOS : (TCS53/58/73)
71)VREEE) le Android 16.3)

WPA3- WPA3-SAE HYR—k HR—bHHKR HR—bFK  HR—bHD HR—bHD HR—bHDH BR-IHHK: YR—-b HR—LHD 7
Personal AES CCMP128 xi% H2E D& »Hbh
FT:#/R—bk  FT:#H/R—Fk FT-SAE:H FT-SAE: S21 FT-SAE : H/R— kXt
POEN PSEY R—bxd&  Galaxy FT-SAE : FT-SAE :

| Ultra/Galaxy  Linux WPA % #7K— Adaptive FT : #7R—
HE:I0S16 7 poqcom FUnvh 4% RE)

THR=F  pxr—r (AX210) T
HR—b~
WPA3- WPA3-802.1x- H/R—bk HR—bx@H HR—bIEH YR—bEH HR—b@F HR—bEH HR—bx BYiR—b YR —FBHD 7
Enterprise SHA256 AES PO % : SHA256  Xi%k: .
CCMP 128 HELUFT-  SHA256, Adaptive FT: 97R—k
OTA Adaptive IS
LT
IR—EHR er_oTA
4 : FT-ODS
WPA3- HR—k RYR—b HiR—MEHN  HAR—IERH HR— b HR— b5 HR— b3 HiR—b  HR—EEHRHN B
Enterprise FOE E3) £ 559 : POE2)N
GCMP128 GCMP128,
SuiteB 1x FT-OTA.
FT-ODS
WPA3- HR—b KYR—b HR—FMEHRI BR—EHHH R— MK HR—bdF HR—bEHKR: YR—F HR—bIxd5K: Y
Enterprise POE GCMP256 »Hbo FT-ODS/ITA
GCMP256 e %
' R b
Stl‘.l‘l‘tef 192 YR=EHER g5 F7 (FT-
v 4% : FT-ODS OTA & FT-
ODS DHIA)
OWE WPA3-OWE  #i—b  HR—FR HR—FER  HR—bHR vR—b W HR— ISR HR—b  PR— bR %7
AES CCMP128 X% 55 OWE 33T FOE
OWE 83
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{EF|7: Catalyst 9800 O hO—5 AT YV R

SAE FEEEDRLIN. SAE FREED%kEN. SAE OEITHDE Y3y, FRIFSAEQOAIY MARELIEIZA TV RD
VAT ALRIOFEHERZERRLUIED, AvE—IKBEERLILD T BICTIE. XD show AV REFERALET.

show wireless stats client detail

WLAN B3 —D¥ iR KT 5ICIE. XAy R=FEHLET,

o show wlan summary
o show wlan all

o show wlan name <wlan-name>

° show wlan id {Starting 17.12.1, the security section on the WLAN is displayed

individually for 2.4GHz/5GHz band and 6GHz band as below}

#show wlan id 1

WLAN Profile Name : WPA2+WPA3-TransitionMode

Identifier : 1

Description

Network Name (SSID) : WPA2+WPA3-TransitionMode
Status : Enabled

Security-2.4GHz/5GHz
Security-6GHz

#
SAE SRS A ZF V=547 Y FDIELW AKM 2FKR9 3ICE. OO Y REFERAULET,

show wireless client mac-address <xXXxX.XXXX.xxxx> detail

O—AILICREINTWAPMK vy a2DUAMERTTRICIE, XOOAYY REFERALET,

show wireless pmk-cache

{@F|| 7 Catalyst AP OV R

ROARYREANLT, 9547V M EDWPAB DTNy TZFELET,
debug client client-mac-address
RDARY REANLT, SAEARY MBLUHBOT Ny T EZRELET.

debug sae {events | details} {enable | disable}
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o Cisco Catalyst 9800 Series Wireless Controller 17.8.1 Configuration Guide :

https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-8/config-
quide/b _wl 17 8 cg.html

« Cisco Catalyst 9100 77 EZARAI VY FDRF 1 AV I :
https://www.cisco.com/c/en/us/support/wireless/catalyst-9100ax-access-points/series.html

CORF2AVME KEYRAARITRF 2 AV FDSEMRTY.

DY OBWICOZEL T, BAERIBERR T, ZEBRICTZ v 77— b0'HD. VY IRDR—IHBE/EEENTVRIEE
NHOEFELZTHERILEZ W,

HETHLEEMRERBDETDOT, ERXBABICOVWTIEIKEY A MDD RF a2 AV MESRILESLN,

KEFRL FITEREF R J—Ow/NFtt
W ZHIL=F N/ L HR—=) FLRATIVEL (ATH)

DASHBREEICH 400 DA 740 ZAEMRLUTNET, A 71 ADEFT BFEE S, FAX BHEEZHO Web 4 b (www.cisco.com/jp/go/offices) B /Z& Ly,

Cisco &£ U Cisco O(4, Cisco Systems, Inc. £/z|3ZFOEESHOKXEL LUZFOMMOEICEII5EEL L IBEFHETY. Y AOOEEO—BIC DT,
www.cisco.comfjp/go/trademarks ZZE 22, BEHSI N TV 2 —R/\—F 1 OFEE. FNEFhOFEEIJFRELET, U\—hF—) F/cld partner] EWSEEHERESNT
WTH, VADEMHOBICN— =2 v TRRAFEET B E2EKRTHEOTEHDFEA, (1T10R)
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