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X w 71 | configure terminal Ja—r\)L a7 4 FX¥alb—a
Bl T— BB LET,
Device# configure terminal

Z 5w 2 | wireless wps client-exclusion ip-theft IS5 4Ty NEARY L —E2ZELE
il - EE
Device (config) # wireless wps
client-exclusion ip-theft
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X Fw 71 | configure terminal Ja—N) a7 4 F¥al— g
Bl T— FEMBLET,
Device# configure terminal
R w 7 2 | wireless profile policy profile-policy WLAN R > — a7 7 A VEHE
i - L. VA VYLAR)—ar 7 1%
—= > [ Ly
Device (config) # wireless profile policy] bV—vas® ) %f%ﬁﬁu L/ji7f°
default-policy-profile
AT = 3 | exclusionlist timeout time-in-seconds BALT Y NEENTIEELET, A
i - SR HEIHIE 0 ~ 2147483647 T, 5 A
. o . LT U M RLOBEITOEATLET,
Device (config-wireless-policy) #
exclusionlist timeout 5
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configure terminal
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Device# configure terminal

Ja—nR)L a7 4 F¥al— gy
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* device-tracking binding vlan vian-id
ipv4-address interface
gigabitEthernetge-intf-num
hardware-or-mac-address

* device-tracking binding vlan vian-id
ipv6-address interface
gigabitEthernetge-intf-num
hardware-or-mac-address

1 -

Device (config) # device-tracking binding|
vlan 20 20.20.20.5 interface
gigabitEthernet 1 0000.1111.2222

1

Device (config) # device-tracking binding|
vlan 20 2200:20:20::6 interface
gigabitEthernet 1 0000.444.3333
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Device# show wireless wps summary

Client Exclusion Policy
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Excessive 802.ll-association failures : Enabled
Excessive 802.1l-authentication failures: Enabled
Excessive 802.1lx-authentication : Enabled
IP-theft : Enabled
Excessive Web authentication failure : Enabled
Cids Shun failure : Enabled
Misconfiguration failure : Enabled
Failed Qos Policy : Enabled
Failed Epm : Enabled
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Device# show wireless client summary
Number of Local Clients: 1

MAC Address AP Name WLAN State

Protocol Method Role

000b.bbb1.0001 SimAP-1 2 Run

Number of Excluded Clients: 1

MAC Address AP Name WLAN State

Protocol Method

10da.4320.cce9 charlie2 2 Excluded

Device# show wireless device-tracking database ip

00le.l4cc.cbff
000b.bbbl.0001

Time Remaining

1P VLAN STATE DISCOVERY
2020202 20 Reachable Local  00le.ldce.cbs
20.20.20.6 20 Reachable IPv4 DHCP
Device# show wireless exclusionlist
Excluded Clients
MAC Address Description Exclusion Reason
l0da.4320.ccc0 TP address theft 59

Device# show wireless exclusionlist client mac 12da.4820.cce9 detail

Client State : Excluded

Client MAC Address : 12da.4820.cce9
Client IPv4 Address: 20.20.20.6
Client IPv6 Address: N/A

Client Username: N/A

Exclusion Reason : IP address theft
Authentication Method : None
Protocol: 802.1llac

AP MAC Address : 58ac.780e.08f0

AP Name: charlie?2

AP slot : 1

Wireless LAN Id : 2

Wireless LAN Name: mhe-ewlc

VLAN Id : 20
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