2M T4 TATFALAYH

e FAT 4T T T AV TIZONT (18=Y)

« 7T A~y 7 OEK (GUD)  (2—)

« 7 I A~y 7 OER (CLD) (3 ~—)

e —t R T U7 L— FOER (GUD)  (52—2)

e —t R T L— FOERL (CLD) (5 —2)

c NT A=K < TOMERM (6 °—)

« RY v— vy FOEK (GUD (7TX—)

e RY v— v FOEK (CLD) (8 ~—)

e — NN E— R TORAT 47 TurdZr AV 7OHRE (10 2—)
X AT 4T TaT 7 AINEREOMHR (13 2—)

2 A T4 TJAT7AL Y 2T[2DUNT

HTTP & DHCPIZESWTT RS AT a7 7 AV L, Xy NT—7 LD RT3 1 A %%
BITExET, TAAR—ZAORY —%FHELT, v hU—27 ETCa—FEILT /31 X
RY—TLICHATEET,
R —ZERTIHIE. ERXAATAALZADTa T A VT e, TaTdr7 AL LTIET /N A
DRFED VLAN ~DIEARA R —F 4 7 BAREIZR Y £9°, £7-. ACL & QoS #E|V 24T
720, By var AL LT U RERELIZY TEET,
RY =X 2008 R0 R R—% 0 FELTRETEET,
s Xy NT—J IR L TWD I T4 T MZEFDY—EAT L —hELTHRY —
BHEAERL, N —HEELZEHT D,

c RY =D FEHEDTEH,

G¥)

AT AT T T 7 A NVOFRECELRNC, HITP Vw7 7 A U7 L DHCP 7 r 7 7 AV
TIREICI2oTND Z EEMERL T ZEW,
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IAT 4T TaTdrA ) T ERETDHICE. ROWTNOOFIEZEHL E9,
e —bE R FrFL— NEEKRT S
« 7T A < TOVERR

A\

GE) Y=t AT T VL—hE, VTR TELITINRNTA—H =
TONWTINEFEH L CEHTE T,

e RFGA—H = TFEER L, P—ERA T TFL— 2T A—% < FIZEHENMNT S
e R v— = v T OIERK

1. VIR~ T H2ERTILE 77 A~y 7 %2R v— < v ACBEEMNT T,
Y—ER T TV — b T TR~y FICBEEATET,

2. RIA—H T HFERATIE RNTA—F v TR — ~ v FICBER
FET,

ARV =y T HR) =T a7y AT ET,

BENEYD
S AN TR

S5 R ITYTDER (GUI)

AT 71 [Configuration] > [Services] > [QoS] 27 U v 7 L %7,

AT w72 [Qos—Policy] I T, [Add] 227 U v 7 LTH LV QoS ARV > —%AEKT D, TRETDHHRY
=% Vv LET,

AT w73 [Add Class Map] Z:80 L., aEfiz AL E9,
ATv T4 [Savel 27V v 7 LET,
AT w75 [Update and Apply to Device] #7 U v 27 LE7,

B 74770740y
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SR Ty TDER (CL)

FIE

s5z2<vIotm o [

ARV RFEEETI 3y

=)

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FEBRBLET,

class-map type control subscriber
match-any class-map-name

1 -

Device (config) # class-map type control
subscriber match-any cls user

TIGARTDEAT ELBIEREL
iﬁ—o

ATvT3

match username username

1 -

Device (config-filter-control-classmap) #
match username ciscoise

I A=y Tl VLR IRTE
L/ij‘o

ATvT4

class-map type control subscriber
match-any class-map-name

1 -

Device (config) # class-map type control
subscriber match-any cls_userrole

TIGARTDEAT LELRIEREL
iﬁ—o

ATvT5

match user-role = — 7 —/ 1

1 :

Device (config-filter-control-classmap) #
match user-role engineer

I A=y Tl 4V H R IRE
L/i‘a‘o

ATvT6

class-map type control subscriber
match-any class-map-name

1 -

Device (config) # class-map type control
subscriber match-any cls_oui

TITAR T DEAT EZFERE L
ij_o

ATy T17

match oui oui-address

1 :

Device (config-filter-control-classmap) #
match oui 48.£8.b3

I A=y TRBMET 4V EYEERIRE
Liﬁ‘o

class-map type control subscriber
match-any class-map-name

1 -

TITAR T DEAT EZHEREL
\ij_o
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Device (config) # class-map type control
subscriber match-any cls_mac

ATvT9

match mac-address mac-address

1 :

Device (config-filter-control-classmap) #
match mac-address 0040.96b9.4a0d

JTA= T BT VX R TRE
LE9,

ATy 710

class-map type control subscriber
match-any class-map-name

1 -

Device (config) # class-map type control
subscriber match-any cls_devtype

TITAR T DEAT ELFEREL
i—a—o

ATvIN

match device-type device-type
£l

Device (config-filter-control-classmap) #
match device-type windows

IRy T BT oV BRI
LE9,

AT T12

match join-time-of-day start-time end-time

&1

Device (config-filter-control-classmap) #
match join-time-of-day 10:30 12:30

RO — B e LET,

I THREDOXG L 72D DIX, Bk
ATT, LexIE, BT 4 E BT
BT 11:00 7> 51 2:00 IZRES LT
HIE . T 10:59 I[85 L= T A
21X, 7 VT Uy VOB BNIRT
1:00LETH->TH —E & RS hE
A,

ZIT, BEEIIRO L OICERESH
F7,

start-time & end-time 1% 24 BB T
fBELET,

FXIE Z R8T 5 121X, show class-map

type control subscriber name name =~

VREHEALET,

G¥) Zoawr REFEHATBHIC
X, AAA F—R—F 4 R
M T HMERHD £,

B 74770740y
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H—EX T TL— MDOER (GUI)

FIE

Y—EX FUTFL—bOEK (GUID)

AT 71 [Configuration] > [Security] > [Local Policy] %R L 9,
AT 72 [Local Policy] ~<—® [Service Template] ¥ 7 C, [ADD] %7 U v 7 L%,
AT w73 [Create Service Template] 7 4 > K7 T, IRO/NNT A —HZE AL ET,

* [Service Template Name] : 7> 7 L — D4 HiIZ AT LET,

*[VLANID] : 7> 7L — h® VLANID Z# A ) L£3, BRI 1 ~ 4094 TF,

* [Session Timeout (secs)] : 7> 7L — "D X A L7 7 MM ZRE L E T, ARhe&MHIT 1
~ 65535 TY,

* [Access Control List] : K2y X7 R N7 7B ZAHIEY A ME#IRL £,

* [IngressQOS] : Ry 7 X T URARNLZ TAT > hOAIIQoSH Y v —4& RN L F5
 [EgressQOS] : Ry X T URRNNGLTTAT Y MO QoS HRY ¥ —ZiR IR L £

AT w74 [Save & Apply to Device] 7 V v 7 LE 7,

H—EXTUTL— FDERL (CLD

FIE

ARV KRFERERETY Va3 Y

=)

ATy T

configure terminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBRBLET,

ATy T2

service-template service-template-name

1 -

Device (config) # service-template svcl

Y—bERA T T —har7 4¥=
L—ya v E— REBLET,

ATvT3

vnid vnid

1

Device (config-service-template) # vnid
test

VXLAN %> kU —7 ID (VNID) %A
ELET,

ROE & MR T 21213,
service-template service-template-name =

<~ RFEHEHALET,

show
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ATvT4

access-group access-list-name

1

Device (config-service-template) #
access-group acl-auto

WHT27 78R VA MHRELET,

ATvT5

vlan vian-id

1 -

Device (config-service-template) # vlan
10

VLANID #48%F L £9, ARh7HPHIX
1 ~ 4094 T,

ATvT6

absolute-timer timer

1

Device (config-service-template) #
absolute-timer 1000

P—tRA T L— DYy a X
A LT T MEETRELE T, BRh7eFH
1% 1~ 65535 T4,

ATy 1

service-policy qos input gos-policy

1

Device (config-service-template) #
service-policy gos input in gos

7547 hDAS QoS KU L—% ik
ELET,

ATvT8

service-policy qos output gos-policy

1 -

Device (config-service-template) #
service-policy gos output out gos

7747 bDOHT) QoS RY —EF%
L,:.E_‘]\/i-g‘o

INGA—H Ty TOER

FIE

aAvY RFEEIEFIT7IIY

B8

&M

configure terminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
ET— F&ERHEBLET,

ATv T2

parameter-map type subscriber
attribute-to-service parameter-map-name

1

Device (config) # parameter-map type
subscriber attribute-to-service param

REGRA—R = TOEA T L L4TTEIE
ELET,

B 74770740y
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R)o— <y TOER (GUD)

AU RFERETOVa Y

B8

ATvT3

map-indexmap device-type eqfilter-name

1

Device (config-parameter-map-filter) #
1 map device-type eq "windows"

mac-address eq 3c77.e602.2£91 username
eq "cisco"

NI A—F < T EET V2 L
BELET, 2 IR TEITIE. Bo
T4 NEBERA SN TWET,

ATvT4

map-indexservice-templateservice-template-name
precedence precedence-num

1

Device (config-parameter-map-filter-submode) #|
1 service-template svcl precedence
150

H— bR F o L— & FOESENENT
FRELET,

R o— <y TDER (GUD

FIE

AT w71 [Configuration] > [Security] > [Local Policy] > [Policy Map] % 7 % &R L ¥ 9,
AT w72 [Policy Map Name] 7% A b 7 4 —/)L RiZ, KU — v T OLRIEATLET,
ATvT3 [Add| &2 Y v LET,
AT w T4 [Service Template] K2 v 7/ Z 7 JARNLY—ER T T L— FEBIRLET,
RTYTE RONTA—=Z T, KayTE T VR RNNLT 4 VEDE A T BRR L, MEER—HL Y
EANTTLET,
* Device Type

o 1 — m—/L

C o=,

* OUI

*MAC7T RL &

AT w76 [AddCriteria] %7 U v 7 L7,
AT w771 [Update & Apply to Device] 27 V v 7 L¥7,
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RV — =y TERINRT A= <o T EHIRT 551, Faicy—7 v b BHIRT S
M WLAN 7’77 A VvEv Yy b XU T50, By va BHIRTALERS D 77,

FIE

ARV RFEREETO 3y

=)

ATy T

configure terminal

&1

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FEBRBLET,

ATy T2

policy-map type control subscriber
policy-map-name
i

Device (config) # policy-map type
control subscriber polmap5b

RV —~o T AL TEIBEELET,

ATv73

event identity-update match-all

1 -

Device (config-event-control-policymap) #
event identity-update match-all

RY —= v A LTS UEA 4R
FELET,

ATvT4

WIRT LT, 7T A~y FE2E
RGA—2 < TONTNNEMHEHL
TH—bRTF L — " 2EHTEE
T,

* class-num class class-map-name
do-until-failure

* action-index activate service-template
service-template-name

* action-index map attribute-to-service
table parameter-map-name

£l

KOBlE, y—ERAT T L— &G
L7 72~y 7N 5 IEERL
/Cl/\jz—g—o

Device (config-class-control-policymap) #
10 class cls _mac do-until-failure
Device (config-action-control-policymap) #
10 activate service-template svcl

1 -

B 74770740y

a—HrazyA YT R —D
JIARy TREEREL, 77V a
YOFTHEEZRET 5, —E R
TUT VL= ET T 4 TLT D0,
identity-update JEPE % HEIEXET 7
L—hZ~vy b7 LET,
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RYS— <y TOHER (CL)

ARV FFEREETIVa Yy

E:)

WOBNX, NTA =8~y T himHT
HHERERLTVWET (RTA—H

~ v 7 Tparam] OERKFEIZY—E R
T o7 b= b3 CICBEAT T LT
WEY)

Device (config-action-control-policymap) #1
map attribute-to-service table para

ATy Th

end

51

Device (config-action-control-policymap) #
end

a7 4 X2l —arET—REKT
Li—g—o

ATvT6

configure terminal

1 :

Device# configure terminal

Ja—) a7 4 FX¥al—g v
t— F‘%—fﬁlﬁﬁébiﬁ‘o

ATy T1

wireless profile policy profile-policy
i

Device (config)# wireless profile
policy default-wlan-policy

DAY LARY) =T a7 74V EFHR
/\’:._E‘l_/i‘aAO

EE LAfTETIALA P LA TR T 7
ANKY) I —TRAT 4T
Tz y AU 7D AAA
A== T A REFHE L2
TLIEEW,

ATvT8

description profile-policy-description
i

Device (config-wireless-policy) #
description "default policy profile"

WY =777 A NVOFHZENL
iﬁ‘o

ATvT9

dhcp-tlv-caching
11 -

Device (config-wireless-policy) #
dhcp-tlv-caching

WLAN TDHCPTLV ¥ v 7 %
RELET,

ATy 710

http-tlv-caching
i

Device (config-wireless-policy) #
http-tlv-caching

WLAN T2 7 A 7 > b HTTP TLV
Ty VLS ERELET,

ATvIN

subscriber-policy-name policy-name

1

Device (config-wireless-policy) #
subscriber-policy-name polmap5

TR TANRY =R ELE
‘a‘o
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ATvT12

vlan vian-id

1

Device (config-wireless-policy)# vlan
1

VLAN & £721Z VLANID 23X EL F
7,

ATy 713

no shutdown

1 -

Device (config-wireless-policy)# no
shutdown

REERITLET,

O—AILE—FTORAT4770T7A41) 2T DETE

FIE

ARV RFERRTI VA Y

El:)

&M

configure terminal

&1

Device# configure terminal

Ja—n\)arys 4 Fal—a
£ F\;&E:ﬁﬁé\]\/\iﬁ—o

ATy T2

wireless profile policy profile-policy
i

Device (config)# wireless profile
policy np local policy

TAYXYLVARN) =707y A Ve
ELET,

ATvT3

central switching

1 -

Device (config-wireless-policy) #
central switching

M2 A F o T2/ LET,

ATvT4

dhcp-tlv-caching
11 -

Device (config-wireless-policy) #
dhcp-tlv-caching

WLAN T DHCPTLV ¥ v v ¥ > 7 %
BELET,

ATy Th

http-tlv-caching
i

Device (config-wireless-policy) #
http-tlv-caching

WLAN T2 7 A 7 > b HTTP TLV
Fr o ERELET,

ATvT6

subscriber-policy-namesubsciber-policy

1 -

B 74770740y
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O—AILE—RTORAT4T TAT74) VT DHEE .

ARV FFEREETIVa Yy

E:)

Device (config-wireless-policy) #
subscriber-policy-name polmapl

ATy T1

vlanvian-id

1 -

Device (config-wireless-policy)# vlan
1

VLAN & £721X VLANID 3R EL F
7,

ATvT8

no shutdown

&1

Device (config-wireless-policy)# no
shutdown

REERIFELET,

ATvT9

exit

51

Device (config-wireless-policy)# exit

DAY LAR)—aT7 X al—
“/5 \/ £ — F‘%%@T L/jz—a—o

ATv710

wireless tag site site-name

1 -

Device (config)# wireless tag site
np_local site

YA N ETEHREL, AN FXT o
V74 X2l — g E— REBGL
F7,

ATvIN

local-site

&1

Device (config-site-tag)# local-site

ZOYA haeu—P A & LTK
EL&‘@AO

ATvT12

exit

51

Device (config-site-tag) # exit

YA NE T a7 4FX¥al—var
T RFERTLET,

ATy 713

wireless tag policy policy-tag-name

1 -

Device (config) # wireless tag policy
newl

RV —FTHFREL, RY—2T
a7 4 Fal—arE— NEBlh
LET,

ATv 714

wlan wlan-profile-name policy policy-name

&1

Device (config-policy-tag)# wlan
godavari-cwa policy np local policy

RNYS— a7 7 A)L% WLAN 7' 2
TrA NI BT LET,

ATy 715

exit

51

Device (config-policy-tag) # exit

RV —B T a7 4 F¥al—gy
E—REKTLET,

AT v 716

wlan wlan-profile-name wlan-id ssid

1 -

WLAN & SSID 2% E L £9,
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Device (config) # wlan godavari-cwa 199
gcae

ATV T

no security wpa

1 -

Device (config-wlan)# no security wpa

WPA X = V7 4 2z LET,

ATv 718

no security wpa akm dotlx

&1

Device (config-wlan)# no security wpa
akm dotlx

dotlx IZkT 5 X2V T 4 DAKM %
F 4= LET,

ATy 719

no security wpa wpa2

51

Device (config-wlan)# no security wpa
wpa?2

WPA2 X = U T ¢ I LET,

ATy 720

no security wpa wpa2 ciphers aes

1 -

Device (config-wlan)# no security wpa
wpa2 ciphers aes

AES @ WPA2 iE 5t % T 4 &E—7 LT
LET,

ATv7T2An

no shutdown

1 -

Device (config-wlan) # no shutdown

REERIFELET,

ATvT2

exit

51

Device (config-wlan) # exit

WLAN=Z V7 4 F 2l — g F—R
T LET,

ATvT23

ap ap-mac-address

1 :

Device (config)# ap D46D.50A6.ED40

AP 7 4 X2l —T a3y F— %
BB L £,

ATV T 24

policy-tag policy-tag
i

Device (config-ap-tag) # policy-tag newl

AP TR Y o— 2 7 %A £,

ATy T2

site-tag site-tag

51

Device (config-ap-tag) # site-tag
np_local_site

AP (ZH A | & 7 BT £,

ATy T 26

end

1 -

B 74770740y
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Device (config-wlan)# end

X w 727 |show ap summary (LE) AP T L w7 A T Rpm—
i - HNET— RpERRTLET,

Device# show ap summary

— S 0 =1L s =
2 T4 7 7774 ILEKRTEDIESR
IAT 4T TaT rAINREEHRT HITIE, KD show =~ REHEHAL £,

Device# show wireless client device summary

Active classified device summary
MAC Address Device-type User-role
Protocol-map

1491.82b8.£94b Microsoft-Workstation sales
9

1491.82bc.2£d5 Windows7-Workstation sales
41

Device# show wireless client device cache
Cached classified device info

MAC Address Device-type User-role
Protocol-map

2477.031b.aals Microsoft-Workstation
9
30a8.db3b.a753 Un-Classified Device
9
4400.1011.e8b5 Un-Classified Device
9
980c.a569.7dd0 Un-Classified Device
Device# show wireless client mac-address 4c34.8845.e32c detail | s
Session Manager:
Interface
IIF ID : 0x90000002
Device Type : Microsoft-Workstation
Protocol Map : 0x000009
Authorized : TRUE
Session timeout : 1800
Common Session ID: 78380209000000174BF2B5B9
Acct Session ID : O

Auth Method Status List
Method : MAB
SM State : TERMINATE
Authen Status : Success
Local Polices:
Service Template : wlan svc C414.3CCA.0A51 (priority 254)
Absolute-Timer : 1800
Server Polices:
Resultant Policies:
Filter-ID : acl-auto
Input QOS : in _gos
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Output QOS
Idle timeout

VLAN

Absolute-Timer

TITARYTLEZDT TA< T D

out_

gos

60 sec

10

1000

*4747 70710005 |

2 R T HITIE, IRD show =2~ REEH LET,

Device# show class-map type control subscriber name test

Class-map

match-any test
match-any test

Key:
"Exec" -
"Hit" -
"Miss" -
"Comp" -

The
The
The
The

ma
ma

number
number
number
number

tch
tch

of
of
of
of

condition without

B 74770740y

Action Exec Hit Miss Comp
day Monday 0 0 0 0
join-time-of-day 8:00 18:00 0 0 0 0
times this line was executed
times this line evaluated to TRUE
times this line evaluated to FALSE
times this line completed the execution of its

a need to continue on to the end
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