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gy bho—FZFyra— RTEEd, TFTP 2T 2BOEEFHIIK DO LB TI,

e —E R R— FMEH TN EL e — NI 2556, P—EX R—NMIL—TFT 4 7 TER
Wiz, TFTP H— NFar be—Z LRICY 7 3y b Rl nid e 8A, £95T
WA, 2 he—T B — NEERT XL ERH Y £9, £70. iEES
TAARNI Ea—vay VAT A Fy hU—27 R— MEHTr— K 5541, TFTP
= NZEDOT TRy MIFEL T THRENER A,
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o %— K/X—F ¢ O TFTP % — 3% Cisco Prime Infrastructure & [7] U PC FCTETT 52 L1i%
TX F£H A, Prime Infrastructure N TFTP H— N & H— RX—F ¢ O TFTP — 3D E'5
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ATvT2

ATvT3
ATvT4

ATvTH
ATvT6
ATy T17

ATvT8

2ATFvT9
ATy 710

FIE

[Security] > [Web Auth] > [Certificate] % 38R L £,
[Web Authentication Certificate] ~X—3""C, [Download SSL Certificate] == v 7 R v 7 A& 4 |
LET,
(F) =2 her—70GUI CTFTP AT — FOALBREHENES, 2 hr—F CLIT
X, FTP 2 Yo FR b T £,
[Server IP Address] 7 4 —/V FiZ, TFTP %— D IP 7 KL A% A S L £,
[Maximum Retries] 7 f —/b K2, TFTP — NC K DFEHED X ¥ v — ROFRAITRIE %
ATTLET,
[Timeout] 7 4 —/V KiZ, TFTP — NI L ZFEAEO X 7 o — NORITHEE (RWEAD) % A
JILET,
[Certificate File Path] 7 4 —/L KiZ, fEBHEDOT 4 L7 bU RZ2EZ AN L FET,
[Certificate File Name] 7 « —/V RiZ, FEHIED 4 AT (webadmincert name.pem) % AJJ L E T,
(A 7> 3 ) [Certificate Password] 7 « —/L RIZ, GEAZEZK 5L 572D D/XAT— K& A
SILET,
REZRFELET,
[Commands] > [Reboot] > [Reboot] > [Save and Reboot] &R L, = te—7% U 77— KL
TEHENELZRLET,

SSLEEBAE DO — k~ (CLD

&M

Z O THBAT 5 FNEIT webauthcert D1 > A b —/L & webadmincert DA A h—/L Dl S5
BPTHWETR, T—HFATDF T a— ROEVWRH Y F7,

FE
INAT— RZEMHL T, PEMT> 22— R 77 A LEXOHTTPSiEFHAEZKE 5L LE 3, PEM

Ta—RT7y7AME, Web 7 RI =R hb—v g ViFHEZ 7 AL
(webadmincert name.pem) &FEIAILET,
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webadmincert namepem 7 7 A /L% TFTP — N EDTF 73V s T4 L7 M VICBEILE
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BEOKE a0 — ROBREEFRTHIZIE, ROa~v REANLTTor 7 Monds& L
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transfer download start

LITICHEB L7 zornsh £,

e T TETP

D ol ] 4 Admin Cert

TETP Server IP. ...ttt iiiiinnnnnnnns XXX XXX XXX XXX
TETP Path. .ottt ittt it it e e e <directory path>

TETP Filename. ..ttt itn e eeneenennens
Are you sure you want to start? (y/n) n
Transfer Canceled

koA FEMHLT, FUrn— FREEZERLET,

transfer download mode #fip

transfer download datatype webadmincert

transfer download serverip TFTP_server IP_address

transfer download path absolute TFTP server _path to_the update file

transfer download filename webadmincert_name.pem

AR —F 4 T VAT AR Web T FR =AML —3 3 SSL ¥ —B L UGEHEOK 5%
fEERCE 2 X912, PEM7 7 A VDAY — RERET HI21E, ROa~vr FE AN LET,
transfer download certpassword private _key password

BIEDZ Y v u— FORE MR L CRERE L —0 X v vn— NG 2123, koa~
YREANLT, Turr RMly LISELET,

transfer download start

LITICHEBL L7zt Zon s £,

LT L TETP

D ol ] 4 Site Cert

TETP Server IP.. ...ttt iiiiinnnnnns XXX . XXX XXX XXX
TETP Path. ..t e ittt i i directory path
TETP Filename........uiiiiinninnnennennnnnnnn webadmincert name

Are you sure you want to start? (y/n) y

TEFTP Webadmin cert transfer starting.

Certificate installed.

Please restart the switch (reset system) to use the new certificate.

V7 — MEBLEHENAENHER IS L 512, SSLIEAE, ¥—, BX 27 Web /AU — %
NVRAM [ZBR(FT DI, RO a~> RE A LET,

save config

ary =% 7= 21003, WOavr FE A LET,
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reset system

7 ADIEREDY Y O— K

BT NSA 2 (arbe—TF, TIEBVARA b, BEOZ T4 T2 ) I[ZIIMBE DT /34
ADFEHENSH D £, 7mEZE, 2 br—F1%, VAIZEV A R =L ENTZMIC
TN ZADFEHENE L CUVET,

N

Gx) o —H /L EAP OB EDZEANZOWTIEL, [B—H /L EAP DB E| BEZ7 > a v 2B LTLF
W,

ZOHEDFNEIZHE S T, GUIEZIXCLIOW TN A LT, XU ¥ —[EAG DT A ZADFE
HELa br—JcFyra—RKLEd, 2720, ¥vrn— RzBGT 502, GEHED
A7 ra— RICTFTP £/ X FTP — &2 A TE 5 2 L 2R LE T, TFTP £721L FTP
=%ty NT v 7T LGEIE. IROTA KT A NTHE-> TS TEI N,
e —ERR— I MEHTTY v 77 L— T4, P—ERXAKR—NMNINV—TFT 4TI T&ER
W2, TFTP 721X FTP H— [ Fh—E AR —FERICH 73Ry b RiZeidniEzen £
HFh, HDHWE, 2 ba—F RICEOL— FEERT 2 0ERH D £7°,

¢ T AUARIEa—Tay VATA Ry NT—7 K= E2RALTT v 77 L— RT3
B, T4 AN Ea—vay VAT A R— MILV—T 4 T HRER DT, TFTP £721%
FIPH—NEFR LY 7%y b EIZH-TH, MoV T7Txy b EIZH->TENTENERA,

* Prime Infrastructure W TFTP F 721X FTP Y— & Y— KoX—F ¢ O TFTP F 721X FTP ¥ —
NIEICEER— AT ALERL LD, — K/8%—F O TFTP £ /-1 FTP ¥ —
31X Cisco Prime Infrastructure &[] U2 B2 —# FCTEITTEEHA,
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GE) Foxbh (BuXoyFiRE) V7 U H 2 bT Microsoft Windows 10 2 L CWB27 54T

/Fi Y= FEAEERRET 57200 CAFEHENTFE L2 WIEA, a2 ba—7 ~OHfki

WRILET, Zud, 7Y B TRV NIEAEEZZ T ANDTZODT 4 RUNRK Y

TT v TERARINT, 8021 X FBFER YA L MIERINDZHTT, LB ->T, ROV
TINEFITTHZ L E2BEIDLET,

* Microsoft Windows 10 Z i/ L CWA 7 T4 7 "MMEFETE D% — RKX—F7 4D CAGE
HEZ AAA—NICFE T A h—L LET,

« = FEHEEZEEHT L, BELARVDEZRRT L7 4 FUBRRY 7T v TERRIN
5 ZOMDY 7Y F12  (Cisco AnyConnect 72 &) ZfEH L 9, FHTE H5EEL
ZTAND L, 74T FRRIESNET,

BEErEYY
=2—71 )L EAP (Z2OW\W T

FINA ADEEAZED A H > O— K (GUI)

FIE

ATy Tl H=AREDTF 74V T4 L PIICTAA R EEZ 2 —LE T,

ATw 72 [Commands]>[Download File] DJIFIZi&R L T, [Download File to Controller] ~<— " % B & £ 9,
AT F3  [FileType] Ku v 7% U A KJ 5, [Vendor Device Certificate] 38R L £,

AT T4 [Certificate Password] 7 ¥ A b R v 7 A2, GEHEZR#ET -0 H I AT — K%

AN LET,

ATvF5  [Transfer Mode] K2 v 7# 2 U A KT, IROA T arnb@ERL £,

* TFTP
* FTP

« SFTP (7.4 LIfgED U U — 2 TR H AT HE

ATw 76 [IPAddress] TF A~ Ry 7 A, —"DIPT RLAZ AN LET,

TETP Y— "% L T\ 584 1E. [Maximum Retries] 7% A b R v 7 2D 10 Bl O FHFRITE
L OV [Timeout] 7F A K ARy 7 AD 6 L5 7 7 40 MalEL, R L7 < THiEyvIZ e
4, L. INHDEIIEFE TEE T,

RTvTT  TFTPH— WA EO X T v — RER1T7 5 HKEE % [Maximum Retries] 7 % A k7R > 7

AWZATI L, TETP Y —DBGEHEO X v o — REFITT 2R (BHAL) % [Timeout] 7 %
AR Ry 7 A AT LET,

ATwv T8 [FilePath 7% A b Ry 7 A2, GEAEDOT 4 L7 U RN2ZANLET,
ATv 79 [FileName] 7% 2 h Ry 7 22, GEHEOARTZ A LET,
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ATy 710

ATvIN

ATwT12
ATy 713
2TFvw 14

FTP #— &AL TV 25613, IROFIRIHENET,

a) [Server Login Username] 7% A k 7R v 7 A2, FTP — N2 /A4 o F 57D —H4
EANNLET,

b) [Server Login Password] 7% A k 7R > 7 212, FTP H—NICr 7 A T H72DD/NAT —
KE AN LET,

¢) [ServerPortNumber] 7F X kAR 7 AT, XU m— RPRFEET L FTP h— DR — M
FEANDLET, T 74V ML 21 TT,

[Download] %27 U v 7 LC, T ADFEHELZ a2 fr—JZF¥ 7 u—RNLET, ¥

0= RDAT—HALRT A v E—UNERRINET,

Honm— RDFE T, [Commands] > [Reboot] > [Reboot] DJIEIZEIN L F 7,

EEERFET DL IITROL T v 7T IRERRSNTZ 5, [SaveandReboot] 7 U v 7 LET,

[OK]%#7 VU w7 L, BERENEEZMELCarhe—F%2 )7 —FLET,

FINA ADEEHAEDAH>AO— K (CU)

ATy T
ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy T17

ATvT8

FIE

aryhar—7 CLIiZr /A LET,

ROASL REANLT, BEZ 7 ANVDE Y ya— RIS LEE— FEEELET,
transfer download mode {tftp | ftp | sftp}

RDOA~x REANJLT, Xyru—RT577ANVDEA TEEELET,
transfer download datatype eapdevcert

RDOa~y Re AN LT, iEAEOMEXF—ZHELET,

transfer download certpassword password

WD~ R&EAJJLT, TFTP £/ FIP ¥ — "D IP 7 KL AEZHEE L 7,
transfer download serverip server-ip-address

RDOA~ R AJLT, FUrn—RT5RET 7 A NVOAFIZHEE L £,
transfer download path server-path-to-file

ROa<y REATTLT, REZ7ANVDT 4 L7 N RRAEEELET,

transfer download filename filename.pem
(A7 ay) TFTP B—NEfHH L TV DHAIE, kOoa~vr REALET,
* transfer download tftpMaxRetries retries

« transfer download tftpPktTimeout timeout
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WEUNCHERE L E 7, 72720, ZNODEIFERCTEET, HEEET HITIEL,
TFTP YV — "BV 7 b7 =7 OX 7 v— REifTT LKA % retries 737 A —
X, V7 T OXTa— RERITT M OEE (WHAL) % timeout 7~
FA—=KIZANTILET,

ATY 79 FIPH—RZHEHLTWEEAEF, koa~vr REANLET FTP Y — &2 H L TR0
A, 02Ty TFEAXZTy T LET) |

* transfer download username username
* transfer download password password
* transfer download port port

GE)  port /8T A—H DT 7 4 /L MHEIL 21 TT,

AT w710 transfer download start =~  F&Z A/ LT, THINHREEZFRRFLET, BIEORTELHE
BLTH Y =R o RE2BET527 0 T RREREINEZL, vy EBEZLET,
ATFYvIN Kkoavwr R FEANLT, arvie—5%)7—FLET,

reset system

TNAZADFRAEDNT7 v T7O—F

FINA AOEHEDT » TO— K (GUD)

FIE

AT w71 [Commands] > [Upload File] ®JIE(ZiE&R L T, [Upload File from Controller] ~2—" % B & £ 9,
ATw T2 [FileType] Ku v 7% 7 U A Rib, [IPSec Device Certificate] Z 38R L £ 77,
ATw T3  [Transfer Mode] K 7H 2 U A KNT, IROA T arnbiERLET,

* TFTP

* FTP
* SFTP

ATw T4  [IPAddress] TF A R Ry 7 A, —"DIPT KL AEZ AN LET,
AT 5 [FilePath) 7% A h Ry 7 A2, GEHAEDOT 4 L7 U R2EZADLET,
ATw 76 [FileName] 7% A k Ry 7 A2, GEAEOARTZ A LET,

ATF9 T FIPH—R_ZHEHL TWEEAE, ROFIEIZHENET (FTP — "2 H L T\ anigs
. ZOAT v TR AR T LET)
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a) [Server Login Username] 7 % A b R v 7 AT, FIP H—NZu /A T H1-0OD2—H4
EANTTLET,

b) [Server Login Password] 7% A k 7R > 7 2T, FTP =N 7 A T H72DD/NAT —
REZANTTLET,

¢) [ServerPortNumber] 7% A kR 7 A2, ¥ rma— RRFEAET HFTPH— DR — M E
TEANLET, 7740 MEIE21 T, SFTP OF 7 4 /v MEIZ 22 T,

[Upload] 7 U v 7 LT, v tur—I716 CAEHEEZT v 7e—FKFLET, 77 r—F

DAT =B AZRT Ay =V NRRINET,

7 v u— RDO5% T, [Commands] > [Reboot] > [Reboot] Z 3R L ¥ 9,

ERERGFTDHLIIROL T v 7 ERFRSINT D, [SaveandReboot] 27 U > 7 LET,

[OK]Z27Vvr L, BENREWELCar he—F% )7 — LET,

TINA ADEEAED 7y JA— K (CL)

ATvT1
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

FIE

ayhr—7 CLLIZrZ A LET,
RDOA~ REAJLT, Xuru—RT577ANDEA TEEELET,
transfer upload datatype ipsecdevcert

ROAT REANLT, BEZ7ANDT v 7 u— RN % — FEHEELET,
transfer upload mode {tftp | ftp | sftp}

WD~ K& AL T, TFTP £/ FTP ¥ — "D P 7 RLAZEE L E T,

transfer upload serverip server-ip-address

WKDa~y ReANTLT, Z7ANMDF 4 L7 MY R2&EEELET,

transfer upload path server-path-to-file

WDa<w FEANLT, 7v7u—RT57 74 VOL4RTEEELET,

transfer upload filename filename

FIP =N EH L TV AEAIE, kOa<wr FEADLET FTPH— %A L Thazn
BEIE, CORAT v T EAF YT LET) |

* transfer upload username username

* transfer upload password password

* transfer upload port port

GE)  port XT A—H DT 7 /)b ML 21 T, SFTP OF 7 4 /L ML 22 T,
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AT w78 transferuploadstart =~ KA AL T, BHEINTHKELR T LET, BUIEORELMHERL

TT7y7a—R 72t 27 v 7 FRFRRENTH, y LEXAFET,

AT 979 resetsystem 2~ REZASHLTC, avie—F% Y 7—hLET,

CAGEEAED Ao vA—F

ar b= LTI BRARA L NI, T AGEAZEOEL ERFECEH SN D, REER
(CA) FEAEZHZ CWET, 2 be—F2iF, YAIZLV A A =L E 17 CARE
HEMMBLCOONET, ZOFEHEIL, o — DV EAPBGERICUA YL A 7 74T FOR
FAEEAT 9 721, EAP-FAST (PAC ZfEf L TW W 4A) . EAP-TLS. PEAP-GTC, BL W
PEAP-MSCHAPV IZ LW EATE T, =72 L. THHORU X —[EHO CAFEAELFEHT
HEEE, GEHEEZ L e —J A v — RTA0ERH D £,

GE)

71— L EAP DR EDZEMIIOWTIE., B—H/LEAPORTE| B/ a v 2B LT
W,

ZOHOFEIIHES T, GUI £72IX CLIOWTN M E N LT, CAGFHELZ = b —F1cX
vrua—RLET, 2L, Fvre— RElGT 5002, GEEOX U o — RIZTFTP £
TAXFTP Yy —RNZHTEL 2 L 2R LE T, TFTP £72IXFTP Yy — %2ty N T v 795
LBk, WOHA RTA - TLTEE N,
e —ERXAR—MEHTTY v 77— RT25E6, P—EAXAR—NMNINV—TFT 4T TER
W7z, TFTP £ 721X FTP — N EHh—bE A AR — hERI U7 Ry b RIZRITIERD £
HFh, HHWEX, 2> ba—F BIZEOLV— N EERT A0 ERH Y £7,

¢ T AUARNIEa—Tay VATA Ry NT—7 R—b2RALTT v 77 L — RT3
G TAANI Ea—vay VAT AR— MINV—T 4 VAR O T, TFTP 721
FIPH—NEFERICY 7Ry b EiChoTH, BIOYT Xy b EliChosTHENENEREA,

* Prime Infrastructure W TFTP F 721X FTP Y— 3 & Y— KoX—F ¢ O TFTP F 721X FTP ¥ —
ANIEFE CEBER— NEERT20ERSH 5720, +— K3—F ¢ O TFTP £ 721X FTP ¥ —
231X Cisco Prime Infrastructure & [A]| U2 B a—4 ETHEITTE FH A,

N

GE) arvbe—JFvroe— RRTHEHETZT T, PEMBER TR
FiEZe D F¥ A,
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ATvT1
ATvT2
ATvT3
ATvT4

ATvTh

ATvT6

ATy T17
ATvT8
ATvT9

ATy 710

ATvIN
ATvT12
ATy 713

FIE

P—=NEDT 74N T4 L7 FUICCAREHIEZ aE— L X7,
[Commands] > [Download File] %z 4R L T, [Download File to Controller] ~— % B & £9°,
[File Type] K= > 7 Z  U & kb, [Vendor CA Certificate] 2 3R L £ 7,
[Transfer Mode] K2 7X 7 URXARNT, ROAT v arpbH@ERIRLET,
- TFTP
* FTP
* SFTP (7.4 LI U U — A TR Al 6E)

[IP Address] 7% A N Ry 7 A, B—"DIP T RLAZ A LET,

TFTP % — & i L W54 1%. [Maximum Retries] 7 % A b 7R 7 2D 10 [BIOFRITE
LW [Timeout] 7F A b Ry 7 AD 6 EWVH T 7 40 MEIL, FRE L7 THuEyIcHkRE
EFT, 2L, TNHDOEIFERETEET,

TFTP — "PEEMED & 7 v — R &7 5 i KIE1E A [Maximum Retries] 7 % A b R v 7

AIWZATI L, TFTP =P EEHEDO X U v u— RERITT DK (BPHL) % [Timeout] 7 %

ANRy 7 AN LET,

[File Path] 7% 2 b R 7 A2, GEHEOT 4 L7 M) NZ2EZ AT LET,

[File Name] 73 A k AR v 7 212, FFAZOLRTIZ A LET,

FTP #— "2l L TV 25 E1E. IROFNEIZTENE T,

a) [Server Login Username] 7 % A b /R v 7 AT, FIP H—NZu /A o F 570D —H4
EANTTLET,

b) [Server Login Password] 7% A k 7R > 7 A2, FTP —NICr 7 A U FT HI2DD/NAT —
REANTTLET,

¢) [ServerPortNumber] 7% A k R 7 A2, X 7o — KRPREAET S FTP— DR — b
BEANDLET, 7740 MaIL 21 TT,

[Download] #7 UV v 7 LT, CAfFAE L te—J ¥ vrmrn—RKLET, Fuyru—F

DAT —HA%RTAvE—UNRRINET,

Ao rm— KOS5 T#. [Commands] > [Reboot] > [Reboot] DJIEIZEIN L £,

EREZRAFTDHLOICROL T 7 ERERRINLT 6, [SaveandReboot] 27 U v 7 LET,

[OK]Z 27 Vv s L, BRENEZELCar tre—J% ) 7—FLET,
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ATy T
ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

FIE

ay hr—7 CLIIZr A LET,
DAY FEAN LT, BREZ 7ANDL Y ru— NfERT ST — FefEL£7,
transfer download mode {tftp | ftp | sftp}
RDOA~x R ANNHLT, Foru—FRT577ANMDIA TEEELET,
transfer download datatype eapdevcert
WD~ R&EAJLT, TFTP £72EFIP ¥ — "D IP 7 RLAZHEE L E T,
transfer download serverip server-ip-address
WKDOa<vw REANLT, REZ7ANDT 4 L7 M) RRAERELET,
transfer download path server-path-to-file
DAY FEANLT, ¥Ura—RT2RE7 7 A NVOAHIERELET,
transfer download filename filename
(A7 v ay) TFTP Y — a2 fH L TWA AL, ROoavy REATLET,
* transfer download tftpMaxRetries retries
* transfer download tftpPktTimeout timeout

GE)  10E0OFRITEBIC6RDOX A LT 7 MEWHIT 74 /L ML, REELARLITYH
WENCHERE L E 7, 72720, ZNODEIFERCTEET, HEEET HITIE,
TFTPV— "NV 7 v =T DX v a— RaifTd DR KA % retries 73T A —
2. VT 0T OX T ra— RERITT AR OGE (WHAL) % timeout 73
T A—=HIZATILET,

FTP YV —RZEH L T AL, koa~xy RE AN LET FTP Y — "Z2fEH L T
BEIE. ZOAT v T EAF T LET)

* transfer download username username

* transfer download password password

* transfer download port port
GE)  port XT A—H DT 7 H /v MHEIL 21 TT,
transfer download start =~ > RZ A/ LT, BHINTRELZR S LET, BUEORTE T

WL THya— R 7220 d5 7007 vRFERENTEL, y EEZET,
reset system =~ K&Z A/JL T, avta—J%)7—KLET,
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AT 71 [Commands] > [Upload File] ®JIHIZi&R L T, [Upload File from Controller] ~=— " % B & £ 7,
AFwvF2 [FileType] Ky 7 &#7 U R K5, [IPSec CA Certificate] 2 34K L £9,
AT w73  [TransferMode] Ky 727 A KT, IRDAT L a bR LET,

« TFTP

* FTP
* SFTP

ATy T4 [IPAddress] 7 4 —/V RIZH—"DIP 7 RLAZ AN LET,
ATw 75  [FilePath] 7 ¢ —/L RiZ, GEIEOT 4 L7 U N2 EZ AN LET,
AFTwF6 [FileName] 7 1 —/L FIT, GFHEOLRTZ AT LET,
AF9T1 (AT ay) FIPYV—AZEHA L TWA5EAIE. ROFIEICHENET FTPY— A ZEH L
TWRWERIE, ZOAT v T2 A%y T LET) |
a) [ServerLoginUsername] 7 « —/L K, FTP ¥ —lZa 74> 3570 Da—F 4% A LE
D
b) [Server Login Password] 7 « —/L N2, FTP ¥ — N2 a /A $ 572D D/RAY— K& AT
LET,
¢) [Server Port Number] 7 4 —/L FiZ, FTP =N EDOF¥ T m— R {Th DR — MEFL
ANLET, 7740 M 21 T, SFTP OF 7 4/ ML 22 TT,
2Ty T8 [Upload] #7VU v 27 LT, 3 ha—Fhb CAHMERZT v7a—FLET., 7y Fa—F
DAT =B AZTT A=V RRRINET,
ATFw 79 T vru—KD5ET#., [Commands] > [Reboot] > [Reboot] %R L %9,
ATYTN0 EREZRGETDHEOICKRDDLI T 7 MRERENT-6, [SaveandReboot] 7 U v 7 LET,
ATYIN [OK]%#27 Vv s L, BENFEHEL T2y br—7%2 ) 7—LET,

CARERAED 7 v 7Ba—F (CLD
1B

ATy F1 avbe—FCLIicuZ A LET,

B inzoz=E



| EmEnEE

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

s E LT |

RDOA~ REANJLT, Furu—RT577ANDIA TEHEELET,

transfer upload datatype ipseccacert

ROASL REANLT, BEZ 7 ANDT v 7a— RIS LHEE— FEEELET,
transfer upload mode {tftp | ftp | sftp}

WD~ R&EAIJL T, TFTP £72E FTP =D P 7 RLAZEE LT,

transfer upload serverip server-ip-address

WDa<wr REANLT, Z7ANADF 47 FU RXZAEEELET,

transfer upload path server-path-to-file

RDOA~ R ANNLT, 7y u—RT57 7 A VOLHTEZEELET,

transfer upload filename filename

(A7 ay) FIPYV—REHEHLTWHWAHEA/RIE. ROoa<wr REASILET (FTP Y — %
FHLTHWRAWESIZ., 20Ty P2 2%y LET) |

* transfer upload username username
* transfer upload password password
* transfer upload port port

GE)  port XT A—H DT 7 H /b MHIL 21 TT, SFTP OF 7 4 /L ML 22 TT,

transferuploadstart =~ > RZ A/ LT, BHINTZRELZR R LET, BUHEORE LR L
TTv7u—FK 7w A&ftd b7 7 ERERENEDL, y & E T,
reset system =~ K&Z AJJLC, a2 tr—J%)7—FLET,

AEAEER ERDER

IOk va TR, = FR—TF  OFEHELZBIET 5720 OFEAEEL TR (CSR) D4
A, BXOary he—JlF=—ViEAEERZ AU n— RT3 FIECOWTHALET,
CSR X, ROWT D HEEEH L TAERTE £,

* OpenSSL Z 3 %
cary br—J AKREHEHT S

EEEH

P— R =T ( FEBAEN CSR D4R & F = — LV FEHED WLC ~D & 7 v m— N [FEEE]
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/
109597-csr-chained-certificates-wlc-00.html
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iisgngE |
B orenssLzmm L ERESAEROER

OpenSSL A L 7-AIFAZEE R ERD LR

FIE

ATYF1 OpenSSL DT 7V r—va A A=V LTHREET,
ATYvT2 koa<vwr ReEANLET,

OpenSSL> req -new -newkey rsa:1024 -nodes -keyout mykey.pem -out myreq.pem

a2 b —F HIKTCSR 24T 285122048 By hDF— Y1 A0FEH S ET A3,
ECDSA D KF— YA XX 256 £ FTY,

GE)  ELWBAZEET OMLENH Y £, AEEOERICER END R A M (3@
&) N, I b —TFORBA L E—T 2 A AIPITHHT D RAAL L F—h VAT A
(DNS) OARA M FUIC—HT2HZ L 2R LET, ZDO4AENEL. DNSIZHIFE
ETHHENHY £9, £72, VIPA U H—T 2 A A~DEFHKIZIT, ZOEFEK
M D7DV AT LR T — T 20ERLY FT,

avy REARIS, B, W, #BifiRloFRae AT 2 L0 gshEd,
LITICHB L7 zorn s h £,

OpenSSL> req -new -newkey rsa:1024 -nodes -keyout mykey.pem -out myreq.pem
Loading 'screen' into random state - done

Generating a 1024 bit RSA private key
................................................................ ++++++

writing new private key to 'mykey.pem'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:San Jose

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ABC
Organizational Unit Name (eg, section) []:CDE

Common Name (eg, YOUR name) []:XYZ.ABC

Email Address []:Test@abc.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:Testl23

An optional company name []:

OpenSSL>

TRCONERFEMEANTTTDHE, 2007 7 A ADPERINNET,
* 2Bl mykey.pem % & T2 H LU X —

B inzogm




FSEREDEE

ATvT3

RTvT4

ATy TH
ATvT6

ATvT1

OpenssL %/ L-EmEBLER0ER [

« £ 81l myreq.pem % g ¥ CSR

SEAEE A TR (CSR) DIF#HZ 22— LT CA OB —/LIZAED i) £4, ¥— KoS8—
7 4 CAIZCSRZEET DL, =R =7 4 CAITFEEHZEILT A NVEBL LT, BEFA—L
TEHEALMNEHERET =~ 2R LET, F=—ViEAEDE S, CADOIEHEOT = — 2
WEZELET, ERROBIOL D ITHHFEHEN 1 DOALTHIUX, CA NLIRO 3 FFHOE
HEEZZEFELET,

« b— LEEAE (pem)

« FRFERAE (pem)

o T3 AGEHE (pem)
GE)  FEBED SHAL K55k & @ Apache A TH D Z L ZHEB L £ 7,

3OFTNTORPAEFLIG L2, RONEAF T pem 7 7 A VORNEFZ AL —LTHIDZ 7 A
JZEE D £ £,

7 7 A V% All-certs.pem L\ A ETCHRAFLET,

All-certs.pem FEB#E % | CSR & & HITAM LT-REF — (731 ZAGEAEORE X —. Z DOf
Tl mykey.pem) &FlAGHE T, finalpem EWHILRITT 7 A LV EZRIFLE T,

WDa~< RuEANITLT, All-certs.pem 7 7 A /L3 L O final.pem 7 7 A /L& VERC L £ 57,

openssl> pkcsl2 -export -in All-certs.pem -inkey mykey.pem
-out All-certs.pl2 -clcerts -passin pass:checkl23
-passout pass:checkl23

openssl> pkcsl2 -in All-certs.pl2 -out final.pem
-passin pass:checkl23 -passout pass:checkl23

finalpem 7 7 A V& a2 bR —Z (X U mn— RTH0LENH Y £,

(GE)  -passin 3 L W -passout /X7 A —H D/NAT— R&EANTHLENRH Y £, -passout
INTA—=HIZHKLTERESNZ/NNAT—RE, 2 be—JCREINTND
certpassword /N7 A — & L =T HMERH Y £F, EFLOFITIX, -passin & -passout
DT OIRT A—=ZTk L TRIE I D /NA T — R check123 T,

inzgngz ]
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B o xa01vLza0 b 0—55BRALEERESLEROER (GUN)

RDERY
CLL E72IXGUI ZfEHL T2y hr—FI(Z finalpem 7 7 A Vv EZ X — RLET,

DAAVANY LR O O—ZFFERALAEERAERDER
(GUI)

VU —283LUMETIZ, avrtu—JHEKTLVEZERA T a2 L TCSRMEREN
£,

CSR AL, AEN-iFHEEZ A A =L LRV E, kDY 7 — FEIZ HTTPS #HE T
oL ha—FICT 7 BARATERLI RV ET, Zhix, V7 —RMEIZ, v he—IB8EH-Ic4E
RENTZ CSR F—Z T 72D T9,

FIE

AT v 71 [Security] > [Certificate] > [CSR] Z &R L £,
AT w72 [CSR] =—U T, ROFMIGHREIEEL £T

* Certificate Type

* Country Code

* State

* City

* Organization

* Department

* Common Name

* E-mail

* Key Type

AT 973 [Generate] 7 VU v 7 LE7,

RDBERY

[Commands] > [Upload File] (28 L C, A7z CSRAEFZE T 7 A VA2 X T a— R LE
bé‘o

DRATVANY LR b O—S5FFERALEREZELERD AR (CLD

VU —283LUETIE, artuo—JHKTLVEERA T a2 MH L TCSRAEREN
i—a‘o

W avzozE
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g— k-7 samE0sy o—k [

CSR Z4Am L., AlEn-iHELZ A A F—L LARNWE, kDY 7 — FEIC HTTPS 2B T
A hE—FIT 7 EATER 2D ET, ZhuE, V77— RIZ, v hue—F R8st
BRE7- CSR F— 2T 7= T9,

F|i§
e kDa<w KEAJJLT, CSR 24K L E9,

config certificate generate csr-webauth {csr-webauth | csr-webadmin} country state city
organization department common-name e-mail

avw REATTDHE, BARIC CSR NEREINET,

RDBERY

WRICERINTECSR A2 — LT, B2y Ea—X DT 7 A MY £HF 5 30
HNFEF, CSRIL, =R X—TFT 4 OBLEREAF I ¥ —T T4 XARAXF— AT TR
N7 27 Fx (PKD) 25 &PETHLERH Y 5,

ERENTZF—Id, WOCSRBERSINDSETaY hr—F125% 0 £3 (LLaidpk S 172 CSR
FEEXENET) ., RMA) O% T, 2 ba—F N—KRu 72T LEEAIE. FU
FEAEAZHA VA M= LTBHZLIITEERA, RDOYVIZ, FrLWay be—F ECTHZIZAE
HEEZERTL20LERDH Y £7,

Y— k=T qAED SV O0—F

HY— =T 1EREOFVO0—F (GUD)

&
2ATFw T2

ATvT3

ATvT4
ATvTh
ATvT6
ATvT1

ATvT8
ATvT9

FIE

F A AFEAE final.pem % TFTP —"DF 7 4L h T4 L7 U ICab—LET,

[Security] > [Web Auth] > [Certificate] %34 L T, [Web Authentication Certificate] ~~— " % i &
£

[Download SSL Certificate] F = »» 27 7N 7 A % 4 /12 L T, Download SSL Certificate From Server
WNTRA=Z R LET,

[Server IP Address] 7% A k AR > 7 A2, TFTP — "D IP 7 FLAZ AL E T,

[File Path] 7 % 2 h Ry 7 A2, GEHAEDOT 4 L7 MY RXEATLET,

[File Name] 7% A b AR v 7 R, GEAZEOLRIZ ATILET,

[Certificate Password] 7F A & R 7 22, GEHEFEOREIHEH SN ATV —FE AL E
7

[Applyl &7 U v 7 LET,

Hornm— K587 L7z 6, [Commands] > [Reboot] MIEIZEEIR L T, [Save and Reboot] & 27
Vw7 LET,
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ATy 710

EPHEEBELCary br—J%2) 7= 500K 227 U v 27 LET,

H—RKN—TFT qBAEODSFH0O0—F (CL)

FIE

ATV T finalpem 7 7 A W& TFTPH—_EDF 74V T4 L7 FVICBELET, ko~ K

ATy T2

ATvT3

AHJLT, Fourn—RORELZEELET,

Cisco Controller)
Cisco Controller)
Cisco Controller)

)

( transfer download mode tftp
(

(

(Cisco Controller

£

(

transfer download datatype webauthcert
transfer download serverip <TFTP server IP address>
transfer download path <absolute TFTP server path to the update

vV V V V

ile>
Cisco Controller) > transfer download filename final.pem

FRXRL—=TF 4 7 VAT L SSL F— LAEAEEZE S TE DL X 92 pem 7 7 A LD/
J— K& ANLET,

(Cisco Controller) > transfer download certpassword password

GE)  certpassword DAES, CSR Z AT % -passout X7 A—Z LRI THDH Z & 2R L
\iﬁ—o

RDa~vy Re AN LT, iEAESLOF—DF v rm— Ra2fin L £,

transfer download start

1

(Cisco Controller) > transfer download start

e T TETP

I o T 7 oY Site Cert
TETP Server IP. ..ttt ittt ittt it eeneeenennns 10.77.244.196
TETP Packet Timeout........iiiiiiiiiiininnennns 6

TETP Max Retries.......ooiiiiiiiiiiiiiiiininnnns 10

B N o /

TETP Filename. . vue et ieneeeesenneeesennneesennns final.pem

This may take some time.
Are you sure you want to start? (y/N) y

TEFTP EAP Dev cert transfer starting.

Certificate installed.
Reboot the switch to use new certificate.
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