configa<v>Fk:j~q

s config known ap (7 ~X—7)

« configlag (8 ~X—7)

s config Idap (9 ~X—7)

» config local-auth active-timeout (11 ~X—137)
» config local-auth cipher-option (12 ~<—73")
« config local-auth eap-profile (13 ~X—7)

+ config local-auth method fast (16 ~X—7)

« config local-auth user-credentials (18 ~X—73)
s config lync-sdn (19 ~<X—72)

» config licensing (20 ~X—73")

» config license boot (21 ~X—73)

« config load-balancing (23 ~<—3)

» config location (25 ~X—7)

« config location info rogue (28 ~<—27)

« config logging buffered (29 ~<X—2)

» config logging console (30 ~—73")

» config logging debug (31 ~=X—3)

« config logging fileinfo (32 ~<—37)

» config logging procinfo (33 ~X—7)

« config logging traceinfo (34 ~<X—3)

« config logging syslog host (35 ~<—73")

» config logging syslog facility (38 ~<X—71")

» config logging syslog facility client (42 ~X—1)
« config logging syslog facility ap (43 ~X—73)

» config logging syslog level (44 ~X—73)

» config loginsession close (45 ~—3)

» config macfilter (46 ~<X—72°)

» config macfilter description (48 ~X—1)

» config macfilter interface (49 ~—73)

config A< K :j~q .
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« config macfilter ip-address (50 ~X—12)

* config macfilter mac-delimiter (51 ~—13)

» config macfilter radius-compat (52 ~—3)

« config macfilter wlan-id (53 ~~—2)

s config mdns ap (54 ~X—7)

« config mdns profile (56 ~<—)

« config mdns query interval (58 ~X—1)

» config mdns service (59 ~X—1)

« config mdns snooping (62 ~<—37)

+ config mdns policy enable (63 ~X—)

» config mdns policy service-group (64 ~X—7)

» config mdns policy service-group parameters (65 ~X—73")
« config mdns policy service-group user-name (66 ~<—137)
» config mdns policy service-group user-role (67 ~X—3)
* config media-stream multicast-direct (68 ~X—1°)

+ config media-stream message (69 ~<—13)

» config media-stream add (71 ~X—7)

+ config media-stream admit (73 ~X—3)

« config media-stream deny (74 ~<—17)

» config media-stream delete (75 ~X—3)

* config memory monitor errors (76 ~X—137)

+ config memory monitor leaks (77 ~X—1)

s config mesh alarm (79 ~X—)

» config mesh astools (81 ~X—12)

« config mesh backhaul rate-adapt (82 ~<—13”)

» config mesh backhaul slot (84 ~X—3°)

« config mesh battery-state (85 ~—1)

» config mesh client-access (86 ~X—737)

» config mesh convergence (88 ~X—1)

» config mesh ethernet-bridging allow-bpdu (89 ~2—73)
« config mesh ethernet-bridging vlan-transparent (90 ~<—13”)
» config mesh full-sector-dfs (91 ~<—73”)

» config mesh linkdata (92 ~<—73)

« config mesh linktest (95 ~X—37)

+ config mesh Isc (98 ~X—73)

» config mesh Isc advanced (99 ~X—7)

« config mesh Isc advanced ap-provision (100 ~X—137)

» config mesh multicast (101 ~—73”)

» config mesh parent preferred (103 ~X—13)

« config mesh public-safety (104 ~=—3)

» config mesh radius-server (105 ~X—73)

. configav > K :j~q
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* config mesh range (106 ~X—2)

« config mesh secondary-backhaul (107 ~<—73°)

» config mesh security (108 ~<—37)

« config mesh slot-bias (110 ~<—3”)

» config mgmtuser add (111 ~X—7)

« config mgmtuser delete (112 ~X—73)

» config mgmtuser description (113 ~X—1)

» config mgmtuser password (114 ~<—73”)

« config mgmtuser telnet (115 ~<—37)

+ config mgmtuser termination-interval (116 ~X—13)

» config mobility dscp (117 ~X—3")

« config mobility group anchor (118 ~<—3")

* config mobility group domain (119 ~X—2)

« config mobility group keepalive count (120 ~<—73”)
« config mobility group keepalive interval (121 ~—13)
» config mobility group member (122 ~X—73)

» config mobility group multicast-address (124 ~X—73")
« config mobility multicast-mode (125 ~X—73)

« config mobility new-architecture (126 ~<~—73")

« config mobility oracle (127 ~X—)

* config mobility secure-mode (128 ~—13)

» config mobility statistics reset (129 ~X—73)
+ config netuser add (130 ~X—73")

» config netuser delete (132 ~X—3)

« config netuser description (133 ~X—3)

» config network dns serverip (134 ~X—1)

« config netuser guest-lan-id (135 ~X—2)

« config netuser guest-role apply (136 ~<—3°)
» config netuser guest-role create (137 ~X—1)

» config netuser guest-role delete (138 ~X—137)

« config netuser guest-role qos data-rate average-data-rate (139 ~<—13)

» config netuser guest-role qos data-rate average-realtime-rate (140 ~X—1)
» config netuser guest-role qos data-rate burst-data-rate (141 ~2—73")

» config netuser guest-role qos data-rate burst-realtime-rate (142 ~X—13)

» config netuser lifetime (143 ~X—3)

« config netuser maxUserLogin (144 ~X—73)

» config netuser password (145 ~X—17)

» config netuser wlan-id (146 ~X—1)

» config network client-ip-conflict-detection (147 ~X—13)

» config network http-proxy ip-address (148 ~X—1)

» config network bridging-shared-secret (149 ~X—1)

config A< K :j~q .
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« config network web-auth captive-bypass (150 ~—13”)
» config network web-auth port (151 ~<—13”)

* config network web-auth proxy-redirect (152 ~X—)
+ config network web-auth secureweb (153 ~X—13)

» config network webmode (154 ~X—3)

« config network web-auth (155 ~X—3)

« config network 802.3-bridging (156 ~<—13)

« config network allow-old-bridge-aps (157 ~<—1")

» config network ap-discovery (158 ~—3)

» config network ap-fallback (159 ~X—1)

» config network ap-priority (160 ~2—3")

« config network apple-talk (161 ~—<)

* config network arptimeout (162 ~X—3°)

» config assisted-roaming (163 ~X—1)

* config network bridging-shared-secret (164 ~—13)

« config network broadcast (165 ~~—<)

» config network fast-ssid-change (166 ~—13)

« config network ip-mac-binding (167 ~<—3")

« config network link local bridging (168 ~<—13)

» config network master-base (169 ~<—1)

* config network mgmt-via-wireless (170 ~X—737)

» config network multicast global (171 ~X—3")

» config network multicast igmp query interval (172 ~X—73)
« config network multicast igmp snooping (173 ~<—1")
« config network multicast igmp timeout (174 ~X—13)

» config network multicast 12mcast (175 ~<—73°)

* config network multicast mld (176 ~X—73")

+ config network multicast mode multicast (177 ~X—73)
» config network multicast mode unicast (178 ~X—7)

« config network oeap-600 dual-rlan-ports (179 ~<—<")
« config network oeap-600 local-network (180 ~X—3°)
» config network otap-mode (181 ~X—1)

« config network profiling (182 ~—<)

« config pmipv6 domain (183 ~~—<)

» config pmipv6 add profile (184 ~—7)

» config pmipv6 delete (185 ~—737)

* config pmipv6 mag apn (186 ~—73°)

* config pmipv6 mag binding init-retx-time (187 ~X—°)
* config pmipv6 mag binding lifetime (188 ~X—13)

+ config pmipv6 mag binding max-retx-time (189 ~X—71)

+ config pmipv6 mag binding maximum (190 ~X—3)

. configav > K :j~q
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« config pmipv6 mag binding refresh-time (191 ~~—3)
* config pmipv6 mag bri delay (192 ~=X—3")

* config pmipv6 mag bri retries (193 ~X—)

« config pmipv6 mag Ima (194 ~<X—3°)

» config pmipv6 mag replay-protection (195 ~X—73)

» config port power (196 ~—73)

« config network rf-network-name (197 ~X—13")

» config network secureweb (198 ~<—1”)

« config network secureweb cipher-option (199 ~X—73")
« config network ssh (201 ~X—37)

» config network telnet (202 ~X—73”)

« config network usertimeout (203 ~—73)

« config network web-auth captive-bypass (204 ~—73”)
» config network web-auth cmcc-support (205 ~—737)
» config network web-auth port (206 ~2—73")

» config network web-auth proxy-redirect (207 ~X—73")
+ config network web-auth secureweb (208 ~<—13)

« config network web-auth https-redirect (209 ~—<)
« config network webcolor (210 ~—73”)

» config network webmode (211 ~<X—1)

« config network web-auth (212 ~<X—3)

« config network zero-config (213 ~<—)

» config network allow-old-bridge-aps (214 ~X—)

« config network ap-discovery (215 ~<—3)

« config network ap-fallback (216 ~<—1")

» config network ap-priority (217 ~<—13)

« config network apple-talk (218 ~—<)

» config network bridging-shared-secret (219 ~X—1)

» config network master-base (220 ~X—73”)

« config network oeap-600 dual-rlan-ports (221 ~<—127)
« config network oeap-600 local-network (222 ~X—3°)
» config network otap-mode (223 ~X—1)

» config network zero-config (224 ~—2)

+ config nmsp notify-interval measurement (225 ~<—73)
s config paging (226 ~X—7)

« config passwd-cleartext (227 ~X—3)

* config policy (228 ~X—<°)

» config port adminmode (231 ~X—72)

« config port autoneg (232 ~—2)

« config port linktrap (233 ~~—2)

» config port multicast appliance (234 ~X—73)

config A< K :j~q .
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* config prompt (235 ~X—73)

» config qos average-data-rate (236 ~X—1)

» config qos average-realtime-rate (238 ~X—)

« config qos burst-data-rate (240 ~~—3)

» config qos burst-realtime-rate (242 ~X—13)

» config qos description (244 ~X—7)

* config qos fastlane (245 ~—73”)

» config qos fastlane disable global (246 ~<—)
« config qos max-rf-usage (247 ~<—73)

« config qos dotlp-tag (248 ~—2)

* config qos priority (249 ~X—73")

» config qos protocol-type (251 ~X—7)

« config qos queue length (252 ~—73°)

» config qos qosmap (253 ~—73)

» config qos qosmap up-to-dscp-map (254 ~X—3)

+ config qos qosmap dscp-to-up-exception (255 ~X—737)
» config qos qosmap delete-dscp-exception (256 ~<X—73)
« config qos qosmap clear-all (257 ~—3)

* config qos qosmap trust dscp upstream (258 ~—13)

. configav > K :j~q
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config known ap .

config known ap

BEHEI O Cisco Lightweight 7 7 & X 781 & & i&ET £IZ1E. config known ap =~ > Rz i [
LET,

config known ap {add | alert | delete} MAC

BX DA add FHLWEEHOT 78 A RS hm N &
alert TR RA L NOBRMERIZ 8T > T E R
LET,
delete BEOBMOT 722 RA 2 hx MY EH
I-S/%L/i—a—o
MAC BEZN @ Cisco Lightweight 77 A RA > b @D

MAC 7 R L A,

ARV RFIFLE EL

WIZ, FILWT ZEBARA b =2 bV ac:10:02:72:2Fbf ZEEHIOT 72 2 RA > b
BT 562 RLET,

(Cisco Controller) >config known ap add ac:10:02:72:2f:bf 12

config A< K :j~q .
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config lag

config a7 R :j~q |

V78K (LAG) ZANETITENIZT HITIL, configlag =~ FEMFEH L ET,

config lag {enable | disable}

X DiiHA enable V7 8EH (LAG) REEZHNLET,
disable V78R LAG) REEZEMCLET,
aATYRFI4LE AL
2wy REE y1y—2 RENE
7.6 Zoa<wy Rk, VYU —RT6LEIDY U —2A

THAShE L,

WIZ, LAG REZAMNT LB E2RLET,

(Cisco Controller) > config lag enable

Enabling LAG will map your current interfaces setting to LAG interface,
All dynamic AP Manager interfaces and Untagged interfaces will be deleted
All WLANs will be disabled and mapped to Mgmt interface

Are you sure you want to continue? (y/n)

You must now reboot for the settings to take effect.

WIZ, LAG REEZ BN T 262 RLET,

(Cisco Controller) > config lag disable

Disabling LAG will map all existing interfaces to port 1.
Are you sure you want to continue? (y/n)

You must now reboot for the settings to take effect.

. configav > K :j~q



| configaw K j~q

config Idap

config Idap .

Lightweight Directory Access Protocol (LDAP) $—/ SDFRE%AT 9 (Z1L. configldap =~ > K
R L ET,

configldap {add | delete | enable | disable | retransmit-timeout | retry | user |
security-mode | simple-bind} index

config ldap add index server_ip_address port user_base user_attr user_type [ secure]
config ldap retransmit-timeout index retransmit-timeout

config ldap retry attempts

config ldap user {attr index user-attr | base index user-base | typeindex user-type}
config ldap security-mode {enable | disable}index

config ldap simple-bind {anonymous index | authenticated index username password}

B DEREA

add LDAP Y — 1 DBMEfEE L7,

delete LDAP — " OHIr&faE L £7,

enable LDAP — " DOFRMbEfRE L £,

disable LDAP % — DA e E L7,

retransmit-timeout LDAP 4 —RDF 7 3 )L hEHEEZ A DT D
NEEELET,

retry LDAP $— DG TR 2% E LE T,

user Z—YPRBNRNTA—FERELET,

security-mode tX2UT 4 FE—FERELET,

simple-bind 02— VEBRENA R ERELET,

anonymous LDAP = "~DELT 7B AZFFAI LE T,

authenticated LDAP $— NIZZRIZT 7B ADTD, 22—
PHENART—REATTHZLERELE
R

index LDAP h— A T v 7 A, &ALl ~17T
R

server ip address LDAP #— XD 1P 7 KL A,

config A< K :j~q .
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config a7 R :j~q |

port R— &5,

user base TRTCO—FE2EZLY 7Y U —0iH4,
user_attr a—HHEETEME

user_type 2—WEHEHNT AT N FAT,
secure (f£&) Transport Layer Security (TLS) % f#

MTsZLziEEL£7,

retransmit-timeout

LDAP —"OFEEFEZX A LT 7 b, F§ET
X A%HIX 2 ~ 30 T,

attempts % LDAP — "% {38179 5 [l
attr a—PhEEUREEZRELET,
base FTRTCO2—HFEEFLH 7Y ) —0ils4 %
HELET,
type a—YP A4 TERELET,
username RRESNT= A v RER D=2 — W4,
password RRES NI A v RO R T — R,
ARV RFIALE EL
vy RERE )1)—2x EEANRE
7.6 Zoavy RiE VY —RT6LHEIDOY U —2A
THAINE L,
7.6 T ¥ 27 LDAP AR — 3 5720IZ secure

FRLEDHA KSA Y

BEEa~v

<R

F—U— B E L7

YX 2T LDAP ZANCTHE, a2 bhua—F 3V — FEAELZRHIEL 2 < 20 77,

WIZ, LDAP V— R A UF v 7 X 10 AT 5002 R LET,

(Cisco Controller)

config ldap add

config ldap simple-bind

show ldap summary

. configav > K :j~q
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config local-auth active-timeout .

config local-auth active-timeout

RIEFEHDRADIUS — "ORTINZ K DFREEN R L7212, 2> e —F e —h LILER
ZE7m haL (EAP) 2L TUA YL A7 T4 T v FORIARITT LM 2 ET 51T
L. config local-auth active-timeout =~ > FZ i H L £,

config local-auth active-timeout timeout

XN timeout HALTD N ZWHEMNTHEELET, A
R EPHIL 1 ~ 3600 T,

ARV ERFIAIAE T IANIDZA LT T MEX 100 BT,

avy RER Jiy—=x EENE
7.6 Zoa<wy X, VIY—RT76LRIDYU U—R

THAShE L,

W2, EAPZEA LT, YA VYLV RITAT U "eiBit T 372007 77 47 24 A
T RE 500 IICHETAME R LET,

(Cisco Controller) > config local-auth active-timeout 500

MaEavy R clear stats local-auth
config local-auth eap-profile
config local-auth method fast
config local-auth user-credentials
debug aaa local-auth
show local-auth certificates
show local-auth config

show local-auth statistics

config A< K :j~q .
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. config local-auth cipher-option

config local-auth cipher-option

3des-rcd FF 547> a VAR ET HIZIE. config local-auth cipher-option ==~ > K& L
R

config local-auth cipher-option {enable | disable }

X MEREA cipher-option et~ a 2R ELET,
enable 3des-red B -2 BN T AZ L AR LET,
disable 3des-rc4 FF 5% Mighiz LE 9,

ATV RFIHALE RL

avy FEREE Jiy—=x ETEAR
8.0 ZOawy RpREAINE L,

wIZ., WLC TS 47> g U 2ENCT 50 %2R~ LET,

(Cisco Controller) > config local-auth cipher-option 3des-rc4 disable

. config av > K :j~q
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config local-auth eap-profile .

config local-auth eap-profile

0 — I VHREFRERRGE Y 1 k=L (EAP) #BiE7 1 7 7 A V&R ET 521X, configlocal-auth
eap-profile =~ > RZEH L £,

config local-auth eap-profile { [add | delete] profile name | cert-issuer {cisco | vendor}
| method methodlocal-cert {enable | disable} profile name | method method client-cert { enable

| disable} profile name | method method peer-verify ca-issuer {enable | disable} | method

method peer-verify cn-verify { enable | disable} | method method peer-verify date-valid { enable

| disable}

BXDEREA add (L&) EAP 71 7 7 A V£ 12135 B

ZHELET,

delete ({EE) EAP 7’1 7 7 A )V E 12T O HIFR
ZHEE L ET,

profile_name EAP 7' 7 7 A V4 (FK 63 SLFDHEL
F) o TRT 7 ANAITITAN—=ZIMHAT
TEHEA,

cert-issuer (Extensible Authentication Protocol Transport

Layer Security (EAP-TLS) . Protected Extensible

Authentication Protocol (PEAP) . F721%
Extensible Authentication Protocol-Flexible
Authentication via Secure Tunneling

(EAP-FAST) LREFAEZMHEH L TV 55E5)
7547 v MIEESNDIEHEDRIT LR
BELET, sEAERITICE L TiXCisco F7=
Y — R8—F  RUF =R HE— b X T

WET,
cisco VA aDFERAEORITTERELET,
vendor Y= R R—=TF ¢ XX —FEELFET,
method EAP 77 7 A VX EHELET,
method EAP 7n 7 7 A VX4, PAR—FIHT
% 5% leap, fast, tls, 3L O peap T,
local-cert (EAP-FAST CEH 3 2565) #BAED7=DIZ,
gy ha—F BiZTNA AGEAENSLENE
IMERELET,
enable T A=K D OAEMEERELET,
disable INT A =5 ID Db A fRE L ET,

config A< K :j~q .
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config a7 R :j~q |

client-cert

(EAP-FAST TEA T 2546) RiEHOT A
A AFEAEE 2 b —TF ~ X ETDH72DIC,
BT AT SINUENE I DEFRTELE
Er

peer-verify

U7 ERGEA TV a v ERELET,

ca-issuer

(EAP-TLS % 721X EAP-FAST & GiEBH &4 1
LCWBEE) 7947 bl LT-iE
HEL, a2 he—7 EORFRER (CA) DFE
HELHRET 20 E I DERELET,

cn-verify

(EAP-TLS % 7-1% EAP-FAST & GiFH &4 1
LCWAI5E) %G L EOEE 4
(CN) #=a> bur—7 Lo CAFEHED CN
ERETOINEIMERELET,

date-valid

(EAP-TLS % 7-1% EAP-FAST & ZFBA &4 i
LTWBEA) ZE LT A AFEAEXG
B CHARREINIC Ao TR LA o ha—
T THRFET D E 20 ERBELET,

aATVRFIHLE AL

avy B 1)) —=

EEAR

7.6

Zoa<y Rk, VYU—RT6LEIDY U —2A
THEAINE L,

&IZ, FASTOl & WHZARTOT— /L EAP 7 a7 7 A LV EVERT B2 R LET,

(Cisco Controller) > config local-auth eap-profile add FASTOl

WIZ, a—H )V EAP 71 7 7 A JLIZ EAP-FAST F=R B+ 562~ LET,

(Cisco Controller) > config local-auth eap-profile method add fast FASTOl

WIZ, EAP-FAST 70 7 7 A VDY T4 T v MIEEINDHERZEDORIT L LT
AaxFETHHERLET,

(Cisco Controller) > config local-auth eap-profile method fast cert-issuer cisco

WRIZ, 7947 " oZETHIHHAEN L Fu—F O CAFPRLBEEIND
KXol ET HIERLET,

(Cisco Controller) > config local-auth eap-profile method fast peer-verify ca-issuer
enable

. configav > K :j~q
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EEav> R

config local-auth active-timeout
config local-auth method fast
config local-auth user-credentials
debug aaa local-auth

show local-auth certificates

show local-auth config

show local-auth statistics

config local-auth eap-profile .

config A< K :j~q .
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config local-auth method fast

EAP-FAST 7’1 7 7 A L Z R ET HITIL,

config local-auth method fast
days | server-key key value}

{anon-prov

config a7 R :j~q |

config local-auth method fast =~ > R &l [ L £9°,

[enable | disable] | authority-id auth id pac-ttl

B DEREA

anon-prov

E47abeya =V RaRERE S b
O—Z7 %R ELET, ZHITLY . Protected
Access Credential (PAC) o bV a= 7
2. PAC ZFf/=72\ 7 4 7 > MZPAC & H
BHICRETE LRIV ET,

enable

EE) NI A—=Z2HMET 52 L2fEE
Lijﬁo

disable

(ER) NTA=Z 2By 52 L a2fE
Li‘d‘o

authority-id

12— 77 /L EAP-FAST $— /XD HE[RFRBI 1 % 3%
ELET,

auth_id T — % )L EAP-FAST #— N ORI T (2
~ 32 D 16 EHIHE) .
pac-ttl Protected Access Credential (PAC) D45 %hiifH]
DA AERELET, T AUIAFRE AT RERERH]
(TTL) fE& &I ET,
days 17f6e TRERER (TTL) ofE (1~ 1000 H) .
server-key PAC Z W5 AL 7213 E 5k T2 — 1 F—%
key value 5 — Dl (2 ~ 32 D 16 HEHIHE) .
aARVRFILLE L
Qv RERE J1—2 EERAR
7.6 Zoa<wr R, VIV —276LHIOY U —2A

TEAINE L,

WKIZ, BA T oY a = P2 TA-DIcay ha—F 2N+ 562 R LE

B

. configav > K :j~q
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config local-auth method fast .

(Cisco Controller) > config local-auth method fast anon-prov disable

Iz, @ —74 )L EAP-FAST % — "O#ERRFEBIT 0125631177 X ET 2B 2R L E T,

(Cisco Controller) > config local-auth method fast authority-id 0125631177

WIZ, PAC ODEZ B % 10 BICHRET 26 2R LET,

(Cisco Controller) > config local-auth method fast pac-ttl 10

BEa<wy R clear stats local-auth
config local-auth eap-profile
config local-auth active-timeout
config local-auth user-credentials
debug aaa local-auth
show local-auth certificates
show local-auth config

show local-auth statistics

config A< K :j~q .
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. config local-auth user-credentials

config local-auth user-credentials

a2—W 7 LTy VB — I VPERFTRERGE Y 7 k2L (BEAP) RFET —F X— A THRET
BNEF %R ET HITIE. config local-auth user credentials =~ > Rz {#H L £7°,

config local-auth user-credentials {local [ldap] | ldap [local] }

BX DR local A Sl A N
ATHRFET DI LEHELET,

ldap (LE) =—% 7 L7 > v /L% Lightweight

Directory Access Protocol (LDAP) 7 — & ~—
ATHRET L LE2RELET,

ARV RFILLE L

2wy REE y1y—2 KENE
7.6 Zoa<wy R, V) —RT76LHEIDOY Y —=A

THAShE L,

BRLDHA RS54 HEDT—2_R—=2 5 A—2OIEFIE, 74— ADBRRIETF 457 LET,

I, B =)V EAP BERET — 2 R—=ANPBR SN DT 2 HEET 82~ L £,

(Cisco Controller) > config local-auth user credentials local lda

ERROFITIE, B a— T =2 X=2APHEEK S, KIZLDAP 7 — F ~— A 78

R SNET,
BEa<w > KR clear stats local-auth

config local-auth eap-profile
config local-auth method fast
config local-auth active-timeout
debug aaa local-auth

show local-auth certificates
show local-auth config

show local-auth statistics

. configav > K :j~q



| configaw K j~q
config lync-sdn .

config lync-sdn
Lync —E A& ET 5IZ1E. configlyne-sdn =~ > R&fEH L F7,

config lync-sdn {port port-number} | {enable | disable}

X DA port Lync — N R— b FESEHRELET,

port-number H— SOR— FFKE-,

enable Lync —E 2% 70— S LIZHEC LET,

disable Lync % — bt 2 %& 7 o — U250 Lk,

ARV REFIALE AL

avy FERE Jy— ZEHEAR
Z
8.1 ZDavwy RBREAINE LE,

WIZ, Lync 4—E R % 70— UWIHENZT 02~ LET,

(Cisco Controller) >config lync-sdn enable

config A< K :j~q .



config a7 R :j~q |
. config licensing

config licensing

VA A=K VTR UT TARUV T ERTUTA RV A T Ty b7 4 —2EY D
Z %121, config licensing =~ > R&fH L £,

config licensing {rtu | smart-license} dns-server ip address

BX DA rtu i (RTU) S4B AT Ty hT74+—2h,
smart-license AT AY— NIV TN T4V

7,
dns-server A—hKIT7 b =T T4 7 DDNS

PN NTA—=ZERELET,

avy FRERE J)— ZEERNE
A
8.2 ZOa<wy RPREAINE L,

ATV RTI4R A RTU) 235, TAZADT 74NV EDTA VA AD=ZALTT,

wIZ, 20 a—F TV A3 Av— KV T NIxT G4V T BT 7T 4712
THHE R LET,

(Cisco Controller) > config licensing smart-license dns-server 209.165.200.224
QQ

CGE) FABVVAT T "N I3 —2DERET VT 4712922032 o —F ZFLEd
DHENRH Y F7,

. configav > K :j~q
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config license boot .

config license bhoot

Cisco5500 > U — A DAy hu—JOREY 77— FMRFIHEHT 574 B X LNV EIRET D
|21, config license boot =~ > R&ZfH L £,

config license boot {base | wplus | auto}

B DEREA

AU R TFI4ILE

base base 7 — bk L-ULEHRELET,
wplus wplus 7 — k LV EFRE L E7,
auto auto 7 — b LULERELET,
L

avy FERE

EREDAARZA

\}

Jy— EEAE
A

7.6 ZoawrRiE, VU —R76LHIOY UV —ATHEAINE L,

auto x A1 5L, TARVA YT My T, wENY T — "FRICEHT AT A A LR
NEBEBICRINLE T, @, TMES A B AL b KATA B ADIFE I DESLINE
T, Flr. R—Z2A FA B ALY E WPLUS A4 B Z2DIE 5 MBI NET,

G¥)

\}

R—Z G4 AN WPLUS T4 By A~DT v 77 L— REBEE LTV 584, WPLUS
Pl T A £ AZR L THD WPLUS KA TA B RIZT v 77 L— R T& %9, iHMiT A &
VABETIT 4 T DHITIE, N—AKATA B ATIEHRL WPLUSEFHMEE T A o A3z
fe—FCHEAHEND LI, A A=Y LUV ERETILERHY 7,

GE)

BAEOHW ZRET 572012, 2 hue—J%, FHMli7 A B ZAOAGPENTNTH 71 B
X%ﬂ@%iiﬁhoﬁ%?4ﬁnyETmm\ny%n~?%97~%¢é%%ﬁ%@i
T, U7 — MR, RN STZFHMEZ A B A LRI 7 4 —F v By b LuLica
ha—I 08T 73 /V MR EINET, HL74~%¥11/%VA»®%A74ﬁ/xﬂ4/
AR = ENTWRWEES, a2 br—Z1%, BIOV~VOKATA & AETITAMRD
PN TRVl 7 A B A& H L £,

WIZ, A ADT — FEEE% wplus ICERET DB 2R LET,

(Cisco Controller) > config license boot wplus

configav> K :j~q [



config a7 R :j~q |
. config license boot

EEavy R license install

show license in-use

license modify priority

. config av > K :j~q
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config load-balancing

config load-balancing .

Ty Tia— RNy T Eay b —7 T/ a— OUIRET HIZIE, config

load-balancing =~ > RZfE/H L 9,

config load-balancing {window client count | status {enable | disable} | denialdenial count}

config load-balancing uplink-threshold traffic threshold

¥ DERA window

TIT VLT la—RKRT T 5 A4T
Yh U4 RUEBELET,

client count

1~2007 AT v hagie, 77y 7
WA= RNRTT I TAT R T 4R
]70

status

O— R RIS TOREZHRTELET,

enable

H—RANF UV TR A R —T VT LE
TO

disable

B— R NT U THRRET 4 E—T ML
£7

denial

0— KRRV RIS SND T Y vT—
varofEafeE LET,

denial _count

g— RS o T Y a— g il
HOEKRE (0~10) ,

uplink-threshold

TIRBRARLS LV EBRF LT VY vZ— g
FHEAETEDLLIIT, LEVWVEDO T 7 4 v
JEREELET,

traffic_threshold

TIRARA L SR LNT Y vm—a s
EESRTHODOLEXVMED N T 7 4 v 7,
Z OfEIE. 90 FPHIRE THIE S 4172 WAN 5]
RON—¥v 2 T, 2ExE, T 740 F
LEVMENRS0 THDHHA, 778X RA 2 b
WAN A > % —7 = A AT 50% LL_LEfl F
NDHENAE, a— R RT3 Zn Ry
HENET,

ATVURTFEIFIR T IANITIE Ty ThRu— R AT UV T ENIT o T ET,

config A< K :j~q .



. config load-balancing

config a7 R :j~q |

avy FNERE

FRLEDHA KS14 Y

BEEavT YR

Jy— EEAE
S

7.6 Zoawr R, VU—RX76LHIOY VU —ATHEAINE L,

AMSBR A2 > TS WLAN X, EFB LT A7 EORKFER T 7Y r— 3
VEHR—PFLERA, THITZ. B— IV S TCORIENTFET AT DTT,

oy hr—F L &I Cisco 7921 3 1 187920 Wireless IP Phone i+ 5834, %2> ha—
TOFEFRWLAN T Ly 7hua— RS U IRNEG LS TWD Z & 2R L E£7,
L INTWRWEES, BESICL 20 n—I v IR L., A—TFT 4 A RARHETEND
ZENRBHY ET,

IIAT v " ea—RRZ o7 TEH0F, RLary ha—JiI8ERINTWE T 78R
RA L FDOHTT, WANBEHRZROKXNZFEM L T/3—kt e LTERESNE T XES
Nier—42 L— A8 +ZE LT —% L— ~ (1 H729))/(1000Mbps TX + 1000Mbps
RX) * 100

WIZ, T Lo Thha— R RT3 FTOREXENCTH0E2 R~ LET,

(Cisco Controller) > config load-balancing aggressive enable

show load-balancing

config wlan load-balance

. configav > K :j~q
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config location

o — g N—ADS AT A%

RIET DI,

config location .

config location =~ > RZfREL £7,

config location {algorithm {simple | rssi-average} | {rssi-half-life | expiry} [client |

calibrating-client | tags | rogue-aps] seconds | notify-threshold [client | tags | rogue-aps]
threshold | interface-mapping {add | delete} location wlan id interface name | plm {client
{enable | disable} burst interval | calibrating {enable | disable} {uniband | multiband} }}

B DR

algorithm

GE)  config location algorithm =~ > N|%
EALEES LARNTLEEN,
D7y N, RERT 7 40 Ma
IR ESILTWET,

EHJRSSI B L OSNRfEICHEH SN D T2
VALERELET,

simple

WBE L4 5 CPU A — =~y RiI/NE WD
FERNMEW, @7 LT Y A AERBEELET,

rssi-average

LV ERMEZRT DY RABREE S E TN,
)] %’77< D CPU A —/3—~ v Fﬁ)%\gfj«o

rssi-half-life

GE)  config location rssi-half-life =~ > N
FHERAOER S LR TLZEN,
Zoa=y N, &ERT 7 A0 b
EIZRRE SN TVET,

2 >0 RSSIAIEME %2 425 & X2, il
ERELET,

expiry

(G¥)  configlocation expiry =~ > F{3f#
HEFEH LRNTLZE, 2o
~ v RE, BT 7 A MEIZE
EINTWVWET,

RSSIEDZ A LT U M ERELET,

client

EE) 7747 b T8, AIZ@AT 5%
TA—HERELET,

calibrating-client

LE) T FA4T 0~ T30 R
HNTGA—=REEELET,

tags

(EE) HEHEEEID (RFID) & 7@ 7
HINTA—BEEELET,

config A< K :j~q .
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aAavU R TFI4ILE

config a7 R :j~q |

rogue-aps

EE) RERTZ7HARAL Y MZEATS
NI A—HERELET,

seconds

WHEAEREELET (0. 1, 2. 5. 10, 20, 30,
60. 90. 120. 180. 300 %) .

notify-threshold

(GX)  config location notify-threshold =~
YREEHOEEDL LT ES
WV, ZOawy ML R#ERT 7+
VMEICRESNTWET,

RSSI I IZ NMSP i@ L & VWMHEEAZETE L%
R

threshold

LEVMED/NT A—Z  #{iH|Z0~10dB C,
7 7 4V MEIZ 0dB TY,

interface-mapping

FHoOalr— g BELAN, 72031 >
H—T A A<y TEELLBMNEZITHI
BLET,

wlan_id

WLAN O#AI4

interface_name

v v U EREEAT A A —T A A
DA,

plm

WEDOI TAT NERITHES 4T b
DRAEIME (S60) BREZHEELET,

client

WH O, KOOI T4 T FefRELET,

burst_interval

N— 2 MNHIR, ARh&EEIX 1 ~ 3600 T, T
7 v ML 60 BT,

calibrating W&y FA4T MEfRELET,

uniband BEELAF I HA7= 802.11a % 721% 802.11b/g HEHR
EHRELET (=0 1)

multiband

REEAF T H A7z 802.11a/b/g FERR 2 H5E L £
(= /LF R R)

fx DB FBLORF—T— FOF 7 4L MEIZOWTIZ, X o@B] oEABR LT

S,

avy FERE

Jy— EENE
A

7.6 Zoa<wyRiE, VI —RT76LEIOY Y —ATHEAINE L],

[l configawr KR :j~q
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config location .

Wiz, alr—gr N—2AMay ba—F TRSSIHER LY SNR i & )4 5 Bl

TNFY ZANERET D012 L ET,

(Cisco Controller) > config location algorithm simple

config location info rogue
clear location rfid

clear location statistics rfid
show location

show location statistics rfid

config Yk :j~q .



config a7 R :j~q |
. config location info rogue

config location info rogue
REV—ERADEHEIN 2 7% E T HIZI1L. config location info rogue =~ > R&fH L £,

config location info rogue {basic | extended}

X DERA basic RIEHBRH Y — B A DEARRE/NT A —4F (mode. class, containmentlevel,
numclients, firsttime, lasttime. ssid 72 &) ZiRE L £,

GEX)  Cisco MSE @ 83— 5 78 Cisco WLC DA—2 3 10 WAL,
KRG A—=HEFZRELTLIEEN,

extended REfEHFBHY —ERADIEERFENT A —F (ARG A—XIZMZT, %=
U5 4 ZA4 7, LRAD # A 7HH72 ) 2RELET,

avy FIERE Jy— ZEHAR
R
8.0 Zoa<wy FREAINE LT

. configav > K :j~q
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config logging buffered .

config logging buffered
A hr—=I Ny Ty ~ORX T Ay —VOEKRELRET DT, configlogging buffered
axy RaHLET,

config logging buffered security level

X2 VT 4 LUk, ROWVTINEZRIRL
E

c BAEAEO

7T —h:EKEI

« HE  HKK2

X DA security_level

o EH  EAE 6
TRy BARET

ATV RFIHLE RL

av 2 RERE J)— EERE
e
7.6 ZoawrNE VU —=RAT6LHIOU Y —ATHEASHE L,

WIZ, aX T A=t Harba—S0Oy 7y DEKRELZ 4ITRETD
B2 = LET,

(Cisco Controller) > config logging buffered 4

config logging syslog facility
config logging syslog level
show logging

config A< K :j~q .



config a7 R :j~q |

. config logging console

config logging console

ayha—7 ary—A~OuXr s AyE—UOBEKEELHET HITIL, config logging
console =~ > R&fEH LET,

config logging console security level

B DEREA security_level HRE, ROWVTN»zBERLET,
cEBECEKREO

« 7T —h:EREI]

o L EOAJE 2
e - VN )

oM ERE 4
o« WBEN ; BHEASES
o« [EH  ERE 6
TNy T HKET

aATYRFIHLE AL

avy FER Jy— ZTHEHRARAR
2
7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATHEAINE L],

WIZ, e X7 Avkbe—=iIZthrarbtue—o0ar Y —1VOERKEL 3ITRET
L0 &R LUET,

(Cisco Controller) > config logging console 3

BEEa<wy R config logging syslog facility
config logging syslog level

show logging

. configav > K :j~q
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config logging debug .

config logging debug
TNy T Ayk—Vkarin—7 Ny7y arin—7 ary—,  F7203 syslog —
NIZIRTFT BIZ1%. config logging debug =~ > K& L £7,

config logging debug {buffered | console | syslog} {enable | disable}

WX DA buffered AV RE=T Ny TFIIT Ry T A k=D

PIREFELET,

console ayvhae—F arsV—)UIT NNy T A yt—
CERIFELET,

syslog syslog =N ZT Ny 7 A v =V % RIFL
i‘aAo

enable FRy T AyE—OuXr Sk x—7 )b
2 LET,

disable FRy T Ayt —youaXr VEvw 7 kb —7
LT LET,

77 4/ FTlE. console 2~ RNAZNT/2->TH Y., buffered 2~ K& syslog 2~ N
DN 72 > TWET,

AU RTIFIE

avy FERE Jy— ZEERE
2
7.6 Zoa<wyRiE, VI —R76LEIOY Y —ATEHEAINE LT,

WIZ, avrbue—=7 ary—ITNy T * b=V RFTOHEZRLET,

(Cisco Controller) > config logging debug console enable

BEavy K show logging

configav> K :j~q [



config a7 R :j~q |

. config logging fileinfo

config logging fileinfo

A hr—=IN A=Y B SRIIY =R T A LDEREEGDDLEIICT D, 2T o
B ERR LRI D129 51TiE, config logging fileinfo =~ > K& L E9,

config logging fileinfo {enable | disable}

X DR enable A=y a Y —RA T 7 A NOEREE
b\ij—o
disable ayvire—IR8AvE—yYuasDY—R 77

ANDIFEREF TR LN E I LET,

ARy RFIALE AL

avy FERE J)— ZEERE
R
7.6 Zoavy R, VU —=AT6LEIOY U —ATEASRELL,

KIZ, 2 ha—I Rl A= ItV —RA 77 A NLDEREESDDH I HITT A4
ZRLET,

(Cisco Controller) > config logging fileinfo enable

BEavy R show logging

. configav > K :j~q
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config logging procinfo .

config logging procinfo
A hR=IR A=Y RN e AEREZDL L OICT L, FRIFZOFREER

L72W\E 9123 5IZiE, config logging procinfo =~ > Rz L £7,

{enable | disable}

config logging procinfo

XD enable TatAfflE A vt—Y nsicEnET,

disable arhr—SR3Ayb—Y n iz at A g

WMAEFTRLRNE I LET,

avURFI4LE &L
T FEE Jy— EERE

A

7.6 ZoawrRE VU —RAT6LEIOY Y —ATEASHE L,

WIZ, arbe—=I9R8Rybt—y a7 aEAEREEDDL LT HHE2RLE

j"o

(Cisco Controller) > config logging procinfo enable

show logging

config A< K :j~q .



config a7 R :j~q |

. config logging traceinfo

config logging traceinfo
Ay b= R\ A =YWL —ARy JEREZEHDH L IICT D, £RILZ O
R L7720 E 9123 BHITiL, config logging traceinfo =~ > R&fEH L £ 7,

config logging traceinfo {enable | disable}

X DERHA enable =2y 7 1iE#E A vE—Y B 728D
F7,
disable ayhar—INAyvE—a |l FL— ANy
ITEMERRLIENE I LET,

ARV RFIAAE L
avr FERE ) — EERE
2
7.6 ZoavryNiE, V) —=RA76LEIOY V-2 THEASHE LT,

KIZ, 2 ha—9R8 A vt— a2l L —ARNy ZIEREEDHRNE ST A4

ZRLET,

(Cisco Controller) > config logging traceinfo disable

show logging

. configav > K :j~q
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config logging syslog host

syslog A v &—U B EETHZD
av s REEHLET,

config logging syslog host ip _addr

config logging syslog host .

ZUE—FARAFZRET DT, config logging syslog host

XD ip_addr

JE—RKRARDIP 7 FL A,

ATV RFIFLE AL

avy FERE Jy— ZEHAR
3
7.6 ZoawrRiE, VY—RT6LHIOV V—ATHAINE LT,
8.0 Zoawy Rt IPvd EIPVe Dl HF DT RLUAERXEZ YR — M LFET,

FEREDHA K542

ssyslog A vE—TVEEETHED

ZUE— b ARRAMERET DT, config logging syslog

host ip addr =~ > REHFEHLE j—o

esyslog A v =V EREETDLIIICHRESNLY T— F RA FEHIFRT 51

X, config

logging syslog host ip_addr delete =~ > RZfH L £,

e 2 FE—T TEHEIANTND syslog h— 2K RTHIT

)EH Li‘a—o

WIZ, syslog A v —VEEET DD

X. show logging =~ > R Z{#

Z2o0VFE—KFAAN (109212552 &

2001:9:6:40:623) AHEL, > hr— 71 LE ST syslog F— % FRT 5

Bz~ LET,

(Cisco Controller) > config logging syslog host 10.92.125.52
System logs will be sent to 10.92.125.52 from now on

(Cisco Controller) > config logging syslog host 2001:9:6:40::623

System logs will be sent to 2001:9:6:40:

(Cisco Controller) > show logging

Logging to buffer :

:623 from now on

- Logging of system messages to buffer :

- Logging filter level...... ..t iiiiiiinnnnnn. errors
- Number of system messages logged.............. 1316
- Number of system messages dropped............. 6892
- Logging of debug messages to buffer ........... Disabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
— Cache of 1ogging ...ttt ittt Disabled
- Cache of logging time(mins) .........c.cciiiue.o.. 10080

- Number of over cache time log dropped

Logging to console :

config A<k :j

o



. config logging syslog host

- Logging of system messages to console

- Logging filter level...... it iiiiiinninnennnn disabled

- Number of system messages logged.............. 0
- Number of system messages dropped............. 8243
- Logging of debug messages to console .......... Enabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
Logging to syslog
= Syslog facility. e e ittt it localO
- Logging of system messages to console :
- Logging filter level......ciiiiiiiiiininnennnn disabled
- Number of system messages logged.............. 0
- Number of system messages dropped............. 8208
- Logging of debug messages to console .......... Enabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Logging of system messages to syslog
- Logging filter level......c.iiiiiiiiinnnnennnn errors
- Number of system messages logged.............. 1316
- Number of system messages dropped............. 6892
- Logging of debug messages to syslog ........... Disabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Number of remote syslog hosts.............oo... 2
= SYS1lOg OVEer LlS . iiiiiiiiiiittiiiineeennneens Disabled
= HOSE Ouviti i i i i e e e 10.92.125.52
B = T 2001:9:6:40::623
= HOSE 2. e e
Logging of REC 5424 . .. . ittt iiiiiennn Disabled
Logging of Debug messages to file
- Logging of Debug messages to file.............. Disabled
- Number of debug messages logged................ 0
- Number of debug messages dropped............... 0
Logging of traceback.......c.oiiiiiiiiiiiiiinnn.. Enabled

config a7 R :j~q |

KIZ, syslog A v =T BEETIHEODICHRESINTNE 25O E—F KA |
(10.92.125.52 & 2001:9:6:40::623) A HIBR L, BXE SAL TV syslog — 3322 b

2—InbHIRINIZZ EERRT DM E R LET,

(Cisco Controller) > config logging syslog host 10.92.125.52 delete

System logs will not be sent to 10.92.125.52 anymore

(Cisco Controller) > config logging syslog host 2001:9:6:40::623 delete

System logs will not be sent to 2001:9:6:40::623 anymore
(Cisco Controller) > show logging

Logging to buffer
- Logging of system messages to buffer

- Logging filter level.........iiuiiiiiiinvnnnn. errors
- Number of system messages logged.............. 1316
- Number of system messages dropped............. 6895
- Logging of debug messages to buffer ........... Disabled
- Number of debug messages logged............... 0
- Number of debug messages dropped.............. 0
- Cache of 1logging .« ittt e Disabled
- Cache of logging time(mins) ................ ... 10080
- Number of over cache time log dropped ........ 0

Logging to console
- Logging of system messages to console

- Logging filter level.........iiuiiiiiiniinnnnn. disabled
- Number of system messages logged.............. 0
- Number of