debug A7 F :a~i

+ debugaaa (3 ~X—7)

+ debug aaa events (5 ~X—3)

» debug aaa local-auth (6 ~<—7°)

+ debug airewave-director (8 ~X—737)
s debugap (10 ~—)

* debug ap enable (12 ~X—73)

+ debug ap packet-dump (13 ~X—7)
+ debug ap show stats (14 ~3—73)

* debug ap show stats video (16 ~X—3)
e debugarp (17 ~—72)

» debugave (18 ~—7)

* debug beast (19 ~X—73)

+ debug call-control (20 ~X—7)

+ debug capwap (21 ~X—7)

* debug capwap reap (22 ~X—73)

* debug ccxdiag (23 X—7)

* debug ccxrm (24 ~X—7)

* debug ccxs69 (25 X—73)

* debug cckm (26 ~X—7)

+ debug client (27 ~<—7)

e debug cts sxp (28 ~X—77)

s debug cac (29 ~X—7)

s debugcdp (31 ~—)

s debug crypto (32 ~X—)

« debug dhep (33 ~—)

» debug dhcp service-port (34 ~X—73)
* debug disable-all (35 ~—73°)
 debug dns (36 ~—7)

« debug dotll (37 ~X—72)

debuga<v > K :a~i .
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* debug dotll (38 ~—73)

* debug dotl11 mgmt interface (39 ~—3°)
* debug dot1l mgmt msg (40 ~—73)

* debug dot11 mgmt ssid (41 ~X—3)

+ debug dot11 mgmt state-machine (42 ~X—73)
+ debug dot11 mgmt station (43 ~<—7)

* debug dotlx (44 ~—7)

* debug dtls (45 ~—72°)

s debug fastpath (46 ~=X—3")

+ debug flexconnect ave (52 ~X—73)

+ debug flexconnect aaa (53 ~X—73)

+ debug flexconnect acl (54 ~X—737)

* debug flexconnect cckm (55 ~X—73°)

* debug group (56 ~X—7)

s debug fmchs (57 ~X—7)

* debug flexconnect clientap (58 ~X—7)

+ debug flexconnect client ap syslog (59 ~—13)
« debug flexconnect client group (60 ~—<)

* debug flexconnect client group syslog (61 ~<—13)
» debug flexconnect group (62 ~<—13”)

s debug ft (63 ~—7)

+ debug hotspot (64 ~—1)

+ debug ipv6 (65 ~—3)

. debug a7 F:a~i
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debug aaa .

debug aaa
AAA DFRTEDT Ny 7 hHET HIZIL, debugaaa =~ FEFEH L £,
debug aaa { [all | avp-xml | detail | events | packet | ldap | local-auth | tacacs]
[enable | disable]}
‘XD all (L) TRTDAAAR v & — VDT Ry J
ERELET,
avp-xml (&) AAA Avpxml A X2 hDT Ny 7%
HRELET,
detail (EE) AAAZT—DT RNy T ERELE
j—o
events (EE) AA ARV MNDT R TR ELE
R
packet (EE) AAAXNT Y NDOT Ry T HFELE
—g‘o
ldap ({EE) AAA Lightweight Directory Access
Protocol (LDAP) A X2 FDTF N 7 Z23H/E
LET,
local-auth (EE) AAA B — W VIEEREGEY = =21

(EAP) A XV b DT Ry TERELET,

tacacs (f£E) AAATACACS+ A XV bDOT N J
EHRELET,

enable EE) TRy T2/ UET,

disable R TNy 7 &2 LET,

ATV RFIHLE RL

av Y FER Jiy—=x EERNA
7.6 Zoa<wy RiE, V) —RXT76LHEIDY Y —2A

THEAINE LT,

WIZ, AAALDAP £ X2 bDOT RNy T2/ B2~ LET,

(Cisco Controller) > debug aaa ldap enable

debuga<v > K :a~i .
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. debug aaa

BEa< R debug aaa local-auth eap

show running-config

. debug I v K :a~i
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debug aaa events .

debug aaa events

DNS _X—Z2 D ACL \[ZB#ET AT Ny 7%
R LET,

FXET HIZIX. debug aaa events enable =~ > K%

debug aaa events enable

DNSX—ADACLDOT Ny 72 E L £,

¥ESTDEREA events
2% FBE JU— EENE
A
7.6 Zoawr RIS vE Lz,

KIZ, DNS X—ZAD ACL DT N 72 H{NNZT B %2~ LET,

(Cisco Controller) > debug aaa events enble

debuga<v > K :a~i .
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debug aaa local-auth

debug <Y F:a~i |

Cisco WLC T AAA B — W IVIBREDT /Ny 7 % ET 521X, debug aaa local-auth =~ > K%

AL £

debug aaa local-auth {db

{framework | method} {all | errors | events

| packets sm}} {enable |
1%5(0)5%5}5] db AAA D*‘ﬁﬂ/mu RENy 7 KA /’IZF‘T/%
FOARV DTNy THRELET,
shim AAA T —VERGEY A LA AR N2V
v 7 755 /]3 bij_
eap AAA D“‘ﬁ/l/fl:r‘%ﬁmuuﬂz7lﬂ =y (EAP> %}‘LJA\
uE@T/\ b4 7 %E&ﬁz Lij—o
framework O—H)VEAP 7L — LU — T DF Ry T i
ELET,
method 0 — A /VEAP TRDOT Ny T ERELET,
all T—HLVEAP A v —V DT RNy T HEREL
£7,
errors O —H/VEAP T —DF RNy FERELE
ﬁ‘o
events O— B /WVEAP A X FDOT Ry T EHRELE
j—o
packets 12— /VEAP Xy NOT Ny T EFELE
KR
sm 0 —H)VEAP AT — k< DTNy T hR
H/:E’L/iﬁ—o
enable TRy T EBBLET,
disable TNy TEETLET,
IRV RFI+LL L
avy FERE )Jy—Xx ETEAR
7.6 Zoa<wry Rk, VU —RT76LEIOY Y —2A

TEAINE L,

. debug a<v K :a~
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debug aaa local-auth .

WIZ, AAA T —H )V EAP FBIEDT Ny 72BN 202 R L ET,

(Cisco Controller) > debug aaa local-auth eap method all enable

BEa<o R clear stats local-auth
config local-auth active-timeout
config local-auth eap-profile
config local-auth method fast
config local-auth user-credentials
show local-auth certificates
show local-auth config

show local-auth statistics

debuga<v > K :a~i .



. debug airewave-director

debug airewave-director

Airewave Director ¥ 7 b7 = T DF R J
EALET,

debug <Y F:a~i |

IET HITIL. debug airwave-director 2~ > N %

debug airewave-director {all | channel | detail | error | group | manager | message

| packet | power | profile |

rf-change} {enable | disable}

XN all

4T D Airewave Director 2 7 DT /N 7 %
HELET,

channel

Airewave Director v % /VE| Y ¥4 CF o ka)v
DTNy THFELET,

detail

Airewave Director £l 2 7 DT /N T HFRE L
e

error

Airewave Director =7 — 1 7 DT N 7 &G

ELET,

group

Airewave Director 7 /L — b 712 k2, L5
Ny T ELET,

manager

Airewave Director ¥ % — 3 ¥ DT N 7 52 3R7E

LET,

message

LET,

packet

Airewave Director /37 > DT /Ny T HRE L

£,

power

Airewave Director B /JE| 0 4T 7' b a/LiB Xk
CHNRL VR —LBHOT Ny TR E L
F9,

profile

Airewave Director 72 7 7 A )L A X ~DTF
Ny T ELET,

radar

Airewave Director L — & — i H/[BlE 7 1 b =
DTNy T hdBELET,

rf-change

Airewave Directorrf B DT v FHRE L E
7,

enable

Airewave Director D7 /3 7 B H NI LE T,

disable

Airewave Director D7 /3w 7 N L E T,

. debug a7 F:a~i
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debug airewave-director .

ARVRFILLE L

avy RER Jiy—=x EERNE
7.6 Zoa<wy RiE, VIU—RT76LRIDY U—R

THAShE L,

&IZ. AirewaveDirector 72 7 7 A )L A X2 hDF R F N T A%~ LET,

(Cisco Controller) > debug airewave-director profile enable

BEa<v > KR debug disable-all

show sysinfo

debuga<v > K :a~i .
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. debug ap

debug ap

Cisco Lightweight 7 72 A RA > FDO U E— K T3y ZZRE LTV, Lightweight 7 7 & &
RA L N Tavr RV E—MTHEITLIED T 5HI21E, debugap =~ REEH L £,

debug ap {enable | disable | command cmd} cisco ap

BX DA enable Lightweight 77 £ A iRA > h ETOT R w7
EECLET,
GB) TAYITERII=a fe—F0a v
V=) BIETICFERSh, 2 b
2 — 7 @ Telnet/SSHCLI & > ¥ 3
[CHINEREE SNER A,

disable Lightweight 77 E A KA > Kk ETOT /N 7
N LET,
GE) TRy ZIERIZa e —FDa
V=) BERETIZFR RS, 3 b
12— @ Telnet/SSHCLI & > > = >
WCHNTREE SN EE A,

command TR ARA L FTCLI 2~y RRETESR
L EEEELET,
cmd ETTHa~vr R,

GE) FEfrTra~wr R, —ESIAGT
PHEe A3 &V £9 (B : debug ap
command “led flash 30” AP03)

awr Fohiiarte—70=
Y=V ERTIZFR RS, 3 b
2 —7 @ Telnet/SSHCLI & v 3 =3 >
WCHEERE S ER A,

cisco_ap Cisco Lightweight 7 7 & 2 /KA > kD4 Hil,

A<V K FI4J)k Cisco Lightweight 7 7 £ A KA b U E— bk T3y ZI3 W TT,
WIZ, 727BARA L FAPOL TYE— b Ty TG 2627 LET,

(Cisco Controller) >debug ap enable AP0l

WIZ, 77 AKRA > b AP02 T configaplocation =~ > R & F(T3 D412 ~r L £7,

. debug a7 F:a~i
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debug ap .

(Cisco Controller) >debug ap command “config ap location "Building 1" AP02”

WIZ, T78ARAL L FAPO3 CT7 T v 2 LED a~y REETTLH2 L ET,

(Cisco Controller) >debug ap command “led flash 30” AP0O3

debuga<v > K :a~i .
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. debug ap enable

debug ap enable

Cisco Lightweight 7 72 A RA > FDO U E— K T3y ZZRE LTV, Lightweight 7 7 & &
RA L Tavry &V E— M THEITLIEY $ 5121, debug ap enable =~ > R&flif] L ¥
D

debug ap {enable | disable | command cmd} cisco ap

EX DA enable VEe—h TR T2/ LET,
GE) TRy TERITZa he—F0ay
V=) EFETFIZER RSN, 3 b
27— ® Telnet/SSHCLI & v 5
WCHAFEE SR EE A,

disable VE—h FRy TR LET,
command TIEAKRAL N TCLI a2~y RRETEN

L2 EEBEELET,

emd EIRRE R
Gx) EfTdHa~vr Nidk, Z&#EH| BT
T LE S H Y £3 (] : debug ap

command “led flash 30” AP03) .

o< ROHAFE=zy he—F0a
V=) BRI FEIRER, 2 b
2 — 7 ® Telnet/SSHCLI & v 3 3 »
WCHNTEE SV EE A,

cisco_ap Cisco Lightweight 7 7 £ &2 AR A "4,

aATYRFI4LE AL

W2, T78AKRA L NAPOl TUE— K TR 7 E2GMNTHB2RLET,
(Cisco Controller) >debug ap enable APO1

WIZ, T7EARAL N AP2 TYE—h TRy T EENT D62~ LET,
(Cisco Controller) >debug ap disable AP02

WIZ, T78AKRA L NAPO3 T7 T v o LED a~y REFEITT 562 R LET,

(Cisco Controller) >debug ap command “led flash 30” AP03

. debug a7 F:a~i
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debug ap packet-dump .

debug ap packet-dump

Ny N XX Ty OT Ny T ERET HIZIE, debug ap packet-dump =~ > KA L E
R

debug ap packet-dump {enable | disable}

EX DA enable 77 v X RA LU DOy h XX TFYOT Ry T EAIICLET,

disable 7 72 RA L by XA T F DTNy T EBEHICLET,

ATVRTFIFIR NI N XX TTFYOT Ay TITEYTT,

FEEREDHA K54 > CiscoWLC Hlr—I v 7HiciE, <7y b v 7F v IiTHiEL A,

CiscoWLC T, B—a 7 e —T7 D& e, BR7 7 — AU =TIZEREIN, 77 &8A
RA VDL IEESNT Ny b ey 7 F v LERH A, Tx XATEBR NI A N 2@Ed 5
Nry RIETRX Y 7 TF v SNET,

WIZ, TOBARAL L IO DONRry hF v TF DTNy T BT 50 %RL
ij—o

(Cisco Controller) >debug ap packet-dump enable

debuga<v > K :a~i .
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debug ap show stats

CiscoLightweight 7 7 E A IRA V' FOET A A v —VBIOREFHERO N TF T a—T o
> 7 %47 9 121X. debug ap show stats =~ > K& L F7,

debug <Y F:a~i |

debug ap show stats {802.11a | 802.11b} cisco ap {tx-queue | packet | load | multicast

| client {client MAC | video | all}

| video metrics}

debug ap show stats video cisco_ap { multicast mgid mgid database number | admission |

bandwidth }
-3 qOE L); 802.11a 802.11a * v U —2 ZHELE T,

802.11b 802.11b/g * v hU— 7 Z#HEL 7,

cisco_ap Cisco Lightweight 77 £ 2 "1 > N,

tx-queue APDEFEX 2 —D N7 7 4 v 7 HEHEHREE
ALET,

packet AP D37y MgEHERAEFRR L E T,

load AP @ QoS Basic Service Set (QBSS) & # it
OfEFHEHRE R R LET,

multicast APD~/LFF ¥ A F PR — bxtg L — Mgt
HmaEFRRLET,

client BESNTZZ TA T FDOA M) v 7 #HaHE
WX LET,

client MAC 7747 FDMACT LA,

video APDTRTHI T4 7T bOET AHEEHE
R LET,

all APDTRTDY FAT v hOMaHE#RE TR

L\ij—o

video metrics

EFA A B v s HEHERE RS LET,

mgid

H—</LFF¥ 2K ZL—71ID (MGID) ®
e~ LT Xy A MEREETSLET,

mgid_database number

LA ¥ 2MGID 7 — % _X— 2% 5,

admission

APDOETA 7T R v asiillzaRzrLE
_a‘o

. debug a7 F:a~i



I debuga<v > F:a~i
debug ap show stats .

bandwidth AP O BT AHiE £ R LET,

ARVEFIALL AL

w2, 802.1laxy NU—27 LT 7 EBARL L N AP0l HEFX=2— T 7 497D
NG TN a—FT 4 T EITHFI R LET,

(Cisco Controller) >debug ap show stats 802.1la AP0l tx-queue

Wiz, 802.11b/g % v T —27 ETT 7 AKRA 2 b APO2 < /LF F v A k P aiR— h%f
BL— R ND NI TN a—T 4 T ETOHERLET,

(Cisco Controller) >debug ap show stats 802.11b AP0O2 multicast

WIZ, 802.1laky NU—2 LT, 77 EARA L APl LT VI m— RETW5D
MACT RLATHMNEND I TIAT VDA N I DT TNy a—TF 4T 4T
Il E R L ET,

(Cisco Controller) >debug ap show stats 802.1la APOl client 00:40:96:a8:£7:98

WKIZ, 802.1laky NU—2 LT, T7EARA L APl LT VL o— RETW5D
TRTCDIFGAT VMDA NI ID T INY a—TF 4 T E2THIHETFLUET,

(Cisco Controller) >debug ap show stats 802.1la AP0l client all

debuga<v > K :a~i .
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. debug ap show stats video

debug ap show stats video

CiscoLightweight 7 7 Z A RA ' FOET A A v —VB I OHEHEROT Ny 7 2R ET D
|21, debug ap show stats video =~ > R&fiH L £,

debug ap show stats video cisco_ap { multicast mgid mgid value | admission | bandwidth}

TR cisco_ap Cisco Lightweight 7 7 £ X &RA > ~,
multicast mgid 7R KA NOFEMGID I3 SV
FH¥ ¥ AN T —H_X—AEERERR L E
7
mgid_value 1 ~4095 D LA ¥ 2MGID 7 — & _— A% =,
admission S 7RI v ia UHllZR R LE T,
bandwidth BT AR 2 R L ET

aAvYRFIHLE RL

WIZ, TN—TFDLA ¥ 2MGID T —Z X—2AFBSTHANEINT=ZT 78R RA b
AP0l D~NVF X ¥ A K I N—TDF RNy T EHBRETHHEZRLET,

(Cisco Controller) >debug ap show stats video AP0l multicast mgid 50
WIS, T 7 BRBA LN APOL ODETARINEDT S 7 2@ ET ohlzr L ET,

(Cisco Controller) >debug ap show stats video AP0l bandwidth

. debug a7 F:a~i
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debug arp .

debug arp

Address Resolution Protocol (ARP) A 7L a DT Ny JERET HI21E. debugarp =2~
REfEHLET,

debug arp {all | detail | events | message} {enable | disable}

- 3 qOE L); all TRXTOARPE T DT Ny VT hFELET,
detail ARP DA =V DF Ny 72 E L%
iR
error ARP =T —DTFT Ny VT HHBELET,
message ARP A v =V DT Ny JEFRELET,
enable ARP 73y T EGINZLET,
disable ARP 7y JH NI L E T,
aAvYRFIALE AL
avy FERE J)— ZEERR
3
7.6 Zoavwry NI, VU —AT76 LIFIOY ) —ATHASNE LT,

RIZ, ARP 7T\ VRIEZFGINT D02~ LET,
(Cisco Controller) > debug arp error enable
RIZ, ARP 73\ VREZ BT 202~ LET,

(Cisco Controller) > debug arp error disable

BEaw Y K debug disable-all

show sysinfo

debuga<v > K :a~i .
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. debug ave

debug avc

Application Visibility and Control (AVC) 47> a > DT Ny 7 &EFHET 5121, debugaveerror
avy REEHLET,

debug ave {events | error} {enable | disable}

EX DA events AVC A X FDOTF ANy S EFELET,

error AVC =53 —DF NNy S EHBELET,

enable AVC A XU NELIEZZT—DTFT Ry TEHETLET,

disable AVC A X FELIFZT—DFT NNy VT HEHCLET,

ARV ERFI4IAL T IANBITIE AVC AT v a v DTNy JITESTY,

avy FER Jyy— ZEHAR
3
7.6 Zoa<wyRiE, VI —RXT76LGEIOY Y —RATHAINE L],

KIZ, AVC =T —DT Ny Z N 6%~ LET,

(Cisco Controller) > debug avc error enable

BEavy K config avc profile delete
config avc profile rule
config wlan avc
show avc profile
show avc applications

show avc statistics

. debug a7 F:a~i
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debug beast .

debug bcast

Ta—REXXY A NI T arOF RNy TERET HITIE, debugbeast =2~ REEH L E
R

debug beast {all | error | message | igmp | detail} {enable | disable}

X DERHA all TRTCHOTa—RFy A a7y 7%

BELET,

error Tua—KRF¥Y AN ZT—DOFT RNy TEREL
F9,

message TR—RX¥Y AN A=V DT NNy T EH
ELET,

igmp Tu—R*x A KIGMP A v =T DT Ry
THhEFBELET,

detail Tr— Xy A MEHA Y E—VDT Ny S
ERTELET,

enable Ta—RFY AN TN T EHIMZLET,

disable Tar—R¥xr RN TRy TEEYGIZLUET,

ARVEFIALL AL

avy FER Jjy—= ETEAR
7.6 Zoa<wy Rk, VU—RT6LEIDY U —2A

THAShE L,

KIZ, TA—=RFXY X A=V 27Ny 72N T 502" L ET,

(Cisco Controller) > debug bcast message enable
WIZ, 77— RF¥Fxr A h Ayt—=IIZxT 57 Ny 7 28T 5612~ LET,

(Cisco Controller) > debug bcast message disable

BEa<wy R debug disable-all

show sysinfo

debuga<v > K :a~i .
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. debug call-control

debug call-control

SIP = — ViR KT 27 /3y V&G ET HIZ1E, debug call-control =~ > R&fH L %
R

debug call-control {all | event} {enable | disable}

X DERHA all FXTD SIP 2 — Ll 2 > B— kT 5
FRy S F T g ERELET,
event SIP =t — VA X M+ 5T 3y 7 %
TrarERELET,
enable SIP 22— VHIH A v —F 2134 X DT
Ny T/ LET,
disable SIP 1 — /Ll 2 B — P E T A X b DT

Ny T aBNLET,

AVYEFTANR TAETN

av 2 FERE 1) =2 ZEAR
7.6 ZoawryRNE, V=276 UEIOY Y =2 THASHhE LT,

WIT, TRTOSIP 2=l A v =T DTNy TGN D612 5R- LET,

(Cisco Controller) >debug call-control all enable

. debug a7 F:a~i
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debug capwap .

debug capwap

Control and Provisioning of Wireless Access Points (CAPWAP) HEDT /Ny 7 & HET DI
debug capwap 2~ R&EH L F7,

debug capwap {detail | dtls-keepalive | errors | events | hexdump | info | packet |
payload | mfp} {enable | disable}

BX DA

detail CAPWAP DEEfIER TRy TERELFE
j—o
dtls-keepalive CAPWAPDTLS T —4& ¥ —7F 7T 54 7 /v

FREDT Ny 7 aRELET,

AR R TFIAILE

errors CAPWAP =7 —REDT Nv VR ELF
TO

events CAPWAP A X hREDT NNy T HRELF
R

hexdump CAPWAP 16 85 L TRIEDT /3w 7 % i 7E
LE7,

info CAPWAP IR EDT Ny 7 HHELET,

packet CAPWAP X7y b DFREDT Ny 7 & FRIE L
iﬁ‘o

payload CAPWAP A 10— RREDT Ny 7 ZBRIE L
i—a—o

mfp CAPWAP mfp sXEDT /N 7 &% E LE T,

enable CAPWAP Do~ ROF RNy /M LE
ﬁ—o

disable CAPWAP D~ RDOTFT /Ny J 2B LE
R

L

WIZ, CAPWAP OFEOT Sy T2 FHNIT 50~ L ET,

(Cisco Controller) >debug capwap detail enable

debuga<v > K :a~i .
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. debug capwap reap

debug capwap reap

FlexConnect 7 7 & 2 FRA > MMZF31F 5 Control and Provisioning of Wireless Access Points
(CAPWAP) HEDT /N 7 % ET 511X, debug capwap reap =~ > RZHH L 9,

debug capwap reap [mgmt | load]

X DR mgmt EE) 7947 FEREEBE#H A v —
DTNy TEERELET,

load L) A —RT7IT4ETADT Ny
T HRE LFET, FlexConnect 7 7 & A RA
NERZy R7ay E— NCRET 551

{EF|T9,
ATV RFIFLE AL
avy FEREE )1)—Xx ETHEAR
7.6 Zoa=wr R, V=276 URIOY ) —RATEAZINE L,

WIZ, FlexConnect 7 7 A 7 v FBiEB L OEHHERA v —T DT Ny JR2ERET HH1%
RLET,

(Cisco Controller) >debug capwap reap mgmt

. debug a<v K :a~
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debug ccxdiag .

debug ccxdiag

Cisco Compatible Extensions (CCX) ZWi4 7> a o OF /Ny 7 E2RET 521X, debug cexdiag
av s REEHLET,

debug ccxdiag {all | error | event | packet} {enable | disable}

EX DA all FTRTDOCCXSEY A v E—TDF NNy T EBELET,

error CCXS69 =5 —DF NNy FHHBELET,

event CCXS69 1 Xy FDF Ny T HFBELET,

packet CCXS69 /37 v DTNy ZEFRELET,

enable CCXS69 47> arDF Ny TEHMMZLET,

disable CCXS69 47> arDF Ny FEEHLET,

ARVEFIALE BL

avy FERE J1y—=x ETEAR
7.6 Zoa<wr RNE, VU —RT76LEIOY V—XATHAINE LT,

WIZ, CCXS69 /X7 DTNy TEHMNITHH R L ET,

(Cisco Controller) >debug ccxdiag packets enable

debuga<v > K :a~i .
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debug ccxrm

CCX Cisco Client Extension (CCX) #EUEEE (RM) OFT Nw 7 & ET HIZ1E. debug cexrm
ax s RaHLET,

debug ccxrm {all
{enable| disable}

detail |

debug <Y F:a~i |

error | location-calibration | message | packet | warning}

BX DA

all TARTOCCXRM A vy E—=V DTNy 7 E#HELET,
detail CCXRM DFET Ny 7 HRE L ET,
error CCXRM T —DOTFT RNy T EHRELET,

location-calibration

CCXRMuEY Y — gy Xx U T L—arDF Ny P ERELET,

message CCXRM A v B—UDFT NNy 7 ERELET,
packet CCXRM N7y DT Ry T HFELET,
warning CCXRMEEDT Ny T ERELET,
enable CCXRM A7 v a v D7 Ny ZH2FMTLET,
disable CCXRM A7 a v DF Ny 78 LET,
ARVEFIAAE AL
avy FERE )1)—= EENE
7.6

Zoawry RNE, VY —RT76LEIOY V—ATHAINE LT,

I, CCXRM DTNy T EGAINT 50 %2 R LET,

(Cisco Controller)

. debug a7 F:a~i

> debug ccxrm all enable
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debug ccxs69 .

debug ccxs69
CCX S69 X A7 DT /Ny T hiRET HITiE, debugcexs69 2~ RaEfiH L ET,

debug ccxs69 {all | error | event} {enable| disable}

EX DA all FT_RTOHOCCXSEY A v E—TDF NNy FEBELET,

error  CCXS69 =7 —DT Ny 7T uEHRELET,

event  CCXS69 1 X2 FDF Ny T HFELET,

enable CCXS69 47> arDF Ny ZEHENNLET,

disable CCXS69 47> a > DF N\ FEMEHZLFET,

ARVREFILLE L

av Yy FER Jy—= EERE
7.6 ZoavwryRE, VU —AT76LIEIOY ) —ATHASNE LT,

WIZ, CCXS69 DT /Ny T EAGAINTT 50 %2R LET,

(Cisco Controller) >debug ccxs69 all enable

debuga<v > K :a~i .



debug <Y F:a~i |
. debug cckm

debug cckm

Cisco Centralized Key Management 47> a3 > DT /N v 7 2% ET HI121F, RO a~ > REHH
L%9 : debug cckm

debug cckm {client | detailed} {enable| disable}

BX DA client 7 7 A 7 > k® Cisco Centralized Key Management D7 /N v 7 %23 E L £ 77,

detailed Cisco Centralized Key Management OFEflT /N v 7 &% E L £7,

enable  Cisco Centralized Key Management D7 /N v 7 2 4 L E 9,

disable  Cisco Centralized Key Management D7 /3 v 7' % 42 L £ 97,

ARVRFIFAL RL

avy FER Jjy—= EERNE
7.6 Zoa<y Rk, VU —RT6LEIDY U —2A

THAShZE L,

KIZ. CiscoCentralized Key Management D FEfT /N 7 2 HNZT B2~ LET,

(Cisco Controller) > debug cckm detailed enable

. debug a7 F:a~i



I debuga<v > F:a~i
debug client .

debug client

REED I FAT 2 NOT Ny T HFHET HIZIL, debugclient =~ > FEMFEH L £,

debug client mac_address

BXDEEA mac_address 74T hDOMACT RLA,

aAvURFIALE AL

debug client mac_address 21~ > KD AN JJ#|Z debug aaa events enable =~ > K& AJ1 9% & |

FREDHA FS4A4 >
FOTEDI FA T FMACT RLZD AAA A X2 b B RFRRINET,

avy FERE Jy— ZEHEAR
z
7.6 ZOawy RREAINE LT,

WIZ, BED I FAT v vaeTNy 7T B5A0REFZRLET,

(Cisco Controller) > debug client 01:35:6x:yy:21:00

debuga<v > K :a~i .



debug a7~ F:a~i |
. debug cts sxp

debug cts sxp

Cisco TrustSec SXP 47> a VDT /Ny VA ET HITIL, debugctssxp 2~ FEZEH L F
R

debug cts sxp {all | errors | events | framework | message} {enable | disable}

X DA all TRTOCTSSXP AT a v DF Ry VHHRELET,
errors CTSSXP =5 —DF Ny F5EHELFT,
events CTSSXP A X> NOF Ry ZEHFHRELET,

framework CTSSXP 7L —ALU—/J DTNy VT EHRELET,

message CTSSXP A vt —V DT NNy T HERELET,

enable FRy T RN LET,

disable FoNw T EENC LET,

ATV RFIHLE RL

avy FEREE Jiy—=x ETEAR
7.6 Zoa<wy X, VIY—RT76LRIDYU U—R

THAShELE,

. debug AT K :a~i



I debuga<v > F:a~i

debug cac

debug cac .

a— 7 RIvyia Uil (CAC) A7 v a DT Ny 7 EFET HIZIE, debugeac 2~

REfHLET,

debug cac {all |

event | packet} {enable | disable}

B DEREA

AR R TFIAILE

all TRTCODCACRA v =W T NN T 4T3
VEHBRELET,

event CACA R MIT R T F 7 a v HREL
*7,

packet BIRLIZ CAC Ty MZT RNy T A7 a
VEBRELET,

kts KTS X—ZAD CAC A v =T R J %
TrarERELET,

enable CACRREDT Ny 7G4 LET,

disable CACREDT Ny 7T LEd,

F 74 NTlE. CACH T 3 v OF Ny FI3 LT,

2% KRR

BEEaOTY R

Jy— ZEHEAR
x
7.6 Zoawr R, VU —R76LHIOY U —ATHEAINE L,

WIZ, CACRIEDT Ny T T 202~ LET,

(Cisco Controller) > debug cac event enable

(Cisco Controller) > debug cac packet enable

config 802.11 cac video acm

config 802.11 cac video max-bandwidth

config 802.11 video roam-bandwidth

config 802.11 cac video tspec-inactivity-timeout

config 802.11 cac voice load-based

config 802.11 cac voice roam-bandwidth

config 802.11cac voice stream-size

debuga<v > K :a~i .



debug <Y F:a~i |
. debug cac

config 802.11cac voice tspec-inactivity-timeout

. debug I v K :a~i
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debug cdp .

debug cdp
CDP OFT Ry 7 % ET 5L, debugedp 2~ REMFEH L E T,

debug cdp {events | packets} {enable | disable}

EX DA events CDP A XY FOF ANy 7 5HZELET,

packets CDP %47 v NDOF Ry TV EHRELET,

enable CDPA L a3 DF Ry I EHMBILET,

disable CDPA 7> 3 DF Ny FEMEHILE T,

aATYRFI4LE AL

avy RERE )— ZEEAS
z
7.6 Zoa<wyRiE, VI —RX76LEIOY Y —ATHAINE L],

WIZ, Cisco 2> b2 —FTCDP A XV DT Ry T EHENT 50 %2 RLET,

(Cisco Controller) > debug cdp

debuga<v > K :a~i .



debug <Y F:a~i |

. debug crypto

debug crypto

N R TWEA T a rOF Ny T EFET HITIL, debugerypto 2~ REEH L F
R

debug crypto {all | sessions | trace | warning} {enable | disable}

WX OHRH all FRCON—RT 2T 7 )T kA vt—D0
TRy TERELET,
sessions N BT =T ST Ry DTSy S
ERELET,
trace N=RU=2T 7T ey arorNy s
TRELET,
warning N=RU T 7T ey arOT Ny T
ERELET,
enable N— R TRy a v OF RNy I E2H

TN LET,

disable N— R TRy g v DOF NNy S5 E
N LET,

ATV RFIHALE RL

avy FER J1)— ZEERNE
x
7.6 ZoawrRiE, VU—R76LHIOY UV —ATHEAINE L,

WIZ, "= RO x=THEE Yy arOT Ny TG0z~ LET,

(Cisco Controller) > debug crypto sessions enable

debug disable-all

show sysinfo

. debug a7 F:a~i
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debug dhcp .

debug dhcp
DHCP OF /3w 7 %% ET 121X, debugdhep =~ REfFHLET,

debug dhcp {message | packet} {enable | disable}

X DA message DHCP =7 — A vtk —Y DT Ny JHFEL
\i—g—o
packet DHCP "7 v hDT Ny T HRELET,
enable DHCP A vt —VE 7237y hOT Ny 7

EAHTLET,

disable DHCP A v —VF 37y hDOF Ry 7
PN LET,

ARy RFIALE AL

KIZ, DHCP X v = DT Ny T EHMNITHHER LTI,

(Cisco Controller) >debug dhcp message enable

debuga<v > K :a~i .
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. debug dhcp service-port

debug dhcp service-port

H— B A R — k TP Dynamic Host Configuration Protocol (DHCP) /X7 > b DT N 7 H%5)
F 21T ERIZ 95121, debug dhep service-port =~ > K& H L 9,

debug dhcp service-port {enable | disable}

BX DA enable H— 12 e L CODHCP /< v FOF R
T A X—T M LET,

disable P—E R R— K TODHCP /{7 v hDT /R
THET 4 =T M LET,

ARy RFIALE AL

avy RER Jjy—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

wIZ, —E R R —FTODHCP /X7y hOT NNy 7 E2HMNTHHEZRLET,

(Cisco Controller) >debug dhcp service-port enable

. debug a7 F:a~i
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debug disable-all [JJ]

debug disable-all
TRTCOT Ny T A yb—V %2 T 521X, debug disable-all =~ > K& L £,

debug disable-all

XD IR FIFBIEERITZF—Y—NIdb v A,

ARV EFIANR T AT

avy FERE Jy— ZEHEAR
2
7.6 Zoa<wyRiE, VI —RXT76LEIOY Y —ATHEAINE L],

WIZ, TRTCOT RN T A=V 5T 0% RLET,

(Cisco Controller) > debug disable-all

debuga<v > K :a~i .
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. debug dns

debug dns

RAA > F—2 AT L (DNS) A7 a DTNy JEFET HIZIL, debugdns =1~
NEFERHLET,

debug dns {all | detail | error | message} {enable | disable}

EX DA all T _RTODNSF T a v DOF Ry T EBELET,

detail DNS ¥ T Ry 2R ELET,

error DNS =T —DOTF RNy JERELET,

message DNS A v E—IDF Ny FEBRELFET,

enable DNS AL a3 DOF NNy TEHEMMLET,

disable DNS A7 a3 OF NNy ZEFEHCLET,

ATV RFIALE L

avy FERE 1)1y —= LEEHNE
7.6 Zoa=wr R, YU —RXT76LEIDY Y —2A

THAShE L,

KIZ, DNS =7 —DF Ny 2 FINT D62 mLET,

(Cisco Controller) > debug dns error enable

. debug AT K :a~i
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debug dot11 ]

debug dot11

802.11 A > bDOT /Ny T HFHET HITIL, debugdotll =~ NaEfiH L ET,

debug dotll {all | load-balancing | management | mobile | nmsp | probe | rldp |
rogue | state} {enable | disable}

- QOB 1); all TRTD Q21 A vEB—VDF Ny S hHRE

LET,

load-balancing 802.11 B — R NRF LT AR DT Ry
THERELET,

management 802 IIMACHFIRA v =V DT Ny Vo RE
Lij—o

mobile 802.11 DENAIL AR bDT Ny T EHERE
l/\ij"o

nmsp 802.IINMSP f v Z—T =2 A A ARV sDF
Ny TEhEHFRELET,

probe TR—T DTNy T EHFERELET,

rldp 802.11 RIEfZEMH DT /Ny FHFRELET,

rogue 802.11 RIEA X DTNy T HRELET,

state 802.11 E/NA NIRBEERE DT N » 753 E L
ij‘o

enable 802.11 DF N T EHZ L ET,

disable 802.11 DT /Ny FEMZ L7,

aATYRFIHLE AL

av Yy FER Jjyy—= TEAR
7.6 Zoa<wy Rk, VYU —RT6LETDOY U —2A

TEAINE L,

WIZ, 801 FREDT Ny T EHMNITHHER LTI,

(Cisco Controller) > debug dotll state enable
(Cisco Controller) > debug dotll mobile enable

debuga<v > K :a~i .



B cebug dotrt

debug dot11

debug <Y F:a~i |

802.11 A X2 bDOT /Ny T HFHET HITIL, debugdotll =~ NaEfiH L ET,

debug dotll {all | load-balancing | management | mobile | nmsp | probe | ridp |

rogue | state} {enable

BX DA all

LET,

load-balancing

80211 B —= R NT 7 AR FDTF Ry
7 EBELET,

management

S02.IIMACHEHE A v —DOF Ny VA IE
L\ij—o

mobile

802.11 DENRA N ARV FDT Ny T HRE
Lij"o

nmsp

802.1INMSP A/ v Z—T =2 A A A X DT
Ny THFBELET,

probe

TR—TOF Ny S ERE LT

rldp

802.11 RIEfIEM DT Ny F R TE L £,

rogue

80211 RIEA Ry FDOF Ny FaBELET,

state

802.11 E/NA JVIRBEERE DT N » 75 E L
ij‘o

enable

802.11 DF Ny JEHMZ L ET,

disable

802.11 DT Ny FEMIZ L7,

aATYRFIHLE AL

avy FEE )1)—=

EEAR

7.6

Zoa<wy Rk, VY—RT6LETDOY U —2A
TEAINE LA,

wIi, 802.11

RIEDT Ny T AT 202 L ET,

(Cisco Controller) > debug dotll state enable
(Cisco Controller) > debug dotll mobile enable

. debug a7 F:a~i
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debug dot11 mgmt interface .

debug dot11 mgmt interface

SOLIIEHA L H—T 2 A AA XY NOT Ny T EFHET HIZIL, debug dotll mgmt interface
av s REEHLET,

debug dot1l mgmt interface

XD IR FIZFEIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

WIZ, 802.11 HHIA L H —T 2 A A AR NeT Ny I 56l RLET,

(Cisco Controller) >debug dotll mgmt interface

debuga<v > K :a~i .



. debug dot11 mgmt msg

debug <Y F:a~i |

debug dot11 mgmt msg

S2IIEHRA v — DT Ny FERET HIZ1E. debugdotll mgmtmsg 2~ > REfEH L E
R

debug dotll mgmt msg

XD IR FIZFBIEERITZF—Y—NIdb v A,
aATYRFI4LE AL
avy FER )1)—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

RIZ, dotll HEERA v =T HMNT D042 RLET,

(Cisco Controller) >debug dotll mgmt msg

. debug a7 F:a~i
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debug dot11 mgmt ssid .

debug dot11 mgmt ssid

802.11 FHEBEA XY h DT /Ny FHEET HIZIX, debug dotll mgmtssid =~ > RZHH L
R

debug dot1l mgmt ssid

XD IR FIZFEIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

WIZ, 802.11 SSID HHA X " DF Ry T 2R ETHH %R LET,

(Cisco Controller) >debug dotll mgmt ssid

debuga<v > K :a~i .
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. debug dot11 mgmt state-machine

debug dot11 mgmt state-machine

802.11 A7 — h = > DT /Ny VR ET HIZIX, debug dotll mgmt state-machine =~ > K
EEHALET,

debug dotll mgmt state-machine

X DEHEA Zoawy RIZIFSIEELIIF—T—RiEdb v 84,

’.E-IDII:I

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

WIZ, 802.11 AT —h =2 DTNy T EFRETLHHERLET,

(Cisco Controller) >debug dotll mgmt state-machine

. debug a7 F:a~i
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debug dot11 mgmt station .

debug dot11 mgmt station

BHAT —a VREDT Ny T HRET HIZIX. debug dotll mgmt station =~ > R & ffi [
LET,

debug dotll mgmt station

XD IR FIZFEIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wry RNE, VU —RT76LEIOY V—XTHAINE LT,

WIZ, BEAT—2 a VREDT Ny JERET L0 %2R LET,

(Cisco Controller) >debug dotll mgmt station

debuga<v > K :a~i .



debug <Y F:a~i |
B debug dotix

debug dot1x
802.IX AT a DT Ny FERET HIZIE, debugdotlx 2~ REFEHALET,

debug dotlx {aaa | all | events | packets | states} {enable | disable}

BX DA aaa 802.1X AAA FHEAER OFT Ny VB ELET,
all FTRTDR2IX A v =V DF RNy FEHRFELET,
events 802.1X A XV FDT Ry T HFRELET,
packets 802X /Xy DTNy T EFELET,
states 802 IX REEBEDT Ny VE#HRELET,
enable 802X AT a v DT Ny T EHNILET,
disable 802.1X A7 v a v DT Ny 7L ET,

ARVRFILLE L

avy RER Jiy—=x EERNE
7.6 Zoa<wy X, VIU—RT76LRIDYU U—R

THAShE L,

WIZ, 802X KEBEB DT Ny oA X =T MZT DHlERLET,

(Cisco Controller) > debug dotlx states enable

. debug a7 F:a~i
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debug dtis [

debug dtls

Datagram Transport Layer Security (DTLS) A7 a v OF Ry FEFET HIZ1%. debug dtls

avr REFHLET,

debug dtls {all | event | packet | trace} {enable | disable}

EX DA all TRTODILS A vE—CDOF ANy VAR ELET,

event DTLS A X2 FDOF ANy IS ERELET,

packet DTLS X7 v hOT NNy VT ERELET,

trace DTLS FL—ZX A v tE—DF NNy F52H/ELET,

enable DTLS 47> a L OF NNy T EHMMZ LET,

disable DTLS 47 a3 L OF Ry FZEHLET,

ARVEFIALE BL

avy FERE 1)1y —= LEEHNE
7.6 Zoa=wr R, YU —RXT76LHEIDY Y —2A
THEAINE L,

CZTHMBLET ANy S T a0k, CAPWAP S 7y a—F 4 v 7 L BE T

FRLEDHA KS14 Y
HAEhET,

WIZ, DILS Ny b TRy T4 =TT 56 %2R LET,

=~

(Cisco Controller) > debug dtls packet enable

debuga<v > K :a~i .



. debug fastpath

debug fastpath

debug <Y F:a~i |

a2 b —J010F Ty h A=V Xy F A F—T oA ZADMEET Ny 7 L, 22 b
1—7 OFT X TOEHE L OHIEEEDOFEM A2 R 7R3 5121, debug fastpath =~ > K& ff

LE7,

debug fastpath [{disable|enable|errors|events|warning|log|status|dump|audit|clear}]

debug fastpath log [{error events show}]
debug fastpath dump [{stats DP number}
| {tunddbindexDP_number}
| {urlacldbstart-acl-id start-rule-index }
| {debug|{wlanappstatswian id}}

{fpapoolDP_number} | {ownerdb} | {portdb}

{sebdbindexDP number} | {cfgtool -- dump.sfp}

| {dpcp-stats} | {clearstats} | {systemdb}

{ appqosdb} ]

B DERA disable fastpath 2 v &—2OF Ny FE2H L E

o

enable fastpath A v &=V DTy 7 &I L F
j—o

errors fastpath =7 —ZBd 57 Ny 7 A v —P
AR RFLET,

events fastpath 1 > MIBES 27 /Ny 7 A vt —
VERRLET,

warnings fastpath B ZBHE T 57 Ny 7 A v —U%
FrLET,

log 07 Ayve—VOT Ny T EHFELET,

errors fastpath =7 — DT /Ny FEFE L ET,

events fastpath £ X b DTN T ERELET,

show fastpath (ZBE$ 5 5T A N> h O 7 &2 EKR
L\i—g«(}

status fastpath X ED AT —H A KR LET,

dump CLI¥ Y7 avy ReEFRLET,

stats T—8 T —rInbOT Ny T OMEEHE

FoRLET,

. debug a7 F:a~i



I debuga<v > F:a~i

debug fastpath .

DP_number

BINLT-TF— % S L— U FRACESWT, F—
X T —r Oty v 2 EFRRLET, B
IZixo, 1, [AllEENET, T4 D
F 7 a SE[AL] TT, RO K D ITIEIRT D
VENHY F£77,

e VAAYAFYLALAN 2 hu—7 2504
VY= AT UALYLALAN 2
fa—75508 ) —X, YR ULV
ALAN 22> ha—% 7500 > U — X, &~
A3 UA¥LALAN 22 ha—%5 8500
VY —=XEIA T v 7 A0,

s WiSM2 D 2 DDF —H T L —Zxf L
T, lxDF—% FL—rF-Fm D
T—H T —rOfEHEREFRT HIC
I, FRENICA T v 7 A0 £01E1
FIFXE DM,

fpapool

F—H S —r D)Xy b /*\777’@%’6%%“%
HEERTSLET,

DP_number

T—H2 T L= FFITHEDONT ATy F Ry
7 7 OfFHEREFORLE T, HIZIF0, 1,
Al MEENET, T 74NV OF T3
IZ[AI] T, RO LD ITEIRT HMENH D
£,

e VAT T A YL ALAN 2 k1 —F 2504
VU —X, R TA¥LALAN I
o —75508> UV —X, v AavUA¥L
ALAN 222 hr—7 7500 >V — X, &~
A2 7 A% L ALAN =2 ha—F 8500
VU —=XIFA T v I A0,

s WiSM2 D 2 DDTF — & FL— XL
T, lxDF—% FL—rF-FW D
T—H T L—rOfFHEREFRT DHIC
. TNTRICA T v 7 20 £213 1
FIXEDOE S,

ownerdb

F—H FL— O EEEREFR R LET,

portdb

T—H S —2DR— F T —HR—=RAEFR
LFET,

tunddb

T =2 T L= ERAID20 RV E K
FLET,

debuga<v > K :a~i .



. debug fastpath

debug <Y F:a~i |

index

ANNENTA T v 7 ANB20D kgL
YV EXCTLET, WISM2T —4 7' L—
Yo7ty ERTICE, 7% SL—
Zm 01 #ERHTHLERDHY £,

DP_number

T—R T VL= InLRPID20DT T AT b
TNV EX T LET, HIZIZO0, 1, [All]
WEENET, T 74+ hOF T3 LE[Al
TY, WOELIITERT HMERH Y £7,

e VAT TA YL ALAN 2 b 11— 2504
VY—X A3 AL ALAN 2
fE—75508 ) —X, vRARa ULyl
ALAN 2> hua—3 7500 > — X ¥
A3 YA L ALAN 22 hu—3 8500
VU —XFA T v 7 A0,

s WiSM2 D 2 DDT —H T L — XL
T, HxOF—% FL—2FTm 50
F—H T L—rOEHEREETRT DI
X, TR Ty 7 A0 E721F1
FIXFE O,

scbdb

ANNENTA T v 7 AMBIMED 2007 5
ATV NV EX T LET, WISM2
T2 T =07ty ERTICE, T
2 T —rFEZ 0N 2EHATLILERDY E
R

index

BIRL7=-MACT RLADY 5472 MEWE
2T LET,

DP number

TR T L= DBRMD200D7 F 47T K
TNV EX T LET, HIZIZO0, 1, [All]
WEENET, T 74N FDOA T 3 UE[AlL]
T, WOXIIGBIRT DL ERH Y £,

e A UA YL ALAN 2 k1 —F 2504
VU—RX VA3 TUAY¥YLALAN 2
fa—75508 UV —RX, Y AaUA YL
ALAN 22> ha—35 7500 U — X, &
A2 J AL ALAN 22 k2 — 8500
VY=L T v 7 A0,

s WiSM2 D 2 DDT—H T L — XL
T, frxDF—% FL—rF-1TM G0
T—H T L— OFHEREFRT DHIC
X, FNERICA T v 7 20 F£72013 1
F72IEF O,

. debug a7 F:a~i



I debuga<v > F:a~i

debug fastpath .

cfgtool -- dump.sfp

SX/LC/T /N T p— I T 7 7 2 574
(SFP) E 2 —ILDEFIVZ A 7 & OULEH
T EFRRALET,

urlacldb start-acl-id start-rule-index

URLACL F—&#RXR—2% X 7T LET,

vlandb

T—H S =V DVLANT —F XR—R &K
TLET,

dpcp-stats

F—H FL—rpbary ha—)L FL—
DA ye—VOWHEHREERLET,

clear stats

TS T =GO 2 )T LET,

aAav> R TFI4ILk

systemdb Ja—n)F—4 FL—URERFR T LE
‘a‘o

debug NTG TN a—T 4 T EENCT DD,
T—=H TL—= DN ONDRHA v E—
R RFLET,

wlanappstats WLAN @ Application Visibility and Control

(AVO) #atlFmazFRRLET,

wlan_id AVCHEFHE R ZFFET 2 72 DI M ZE 72 WLAN
@ WLAN ID,

appqosdb T —% 7 L — @ Application Visibility and
Control (AVC) 7 —# X—ZfiaHEH A RR
l/ \32 —;_‘O

clear avr RE27 V7 LET,

7L

avy FERE

Jy— EERE

FREDHA FS14 2

2

7.6 Zoa<wrRNE, VU—RT76LEIOY V—ATHAINE LT,

8.3 Zoawy R, AV Y —2TH{bLENE L, BMENZHLnd—TU— KL
urlacldb T,

L

151

Wiz, SXILC/IT/N T 3 —2 7577 % 757 A (SFP) £V 2—VDETNVIHA T

LENFENO OUI HindE w02~ LET,

debuga<v > K :a~i .
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. debug fastpath

(Cisco Controller) >debug fastpath status

STP Admin Physical Physical Link Link

Pr Type Stat Mode Mode Status Status Trap POE
SFPType

1 Normal Forw Enable Auto 1000 Full Up Enable N/A
1000BaseTX

2 Normal Forw Enable Auto 1000 Full Up Enable N/A
1000BaseTX

RIZ, status T~ ROETHIZRR I D fastpath 27 —F ZDF 2R LET,

(Cisco Controller) >debug fastpath status

FP0.03:(119115)Received command: FP CMD ACL COUNTER GET
FP0.00: (119115)Received command: FP CMD ACL COUNTER GET
FP0.06: (119115)Received command: FP CMD ACL COUNTER GET
FP0.05: (119115)Received command: FP CMD ACL COUNTER GET
FP0.06: (119115)Received command: FP CMD ACL COUNTER GET
FP0.03:(119115)Received command: FP CMD ACL COUNTER GET
FP0.06: (119115)Received command: FP CMD ACL COUNTER GET
FP0.07:(119125)Received command: FP CMD ACL COUNTER GET
FP0.04: (119125)Received command: FP CMD ACL COUNTER GET
FP0.03:(119125)Received command: FP CMD ACL COUNTER GET

RIZ, debug fastpath log errors =1~ > ROEITHIIHRKR S5 fastpath = 7 — DBl & 7R
LE7,

(Cisco Controller) >debug fastpath log errors

FP0.04:(873365) [fp_ingress capwap:429]Discarding Control/Data
Plane DTLS-Application packets after Lookup Failed
FP0.02:(873418)Change logDebuglevel from: Oxle to 0x9

RIZ, debug fastpath log events =1~ > ROEITHIZHRK RIS fastpath X h D%
/?\‘ ]\/ iﬁ—o

(Cisco Controller) >debug fastpath log events

FP0.09:(873796) [fp_ingress capwap:429]Discarding Control/Dat
a Plane DTLS-Application packets after Lookup Failed
FP0.06:(873921)Change logDebuglLevel from: 0x9 to Oxle

RIZ. debug fastpath log show =~ ROETHICE RSN B 2R LET,

(Cisco Controller) >debug fastpath log show

FP0.07:(874033)Change logDebuglLevel from: 0Oxle to 0x9

Fastpath CPU0.02: FAST CACHE DISABLED

Fastpath CPU0.02: FAST CACHE ENABLED

Fastpath CPU0.00: Received command: FP_CMD ADD AP

Fastpath CPU0.05: Received command: FP_CMD DEL TUN4 ifTun=1113
Fastpath CPU0.03: Received command: FP_CMD DEL TUN4 ifTun=3161
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debug fastpath .

Fastpath CPU0.03: Received command: FP_CMD DEL AP

FP0.02: [cmdDelMcastRgTun:6733]failed to delete mcast rg tun 0 ifTun=3161
FP0.07: [fp_ingress capwap:429]Discarding Control/Data Plane
DTLS-Application packets after Lookup Failed

FP0.01:[fp _ingress capwap:429]Discarding Control/Data Plane
DTLS-Application packets after Lookup Failed

Fastpath CPU0.0l: Received command: FP_CMD ADD TUN4 type=CAPWAP
ifTun=1114 dstIP

=9.4.110.100 dstMac=2037.06e2.5ecd4 dstIPvb6=
0000:0000:0000:0000:0000:0000:0000:0000

Fastpath CPU0.0l: Tunnel 1114 srcip=9041820 dstip=9046e64

xor=0x7644 (30276) LAG Offset=0,0,0,0,1,0,1,4

Fastpath CPU0.09: Received command: FP_CMD ADD TUN4 type=CAPWAP
ifTun=3162 dstIP

=9.4.110.100 dstMac=2037.06e2.5ecd4 dstIPvb6=
0000:0000:0000:0000:0000:0000:0000:0000

Fastpath CPU0.09: Tunnel 3162 srcip=9041820 dstip=9046e64

xor=0x7644 (30276) LAG Offset=0,0,0,0,1,0,1,4

Fastpath CPU0.00: Received command: FP_CMD SET INTERFACE MTU

Fastpath CPU0.00: FAST CACHE DISABLED

Fastpath CPU0.00: FAST CACHE ENABLED

Fastpath CPU0.00: Received command: FP_CMD ADD AP

Fastpath CPU0.03: Received command: FP_CMD UPDATE EOIP for index=5122
Fastpath CPU0.02: Received command: FP_CMD UPDATE EOIP for index=5122
Fastpath CPU0.00: Received command: FP_CMD DEL TUN4 ifTun=1114
Fastpath CPU0.03: Received command: FP CMD DEL TUN4 1ifTun=3162
Fastpath CPU0.03: Received command: FP _CMD DEL AP

FP0.04: [cmdDelMcastRgTun:6733] failed to delete mcast rg tun 0 ifTun=3162
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. debug flexconnect ave

debug flexconnect ave

Flexconnect Application Visibility and Control (AVC) A «“X> h%&T /3w 79 5|Z1%. debug
flexconnect ave =2~ > K& L £,

debug flexconnect ave {event | error | detail} {enable | disable}

X DA event  FlexConnect AVC A X b & TN 7 LFET,

error  FlexConnect AVC =5 —% T /N 7 LE7T,

detail  FlexConnect AVC OFffiZ T N 7' LE1,

enable =3 7 &AM LET,

disable 3. 7 2R L E9,

ARy RFIANE AL

avy FIERE Jy— ZEHAR
R
8.1 Zoa<wy FREAINE LT,

WIZ, AR DTNy T T 7y a rEGINCT D0 %2R LET,

(Cisco Controller) >debug flexconnect avc event enable
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debug flexconnect aaa .

debug flexconnect aaa

FlexConnect /N> 7 7 7 RADIUS ' — "D A R FERITT T —DT Ny FE2RET DI,
debug flexconnect aaa =~ > R&fEfH L £,

debug flexconnect aaa {event | error} {enable disable}
- 3 qOE L); event FlexConnect RADIUS #—/N A X2 kDT /R
TaERELET,
error FlexConnect RADIUS —/ X7 —DFT /X F
EERELET,
enable FlexConnect RADIUS % — \GREDT /N> 7 %
Bz LET,
disable FlexConnect RADIUS — "R EDT /N 7' %
RN L FET,

aRVRFILLE L

av 2 FERE )= ZEAR
7.6 ZoawryNiE, V=276 EIOY Y =2 THASHhE L,

KIZ. FlexConnect RADIUS H— R 4 Ry "DOF Ny T EHMNTHH %2R LET,

(Cisco Controller) >debug flexconnect aaa event enable
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. debug flexconnect acl

debug flexconnect acl

FlexConnect 7 7 £ A 2> hr—)L U A (ACL) OFT /Ny 7 &2RET 521X, debugflexconnect
acdl 2~ REfEHLET,

debug flexconnect acl {enable | disable}

X DIREA enable FlexConnect ACL DT /N 7 2 HMZ LE T,
disable FlexConnect ACL D7 /N 7 20 L E 7,

ATV RFI4LE RL

vy FRERE Jjy—= TEAR
7.6 ZoawrRiE, VIV—RAT6LHIOY U —ATHAINE LT,

&IZ, FlexConnect ACL DT /N 7 2 HIMMIT BH2 R LET,

(Cisco Controller) >debug flexconnect acl enable
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debug flexconnect cckm .

debug flexconnect cckm

FlexConnect Cisco Centralized Key Management (CCKM) @i u—I 7 DT Ny T HRET D
{21, debug flexconnect cckm =2~ > RZFH L 9,

debug flexconnect cckm {enable | disable}

X DA enable FlexConnect CCKM &3 1 — 3 v V3 E DT
Ny TEHMZLET,
disable FlexConnect CCKM & u — IV FREDT
Ny T EBHZLET,
ARy RFIALE AL
av Y FERE )1)y—= EERNE
7.6 Zoa<wry RNE, VU —RT76LEIOY V—ATEHAINE LT,

&IZ. FlexConnect CCKM i — 07 A Xy DTNy T EH{HIMZT HHZRL
ij—o

(Cisco Controller) >debug flexconnect cckm event enable
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. debug group

debug group

TIRARAL L NI N—T DTNy JaFHET HIZIL, debuggroup =~ NAEMH L &
R

debug group {enable | disable}

ST ERBA enable T I RARAL L N ITN—=FDF Ny T a [
WZLET,

disable T RARAL LV N TN—T DTy J R
WLET,

ARy RFIALE AL

Qv RERE 1y —2 EEARAR
7.6 Zoa<wr Rk, VU—RXT76LHIDY Y —X
THEAIIE L

WIZ, TOIRARLA U N TN—=TDF Ry T BN T 5002 R LET,

(Cisco Controller) >debug group enable
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debug fmchs .

debug fmchs

= k17— 7 @ Fixed Mobile Convergence 5| X L —E &2 (FMCHS) O7 Ny 7 2R ET D
\Z1%. debug fmchs =~ > RZHH L 9,

debug fmchs {all error | event | nmsp packet} {enable | disable}

EX DA all FTRTOFMCHS A vt —VDOF Ry VEBRELET,

error  FMCHS =7 — DT RNy JHRELET,

event FMCHS A XV bDOT NNy T HRELET,

nmsp  FMCHSNMSP £ X» hDF Ry F 2R ELET,

packet FMCHS X7 v hOT NNy JHHELET,

enable FMCHS &7 a3 v OF Ry Z7ZHMILET,

disable FMCHS 47> 3 > OF Ny 5 LET,

ATV RFIHALE RL

avy FEREE Jiy—=x ETEAR
7.6 Zoa<wy R, VIU—RT76LRIDYU U—R

THAShFELL,

&IZ, FMCHS £ X> bDT Ry 72/ B0 %2R~ LET,

(Cisco Controller) >debug fmchs event enable

debuga<v > K :a~i .
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debug <Y F:a~i |

debug flexconnect client ap

FlexConnect 7 7 A 7> b 77V A KA FDOMACT KL A%T /Ny 79 5(21%, debug
flexconnect client ap =~ > & fiH L £7,
debug flexconnect client ap ap-name {add | delete} MAC-address] MAC-address2 MAC-address3

MAC-address4

X DA add TN—FIZMAC 7 RLAZBMLE T,
delete TN—TMM5MACT FLAEHIBRLET,

AR TIAIE

MAC-address 75 47 h® MAC 7 KL &

L

avY RERE

JU— EERR
A
8.1

ZoOawy RPMBEMENE L,

IZ. FlexConnect 7 74 7 > k AP ® 'toom' MAC 7 RL A ZF v 74+ 552" LE

7o

(Cisco Controller)
0A.0c.52.17.97.b6

>debug flexconnect client ap room add 00.0c.41.07.33.a6
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debug flexconnect client ap syslog .

debug flexconnect client ap syslog

FlexConnect 7 7 A 7> & AP @ syslog —/3DFT Ny 7 a0 X v 7 %% ET 5I21L, debug
flexconnect client ap =~ > K& L £,

debug flexconnect client ap ap-name syslog {ip-address |disable}

TRy 7 aX TR syslogh—/NIP T KL AZRELET,

X DA ip-address
disable  Syslog #— /"X ~DFT Ny 7 o X T EWHIZLET,
7L

aAavv R TFI4ILk

)— ZEEAR
R
8.1
WRIZ, FlexConnect 7 74 7 > b AP 'room' DT /N 7 11 7 T syslog Y — &% E$

avy FERE

Zoa<y RNEIMEIE L,

LR LUET,

(Cisco Controller) >debug flexconnect client ap room syslog 192.168.1.1
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. debug flexconnect client group

debug flexconnect client group

FlexConnect 7 74 7 N Z)L—7 D MAC 7 KL A %7 /3y 79 %|Z1X, debug flexconnect

client group =~ > R&MHHLET,
delete} MAC-address] MAC-address2

debug flexconnect client group group-name {add
MAC-address3 MAC-address4

X DA add TN—FIZMAC 7 RLAZBMLE T,
delete TN—TMM5MACT FLAEHIBRLET,

MAC-address 7 47 h® MAC 7 FL %,

ARV RFIALE L
avy FERE ) — ZEERE
2
8.1 Zoa~r FRBENESE Lz,

WIZ. FlexConnect 7 7 A 7> h ZA—TFDMACT KL AZT Ry 7T 50%E2RLE
ﬂ—o

(Cisco Controller)
0A.0c.52.17.97.b6

>debug flexconnect client group school add 00.0c.41.07.33.a6
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debug flexconnect client group syslog .

debug flexconnect client group syslog

FlexConnect 7' /L—7" 7 7B A IRA > Rk D syslog %7 /N> 79 %|Z1X. debug flexconnect client
group 2~ R LET,

debug flexconnect client group group-name syslog ip-address | disable

BX DA ip-address 5N 7 o X F I syslog b — NPT RLUAZRELET,

disable Syslog Y —/S~DFT /N 7 a X FEH LET,

ATV RFIHLE RL

avy FERE Jy— ZEEAR
A
8.1 Zoa<wy RBRBMENE L,

KIZ. FlexConnect 7 A 7> b 7' )v—""school' T Ny 7 X 7 HIZEET 54
R LET,

(Cisco Controller) >debug flexconnect client group school syslog 192.168.1.1

debuga<v > K :a~i .
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. debug flexconnect group

debug flexconnect group

FlexConnect 7 7 B A ARA > b ZNV—T" DT/ 7 %&FET HIZIL. debug flexconnect group
avy REEHLET,

debug flexconnect group {enable | disable}

EX DA enable FlexConnect 7 7 B A iRA > s T A—TDF
Ny ThRBMILET,

disable FlexConnect 77 B A iRA ' b T —TDF
Ny T EMHZ LET,

ARy RFIALE AL

avy RER Jjy—= EENE
7.6 Zoa<wr RNE, VU —RT76LEIOY V—ATEHAINE LT,

&IZ. FlexConnect 7 7 B A RA v b T N—TDF Ry FEFENT 20 Z2RLET,

(Cisco Controller) >debug flexconnect group enable

. debug a7 F:a~i



I debuga<v > F:a~i
debug ft .

debug ft

802.11r DT /N V& FHET HITIL. debugft 2~ &AL ET,

debug ft {events | keys} {enable | disable}

X DiRHA events 802.11r f X hDF Ny FEHHELET,

keys 802.11r F—DTFT RNy FTERELET,

enable 8021147 a > DF R IV EHMILET,

disable 802.11r4 7> a3 v DF NNy FEHEHMZ L ET,

ATV RFIALE BL
I, 802.11r DT /Ny Z AT BH 2R L ET,

(Cisco Controller) >debug ft events enable
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. debug hotspot

debug hotspot

By N ARy AR NERIIANT y NOT Ny ZEFFRET HITIL. debughotspot =1~ > R
EREHLET,

debug hotspot {events | packets} {enable | disable} {enable | disable}

X DA events Ry ARy M AR NOT Ny T EFELET,
packets Ry ARy b Xy hOT NNy T EFRELET,
enable Ay FARY 72 a v OF Ny ZEENTLET,
disable By NARYy NFT a7y ZEEHNLET,

avY R FI740 6 AL

avy FERE J1y—=x ETEAR
7.6 Zoa<wr RNE, VU —RT76LEIOY V—XATHAINE LT,

RIZ, By FAR Y b AR NOT Ny T2 HMT DhleRmLET,

(Cisco Controller) >debug hotspot events enable
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debug ipv6

IPv6 7> a v DOF RNy Tk

Ein==4

ax &

95121, debugipv6 =~ > RZHHL 9,

debug ipve [}

debugipve {all | bt | classifier | errors | events | filter | fsm | gleaner | hwapi |

memory | ndsuppress | parser | policy | ra_throttler | switcher} {enable | disable}
EBXDERHA all FTRTD PV TFRDT Ny 7o E LET,

bt IPV6 XA N—= R T 4 T T—=TNDT Ny TR ELET,

classifier IPv6 > NSHEFOT NNy T ERJZELET,

errors IPv6 =7 —DT Ny T haFHELET,

events IPv6 A X2 DTNy ZHFBELET,

filter IPV6 DT /Ny T DIZODT A NV H B ELET,

fsm IPv6 HIRAT—F =2 (ESM) OF RNy 7 2R ELET,

gleaner IPv6 7'V —F—DFT Ny FEFELET, =2 FU O¥E X gleaning (7Y —

=70 W) TR ET

hwapi IPv6 N— R =7 API DF Ry 2R E LET,

memory IPV6 SA T 4 T—T AT VFEHEBEOT Ny FE2RELET,

ndsuppress  Jfi| iU/ IPv6 1A N—EERDOT Ny ZEFELET,

parser IPv6 /X—H—DFT Ny T ERELET,

policy IPv6 R & —DFT Ny 7 eBELET,

ra_throttler

IPV6 /L —H% T RNREAL DT Ay N TDT RNy T ERELET,

switcher IPv6 A1 v F ¥ DTNy T EBHELET,
enable IPv6 A7 a v DTNy TEFIMLET,
disable IPv6 47> a DT Ny TN LET,
AR FIALE AL
avy FERE )1)—= EENE
7.6 Zoavwry NI, VU —AT76 LIFIOY ) —ATHASNE LT,

WIZ, IPV6 R 2 —DTFT Ny TR ETHHErmLET,

debuga v K :a~
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. debug ipv6

(Cisco Controller) >debug ipv6é policy enable

. debug I v K :a~i
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