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[cmxadmin@connector ~]$ connectorctl lockinterval
Unsuccessful login attempts before account lock [3-5]
Account lockout interval in minutes [1-120] [30]: 30|

[3]: 4
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Allow password to expire
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connectorctl passwordpolicy
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Enable strong password

Minimum password length

Reject weak passwords?

[cmxadmin@connector ~]$ connectorctl passwordpolicy

[yes / nol] [yes]: yes
[8-127] [8]: 10
[Y/N] [yes]: Y

Allow password to expire [yes / no] [yes]: yes
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connectorctl networkconfig { cloud | cloudstatus}

[dnasadmin@connl70 ~]$ connectorctl networkconfig cloud
HOSTNAME=connl70
IPADDR=10.22.x.x
NETMASK=255.255.255.0
GATEWAY=10.22.%X.X
DNS1=171.x.x.x%
DOMAIN=cisco.com
HWADDR=00:0x:XX:XX:XX:XX
Do you want to edit any of the above information? [y/n] [n]: n

Hostname Configuration

Do you want to edit the Hostname? [y/n] [n]: n
Please enter the new Hostname : cmxadmin

IP Address Configuration

Do you want to edit the IP Address? [y/n] [n]: yes
Please enter the new IP Address : 10.22.244.11
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Netmask Configuration

Do you want to edit the Netmask? [y/n] [n]: n

Gateway Configuration

Do you want to edit the Gateway? [y/n] [n]: n

DNS Server Configuration

DNS Servers can be added, edited, or removed

1. Add DNS Server Press 1
2. Edit DNS Server Press 2
3. Remove DNS Server Press 3
4., Exit Press 4
Please select an option from the list above: (Default value is 4)

Added DNS Servers:

DNS1=10.x.x.X

Please enter the DNS Server IP Address: 10.x.x.X
[41: 1

Domain Configuration

Do you want to edit the Domain? [y/n] [n]: n
New Network Changes:

HOSTNAME cmxadmin

IPADDR 10.x.x.x

DNS2 10.x.x.x

Confirm the above details? [y/n] [n]: y

Successfully restarted network service
LATEST NETWORK CONFIGURATION

HOSTNAME= cmxadmin

IPADDR=10.xX.xX.X

NETMASK=255.255.255.0

GATEWAY=10.x.x.X

DNS1=192.x.xX.X.X

DOMAIN=test.com

System will reboot in 5 seconds...

[dnasadmin@connl70 ~]$ connectorctl networkconfig cloudstatus
Interface Name = ens33

IP = 10.22.x.%

NETMASK = 255.255.255.0

DOMAIN = cisco.com

DNS = 171.70.x.x

SUBNETS not configured

Routing Table

Destination Gateway Genmask Flags Metric Ref Use Iface MSS

Window irtt

0.0.0.0 10.22.x.x 0.0.0.0 UG 0 0 0 ens33 0 0
0

10.22.x.0 0.0.0.0 255.255.255.0 U 0 0 0 ens33 0 0
0

Firewall rules

Allowed port/protocol
443/tcp
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1812/tcp
1813/tcp
8000/tcp
8004/tcp
2003/udp
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connectorctl networkconfig { device| devicestatus}

dnasadmin@connl7l ~]$ connectorctl networkconfig device

Do you want to (C)onfigure or (D)elete the Device Interface or (E)xit? (c/d/e): d
Are you sure you want to delete the Device Interface? (y/n) [n]: y

Deleting Device Interface

Device Interface deleted successfully.

System will reboot in 5 seconds...

Connection to 10.22.x.x closed by remote host.

Connection to 10.22.x.x closed.

rmadira@RMADIRA-M-L2BK Downloads % ssh dnasadmin@1l0.22.x.x

ssh: connect to host 10.22.x.x port 22: Operation timed out
rmadira@RMADIRA-M-L2BK Downloads % ssh dnasadmin@l0.22.x.x

Password:

Password:

Last failed login: Mon Aug 9 13:35:57 PDT 2021 from 10.24.127.162 on ssh:notty
There was 1 failed login attempt since the last successful login.

Last login: Mon Aug 9 13:32:12 2021 from 10.24.x.x

[dnasadmin@connl7l ~]$ connectorctl networkconfig device

Configuring the Device Interface

Please enter IP []: 2.1.0.x

Please enter Netmask []: 255.255.255.0
Please enter Gateway []: 2.1.0.x
Please enter Domain []: cisco.com

DNS Server Configuration

DNS Servers can be added, edited, or removed
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1. Add DNS Server Press 1

2. Edit DNS Server Press 2

3. Remove DNS Server Press 3

4., Exit Press 4
Please select an option from the list above [4]: 4
Subnet Configuration

Current Subnet List:

2.1.x.x/24 (Auto-populated)

Subnets can be added, edited, or removed

1. Add Subnet Press 1

2. Edit Subnet Press 2

3. Remove Subnet Press 3

4., Exit Press 4
Please select an option from the list above [4]: 4

Do you want to block ports (8000, 8004 and 2003) on Cloud Interface? [y/n] [n]: n

Following configuration will be saved:
IPADDR=2.1.x.x
NETMASK=255.255.255.0
GATEWAY=2.1.0.x
DOMAIN=cisco.com
SUBNET1=2.1.0.0/24
CLOUD_PORTS_BLOCKED = No
Confirm the above details?
Saving configutation...
Configuring Device Interface

Device Interface configured successfully.

System will reboot in 5 seconds...

Connection to 10.22.212.171 closed by remote host.
Connection to 10.22.212.171 closed.

[yes/nol: yes
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[dnasadmin@connl70 ~]$ connectorctl networkconfig devicestatus
Interface Name = ensl60

IP = 2.1.0.x

NETMASK = 255.255.255.0

DOMAIN = cisco.com

DNS =

SUBNET (s) configured:

SUBNET1 = 2.1.0.0/24

Routing Table

Destination Gateway Genmask Flags Metric Ref Use Iface MSS
Window irtt

2.1.0.0 2.1.0.x 255.255.255.0 UG 0 0 0 ensl60 0

0 0

2.1.0.0 0.0.0.0 255.255.255.0 U 0 0 0 ensl60 0

0 0

Firewall rules
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Subnets allowed port/protocols allowed

2.1.0.0/24 2003/udp, 443/tcp, 8000/tcp, 8004/tcp
CLOUD_PORTS_BLOCKED = No
[dnasadmin@connl70 ~1$
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