fRAEZ O UK

» connectorctl generatecert (2 ~X—3)

» connectorctl showcert (3 ~X—37)

» connectorctl createcsr (6 ~X—1)

« connectorctl setproxycert (8 ~X—73)
« connectorctl validatecert (9 ~<—2”)

» connectorctl importcacert (10 ~X—17)

« connectorctl dockersubnet (12 ~X—3°)

SERAZEaT VR .
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. connectorctl generatecert

connectorctl generatecert

Zoavwr RiE, Lk 7Yy A Y (SSL) sEBAEZAERLET, FEHED & 1
7’1 Rivest-Shamir-Adleman (RSA) F7-IdEHBMRT X VB4 T2 U XA (ECDSA) T
T, HOBATFHAELERBE L7 5. connectorctl showcert =~ > R&2FH L CIEAELFERT
=FET,

connectorctl generatecert

av > FERE 1J1)—R 232 &Y Connector SSL ZEBAHE TiE, CSR @ [Subject Alternative Name (SAN)] 7  —
Al NRIZIP T RLAREGENET,
J1y—X 232 232 LA, =7 & SSLGEHETIX, CSR @ [Subject Alternative Name
(SAN)] 7 4 —/V RIZ5E2fEffi R A A 4 (FQDN) 721378 A MR E
FNET,

FEEEDHA K54 > FQDNEARR MM, CAEAM EFEHEOREAEZALER (CSR) ZREL£7, CSRACA
WL TEL SN TWDEE, ER SN ZFEETIX, [SAN] 7 ¢ —/L KIZFQDN % 72137 &
MR EENE T,

CSCvt29826 D456, TPSec Z 195 AAA 1%, connectorctl generatecert =~ > R &[] L T4
END, =X A THFEAMEHRT O ZVELTLTY X2 (ECDSA) @ Connector TR S
NHFEAE L BHMERH Y 8 A, https:/bst.cloudapps.cisco.com/bugsearch/bug/CSCvx40536

i Wiz, DLFO =y ROWMAHIE R LET,

[dnasadmin@connl7l ~]$ connectorctl generatecert
Key Type [RSA/ECDSA] [RSA]:
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

generatecert successful.

Note: Rsyslog service is enabled with TLS protocol.

You may need to deploy connector's CA certificate into Remote Syslog Server.

You can use "connectorctl exportcacert" command to extract the CA certitifcate.
Afterwards, you may need to restart rsyslog service. using "connectorctl rsyslogconfig
restart"

EErEYY
connectorctl showcert (3 ~<—37)
connectorctl rsyslogconfig restart
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx40536
b_connector_cli_chapter11.pdf#nameddest=unique_23

| sEsiga<or
connectorctl showcert .

connectorctl showcert
Zoa<wy Rt BEENZEHFHEOGEMAZR R LET,

connectorctl showecert

avy FEFE )1y—x22 Zoavry RREASNE L,

#l Kic. UTFD o~y ROMAEIZRLET,

dnasadmin@connl7l ~]$ connectorctl showcert

Certificate details

Certificate

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
az:pb6:8£:39:9e:b3:e5:19
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=CA, L=San Jose, 0O=Cisco, CN=connl71l
Validity
Not Before: Aug 17 21:29:13 2021 GMT
Not After : Aug 17 21:29:13 2023 GMT
Subject: C=US, ST=CA, L=San Jose, 0O=Cisco, CN=connl71l
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:2a:2f:26:cb:37:d0:d9:d8:bc:83:42:ea:fe:fc:
€3:21:62:12:57:40:4e:73:fa:6d:82:8c:eb:00:37:
43:60:5b:70:30:09:a25:33:57:71:13:33:62:3d:de:
bb:51:39:b5:0b:f2:bc:2d:£c:20:38:b7:8c:ca:lb:
6a:9c:d3:84:dc:7d:ed:31l:ca:96:e7:7e:dd:59:b5:
ee:ea:d4b:f2:ec:9a:9a:58:65:8f:£6:05:ef:ee:40:
4£:78:37:09:a5:6b:79:e8:4a:df:17:2e:84:76:8c:
c4:59:30:6c:a3:9e:63:£f5:f2:a0:5e:e0:0e:38:bd:
86:e2:£7:48:fb:7a:85:06:2f:37:a2:e8:c9:£0:b4:
85:99:65:91:a0:8d:ab:55:b0:cd:0a:69:26:9£:d3:
39:11:66:ea:1le:22:ce:59:3e:a2:c4:25:d6:07:74:
71:71:£1:1b:78:36:4d:28:57:2c:£d:5d:0d:£0:20:
3b:d4:bb:c7:90:4a:02:d1:£5:0d:49:1d:7a:10:7d:
ca:c3:ae:43:bc:7f:cf:a3:84:8£:0d:0£:03:2e:48:
c8:61:d5:18:7e:d6:27:e7:e2:b2:17:d2:2e:57:05:
dl:22:c6:74:23:ee:d9:6e:c6:9f:cc:30:0a:be:£3:
b2:03:bf:bb:e7:ea:bl:el:53:01:62:5b:ca:05:98:
e8:db

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Key Identifier:

DA:2E:75:E3:F1:64:F4:35:5F:4C:B6:63:E2:E1:F1:E5:03:89:D3:CA

X509v3 Authority Key Identifier:
keyid:DA:2E:75:E3:F1:64:F4:35:5F:4C:B6:63:E2:E1:F1:E5:03:89:D3:CA

X509v3 Basic Constraints:
CA:TRUE

SERAEav VR
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. connectorctl showcert

Signature Algorithm:

X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 Subject Alternative Name:

DNS:connl71

sha256WithRSAEncryption

SHEICUER |

4c:63:b0:£7:37:24:7c:b5:5d:£9:b0:c2:3e:dc:8b:c9:27:ab:
7e:e9:00:1b:b3:49:9e:62:de:el:eb:1lc:8c:46:ad:96:ed:82:
04:e4:£9:02:39:7f£:6d:06:4£:cb:49:87:03:aa:2c:75:37:0f:
52:03:85:66:37:23:29:16:68:65:4a:f6:c7:8a:9e:df:c7:a9:
€8:43:96:cc:4b:47:69:b7:££:17:£6:8£:82:05:b2:d8:51:84:
b4:56:85:99:31:7b:3a:ee:cb:ed:dd:f1:24:7a:d8:6d:b1:79:
86:a8:1e:08:cf:be:3e:0d:2a:78:9b:23:7c:12:68:ce:c9:£fd:
49:39:5b:74:80:98:d0:cb:6f:7e:5a:5b:£2:65:77:04:22:3f:
99:fe:cb:7e:08:bd:76:3b:91:3f:5f:a8:fa:8b:06:6£:£7:57:
46:2f:73:ac:22:00:3a:e1:49:3c:dc:71:c2:db:e6:8a:00:de:
d2:56:12:7b:ca:15:£7:29:89:11:8d:71:64:87:e0:75:7b:%e:
a0:35:12:48:76:8£:11:9f:d5:3c:28:6b:e7:8a:d4:10:50:bl:
b8:92:5€:61:98:d5:ac:56:82:75:38:¢cb:58:d3:3e:e4:13:27:
b3:60:7a:b3:19:c7:6c:a8:76:0c:b2:0f:c8:a8:9a:a2:59:5c:
26:pb7:64:eb
Certificate for IOT interface
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
cc:68:8e:6e:a7:26:a7:66
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, ST=CA, L=San Jose, 0O=Cisco, CN=connl71l
Validity
Not Before: Jul 15 20:28:15 2021 GMT
Not After Jul 15 20:28:15 2023 GMT
Subject: C=US, ST=CA, L=San Jose, O=Cisco, CN=connl71l
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:8b:30:3b:£5:6d:33:60:3f:63:0b:be:ad:b0:49:
b3:7f:bc:69:d3:ea:ab:e3:be:0b:43:da:£6:2c:40:
4e:7f£:41:70:62:83:ae:cf:e5:ab:35:b5:e5:99:8a:
61:03:89:0f:c7:6£:26:d6:d4:b7:aa:d9:98:23:£3:
a4:da:8a:6b:59:0d:05:cf:17:3f:06:e2:41:10:£4:
42:£6:96:99:58:57:27:b7:0a:4e:05:5d:93:55:26:
fd:£6:51:f1:17:c5:a6:44:42:ae:18:1e:73:41:16:
ab:68:83:26:7£:45:3f:cl:b8:5e:0c:eb:a6:03:16:
64:41:95:92:02:d8:22:df:05:92:22:68:ec:dc:28:
85:5a:0c:aa:63:b6:€3:21:41:08:04:5b:99:46:51:
c2:79:3d:8f:4c:bl:e8:£f1:12:9c:45:a5:11:8b:40:
ff:dd:7f:ba:07:5e:d8:09:0a:87:£9:81:4b:ed:f6:
ae:8d:52:e6:4c:85:66:ee:lc:ad4:f8:a3:c8:af:3a:
5d:70:£3:26:a27:09:9f:b3:4f:5c:ac:04:35:44:6b:
£f£:d5:31:07:d3:£7:27:¢c8:5a:34:93:77:bb:97:d4:
88:7c:fa:01:6b:32:6b:be:7a:ab:8e:£fd:bf:15:10:
20:66:46:04:0d:43:2b:63:3e:9e:cl:7b:ad:dc:61:
d4:13

Exponent: 65537 (0x10001)

B isga<or

X509v3 extensions:
X509v3 Subject Key Identifier:
A9:52:B9:CF:B9:F5:24:2F:02:DE:EC:65:5C:94:31:44:C0:C2:16:A9
X509v3 Authority Key Identifier:
keyid:A9:52:B9:CF:B9:F5:24:2F:02:DE:EC:65:5C:94:31:44:C0:C2:16:A9

X509v3 Basic Constraints:



EILE = Ica

13:
6l:
9e:
80:
Tf:
al:
a3

e8

lc:
fa:

21

a3

CA:TRUE
X509v3 Extended Key Usage:

TLS Web Server Authentication

X509v3 Subject

1d:
6d:
fc:
2a:
8b:
:bb:
:35:
:b4
18:
ral
fl:
4b:
ag:
rab:
6c:

24

28

69

00

ab

IP Address:
: 31
:Te
95:

a7
Oe

ag:
42:
:57:

71

£5

:ba:
:b2
55:
:51
£3:
:79

35

Heli

90

be
63

:2d:
:5d:
2f:
:bf:
:78:
:bf:

60

:54
123
6b:
:56

97

17

9a:

23
04

:b4
:cl

99

:56
:76
:32:
:51
ad:

67

ral
1d:
:dl
S5c:
:bb:
:eb:
23:
:7a:

82

el:

Alternative Name:
10.x.x.x

:b4:
12c:
123
:55
:3f:
:e3:
12c:
ca:
:3c:

8e

af:
rae
:b8:
Hiele]

£7

60

6c:
b6:
178
a7

59

98:
ce:
Oa:
cb:
:5f:
£5:
:76:
teb:
:d8:

95

de
15

re2
:3f:
:2d:
9b:
9f:
53:
Oc:
£3:

87

:7f:
:35
124
34:
be:
£2:
99:
1f:
be:
8d:
:b4:
9c:

£9

8b:

Signature Algorithm:

2a:
:ab

46

90:
8a:
:50
Ta:

93

fb:
da:
:Tb:
1f:
:5c:
4a:
4c:
90:

04

66

ba:
:75:
91:

Ta:
:79:
:a3
8a:

28

do

69

27
86

tbc:
f4:
:e9:
:b3
51:
Hel)
la:
:bd:
el:
1c2:
31:
12c:

15

ba:
8e:

:c7:
:59:

18

:cl

92

rad:
d6:
el:
a7
85:
:dc:
dl:

47

56

46:
85:
:b8
48:
0d:
:b3
12c:
0d:
ice:
8b:
:3f:

13
58

96

43

6a:
8e:
:df:
:5a:
:53:
:56

30
24

73

60

bf:
39:
:bc:

b9

af:
:dO:
:dc:

16

red
:e0:
:a9
6cC:
:53

12

12a:
:dd:
16:

98

connectorctl showcert .

sha256WithRSAEncryption
2a:
ff:

36:

17:

:53:

6b:

:d8:
raa:

b3:

la:

No Certificate

available for WSA

interface.

EENEYD

connectorctl generatecert (2 ~<—3)

connectorctl createcsr (6 N ?y)
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. connectorctl createcsr

connectorctl createcsr

Zoawy RiE, HLnkexaT7 Yy hbA ¥ (SSL) GEHIEOREHIEEA TR (CSR) %
ER L Ed, #8FER (CA) Ik ->TEAL SN CSR #HfF L, CA B4 (& SSL AEAE % H
B/BCTExEd, CABLAMEIEHAELRE L7=5, connectorctl showcert =~ > K& i L CTFEA
EERITEET,

connectorctl createcsr

avy RERE )1)—R232&Y =37 % SSLAEHETIL, CSR @ [Subject Alternative Name (SAN)] 7 1 —
Al NRIZIP T RLAREGENET,
1)1)—X 232 232 LI, =7 & SSL AEBETiX., CSR @ [Subject Alternative Name
(SAN)] 7 ¢ —/V RIZFEREAi KA A 4 (FQDN) F7213HR A MRS
FNET,

FEHEDHA KS4 > FQDNEARX ML, CABAN SREWEOGEAEEZESEK (CSR) € L %7, CSRACA
WZE o TEL SN TWDGE, (ERSZFEE TIX, [SAN] 7 ¢ —/L RIZFQDN F 72 (37A A

NABEENET,
i Wiz, BFOa~y ROWAEIE R LET,
[ [cmxadmin@cmxnew ~]$ connectorctl createcsr

Creating Certificate Signing Request (CSR)

[For SAN field of CSR, enter IP Address for CMX server []: 10.x.x.X
Keytype is RSA, so generating RSA key with length 2048

Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,
If you enter '.', the field will be left blank.

[Country Name (2 letter code) [AU]:US

[State or Province Name (full name) [Some-State]:CA

[Locality Name (eg, city) []:San Jose

Organization Name (eg, company) []:Cisco Systems Inc.
Organizational Unit Name (eg, section) []:DNA Spaces Connector 01
[Common Name (e.g. server FQDN or YOUR name) [10.x.x.x]:

[Email Address []:

Please enter the following 'extra' attributes

to be sent with your certificate request

[A challenge password []:

[An optional company name []:
The CSR is stored in : /etc/ssl/private/dnaspacescsr.pem

B isga<or




FEAEaT R
connectorctl createcsr .

The Private key is stored in: /etc/ssl/private/dnaspaceskey.pem
Certificate Signing Request created successfully

HErEY D

connectorctl showcert (3 ~_—7°)
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. connectorctl setproxycert

connectorctl setproxycert
ZOa=y R, HTTPS 70 & v OFFEZFHE L T,
NG A=A
AEAED T 7 A V4,

connectorctl  setproxycert filename

EX DA filename FEAED T 7 A V4,

FEREDHA KSqy A~ FEETT LN, ETREHFY 7 A /L% dnasadmin = —F—237 7 E XA T&E % (Cisco
Unified Computing System (Cisco UCS) E®) {EEDO 7 Ay VX IZab—FT B30 ENH D 7,

[cmxadmin@connector ~]$ connectorctl setproxycert cert.pem
New cert exists.

Restarting connector container ...

Connector container was restarted.

setProxyCert successful.

B isga<or
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connectorctl validatecert .

connectorctl validatecert
Zoawy NiX, FEE (CA) ko TEL SNT-FHELZKBRIFLET,

connectorctl validatecert { CA certificate | root_certificate }

BX DA CA_certificate CA ZFHi =
root_certificate JL— NEEBHE

& Wiz, @~y ROWAEIE TR LET,
[cmxadmin@cmxnew ~]$ connectorctl validatecert 10.22.244.80.cert.pem

root-cal-ca2-chain.cert.pem

Validating certificate
root-cal-ca2-chain.cert.pem amd 10.22.244.80.cert.pern exists

Validation of server certificate is successful

[cmxadmin@cmxnew ~]$

SERAEav VR
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. connectorctl importcacert

SHEICUER |

connectorctl importcacert

Zoawy NiE, BANMNEHEIAES axJ X OFERBTICA VR—F L, axr7 X% LD
HoOEX2 VT 0 iR LET,

connectorctl createcsr Tld, F8aEfR) (CA) IZX D BADMLERFEENMER S NE T, Z0%
4P & FEAEIX, connectorctl validatecert 7~ > K&l L THFECTE £9, B4 &GEHEL
A R— hF BHITIL, connectorctl importcacert 2~ K& TEx 4, ZOFIHICLY, =
X7 ZGULICR A LED & LIEEEIZR RIS [Your connection is not private| &9
AvE—UbHHIBRSILET,

connectorctl importcacert certificate

B DEREA

catificate B4, 35 L OMRGEER A OFEH

avy FERE

1

EREDAARZA4 >

Jiy—=x22 Zoavwy RPREAINE L,

R, UToa<xy ROz R L ET,

[cmxadminCcmxnew ~]$ connectorctl importcacert 10.x.x.x.cert.pem
Importing CA certificate
10.x.x.x.cert.pem exists

Certificate Imported Successfully!

Restarting HAProxy...

HA Proxy restarted successfully!

CA certificate import process executed successfully

CSCvy62400 Tix, — K X—7 1 CAIZ K DAEHEEIZT A AGEHEL A VAR — T
WA H Y 9, https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy62400 = D X 9 72454
REED A VAR — MZW OO T =0 E L, GUIBNK TTHZERHY 9, RO
DERRSNET,

[dnasadmin@dnasc-1 ~]$ connectorctl importcacert 20210609-063645839 Roche G3_Root CA.pem
Importing CA certificate.....

20210609-063645839_Roche_G3_Root_ CA.pem exists

Certificate Imported Successfully!

Restarting HAProxy...

Job for haproxy.service failed because the control process exited with error code. See
"systemctl status haproxy.service" and "journalctl -xe" for details.

HAProxy restarted successfully!

CA certificate import process executed successfully

[dnasadmin@dnasc-1 ~]$ su -
Password:
Last login: Wed Jun 9 13:10:35 CDT 2021 on pts/0

B isga<or



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvy62400

| sEsiga<or
connectorctl importcacert .

Z ORJEIL, connectorctl generatecert 2~ > KA H L CH O EAGEAEFELHAKT L2 LT
R CEF T, ZOFNEIZLY ., AHMEDRWGEAERRICEET 2 EN T X CTHRE I E
@—O
BELEYY

connectorctl validatecert (9 ~X—<3°)

connectorctl createcsr (6 ~X—717)

connectorctl generatecert (2 ~<—3)

| SERAEav VR .
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. connectorctl dockersubnet

connectorctl dockersubnet

F 74V hTIE, 27 H D Docker = T FIZ1X 172.17.0.0/16 7 F v hDIP T KL ZAHNE|
DB THENFET, Y732y FRT RLRZER EEEHL TV DAL, connectorct] dockersubnet
o< R&EMMH LT, Docker 7 % v h&IBIMEZIFHIBRCTE £,

connectorctl dockersubnet

Bl Kic, @~ ROHAFERLET,
[cmxadminQcmxnew ~]$ connectorctl dockersubnet
Do you want to add or remove the subnet? [Insert a to add, r to remove] [a]: a

Please insert the Netmask IP: 10.22.244.1
Please insert CIDR [1-32] [16]:
Successfully changed the docker subnet
[cmxadminpcmxnew ~]1$
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