VATLYEFXA) T«

ZOFETIE, StarOS DEF 2 U7 ¢ BERIZOW T L £,
ZOFET, WONKETHERSNLTWET,
« NAT— FOfki# (1 ~—)
¢ ICSR HEDHKR—F (B—)
AL SN SNMP 23 2=F 4 A RY v (38—
s ENTEARAT =R X2V T4 3X—)
« BIEREZ ORIKIFH (3 ~—)
e —HPF—DiBN, AE, Hik 4 X—)
s Test-Commands (5 ~X—77)
o BEEALDT=DO COTS N— R = 7O A (8 2—3)
c0S &7 Ty N7+ — LOEBENIGDO Y R— K (9 ~—)

INAT)— KDREE

A VAR BBLIORFR—ZOMHEEREL NV 2 oa—P—F, a~v NIy F—T =
A A (CLI) /LT, 7 7 A MIEBFEINTZ/IAT— RE2FRRTEEREA,

~ O A =
X AT HENRT—RKDIBE1E

21.0 XY HETD StarOS UV —ATlX, T 74/ F T, VAT LI MDS XR—ADIGEE (7
varvA) EFEALTRRAU—FREEELLET, ZNHDONRAT— RIZiE, RAT—RIZT
VHELIR6AE Y N (834 F) DYV ERRBIMENTWVWET, Vr—rF—EEExF—¢ LT
fERENET,

VX —UX—RET DH L BB TR | OSBRI BTN AR — F &
NET, ZOEFMBEOH ATV Y —L DOBNRAT—RIZT 7B ATEET, NAT—
REMRFET 572D, P —3F—ZHoTWANY T—L, BENDO 64 EY hOF &
LIV MEDOBFTERHET HHENH Y £,

MD-5 THE 5L S 3723 A T — RiZiE, WAL S5 FiEE#T 572010, #lk7 7
AN T+A] VT 407 ABFNTHNET,

SRATLEF2YT4 .



SATFLEFaUT4 |
B svcenumsitssvrstoyr—

|

EE 774 /L M Algorithm B T,

MOZA T OREFALT NV AY ZALEELET, 71— VUERCE — RO cli-encrypt-algorithm
avwy REHHT DL E, AR—F I AT — RiFB(L E MERF LD T LTV AAERET
ETET, 210V BHEIOV U —ATT 7 4V bOKHALERAT—ROT L TY X LE, Bl
DEIIMD-5TT (A7 varA) , 2FBORRAY—REEBLOT AT Y XL (A7 =
> B) TlE. K5{bITi% AES-CTR-128, #RFEICIZ HMAC-SHAL 2MEHA SN E4, Basd—IZ
Lo T RY — FOMEBEENMEES N, REEF—IC k- TERAMENMEESINE T, VI —X
200 LI TiE, 7T Y RABRT 74/ FTT, ZOF—THEB(LEINZ/XAT— KX, #
7 7 A M [+B) V7 4 w7 A& ET,

3HEEHOXA TOREFALT NI ZALERETEET (a0, ZOT7NVI Y XAL,
i 5 fl & GBOREIC HMAC-SHASI2 B 577 /L T U XA LD ZHEE L £, ZOF—TH S S
NIRRT — RiL, W7 7AW T+Cl1 V7 4 v 7 Anfr&E T,

B —dy v — v ID E N OB AR SR S B L7216 31 R OfIE L7 v (V) 2>
DAy vaZINET, RUKEX—EIVOXTEHEHLT2 OONNAT — R F{LEd
ZEEHYFEFAT Y —VID EREROREEX—Z AR T S0, BXa YT o FEHE T
VXY=V F—HRETOILERHYET, B—HIVMACT RLARZHE ST 74NV DOV v —
UER—IY AR IR RV E L,

cli-encrypt-algorithm ==~ > RO > % o 7 A ZRKO LB Y TF,

config
cli-encrypt-algorithm { A | B | C }

= - ~ r 3 ~ N’ = o
BN CIEGUVLESIEE L TESIEOYR—k
VAT AL, BN 7 3+ —~ >y FENER (LA — FE2 P R—F LTWET, Ba{bEh
TR — ROy B v 7 A%, BafbicER SN 2R L TnET, Bafb&niz iA
T— ROFHZT VT 4 v 7 ANRFRINBRWGEIL, BEX—26/H LZLaioks 5k 520
FERENET, BEILENEZRNAT—RIC [+A] L7 4 v 7V ADREENTWDHLEHES. HE
b FHFRIT vy —oF— T ALY N MR LET,
=P =N LVRELRET D & ARENTZT7 7 A MTE CEFTOHTN TR B Ea iz
NAT—RKREGENET, 2—F—X, LD DES X— XD bz Ak T E8 A, 7=
2L, fkOTXTDOStar0OS U U —ATliL, 5l & WA CH AL FRE/2 T X TDO/NA T —
Ko7 —0FTF AN RXATY—=R v M) 2V R—MLET,
(w77 b REZSEZEIT IR VY — VX% —2FETLH-00HE T 0+ 2T,
WD LB T,
CHIDV Y —UF—HFHL T, ZREDEFRREDRET 7 A /VErn—RFLET,
s MELRH LVMEIZY Y — v F—52EELET,
c ZDHFH LWy —F—EHEH L TRELREFELET,
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FEMICOWTIE, VAT ARE] O [y —3F—0ORE) 2L T EEN,

ICSR X E D H7KR—

Yy =Vt y v a8 Y (ICSR) (F, TURMENT & L TRBRICHERK S iz 25D VPC-SI
VXU VAL AT IR T,

ICSR XTI LYy ¥ —vF—%2dBFLET, 200V v —/Af VAX R ZHBMED 72

V=X =5 EEHISCRBUI LIZGA, =7 — A vE—Un e S E T,
ICSR ¥ AT AFF| & FITSNET, BT LV v —F—RRWVE, 77747 ETH
TURNETH =R o BAIC, AZ UL ICSR ET X —E 2 &2 U DY TEXET, A
HUNAETIE, BB SN TRAT— RIZB| XX T /AT ET,

ICSR E7 1%, —ERATLEM%ETr b2 (SRP) ZFEH L T, TLEMKIK 5L S iz R A
U — RE 71X DES X—AD BTk 5t T8 & —ET D08 9 A EMRICHEZR L E T,
&ﬁiV7F?I7’W%%K$W§ﬂét@\l%f%ﬁHER@E@ﬁ%?1v7¢ét

WCHEHSNAREICT 7 BATEEHA,

EEbEN-SNMP O ZXa2=F4 XYY

Simple Network Management Protocol (SNMP) &, v hU—V EHFEDONRAT— KL L Talza
STAARNV T EMEALEST, 26D aI2=FT 4 AN I SNMPPDU O U 77
FARNTHEESNETH, TR T 7 A L THESIETE XS,

snmp community encrypted name =~ > RiX, SNMP 2 = =7 4 A U 7 OB 5L =B %)
W LEJ, FEMIC oW TiE,  [CommandLinelnterface Reference] ¢ [Global Configuration Mode
Commandsj DEA ZETZEN,

BIESN-NNRAT—F X2 Ta
BIENEZOHINER

@%fi EERNES (L) o7ebeya=r ZIcBlEMf o Tnd—5Eotx= U7 ¢
HEREICOWTHBA L E,

LI —nN\—7 KL X
AERFRFET— = > b (RADIUS % 7213 Diameter 72 &) &, access-accept ®—# & L CLIH—
N=T RFLADY A EFEELET, TOVT AT TANIZTTIZA VA F—ALEINTWND

FRFINDEA A=A ENDTRTOMRITZEIZOWTL, Fike—Y = M OEE
LT R_RCOLIT RLVAE LI =7 RLAZMRAETH-OOEX2 T 4 F = v 7 NE
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B «rzeozE

ITSNES, ZOREEZMTTT NLADORR, TOY T A7 T A NORITZEFHRZ BT L
iﬁqo

XX T A N —EFHELTODHH, 22— —i%, %ﬁ%@uﬁwﬂw7ﬁvx%ﬂﬁ
THMETIHY EHAL, TOX XY T A N T —ETHa— i Ehd &, #i
TV IO RELEZY X MEFEH Lftﬂ%; )743&I v I NFETINET, LIEEHED
BHIZ, BT 57 RLARROD >R ORmESE T,

T 7T AT OHEORITZENRESN TV LEE, —HTa—AlHED &, BiEs—
Ve MPBEELIZLIT LA :ﬂb’(t‘ﬂ?; U7 4 F =y 7 MThh, RITZEORE
FHESINET,

ZDYVT AT TA RO LI B —_"—T R LR CE#ET A ERPZE S NRWES, LT H— 13—
7 RURITHIR S EEA,

|

BE Hm—V = FENALT, ERSOOLI P —A_"—F7 RL AR R—FENET,

|

BEE RADIUS BMZFEALIZLI 2T oY B IO Xy ME0RRET KL A &2 HIR 3 216
IZ. PDSN BEIUOHA F— U =A TOHEYHR—FENTHET,

/_ 7 1= IR
RITZIEDEE
1 ADLIEHEEL., o LI EHENMER LERITZEICT 78 A LY, ZFE LY T E

T, RATZENEMN, BBk, £R3EEIND-ONC, BEICET LA a7 R34_To
LI BHFICERREINET, /2. SNMP T v 7 HAERINE T,

A—H—mEM. £E. HI

VAT WK D = — DB E I THI BRI %I iﬁbniﬁh MLz, =—H—
DHERALEETT A2 HENTT, 27 L. VAT ARNEEINISEAIT. WL —
P—ZBIMEITHIBR L2, #ERZ BiF720 | thoox—3— ®%@%ﬁ<bt0¢5:kﬁ
LB EF,

—REY = L LT MEROEN = =R E B2 0 | HEROEW—F =N AT L
TeRAT—= R EDR VT AT T —ZIZT 7 EALED TERWVWE DT HLENRDHY F
ED

|

EE VATAE, IhH0a2—HF—NRNURTLAEN L THEINTWAERIZDOR, 2—F—F K&
Rax—V—B I FERL L7 E) OEEEZHRHTEET,
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1—y—memErEEpoda ]

A—H—DEME = IXAIBRD B

HBRL LR N —F— T, KRB~ OFWa—F—2ETE A, 7L, BEED
B DWEENE LIV OMERZ FF O —F —Z2{ERTX 25481, o L~ o8 &
=P —ZHIRL T, VAT ALy 7T U NTAHZENTEET,

KD SNMP k7 v 1%, 22— = BINE IR S & ICERE ICmam L ET,

e starLocalUserAdded : HFiL\Wwin— b va—F—T 7 MRV AT AGEMENTZZ & &
RLET,

e starLocalUserRemoved : & — /)L aa—H =T H 7 "IN AT ANGHEIRENT-Z & 27
L\iﬁ—o

FERRLARIILEEDRAN

Z— P —DHER LN E L R D MEL 72 B 720N, SNMP@EEIEESNE T, BEOH D
YBEFT, HEREMONOHET [Hi&) SEHZ LT, LVELOMHRERE>a~> FiCT
7R AT HAREMENRSH Y T, ZRFEITEIND L, MOTRTOZ—PF—DHERZ TFEK
SHDHIENTE, ZOME, @YUREHENV AT LA0buy 7T U hannEd,

starLocalUser PrivilegeChanged ~ 7 v 71X, m—h/la—HF—DMHERL VP ER I &
e LET,

ARL—F 42T SATFLYIIADA—YY—THER

starOsShellAccessed b7 v Fd, 22— —NARL —FT 4 VIV AT LD 2 )WIZT 7B AL
Il ERLET,

Test-Commands

X a7 g FEE I EEHRE RO ——IX, LENCIERRICR > T
test-commands DEREZEFNTT D Z LN TE £9, CLI test-commands Tlx, BEFEOa~ 2 K
DF LW REF—U—F, BIUOH LWa~vy RRFRRINET,

A

FE CLItest-commands L, ZMOMFHOLEZHAE LTHWET, BHEOI AT LAEMETIE, 2hb
DA<y RADT 7B RINEHY FHA, ZNHD a2 Kid, Cisco TAC DS D A )3
FHTHZE2AMELTVET, ZhbDavy RO—EIL, VAT LT 3 —< 2 ZADK
T, V727 T4 RO, BEWERIZL AT LOBEREDRR & 252 LR”H 0 77,
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. cli test-commands E— KD AL

cli test-commands €E— FDE 1L
test-commands ~D7T 7t AEENMZT HIZIE, BX 2V T FEHEN T 0 — KT — R
lze 74> L. dihidden & A9 5 0B RH D £,
Wiz, Zoavwy Ry—r AR LET,

[locallhost name# config

[locallhost name(config)# cli hidden
[local]lhost name(config)#

7 4L~ Tk, ci hidden IZMEEhZ 72 > TWE T,

| o

EE KL~ NoZHBIOT A hawr RF—TU— Nid, BHE ST EVOMERE Fo2—
P—lZEKREND L HITARY F Lz, CLIICIE, test-commands E— RWXENZR->TNDHZ L
ERTE 2T N —RIHY R A,

CLITRFIATUKRIZTZIOERTB=HD/INRT—FDOEIE

X2 VT BHEIL CLITARa~vy RIZT 7 BATHEODOT L —2T F A RD/RA
U— FEZIIR S SN AT — RERETE ET, pasword DL, EBFREH#RE &b
| [flash |21 7F S v £ 97, show configuration =~ > K & saveconfiguration =~ > K73 Z Ofi
HTL—THRANTHATHZLIEHD FHEA,

Ja—NUERE— R 3~ 2 RO tech-support test-commands[encr ypted] passwor d new_password
[ old-password old_password] iZ, CLIT A b=y RIiZT7 7 2R T 570D LI iz 3x
J—RELEFT L=V TFAMDONRAT—RERELET,

WIZ, ZOoa~wy Ry—r v AERLET,

[locallhost name# config
[locallhost name(config)# tech-support test-commands password new password [

old-password old password ]
[locallhost name(config) #

HLWARAY — RCEEFONAY — FEE S A 55813, BEEZZITAND OIS
U= REANTHLENHY £7,

HWARRT = RRAN SN TWRWES, EEBFOREMEE —E L 2WEEI,

ltech-support password is already configured] &9 T — X v —UNFRINET, KIZ,
HWRRAT— ROy M) ZZIFAND L HIZRkOL 77 & ( [Enter old tech-support
password: | ) DERINFET,

old-password old_password # A /)42 Z & T, HWWRRATU—=ROANEZRDHNLDZ L7 <,
BEFDONAY = REEEMA L ZENTEET, HVSRAY =R TAN LSS, 12
TV AT — K& AT Lo 7285618, [Failure: Must enter matching old tech-support password
to replace existing password] &9 =T — A v —URERRENET,

IA4 w7 By NT v 74P —F (Exec ®— KD satup 2~ K) TH, 77 =H Y R—
FOTA A<y RANZAT—=FROANBROONET, HTWT 7 =NV R—FDRAT—F
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Exec E— K ® cli test-commands .

EENTEHEIE. 2= AR — M b EESstup ZFATL T, FiLWT 7 =R — koY
AT —REAITEET,

TARaAw RORAT— RKBREREINNTWAEES., 77— UEkE— R a< 2 Ko di
test-commands [ encrypted ] password password (Z/Z/XA U — KD ¥ —T— K& A1 5 MEHR
HV E7, encrypted ¥—U — FZFEE L7256, password 51X, "2 U — NMEZ & K5
b7 e LTRSS E4, encrypted ¥ — U — RZF5E L7 » 72354, password
FIBULFEBREDO T L —0 7% X MEE L THRENLET,

| o

EZE tech-support test-commands password 3% E S AL TV R WGA X, StarOS 2381 LUV IA T — R
ZVERR L E9, di tet-commands (Z password ¥ — 7V — R& AJ) Lo 2Ga1E, RAT—
ROANRROBNET (ma—722L) , /2, CLITA ba~vy FII7 7824512, &
P75 cli hidden Z G #NCT 2 LE R H Y £77,

Exec E— K cli test-commands
Exec F— Ra~<> Nix, ExecE— FR2b di TR AT REANT A —F—2MEHT
x 3

[locallhost name# cli test-commands [encrypted] password password
Warning: Test commands enables internal testing and debugging commands
USE OF THIS MODE MAY CAUSE SIGNIFICANT SERVICE INTERRUPTION

| o

ER 2% —0NCLITAFavy RE—REHIFT5720NZ, SNMP k7 v 7 (starTestModeEntered)
BDAERIINET,

¥ E— F® cli test-commands

WL DY T NI 2TRIGRA—FIIT I BATEDL LT D-00M o~y Fioid, #
[REFHH>a—YF—nNra— a7 4 Xal— 3 F— FTa~<2 K ditest-commands
AN LTEBICORT 78 ATEET,

[locall host name# config

[locallhost name(config)# cli test-commands [encrypted] password password
Warning: Test commands enables internal testing and debugging commands
USE OF THIS MODE MAY CAUSE SIGNIFICANT SERVICE INTERRUPTION

| o

EX ¥ —NCLITAFa~vy RE—REHIFET5H72ONZ, SNMP k7 v~ (starTestModeEntered)
NERINET,
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B s==toroocors n— 1oz 7omm

BEEED=HD COTS /N\— kD 7DER

StarOS VPC A V' A X L AL, V7 MU =T WNTRTy hOKE{bE o) v 7 H#FATLE
4, 7272 L. mik (COTS) O H—,3—7% Intel Communications D F » 7 > b+ 89xx Z i L.
TOF Ty MIANAANL—FT D5 LT VPCIRB~ L U EZFRE LT E. VPC A VAKX
AFHBCZDON—= R =7 F v T2 LTy FOR S ESE2FETLET, Intel
Communications ®F > 7 &~ bk 89xx iL. Coleto Creek & HIFIILTWVE T,

\}

GE)  VPC R EALEEHICNA— Ry =T F v 7y NaiHT572012iL, h— e 286 (SF)
VM O _XT T Intel Communications DF v 7t v hEFEHTAHZMLERH D F9,

COTS $—NR—=RNZDOF v 7y hEMFEHLTHDINE D DEMEGET 521X, show hardware
Ay REMEHLTIXTORAR Yy FOEREF R LET, KIZ, Coleto Creek W5 5t7T 7 &
FL—HEEHTE N N—FT T LD VPCSI A > AX L AIZXT 5 show hardware =~ > K
DOHNEERLUET,

[local]lswch32# show hardware
System Information:

Platform : KVM Guest

UUID/Serial Number : 014A4D4F-7644-4CF1-C408-8ABB631R3E34
CPU Packages : 1 [#0]

CPU Nodes : 1

CPU Cores/Threads : 16

Memory : 16384M (gvpc-si-medium)

Crypto Accelerator : Coleto Creek A0

Storage Devices:

Virtual Flash : Present
Type : 4096M disk
Model : ATA-QEMUHARDDISK

Serial Number
Hard Drive 1

Type

Model

Serial Number
Hard Drive 2

: QMO0001

: Present

: 16384M disk

: ATA-QEMUHARDDISK
: QM00002

: Not Present

USB 1 : Not Present
USB 2 : Not Present
CDROM 1 : Present

Type : cdrom

Model : QEMU-QEMUDVD-ROM

Network Interfaces:

loethO addr 52:54:00:ae:b7:72 at virtiol, 1af4:0001 (virtio net)
RxQ (s) /RINGSZ/COALESCE: 1/256/-NA-
TxQ ( /RINGSZ/COALESCE 1/256/-NA-
NODE ID -NA-

portl 10 addr 00:1b:21: 87 l4:ac at 0000:00:06.0, 8086:10fb (ixgbe)

RxQ (s) /RINGSZ/COALESCE: 16/4096/500
TxQ ( /RINGSZ/COALESCE 16/4096/0
NODE D -NA-

portl 11 addr 00:1b:21: 87 l4:ad at 0000:00:07.0, 8086:10fb (ixgbe)

RxQ (s) /RINGSZ/COALESCE: 16/4096/500
TxQ (s) /RINGSZ/COALESCE: 16/4096/0
NODE D : -NA-
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0s £ 75y b —nogssBEorR—+ [

WIZ, BEET 78T L—2NA VA =L EINTWRWN—RT =T LD VPCSIA AKX
21X % show hardware =2~ > RO B2 R L £4,

[local]lswch81# show hardware

System Information:
Platform
UUID/Serial Number
CPU Packages
CPU Nodes
CPU Cores/Threads
Memory
Crypto Accelerator

Storage Devices:
Virtual Flash

Type
Model
Serial Number
Hard Drive 1
Type
Model
Serial Number
Hard Drive 2
USB 1
USB 2
CDROM 1
Type
Model
Network Interfaces:

loethO addr 52:54:00:e9:
RxQ (s) /RINGSZ/COALESCE:
TxQ ( /RINGSZ/COALESCE
NODE ID

portl 10 addr 52:54:00: 22
RxQ (s) /RINGSZ/COALESCE:
TxQ (s) /RINGSZ/COALESCE:
NODE ID :

portl 11 addr 52:54:00: 3e
RxQ (s) /RINGSZ/COALESCE:
TxQ (s) /RINGSZ/COALESCE:
NODE ID :

KVM Guest
EOA26495-F822-4AC0-914D-B51332177C4D
1 [#0]
1

16
32768M
None

(gvpc-si-medium)

Present
4096M disk

: ATA-QEMUHARDDISK

QoM00001
Present
16384M disk

: ATA-QEMUHARDDISK

QoM00002

Not Present

Not Present

Not Present
Present

cdrom
QEMU-QEMUDVD-ROM

70:05 at virtiol,
1/256/-NA-
1/256/-NA-

_NA_

£7:85 at virtio2,
8/256/-NA-
8/256/-NA-

_NA_

67:£f9 at virtio3,
8/256/-NA-
8/256/-NA-

_NA_

1af4:0001 (virtio net)

laf4:0001

(virtio_net)

1af4:0001 (virtio_ net)

0S TS5y b+ —LDEHERBOYHR—

HWEEDMELLEERE

BT —4

PAL L EYEE. = ERONE
MMT Ty N T — D « VPC-DI
« VPC-SI

MBEDT 7 L |

M) FRE

VIADAS S
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B #uess

ZDY Y —A2TOREY 5 AT A | N/A

PSR “VPC-DI & A5 LEEA A K

«VPC-9 ystem 7 FI=A hL— a2 HA R

YZaT7ILDERRRE

| &

EE JU—R212BXCNSL LY HENCEA SN T-EEDOUETBIEOFEMII R L TWER A,

ET DA J1yy—x

DB A, 21.13

ASR 5500 38 XL TNVPC 77 v b 7 4+ — AL STV DN D OEREIZIX, FFED X X7
BFEATT DI ODOREENMETT, ZNHDHX AT ITIEH — VR AR BMEH ST g
T, ERSNDBIEIX, BX =2 U7 A EERRICHE > THRIC T VX LA ThIGEGEES T
RWEARBHY ET, 2L, N—RU =T 3R A MRS DA, FEMESAE L
X2 T A EESMSIZERLL TWD ARSI ET,

OSBIUNT T v M7 4 —LDEIBAMIOT R — MERBIX, 20X VT4 2T TF7347T
VABMHICHHELTWET, ZHUCED ., VAT AEEEIL, RA MU ETA—FRy T
ELE LRSS (HWRNG) 2R ETEX £,

RESNTWAEE, VAT AIN— R =27 OREAREGEERH L E9,
A\

GE)  Z OBEREIZ. HWRNG HR— F23FR 2 N O AT RE R B A I OB BERE L £ 7,

HWRNG ¥R — FBMEHFTREZR AL, A A b ED libvirt xml 7 7 A VISR DR E Z B0
LET, 2Tk, 27747 b (StarOS) IZ virtio rng ¥al— RSB EAVET,
<rng model='virtio'>

<backend model='random'>/dev/random</backend>

<address type='pci' domain='0x0000' bus='0x00' slot='0x07' function='0x0"'/>
</rng>

\)

GE) (RREDOREITT L HID) RETAR Y MEFTEZMHA L THENH 556, IRICHE A6
mAwy MR LET,

ZOFREF., FNENORAREIZESHWTH R - EINTWET Ty F 7 —AIZHHAT5
VBN D FF,
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waese ]

ATV P TOREERIIVLEDHY S¥A, 7747 b (Star0S) 1L, AA FTHR—F
L8

MAEDZR>TWDHGEE, BEIMIZ virtio rng ZEINL £ 7,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



