72X a2 kFA—ILJR b

=1 =

:@ﬁfd\77tX:VFD—w)XF@7X?A%f MZOWTHBI L, £1L5 DR E
FiEE R LET, BT R =2 b —var A RidiE, VAT L ETORRYy—ERDF%
EWJ&?JII}EIﬁX%émTu\sEﬁ” WIZE T 2 FIRZFEHT DR0IC, P —ERET TR ek
ERZRIRT D MERH Y £7,

| &

EE ACLEZRTETHEODOTA B AFMHEDHY FXHA, 2720, REINTWVWD ACL DI,
T =<V RACRELSEETHRRERDH Y 7,

| o

EE IRCOavr REeExF—U—RNEHEEFERATEDIDITTIEISY $HA, AJTHMIZTZ v b
T —LDEA LI L >THRRY F1,

ZOFEF, WO THMEINTHET,

AEE (1 N—Y)

« ACL OZ (2 X—)

« VAT A ETOACL OFE (4 X—)
«IPACL ®ifH (7 2—)

S

P77 AY AR (—f%IcT 7 8RAar ha— U 2+ (ACL) EFEIND) 1F. AT A
HAD T2y ho7a—%2fILET, ZNHEFEITHFANITEICRESN, 74 L¥
8T Dy MR L TIEITEND T 7 v a v &4 5 Tv—n)  (ACLV—)L)
FFT AV EZ TR SNET, REDTETTDHE, ACLEZROWTANICHEHHTEET,

cHBIOA B —T = A A
cAVTRA ML S TRESNDETXTO TG 7 ¢ v 7 (BY— ACL LRI D)
il x DYV T AT Z AN

FU/EZRaAvkA—L YR b .-
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HFEEDALVTHRA ML TREEINDTRTOS T AT TA Xy rg v

IPv4 & IPv6 DT 7 & A2 )L— MZ{ERBID ACL Z{ER Tx £,

ACL D2

ZOWETEH, VAT A EDACLIZET 2 2 > OEERMEHIZHOWVTIHALET,

e JL—JL (2 %—2)
« L—LDIEF (4 2—)

BER mehhavr Ry ¥ o7 A5 TE,  [Command Line Interface Referencel] @ [ACL
Configuration Mode Commands] 3 2 O [1Pv6 ACL Configuration Mode Commands] D% 28 L

TLTEEW,
JL—IL
BH—0O ACL X, 1 2L ED ACL V=V THREINE T, £—id, 737 v D MEE D FHE
W LA, FFEDT 7y a a2 RIiTT 5 L0 CRESNTZT 4V ZTT, ACLZ LIZ
BRK256 DNV— L EZETXET,
|
EE L7 LTSN TV DRER A ACLIL, [denyany) /L—/LZ/RLET, deny 7 7 v =
UBIWany EHEICOWTIE, Z0k® 7 g rOBETHALET, Zihud., 220 ACL OF
7 F v s OEETT,
B—E, FRESNTEEIC Ry MR LEGAI, FET7T67 7 va v ERELE
T, ZOHETIE., VATFTLATHR—FENTWBAL—LT I gy L ONTHALE
j—O
Toay

ACLIZ., BESNEHEEII—HT By M LT, ROWVWTNDLOT Va2 FEITT
HEIITHELET,

CEFE] Ty MIEIZITANGL, WEENET,

HEE Ty MIHEEINET,

cUBAL LY bk Ry MIBEDYV AT AL v E—T oA ZAETIFNBE O DI E SN
arTxARENLT, BESNEZRI ARy 7T RLAICERESNET,
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|

EEX VXAV T MLV—UE, BEDOYVT AT T4 FFEDa LT F
AP o THRESN D TR TDOY T AT T4 3, £721Z UMTS
YT 2T Z A4 HO APN IZHEA S5 ACL D& TR S E
7,

% ACL L, /X7 v hOWBIEELIEET D 1 DEITEHONL— L THRR SN ET,
PAR— SN EETKRDO LY TT,
cAny : TXTONNTy a7 4 VAL £7,
eHost : IMEILARA D IP T RLARIZEASNTNNT » &7 4 VHMBEE L E7,
« ICMP : Internet Control Message Protocol (ICMP) D37y ha 7 4 L ZALBRL £,
« IP : Internet Protocol (IP) /N7 v h& 7 4 L Z UL £,

« SourcelPAddress: 1 DLL EDEETLIP T RLUARIZESWT AN ry b a7 0 VAL F
7,

« TCP : Transport Control Protocol (TCP) /37> h& 7 4 L ZABRL £,
+ UDP : User Datagram Protocol (UDP) /37w h& 7 ¢ L XU L F 97,
FRROKBEZNZNIZONTIE, UBOHETHLIGHLET,

|

BEE ROETIE, EANRACLL—NADY U H o7 AZONWTHBILET, avr RyvX vy
ADFEFMZ OV TIE,  [Command Line Interface Referencell @ [ACL Configuration Mode
Commands] ® & [1Pv6 ACL Configuration Mode Commands] DE 4 ZHE L TL 72 &0,

cAny : TRTONRT y MIV—ADRER S ET,
cHost : IP 7 RLZRIZ Ko THRIESNDRFED R A MIL—REH I ET,

* ICMP : $#7E @ Internet Control Message Protocol (ICMP) /3w b, ¥ A4 7 Fizid=—FK
W= RNEH S IVET, ICMP DX A 7L a— ROFEFRKIZ OV TIX, wwwianaorg (RFC
3232) ML TSN,

« |P : 5. D Internet Protocol (IP) /X7y FEIXT T 7 AL MI—AREHAINET,

« |P Packet Size Identification Algorithm : #5iXKFIC 7 T 7' A 7 — 3 2 DFFED Internet
Protocol (IP) X% > M IDIZ/V—/L 3@ S E 4,
ZORENL, T T AT TANRT o "3 HTRvMEESN TV DA (EXXAVIPRZFD
Mo RV T TR E) 12, YATFLATHERENS [IPID 74—V ] Eb
YCTNITY ALNCHE#ELTWET, VATLNTIHEH, YT AT T4y hoh 7k

FU/EZRaAvkA—L YR b .-
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JAGIZA LD J71ETiThi, 16 By DO IPID ZEMNSEN SN TH 7L ELTH %=
VT AT ANOBEND D, TR —E DO IPIDEA P~y X —IZE VB TS
TEMTEET,

OB IPID ZEMIT N CTH L7280, ErlAAO—(iDIDIX, fEERICZT T 7 A
MBS A RTREER H BNy ROARIZEID FTHNET, ZhuE, IPID 7 4 —/L R
. 797 A MEENTZ Ny FOY TR T NCOIRMEREND T2 T, PNy
FOBEFHYA RNL, ZD Ny R T T T A MEEND ATREME 2 W D 72D Il &
ET,

SourcelPAddress : #f EDIXIETLT FUVAEITIRETLT FLAD T L= L8 ESN
BEETEDO/Nr v MIA— RN EHEINET,

TCP : {1 ® Transport Control Protocol (TCP) K7 7 1 v Z|\Z/b— L3N S 4, 5570/
P oo IP 7 RL A, FFEDAR— NER, 38— FESO 7 NV—T DR OMAE
DETT7 4 VAR INET, TCP AR — M5O ERIZOWVTIX, wwwianaorg S/ L
TLTEEV,

UDP : {I:E ™ User Datagram Protocol (UDP) ~Z 7 ¢ v 72—/ V3@ S v, 580/
PO IP T FL A FFEDOR— S, £73R— MEED 7 V—T DEEOMAE
DETT 4 VEBE I ET, UDP A — FEFDOERIZ OV TIX, wwwiana.orga S L
TLEEW,

BEDONL—T1O0D ACL R TEXET, {7y M, —BERRS15HE T, & ACL
N—vE AN LENEF Tl SN E T, —BRRESND &, BROTITO/NL—/VTER X
nEJ,

BINDONL— L EZBEFED ACLIZEIM L., ROWTINNDOF 7> g 2 U CHEyNNEREAT T
TEHZLENTEET,

- BIfE

INHOEEAS T g AT AT, ACLNICEEFEDOL—LERRE L, RO 71 —|TRT
INZH LWL — NV ERETDHVLENDY £7,

[ before | after ] { existing rule }

ARATLETOACL DERTE

T ZTIX, ACL OREHFIEIZOWTHILET,
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ACL DYERL .

BEE ZOHTIE, YATATTYZ7E®Rarbe— VYR NERETDHEOOENOMEE Y MMID
WTHHILET, BIMONRTF A= L AT a b EFRET DA~y ROFEMIZOWTIL,
['Command Line Interface Referencel] @ [ACL Configuration Mode Commands] ®# & T1Pv6 ACL
Configuration Mode Commands] D&z &ML T 7280,

YTRAIFGANIT 7Ry br—L U X NOBEREZRMIET DX IV AT LAERET DI
I, ROFIEEZFATLET,

FIE

AT OREHNH-T, T78Aa hr—L U A RZEHRLET, ACL OFERK (5 ~4—)

ATV T2 OREFNAEST, ACLY A MNDT 7 aDl—LERMERIRELETS, VT A7 ITANRNT T 4w
TDOT v ayEREORE (5—)

AT T3 A7 a T, VATFAILE, AUTHXRARADTRCTONr Y hOF 750 N7 4 0% b L CHsRE
% TREFZ] ACLAHEINTWET, 774V DT 7 v a ik Ipermitall] T3, OEREFNZHE-S
T, [RE#I ACLOT 74V MREXZERLET, REXED ACL OFE (6 2—)

ATYv T4 OFIRIHE-T, ACL DREZHR L ET, ACLHEDMRE (6 —)

AT w75 Exect— RO saveconfiguration 2~ REFH LT, REEZ 77 v aXEY | ATV T AL A, £
72iER Yy MU= OBFNRG LET, fFfllc oV, TREOHGRERIF] OEEZSR L TIEIN,

ACL O 1E Bk

ACL 1B+ A2, AT A CLI D Exec B— R bk a~vy Ry—r U A A LE
-éAO

configure
context acl ctxt name [ -noconfirm ]
{ ip | ipv6 } access-list acl list name
end

E

AT HFARTELICRETE D ACL O KHIL, VPN Manager ¥ 7 h 7 =7 % A7 Tffi
A7 A€V BIC K- THIBR S E 3, HIE, Bk 200 K TF,

B IRDSAINNTI T4 vIDTHI a2V EREDETE

YT RATSGANNT T 47 BB THALV—NVEER L, 727 arOiiglicr—L%
WHT 221, VAT A CLLD Exec E— R bikDa~<wy Ry—7 v A% AT LET,

T7OEXarvka—)L YR+ .
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configure
context acl ctxt name [ —-noconfirm ]
{ ip | ipv6 } access-list acl list name
deny { ip address | any | host | icmp | ip | log | tcp | udp }
permit { ip address | any | host | icmp | ip | log | tcp | udp }
after { deny | permit | readdress | redirect }
before { deny | permit | readdress | redirect }

end
ba
AN\
FE ACL THRESNTWARWIRY . A7 41X ldenyany) L—/LZ5M LEHA, ZOBEEIL,

ACL O #cf2IZ Tdeny any| /V— /L ZBIMNT 52 LICL > TERTEET,

ACL ZEIZRETX AL — L ORKREIZ, ACLRED I IITHHENEZNT L - TERY
DE9, FEMIZOWTIE, o o=T VYT —) OEZSZRBL TN,

ACL R 3 2 L— L &R ET 5121, Actions & Criteriall F/Rr SN A THERAFH L 97,
FEANIZ oW TIE,  [Command Linelnterface Reference ] @ [ Acl configuration mode commands|
B L TIPv6 acl configuration mode commands] D #FZZM L TL 2 &V,

T =
RKEZD ACL DEXTE

B L 92, AT AT, BHSNTWS ACL BNFIELARWERIC, "7y FD T 4 )b
ZYV T TREZEZ] OACL A=A MERAESNET, 20V F U A, RE7akRm
IZACLADNFRS TANENTZ 2 EORRBRENRIKNTH D ATHEMERH Y 7,
TOXOBRRITHEA T, VAT AR, IUTHXFRA DT RTONNTY Y "OF 7 40k
TA4NEE LUTHERET D [REFR] ODACLVAHEINTWET, 774 DT 7 ¥ a il
lpermit all] T3,
MR TERWACL OFT 7 4/ OBEEZEF T 512013, ROBREEHEHLET,
configure

context acl ctxt name [-noconfirm]
access-list undefined { deny-all | permit-all }

end
&
cAUTRAMIE, AET D TRER] OACLZELE LT XA FOATITT, FAIC
2DV TCIE, [Command Line Interface Reference] ¢ [Context Configuration Mode Commands
| OEEZBLTIZEN,

ACL 5% & D2

ACL OFRRE % s 5121, Exec E— KD show{ip|ipv6}accesslist 2~ K& A LET,
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w2, Zoavwry FOEHFZRLET,
Wk,

ip access list acl 1
deny host 10.2.3.4
deny ip any host 10.2.3.4
permit any 10.2.4.4

1 ip access-lists are configured.

IP ACL O35 FH

wacLoiEf [

ZOBITIE, ac_1 &9 AHTD ACL 2858 E ST

ACL ZRELT-%. AT HI2i%, ACLAZEHTAILEND Y 3,

S

EE “NOHOFIEEXBBT LRI, VAT L ETOACL OEE 4 2—) OFEIHE->T, T
RTHOACL R EL, LT 204ER’HY F9, F/-, WRIRTFIETIE, T R7 T4
DEANCRESNTWAZE BAMEE LTWET,

BIRD L 512, WOWTANZ ACL A TE ET,

A DA B —T 2 A Z~D ACL DA (9 2—3)
c AT HFAMADTRCDORT 7 4 v 7 ~DACL O#EMH (11 <—)  (KRY — ACL

LLTHaBNTVND)

M2 DY T A7 T A 8 ~D ACL D

(13 =—2)

cEEDY T AT T ANR~OE—~ ACL O#EH (18 <X—)
DYV T AT T ANR~OE—~ ACL DM (18 X—) @BGPP VT R7 T A RDFH

D Fr)

S

BE ACLIE, BEHEDY TR TANRA o F—T =2 ANDFR L a7 F A N TRET DHLEN

&;Diﬁ“o FREIC, 2 7F A BT
HYET,

WHEINAD ACLIZ, #OarFF A N CTHRETALEN

ACLBH—Da v TX A MNOBEEDO L~V THEAINIHE (ACLR 2 TXH A MNDA
VH—T oA RTEA I, 3T ¥ A MK B'J®ACL7§> ERHEINDE) | OKEE

R Ry IR SN ET,

T7OEXarvka—)L YR+ .
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1:ACL DOMLEE|ERF

Source Context Destination Context
Context
. n.(;l_ AEL ACL
Fmﬂg [ GRE, GTPDrIFh-IF[ J (1] 0,.0.,0 » TolFrom
Tunnel
Mode Bl V) 4 9 9 1 Foh
0 Context Sub.
AC ACL Dut
ACL
335213
& 1:ACL DR ER D ERBA

FNAN) = RN Ty b T =2 Xy NU—=2IZERT D7y b (ErbH)

e

B!

1

BEILIAVT IR NOREA F =T 2 A ATHESNIZA 37 2 FACLIF, b
FV T ENTT =4 GMBIP ~y X =7 &) ICHEASHET, ZO%, /7y MIEE
BT A MIiE SN ET,

YT AT FTANIH L TREENTZA L NNT L RACL (BBEDY T AT A4 3F =13 =
VTRANMIE o TUREEINIEZEDT T A7 T4 DWWy D InET,

Birdea L T X A R TRESNT-Z2LTFAMACL (RY > — ACL) 1%, HE25R1IZ50E T
SNFET,

Ny RISRIR SN D BERE A T XA NDA U E—T A ATRESNTZT U hAT

N ACL Vi S E T,

Ry NTF =82y NU—=IMLENAL V) —RIZERETLI Ty b (BB E)

JIE R 7

1 P a v T A N TRESNTEZEA X —T oA AT, BESNTZA AT R
ACL WA &SN FET,

2 YT RATTANIH L TRESNSZT Y FXT 2 KACL BFEDY T A7 T4 XF -1
aTHRAMILS TURESNIAEBEOY T X7 T4 O Thy) DEAISnET, £
D, Ny MIBEILa Ly THF A MIGESNET,

3 EELACTEFANTHREINTZ2LTFAMACL (RY 3 — ACL) 1%, EEERFTIC 5 H
INET,

4 PRy PIRIESNAEET IV T XA MDA UV H —T =2 ATRKEENTZT 7 bR

KACL 2, bRV T ENTZT—4% GNP~y X —728) AN ET,
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1v8—7z42~0acL0ER [

BRE SILTWARWIPACL A SN TW A S (2 & 20X, #H Sz ACL OA4RINE-S T
REINTWDLEHAR) . VAT AEIRXT Yy hOT 4 Z ) 702 [REFK] O ACL A =X
LEMHRHLET,

ZDIETIE, ACLOEAB IO IREFK] O ACL OFREIZHETAIHERE FIELZRLET,

A3 =T x4 A~DACLDEA

ACL %A VX —7 = A AT@AT D121, WOREEHEHALET,

configure

context acl ctxt name [ —-noconfirm ]
interface interface name

{ ip | ipv6 } access-group acl list name { in | out } [ preference
end
i

e AT X R ML, ACLEZWEMATAA 2 —T 24 2% &1 ACL 2T X% A FOL4HIT
ﬁqo

/AT DHACLIE, ZOa<w FTHEESNZAVTHRANCTRETILERHY £7,
c ACLINICERTESNTWNABIL—ILOHND, FOA 2 EZ—T A AD128L—/)LOHIRZHE X
TWARWES, K16 D ACL 27 L —FIZ#ATX £7°,

BrDA 22— 4 A~D ACLDEF

COWETIE., VAT AIEREINTWAHELDA LA —T x4 X2 1 DFEHITEHD ACL %
HWHT 270D E FIEICOWTHBAL 9,

| &

BEE ZOHTIE VATALEDA U F—T A AIZACL U A NE#EHT 57200 OMEE >
MZOWTHBILET, BMONRNTA—F AT v a & ET D~y ROGEHIZOWNT
L. [Command Line Interface Reference] @ [Ethernet Interface Configuration Mode Commands|
DEZZHLTITEEIN,

L/\i‘é—o

FIE

ATV REGNE-T, RESNTET 7R b=V A MEEALET, A% —7xA A~D ACL D
W (9 =—)

ATFYT2 AF SIS T, ACLBA v Z—T =4 AZHUNERIN TR L 2R LET, (X —7=A
A E ACL % E DR (10 =*—2)

T7OEXarvka—)L YR+ .
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AT w73 ExecE— RO saveconfiguration 2~ REFEHA LT, EEZ 77 v aXAEY | ATV T ANA A, £

72l Yy b U =27 OGFICRAF LET, sEMIZOWTIE,  TRIEDHS LIRF] OEAZHLTIZSNY,

A3 — 14 RXALDACLZRTEDFER

FIE

ZOHETIE, ACL &RE Z MR 2 TIEIZ O W THA L £,

Exec E— KT, kOa~vr REAHLET,

[locallhost name# show configuration context context name
context_name X, ACL N SN A v F—T =24 A FLar7TF A NOAFITT,

Zoa<wy ROWNIZIE, ar7F A MEEKROBRENERINET, A V¥ —T =2 AREICETHa~
VROHNEWRLET, Zoavr NiE, ZOFEEAFEHA L CEAINZ ACL 2FE R LET,

configure
context context name
ip access-list acl name
deny host ip address
deny ip any host ip address
exit
ip access-group access group name
service-redundancy-protocol
exit
interface interface name
ip address ip address/mask

exit
subscriber default
exit
aaa group default
exit
gtpp group default
end

OAVTHFRXMADACLDERA

ACLZa 7% A MIEMATHI2E, ROFTEHEHALET,

configure
context acl ctxt name [ -noconfirm ]
{ ip | ipv6é } access-group acl list name [ in | out ] [ preference ]
end

Pa
e LT XA ML, ACLEZHMATAA L Z—T oA 2% &t ACL 2T XA FNDARFIT
—gqo
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AVTERMADTRTD T T 199 ~D ACLDEFR .

¢« AT HANLAYLD ACL VL, BIENRTyy MR INET, Ziud, 7o ——F k%
PR U CTHEREE SN EAICL, #E Yy MoEfAsNET,

iNn¥—U—K&out¥—U— RNIFEIELINTEY, BREAEBEOT-DIZOAFELET,
a7 F AN ACL I, ROBEITESNET,
I —ANDIIG N b
K L7 =KL, BEREEINLIEEN N7y b, ZOHE, a0 TFA b
ACL MOl S, il L7238 0B v NGRS SN ET,

HAEHIZ, ACLL—/L 2587 RL AL LTL—F RNy 77 KL AL LTEBINEND
&, AUTHRARMACL bEMHSNET, ZHUE, StarOS XA —FRASETD/NT v b
ETHAV=T AT Ny 7Ty TR 5720 T, ACLV— V&G b
WZHEHT 212, 207 F A MACLORDOVIZA 2 —T = A A ACLZEHT 54
FRH Y ET,

c@WHTAACLIZ, Z0a~ RTHREESNTZAVTHRANTRETALERH Y £4°,

cACLINTREIILTWAIL—ILDEN, DA X —T x4 AD256/L—/LDl[R %R 2
TWRWES, K16 D ACL & 7 V—FICEH X 7,

AVTFRAMADIRTDEZ T 4 v ~D ACL DiEFA

CDHETIE, VAT A EOREEDa L THFAMTREEINTZaTF A MI12LL EDACL
AT D FIECHOWCHALET, @HIND ACL (KU — ACLERMEEND) 121X, =
VTFXARNIEOTEBIIRDTRTO NI 7 4 v 7 TSNV —NANEENTWET,

|

BE ZOHTIE, arTFRAMOTRTONTI 7 4 v ZITACL U A M @S 5720 D/
ALYy MZOWTHBILET, BMORTA—Z AT v a v aRET D2~ ROFEHIC
DWW TIL, [Command Line Interface Reference] @ [Context Configuration Mode Commands] @
HEZBL T EEN,

YT AT TANZT 7 A3y ba—L ) X OBREZEILT S LI AT L E2RETDHIC
X, ROFINEEFEITLET,

FIE

ATy T1 OFHE-T, RESNZACLZHEALET, 20T F A ~D ACL D ffl (10 —)

ATV T2 OFFITHES T, ACLINA VX —T = A AZWUNCHEHA SN TS Z L 2HERELET, 20T FAMTO
ACL B EDHER (12 X—)

AT 7F3 ExecE— KD saveconfiguration =~ > REHEMA LT, REEXZ 77 v v aAEY | ABAEI T AL A, F
7IEFR Yy b U7 OFFHRIE L ET, SOV TIE,  TREDHKR LT OFEASZRL T EEN,

FU/EZRaAvkA—L YR b .-
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-1 /T#‘Z I‘-CO) ACI. Eo)ﬁﬁmu
ACL O EZHERT HI2iX

FIE

Exec E— RTCTRD a2~ K& AF LT, ACL U A h23iE WHINhTWbZ

[locallhost name# show configuration context context name

context_name (%, ACL M@EA SNz 7 F X FOAHITT,

F7oERavra—Lyz |

LR LET,

Zoawy RO, ar7F A MNEEKOBRENERINET, A ¥ —T oA AREICETHa~
VROBNEHRLET, Zoavr ML, ZOFIEEZMFEHA L CEA I ACL 2R LET,

configure
context context name
ip access-list acl name
deny host ip address
deny ip any host ip address
exit
ip access-group access group name
service-redundancy-protocol
exit
interface interface name
ip address ip address/mask
exit
subscriber default
exit
aaa group default
exit
gtpp group default
end

RADIUS R—R DY TR S A4 /\IZH 1+ % ACL DEFH

IPACLIZ, a7 7 A NLNOBHEZN L TH T 27 T4 NICEAESNET, T 727 T4
Tu 7y AME, VAT AR = NVTRETDHI LS, RADIUSH —/"— EIZ Y E— T

RETHZLEHTEET,

ACL % RADIUS X—ZXDY T A7 F A NI HI121E, 7432 IDEMEEZFERHLET,
ZORMOFEMIZ OV TIX,  TAAA Interface Administration and Reference] # &ML TL 2 &

VY,

COHETIE., e T ANANT AT A ETa—HVIREESNTWAEL DY T 27 T4 Z

ACL #7272 OFH & FIEIZ OV CTRHIAL £,
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BE ZOHTIE, arTHFAMOTRTOLNTI 7 4 v ZIZACL Y A MBS 5720 D&MD
MEEYy MZOWTHHLET, BMORTA—=F X T g v EFRET D~ ROFEMIC
2V TCIE, [Command Line Interface Reference] @ ['Subscriber Configuration Mode Commands)
DEZSBL TSN,

YT AT TGANIT 72 Aay ba—L U A NOBREEZIRIET LIV AT L E2RET DI
T, WOFNEEFEITLET,

FIE

AT Tl BEFNHE- T, BEINET V7R fa—L U 2 2BEHLET, Hrx OV T 27 54 3~0D ACL
D3 A u3&~9)

ATFYT2 2791 ->T, ACLBA Vv Z—T = ACEUNCEHA SN TWAZ 2B LET, Haro T 27
T A R~D ACL REDOWHZR (13 —)

AT 73 ExecE— FDsaveconfiguration =~ > REEHL T, EEZ 7T v a2 AEY  IBAEY T M A F
72iERy N =7 OEFCRFLE T, FHlC OV T, [REOHE LIRF] OEZSRLTIEIN,

BRDY TR Z 4 /13~D ACL DiE A

ACL 2l %x DY T 27 F A NZEMT 51213, ROBEZFEN L £,

configure
context acl ctxt name [ -noconfirm ]
subscriber name subs name
{ ip | ipv6 } access-group acl list name [ in | out ]
end

E
c AT XA ML, ACLZHEM T 24 7 —7 A A%ET ACL 2T % A FOAHIT
EE

cinF—U—FhoutF—TU— FbIBELRDLST=5E, ACLIZA VXTI RET T vy
VROTRTONTry MZEASINET,

c@WHTAACLIZ, Z0a~ RTHREESNTZA VTR A NTRETALERH Y £4,

cACLINTREIILTWDIL—ILDEN, DA X —T x4 AD 128 L—/LDiil[R %8 2
TWARWES, K8 ODACL 2/ L —FICEATxET,

BAaDYH TR 54 I5~D ACL ZFEDFER
WOFNEIL, ACL OBREEMET H-DIHEHINET,

FU/EZRaAvkA—L YR b .-_
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FIE

Exec T— R THRDa< RE AN LT, ACLV R "AEYNZEHA I TWAZ 2R LET,

[locallhost name# show configuration context context name
context_name lX, ACL 2N SNV 7 A7 T A4 Nsubsl % FTe a7 F A NDOARITT,

ZOavwy FOMATIE, a7 FAMRRORENERRINET, A V=T = AREICHTLHa~
Y RFOMNZHR LET, Z0oavwr NI, ZOFEZFEHN L TEH SN ACL ZRRLET,

configure
context context name
ip access-list acl name
deny host ip address
deny ip any host ip address
exit
ip access-group access group name
service-redundancy-protocol
exit
interface interface
ip address ip address/mask
exit
subscriber default
exit
subscriber name subscriber name
ip access-group access group name in
ip access-group access group name out

exit
aaa group default
exit
gtpp group default
exit

content-filtering server-group cfsg name
response-timeout response timeout
connection retry-timeout retry timeout
end

default L LN S5H T XY 5 A4 /83~D ACL D& A
ZOIETIE, default 8V D LRIV T AT T A NZACLZ#H T2 FIEICHOWCGRIAL £,

| o

BEE ZOHTE ary7XFAMNOTRTORINT 7 4 v Z7IZACL Y R &S 272D D&MD
maty MZOWTHHI LET, BMONT A =R EF T a v BRET D~ NOGEMIC
2V TCIE, [Command Line Interface Reference] @ ['Subscriber Configuration Mode Commands)
LT TEEN,

YT RAITTANIT Vv Aary bua—L ) A SOBREEZREET LIV ATLAEZRETDIC
T, WOFNEEZFEITLET,

. TOEXarvkOo—IL YR+
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default £ L\ 5 9 T2 54 3~0 AcLosEf ]

FIE

RTFYT1 BEFES T, BEINET 7R ba— AU X E2EHLET, default W5 P T 27 54 8~
D ACL D (15 =—)

ATV T2 AT 971> T, ACLBA U H—7 = A AZHEUNEA SN TNWD Z L 2R L £, default &9+
T AT T ANTKT D ACL R EDOHER (15 2—)

AT w73 ExecE— RO saveconfiguration 2~ REFEHA LT, EEEZ 77 v aXAEY | ATV T NA A, £
721 3%y N —7 OBFTCRIELET, MOV T, TREDOHER LIR(F) OFEEZSBIRL T &,

default £ WNSH TR T 54 /83~ ACL DiE FH
default W H VT 27 F A4 NI ACL #HT AI121E,. RORBRTEEXHEHLFE T,

configure
context acl ctxt name [ -noconfirm ]
subscriber name subs name
{ ip | ipv6é } access-group acl list name [ in | out ]
end

1
« AT HRMIT, ACLZHEMT 54 ¥ —7 =4 2% EFT ACL 27 F A FDAHIT
ﬁ‘o

cinF—U—RboutF—U— RNbLIEELRPSTEHE. ACLIZA AT RET T FRY
YROFTANTONT y MOEH S E T,

cWATAHACLIE, ZOa~ FTHESNZIVTHFANTRETHILERH Y 7,

s ACLINTEREZINTWDHIAL— VOB, TDA X —T x4 AD 256 L—/LOHIIRE %
TWARWEA, K16 D ACL 27 V—FIZEMAT& £7,

default & LN 55 TR 54 /8349 % ACL ERTE DFEER
WOFIEIL, ACL ORE L MBS 572 DIC A S E T,

FIE

Exec E— R TCHKRD I~ FEZAS LT, ACLU R F2EUNZTEA SN TWVWAZ & 2R LE T,

[locallhost name# show configuration context context name
context_name /%, ACL 23 H S/ default & WO T R7 TA NEEeayTF A OARTTT,

ZOavwy FOHMNIZE., ar T %A MREKRORENERENET, AV F—T oA ARECHETHa~
Y RO DZEHRLET, Zoa<vr Rit, ZOFIEEZFEHAL CGEH S ACL #FRLET,

T7OEXarvka—)L YR+ .
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configure
context context name

ip access-list acl name
deny host ip address
deny ip any host ip address
exit

ip access-group access group name

service-redundancy-protocol

exit

interface interface
ip address ip address/mask
exit

subscriber name default
ip access-group access group name in
ip access-group access group name out
exit

aaa group default

exit

gtpp group default

exit

content-filtering server-group cfsg name
response-timeout response timeout
connection retry-timeout retry timeout

end

S—EREBEDTI7AHIL DY TR 54 /5~D ACLODE A

ZOHETEH, EFEIFERVAT LAY —ELRIZE ST T4 0077y A 0E LTER
SNDYTT AT TANR~D ACL OEHIZHOW T L, FIEEZRLET,

| &

BE ZOHTIEH, ayTFRAMAOTRITOFT 7 4 v ZIZACL U A &GS 5720 D/
Mty MZOWTHHLET, BMNONTA—F AT a ERET D~ ROFERIC
ST,  [Command Line Interface Reference] ¢ [Subscriber Configuration Mode Commands|
DEEZZRLTIIEIN,

YT RTFGANIZT 7 E2Aay bu—/L ) XA NOEEEZRMET I LIV AT LAEZRET DI
X, ROFNEEFZEITLET,

FIE

ATy T default EWVWIHI VT AT T A 8~D ACL D (14 =) OREBFNHE- T, RESNE=T 78 AT
fe—n U2 2@EALET,

ATFYT2 = RBEDT T4V DOV T AT T A 3~D ACL REDOHR (17 2—) OFINEICHE-> T, ACL 2
A H =T 2 RAZELLEHEINTWALZ L 2R LET,

AT w73 ExecE— RO saveconfiguration 2~ REFEHA LT, EEZ 77 v aXAEY | ATV TS A, £
IRy N7 OB LET, Bl oW T, [BREOHGELRF) OEZSBLTIESN,

. TOEXarvkOo—IL YR+
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H—EREEDT T4 kOF TR 54 5~0 acLnER [

HS—ERBEDT IAHILEDY TR 54 3~D ACLDE
ACL YV —EREEDT 7 AN YT R T F A NZHAT 2I120E. WOBREEHHALET,

configure
context acl ctxt name [ -noconfirm ]

{ pdsn-service | fa-service | ha-service } service name
default subscriber svc default subs name
exit

subscriber name svc default subs name
{ ip | ipv6 } access-group acl list name [ in | out ]
end

Pae

¢« VT XA ML, ACLZEHATAA v 2 —T7 24 A% Gt ACL 2T F A NDLHIT
ﬁqo

ein¥— E%*F%OMﬁ*E%*F%? ELRMNoT=5E. ACLIZA VRV RET T hXy
VROTRTONNry MZEASINET,

cJEMTDACLIE, ZOa~vy FTHRESNIZAYTF A NTRETDLENRDH D 77,

s ACLINTREREZIILTWDIL— VDN, DA X —T x4 AD 128 L— )L DillfR % 8 2.
TWRWEA, K8 2D ACL # 7V — A Tc& £9,

H—EREBEDT IAHIL DY TR 54 53~D ACL FHTEDHER
ACL OREZ MR L E T,

FIE

Exec T— R TIROa~2 &AL T, ACLU A M3 EIZEA I TWAZ & 2R LET,

[locallhost name# show configuration context context name

context name i%, ACL XA SN2 T 74NV ROV T A7 G4 N\ L LI —EAREGENLTWDH T
¥ A FOAHITT,

Zoawy FOWHIZE, 2 TFA MEBEROBRENFEREINET, /1 VX —T x4 ARTILETHa~
VROHNEWRLET, Zoavr NiE, ZOFEEAEHA L CEAINZ ACL 2FERLET,

configure
context context name
ip access-list acl name
deny host ip address
deny ip any host ip address
exit
ip access-group access group name
interface interface
ip address ip address/mask
exit
subscriber default
exit

T7OEXarvka—)L YR+ .
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subscriber name subscriber name
ip access-group access _group name in
ip access-group access _group name out
exit
pdsn-service service name
default subscriber subscriber name
end

BHEOY TR A4 N\~DE— ACL DiEF

RIOETHMHALZZLHIZ, IPACLIE, 7u 77 A NVNOBMNZN LT T A7 T A N2 A
SMET, VTR ITANRT e T AL, VAT A EICa—h LV TRETHZ EH. RADIUS
P—R— IV E—FTCRETDHZE L TEET,

VAT B, FFEDRMENMEL DY T AT TANROT e T 7 A NZEEN T RWEAICT
T4 MEE LTHRET 28 7 R 7 T4 SHEREOBRENHESINTWVWET, ROEKT, b
DOHEREIZOW T L £,

R2: [TIHNLM HYTRISANBRERET H-DICERETN DHEE

BeRe Bl
default L WO HRTOYT A7 T4 | AT LFHA LT IR MRICdault L\ D YT 27 T A AR L
8 default & V5 YT R7 TANDT BT 7 AT, DAL T FA ]

SNV TR SARNOBMEORET 7 L— F M > TV E-

RADIUS R—ZDH T A7 FA4 X707 7 A MTEHEEN TR
A NEMEE, default E VD VT R T T A NTEFE STV D RO
THRESNET,

Fodefault bt WO TR T A RO Ta T A I)VEER L Ta—h)l
SNTWEY TR TANRNOREERERMLT D EITTEERA,

default subscriber Zpavwy REfHTAEE, BEOV—EEANEEDO a7 7 A )L
[default)] 7 27 74 \EREBIGFTEET,

WU E SN TV AL, LoRICRHREHEEIN TV AHEELEH LT ACL 2 LA FiZmE A+
HIENRTEET,

edefault L WH VT AT T A4 ROTa T 7y A MIACL AT HZ & T, BFEDa T
A PMNTIRESNTZTRTOT T AT T A3,

TR TANRNDT T 7AW ACL A L7-%. default subscriber =< > K%t
LCEDVT AT TANRE [FT75V 8 OTuT77A0E L THERTLZLIOICHRETS
ZETIRESNTZTRTOYT AT T A3,

BHEOHITRISA45~D APN #4v L1- ACL D&E R
APN Z/r L CTHEE DY T 27 54 N ACL T 51213, ROREEMEH L £,

II TOEXarvkOo—IL YR+
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BHOH TR 54 "~DAPN £ L= AcL 0 [

configure
context dest context name [-noconfirm]
apn apn name
{ ip | ipv6 } access-group acl list name [ in | out ]
end

*
@A T A ACLIZ. APN O a s T3 2 FRNICHAMERH Y £ (APN BB E I
TW5aryTFxFANEIIRRDIGAERHY ET) .

einF—TU—FhoutF—"T— RbIEELARDSTZHE, ACLIZA VRN RET T R Ry
VROTRTONNry MZEASINET,

s ZDAT Y FIE, 1 DD ACL OHZYR—FLET, 72720, ACLIZITAK 256 D/LV—
NERETEET,
«HAPNIZH LT 4ODT 7 v A7 N—7%EMATE £, KITHlZRLET,
ip access-group acl_list name 1in
ip access-group acl_list_name_2 out
ipv6 access-group acl_list_ name 3in

ipv6 access-group acl_list_name 4 out

BHEDOY TR 54 5~0 APN Z 4 L 1= ACL & B
IPACLR 77 7 A LVHNOBMEEZERA L CH TR T4 NCHEBAENIHE, VT A7 T4
N7 77 AL, VAT A ECa—h LV TRETHI L, RADIUS H— N— LI E— |k
THETHIEHTEXET,
REREM A EMET D7D l\ﬁb@’MI%@EN%7X7?4N®MN%V7V—FKE
HT2ZENTEET, RESNTWAES, APNT U L— I Lo TRESNZY T R
FA Ny BT, %éﬁi%thWLﬁ@%éhi¢

ZOWETIX, APN T 7L — MI ACL ZEMAT 2 HFEICOWTHAL £,

BE ZOHTIEH, ayTFRAMAOTRITOFTI 7 4 v ZIZACL U A MG 5720 D/
WAy MZOWTHHALET, BIMONRT A= AT a U ERET DA~y ROFEMIC
2V TCiE, [Command Line Interface Reference] @ ['Subscriber Configuration Mode Commands)
DEEZZRLTIIEIN,

VTR FGANIZT 7 E2Aay bu—L ) XA NOEREEZRMET I IV AT LAEZRET DI
X, ROFNEEFEITLET,

T7OEXarvka—)L YR+ .
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FIE

ATV T BEOYT R T4 3~D APN #4- L7- ACL DN (18 2—) OREFNIE- T, REENT-T 7V
tRa v re— L) A MEEHALET,

ATw T2 APN ~D ACL HEDFER 202—) ORAT v A>T, ACLBA v F—7 = A ZZWINIEA &
NTWDHZ L E2RELET,

AT w73 ExecE— RO saveconfiguration 2~ REFEHA LT, EEEZ 77 v aXAEY | ATV T NA A, £
73Ry b U7 OFFHARAE L E T, FEICOWTIE,  [RREDHL LT OEEB LTI EEN,

APN ~ ACL R EDFER
ACL OB T H MR T DI

FIE

Exec T— R THRDa< FE AN LT, ACLV X "AEUNZEA I TWAZ 2R LET,

show configuration context context name

context name lX., ACL N SN/7=T 74V OV T A7 T4 &> APNapnl 2 G827 F A FD
AHTTT,

Zoavwy FOHMNIZE., ar T XA MRKRORENERENETT, AV F—T oA AREICHETHa~
VROMNEMHRLET, Zoavr NE, ZOFIEEZMEHALCEA I ACL 2R LET,

configure
context context name
ip access-list acl name
deny host ip address
deny ip any host ip address
exit
ip access-group access group name
interface interface
ip address ip address/mask
exit
subscriber default
exit
apn apn_name
ip access-group access group name in
ip access-group access group name out
end
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



