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NETCONF & & U ConfD

Z OFTIX, NETCONF ¥ X O ConfD manager & ’EE41 % StarOS 7' & A2 DWW T L &
s@«
ZZTHHTONEIL, RO LB TT,

MWEE (1 ~—2)
s ConfD DFHE (3 —)
« REDHER (6 ~—)
* Show Support Details (SSD) (10 ~—7)
*CDB DA TFH A (10 X—)
e FAR—FIN TS StarOSECS X Ea~ > K (12 %—2)
«ConfD D7 v 77 L— R¥R—K (13X—=2)

StarOS 1%, Cisco Network Service Orchestrator (NSO) & & HICRERL L ONER T — & 2t 4
572D YANG T —XET Ve R— 35/ —A > KNETCONF A > ¥ —7 = A A%
L LET, £/, NSOFHa Y Y — /L EEBET 57290 ConfD =0 ¥ b fAA EIL TN
7,

NETCONF (Network Configuration Protocol) (%, IETF (RFC 6241) |2 & » TBA%I X UHEHELL
SNy NU—7FHTm haL Ty, Xy NI—I T, AOFREEA VA M—/b,
B, BIBRT 272D A=A L%t LES, ZOEFIX, BV E—FFni—Ty a—
v (RPC) VA YD ELCTEHIESNET, NETCONF 7’2 h 2)ujd, RET—X &7 b=
WA=V XML RX—ADT =2 bE A LET, Yrhartye—TVF B%a
TRRNTUVAR—= Ta hav b eBsnE T,

ConfD i, TNA ZAEEHT L1200 DA L F—T = A ZA&fRM+ 5, F T REH
T —AU—7TT, ConfD7L—LU—7 L, T—HETANLTXRTOFEHS X —7 =
A AEHBMIZL XY 7 LET, ConfD (58472 NETCONF 1hikZ2 324 L, XML Tx v
a—RasnearrF oYM L TSSH TFEITLET,

ConfD T, AMBAIEL N L CRAVAR I SNTT 7 B ADHEF AT 5 LI ICRESNTOE
9, ConfD Manager X, L\ 2 —W—ZBF/RAIT 5 & X2, ConfD DEENTH72DDA X
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NETCONF 35 & U ConfD |

YRET7ur Y CLEY 2 —/VERM L 9, ConfD i, &mmmﬁ%ﬁbfmiéﬂk77fx
DHEFATDHEIICHESNTOET, BRERFIZ, 2 —F —ZIFHER L~V (0~15) 235
ZHNET, ZOMHRLLIE, YANGET /L TE éﬂfwéi5ﬂ\&mB§mWMMn
admin, operator, 35 J OVinspector |2~ v B> 7 & EF, StarOS 1%, 45 ConfD #ZFEE K D CLI
FOREA XY FRAT —H A A =T TICRERLET,

P 27 RAICIEL, ConfD %, ConfD BRI — =0 MZ ko CTIREEN S —HD APl &
LT &7 StarOS 7' e A LiE(E LET, ConfD k7T — & <X—2 (CDB) %, #
TV NeRAFT AT ConfD I X > THEH S E T, StarOS X, ConfD #£HED API %
FERLTCT—Z_X—=2(ZT7 7 A LET, ConfDIENT —F X—R T —Z BN Ah&hs &,
StarOS (X CLI 7 7 B AZ K A BRI R EDOE LT # 5 e Z7Fraf LET, #ifE LT, CDB
~OHBEEHIII TN EE A, CDBIZNETCONF A V¥ —7 = A ARHTT v 75— b &%
f& LE9, CDB & StarOS DAk T — & N— R & [Alf S U7 IREBICRDIZIX, CLIT 7B X (4F
#5735 NETCONF) ~D4T X TOEEZYANGET L THR— FENDIREA TV =27 MMIF
BCHEATOILNENRH Y FT,

YANG (%, NETCONF % v hU—2Z#pk~7a h aimiyos — &%?)Vﬁéﬁfﬁo:h
X, RET—HEFy NI =V BEOWRET — X Ol 2T T MbT 57O TEET,
YANGIZ, v T —ZBEHRIZX > TERSIND A X MEMOERZ ERT H7-DITHHT
HZEbTEET, £/2. T—FET/LIL. NETCONF 71 k=)L (RFC6020) %/ LTH v
Y= BEETHOHT ZENTEDLVE— MR —V vy a— LOFALEERTHILNT
EET, YANG 7 7 A /Lid StarOS D—FR & LT v A v &, BEfFED StarOS THAR— k&
NTWABCLL 2~y ROV 7y hEMHAAHLET,

ZDVY U —=ATiE, YANG EFT/LIENSO 4 L TR -—# D ECS #fk o~ > K& PR —
FLTWET, ZEMIZOVTIE, NSO 2—HF—<=a 7 AB LN HFR— K X TW5 StarOS
ECSETa~vr RN (125—) 2BBLTLIEE N,
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cond 0z [

1:NETCONF > X T LT7RA—

NETCONF enabled
Management
Console

NETCONF API

VRF 1
StarQS Active MIO/CF StarO5 Standby MIO/CF
ConfD Authentication CLI

Standby
confdmgr
- 411382

ConfD D% E

StarOS ¢ NETCONF 7’11 b 2L & F&h2 9 5121E., server confd ZH %02 LT, Netconf 7' 12
ra VKT — RZBRAT A MNENH Y £9, NETCONF 7’1 bk o LU#ERE— KTk, 47
arota~vy R R—FERTHET,

SSH XF—DZEH

NETCONF-ConfD D% FR— hTlE, 2—H/L 3T FF A KT V2-RSA SSH F—MNHE I TV
HVENRHY FT,

SSH ¥ —2MEH CT& 726, StarOS 1 I=T7 — A ve—U %2R L ET,
Failure: The ConfD (NETCONF) server requires an RSA key on the local context
Showsshkey 2~ > R&EFEITL T, Y AT AL LD SSH F—NEFETDHZ L 2R TE £,

SSHEF —MRHEHTERWEAIE., Z0hA o EAT BRI OFED ISSHA T Y 3 »DF
E] ODEEZSRL TSN,

=]
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B nerconr o R ouEmE— -

NETCONF 7’00 kO JLEBRLE—F
NETCONF 7'& |k a/uid, 37 % A MERE— FO erver conf 2~ > FE L THZNC L%
T, ZOATURE, B—HLarTHF A MOHRITHIRE N ET,
[locall host name# configure
[locall host name(config)# context local
[locall host name(config-ctx)# server confd

[local]lhost name (config-confd)# ?
autosave-config - Automatically saves current configuration to the URL specified

whenever a change is applied through ConfD interfaces

confd-user - Configures the default login user with full administrator rights

for the ConfD server.

end - Exits configuration mode and returns to Exec Mode
exit - Exits current configuration mode, returning to previous mode
no - Enables/Disables the followed option

autosave-config % — 7 — Ri5 L Uf confd-user ¥ — 7 — NI4T 3 T,

NETCONF 71 ks a2 Mic+5iciE, /e—L a7 40F¥al—2 32 F—FDno
server confd =~ > R&EEITLET,

FEMEIZ DUV T, FCommand Line Interface Reference] @ NETCONF Protocol Configuration
Mode Commands] DFEZZH L T 230,

autosave-config

ZONETCONF 7’1 h 2 Uik E— R 2> Fif, CLIR—Z2DEF/LDOConfDA v X —7 =
A AZNLT, BENNSOIZL > THAIND =N, HAED ConfD iR E %457 4172 URL
WCHEBMICREFELE T, T 74/ TR, 2o~y RITEMCAR > TWET,

a<y R ¥ v 7 A%, autosave-config <url>. [ file: [{/flash | /usbl|/hd-raid | /sftp} [
/<directory>] /<filename> T,

confd-user

Z ®ONETCONF 711 h 2L ORERKE— RO 2~ FiE. NETCONF %/ L T3 -_To CLI #/E
Da—WF—ZZREMTE T, 2—PI3. BRAErRER o 7 A M TR ENE T, 22—
P—£1L, CLInX > 7 HMTORMERA SN ET,

o< Ry ¥ w7 2%, confd-user <username> T4, Z Z T <username> (%, | ~ 144 ¢
DIHF DL FHN T,

| &

EE NETCONFt v arF/-IZRESTul v a i, MEEARE/ R v 7 A IR TH X e X T
THVENRHY F7,
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By —74vrems |

COBDY—T 1 T LR

server confd Z AN L7-#. StarOS T ConfD |2 & » TEH EN TV AR T — & ~N— %

(CDB) ®r—HNab—% i L TCDB %Ky — RTHMLERHLGERH Y £,
V=T 4 VT OFMETIL, CLIN—ZADT X THOYANGET L THR—FEINTWEIRET~
v R&&Te StarOS 77 v 7 4 —A T ConfD (2 L » Tl &5 CDB 3MERE S E T,

| o

BE ¢ StartOSCLI Z /1 L CEBXM R A7 V=7 M2 FEITER LG, WRICHAT A FIELZ
MR LT, EITRRERE L NSO & HRHT A LERH Y £,

FIE

AT 71 ExecE— R saveconfiguration <url> confd % %17 L C, ConfD TH AR — h I} TV 5 StarOS X ET — ¥
% /flash T34 A LD 7 7 A WVITHRTFEL 7,

AT 72 ExecE— KD showconfigurationerror 317 LC, REFESNIHELZRIEL £, HELZEMAT LR1ICT
T—EEIELET, £ LARWVE, ConfD 2k » TRRESKMEG S ET,

AT w73 ExecE— K configureconfd <url> %3247 L C, ConfD iXE4#H L EJ, ConfD i ENHEHAIND &,
T34 AX NSO FHLHY — & A~ NETCONF #fi &2 L C&X 5 L 91272 b £,

ATy T4 TN ZA%ENSO LRFALES, A7 o 2A0FEMIIONTIE, NSO Da—HF—<==2T VEBBL T
<TEEVY,

)

=X TE 15
WD a< Ry—4 A%, NETCONF 7’2 k2 /L&Y R— 925 COnfDREZMSL L E9,
server confd Z BT BI12iL. # A 7 v2-RSA SSH F— 203 LT,

configure
context local
ssh key
<encrypted key text>
len 938 type v2-rsa
server confd
confd-user NETCONF
autosave-config /flash/config.cfg
fexit
subscriber default
exit
aaa group default
fexit
gtpp group default
fexit
fexit
end

1+
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econfd : —H— L BHREEFHRTEIITE TT, server confd ZHET 5 &, NETCONF #
R—FBEZNZ/20 £,

=JL == =

R TEDHEE
NETCONF-ConfD B EIZEIT AR A TR T HI121%, 22D Exec E— KD show 2~ KR H
nE9,

show confdmgr 3 < > F
ZPa~ 2 RiX, StarOS ConfD Manager (confdmgr) 7' vt RIZBTLFHMAERRLET,
Zoaxy ROMIIE, ROLBYH TT,
show confdmgr { confd { cdb | netconf | state } | subscriptions }
1
show confdmgr O H ABFNZHSWTIX, L FE2ZR LT Z &0,
cconfd ¥F—V— RZHEETDH L, ROA T a U PRERSNET,
« cdb I% ConfD CDB & &< L £,
« netconf | NETCONF A7 — ME#HZ #R L E T,
. state [ZHAED ConfD AT — MEHE R R L ET,
cHITRYNYTa3od—U—FEEET DL L, ConfDCDBY T AT U 7L a UEHRBER
SET,
[local]<host name># show confdmgr

State Information

State Started
Subscriptions 2

Last successful id 1461-704882-705350
Last failed id None

Autosave url Not configured
Username Not configured
Statistics

Triggers 1
Notifications 2
Successful notifications 2

Failed notifications 0
Unexpected 0

[local]<host_name>#

ZOMAOFEHEZITIE, ROEHRPZENLTHET,
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NETCONF & & U ConfD [l

* [Triggers] : confdmgr 7% ConfD |{Z CDB DA% % > 7 LT confdmgr [Z5RE L, & D5,
SCT IZ X DRREDFEIAB TONIZ B GAREX X7) |

* [Notifications] : ConfD 7% confdmgr |Z % 1 & 1255 L 7= [R1%4,
* [Successful Notifications] : ConfD 7> & 52{5 L 72 BT AN IEH 1T AL S 7= A3,

* [Failed Notifications] : ConfD 75525 L7 TS IEFIZALBL S e o T2 [ml¥, plkPh L7z
B & RE U2 [E, WM OAHE LR L THhHLERH Y 9,

* [Unexpected] : THI LRV RIS FEA L7z B, &7 — Rk LT T —m FBER S
i‘j‘o

show confdmgr confd chd O H IBNZ OV TiX, AR EZSR LTI E S0,

[local]l<host name># show confdmgr confd cdb
active-charging service acs
exit

context local

server confd

autosave-config /tmp/ut confdmgr config.txt

confd-user confd user

exit

exit
nacm read-default permit
nacm groups group admin

!
nacm groups group inspector

!
nacm groups group operator

!
nacm groups group secure admin
!
nacm rule-list secure_admin

!

group [ secure admin ]

rule any-access

action permit

!

rule secure admin server confd

module-name
path

cisco-staros-cli-config
/context/server/confd

access-operations create, read,update

action
|

I
Y

permit

nacm rule-list inspector

group
rule any-access

[ inspector ]

access-operations read

action
|
|

permit

[local]l<host name>#

show confdmgr confd netconf D 7 HFIIZ DWW TIX, LT 2SR L T2 &0y,

[local]l<host name># show confdmgr confd netconf

netconf-state capabilities capability urn:ietf:params:netconf:base:1.0
netconf-state capabilities capability urn:ietf:params:netconf:base:1.1
netconf-state capabilities capability
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urn:ietf:params:netconf:capability:writable-running:1.0
netconf-state capabilities capability urn:ietf:params:netconf:capability:candidate:1.0
|
|
\
netconf-state statistics netconf-start-time 2016-03-30T17:09:49-04:00
netconf-state statistics in-bad-hellos 0
netconf-state statistics in-sessions 0
netconf-state statistics dropped-sessions 0
netconf-state statistics in-rpcs 0
|
|

A\
netconf-state datastores datastore candidate
NAME CREATOR CREATED CONTEXT
/rollback0 admin 2016-04-26T17:08:02-00:00 noaaa
/rollbackl admin 2016-04-26T17:07:57-00:00 noaaa
/rollback2 admin 2016-04-26T17:07:49-00:00 noaaa
/rollback3 admin 2016-04-26T17:07:49-00:00 noaaa
/rollback4 admin 2016-04-26T17:07:47-00:00 noaaa
|

|

A\

/cli-history/admin.hist
/cli-history/root.hist
/global.data

[1oca1]<host_name>#

show confdmgr confd state O H I BIIZONWTIX, BLTFEZSRL T ZS0,

[local]l<host name># show confdmgr confd state

Monday June 24 10:58:49 EDT 2019

confd-state version 7.1

confd-state epoll false

confd-state daemon-status started

confd-state loaded-data-models data-model acs-config

revision 2016-10-31
namespace http://www.cisco.com/usp/nfv/acs-config
prefix acs-config

exported-to-all
confd-state loaded-data-models data-model cisco-staros-bulkstats

revision 2016-12-14
namespace http://www.cisco.com/staros-bulkstats
prefix staros_bulkstats

exported-to-all
confd-state loaded-data-models data-model cisco-staros-cli-config

revision 2016-12-14
namespace http://www.cisco.com/staros-cli-config
prefix staros_cli

exported-to-all
confd-state loaded-data-models data-model cisco-staros-config

revision 2016-12-14
namespace http://www.cisco.com/staros-config
prefix staros_config

exported-to-all
confd-state loaded-data-models data-model cisco-staros-exec

revision 2016-12-14
namespace http://www.cisco.com/staros-exec
prefix staros_exec

exported-to-all

confd-state loaded-data-models data-model cisco-staros-kpi
revision 2017-10-31

namespace http://www.cisco.com/staros-kpi
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show configuration confd 1< > F .

show confdmgr subscriptions O H I BIZOWTIE, LFE2SR LT 7ZE0,

[local]l<host name># show confdmgr subscriptions

Subscriptions:

Path Index Namespace
/active-charging 6 staros
/context 7 staros

[local<host name>#
VTR YT g bid, BENFEAE LT & &I confdmgr (ZHHIT 5L 8 5 Yang T7 /L

TERINTWDLRERA L bOZ T, ZOY Y —RATIE, [active-charging] & [/context]
D2ODYT ATV T rarpnby £7,

show configuration confd 3 < > K

confd &—7— K&, showconfiguration =~> KO 1% 7 4 % U 7 LT, YANGET /v
THR—bERNTWEar 74 FXalb—vay avwy FETE2FRLET,

show configuration confd

T NAENTRD L DT £,
[local]l<host name># show configuration confd
config
context local
server confd
#exit
active-charging service ecs
ruledef rdl
tcp any-match = TRUE
#exit
rulebase default
#exit
fexit
end

[local]l<host name>#

clear confdmgr statistics

ZD=a< R, showconfdmgr =~ > RO D [Statistics] £ v a - HERINT
WHTRTONEZEZZ VT LET, ZHCIERBNEENET,

* Triggers
« 3% (Notifications)
* Successful notifications

* Failed notifications

NETCONF 35 & U ConfD .



NETCONF 35 & U ConfD |

B show Support Details (ssD)

* Unexpected

Show Support Details (SSD)

J-~ T show confdmgr =~ > ROH /328 SSD 1B SV E LT,

COBDA TR

ConfD kT — ¥ _—A (CDB) ®r—H/L =3t —E. StarOS F® ConfD |2k » CTHH X H
ij‘o

F_XTOD ConfD THAHR— F SN TV 5 StarOS Al =~ > K% URLIZHE R L TIRIFTE £,
ZD7=%, confd &F— 17— K73 show configuration =2~ > K & save configuration =~ > KiZiB
MEIE L,

ConfD THAR— bk I TWHEKIE L URL IZPRAF L7, Exec E— F® configure confd <url>
awy REFHLT, ZRZ CDBICEEEHATEXET, Zoa~vr Rix, ulicds 771 v
DN %, ConfD OFATHERICHEH L £,

FEoa<wy RICETAEEMIC OV TIT, LTFE2BR LTSN,

clear confdmgr confd cdb

Z?D Exec B— Ra< 2 N, ConfD BNREAT V=7 M EHARET DO % ConfD %
ET —H~_X—A (CDB) OXE&IHELET, StarOS (X, ConfD 24&ftd 5 API 2 L T
F— A NR—2 T VA LET,

N

GE)  ConfDEB LXUNETCONF 7' u ha LDV R— rZ®BT 572012, a7 %A MERE— R
D nosarver confd 2~ > KR 2 —h/LaTHF A NTETEINTWAEHEE%2%E. CDB %M

KTHZLEFITEERE A,

WIZ. CDB %27 V73 A3dDa~y Ri—r v A0 &R LET,

[locallhost name# config

[locallhost name(config)# context local
[locallhost name(config-ctx)# no server confd
[localhost name(config-ctx)# end

[locallhost name# clear confdmgr confd cdb
About to delete the ConfD configuration database
The running configuration is NOT affected.

Are you sure? [Yes|No]: ¥

[locallhost name#
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configure confd <url> .

CDB ®7 U 73R OE{ETT, D%, CDB ZHRETILERHY £7,

confd % 7E & bulkstats 5 E DM 7 13 FET 5851 . CDB I3 bulkstats 3 ENH A ¥ —< Z{R{FL
4, AZ— 7 v 7L, confd T —H X— 2D bulkstats FREN AL — T v 77 7 A )ViR
ELY bEEINET, A= T v TRECHEIZAENCT HITE, Yry—r & ue—RT
HANZCDB %#7 V7352t B#IoLET,

configure confd <url>

ZD

ExecE— KD <2 RiE, URLIZE > THRESINZREAZ V7 S OWNE % BIED ConfD

RET—HX—2A (CDB) [Z@EALET,
WIZ, a~vy Rr—r A0HZRLET,

[locallhost name# save configuration /flash/confd.config confd
[locallhost name# configure confd /flash/confd.config

Info:
Info:
Info:
Info:
Info:
Info:
Info:

#!$$ StarOS V20.2 Chassis 52767e9f£f9e207bedl2c76£7£8a5352¢c
config
active-charging service acs
rulebase default
#exit
#exit
end

[locallhost name#

)

GE)

configureconfd 34T L CTH, 70— UERE— FIZBITT 5 2 L1dH Y £H A, confd F—
U — FIZ ASR 5000 TIEHAR—F SN THEEA,

save configuration <url> confd

3'\,_

NI

7 — K confd 7% Exec & — K@ saveconfiguration =< > NIZEBMENE L, ZOF—TU—
. YANGET L THR—FEINTNIREI~YY ROALEEL LT, RFESNZEE=

2 RETZ4NEZY) T LUFET,

/4

LI atvADavw L R H v I ABRLET,

[locallhost name# save configuration <uri> confd

E1n==

AX A

AT

ET

o< RO YANG 7 /0% 7% v AL, showfileurl <url> =2~ > R&#H L TFE
TFET, TIT, <url> L, REERTTHEOICHEHIND RALTT, RIFS N2
7 A /L%, configureconfd =~ > R&fiH L CCDBIZEH TE £7,
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HR—bFINTULVS StarOSECS X Ea< > K
ZDY Y —=ATE, CLIN—ZD YANG E7 /L TRD StarOS ECS 2~ > R R— F & T
WET,

* ruledef <ruledef name>
* ip server-ip-address = *
* tcp-ether-port = *
* udp ether-port = *
* tcp either-port-range = *
* udp ether-port range = *
* tcp-any-match = *
* udp any-match = *
* http url = *
* httpcookie = *

* http x-header = *

» group-of-ruledefs <ruledefs_group_name>

* add-ruledef priority = *

* qos-group-of-ruledefs <group_name>

+ add-group-of-ruledef <group_of_ruledef_name>

» charging-action <charging_action_name>
+ flow-idle-timeout <seconds>
* content-id 1
* service-identifier <service_id>

* billing-action egedr

» rulebase <rulebase _name>

* action priority <priority_number> group-of-ruledefs <ruledefs_group_name> charging-action
<charging_action_name>

)

GE) "= *" indicates support for every option following the prior keyword/value.
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Cond 07 v 75 L— k4K—+ |

ConfD D7 v 745 L— KFHR—Fk
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B croo7o7s—rym—r
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