ERAT DHIIC

« StarOS OYIMIEEE (1 ~—)

*StarOS 7/ A v 7 vy b T v 7 U4 F—FROMH (1 3—)

« StarOS CLI Z i L 7= #Iifax & (5 =X—)

« VAT LEHA—YP—DOFE (7 X—)
cUE—FT I EBRADL AT LOHKRE (9 2—2)

*SSHA 7V a vof%E (11 =)

D2FHDOIP T RLVAZMHALEZEHA VX —T oA ADORE (26 %—)
* Open SSH 7> 5 Cisco SSH ~D7T v 77 L— K841 (27 ~<—)

s VM N— F 7 =7 DRk (29 2—3)

Star0S O R E

Star0S 7 1

T_XTOHOVM THOVPC-DIDA A M= NEFIZET LIz, 7277 4 7 7HlikeE (CF)
VM Z i L C StarOS /X7 A —Z Dty NaRETHMENHY £3, D% T, VPC-DI A
VAR AND VM NEREBIENLT-NCT VB AEND, 77T 477 CF LORET 7 A
MIINHLDOREERTFLET, AX A CFBIOTRTOY—E AHHE (SF) VM I,
ZORET7ANET 7T 47 CFPbanrMl0 £797,

CUPS ### L7~ UGP @41, USPVM T & 7 A > LT StarOS D —H D /T XA — X B TE
THVLERBDET, TNOLOREIFHET 7 A VIR GFE I, VMAFRE) S5 0N,
CPF VNFC VM IZEEENE T,

COETI, TIVT 4 TR CFary Y —R— MIERE L, Zfloa—hLarsx X NER
RETNERT D FIMEIZOWTEHA L £,

(e] > >
v vy b7y T o4 —FDER
IA v By NT w7 U4 HF— KL, RO3I DO/ — K THEESATHET,
e AVTHXARLANNDEF 2T A EHEERA N ORE

e 7 MAT R K (O0B) BHHADOA —V Xy b A HZ—T 2 A ADERIE

R

IRy |
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e Telnet, EF¥ =7 =/ (SSH) . F7-iZ File Transfer Protocol (FTP) #/L7-V E— bk
CLLT 7B ADT=DD Y AT hikiE

WORFIL, V4P —FROETe Yy 7 ZBMEREEEFHE EHIIRT 72— TY,
R1:8tar0S VA4 v 9 £y h7yv T 94— FOBRTYIH

' Yes Config Administrator username/password
Quick Setup Basic " - pa
Wizard? Settings Hosltname
a n Enable
Enable Local Oufgggin d Yes Remote
Interface Config IP Address ACCess
Protocols
Mo
Y |
CLl
Prompt Enable Configure
File Xfer File Transfer
Y rotocols, Settings
Review/
Modify
Settings
] Review
Corty
' Script
Apply Config Script
Script? Applied
135021

| e
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star0s A v 2y b7y T 94— romm [

R1:D499 vy b7y T OoqF—FrORPy I RICET 55HA

I5H

2Ry

SALTEEIR

U= R EIIR T LET,

WxE 5 ~—=2) ([Cl#EARET,

Tur 7R Tno b ANTHE, av KT
YA —T A A (CLI) 2 HBIJIZET
NET, CLIZMHHL T AT AP E
179 FIEIZ SV TIE, StarOSCLI 2 L 7=

P— FEHE#HLET,

U U —2 192 LIBEDFEIL,

tech-support D /XA T — K%

R

VAT ADEBA—YP—ZRAT =N | U4 = REEA L CREINTZT 741 b

BLOKRA M %

=u e

AX A

LET,

FH o —Y— D4 FiE admin T1,

a<v R FCsaup EAILT, ¥

tech-support D/X AU — R, cli test-commar
RELE |17 78R T DI SET,

BHO—F—DARL, KT E/NLTFE X
L7z 1~ 32 XFOFERTFTOLTHITY,

LFANTEET,

B —PF—D /AT — RiX, KLFE/N
XA LT 1~ 63 LFEOFHEFOLFH| T
VU —Z21.0LLTlE, AU —K& LTI

63 L F- OIS T-LTFH|TT,

VAT A LT, BT U AT |FHELAN EONT T 40 v 70, 2—W—F

N REHA B =T A AZREL | ZBLCHIHS 7TV T EREAT 4T %

£,

LTk ShEEA,

NULL VS DEF 72 R A M 2R ELET,
A RGIE, KRFE/NCERRIENS 1~

X2 UT 4 LOBEHBNG, EHEERELS -
PeF—F LHIE 7TV TN DA EE LT
Fv hNU—7 ECHERFT D Z L AHERE L 7

IRy |

AV BE =T 24 ADIPT RLA, T xv
v AT, B~ = EERELET,
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IHH

2BRY

SALTEEIR

VAT LT T RBATHIEODY T—
KT ATa hal B AN LET,

¥ a7 =/ (SSH) X, 774/ h TTCP
R— P ESR2E2EHLET ARk Tn

H%E)
SSHVI e V2 BRH¥HR—hrENTWET,

X2l T4 ZEKRRIZCTBIZ(E, SSHVv2D
HEFRALTLREEL,

VAT AEDBTT AN ar—F
HImODT7 7 ANk T 0 haLiEl
Mz LET,

SSHMW BN /2> TWAEAIE. SSHZ 7 A /L
iz~ v k2L (SFTP) Y — —iEREZ A%
sz b TEET,

7 4Lk TlX. Telnet 1% TCP AN — h &5 23
FHEALET ERhce-oTWBES) .

5 7 # /L hTlL., SSH File Transfer Protocol
(FTP) (ZTCPAR— FEZ21 2 LET (A
BT > TWDHEE)

HiD 71 o7 N ORE DRI E %
TWET,

1. ZBETLFa T NOEFEAITLET,
2. NIA—HFERELET,

3. AFvarTd, BINOREEELETHIC
2. AT 1L ERT Y P22 IRLF
To

4, TRTOEEEZET LD,
SILET,

[done] & A

ATNZFESNWT T 4 P — F’;ofﬁ
RENTZAZ VT NORE TR
j‘o

wOBITIE, TERRENTZA 2 U 7 FoY T
DERINTWET, BEITA XY v 7IKTHR
RENET (variable) .

LETFANE AT AIEHALET,

WHEINDE, RIA—FREIT, 7T7vi=
A VIR STV D system.cfg 7 7 A /LIC
BB RIFSNE T,

9499 vy v 7T RO T LD

EXEC E— KD setup 2~ > REFETTHE, ROEHIZ
£,

[locallhost name# setup
1. Do you wish to continue with the Quick Setup Wizard[yes/no]: yes
2. Enable basic configuration[yes/nol: yes
3. Change chassis key value[yes/no]: yes
4. New chassis key value: chassis_key

| e

vy b7 v TRT YT IRFRREIN
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staros cu A L-omsE

. Create new tech-support password[yes/no]: yes

. New tech-support password: new_password

local context administrator username[admin]: context admin_username
. local context administrator password: context_admin_ password

. confirm local context administrator password: context admin password
0. hostname[asr5500]: hostname

H O o J oy U

29— % —|%. Cisco Elastic Services Controller (ESC) N AT ADREBEICHEH I TN
BECOR, 74 v By T v T A7 VT ML CRETEE7, EICESC #6H
THODAR LY ¥ —F—%RETHITIE, ESCTHHDO Y ¥ — v F—%RETIHILERH Y
F9, FEMIZ OV TIX, OpenStack TP ESC il L7z VPC-DI DA >R —T 4 > 7S L
TLTEEW,

Star0S CLI Z{# /A L 1= #HAER &

VIR EIIR D L ) IR S TuhET,
cAUTHFARLNLDEX YT A EHE LR N ORE
¢ VNIC TDOA —HV Xy b f v FZ—T A ADERE

«SSHE N L7V E—RCLI 7T 7B ADT=HD VPC-DI A v AKX v ADHE

ZOHTIE, CLIZBEHA LTINS DH A7 2 FETT 5O DFIEZHPI L £,

FIE

ATYTN NAN—ANAFEZRNLT, TI/TATRCEVM D2 Y —)LR— MNMZa /A4 LET,
ATYvFT2 CLI7unr7 R T, ROXHTATLET,

[locallcf host name configure[locallcf host name(config)
RT9T3 koavry REANLTary7x A MEKE— &G LET,

[locallcf host name(config) context local{locallcf host name(config-ctx)

g—HNLarTFHFARNL, VPCDIA VAR L AOEa L THFARNTYT, a0 TXF XA NEHHTB L.
P—bEZAFEFIFA B —T oA ZAEHANC TN —TbT AN TEET, 1 DO FTF 2 MIEK
DY —EATHRTEX, DA L ¥ —T oA AL RTEXFET,

ATYT4 aVTHFARL_LOEF2 )T ¢ FHEELZ VPC-DI A VA VAR ET HITE, kD a~r REAT)
L/i‘j‘o

administrator user name [ encrypted ] password password
| [ ecs ] [ expiry-date date time ] [ £tp ] [ li-administration ] [ nocli ] [ noecs

1
1

| IRy |
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B seroscuzsmL-mgEE

ATy TH

ATvT6

ATy 17

GE)

MHRRERFIZa L TF AL LD F 2 U 7T A EHELRET DLERH Y 3, WIHIRET 71 AN
FETL, CLIlEyva a7 Lk, B2 7 FAERRESNTOARVWEAIE, CLIT 7 AR
oy EnNET, Zoavr ROFEMIZOW T,  [Command Line Interface Reference] @ TContext
Configuration Mode Commands] DEZZSH L TL 7230,

Tur R TCHROaw REANLT, ar TR A MOBRE—RERTLET,

[local]lcf host name(config-ctx) exit
[local]lcf host name(config)

WhDa< RuEASLT, VPCDIA VAXZ U ANF Yy "T—7 L CRBEINDEIFA N EZRTELET,

[locallcf host name(config) system hostname cf host name

cf_host nameix, VPC-DIA Vv AZ L ANFy v —7 L TRBENDILRITT, KA MIE, KUFEE/N
LFNRENEND 1~ 63 LFOFEBTILTHNTY, 774/ hDOKRA MMIE Tqupe-di] TT,

WIC LRy N —F7 A VB —T 2 ZZERDEIITHELET,

a) WOa<wr FEANLT, 2T %R MERE— REBBLET,

[local]lcf host name(config) context local
[local]lcf host name(config-ctx)

by AV F—T A ADARHIERET DT, ROa~v > REAHLET,
[local]lcf host name(config-ctx) interface interface name
interface nameld, KT E/NLFREBISND 1 ~T9 LFOFEHFT O LTI TREINDA VX —T =
A ADLAHTTT, StarOS A —H R b A v ¥ —T = f ADWRE— FEHAT 2L, kROTrr T
FRFETRESNETS,
[local]lcf host name(config-if-eth)

) MOa<r Re AL T, BIODAT v T TCHRELICA LV E—T A ADIP T RLAZRELET,
{ ip address | ipv6é address } ipaddress subnetmask
G¥)
IA w7 By b7 v T 4P = R TR TREINLET FLAEIY TRy FEEET L7202
DA~y NEFRITT 25813, ?7%»%»-%&% RS v ROREZ BT DMEDH Y £T

ZOFEDAT v 7 1L AT v T 62 EALET, MEROHLLEIEL, AT v 7 Te~Tk&FTLT

A BRELET,

d) ROa~w RFEANLT, /=YXy b A F—T = ADHERE—REKTLET,

[locallcf host name(config-if-eth) exit
[local]lcf host name(config-ctx)

e) MEIULLTAFT 4 v I —FERELT, VPC-DIA VY AX L AET 74V 87— MU = A IZHRE
LET, ROa~vr FeEANTLET,

{ ip | ipv6 } route gw address interface name

| e
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H =T FARNOHRE— FEKTT 50, KOL AN LET,

[locallcf host name(config-ctx) exit
[local]lcf host name(config)

g) A —Vxy hAR—FOWHKET— FEBBLET,
[locallcf host name(config) port ethernet siot/port
VPC-DI D54 | dot 13T ¥ — 3 ND CF £721% SF VM IZxHis LE T, /A 23—31 1% VPC-DI
A AB AP ERZ, £ VMIC—EDOAry NEFZEIVYTET, Aoy MEE1 L 21X
CEVMIZEID Y THn, Aay hEE3~32XSFVMIZE Y Y ToHNET, CFIZAR— 1 DALY
AR—rLET, £SFIE. 1 ~4FD 45D IWIC ZYVAR— kL, T BEEA—V %y bAR—F 10
~14FEFEHALEST, SEFA—FES 102X ETLHLERDHD £,

hy A7y 7T TR LIZA v X —T = A RTAR—F e L U FLET, "M U RIZEY, A=t ZzD
FTRTORENA »F—T7 = A ZAZHEMNTONET, ROa~vr FEAHLET,

[locallcf host name(config-port-slot/port) bind interface interface name local
[locallcf host name(config-port-slot/port) no shutdown

interface namelx, A7 v 7 O CHRE LA VX —T7 = A ADLHEITT,
i) WOavwrRFEANLT, A=y b AU F—T oA ZADERE— REKTLET,

[local]cf host name (config-port-slot/port) exit
[local]lcf host name(config)

GE)
BHEAR— NI, VLAN bR — P LTWET, IOV, [ ¥ —T =2/ AR -] OE
® [VLAN] OEZZHL TS0,

RTLEBI—H—DETE

COHETIE, EXa VT4 EHENR - —T U NERIE XA LT A EX 2 YT o
HERED —ERIC SOV THBI L E T,

[ CLl v 2 3 VHDOHIR

¥ a7 o B IIERS R CLIE v v a COBEZHIRTE 3, ARty v a v
DEEHIRT DL, Y AT LARBEDY Y —2AOHEENPHIMINET, £/, 22— =279 T
WA ST B2 —Y —HHRICT 7 B AT D TRetkE 2B & £ 77,

ZEAEDRHET T b T, BERORR 7 A V38 EH Y 8 A,

\}

GE) 219DV Y —2TiZ, 12O CLIty v a v TOEROF ¥ XTI R— I TWER
}\/o

| IRy |
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|

BE TN TOEETAIT ML, By a b ORRBEBRTTH L AHRLET,

tX 2T BHEIL, FOBEO—YF—T v MUFEREISNHEIAFRUTSSE LT, 32
DRI D FIETREA L Z 77T 47 CLIE Yy 3 LV OBEHIRTX £,

StarOS IR D 3 >D v 7 A U iBGEF AR — L TWET,

* TACACS+ #—/—a—H—

H— == ——

cAAA 2T H A fa—H—
TACACS+ H—"—a—HF =D Kt v ¥ a VEOREDFHMIZOWTIE TEfE] 22 LT
KW, = a—HF—Da—F—L AAA I T F A ha—HF—DFEREy > a VD
BREDFEMIZ OV TIE TConfiguring Context-Level Administrative Users| 22 LT 7230,

BRBAE UL, 3 DORFESF RO ZENENNRR C2—F—HEFEHTE 5720, EHNIIRE
LHWERH Y FT,

CUEvIa>oBE®HOIT 7Yk

X2 VT A FHEL, FED—YV—TH U bOHBIR ST U FERETEET, SEEH
CLI® vy a vMEARERRFMZ2 BN CHIRT D & VAT ARKDY Y —ADEEEIN
BB ENET, 72, 74 RARBEBOEFICRoTWEIRY 4 YT, 2a—F —RNa—
P—T H T NMCT 7R THARMELZC b TEXET, ZOHETHHAINTNDST T
DB RIEL, 7A Fv oy ary A LT hOFELENE a2 2T 7 FOF
HEOW G 2R —F L TWET,

FEAEDRET D M, BHIROR 7 A 2 A4 LT D FOKIRAELELE LEREA,

| B

BE JTRCOFRET DY ML, By v a XA LT U MERET LI EEHRLET,

show tacacs summary =~ > K & show tacacssessionid 2~ > RKOT7 A KAZ A LT 0 B &
Oty a I A LT MDT 4=V REEHT 2L, ERFIIFEDOT Y FOHER
TURNEERETEET,

YL IAVEALT IO kX2 U T AL, £y va U ABINICEIRT S DRI
A=Y=ty aln s Fr TE SRR Z DM THETE £7,

TARLVEALTI b Bxa )7 o EHEIL, By va U BAHBNICUE SNSRI, £y
a N7 A FVIREBZHEFFCE DR ARERZ DB THETE £,

| B

BE o al AT IRETARVAALLT Y NDOT 40—/ RIIHHHTIZIH D T A, Ml
NIEEINTWVAEAIT. Bty a XA A7 U R EICRIICRIET D720, 74 Kb
HALTT MIEIZEY Y a v XA LT FED IR TALERSH Y £,

| e |
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| &Ry sc
yE— 792 2A0Y 27 L0EE [

KEERCLI® » v 3 v & C & 2 e KR & 53 AL CREE T 2 FIEDOFEMIC OV Tk, [CL
Referencell @ dle-sessionsthreshold =~ K & clear tacacssessionsCLI =~ > K, BL W

['Satistics and Counter Reference] ¢ show tacacs summary & show tacacs session id 2 £ L C
<T2Evy,

JE—FrT7 IV ECRARADVRATLDETE
VE— T U EARICY AT AERE LET, BHa—¥—3, Gy FU—2 2L TY
= ROBFAINHA VAL AT VT EATEET,
* Telnet
cE¥a27 =L (SSH)
* File Transfer Protocol (FTP) (kF =7 £7i3dktx=7)

» Trivial File Transfer Protocol (TFTP)

)

(D) 200 telnet v ¥ 3 L ADH Y I ADERENSMMOFEE S B /IS 53T XA
ZHIBR L7 SE1E, HIBRShica 732 hoBEEERBEHICE —h /L3 7 % X MIEH
SELNDLZEEHY FRHA, HIREN-a2 T2 MICLIZn 7 MBI EREFREN
FITN, aryTHFANMNIAFDOaI~Y FIZL o T2 T —PAERINET,

CE) X2 UT42HEKPBICTDITiE. SSHV2 Z2EH L E9,

GE)  FTP B LOtelnet 1TV AR — FENTWERA,

FIE

ATl koavw RE AL Tarsx A MERE— REBBLE T,

[locallcf host name(config) context local
[local]lcf host name(config-ctx)

RTY T2 BEEUT, Telnet 77 ¥ AZFFATH LIV AT AERELET,
[locallcf host name(config-ctx) server telnetd

ATV T3 MEZSEUT, SSHT 7 BERAEZHA[TA LIV AT AERHRELET,

[locallcf host name(config-ctx) ssh generate key [ type v2-rsa ]

| IRy |
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B /= r+7rtxm0 27 L08E

GE)
v2-rsalIHELE X o —H A T,

GE)

v2-dsa ¥ — U — NI 227 F A MERE— RO sshgenerateCLI =2~ > RNIZE SN TWET, LIRTO Y
U—ATHR—FINTWF—T— FPE/HEO VUV —ATIEHRINTWHAEERH D £7, AT A
&, BRTO Y U —A TR SNTZBEFOR 7 ) 7 ERORET 7 A VNOR SN % — U — R& 5| & X fig
MLET, 2720, HILOAZ U T IO 7 AV THERT 72012, avr Ry Zy 7 AR sh
X —U—FREFERIN2 D ELE, BRI/ () ZANLTH, ~VTTHFAMO—HELTRL
F—U— NIFRENFEA, HIBRENEZX—TU—FE2HEETD L, R T — X v — UK E
ET,

[locallcf host name(config-ctx) server sshd
[local] cf_host name(config-sshd) subsystem sftp
[locallcf host name(config-sshd) exit

ATy T4 PEISUT, kROa<w REANLT, FIPT 7 BREZHATHLIICV AT LAEZRELET,

[locallcf host name(config-ctx) server ftpd

ATV TE ROa<wr REANLT, #RE—RFE2KTLET,

[local]lcf host name(config-ctx) end
[local]lcf host name

ATvT6 RDa<wr FEAN LT, REELMRBLET,
[local]lcf host name show configuration

CLI 0%, ol X 5220 9,

context local
interface interface name
ip address ipaddress subnetmask
exit
subscriber default
exit
administrator admin name password admin password
server telnetd
server ftpd
ssh generate key
server sshd
subsystem sftp
exit
port ethernet 1/1
bind interface interface name local
exit
port ethernet 1/1
no shutdown
exit
snmp engine-id local 800007e580ed826cl9lded2d3d
end

AT Tl ROa<vw REANLT, IPL— FORELHERLET,

[locallcf host name show ip route

| e
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ATvT8

ATvT9

ssiA7vavozz [

CLI %, o Ol X 52720 9,

"*" indicates the Best or Used route.

Destination Nexthop Protocol Prec Cost Interface
*0.0.0.0/0 ipaddress static 1 0 vnicl
*network 0.0.0.0 connected 0 0 vnicl

WKDa<wy REANLT, AV F—To2A AL T 4 TEHERLET,

[locallcf host name show ip interface name interface name

interface name 1X, FIE7b THRELT2A V¥ —7 = A ADLREITYT, CLIHIEL, wOHEAFD X H 1272
nET,

Intf Name: vnicl
Description:
IP State: UP (Bound to 1/1 untagged, ifIndex 83951617)

IP Address: ipaddress Subnet Mask: subnetmask
Bcast Address: bcastaddress MTU: 1500
Resoln Type: ARP ARP timeout: 3600 secsL3 monitor LC-port

switchover: DiasabledNumber of Secondary Addresses: 0

[REDOHER LR OFEOHAIHNE ST, REERTFLET,

SSHA T a > DEETE

SSHv2RSA %, StarOS THAR— h &5 SSH DM— D N— 5 T4, SSHv2DSA IZ. StarOS
CLINIZFE &N CTWET,

|

BEE PRIOV Y —ATHR—FEN TV —T = FREHO U V) — A TIER SN T2 mTREMEN
HY FEF, StarOSiE, LAiD YV —ATER INTZBEFO A7 U7 kLK T 7 A LNOFR S
Nz —U—REg| &t LEd, 72720, BILWAZ YT "7 7 AV CHERT 5
7202, a<wr Ry vy 7 ABENZF—U— RIZFERENRL R0 F L, S/ ()
ZEANIILTH, ~TTHRARO—EELTRERLS—TY— NIEREINEFA, HIBRST
X—U— NiL, TR =T — A v =V B4R LT,

SSH 7B haid"—=Yar 1iE, Bxa U7 ¢ Offigsthn iR TREIEShE Lz, virsa
F—U—NE, 27 FA MERE— FOssh 2~ FOZOICHIFRSLE L7, SSHvI-RSA
F—2MHT LA VT FPELIREEZFTTLH L, =T —AvE—UPIREN, A b
IRERSNET, RIS, =7 —AvyE—VOHNBIZRLET,

CLI print failure Failure: SSH V1 contains multiple structural vulnerabilities and is

no longer considered secure. Therefore we don't support vl-rsa SSH key any longer, please
generate a new v2-rsa key to replace this old one.

Vi-rsa¥ —Z G END VAT ANEEIT 546, SSHE L Tr A 95 & X|TEEIO
BN TR INET, FEEIT, a2 Y — LR R— &AL Tu 1L, #H LV sshv2rsa ¥ —
EHARL, Y= _—sshd ZHETHIETT, TOH, sshx N LTS TEHLIIZ
0 FE9,
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B osshAxrx—
AT XA MERE— RO ssh a2 FTIE, v2dsaF—T—FQREIND LI EL
77
vl-rsa % —7— RZ, Exec £— R showsshkey CLI =~ Kb HIREE LT,
SSHRX b3—

SSH ¥ —~_—ZDFRIETIL, #EICK L THERAVFTFAIINTND [AR) F—&, FrAHEDOH
DEREFAIINTWDHIO TFE] —0, 2 50F—ZFHLET, F—T ZEk L.
BIA T DTN, RIEF— 2 ZRIRFL T, v A T 53 A7 L (VPC-DD) (24
B —Z2 R fF LET,

SSHAR A b —%, FBESN/=StarOS 2T F A MNTEREINET, a2 TF A ME, =—
P B —T = A ZTEEAMAIT N TWET,

AT XA MIBHEM T 5 TWD sshd h— =27 7 £ AT 572D OIKGR STz F— % Ff
O — = R EEIITHIR L £ T
SSH ¥— D41 XE&E

7 a—rVUERE — RO ssh key-sizeCLI = > Fi&, 93T a7 F 2 b SSH F—/Exk
DF—HA ZLRELET (RSABARF—DR)

FIE

ATV TN Ta—rERT— FEBBLET,

[locall host name# configure
[local]lhost name(config) #

ATFw T2 SSHXF—DEy hr A RXEEELET,

[locallhost name(config)# ssh key-size { 2048 | 3072 | 4096 | 5120 | 6144 | 7168 |
9216 }

SSH¥—®D7 74/ O E Y Mo X(X2048 B T,

SSH F— 4 F D 1R R D EX TE

SSH F—{%, etk D ¥ — ARk LA 3% E vl e 72 R R RIFE 38 L 72 % IO A AR TX £97, ssh
key-gen wait-time =~ > RiE, Z OFRMERFMZ B THRELE T, 7 7 4/ FOIRIE 300
B (54) TY,

FIE

ATV TN a7 XA MERE— RERBLET,
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[locallhost name(config)# context context name

[local]lhost name (config-ctx)#

AT 72 HERRIMEZ R E L £9,
[locallhost name(config-ctx)# ssh key-gen wait-time seconds

[local]lhost name(config-ctx)#
T
* seconds & 0 ~ 86400 DFEHTHREL T, 7 74/ k=300

SSH i S{LIE S AXDIEE

SSH /% — RO BES CLI ==~ > KiZ. SSH #5572 91Z, sshd OBGBESENESL U A
NeHRTELET, FOALUTHXFAMNOREL T a v DNERFEINET,

FIE

ATY 1 SSHEME— REBHBLET,

[locallhost name(config-ctx)# server sshd

ATy T2 VERREEET ALY ALERELET,
[locallhost name(config-sshd)# ciphers algorithms
T
« TNAY AT~ 511 LFOHRBFOLFHIT, WITRT Lo, BEIEN (Enbh) Thr~
XEID OEF (A=A L) OBR—OXFIE L THEMT 70T XA LEEELET,

« blowfish-cbc : XtFr¥—7 1 v 7 K55, s ~7 m v 7@ (CBC)
«3deschc: VU I T —HEE LB, CBC
« aes128-cbc : Advanced Encryption Standard (AES; R S{LHik%) . 128 B> hF—H 1 X CBC
- aesl28-ctr : AES, 128 By F¥—H A X B UL ¥E— Fif5E{k (CTR)
+ aes192-ctr : AES, 192 £ k¥ —H 4 X CTR
» aes256-ctr : AES, 256 £y k¥ —H 1 X CTR
« aes128-gcm@openssh.com : AES, 128 £’ k& —4 -1 X Galois Counter £ — K [GCM]. OpenSSH
+ aes256-gcm@openssh.com : AES, 256 v k% —4 1 X GCM, OpenSSH

« chacha20-poly1305@openssh.com : ChaCha20 x{FRl5 5, Polyl1305 i 5{b X v & —VF8GE=2— K
[MAC]. OpenSSH

BEOEN RIZBITATAITY XLADTF 7 4V FOLFEINIRD B Y T,

blowfish-cbc, 3des-cbc, aesl28-cbc, aesl28~-ctr,aesl92-ctr, aes256-ctr, aesl28-gcm@openssh.com, aes256—-gcmlopenssh. com,
chacha20-polyl305@openssh.com

FHTXAENVRIIBITFATAIY RLAOT 740 FOXXESIHRO LB T,

IRy |
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aes256-ctr,aesl92-ctr,aesl28-ctr

ATy T3 SSHEME—REZKTLET,

[local]lhost name(config-sshd) # end
[locallhost name#

ERT 58 |

MAC 7 /L3 XLDHTE
BEEDBIE L ERTRERE
BN T—4
AL EYEEY. = F_C
HETTy b T — A « ASR 5500
« VPC-DI
« VPC-SI
HEREDT 7 41 b M5 BOED B
ZDY Y —ATOREET 5 S | N/A

B R

» ASR 5500 System Administration Guide
» Command Line Interface Reference
*VVPC-DI VAT LEHTA K

*VPC-S Systen 7 KI=ZA hL—v g HA K

YZaT7IDEERERE

|

EE VJVU—R212BIXCNSL LY bANZEASINT-EEOUWETEREOZEMIZI R L TWER A,
WETD A 1y —2
BADEHEA, 21.13

HRES A

=

MAC 7/ =3 U X A

REMEEZ T 5 &, B SSHD H—/3—® MAC 7 /L = U X L OE:

NARL AR E R IIER D5 &N TEET,

| e



| &Rz
YR IEDEIE N |

ZOBEEE YR — 95, H LW CLIMACSCLI 2~ > K23 SSH £ — R EICEA SN E L
77
MAC 7 /LT3 1) RLDERE
2T, MAC T LT RADFREFEZHALET,
MAC 7 /b3 Y XL DOEFNAL ZFEET 51213, ROBREZEH L £,

configure
context context name
server sshd
macs algorithms
end

default macs
I
« alogorithms : 1 ~ 511 CFOEF LTINS L £, ZOXFINE, RO U A K TR
FTEIENER (D) Oar~<RKE) O (A=) 150378 E LTHE
MT 27 N0TY XLERELET,
*HMAC=/"y ¥ aX—2AD A vE—V@RGEa— R
*SHA2=FF a7 Ny a T/a) XAL2
*SHAl=tF =27 Ny a 7T Y Ah1
* ETM = Encrypt-Then-MAC

e UMAC=2="—HP )y 2 |ZHESL A v —TEEa— R

s RIZ, BHOENL ROANVTXFEHNETNIT) XLDY A MERLET,

hmac-sha?2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha?-256, hmac-shal , unac-128-etm@dopenssh. cam, umac-128@cpenssh. cam, umac-64-etmiopenssh. com, umac—64@cpenssh. com

cRIT, B TEDEN RONAVTLFHNET NI ZLOY A NERLET,
hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

« 77 H )V MEDIFINIRD B Y TT,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

MAC 7 v 3 Y XEDIRE

MAC 7V 3 U X LAOERNALZHRET HICE, ROCLL a2~ REFEHLET, Zoavy
RiX. SSH it — FTCHRELET,

configure
context context name
server sshd
macs algorithms
end
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default macs
e

« alogorithms : 1 ~ 511 ZXFOEEFLFINE SR L ET, ZOXFINE, ROV A F TR
TESENALL. (o) Oar~<XKEh oZ&S (ARX—27L) O1HOOLFFHL LTHE
AT 70T XLERELET,

*HMAC=/"y v aX—=2AD A vy E—VfiEa— K
«SHA2=tF 27 Ny=a 73y A2
eSHAl=%tF%F =27 Ny 71T XAhI]

* ETM = Encrypt-Then-MAC

e UMAC= 2= R—H )Ly a2 |l A v —VEFa— R

s RIZ, WHEDEI ROANNVTLFEINETAITY ZLDY A MR LET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
hmac-sha?-256, hmac—shal, urac-128-etmdopenssh. cam, umac-128@cpenssh.. cam, urac—64-etrdopenssh. cam, urac—64@openssh. cam

s RIZ, [BETEDAEN ROV TXLFHNET AT ZLDY A e LET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
hmac-sha2-256, hmac-shal

o T 7V MEOSTFINIKRD LB Y TT,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

SSH X —mM £k

ssh generate =2~ > RNiE, SSH H— =2 KXo THEHIN DL AT —E I IWEXF—D T %
AR LEd, sshgenerateCLI @~ > FNICFE STV v2-dsa F—U— R, SSH F—Z& A4k
THEOIMHTE DM~ DX —TU— KL, v2rsa T,

|

BE ARINEF—TIE, av U RABERITINL T THEATOEEICRY £7,

FIE

AT a7 XA MERE— REBBLET,
[locallhost name(config)# context context name

[local]lhost name(config-ctx)#

AFw T2 SSH F¥—_T7 &R L £,

[locallhost name(config-ctx)# ssh generate key type v2-rsa

| e
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sshx—~70uzE [

[local]lhost name(config-ctx)#

SSH XF— "7 DEE

sshkey 2~ RiE, AT A THAIN L AT —LREX—DOXT 5% E LE 7, v2-dsa
X —U—RiZ, sshkey 2= FCHEINTHET,

FIE

SSH ¥ —~T7 DT A =2 ZiRELET,
[locallhost name(config-ctx)# ssh key data length octets type v2-rsa
i

e data (X 1 ~ 1023 LFOEITFOLFHI TR IN L SFLF—TT,

« length octets |% 0 ~ 65535 DI TR IND, BFfbESn/cF—DA 77T v FRAOR ST,
ctype lIF—4 A 7HIBELET, v2rsald VR — SN TWEHE—DX A 7 TT,

EE
B K 200 DR EFIBEZR AKGRE A D SSH F— 28 StarOS THAR— FENTWHE T,

ﬁnllb\;ﬁﬂ SSH ad— -U- 77-&;(

—H =73, SSH iBFEF —T ZHFOUFEDHR A S5 Star0S 2T F X MIT 7 & 245
ZEEFATOMEND Y £,
SSH A —H5—7 U = XDFRA

SSH M E— R authorized-key =~ > Ni&, FRESNTZHRA MNHDALTHFA F~D2—
W=7 7 v REFATLET,

FIE

AT wT1 SSHAHERE— RICBEI L £,
[locallhost name (config-ctx)# server sshd

[locallhost name (config-sshd) #

AT F2 authorized-key =2~ REMHH L CEHL—F—T 7 AZEELET,

[locallhost name (config-sshd)# authorized-key username user name host host ip [ type {
v2-dsa | v2-rsa } ]
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bE
. usernameuser_name %, sshd —/ "—~D7 7 & X T S - F— 2 EOBAF D StarOS & H#H 1. —
P2 EfRELE T, user_nameld, 1~ 255 LFOHETLTHITESINET, sshd F—%& /31 /82
L72WE 91279 5I121E, nopassword 47> a &AM L T2 7 % A MERCE— R administrator
avy REFEHLT, 22— —A %2 EFIHER L TEBLERH Y £3, FEE OI/ERDOFEHIZ OV

VAT LERE] DEESRLTLIEIN,

*host host_ip 1, Z D2 —H —HOFFEF—%2FFDOSSHAFEA RNDIP T RLAZEELET, ZOIPT
KL AL, IPv4 Ry MMEE 10 R EZILIPv6 a0 XU 16 RTL THOIMLENH Y £,
ctypeldF—4% A 7EBELET, v2raaliR—hSNTWEHE—D X A 7 TT,

SSH 1—H—0J 4 U OHIREIE

BHFT, StarOSCLI ~D SSH 7 7 ¥ A % §Fa]Snfa—+— @FT74kJX%J’ﬁ
[RCxFEd, H—ER~DT 7 ERT, EYRR=— X0 —HF —|ZOHFIRINDLEEMN
H0FET, PRSI SN 2= —DRMN, SSHZ N L THEA MIERTE 4, 22—
W=, BEIZE U TREDEFEILIP 7 RLAEEZD L ENTEET,

AllowUsers U A hMt, ARXR—2ATCRU NI —P =L XX — TR INET, ¥—T
[USER] WO EREFEMATH L, ZToa—V—lZRLTa s A URHRSNET, ¥ —
> 7 TUSER@IP_ADDRESS'] A DA, 22— —L1IP7 FLRIHMENNIZTF = v 7 Sh, &
ELZIPT RUANLDa2—F—~Du 7 A U &HBLET,

T 7NN TEH, ROV —IZXDEHIBOT 7B AZHFR LET,

FRAIFAI—F—1) X ~FDIERK

FIE

allowusersadd =~ F&FHHT 5 L, BRLEIL StarOSCLIIC R /A o T&E B a—F—D Y R
MEVERRCTE £,

ATV TN a7 XA MERE— 2B LET,

[local]lhost name(config)# context context name

[local]lhost name(config-ctx)#

ATw 72 SSHIEME— RIZBEEILET,

[locallhost name(config-ctx)# server sshd

AFv T3 SSHa—HV—VU X FERELET,

[locallhost name(config-sshd)# allowusers add user list

| e
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ssha—s—nsq i ]

user_listix, AR—ATREYLNIZ2—F—F DT =2 DY R K&, 1~999 LTFOIRETOLTHE L
THELET, /¥ —2 T IUSER] L WO EHEHT DL, TOa—HF—TLTr s A URfIRE
7

XA —h TUSER@IP_ADDRESS | FEADEAIX, =2—HF =4 EIP 7 RLABRERICTF = v 7 S, £
DFFEDIP T KL AMD—H—~Ou 7 A URHIRENET,

/35— 7% TUSER@<context>@IP_ADDRESS] DAL, =—#—4, Sar0S 2> 7 F A b, HBLO
P7 KL AREBICF = 7 S, ZOBEDIPT KL ANBEEDS 5% 2 bR BRI
a—HF—~pu s A EHIRLET,

user_list IZIFZR OHIRNEH S AL E T,
ZOXLFHIOFKEIL 3000 314 h (AR_—REET) TT,
¢« ANR—ATH Y hID AllowUsers D g KEF256 T, Z4UiE OpenSSH 7> 5 OHlfR & —EH L £ 7,
BE
EFROHIBEONTNNEFRZDE, TT—A v E—UNRNERINET, TOXvE—UTiE, EREHD

IRE— T LTSN 28 < T 50y, £721% no allowusersadd < default allowusersadd 4 f L 9
T O allowusers Z HIFET 20, FEITHERET D ELHOITKRDLNET,

FEHIZOWTCIE,  [Command Line Interface Reference] @ [SSH Configuration Mode Commands] % 2
LTL7EEY,

ATv T4 SSHHEE— R/ T LET,
[locall host name(config-sshd)# end

[local]lhost name#

SSH :L_-Ijg_ H 7\\’( yﬂlb\ﬂIE

StarOS 1%, DT+ U A DS, AT —2—F =TT hOMAELEEHEHR LT
SSH& J:é:’—"—“‘j_‘—my/]) /@‘it??%‘fuuuftbijﬂ

sE—F o, =AY TERD (VPN) A V=T 2 REHLTR—ILa LT
2D —P =Ll B—HLarTFA N TRESNTVWDLHFAFELDOF—2HH LT
nr7A4rLEDELET,

e —P—X, a—HNLPUHNDaALTERA N, L E—T oA AN L Ca—h LSO
THEA D=V =L a—HAPSND I THFA R TRESH TV DA FHD I —
EEALCe A LEo2ELET,

P, B A AMPAO AL T F R A LS =T = R LTH— I AT XX
D= £l B—HNaArTHFARNTREINTWDLHFAIFEALAOF—EHHL T
T4 LEIELET,
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cax—H— I, B—WN A TFAMAA U H—T oA AL Ta—INPUNDa T F
A RD—HP =L a—HNLINDO AT HFA N TREINTWDFFAFELD X — & ff
HALTrs A4 LEdELET,

}EJ%E@‘:/X%AEQ %/)b TuALnEﬁ)%E&‘a—ék ]:17/]) yﬁ‘ﬁﬂﬂ:éﬂ\ 13_7( ‘/t”—\\/b‘
RS ET,

StarOS Tlif, = —V—IDNE D2 —P—2NE CABSSHF—Z2#H L T, Fafahn T\
WAy TxFRA S~ T Ao T5ZLFHFTERTCWETA, 22— —OFGETI., FAEH
X—la—HF—TH YL NOMAEDLENREEINET,

| &

BEE StarOS UV U —R210LIETIX, a—V—RNo—hnrl4oarTx A vnbuald A Lz
B, FOa—HF—F/MflashT 4 L7 NJIZT 7 BATEXEH A,

tXaTF7hHEEyvIaad7I R

StarOS A SSH 7 7 A 7> b bl &ins & 7 7 4V FOEMEIZ X - T CLI £721% SFTP
Yl a IS (T 74N bDORT A=HEFEH) TR T LET, SSHIERE— KD CLI
av  REFHTEE, ZOF 740 FOSSHDUIWEIEA SN L=, ZBE LY TxF
7,

| &

BEE X2V r4Zbdh720, A2 Tix, 27< & lient-alive-countmax % 2.,
client-alive-interval & 5295 Z LA HELES, By aron 7o MENS/MIWE | ssh
tyaroun Ty NEREMCa 7T Y NTARRBERAHV ET, EXa VT g Lba—
P—DFENRLT I LONT U ARIND KD ITEEZREL E7,

client-active-countmax =~ > Rid, sshd 72 L TiE(E 415 client-alive A v — D% %, SSH
TIGAT U INEDA vy E—VEZELRVWEIICEELET (F 74/ bid3) . client-alive
Ay E—VORERIZZO LEVEICET S L, sshdiZSSHZ T4 7 YL TRy a

CEKRTLET,
cdient-alive-interval =~ > Ri%, #A A7 U MilREZHEA THRELET (T 740 ME15)
T, SSHZ 74T v BT —F2 %5 Leh» 12854, sshdldbfF 5 S =F v /L%

ﬁbffyﬁ—y%%ﬁb\7?47yb#%@m%%%ﬁbi¢of/ﬁ U EEND
%01, client-alive-countmax /X7 A —Z | C L > THRESNE T, sshd2XSSHZ FA4 T ~dD
W 2 fEbRd 5 £ TOREB L F DI, client-alive-countmax X client-alive-interval & 72 V) F
7,

TIAT v NERIFT—R=D0DBERNIET 7T 4 TR o2 EBi LT B0 E 9 iz
TCIEL TV B A . client-alive A B = A ATEE T,

| &

EE  client-alive £ v =I5 LT ¥ RV BN L TEESNDT2D, AT —T 4 T TEERA,

| e |
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FIALEOsshd£F17 £yvarns7okA5:—20%E [

|

BEE NOHONRTIA—=HE, SSHY B hann"—Ta 02 ORICHH S VET,

TIAIWEDsshd X217 £y aoOFF7ORNTA—2DER
WDa<xy Ro—~ A%, 7747 2 F® ClientAliveCountmax (57 #/V bt 3) BIW
ClientAlivelnterval (7 7 /L ME I5F) DNRTFGA =X DT 7 )V MR EEEERELET,

FIE

ATYT1 ar7F A MERE— FEZBBLET,

[local]l host name# configure

AT w72 SSHHEME— FIZBEI L7,

[local]lhost name(config)# context context name

AT v 73 ClientAliveCountmax /X7 A —H % 2 [ZHRELET,

[locallhost name(config-sshd)# client-alive-countmax 2

AT w74 ClientAlivelnterval /X7 A — & % s FPIZHRE L £7,

[locallhost name(config-sshd)# client-alive-interval 5

ATYT5 SSHHEKE— RE&KTLET,

[locallhost name(config-sshd)# end
[local]lhost name#

SSHD X*—R— kA 359 T4 JREE
SSHD HTEDF ¥ Lo VL ARV AL TV a L., F—AR— R Z T 7T ¢ T
EEMNZTAEOIERAINET, ZORESFRIL, FFEDFr—ATHRIZNEBET, &%
IZ. TACACS Y — NN U AT A A o ha—P—LDOiEa N 45857528 T,

F—R—FrA 22530714 TREAEARDEMIEL
FIE

ATy Tl avTX A MERTE— RERBLET,
[local]lhost name(config)# context context name

[local]lhost name(config-ctx)#
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ATw T2 SSH T — NIZBEI L £,

[locall host name(config-ctx)# server sshd

ATFY T3 Fr LUV L AR RBIHFERELET,
[locallhost name(config-sshd)# challenge-response-authentication
SSHD F ¥ L' > YV L ARV AFRIEZHREE L, LA —DOPGW, SGW, F 721X SAEGW IZxt L TOHA NI
LE9, #EficoWTiL, [Command Line Interface Reference] @ [SSHD Configuration Mode Commands |
DEEZZHLTIIZIW,

ATy T4 SSHAME— REKTLET,

[local]lhost name(config-ctx)# end
[local]lhost name#

>
A
op

1. FY LUV VL ARVABIEA T > a vt VU —RA 202 I TOHLYR—FINET,

2. Fr LU VL ARV ARBGEOEMIL, FFEDFR2 r— A TORMERINET, 72L& %
IX. TACACSH— " Na—H— | ED T a7 FeR Rt L L E2BIRLEBEARET
T BRRIZRBEANRWIRY . Fry LU DL ARV AEIFIAENC LW TLEEN, 20
I a VEANCT DENC, Y AaDHEYBFICBRWEDbEL I,

3. BHARMICHIBES N TWARL TYH, LS —0 PGW, SGW. SAEGW LAt D8l EL oW T
EF ¥ LYV VARV AR AN LW L 2R BEID LET,

4, F—iR— KA V&???%7nun$ﬁﬁ%@%ﬁﬁ—g«é & SSH 1 7/ 1 | 'fﬁﬁﬁéﬂé IP7
RLRAZFAETAILTHFARNT, Fr Lo P L ARV RABIAEZEHNNCTHILERNH Y F
j—o

5, FH¥ LU P VARVAGRIEL, oY —AZNLIZSSH v 7 A AT LA,

6. FY LU VARVAZBINLISSHD A7 3 > Th Y. Telnet L FTP D1 7' A T IT 2
Liﬂ-/l/o

7. a—YP =SBV A XL 128 A FRETHHILENDH Y £17,

| &

BEE TACACS LHAGHLETHEHINGT ¥ Ly VL ARV ARIELHAE L THY . T bRk
F—AZ72 0 £9, TACACS #— 3L, [AUTHEN-REPLY Server Message] 7 # —/b K T K
51 XFEHBEFETE, ZOXFHEe /A LEH2E LTSy Fa—P—EIRET,
[Server Message] 7 « —/V RO Z23512 31 hELEDA . [ERROR: Enter any key to continue. ]
LN T — Ay E—URa—PF—|ZRKREN, TACACS BFEIFEE EB 0 IR L ET,

8. F¥ LU LARUVARBENEN o TWVAES., 2—HF =07 v 7 F~DIEED
7202 60 B2 5ivE T,

| e |
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s —n—~ossho547o ko4 |

NERF—I/IN—~DSSH Y SA4 7> bOg4 Y

&mm@\&mmf—b7i4#6%%%—A—«®8$mmw77%X@A%# DRFEE
PAR—=FLTCWET, ZOMELZHRTETHIZIE, SSHZ FA4 T v bFx—D_XT %4/ L, 75
AT M:F'aﬁﬂe—%%%w—/:— v a2 LET,

)

GE) T 74 /L FTlE, StarOS (FHMAH—/3—~ username-password DFEAED & % PR — k LT
EJC AN

SSHU 547> FEBDEETE

SSHZ 7 A 7 v MMERETE— KD cipher CLI 2~ > Fi&, SNV ——lca A 45 & X (T
BERIEN Y A FEFRELET,

FIE

AT T1 SSHZ T4 7 MERTE— RERBBLET,

[locallhost name(config)# client ssh

ATV T2 VNERKEAT LI X LEHEELET,
[local]lhost name(config-ssh)# ciphers algorithms
e
e TNFY XN ~ 511 LFOFHFOLFHT, WITRT Lo, BEIEN (Erbh) Thew
XY OEE (ARX—R721L) OBR—OXXFTHE L THERTEIT AT X LEHELET,

« blowfish-cbc : XfFr—7 1 v 7 K5, KBS 7 v 7 #EH (CBC)
+3deschc: U T —HIE %ﬂ:iﬁ’ﬁ%\ CBC
« aes128-chc : Advanced Encryption Standard (AES; &R S(LEiA) | 128 B> R —H 1 X, CBC
. aesl28-ctr : AES, 128 B v b —H A X h v ¥E— KKEE{L (CTR)
« aes192-ctr : AES, 192 v hF¥—H 1 X CTR
» aes256-ctr : AES. 256 v FF—H 1 X, CTR
+ aes128-gcm@openssh.com : AES, 128 v k% —4 -1 X Galois Counter £ — K [GCM], OpenSSH
+ aes256-gcm@openssh.com : AES, 256 £ k% —4 1 X GCM, OpenSSH

« chacha20-poly1305@openssh.com : ChaCha20 x5, Polyl1305 F S b A v & —IiEa— N
[MAC]. OpenSSH

WEOENLRIZBFATNLVIY ZLDT 7 )V FOXLFEINIRD EBY T,

aes256-ctr,aesl92-ctr,aesl28-ctr, aes256-gcmlopenssh.com, aes128-gcm@openssh.com, chacha20-polyl305@openssh.com,
blowfish-cbc, 3des-cbc,aesl28-cbc

EHETXAENRIBITFATLIY ZLADT 74/ NOXLFHNIRO LBV TF,
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aes256-ctr,aesl92-ctr,aesl28-ctr

AT T3 SSHZ AT MERE—REKTLET,

[local]lhost name(config-ssh)# end
[locallhost name#

BEZDMARDETE
SSH 7 A 7 MERLE— RO preferredauthenticationsCLI =~ > K%, U] 72 385F 7 % 7%
E L/ij—o

Fl&

ATV F1 SSH 7 T4 7T > MERE— REBE L £7,
[locallhost name(config)# client ssh

RTv T2 BRI ROEE
[locallhost name(config-ssh)# preferredauthentications methods
e

« A IR L DT BRIBAIIE (o) 180 Ar~XKEY oL (A~—X72 L) OR—O
XFFE LT SN 2B R & ELET,

+ publickey : SSHvV2-RSA 7’11 b /L& L7387

« keyboard-interactive : fEEDEDIEHRAZZER L E T, FHERIZHOVWT, —"=TF v 7 D
TN EHEELET,

e password : Hi—D /SR T — K HifliZe ZR

s T4k FXOfE% [publickey,password] (ZU &~ b LE T,

AT T3 SSHZ FA T MERE—REKTLET,

[locallhost name(config-ssh)# exit
[locallhost name(config) #

SSHO 5472 FX—R"T7DERK

SSHZ 947 MERE—RTa~vr ReFHL, MEX—%2FBEL . SSHZ 7147k
F— T EARRLFET,

| e
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NS —N—~DSSHY 517> raBE—0Tva [

FIE

RTFYT1 SSHZ 747> MEKE— RERMHBLET,
[locallhost name(config)# client ssh

[local]lhost name(config-ssh)#

RATY T2 SSHY 74T v ¥ —DXTHAERLET,
[locallhost name(config-ssh)# ssh generate key [ type v2-rsa ] [ key-size ]

[local]lhost name(config-ssh)#

typev2-rsalXSSH 27 747 b ¥ —DF A TH2BELET, YAR—FSNTWDHSSHZ 74T > hF—
DHAFIE. v2-rsa DH T,

key-size(ISSHZ A 7 > b DOF—H A Xz ELEY, ¥R — SN TODHF—H 1 X, 2048, 3072,
4096, 5120, 6144, 7168, 3L 119216 TT,

RTYT3 SSHIZ FA TV hF—PERINTND Z EZ2fMERLET,
[locallhost name(config-ssh)# do show ssh client key
RT9 T8 SSHY 74T MERE—REKTLET,

[locallhost name(config-ssh)# exit

[locallhost name(config)#

WY —N—~DSSHY SA 7V FRARAF—DTva

Z DY —N—~DSSH/SFTP 7 7 ¥ A %Y R— h95I21%,. SSHZ 74 7 > b AT —%4MT
PR Ty aTHHERDHY F7,

FIE

AT v F1 Exec E— KT, pushssh-key =2~ RaEEITLET,

[locallhost _name# push ssh-key { host name | host ip address } user username [ context

context _name ]

[local]lhost name#

host_namelX, DNS/V v 7 7 v 7% L TR SN D LERH iR A a2 H LT E— hh—r3—
ERELET, Zhut, 1~ 127 LFORET LTI TREINET,

host_ip_address (X, IPv4 R ht& 10 #ERFGLEZILIPv6 2 u XD 16 R TRINET,
user username 1%, AT — A —TH R =P 4% 1 ~ 79 LFOFEETFOLTFHE LTHRELET,
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context context_nameld. A2 T XA MERELE T, 20T F A MITIA T a T, HES
NWTWRWGEEIE, BUED a7 F 2 FBRLBICHER S E T,

AT T2 O — R—T@D SSH/SFTP 7 7 E A &R — T AI121F. AT v 71 50 ELET,
ATV T3 NP —_—~DSSHZ FA T houl AT AN LET,

locallhost name# ssh { hostname | ip address } user username POrt port number

NETCONF O E =1k

SSH & —/%., NETCONF 7' & k =2/l & ConfD > 73 Cisco Network Service Orchestrator
(NSO) Y AR— M DDA DRNTHEIZ 20 £7,

NETCONF A2 T 2 HEOFEMIZHOWTIX, 2O A ROft#ko INETCONF & ConfD |
ERBLTLLEE N,

2BZHDIP7FLRARZERLE-BEASA A —T (4D

=L

axX ;&

MBEZIS U T, WICEHA v 2 —T 2 A4 ZZ2BBHDOIP T NLAZBRETXET,

FIE
ARV RFERRETI a3 Y B#J

RARTFyT1|Fr P N T®kROa~vy R AN LT, #ake— K| [locallhost_name configure
ffﬁ“ﬁﬁé Lij— [local]lhost name(config)

RARTFwT2 | aTF%R MERE— RZBBT 5121, kD L H | [locallhost_name (config) context local
W_]\jj Lij— [local]lhost-name (config-ctx)

x;—\yj:; ykg);_—(—?j/ %%4%% LT Ao F—T A ADRA [locallhost name(config-ctx) 1/1
B [locallhost name(config-if-eth)
2y NESER—INESEZANLET, -

ATy T4 Wha<w REZAHLT, B X IUIPT RL AL | [locallhost name(config-if-eth) { ip | ipv }

BT Xy N R EASLET, address ipaddress subnet mask secondary
ATFY TS5 | kOa~v FEAH LT, RE—FE2KTLE [locallhost name(config-if-eth) end
ﬁ‘o
ATFYT6 | RO~ REAI LT, f > X —T A ADIPT | [locallhost_name show config context local
FLAZfR L% CLI B3k oB D X 512720 £,
config

context local
interface interface name

| e
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Open SSH A\ 5 Cisco SSH ~D 7 v F5 L— K & #4T .

ARV RFERFTIVaY =)

ip address ipaddress subnetmask
ip address ipaddress subnetmask secondary
exit

RATVTN A H—T A ALK~ N OFRE DR & ARAFIHE
HET,

Open SSH 5 &5 Cisco SSH ~AD 7 v 745 L— K &EB1T
BREDMELEETRERE

ENT—4
ML F I RE S U T FT
MU T Ty N T F— A * ASR 5500
*« VPC-DI
* VPC-SI
BBEDT 7 4L K H%h, EREA

ZDY ) —ATOREE BTN [ N/A

B ) + ASR 5500 System Administration Guide
« Command Line Interface Reference
«VPC-DI & 25 NEFH A R

«VPC-S Yystem 7 RI=A hL— a2 AR

I-aTF7IDERERE

|

EE VJVU—R212BIXCNSL LY bENIEASINT-EEOUETBREOZEMIIR L TWER A,

WET DA J1yy—x

ZDY Y —=ATIE, KL MAC O7 /L= X AfEIEL, OpenSSH 725 |21.16
CiscoSSH ~D7 v 77 L— R EBITICE SN TER INTHET,

BRI OEN 212 L9 HHT
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Cisco ASR 5500 B L O'VPCHLFDEFXF 2 U T x5k & LT, BEERBIOMAC 7 VT Y X AME

[ES

Cisco SSH /3— 3 »~®D Open SSH O 7 v 77 L— REBITE IR — M5 L O ICEH

SN TWET,

LIBTDENME : 21.16 LV £ A1DO Y UV —ATiX, cipher 2~ K& macs=~ > Rddefault 7 /L =
U X LEIZRD L D272 > TWE Lz,

-BEEEAR

21.15 GAEEIL FDOH)

WHEOENLROT NI ZALOEZROLIIZY Y FLET,

Ilowfishrdo, 3des-dac, aes128-ch, ass128-ctr, aes] Pt aes256-ctr, aes] 28-gmidoperssh. aam, aes256-gmidqpenssh. aam, dhache0-polyl 08eqenssh.aom
« MAC

2115 (IERETEHEIL FDOH)
FEHTZLENVROT NI ZALDEEZRDOESIZY By FLET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

*KEX 7T XL
21.15
BEOEINFEEETESEN FTHARRLGTILITY XL

diffie-hellman-groupl-shal,diffie-hellman-groupl4-shal

HLWEME: 20V Y —ATiL, default =~ K& cipher =~ > Rdmacs7 /L =Y X Ll
WD LR TY,

cBEEEAK
1)1)—R 21.16 LAB% : Post OpenSSH m 5 CiscoSSH ~AD7 v T4 L— K E#1T
BEOELEOTIAILEDTILIT) ALIFRDESY TT,

aes256-ctr, aes192—-ctr, aes128-ctr, aes256—gamlopenssh. cam, aes128—-gcmlopenssh. com, chacha?0-polyl305@openssh. com

BEDOEI RTEAFARELGZILIYALFIROEEY TY,

aes256-ctr, aes12—ctr, aes128—ctr, aes256-gardgeenssh. aam, aes128-gangpenssh. aam, chacha?0-polyl 305eapenssh. oam, aes128—-doc
EBHETEIELFTTIAALLOTILTY) RLEFERAARELTILT ) X s

aes256-ctr,aesl92-ctr,aesl28-ctr

A\

G¥)

BHETXAENLNROT 7 4L O LR E e B2 A H T
HYFHEA,

* MAC
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1) 1) —X 21.16 LAB% : Post OpenSSH M 5 CiscoSSH ~D 7 v 745 L— K &84T
BEOEILRTTIAILMOT7ZILITY ALEFERAAIRELZTZILITY XL

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

BETEHSELFTTIANLFDTILTY X L
hmac-sha2-512, hmac-sha2-256, hmac-shal
EETEHEI FTEAMELZ7ILTY X L

hmac-sha2-512, hmac-sha2-256, hmac-shal

A

() hmac-sha2-512-etm@openssh.com, hmac-sha2-256-etm@openssh.com,
hmac-shal-etm@openssh.com [ZEH T X 5 E/L R B HIFRS L E

B

«KEX 7Ly XL
1) 1)—X 21.16 LAF% : Post OpenSSH M 5 CiscoSSH ~D7 v 745 L— R &84T
BEDODEILREEBETESEILRTHEAMTELZ7ZILT) XL

diffie-hellman-groupl4-shal

A

GE)  KEX7 /L= U XA, Star0S CHEETE £tA, Liznio>T,
CLI DEHLH 0 EH A,

VM /\— k) = 7 DIREE

Y —2E) B COREEERET A2, AT LIANTHERASNSTXTOVMMBE LA X
D CPU LEICH A AXADAEY RO ENHETT, T_XTDOAS U F—T 2 A AT/RT 4 —
T UADNTG U AERBD DI, —EAR— k& DIR— FBFECAL—Ty MESIEH A
TWLHZLEMERLTIESN,

TRCOH— RERIIFEDON — RO /N— R0 = TR IE &R 5121%, show cloud
hardware[card_number} =~ > RZH L EF, &kiZ, #—FK1 (CF) TOZDa~vr RO
Tz m U ET,

[local]lsl# show cloud hardware 1

Card 1:
CPU Nodes HE
CPU Cores/Threads : 8
Memory : 16384M (gvpc-di-medium)
Hugepage size : 2048kB
cpethO :
Driver : virtio_net
loethO
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Driver : virtio net

WIZ, I— K3 (SF) TOZma~vy ROHABERLET,

[local]lsl# show cloud hardware 1

Card 3:

CPU Nodes : 1
CPU Cores/Threads : 8
Memory : 16384M (gvpc-di-medium)
Hugepage size : 2048kB
cpethO :

Driver : vmxnet3
port3 10

Driver : vmxnet3
port3 11

Driver : vmxnet3

HARLIRD VM AN— U =7 O EZ R AT 521, show hardwareoptimum % H L
F7, BIED VM 3R E % i 72 5% E & i35 121X, show cloud hardwaretest ==~ > N4 fif
MALET, BEICHESNTORVYNT 2= 1F, WOMAOBNRT LI, TAZY AT}
XTIV TOHNET, ZORITIEL, CPUIT/ALy REXIUAET Y BEEICRTE I
TWEHA,

[local]lsl# show cloud hardware test 1

Card 1:
CPU Nodes : 1
* CPU Cores/Threads : 8 Optimum value is 4
* Memory : 8192M (gvpc-di-medium) Optimum value is 16384
Hugepage size : 2048kB
cpethO
Driver : virtio net
loethO
Driver : virtio net

WET A AV Fcldn—h V7T vy a EORET 74 )V EFK T 521X, show cloud
configuration card_number =~ > RZEH L ET, 77 v a A€ Eonr— g 37
A= T7ANMI, A VA M= NVRFICERSNET, o, 7 4 A7 EBUTEE., A—F7 X b
L=y g ko TR E L, I— RigRisinE T, KIZ, I—F1TOZDa~vr RO
Tz R L ET,

[local]lsl# show cloud configuration 1

Card 1:
Config Disk Params:

No config disk available

Local Params:
CARDSLOT=1
CARDTYPE=0x40010100
CPUID=0

| e



RS

wn—rkyz7omi [

FTRTOB— REZIIRED T — RO IFTASK % E & Fvd 5 121%. show cloud har dwar eiftask
a<w U REFEALET, 74/ FTiE, = 71EPMD & VNPU O SIZfERA SN D L 9 ICiR
EINTWET, RIZ, I—F4TOZ0avwy FOEIHZRLET,

[local]lmySystem# show cloud hardware iftask 4

Card 4:

Total number of
Number of cores
Number of cores
Number of cores
Number of cores
Hugepage size:

Total hugepages:

cores on VM:

for
for
for
for

NPUSHM hugepages:
CPU flags: avx sse sse2 ssse3
Poll CPU's: 1 2 3 45 6 7

KNI reschedule interval: 5 us

PMD only:
VNPU only:

PMD and VNPU:

MCDMA :
2048
16480256
0

kB
kB
kB

ssed4 1 ssed 2

Sw o o N
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
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BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



