AT LEEE

ZDOETIE, RO StarOS 7 3 VEFRET D FIEICHOWNTHAL £,

MERAT AR T LEZE 2, VAT AERVICRETDFIENZE T LTWD Z & &H]
BLLTWET,

EE VPCDIDEBAOHAICZOEDOFIEEZ FITT HIZIE. 727 7 4 772liEssE (CF) VM IZe
TA LT DHBVENRDY ET,

BEE ZoHoBTEHICTHEASINTWSavr FiE, kbI<HEHENIa~vr RReX—TU— R4
FarTt, Z<OEAIT. MO T arDavy RRF—U— A7y g o2 FHTX
*9, FMITHOWTIX, [Command Line Interface Reference] #&M L TL 72 &y,

e A H—T 2 A ALK — NOBREOHRERF (1 3—)
e VAT UEA I VT DOHRE (2 2—)

« V7 hU =T RSS OFFE (7 3—)

«SF 7— FRER—ZADOERE B3—)

s CLI Z A LAZ L TOHE (9 =2—)

cCLIFER a7 FOBRE (10 X—)

« VAT MEHa—PF—DHRE (123—)

o VAT NEa—Y— D TACACS+ DRE (20 ~—3)

« TACACS+ H— _R—TD IPv6 7 KL AP R— kK (26 <—)
« WEEH RO HE (26 ~—2)

e VY —TXF—DORE (29 X—)

*FSC7 77 VUv7oHB Y FOFEMME (31 —)

A23— x4 RER— FDREDHER ERF

WD StartOSCLI i< REZ AL T, A v F—T 2 A ADRENVIELNZ L 2R LE T,
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\'l

show ip interface

Zoawry ROME, WIRT L2220 £9, ZOfITIEL, mangementl &9 &4 RITOA
VE—T 2 A AR =N AT FANTRESNTWVET,

Intf Name: LOCAL1

Intf Type: Broadcast

Description: managementl

VREF: None

IP State: UP (Bound to 1/1 untagged, ifIndex 16842753)

IP Address: 192.168.100.3 Subnet Mask: 255.255.255.0
Bcast Address: 192.168.100.255 MTU: 1500

Resoln Type: ARP ARP timeout: 60 secs

L3 monitor LC-port switchover: Disabled
Number of Secondary Addresses: 0

wDavy REANLT, R—bFORENDELNI L E2MHRELET,
show configuration port slot/port

VPC-DI DA, Anr - ME CF £7201% SEF VM IZ%fIis L E 9, /~A 73—/3A T VPC-DI A >~
AZ L ADHBRERFIC, £ VMIZ—EDOAR Yy MEFEZHIVYTET, Auy MES51 L2
IXCEVMIZEIV Y THN, Ay hES3~32ESFVMIZE D Y THRET, % SFIEl~
12 DFEDHNTZ 4{HO vNIC &, 10 ~ 21 OF 5B T=xt e T D8 A —H %~ hAR— b
EHAR—FLET, SFRA—FEZ 10 EZHETLHMLERDD 7,

ZORIO A~y RTE, RIORT Lo i hndkasnEd, 2Auey b1 (727 47 CF)
DR— 1 DFEENFERINET,
config

port ethernet 1/1

no shutdown
bind interface LOCAL1l local

[RRE DR L RAF ] DEDBNE- T, REERIFELET,

ARTLEAZVTDEE

VAT LI, RO R T T v b a— R, uX s BLOA X2 Mlao
BADAR T aET 570y 7 M MboTnEd, VAT LT 1y 7 OFHIRERIC, 1
> F 7213 D Network Time Protocol (NTP) $— _R—Li@ET DK IV AT AEHE L,

ray 7 BNEICIEHRTHD Z L 2R TEXET,

FTRTOVPCA VAKX AT, RAPMPEHBEBINTWD TaaS T —H o ¥ —THEHA I LTV
HHAIVTIERIIEDEDIVLENDHY 7,

HAILVT ) —ADBEIINA T, VAT EADEA LY — 2 BBETHLERNH Y 5,

DARATLOAY Y ERA LY —2DERTE

VAT ATy ERA L= ERETDHITIE, ROa<w s REEFEHLET,

clock set date:time
configure

B o Rx7LoEE



soyyeaqn—ronrorReir |

clock timezone timezone [ local ]
end

*
* YYYY:MM:DD:HH:mm JE= £ 7213 YYYY:MM:DD:HH:mm:ss (Z A . 38 L O %2 AT
L/ \iﬁ—o

e R—=FEINTNDEHA LY =0 DFELRRY A MIDOWTIE, cock timezone 2~ > KD
T T ~VTERRLTLIEEND,

e FFvardlocal F—U— RiE, HBESNEZA DY —rBa—LE A L) —0Th
L5 EERLET,

s~ —Z A LF, EOR—RIZRDHEA LY =G0 THHMICTE I N ET,

[BRE DD L RAT) DEDOMIICHE > T, REZRFLET,

DAY EZALT—VDEREDHER LR

B & A LY —UPELSKRESNLTWD Z L 2R T 212, koa~vr FEANLE
D

show clock

HZiE, RELLEAM, B, BEXOZ A LY = BERESnET,

2y RDJD—SEB 7O LY R—FDETE

Z MIATIE, Network Time Protocol (NTP) %#fEHTX AL HICTHLDD VAT ADEREIC
B4 ofEmait L, FIEZ R L £,

| &

EE NTPYAHA— W AR, VAT AT ay 7 L AL LS = EFRELET, 22XV
NTP %—/\—T@Ea‘éz\%ﬁ%é,ﬂ;ﬁﬁaﬁﬁiﬂaa: e S ET,

A\

GE)  F72. NTPIXVPCVM ZFEITL TV A1 (COTS) O T _XTOH— _"—THET DHMEN
HY ET, StarOS DNTPHEIL. COTSH—"N—DNIPHEL —H L TWHMLERDH Y £,

StarOS Nt 2 —EAD L < Tk, NTP 240 L CHUST 5 IEME72 REZ 2 (AR5 9~ D LA
HY £, StarOS THH SH TV HIFRIFEENEM TRV E . —E 2 DE#EEN DS Z
ERBHYET, 20D, BEOVAT LAEIEIIEINTP ORENSKLETHH Z & Efifes T
DULBENHY FET,

VAT AT, NTP 2 L CNERZ v v 7 AN ORZ Y — A (@ 1L GPSNTP Y — A, 5
BWNIZEDOMOD Stratum 2 F721E 3 r—n"— XA v F FEFA—F) ERMILET,
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SRTLEE |

VAT DNIR P MHEE T,
* NTP NENI /> TND I &,

eNTPS, B— AN AT FANNOLTHEHINDLIITEHESINTNDHI L, o=

|

THFAPEMHMT DL (enable |l FRREFRETH L T-OFRETE 5) . MEPEEL T,

B L H 3BEDOHENTP —"—HICNTP RRESNTNDZ &, F—"—n3HL
FHBHEEIT. =N RECHHR ERITRERENRE SN, BTN TEE
T, —RIIZ, b= "—DFNZITE (BRI T) BIFRERNEONE
ﬁqo

EX3

|

prefer ¥ —U— REZFEH L T NTP — "—Z2RE LR TLZE, NTP 7 1 v 7 &R
TAITY XN, Bl — " — 2 BIR T AEEN T CICHAR EN TV E T, @, prefer
EHEHATHE, NTP AEBRET S LV bt Z2a@RBZThivERA,

X3

Cisco TAC 2> LR SN2 5A 2R & maxpoll, minpoll, F7-iXversion —7U— KO EIL
EELBRNTLEINY,

WEE7R NTP BT N T A —Z 2R ET DT, OBl LET,

configure
ntp

E

enable

server ip addressl
server ip addressZ2
server ip address3
end

« 7 7 4 /L |k Tid context_name I local IZRREINE T, THADNHEREINTWLHEETT,

esarver a2 RIZIZSEOA TS a »o3H 0 £4, SOV TIE,.  [Command Line

Interface Reference] @ TNTP Configuration Mode Commands] DA B L CTL 72 &0,

cIPVAD Ry MIX 10HEEL T ILIPve D2 CREILN- 16 R A H LT, NTP
P—R—=DIPT FLRAEZAHLET,

I RE6DDONIP Y —_R—IPT7 RLAZHRETXET,

| B

BE Dty 3s (TxniF4B) ONTP YV —R—Z2FHH LTI AT LEZHRTELET,

[RE DR L RAF) OEDOBINE- T, REERFELET,

B o Rx7LoEE



| vx7u8%E
n—nry—2EALENPH——n%z [

A—AILY—XFEAL= NP H—/I\—DHRTFE

NTPIZ, Xy hU—2 T, a—ArDHNET v (GPST /A A/ E) | £72135M88 Y —
ApLoa—Arrsay 7 EHATEET,

WE., AR —ADRvwa—hvr ey 7%, KoYy ey 7 MERHTE WA DR
FETT, FEAEOEAITIY A FOFBINTP —_— FIZERESINET, DD, WAN
Py FT—=IPMMEIE L E X, A FNOFRR MIAEWICFEBI LTS 2 EnTxx1,

ZAUE, ntpd £7213Z < OHIIRD NTP 7 /31 A | fﬁf%iﬁo_mﬁm/ﬁ@xb7&A
BFIIHIZ AL (84) TH DL, @EORIE (EBEO Y —ARFEHARETH H%E) |
oua—Ar ey ZiMfEREINNEE A,

BEFEAL A —T A4 RATHONIPDETE

RITft&EAL L H—=T 2 ATNTP ZHINTT HI1E, RONTPHERRE— N o~ FEFEHAL
i‘ﬂ‘o

configure
NTP
[ no ] vlan vlan id
end

pE

evlan vian_id : vlan idiZ = —H)L AT FARN A H =T A ADPNAL U RENTND
VLAN CT7, ZEH%. NTP T —F NI X &AM 0 X —T 2 A AT v ARG LE
‘j‘o

=L

enovilan : NTPHREEZT 74/ MMV By L, NTPT—EFLNT 74V DX T LA
VHE—=T 2 A AT v A ERBLET,

A— kNS UHDEA

NTP 7—E > & NTP 7’12 b 2/UiE, BRESNZAY—/X—=2ANTP # /T LT\ 5 2 & ZRite
ELTWET, NTPZ 747> b, —#HOEFED NTP H——(2 X7 v h &2 U L— L THL
T Ha— KT UHLEITHEIICHRESNTNDIEE, =a— RAT oz o
#y%%%m Wi L. NTP 7 74 72 hERELSEBEERH U TINTP /37 v MMIEIE
VA —ETT, B RRAT U ENLTENLEZY L—TFT 52 LiE, NTPZ T4 7T >
NMRELT 2 ATREMER H V| AR — R SN TV D EETIEIH Y £HA,

NTP D& EfEER

NTPRENELWZ E 2R LET, ExeetF— KO7 a7 M TCRODa<vy REAHLET,

show ntp associations
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B vreo

B

X E

R

HZiE, X TO NTP —N— 2T RN TR SNET, 2 OO NTP — 3 —% RE[H
THHNHONTIE, ROMIEZRL T EIN,

+----Peer Selection: - Rejected / No Response
- False Tick

- Excess

- Outlyer

- Candidate

- Selected

- System Peer

- PPS Peer

X

(
(
(
(
(+
(#
(*
(

)
)
)
)
)
)
)
o)

I
I
I
I
I
I
I
v

remote refid st t when poll reach delay offset Jjitter

*10.81.254.202 .GPS. 1 u 160 1024 377 21.516 0.019 0.009

W DFTIL, showntpassociation 2~ > RIZ K> THN SN D37 A—ZIZHOW TRtk LT
ij‘o

R I1:NTP/IRNS A—4

NDEA L BL)]

JE—h BAEDNTP — =D Z b, ZHLDLFD 1 D%, K IP T KL ADRIC
HY. Y= —OBIEORER T LET,

* () Rejected/No response
» X False tick

« . Excess

¢ - Outlyer

+ + Candidate

* # Selected

* * System peer

* (0) PPS peer

refid P N=NEH L T DR ICHE S 72 NTP O,

st NTP —/R—D R T Z ALYl

t WEXAT T —R¥x A, wLTFF¥ R el

when k&R D ORI,

poll VAT B NTP — "—HOEFEROBREL—T 1+ VT 1,

reach ZONTPH— =D EREI DR —Y TG INTIRE Zond, BlEA

REMES 7 LY 22 D 8 i,

delay VAT AHENTP Y —R—[H TR ENDI A v E—UDT U R w 7B
(X URHANLD)
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| v2x7468%E
vorwz7Rssniz [

SlnaA ML B

offset VAT LIy ENTP Y —N"—L RS EL7-OICAETILERHDH I
¥,

Dy — VAT L ENTP ==Yy #— (I VRHENL) .,

)7 b7 RSS DELTE

Cisco Unified Computing System (USC) ® NIC (X, /— RV = 7 RX—Z2ADZEFMAFr—1 7

(RSS) ZHR—=FLTWET, 727ZL. RSSIFIP N7 7 4 v 7 TOHRVFR— SN TNE
9, MPLS, GTP, L2TP, GREZ2 EDfid Ry NI —2 7' m ha/L Tk, §XTORNT 7 4 v
JNHE—DF 22—V —T 4 T ENET,

VPC-DI 1%, WD 7= DI AIEZ: vCPU T 7ICMPLS h T 7 4 v 7 ZBMET DY 7 F U =
7 RSSHEREATRME L 9, Zhick vy, VY —AERAEREML, AL—7y h23mELE
j_ﬂo

Y7 kv =7 RSSHEREIL, CiscoUCSNIC /N— K7 =7 RSSHR— &4l d 52 LN TEE
9, 2L, " FU =7 NICTHR— s TWin—HDO 7747 (ZOVY—AT
DHMPLS N7 7 v 7)) Z#BUETHI LEZEWLE T, VPC-DLIL, @fir72 RSS /3L >
CERTHI L TEET, 2FED, TRTCON T T4 v I EEELET, ZOF T a
IZ. RSS ZHR—F LTV AW A— R =7 M SN TWAEAaICEA S E7,

iftask sw-rss =< R CRSS ZHT 5L IcRELET,

config
iftask sw-rss {comprehensive | supplemental}

TRXTOHERFINT 7 4 71Zx% LTRSS #5KiET 5%, comprehensive ¥ — 7 — RZfEH L

£, supplemental ¥ —U— FZEH LT, »"—FU = 7RSSR THAR— F I TN
g hagl (ZOYVY—ATDHMPLS hF7 4 v 7)) TRSSZHELET,

DI 1~y kT —7% RSS DEEF 1L

MEOHME - EHRBRE
BENT—4
B IESET 1= g FRC
HETTy b T — A VPC-DI
HREDT 7 4 L b ME5h « RE DL
2OV ) — A TORIET A2 A | N/A

YRTLBE
I



B z=chrne

Be A VPC-DI v AT NEBTA R

R-aTF7IDEERERE

| A

EE JU—R212BIXCNSL LY HLENCEA SN T-EEOUETBIEOFEMIIR L TWER A,

WET DA J1y—2x

Distributed Instance Network (DI %> hU—2) ®ORSS h7 7 4 v 7 DT |21.8
7 F b R EITHAEIT T o TOET A, HLWCLI 2~ R&ff
HLTHEMICT A ZEnTEET, BETOV Y —ATiEX, ZOKRRIZH
HMICEDICR-oTEBY, BETEEHATLE,

BAIDE A, 21.2 L9 & ET

TEINT-HEE
LRBTDEIME : 21.8 LV HE1O U U —ATlE, AL StarOS A > A% > ADWNERDHLA > A X
YAXy FU—=7 DIy FU—7) LOFTNTO T 7 4 v 712% LT Receive Side Scaling
(RSS) BT 74V FTHIMNZ /> TWE LT,
FLWEIME: VU —RZ 218 LIBETIX, RSSIET 74/ b TELNZ/Z2->THEY, HLWCLI %
MLTHEMICT ZEmnTEET,

aATURKDERE

iftask di-net-encrypt-rss

ZOHLWCLI <> it DIFRy hU—7 LEOREEAL ST 7 4 » 7 TO RSS DAL ZH|
BT A7-DIBMEE L,
configure

[no] iftask di-net-encrypt-rss
end

)

GE)  F73 hRETITEDNC > TWET,

SF J— FSRER—ADERTE

B E ORI T Tld, VPC-DIJEBIN T, T XTCOSFREEI 7T et X %25 T4 SR CE N7 —
MREZ WAL E9,
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cuzsuzsavIoamnt

WO ET— Ra~r FE&EIT+ 5 L, wait cardsactive Fi & S 72T _TD I — ROEHER
BEIZ7Z2 D, A4 L7 7 MIMPRETH5ET (WITNDLOREERKEINM - INDET) &
EN—RHE LS ET, —ReEilld, m— D VEBE 2 7 % X FOERK & ntp/snmp 5% E D [E.1%
IZAThiET,
ZoavwrRE, YrYy—0Or—REZFIV e —RRICSFRF L T4 2o TEBY, £
HO SFIZBET 2 ENEA S 2 (ZOfRER, Kbivd) YT VAEEELET,
configure

[ no ] wait cards active { all | number } [ standby number ] timeout

seconds
end

AT
cadl : ITXRTOT VT 47— RO — RPEMERT — X A% ERT HETKEILLET,

s number : FEE L7BOT 7T 4 7 — R AU— RBEWERAT — X AT D £ T—RHFIE L E
T number iX, 72T 4 TE—RAI— ROITL-TOIZRY £7,

e standby number : (A7 a3 y) FRELEBOET 7T 4 TE— Kh— FBNEHER T — 4
A2 D ETHELET,

number (X, 0 £/21X7 7T 4 7E—RFSFHICREIN W W —E 2210y hOET
j—O

s timeout seconds : FEE SN2 — Rty "REMWERT —Z X275 £ T, 1 ~3600 FbFFH
F9, ZORENREZ SN HBEIT, FHEPK T LET, TRUANOEEIL. ¥4 LT T
MRS RGBT D EFHERRR T LT,

WKDOa<y REITIE, TXTOT I T 4T AN—RENDDAZ L NA T— KRBT 7T 4 71272
HET, BRR0BDFHET DL IV AT AR LET,
wait cards active all standby 1 timeout 120

CLU A2 A LRAVTDAEIE

CLI CEITENDITRTCOa~wy ROXA LAX 7 (BfFERZ) 2FRT 5HI121E. Exec
EF—FRONL— T N THROa<w REATJLET,

timestamps
AffERFZNE, Zoa~vy REeETT5 L SIcRRESNET,
[BRE DR L ARAT) DEOFMBICHE > T, REZRTFLET,
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B cuezsoosrons

CLIFE:E 0> 7 FDERTE

h%%%kaD%NW%ﬁ%%F@éi?i&ﬂvaKioT\:VVF%iﬁféﬁK
a—P— TR D7 v 7 & ([Are you sure? [YesNo]:]) 2AFE RSN FET,
ZOHETHEH, WOBREIZOWTHBALES,
cHIHEDCLIT Yy gy (Exee®—F) £2EI_RCHOCLIEyYavrta—Y— (Fuo—
PIRERGE— R) Do~y REHEMICHERT S,
* Exec &— R configure =~ > K & autoconfirm =t~ > RiZxt L COAMERE ERT D,
« Exec T— FRE 2~ FOWEREZBIRFNIZERT 5,

BEEZEDODEMIE

autoconfirm i~ RZHEHAL T, REa~ FOER T 7 BRI Tx %9, autoconfirm
:l’\?/f\ii ExecE— FBLO/ m— VUt — RCOHEHTE 9, BEhE:E 1‘}% ’”zﬁiﬁﬂ:
THE, REIAVY R a7 MT IYes) OINENAEICRSNET, Znidix, ya—
I~’§°‘/Jv vy RS R PoFEERavy KRG ENET, T 74V RT ;’tﬁé‘bﬁ?ﬁm*& VLA
272> TWET,

Exec B— NTIZ. HEWEERIIBIIEDA XS5 F 4 7 CLIE Yy 3T WHINET,

Ja— VKT — R T, $§XTOCLIZ2—Y—DFT X THOCLIE v 3 2 HEERN
AanEd,

configure
autoconfirm
end

HEER 2 A 40 L7212 1424 2121, noautoconfirm =t~ o K& L £,

| o

BE av PFH—FPEDNCR->TOWDEE, BRERIZ= v RU— FEERICLET,

HEhERIT Tease-of-use) HEREL L CEK SN TWET, [Areyousure?] EWHEXNRNH D Z
EEFHRELE LTCWET, [YN]" e 7 ME Yes) 1220, a7 aAXAx vy 7 LET,
ZOFERIF, 22—V —=RZ 5D [safetynet] v 7 FELEL LRNWZF A= THD
ZEEERLET,

autoconfirm 37 > K & configure A< > FIZX 3 2HERDERK

autoconfirm (Exec £ — K& 7 — KT —F) a<r RFE, ZJo— 3 UElE— Ko
commandguard =~ > K% 4 L7= configure (Exec E— R) <Y RIZxT HfERT a7 b
DB AN DD £77,

B o Rx7LoEE
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HEDExec E— KDY FIZXHT 2HEEDER .

| o

X

DS 72 % F T commandguard [ZH N2 0 £H A,

autoconfirm BN E N 72> TV B A, Exec T— N & 70—/ Ui T — N Oili J7 C autoconfirm

WD < R—74 A, commandguard #EEZ BN L E T,

configure
commandguard
end

commandguard Z GNZT D &, ROFUTRT LD IHER T v o 7 FBRRRESNET,

[locallhost name# configure

Are you sure? [Yes|No]: yes

[locallhost name(config) #

commandguard 232 72 AN 72 - T2 2 IS HERHIZ 95 121%, no commandguard =~ & R & {#
HLET,

commandguard ® A7 —# A%, show configuration =~ > K CHA SN ET,

q:#l:rga) Exec E— PO):I ~ P(:ﬁ?éaﬁnru\wg*

commandguard =~ > ROXF—U— RZ2EHT 5 &, BEfERD AN/ > THWDH5EETH,
Exec E— Nk a~ > ROREDO DT I VX L TCHHD T a7 M EEHATEET,

o<y REIRO ERBY TT,

configure
commandguard exec-command exec mode category
end

I
« exec-command exec_mode category (%, Exec &— R~ RORDOWFNLDH T =
UEEELET,

e card

* clear

* copy

* debug

* delete

* filesystem
*hd

* reload

* rename

* shutdown
* task

* upgrade

« 8% commandguard exec-command exec_mode category 2~ K& A TE £,
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B x7sem1—v—0nE

v

s HEMEZ VRGN > TNDIINE I DICBRZR L, FRE L2 AT TV U— R TIE 5 Exec
T—FOFTRCOavy NICHEREOTa 7 M aFRRrLET,

« no commandguar d exec-command exec_mode category =~ > K& H LT, fEDOH T I
VOMRT a7 Nt 7152 LM TEET,

* Exec & — F 2~ KiZxf9 % commandguard exec-command T H 8B & 4 —/"—F A R
L7256, StarOSiZa~y REFEITL LD & Lz L JICHERERR A — 1 —TF 1 F&hic
HEZRIHERA v -V 2R RLET,

« -noconfirm ¥ —7 — RZ PR — 4% Exec B— R 2~ > RICkd 2R T2 7 b
DA —=N"—F 4 FEZEIRTEET,

7= & 21X, commandguard exec-command card 3 H N7 > TWAGE, MR T v 7 MIK
DEIIZRREINET,

[locallhost name# card busy-out 1

Info: commandguard prevents autoconfirm of this command
Are you sure? [Yes|No]: yes

[local]lhost name#

AT LEEI—H—0NHKTE

IZUDIC, AT ADIALTHFARNLNDOEFa YT BHELRET D HIEICHOWTE]A
L/iﬁ—o

ZOHTIE, ROHERZFOBMNOFERL —PF—2RET D FIRICHOWTHHLET,

st Fa) T4 EEE BNV /EIRABMEREFD, A, AT BLO AR
IR —THATEXALDESH. $_TOHOCLI a~vy REEFTEXET,

c BIRE : HAMY /BRI IALMHREFEDL, CLITEEDa~ Y REEITTEET, 72771,

X2 T4 EHELIRRETEL X2V T BHED o~y NIZETTEERA, &
HEIX, VAT AREEERELIIEF LD, AR —F A VAT X T AREZR
AU REED, TRTOVAT La~vy REFETLEEY TEET,

e AFRL—A :ExecE— Ka~vwr ROLY K&V 71y MIxtd 2 ae/400 SR % £
HET, ZNBIE A VAT ZE—RO—HTHLTXITOav s e, VAT LE=
2V 7 FEHER, BLOEFEREREO —MEFEITTEET, A —2 T, HEK
T— NZBBT2HENRH D EHA,

A VARG B N ODOFHHIY B Exec T— Fa~vy RIZHIBEnET, Zhbo
FEALIE, SEIERTEHERSEG 2R T T D720 show 2~ R TH, A AR
7 Z1%, show configuration =~ > FAZFEITTET, REE— FZBBETOHERGH Y £
A,

REFIEILZ, FHa2—Y—DX AT (2 TFHFA ML~V FERFn—hba—H—) [>T
SHEINET,

B o Rx7LoEE
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1—s—zoxzHE |

| o

BEE Nhopa—P—HEREFA TOEWICONTIL, NIULHIZ] 2L TLEE N,

A —HF—ZDOXFHIR

=P —=RE, BT (az, AZ, 09) . " T2, TR BEOE VA REFEEDLH T
EMTEES, N T UATFERPOLTFICT 2 LFTEE A, THUE AAA 2—F—
Hlu—Ha—F—RICElShET,

TG OEERFICHEILL TV e ——Z 2 {Ek L L 9 &35 &, [nvalid character] &
WIH A=V NFRENET, FLhRE
[0123456789.- abcdefghijklmnopqrstuvwxyzZABCDEFGHIJKLMNOPQRSTUVWXYZ| T,

AVTEXFRAMNURNILOEEILI—YH—0NDHRTE

DY —H A FFarTHA MLV TRESIN, B A VRHI2—P —Z L RRAT— R
EWEET D702 AAA TV 2T MIKELET, Zhud, REZ 7 A ALENMLTr—AL
WCRESNEZEHa—Y —T 7 b, £72135M8 RADIUS ¥— "—F 7213 TACACS+ ¥ —
NR=—DWFIZYTEHEVES, Z2nbD2—YP—X A4 TONRRT— NI—EE DY THh, &
ET7ANTT 7 EBATEET,

COETE, aryTHFA MLV OEHa—Y— X A TERET HIZODFRE FIEIZHONT
AL E9,

THATY D EERIEGREF R ICY 2L —va Vv DCLIE vy v a Y ORKEERET D
TENTEET, X2 VT A REEBIEICHELEXT20 . VAT LDV —E R LEM,
BLONRT 4= RTEEEE LT TAREER O DREDT Y v Mg LES, [FARF
CLIt vy arORREIT, Frino—hia—H—a 2 EHLVAAA I T F A F_X—
AP TA L HBATTHLEICHETEET, By a VORKBEDPOICHREIN TV DIEE
X, B A H A TR 22— F—NREEENE T, CLIX¥ A7 BillaEsnd &, v v
NN T D00 F =y I BRET LET, ZOHA, CLIZ, 20—V -0ty a 8%
NDOLDHERENT THAEHWL, AT —A vtE—TU%FKRL, starCLIActiveCount
7V x7 FE X starCLIMaxCount SNMP MIB 472 = 7 hk & starGlobalCLISessionsLimit
77— 1F X O starUserCLISessionsLimit SNMP MIB 7 7 — A &4k L 97,

O—ANLA—H—QA—HF—RIZBIT 57 o — LT — KD 2= KO max sessions —
U— R, o=l a—Y— | HARERREE vy g VORRBEERELET,

BRRKEY aVICBITLar T A MEE— FOa~vy RefHT 5 L, FBa—P—i3,
ST 52— =R SN D RARRFFE v &g P HERETEET,

hboa~<y ROFEMIZOWTIL, [Command Line Interface Reference ] 22 L T 72X

o

ZEHMBPONRRT—KREEA Ty
SEMMP L, NAU—REEARECTEET, X, RIZYH IV HEDERLET,

I
-
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When in warning period
l.Warning: Your password is about to expire in 3 days.
We recommend you to change password.
Logins are not allowed without acknowleding this.
Do you want to change it now ? [y/n] (times out in 30 seconds) : n
# <you are logged in>
2.Warning: Your password is about to expire in 3 days.
We recommend you to change password.
Logins are not allowed without acknowleding this.
Do you want to change it now ? [y/n] (times out in 30 seconds) : y
Auto generated password : <Jc42Q8hU>
Do you want to use auto-generated password? [y/n]l: n
New password:
Repeat new password:
# <you are logged in>

OAVTXFRARMULRNILDEFXFAY T EEEDERT
BMotx= )74 BHELHRTT HIE, ROFIZEHRALET,

configure
context local
administrator user name { [ encrypted ] [ nopassword ] password password

end
Pae
BN — 7»41\2“7/5/%4%H§bf TIT 4 TIREHE RN LY R

BLEVEZHRE LZY TX %4, administrator =<~ > ROFZERIZ DWW T, FCommand
Line Interface Referencell #& L TL 72 &V,

e nopassword 47> g VAT L &, BT b SR T — REERETICE A &
WWT%iﬁow£®% DFFr L LC ssh/ABIF— (SSH HipkE— R authorized key
awr R) BFEATLIHAE. ZOFTvarEAOICLET, o4 TV a BN
ToHE, BEHENRAY =N L Ca—F =TT MIT 78 ATERIRD ET,

[FRE DR L RAF ] DEDBMINE- T, REERIFLET,

AVTFXERARMNURNILOEBEEENDRTE
WOBZFEH LT, 20T F ANV OREEHELZHRELET,

configure
context local

config-administrator user name { [ encrypted ] [ nopassword ] password
password }
end

bE
BMOF—U— R AT a B HHALT, 777 4 7REHEERINLIZ0 , FRLE IR

ML EVWEEZFRE LY TX £, config-administrator =~ > ROFEMIZ DUV TIE,
['Command Line Interface Referencel] Z &ML T 72& 0,

enopassword 47> a LV EMEHTH L, BEMT ONTE AR T — REFEHETICREEH
FralERCcE £, BIEOME—DTE L LT ssh A% — (SSH #pkE— K ® authorized

B o Rx7LoEE
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key 2~ R) ZEHTHHEA1F. COF T a v EHMILET, ZOF T arw2h
ST B e, REEHERAT—REHEHL TC—F =TT MIT 7 BATERL R
D ET,

[RREOHERR & RAF) DEDOBAE-> T, REELRFELET,

AVTFRMURILDARL—FDERTE
WROFEFEHA LT, 20 TFAML_LOARL—FEZHELET,
configure

context local

operator user name { [ encrypted ] [ nopassword ] password password }
end

&

< BN X — U%Fﬁ7/a/%@mbf TIT 4 TIRERE AW LT BRI
MLEWVEZHRELZY TEXET, A —Fa~vr ROFEMIZOWVWTIEL, [Command
memQMwRdamwj%£%LT<ﬁéwo

enopassword 47> a VAEMHT S L BEM T ORI SAT — R L TAN L —F & AE
CEET, WRREOME—DFE: & LT ssh AR — (SSH #5E— R authorized key =
<~V R) BEHATIHEE. ZoFTvarEANLET, ZoF TV a rEREICT
He, AL— 57/\2'7“*}‘%{%%[/“(:“*’5:**777‘7‘/ MZT 7 2ATERL 2D F
7

RE DR & PRAF] DEDOFAIHE > T, RELZHRFLET,

AVTERRMNURILDA VARG ZDERTE
WOFIZFERAL T, 20 TFA MLV DA AR ZEHRELET,

configure
context local
inspector user name { [ encrypted ] [ nopassword ] password password

end
1
s BMOX—U— KA T g BZFERLC, 777 40 772EHEEZHI Lz, EHEICH

MLEVMEZRE LD TE £, Inspector =~ ROFEMIZOWTIEL,  [CommandLine
Interface Reference] ZZ&M L T 72 &0y,

enopassword 47> a VAT S & BEIT ORI AV — REMEHTHZ LA
VAN ZEAERRTEE T, EAEOME—DOTFEL L LT ssh AR ¥ — (SSH#E— KD
authorized key =2~ R) 2T 25481%. 2047 varvzFhcLEzd, 2047
arEAINITDHE, A VAR EANRRT = REFHA L C2—Y =T AU MNIT 7k
ATERL RV ET,

R EOHERS & RAF) ODEDOBINE- T, RELRIFLET,
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DRATLELUBEDHEH
BENEZ (LD OREICIE, MEEENEENTWET, BFEOEL ROT 7 4 /v kT,
li-administration HERD R WVEFIE N LIREa~ Y REFR R TE T, 277 L, LIXREa~ Y
ROFERRIL, VAT LEREDED DTN OHIR LY, DBELTZV T2 EMTEET,
7 a—URERKE— RO require segregated li-configuration =2~ RIZ L - T, VAT AB X
OEENEES O CLI OFRRIIKGEMICDBE SN E T, AEMNESOF—T— R&fEE L7 CLI
o= RiZkEBfb &4, li-administration #E[R &2 FFOEHE I L > TOAFKRTE E7,

|

BEE G TE5EN KT, LIOGEHIA L IZR->TEY, BT 52 LI TEEHA, require
segregated li-configuration 2~ > NI3FEERRTT,

VAT AFREND LIRTEZDEET 5 &, StarOS ITIRDEE N H Y 97,

+ li-administration #E[R % FF-2> & E#L#H O 23, show configuration =1~ > RO H ) THIERIEE
ZDCLI a~y REERTEET,

- saveconfiguration =~ > R & F4779 5 & GIERES O CLIRE =~ > R HEIRYICHT 75
fbEnEd,

«CLI 2v ¥ FEN L TIRFESNTMERL 7 7 A VEr— K35 L (72& 21X, configure
<url>) | BFEALERAIENEESZ O CLI 2~ Ri%. LIMERZEHGHE I8 LT RE
FBLOFATESNE T, LIERORWEREDOSEIL. B bEAeIEREZ O CLI =
v RFEEBLOETEINEEA,

EEREEDN T — RSN TWDH AT AMEREIHIC, B b A IEREE = DR ENEF S
N, 1 hice—RanEd, 2F0., BENFESZOCLIREIZ=2 Y Y —/LFR— hZ
BRENFHA,

* Exec ‘E— K@ configure =~ > RiE, LIEHEDNRIESNTRER T 7 A4 v s, Kb S
NI BEREZOBREDOHE R — RTEL LT HF—U— R R— 5Lk
DE L7 (7z& 21X, configureencrypted <url> 72 &) , BES{tSnf=%F—7U— FiL, LI
EHEDOHRNFEITTEET,

o BE AL A AR Z ORE (GBS LD) Z2HH LT AT AEFTL TV DS,
show boot initial config =~ > FOMANZIE, HAMIORLBIFIZ 2 % H DO/ AZFATT H40%
MWBDHNE D DERITITNGENLTWET, ZOTITIE, B b ABIEREEZ ORE D
B NT-5E 1T Teneryptedli] &R RINET, £DITIT Tencryptedlierrors| & KRS
NTWDLHEEIE, 2FBDOARANELLEELRD T2, TSN TWRWNET2ITASK
DIERTIF WIS T ET,

+ li-administration #EBE % Ff->=—4—{X, show logsencrypted-li =~ > FZfH L T, K5
b HEEREZ OREICBIT D7 — NREDH N R RTEET,

7 v — AR — RO require segregated li-configuration =~ > K & B~ > ROFERIC
DWTIX,  [Lawful Intercept Configuration Guidel] @ fF#% Lawful Intercept CLI Commands] %
ZRLTLLEEN,

B o Rx7LoEE |
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\)

GE) [Lawful Intercept Configuration Guidel i%. www.cisco.com TIZRIFATCEFHA, ZDOHA KD
AE—ZAFT DI, Y Ra0TH Uy MEYEICBRWEDE L EE N,

VY =214 UK (BEHTE5EL FDOR)

ca—F—lF, ENENOALT XA U E =T oA REEH L TOHRT AT LT 7k
ATEET,

e —HP—NPDaALTHEA R, L E—T oA ZABFEH L TENENDOI LT FA MY
A LEHrLd5E, Foa—P—FHERINET,

o L —4—7% lauthorized-keys] F7=iF Tallowusers|] DWVT D 2T F A MIFHE S

TWDNE I MTERZRLS, ZOWEETIE, MADI VT XFA M U F =T = A ZALSHD
AVTHXAMA B =T A A% LTI ERITT DL, b0 —F— 3G
SHET,

e —HNLUSNDa LT FAMIREISNTWSa—Y— T, vl A 2877 5ar7F%
ARNEBRETLHILERHY 7, # :

ssh username@ctx_name@ctx_ip_addrs

AVTFRAMURNIILOEE LI —Y—BTEDHER
RENEFIIThNIZZ & 2 MERT A, kOa~w RE AN LET,

show configuration context local

Zoawy NI, oty arie—h L ar TR A NNTEE LT RTORENNT
A—FEFRLET, RIZ, ZOa<r OBl ERLET, ZOFITIL, tetadmin &9
ZEIDOEX=2) T A EHENRESNTOHET,

config
context local
interface mgmtl
ip address 192.168.1.10 255.255.255.0
#exit
subscriber default
#exit
administrator testadmin encrypted password £d01268373c5da85
inspector testinspector encrypted password 148661albbl2cd59
exit
port ethernet 5/1
bind interface mgmtl local
#exit

O—AIlLA—H—DEELI—TF—0DKTE

o—Ha—HP—2 A FiE. ANSIT1.276-2003 D XA T — REX o U T 1 {R#ELYR— LT
WET, RRATU— K, RRU—-KNERE, ny /7 MREREFOT—D V22— =T H T b
FEHIE, Mash THEEFSNE T, ZOBHRIT. AAA XR—ZDFRIEOXIE L 72 A B D —H L
AP =T = HR= BRI SN, VAT AOERY O TidEH SN ERA, £O

SRTLBE
|
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720, BEESNTWAa—hla—F—=ThH T hMI, VAT LAREDED OERS TIHHEERRE
NEH A,

| o

EE n—Ina—WP—F—FXR=2AREH o> TWET, 7 e — UL RTE— RO local-user =
~ 3 K& Exec E— R® show local-user =~ > K, 35 X O updatelocal-user =~ > NiIfEH T
XFEHA, BETELENL ROFEMIIONTIE, (VAT ABELEE] OEEZZRL LT
éb\o

ROBIZFEHALT, n—ra—PF—DFHRL—PF—Z2RELET,

configure
local-user username name
end

1E
cBMDX—U—RF 7 aZEH LT, 7774 77EHERE LY, FHEEICH

BOLEVEZHRE LD T £9, local-user username =t~ > RO FEHIZ- DWW T,
[Command LineInterface Referencell #Z& MR L TL 72 &0,

0= =P =T = HR= XD DN, == —FT —HR—XDEP &
v L—FK (19%—=Y) 2R LTLTEE0N,
A—AhILA—H—REDHEDR
BRIENIEFIZITON T Z L 2HERT HI12E, koa~vr REANLET,
show local-user verbose

Ioawy KL, REENZ-n— I a—P—0FHa—YP—IClHTAFEREELRLET, K
2, Zoawy RO ABERLET, 20T, SAUser EWIHZRTO B — B La—H—

WRE SN TVET,

Username: SAUser
Auth Level: secadmin
Last Login: Never
Login Failures: 0
Password Expired: Yes
Locked: No
Suspended: No
Lockout on Pw Aging: Yes

Lockout on Login Fail: Yes

A—ALA—HF—T—ER—XDEH

WD Exec B— Fa~xy REFEITLT, n—ra—H— (FH) REZEHLET, Z0=
~ v RiE, B — -2 ER BBk, EIIRE LCERICFEITTOLERDH Y 7,

update local-user database
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o—hrai—H—F—s~—zx0EHELI T L—F ||

A—AIL1A—HF—FT—ER—ADEHEETHIVTL—F

PBKDF2 (/XA TU— RR—2DF—RAERRHKNN—T a2 2) 2FEHL. AShir—%, vV
b, BEXOKEREKIZESNT, FFEOESOXF—Z2REGLET, e—bLa—F—T v
V hDORART— R, TUF AR SN Vv %L ORIEIRE A i 2 72 PBKDF2 5 X%
EHLT Ay Y2, NAT—RA ML —VOENBRILSNET,

JY—22001C7 v 77 L—RTEHE, o—hla—P—F—ZX— 2 NOPAFED 21— —
/NAT— REMDS 705 PBKDF2 Ny U U JICHBIMIIZT v 77 L — RaflgtA Ny o
SNTZRAT = MEDHPRESIVET) o Ny v aBluI—FHmThdled, RfFESNTE
Ny VAl b= = XA — RERSET 52 LIXTEERA, LER- T, BEfFO/ Ny
Y a/XAT — REMIIR/Ny Y a/XAT — RIZHEICERT 5 Z LIXTEEE A,

T EN—= 2T HI0E, X2 U T 1 EEE D Exec E— N D updatelocal-user database
CLI 2~y REETTHMLERLY T, ZDa~vr FEETT 5L, StarOS 13 /flash 7 ¢ L
I RUIPBT—HN=REFHLRY | T—=F_R—=2%H LB THEEL T 4 A7 IcEE
A ET,

—RpEIE SN ——2H/T 77 4 TLTHIE, BX =2 VT 4 FEENPROTFIEZ FEITL
e
« Exec & — R password change local-user username =~ > K& LT, —FEIEShiz
2P =D~ AT — FERELET,
« #5%E — K nosuspend local-user username =~ > RZfEH L C, =2—H—D W5~
7%y bLET,

BEESNF=IL—bTa LI M)ADA—H—TF U XDHIRE

7 74/ N TIX, FTP/SFTP 7 7 &AM Fi o A 22— —{13, /mnt/user/ 74 L7 MU DT
WZHDEED T 7 ANIT 7EAL, BREMZDZENTEET, ROT 4 L7 RV [H—
NET o 7| R=ATT 7R ANHFATENE
9, /flash, /cdrom, /hdraid. /records. /usbl. /usb2

EHEEIIRCEREIL, VAN T 4 LT N ET 7 AMEREMH L CSFTP 72 &
TLDY A NEERCTEET, n—hra—F—nEkans &, EEEILSFTP 7 v 27
LB LB TES, 2—P—DERBL LB Xa )T 0 EHEEITETE TRVIES.
a— W — AR EHMEREZ ROV T VAT AMIDHBRT Vv ATEES, ZOFT 4LV 7 Y
E, 2=V =D —F T4 L7 R ELTHEHSNET, ZOEHRIL. opensshsfip —/3—I(C
WEENDBRELKLE L TRESNET,

SFTP — b5 4 L7 b VX, n—ha—H— FHE BIORTCEHE LEEMT 201
WHERT 2 MLENH Y FT, BEDOSFIPT L7 P EERTE £, &7 4 L7 UL,
I AL EDa—F— 2B CHZ LN TEET,

SFTP/IL— kT4 LY F)DEERTE

subsystemsftp 2~ R&fEfH4 5L, SFTPL— T 4 L7 U BIOBEEMT SN TWDET
THEAMERLNNLEE Y TEHENTEET,

27LEE I}



B srr—r7cLy ryEn—nLa—v—omENT

configure
context local
server sshd

subsystem sftp [ name sftp name root-dir pathname mode { read-only
| readwrite } ]

i
e sftp_name (X, Z OV T AT LE—EIZHNNT DI TFOFFNTT,
- pathname |%, SFTP 7 7 A NV DERESE L eV — T4 L7 MY EFRELE T, kOAT
arindbET,

e /hd-raid/records/cdr
« /flash

SFIP)L— +cTao LY MY EO—AILA—F—DBEESR T

local-user username =2~ > RZEHT 5 &, EBEILSFTP L— T 4 L7 NU ZHEI N
a— P —ZICEMT A E N TEET,
configure

local-user username user name authorization-level level ftp sftp-server
sftp name password password
exit

SFTP)L—+T 4 LY b)) EEEEFEOREMIT

administrator 2~ R&fEHAT 2 &, BHEIL, BESNEHEICSFTP L — T o L7 b
VABEfHT A ERTEET,

configure
context local

administrator user name password password £tp sftp-server sftp name
exit

SFTIP L— T4 LY b ERTEEEEDBESNF
config-administrator =~ > R4 2 & EHE L, fHEINTCREEHHEIZ SFTP L— b
T4V M) EBAEMSTDLZENTEET,

configure
context local

config-administrator user name password password ftp sftp-server sftp name
exit

AT LEHEI1—H—FHO TACACS+ DERTE

Z ZTiX., VPC-DI ® TACACS+ (Terminal Access Controller Access Control System+) AAA (G&
Ak, TR BROT T 40 T) BB RO EREIZOWTHALET,

B o Rx7LoEE
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B1E

wie

TACACS+iZ, EXx a7 ek Ehniz7 v har <y, BHa—Y—Th oo b T —FX—
AEEHL T e Y a = 7 I TACACS+H Y — "= {Z V=TT 7 BRTHZ LT,
VPC-DI & AT AT AT AEH— P —IZ TACACSHAAA — B R Z 4L T & F9, TACACS+
X, UDP Tix72< TCP i3 5 TACACS 7’12 b a VDR — g »T9,

VX?AMJMQm%*/FU 777kxﬁ—ﬂ—(wm)&LT%%LiﬁoMm&L
CHERRENTEV AT AEHa—Y— I o T, AT LD TACACS+ AAA —E A% H

*Liﬁ“ EFICERIEESNAITIT, VAT ART 7 EATAOLRERILe—hLarTxA e
v b U — 27 NIZTACACS+ Y — —RNFEET D HERH Y £7,

VAT AlE, TACACS+H~ /L F T — K2R —F L TWET, /L FEkE— FTiX, &
a2 LT TACACSH H—_R—~DfEBI DT T A ~X— | TCP #55 N &, MEFINET,
TACACS+ B v a U T B L, b—R—~DEEREIK T LET,

TACACS+ (%, VPC-DI LDV A7 A K% T HHEEETT, TACACS+ AAA F—E ADF&
7ElL. TACACS Bkt — R THEITENET, TACACSHEREDHbIZ., 7 v — LR E—
RTEITEINET, VAT LTI, FA3ED TACACS — N—DHJRENTR— FEhFE
j‘o

VAT ATHRELTEINCT S L, TACACS+ FHAENHEWNIRITEINET, 74/ T
TACACS+ ZRIEN KT 2 &, AT A% RADIUS 72 & D TACACS+ LISk D AAA H— tx%
'fﬁ#i)zﬁ L’C:L‘_‘“‘j‘ ODuAu um%‘fnft??bij—o

THO FDEERITRIA T ICY I 2ab—2a v DCLIE Yy v a VORKREARET S
TENTEET, EX2 VT A RELBHICEELZLEZXZY, VAT LD —E X ZEM,
BILONRT p—<  REEELE LT T REER O DREDT Y v e LE3, [
CLI & v ¥ a O KREIT, H LW TACACS+ 2—H—na 74 U &2RITT D L IR ETEF
T, Rty v a VEEEEERMTHT 5121, TACACS+H—NR—EHA T a0t 7va v %
FEFTHZ EAMRLET, 2FHOHFEIL, user-id 2~ Rl maxsess ¥ — 7 — R&FE L
T&mxcu%ﬁ%%F@DWN$+%%F%ﬁ%¢5’&T# Yy a ORI
REINTWDLEEIE. v oA o ZA FICERR 22— —2NRFES L E T, CLIZ A7 M3
%éﬂék\ﬁ?/ﬁ%ﬁ%?ék@@?:/?ﬂmeiTo:@%Q\GJi\%®J%
POy a U EROLIDERENTITHL LWL, BT — A v -V EFRRFL,
starCLIActiveCount 47 ¥ = 7 k3 J U starCLIMaxCount SNMP MIB 472 = 7 k &,
starGlobalCLISessionsLimit 7 7 — 2 3 J O starUserCLISessionsLimit SNMP MIB 7 — A % 4E )%
LET,

max-sessions TACACS+ € — K =2~ KX, TACACS+ CTHEHHRE2t v v a v O KK
ZRELET. F7-. user-id TACACS+HERLE— K 2~ RO default 7> = %, BED
TACACS+ = —H —@BI T 74V NORHERELE T, ZNbDa~ 2 ROFGEHIZ O
T, [Command Line Interface Reference ] Z& ML T 72 &y,

|

X3

By aORREEERTEET, L, 20T 7 a A LRI & g #ElE
\ij‘o

o—H—%, StarOS & TACACS+ B — R—Dli 7 D% ifﬁ%TEty:;v—yaycu
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| o

BEE TACACS+TH LT 427 (CLIAXRy baXo 7)) 1E, HERLLR 15 & 1I3ICHRESN
TWABENES 2 —F—1oxt L CUTER SN E T A,

A—H—TFho U CDEH

TACACS+ AAA —E A EZEZET BEIZ. KD TACACS+ ¥ —/3— L StarOS = —F—T h 7
YO EYa = TEAICER LT EEN,

TACACS+ 1—H—7Hho Y FDEH

TACACS+ P — =%, %KD TACACS+ 2—HF =7 H v MEREFH L CFreda= 7

TOMENRDY £,

BB H—F—D U X |,

KA —PF—DT L= TR P EIM SIS RNAT— R,

« K= —=NET D57 N—T DI,

e —W—T N —TDY X K,

« BT N—T THAHES SN D TACACS DFHEL ~L L o< o |,

| o

EE TACACS+ OHEFRL~LIL, % v T —2 D TACACS+ Y — R —F — & X— 2 | Z @A~ T
(AVP) & LTIRfEENET, —WF—F, MR L VIZBEEMT b z—Eo a< > NIl
[BEEd, kOF T, TACACSt DHERR L~ % StarOS CLI OFHlo — /L L FfRIZ~ v B

74 oHEEBRALET,

CLIEEE 2 — /L~ TACACSHHER L)V DT 7 4V b~ v B 7 HRRT HITIL, Exec E—
R showtacacspriv-lvl =~ > RZEITLET, T 74/ hO~ v B 7L, StarOS VU — X
LENLREZAL AT Lo TRR Y 9,

R 2:CLIEEO— )LD TACACS+ DIEBRLAILDT I+ IL LI VELY

TACACS+ #EfR L N |CLI B 7V & X ¥R

o cLI FTP FTP ECS/EMS &S
(1193 & Y &80 (r19.3+)

0 EA FExF I EIZSINS EI SIS FExthis

1 EA XIS XIS (=4 IS

2 FEXFIE =4 EIZSINS EI SN FExthis
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| v2x7468%E
star0s 1—F—7 75> roEH [

TACACS+ #E[E L X |CLI BT & + X R
v cLl FTP FTP ECS/EMS BiEmES
(9.3 & Y £8i) (r19.3+)
3 T EUN FERbI FERPIE FERFIE
4 e EVN It E It it
5 T FERbI FERbI FERPIE FERFIE
6 A FERFIER FERFIS =4 FERFIS
7 EIS SIS A FEXR I FER I FER IR
8 T =R FEXF I FEXF I FEXF I
9 (=4 (E4A RPN EVN FERS IS
10 A FERFIER FERFIS FERFIS R IR
11 A FEXR I FEXR I A FER I
12 FEXFIR =4 EA FERt JERtI
13 (=4 (E4A (E4A FERFIE BN
14 =N EVN ETN BTN FERFIS
15 =R =4 =4 (=4 =R

Tacacs+ OHERR L~V %7 7 /b b O StarOS FRFEIED b % ET 521X, TACACS+ #ERLE —
Ro priv-lvl 2~ > K& user-id 2~ > FEMEH LE T, FEMIIC OV TiX,  [Command Line
Interface Reference] @ [TACACS+ Configuration Mode Commands] D EZ S L T 72X,

| &

BEE FTP XY HA—hIhTOWERA,

Star0S 1 —H—7ho Y FDEH

VAT AADEBRT 7 ANFA SN TV D TACACS+ = —HF—{21%. StarOS TR D = —HF—
THO Y MEBRPERINTWALERH Y £97,

o 2—H4
e XA — |

« EHLo—)L L HERR

SRTLBE
|
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| o

BE AT LTV —LEREOHRLZERTD2FIEICOVWTE, VA7 2EHa—PF—Df%
Bl 2L TIEEN,

TACACS+ AAA H—E X DL E
COWETIE., VAT A OB a—P—|Z TACACS+ AAA —E R EZHET D HIEIZHONT
BALES,

A

ZE TACACS+AAA M —ERAEZWO THET 2561, BHE 22— =R Star0S 2 /A >3 %
7212 TACACS+ DA DV —E AR TA2MERHD £9, €95 L7gE, TACACS+ = —
Pl AT L~DT 7 EARELTEINET,

il

TACACS+ UANDH —EAZFH L T AT AT A LET,
VAT AT TACACS+ AAA V—E R EHRET HITIE, kOB ZHHLET,

configure
tacacs mode
server priority priority number ip-address tacacs+srvr ip address

end
(1)

« server priority priority_number : TACACS+ H—/3—7% TACACS+ 58iE % &1 T3 D NEfF % 45
ETDH1~4DBETHLMNENDY £7, BEIEMIT 1 AR bE<, 4 P RHIE<RY
F9, ESENEMN OREIT. BE SN TS TACACS+ r— S — 25 LE T,

- ip-address : %172 TACACS+ Y —/3—D IPv4 7 RLATHLIMENRH Y 9, Tzl
L. TACACSFAAA S —EZXZ N LTCZIDI AT AT 7B AT HE o —F— %383
L/i-g‘o

o 7 74V FTliE, TACACSHRTEIZ L - T, #FE. #Frl. BT AU T 4 T OEKY—
EARRME I ET,

StarOS © TACACS+ # Bz LE 4,

configure
aaa tacacs+
end

FEAIC DWW TR, Y — LD TACACS+ FBFED RN (26 X—) ZHRL T E IV,
[REDOHERLRGF] OFEOHAIHNE-ST, REERFLET,

| o

BE JATOTACACSHERE— RDa~wy REAT v a VORI oWk, [Command Line
Reference] @ [TACACS Configuration Mode Commands] D% B L T 72 &0,

B o Rx7LoEE |
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sE0—h )L VPN 2EED -0 TacAcs+ Dz [

3'5 - _jJ L VPN IJ'L.\I:IIEOD T’ &)0) TACACS+ @ERI:FE

F 7 4L N T, TACACS+HIFFu — BN a2 TH A ~D B 7 A ANZBEMT STV E
9, TACACS+i#BFEX, FHu—HhLarTF XA MVPNu /A VAR ETHZ L TEET,
TACACS+ %, AT CHAT A A v a v 2HHLTEREL, BINCTHLERSH Y 7,

stop F—U— FA 7 a E, TACACS+ HE— F® on-unknown-user =~ > R T
£, TACACS+ N~ R¥—TU— R4+ 7T a V THNI > TWEEE, 2—F—nn s/
A EBITT D VPN a U7X 2 MAE, 22— P A UFFTHES N VPNL & —H L Tn
HMLENRHY ET, A THFANMMP—BLR2WGE, 274 TIRL TR T LET,
ZOFTvarERELRWE, m74yy~&yx@ﬁ§mﬁ4yﬁﬁ%ﬁbf%@:y?
XA MTRRAEEZRITLET, 72& 21E, on-unknown-user stop DX ENR WA, EEE T A
7y M, FER—HILDO VPN I THFANENLTCe—hlaryTxF A NIael (o TxFE
7, 7272 L. on-unknown-user stop DX iE TlL, R—ANarTHF A ow /A 334780
T, FEHET AU hoa A URERRTRIRL £,

configure
tacacs mode
on-unkown-user stop ?
end

TACACS+ DR TFEDHEER
Z O TIE. TACACS+ B EDHERFIEICOWTHB L ET,
VAFACLIDSBrZ T L, TACACS+ —EXZEH L CHEe A L LET,

| o

EFE  StarOS TTACACS+HAAA Y —EZZRELTHINZT H L. AT ATRAIZ TACACS+AAA
P—ERAEZN L CEH2——%2FEL LY LET, T 740 Tk, TACACS+ FRFEN K
WML A. AT AL TACACS+ AAA DA OH — B A% L CREREE R/ T L £ 77,

Exec E— RKDO7 v 7 T, kOa<wr REASLET,
show tacacs [ client | priv-1lvl | session | summary ]
show tacacs =~ > RO NITIX, 2—WF—%, al A VL, a /A v AT —% A BED

Ty va U REE HERL AR EDOY~ Y —IFRNT VT 4 T/ TACACS+E vy v a T EIiZ
FRENFET, AT Va7 4N EF—T— Rk, BIEENRERINET,

iz, Zoa<wry RO FlZRLET, ZOFITik, assadmin & W) ZRTOT AT LB
2 —H—N, TACACS+ AAA V' —EZAZ N LTI AT AIZEFICa 74 L TWET,

active session #1:

login username : asradmin

login tty : /dev/pts/1

time of login : Fri Oct 22 13:19:11 2011
login server priority : 1

current login status : pass

current session state : user login complete
current privilege level : 15
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B acacs: — -t 1P 7 KL R R—

remote client application : ssh
remote client ip address : 111.11.11.11
last server reply status : -1

total TACACS+ sessions : 1

| o

BEE T XTOTACACSH A T RAa<y ROFEMIZOWTIZ,  [Command Line Interface
Reference] #ZM L T 7230,

TACACS+ H—/N\—T®D IPv6 7 F L A HR—

=HE . Z\ =

saal 3 D 7 B
a2V —)ViR— MIT 7 AL, SSHielnett v 3> (vtylalfR) ZHENLT 272D OEBIOFE
FEFAERECEET,

TACACS+ %27 0 — VVIZERET D &, a2 VY —ABX O vty BIf~OT 7 235 &b %
DS REER L RIS ET,

oY —)LAR— F X StarOS ~DFHEBED Y V' — "N T 7B A ThH-H, oY —Lpua—hjL
FREZ R E L. vty [HIBRIC TACACS+ Z 45 Z &N T&E £7,

BE  ZO®EIX. AAA GEEF. &, BXOT T 40 0) —bv R, BXe—hra—
P—lont LTHREESNET, & 20F, v—hra—F—E, vty B#EE M LTORT 7 &2
M oa L VY — AT 78 ZABLIORAAA (VPN 20 FF A ) a—WF—DLrfFHEoZ LT
=F7,

FEELH R (Y =k vty [\l Z5BEET 51213, BBEED X A TICESW T —F—na v
V=T I AT MR H Y T,

> \J_}I/OD TACACS"' n:L,\nIEo) 7 X )J‘”:r

7 v —)URERLE — RO aaatacacst =1~ > K noconsole ¥ — U — Ri%, =1 Y — /LA TO
TACACS+ sRFEZ T L E T,

configure
aaa tacacs+ noconsole
exit

T 7 4/ b TiE, TACACS+ V— _—38EEIL, 2o Y — A FEid vty BRSO B 7 A %
LCHETENET, noconsole ZHENZ 5 &, a2 Y —/LERRO 0 — LT —Z ~— ZZREF
ZHESE LT TACACS+ FBREDANA NAILE T, vty [E#E TiX. TACACSHITHRND E £1I27¢
D EI,

SRTLBE
5| I
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avv—roama~—zoRirEnt [

| o

EE aaatacacst noconsole iR E SN TW AL, AR r 74 UiE#ERFF>n— Lo —%F—
Ny —)LiR— MZr 74 & £7, on-authen-fail stop & on-unknown-user stop 7%
TACACS+ il E— R CTA X —T7 Ml 5> TV HFETH, Y — /LR —MNIr 7 A Ui
T9, 2—H =72 TACACS+ = —HF —THWLEHE, vty cr 7 A > TEEHA,

:/\j_)l/o) AAA /{ Hlb\ﬂiEéll\\y)]1b

7o — Ui — K@ local-user allow-aaa-authentication =< > K noconsole & — U — K
{j: i //‘—/VIE]'f%VCOD AAA /\“—X @uu_‘ pﬂz%%}j.] Li'ﬁ‘o
configure

local-user allow-aaa-authentication noconsole

exit

o — B La—Y—2BEEE, AAA X— A DFEE & local-user allow-aaa-authentication noconsole
BENT IR DRNTHICEITEIN D729, nolocal-user allow-aaa-authentication 233% & & 41TV
DA ERCICEMELEd, VIY BIRRICITEE L EEA,

| o

X3 :0):7‘/}\“1 2=V THEA SN TWD T —ZRXR=2AREHTERNeH, BIHTELE
NV RICITE S EEA,

: D%#X '\ l//{)b-té TACAcs+ IJIL\IIIIE&/H\ j]1t

7 — N UAERKE — R C aaatacacstZ ANC T % & TACACS+RSGEIZ T X THO=a 7 F X b
(DHWWE£U#DHﬁW)KE@%h%%éﬂiﬁo*ﬂ®%/%7~7ﬁﬁﬁﬁ\%ﬁ
DarTHFA M LT TACACS H—ERAZMNITHZ ENTEET,

T F A FNT TACACS+ h—E R Z LT 5121E, noaaatacacst 2> 7 F A M E =
~  REHFEALET,

configure
context ctx name
no aaa tacacs+

PIBMCEEZNZ STV =a T % A2 RN T TACACS+ —E X 2821 511, aaatacacs+
aLTFXRNREICY REFEHLET,

| &

BEE oV 7X APV TH—ERERRWICENICT HI1E, ZORICS, 72— SUEE— R
(TR_RTHOa T FHFAR) TAAATACACS+ V—EAEZHANTHLERHY 4, Fo—
IV > TORWEAX, 2T F A2 b LUV TTACACS+ ¥ — B R Z BRI L)
9T 52 LIFTEEHRHA,
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B - wvEgcon—nra—v—nss o osiE

OVY—)LNTY B g TOO—A/Ia1—HF—O45 4 U DOH#IR

StarOS L —H — 2Bl 5 L&D F 2 U T 4 FHEDZ, £O2—Y—Nary—LzfL
TRZ AT 50, FREVIYEBREFERAL e /A v 7502 BETEET, Z7r— UL
R E— R local-user username =~ > F® [ noconsole | novty | ¥— 7V — RiZon b o4
varEVHR—RFLTWET,

configure

local-user username <username> [ noconsole | novty ]
exit

noconsole % —V — R&ZI{ETH &, 2—V—Far VY —ArR—hIual A TER{Rn=E

T, novty ¥ —T— R&ERETLHE, 2—P—|LSSH 7zl telnet v a a2 ML Tr s A
VTERLBRVET, EFLLEDOF—TU—RFLEFEEINTOHRWEARIL, 2 Y —1 L VTY [H

BRO

WG ~DT 7 ANRFFA S ET,

EX3

noconsole ¥ — U — NE/zidnovty ¥ — UV — ROEHIX, FrLnve—hla—HF—F—ZX—2
R TORYHR— h I TWET, updatelocal-user database # F1T L TWRWEAIL, Zh
LDOX—TU— REFHNTHANIFATT H2HLERHY £79, £ 95 L7gWn&, noconsole — T —
K& novty ¥—U— Rigdn—ha—HF—F—ZX—RREFEINEHA, VAT LOFHELH)
%BH, TRTOZ—F—=RNar Y — L VIYERRIZT 7EATEET, FllcO T, =—
NPT = A R—=ADEFE X T T L—F (19 3—) 2B L TIIEEN,

X

Zoa<wy NI, o= A THAIN THWAET —F_X—XAREATE W=, FETE5E
U RIZIEEH S hvEE A,

AAAR—ZDA—H—Da 2 —ILT7 U ZXADHIRE

AAAR—ADa—W—F @EHE, VIYEREZS L TrZ A LET, L, —Ho2—%—
XY= AERRIZTET T 78 ATHEHICHIRTH b TEES, n—A a2 —HF—F—
ER—=AEER L72WGE (FRIMEHETE 28V REFATLTCNDEE) X, o AAAR—
ADL—HP—|ZONTILa Y —VERRE~DT 72 A%l T5Z & TINEITOLERH Y
F4, ar Y —LERRIT 7 B A TERNTTO L-ULOEHE 2 —H — (2% L T noconsole
X—U—REHEHLET,

noconsole & — VU — KL, WRITRT 2 THF A MERE— K a2~ FCHEATEET,
configure

context <c tx name>
administrator <username> { encrypted | nopassword | password } noconsole

config-administrator <username> { encrypted | nopassword | password }
noconsole
inspector <username> { encrypted | nopassword | password } noconsole

B o Rx7LoEE
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grrzorz [

operator <username> { encrypted | nopassword | password } noconsole
exit
noconsole¥ — 7 — RAHFETH L. av Y —AEfEA~O2—HF =T 7 B ZANRMHZ/2 0 7,
7 7 /L b T, noconsolelIHNIT /2 o TV gnedd, T RTDAAAR—AD 2 —HF—3a
VY VR T 7B ATE T,

| &

EZE |ocal-user allow-aaa-authentication noconsole =~ > RAMEE SN E T, ZDHE. TXTD
AAA R— 2D —F—Na ) — VAT 7 B A TEEH A,

L/ IR =

SXELEHEDMHER
Exec & — R ® show configuration =~ > FZ&fEH LT, FRES D5 B B U 72 28 5 % gt
TEFET, RELTE AR L=, show configuration | grep noconsole 1 J: Uf show configuration
lgrepnovty 1T LET, ZnbDa~wy ROHNIZE, FTLETRTOEFEIVRSINE
D

~ ~ ETLF‘ﬂ

VY —UF—DEE
U —UF—t, VAT A LICRETALENRHY FT, ZOXF—T, BT A NMTHD
B L SN AT— REEETH-OIEHINET,

ME

V= F—iL, HET 7 A NN EINTZNAT — REK S LB L OE ST 572012
HEnET, 220U Oy =3 BRI vy — 3 F—HTHRESNTNWDHE, Bk
NMAT—RE, RALvyy—vF—lzaT5 y— 00T TEETEET, 207
D, BEDOY v — X —fHIT, Bid ¥y —rF—METHBELEINTRAT— NIEEFTEE
T A,

VTR L T ANVIRIFE N, BIET 7 A NVNORET — 4 (SR — RO
&) ZRETDDOYAZ=F—L LTSN Y= ID 2EKT D720 SN
i‘j‘o

Ty — DT —F—D SHA256 Ny > =2 T3, Vv —F—i,. CLIa~y FFE7-IX
A7 8y b T v T U4 P =P L Ta—F—DNRETEET, Vv —VIDRBFEL
BRWEA, vy —YID 24K T S —H/V MAC 7 RL A& L £,

=PI A v By T T T4 —REFIECLIa~ > REHHALT, vy —2F—
EIRICERET AMENRSH Y £F, FHEINTWRWEESE, 2— /L MAC T KL A&
LTHT 74NV Oy —VIDIIAERESRERA, Yry—vF— (DFD, Yvy—ID) M
WA, BET — XTI SNTRE T 7 A VIZIEFREINET A, Yy —V DT, 22—
P—DAS L2y vy —oF—B IR, FOEF 2 7 728802 X 5 SHA256 N~ 2 = (base36
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B sooo—x—omonss

BATH ) T, ZAICEY, F—EFXa ) T4 2/{IEDCTry—vF—L vy —
ID 213231 b=y hr E—2FERESNET,

Yy —IDEFEHTERWGA, RETZ 7 A NVHNOBET — X O L EEFITEREL 8
/Uo

HFLNY Y — S F—DEDHE
CLia< >k

| &

EE chassiskeyvalue =~ K & chassiskeycheck 2~ RRFEITTEX 2D, X = U7 ¢ FHFE
HeRR % Ff D —H — DA T,

Ly ¥ —%—% AT 5121, Exec E— R chassiskey valuekey string =2~ > R Zfif
ALET,

key string 1%, 1~ 16 XFOHRETLFHITT, vy —rF—Iid, RAT—FRDOLHIZ—FHMN
DI FALENTEE L TRIFEENE T, 20D, vy —F—DENT L —rT % R MEKX
TERREINDZEETHD EEA,

Exec “E— R ® chassiskeycheck key_string ==~ > N1, A7) L7z key_string 12323\ C—FH M D
Wb sl —lE LR LET, ERINT S b —DfEiX, YR AI LIy v —v
F—EO T bINTcxF—EE kI E T, B lbINIEN T 5 L&, a2~ NIk
L., F—F =y ZIZA8HLET, HBICKRBRLIZGAIE, F—F =y 708 RRLEZ L 2RT
AvE—URNERINET, 774NV DY —F— (MACT RLR) BBEFEHA ST
WHEA, BT DY v — VR —lERRNZD, ZOF—F = v Z XIS LT,

BEOY Yy —V BRIy — v — a2 a LT D0 E 9 1 EMERT 52, chassiskeycheck
awy REFEHRALET,

| &

BE BAFEOVYy—YID 7 7 AADBFELRWES, chassiskeycheck =~ RIZIEERRITRD £
ﬁqo

M >\ TIX, [Command Line Interface Reference] @ [Exec Mode Commands] @ % %8
LTL7E&EW,

U= DI, EVRERT AT ZNEHEMLT, vy —vF—bAERSNET, HE
ELTELND 4 XFDOYvy— DI, MU 77 A MICIREENET,

V=V ID 77 ANADBT TIHFEL TND Yy — T, b EHEINETA, 72720, W
FOEBRI—RIZy Y —VID 77 ANDBRL o6 BIFOT X TORET 7 A /L H3 I
T 4, TOMEERCHFLVD Y Yy —F—F AN LTH, ¥y —3 ID OAERITITH L
WHIENMEH SN TWAH 720, FBEITMEELEEA,
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D499 vy bTvT D4 HF—F .

A

AR OFLWI YU F—aRELHE. Ve — FEBBTOMICREERGFT D2UNERDH Y 7,

IREDHER ERTF) DEEZSZRLTIZEN,

D49 vy b Ty T D94 F—FK

VX —VID 7 FANDGFELRNGS, VA7 By Ty T U4 = RIZLD, 2—%—
oy —3F—FANTHEICkDAT e P IBRERREINET, V¥ —TF—DBASEN
TWRWEAS., 74V R0y —2 IDITARESNERA.

IA v 7 By 8T v 7 U4 = FeFETT5ITI1E, Exec T— RO setup =~ REETLE
ﬁ‘o

local]lhost name# setup

. Do you wish to continue with the Quick Setup Wizard[yes/nol: ¥

. Change chassis key value[yes/nol: ¥

[
1
2. Enable basic configuration[yes/nol: ¥
3
4. New chassis key value: key string

FSCO7JUy O DEE )Y FOBERE

TI7ANVETIE, AA v TF 777V v 7 NTREIRBOWESINT-7 77V v 71737 > b
MRAELIESE, 777 Vw7 A ML=V B—FRa&F#HT By L TCT777 Vw7 %00
NYFTHMERH Y £,

BRI OMEINZ7 7 7V v 7 HI v BB ENEREIC, BB T TESC O
HEh &y haANCT DN TEET,

7a— ) LRERLE— RO fabricfsc-auto-recover =~ > R, @REIZEOWEINT-7 77U v
TNy NERH LIz &I, BEIFSC Y vy bEaARhEmITEmHICLET,

WDa<y Ry—r A, ZO¥EEEEINCLET,

configure

fabric fsc-auto-recovery { disable | enable } [ max-attempts [
number attempts | unlimited ] ]

end

max-attempts [ number_attempts | unlimited ] (%, StarOS 7234 FSC ® V& v F &4 T73 5 [E4 %

1 ~99 D E I TEHRBTHELET ESCHV Yy FENLIETTEIELERA) . T 74
Vs DEREL 1T,

| o

EX3

ZOBEREE AT DL, BN 7 v — LR — R o fabric egressdrop-threshold =~
YRENLC, 777Uy Ry P LEVEERET DLERH Y T,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



