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TE. BIBRT 27200 A =X L w2t LET, ZoBER, Bl E— R er—Yya—
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REST (Representational State Transfer) 1 > % —7 = A A%/ L THR THET 572912, ConfD
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X, CAGEIEFE b MEICRD ZEn3dH D 7,

NSO DOFEMMZHOWNWTIEL, NSO Da—HF—<=a2 7 LEBR LTI,
X 1:NETCONF > R T L7 0O—

NETCONF enabled

Management
Console

NETCONF API
VRF 1

StarOS Active MIO/CF StarOS Standby MIO/CF

Standby
confdmgr
- 41189z

ConfD Authentication CLI

ConfD D% E

StarOS T NETCONF 7’1 b 2 /L&A 429 5121E, server confd Z A %02 LT, Netconf 7' 12
kI AERRE— RZBGT 20BN H Y £, NETCONF 71 b 2 UK E— R TlE, 47
va ORI~y R R— SN TWET,

SSH X—DEH

NETCONF-ConfD ®H# 7R — FTlE. B—H/L 2 FF X FTV2-RSASSH F—RN_EIFL T
HVENHY FT,

SSH ¥ —Mi A TR WS, StarOS 1T T — A v —U &2 AR LT,

Failure: The ConfD (NETCONF) server requires an RSA key on the local context
Showsshkey =~ > F&F(TL T, AT L LD SSH F—NFET D Z L 2R TE 7,
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nerconk 7o banimE—~ ]

NETCONF 7O FaJL¥ERE— K

bulkstats

NETCONF 7' hz/Uid, 27 %A MEKET— FD erver conf 2~ REN L TAENICLE
4. Zoa<r R, a—hrarTFXx A FORCHBSET,

[locall host name# configure

[locallhost name(config)# context local
[locall host name(config-ctx)# server confd
[local]lhost name (config-confd)# ?

bulkstats - Populate ConfD with bulkstats operational data

confd-user - Configures the default login user with full administrator rights

for the ConfD server.

do - Spawns an exec mode command which displays
information to the administrator

end - Exits configuration mode and returns to Exec Mode
exit - Exits current configuration mode, returning to previous mode
kpi - Key performance indicators gathering interval
netconf - Configure the netconf interface
no - Enables/Disables the followed option
rest - Configure the rest interface
WOF—T— NI4T a2 TT,
* bulkstats
» confd-user
* kpi
* netconf
°rest

NETCONF 7' k 2 )L 2G4 512iF, 227 F A MERE— RO noserver confd =2~ > R
EEITLET,

FEHEIZ DUV CIX,  FCommand Line Interface Reference] @ NETCONF Protocol Configuration
Mode Commands| DEZHMH L T 72 &0,

ZDONETCONF 711 k a Uit — R a~r R2FH+T5E, RESTA V2 —T A 2% L
T2V T REEHE R OIE L LR — A FREICR D £, T 74V FTlE, Zoa~wr RiET o
v —7 )V CT,

a2 Ry v ¥ w7 A% bulkstats T4,

REST A v Z—7 = A AZ I LTHEMNBLEIGT H7-8, StarOS DFEFHIEMDUNE ISV 7 #
B CDB IZ IR F SN E T,
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2SOV T EEHE R OER T — & i L7z ConfD D A J1 & E4h24 5 121%. nobulkstats % i f
L/jzj«o

FEMIZ DWW CIE,  [Command Line Interface Referencel] ¢ TNETCONF Protocol Configuration
Mode Commands] DFEAZZM L T 2SS0y,

confd-user
ZONETCONF 7u F 2 )VORERRE— RO 2~ NiZ. NETCONF Z4 L T3 _XT?D CLI #1E
DOa—WF—2 w9, =—WiX, BREETRER e 7 A UM CRGEENE S, ZD=—
P—£IL, CLIeX 7 A TORMEA SN E T,
a<w Ry ¥ w7 AL, confd-user <username> T9, Z Z T <username> |, 1~ 144 5
DEHEFE DO LFHN T,
(S
BZE NETCONFt v a3 vFILRESTl v a it REAFATHE/R 0 7 A UEH T X X e T
THVERNHY FT,
kpi

ZONETCONF a2 hatay 7 ¥ a b—3 32 F— RTlE, NSLB O & B34 e
(KPD) DOUERMEEZFELET,

g~ Ry ¥ w7 Ald kpiseconds T ¥, seconds 13 0 (HE%h) £ 7213 10 ~ 120 DFEEL T,
R D KPI Z AT 2 I MR 2 B HAL TRE L £ 97

vy va kD CPUDHEAHE (%)
ey a kD AT OFEHE (%)
sy va UM L DD CPU DFEMAFE (%)
by g PN LD AEVHEHE (%)
ey va kAL (%)
IO OFFHERIT, VAT AEET (TRTOV—FT) Fxv 7 FranEzd, 7741
T, ZOMEEIXT 4 E—7 LT,
FEAIZ DWW CIE,  [Command Line Interface Referencel] ¢ TNETCONF Protocol Configuration
Mode Commands] D EAZZH L T 23V,
netconf notifications events

ZONETCONF 71 b 2 LigERiE— K 2~ R, StarOSICE8k S -1 X % [StarOS]
LWIHLBIDOARY —ATNETCONF @ E L TEETE D LD LEJ, Level Tik, BN
PERENDIELEWNAR M ET5 0 (BERE) LYLERHRELET,

o R # w7 A3 netconf notifications eventsleve { critical | error | warning | unusual |
inffo} T. L -ULIKRDLHITRY 7,
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netconf notifications snmp .

ecritical -Level 1 : B 77 7 A MICHKRBRTZ T —NEENTNWEZ L E2HWELET,
cerror -Level 2 : B 7 7 7 A VIZZ T —BHINZENTWD Z L2 RELET,
ewarning-Level 3 : B 77 7 A WIZEEA v E—UNEFENTWVWDLZ EEHELET,
eunusual - Level4 : =7 7 7 A M FHIL RV 7 —=NEENTND Z L2 WA LET,
cinfo-Level 5: B/ 7 7 A MTIEHRA v E—UNEENTNDHZ L2WE LET,

NETCONEF i@%n & E4hi2 4 5 121% no netconf notifications events Z i L £9°,

| o

EE JH7 9V leritical-info] (VEZ7T7 4 (HEKE) 2MbV) O Xy MLl EBE I E

j—o

netconf notifications snmp

netconf port

rest auth-policy

Z O NETCONF 71 f 2 UiREE— R 2= RiZ, SNMP 75— R &7 55— Al
[StarOS SNMPJ & WO ZRTDA R Y — A TNETCONF@A & L TR ETEL L OICLET,

a~w Ry # v 7 A1 netconf natifications snmp T3,

NETCONF i &1 % #0123 5 1213 no netconf notifications snmp i L &7,

Z ONETCONF 7’1 k 2 U[kE— K 2~ KX, NETCONFA ¥ —7 = A ADHR— h&E&
R ELET, server confd WA > TWDGE, 77 4/ hAR— MIBEEIIC 830 (23
ESNET,

a~» Ry % w7 A% netconf port port_number T, port_number i 1 ~ 65,535 DHEHTH 5
VERHY ET,

N— & 5% 8302V~ h9 5% nonetconf port ZfEH L £,

| o

EE NETCONFA VX —T xA ADKR— MEZZEET S &, ConfD DFHENNFE i, NETCONF

L REST (AR5 TWDEHA) A v 5 —7 = A A &I LI B0 — R 72 GINT 3 56 4
LET,

Z@®NETCONF 7'& k2 Ut — K a~v 2 &, —"—=2n7 J7 47 FEHEICX LT
FEITTARMIAEDO L~ L EHIE L ET., CA (F nft)%') AEFIR. 7 — R — R CREAE
O ca-certificate =2~ R&EMH L CRETE £,

o~y Ry ¥ v 7 A% rest auth-policy { none | peer | peer-fail } ¢, LULERD X 512720
£7,
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s none : PRFEEFEITINER A,

cpeer 1 7 TA T MRGEAELZRUELWGS, £33 74 7 v FGEREA R L
TNUDENTHLGE1L, Bl iFa I ShET, 7747 v b E A E 2R L7
]ﬁu N *ﬁf)u iquﬁéﬂiﬁ‘

| &

EE pea NEBIRINTWDLEAIL., CAFEAENMEREIET, £
TRWGEA, AR EERRMT A7 74 7 MIRGETE
PRI AR L £,

cpeer-fail : = "—{Z7 TA T IR TAT v FEHELRMT D X O IZER L, GEW
EDIEF ITHRGE S LR WA IR R L £,

| &

BEE® peer-fail BRI TWDHEEIL. 1 DL ED CAGEHENRT A
A A EWCTFETDIHLENRDHY £9, £ 9 TRWEEILREST 1
2 —T A RFED/20 FHA,

norest auth-policy #fEMH L CRREEAR Y > —% none |2 E L3, i FTINEE A,

| &

BE RESTA VX —T oA ADBIERY > —%EH T 5L, ConfD DERLEN)TE XL, NETCONF
BELOREST (£ TWDLER) A v X —T = A A% LT8G O — R 72 G 3
AT HAREMENH Y 97,

REST AN 72> TWARNIT ConfD BMEHA L CW\WB 7 o — N LVERAEAZZEF 95 & ConfD
DOFEEHREASEET,

rest certificate

Z O NETCONF 7’1 k a )Lkt — N 2~ KiZ, REST A v ¥ —7 = A ADFEHE L fil%
F—ERELET,

o< Ry ¥ v 7 Ak rest certificate certificate_name . certificate_name 1% 1 ~ 128 SUFD
T OLTFH|TT,

| &

FE ?'”'E L7ZFEAENT SA A BIZFEE L TWARLERSH Y 9, FEAER X OBEER T &L 7-f#
—1t. BETFEO certificate 2~ a7 o — UiERE— FCHEA L TRETEET,

HELUTFEAE L 2 —2HIR4 5121% norest certificate ZfFH L ¥4, ARAGEHAEL X —
75%&\& REST IFEI{EL £ A,

. NETCONF 35 & U ConfD



| NETCONF & & U\ ConfD

rest hostname

rest port

rest hostname .

E

B RESTA V¥ —7 = ADFFHEEZEF TS L, ConfD OFEENFE I, NETCONF 5 &
'REST (H#hiZ72» CWABIER) A v X —T =2 A&2N LT8O R 72 U3 AT 5
ZERHY FET,

REST 23 AT 72 > TW AT ConfD 2MEH L TWA 7 — S LFEBEEZ AT 45 L. ConfD
OFEHOFEEITET,

Z DO NETCONF 71 ka2 L #fifET— K 2= R T Web —X—0%nT 5K A NMEIREL
1, REENTWAHEA, WebV—_— T, FA N7 40— /L RBRRESNTZHRA ML —E
THERIZOBFIET DL IRDOENET,

g~y Ry v H v 7 Aldrest hostnamehost_name © Y . host_name 1 1 ~ 63 SLFDHET D
LFHITT,

VAT LG T AI20E norest hostname ZfEH L ET, mA A EDO—EFiFIRO LN F
A,

|

EE RESTAVH—T A ADFBANLEEET DL, ConfD OFEEN TE S+, NETCONF

K OYREST (728D 2oTWBHEE) A 2 —T = A A% LI O — ) 2 Wk 23 58
AT BRHEMENH Y F 9,

REST 28AZhZ 72 > TWAMIZ ConfD 2MEH L CTWA 7 — S)LiEBHEAZ LT 425 L. ConfD
OFEIHHFEEITET,

ZONETCONF 712 h 2 Uikt — R a2~ Rid, RESTA v F—T = ADKR— " K EBx2 &
L,:.E_‘Liﬁ‘o

a<wy Ry ¥ w7 A rest port port_number G, port_number (X 1 ~ 65,535 OFEETH D
ERHY F7,

A= EFET 74NV bD 443120y T 521X norest port i L E7,

|

EE RESTAVH—T=xA ADKR— MEEZEET S L, ConfD OFEEETE I+, NETCONF

FOREST (AN 5 TODIGE) A 2 — 7 = A ZA%I LI B O — iy 72 U 23 38 4=
THRREMNH Y T,

REST 23AZhZ 72 > TWAMIZ ConfD 2MEH L CTWA 7 — SLiEBHEAZLEFE 425 L. ConfD
OFEHHFEEITET,
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S
=X TE 5
WD a< R —4 A%, NETCONF 7’1 k 22L& ¥R — h 42 ConfD iR XML L £,
server confd ZHNZ T 5121%. Z A 7 v2-RSA SSH £ — 23 LB T,

configure
context local
ssh key
<encrypted key text>
len 938 type v2-rsa
server confd
bulkstats
confd-user NETCONF
rest certificate rest-cert
fexit
subscriber default
exit
aaa group default
fexit
gtpp group default
fexit
fexit
end
1
« bulkgtats, confd-user. 35X Urest x4 7Y 3 > T3, server confd 3% &4 5 & . NETCONF
AR DA ET

=1 =)

ax A& 0) EE aits
NETCONF-ConfD 7% €23 DI & £ /RT DIT1EL. 2 2D Exec E— RD show 2~ R dH
D iﬁ—o

show confdmgr 3 < > K
Z Mz~ RiL, StarOS ConfD Manager (confdmgr) 7' vt R ZET A EHAEF R L £9,

ooy NOME, kO EEBY T,

show confdmgr [ confd { cdb | netconf | state } | model { bulkstats |
confd } | subscriptions ] [ | { grep grep options | more } ]

* :
econfd ¥ —U — KiZ, ROA TV a v OREENZF—TU— RIZESNT ConfD =P
BT A 1EHRELRRLET,
« cdb 1 ConfD CDB A2 FE R L E£7,
« netconf |X NETCONF 27 — ME#RAZF L ET,

o state IZFFED ConfD 27— MEREZF R LET,
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emodel ¥—VU— RiX, IROA > 3 VOFRESNTZF—TU— FIZHESWT ConfD T /MIZ
B AWM aERRTLET,

s bulkstats : /N7 SEEHEM O E & EHT—

« confd : Y—/\— ConfD & &

e

cHITRHY YT I oF—U—FRERET DL, ConfDCDBY 7 27 U 7L g NERNETR

SNET,

show confdmgr

show confdmgr O H AIBNZ OV TIX, AL FESL TS0,

[local]l<host name># show confdmgr

State Information

State Started

Subscriptions 5

Last successful id 1461-704882-705350
Last failed id None

Username Not configured
Bulkstats Enabled
Kpi interval 30

Event notification level Disabled
SNMP notifications Disabled
REST interface authentication none

REST interface certificate
REST interface host name

Interface Status

NETCONF Enabled
REST Enabled

Statistics

Triggers

Replays

Notifications

Notification failures

Trigger failures

Replay failures

NETCONF notification failures
Unexpected failures
[local]l<host name>#

O O OO o U o

ZOMDOFEHERIIZIE, ROEHRPEZENLTOET,

rest-cert
Not configured

« Triggers : confdmgr 7% CDB DN % % > 7 L C confdmgr (ZEd K 9 12 ConfD (2 3R L 7=
ik, SCT ~OREDRMNITONI M GhAREF 2 7) |

Replays: N7 %7 g UisfAES B, BAER, BEEIRFZ confdmgr THRAAIZHE)

L7z h T %72 a2 IDD ConfD & —E LAWEEICBBSNET, 7mE2E, 2
HE RN TV v arOBEMELIT S & X confdmgr # A 7 BB XA 124

THRRMENRDH Y 97,
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« Natifications : ConfD 73 confdmgr [Z5% E D B 4 1615 L7z[Bl%L, 72 & 21X, ZHldconfd cli
ZN LT Tecommit] 7>, X FY =AU MOFERELTRETDIZERH F7,

- Failed Notifications : ConfD 2> 55215 L 7 8% & 23 IE & (AU S 4070 5 o 72 A%,
« Trigger failures : confdmgr ~® CDB % » 7723 JH L 72 [B14K,

« Replay failures : + 7 %7 v g o OFARITHIM LRI,

« NETCONF notification failures: NETCONF i 51034731 T A3 I L 72 [R1%L,

« Unexpected failures : T L 72V RIS FEAE Lz0%k, K7 — A LTI —u 7k
REET,

show confdmgr confd cdb

show confdmgr confd cdb O IBNZ OV TIX, RESHL T ZE0,

[local]l<host name># show confdmgr confd cdb
bulkstats server collection true
bulkstats server historical-collection false
bulkstats server gather-on-standby true
bulkstats server sample-interval 60
bulkstats server transfer-interval 1440
bulkstats server limit 7500
bulkstats server receiver-mode secondary-on-failure
bulkstats server file 1
|
bulkstats schemas file 1
schema-type system
schema abc
format %host%
active-only false
|
schema common
format %host%, $ipaddr%, $time%, Suptime%, $swbuild%, $1localtz$
active-only false
|
schema systemSchll
format
PPM, system, systemSchll, $epochtime%, $1localdate%, $localtime%, Suptime%, $diamauth-msg
—-saans$, $diamauth-msg-sarretry$%, $diamauth-msg-saatimeout%, $diamauth-msg-saadropped%, $diamauth-ms
g-uareg%, $diamauth-msg-uaans$, $diamauth-msg-uarretry%, $diamauth-msg-uaatimeout$%, sdiamauth-msg-ua
adropped%, $diamauth-msg-lireq%, $diamauth-msg-lians%, $diamauth-msg-lirretry%, $diamauth-msg-liatim
eout$, $diamauth-msg-liadropped%, $diamauth-msg-rtreqs, $diamauth-msg-rtans%, $diamauth-msg-rtrrejec
t%, $diamauth-msg-ppregs%, sdiamauth-msg-ppans%, $diamauth-msg-pprreject$, $sdiamauth-msg-deregs

active-only false

|

|
!
confd bulkstats true
confd netconf port 830
confd rest port 443
confd rest auth-policy none
confd rest certificate rest-cert
nacm read-default permit
nacm groups group admin
|

nacm groups group inspector
|
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nacm groups group operator

nacm groups group secure_ admin

nacm rule-list secure_admin

group [ secure_admin ]
rule any-access
action permit

rule secure_admin_server confd

module—-name
path

action
|

I
\%

nacm rule-list inspector

cisco-staros-cli-config
/context/server/confd
access-operations create,read,update
permit

group [ inspector |
rule any-access

access-operations read

action
|
|

permit

[1ocal]<host_name>#

show confdmgr confd netconf

NETCONF & & U ConfD [l

show confdmgr confd netconf @ H JFIZ DN TIE, LFESH LTI &0,

[local]l<host name># show confdmgr confd netconf
netconf-state capabilities capability urn:ietf:params:netconf:base:1.0
netconf-state capabilities capability urn:ietf:params:netconf:base:1.1
netconf-state capabilities capability
urn:ietf:params:netconf:capability:writable-running:1.0
netconf-state capabilities capability urn:ietf:params:netconf:capability:candidate:1.0

|
|
\
netconf-state
netconf-state
netconf-state
netconf-state
netconf-state
|
|
\

statistics
statistics
statistics
statistics
statistics

netconf-start-time 2016-03-30T17:09:49-04:00

in-bad-he

llos O

in-sessions 0

dropped-s
in-rpcs O

essions 0

netconf-state datastores datastore candidate
netconf-state schemas schema cisco-staros-bulkstats 2016-12-14 yang

namespace http://www.cisco.com/staros-bulkstats

location [ NETCONF ]
netconf-state schemas schema cisco-staros-bulkstats-config 2016-12-14 yang
namespace http://www.cisco.com/staros-config
location [ NETCONF ]

CREATOR

CREATED

/rollback0
/rollbackl
/rollback2
/rollback3

system
system
system
system

2017-01-17T13:
2017-01-17T13:
2017-01-17T13:
2017-01-17T13:

40:
40:
40:
40:

CONTEXT
:00 system
:00 system
:00 system
:00 system
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/rollback4 system 2017-01-17T13:36:43-00:00 system
|

I
Y

/cli-history/admin.hist
/cli-history/root.hist
/global.data

netconf-state streams stream NETCONF

description "default NETCONF event stream"
replay-support false
netconf-state streams stream StarOS

description "StarOS Notifications"
replay-support true

replay-log-creation-time 2017-02-10T16:00:59+00:00
[1ocal]<host_name>#

show confdmgr confd state

show confdmgr confd state D H /12O TiL, AFZZBL TS &,

[local]l<host name># show confdmgr confd state

Monday June 24 10:58:49 EDT 2019

confd-state version 7.1

confd-state epoll false

confd-state daemon-status started

confd-state loaded-data-models data-model acs-config

revision 2016-10-31
namespace http://www.cisco.com/usp/nfv/acs-config
prefix acs-config

exported-to-all
confd-state loaded-data-models data-model cisco-staros-bulkstats

revision 2016-12-14
namespace http://www.cisco.com/staros-bulkstats
prefix staros bulkstats

exported-to-all
confd-state loaded-data-models data-model cisco-staros-cli-config

revision 2016-12-14
namespace http://www.cisco.com/staros-cli-config
prefix staros_cli

exported-to-all
confd-state loaded-data-models data-model cisco-staros-config

revision 2016-12-14
namespace http://www.cisco.com/staros-config
prefix staros_config

exported-to-all
confd-state loaded-data-models data-model cisco-staros-exec

revision 2016-12-14
namespace http://www.cisco.com/staros-exec
prefix staros exec

exported-to-all

confd-state loaded-data-models data-model cisco-staros-kpi
revision 2017-10-31

namespace http://www.cisco.com/staros-kpi

show confdmgr model bulkstats

show confdmgr model bulkstats ® H BN DWW TIX, REZHL T 7ZE0,

[local]l<host name># show confdmgr model bulkstats

Model: Bulkstats
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Operational Data:

Requests 277
Records 831
Failures 0
Configuration:
CLI updates 0
NETCONF updates 2
Aborts 0
Failures 0

locall<host name>#
ZOWNOEMT —ZEHTIE ROBERPEENTHET,
« Requests : bulkstats 7> & confdmgr ~DIEH T — & A vt — P HEROHL,
s Records: LBl XN T-iEH T — X AF —~ L a— FOH,
« Failures : 7SV 7 fEEHEHRN O DT v ¥ 2 BEROMFLHNZ confdmgr W TR S o= T —
DL
ZOHADOREHIIT. WOHFHENEENTNET,
« CLI updates : CLI 6D 7w ¥ 2 iR EERDE L . SCT 726 DOFRED v — RO[E%L,
« NETCONF updates : »\L 7 EHEBMO Y7 A7 U 72 a A O,
« Aborts : NETCONF % 41" L 7= 3% & S8 03 H B & AL 7= [R14R,
« Failures : confdmgr WD /L 7 S GHE HER E ZR OB TRl S = 7 — D,

show confdmgr model confd

show confdmgr model confd D H /I FIZ SN TIEL, REZHRL T ZE 0,

[local]l<host name># show confdmgr model confd

Model: ConfD

CLI updates
NETCONF updates
Aborts

Failures
local]<host name>#

« CLI updates : CLI b D7 w2 EFERDOH L, SCT 2D DFERED 17— ROEEL,

o O = O

« NETCONF updates : ConfD g% EY 7 A7 U 7T a Vi@HI O,
« Failures : confdmgr N ConfD & EZRKDMFL TR S iz =7 —DHL,
« Aborts : NETCONF %41 L 7o 3¢ & B 25 P T S v 7= (B4,

show confdmgr subscriptions

show confdmgr subscriptions O I BNZ DN TIX, LFESH LT ZS0,
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. clear confdmgr confd cdb

[local]l<host name># show confdmgr subscriptions

Subscriptions:

Path Index Namespace

/active-charging 6 http://www.cisco.com/staros-cli-con
fig

/context 7 http://www.cisco.com/staros-cli-con
fig

/bulkstats/server 8 http://www.cisco.com/staros-config
/bulkstats/schemas 9 http://www.cisco.com/staros-config
/confd 10 http://www.cisco.com/staros-config

[local<host name>#

YTAYY T a bl EHERA LT L X I confimgr [ZBAIY 5 LA D D Yang £V
TEZESNTVDORERA PO LTT,

clear confdmgr confd cdb

Z O Exec £— Raw KX, ConfD BBEAT Y =7 M&REFET 5720 A% ConfD
ET —H#~—Z (CDB) ORELIHEELET, StarOS I%, ConfD 3Efld 2 API {1 L T
Fe B R ZT VA LET,

N

GE)  ConfDEBELXU'NETCONF 7' k2 /LDOY R — h 2T B2, 2T %A MERT— R
D noserver confd I~ R a—HLarTH A NTEITINTWAIEE%KRE. CDB &4
ETAHZLIITEET A,

WIZ. CDB %27 V74 A3=dDa<y Ri—r v A0HE R LET,

[locallhost name# config

[locallhost name(config)# context local
[local]lhost name (config-ctx)# NO server confd
[localhost name(config-ctx)# end

[

locallhost name# clear confdmgr confd cdb
About to delete the ConfD configuration database
The running configuration is NOT affected.

Are you sure? [Yes|No]l: ¥
[local]lhost name#

A

FE O CDB O U TITMKROENETYT, CDBIE2 T F X MERET— RO server confd =< > K2
O—HANarTXANTERITEINTWND & EIZHEBMEN T, ConfD & NETCONF 71 | =
Y R— N EFERICLET,

BERE  confd fik & bulkstats L O 7 D FTET 354, CDB I3 bulkstats 7 H A ¥ —~ A {RF L
F9, A¥— T v 7 HIL, confd T— F ~— R D bulkstats fELIN AL — T v 7T 7 A LA
LY BEEINET, AF— T v IHEREAINCT DI, Yy —v &Y r— FT5REIC
CDB%#7 V7352 Lam BEDLET,
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clear confdmgr statistics .

clear confdmgr statistics

Z@a~ Rk, show confdmgr =t~ RO S D [Statistics] £ 7 3 a 2B STV 54
RTCONERZ VT SNET, ZhZiE, RBPEFERET,

* Triggers

* Replays

* Notifications

* Notification failures

* Trigger failures

* Replay failures

* NETCONF notification failures

* Unexpected failures

YANG /L

StarOS DA > A h—/L T, KD YANG 7 7 A VEFEHCTEET,
« cisco-staros-bulkstats-config.yang : StarOS DR A T 4 7 /)L 7 MFHREETT L,

» cisco-star os-bulkstats-schema-types.yang : cisco-star os-bulkstats-config.yang <& 7 /L DL 3EH
B T— RO EHERG LA —~vAEFIELTL Y XA IBEENTOVET,

» cisco-staros-bulkstatsyang : RESTful f > % —7 = A A& L CEE NIV 7 #iat & S
X0 THERT—FET N, ZOFTNVE, BEHEI LT Uy L ERFO—Y—
DOHPERTEET,

« cisco-staros-confd-config.yang : *1 7 ¢ 7 O —/3— ConfD X EET /L,

« cisco-staros-config.yang : ftLo> 3T cisco-staros-* FX EE T L& EHH H - DITEH IS
2T FYANG 7 7 AN (TRTORAT 4 7T ANLEARTZER T O Z O%HNCE
EFNTWET) .

» cisco-staros-exec.yang : RESTful f > % —7 = A A% 4 L7z CLI DFEITEEE A[EEIZT D

ET)N, ZOETIVE, BEEI LT VXNV ERO—TF—DAHBMEHTEET, AN
RN T A7 ConfD I L > Tr—HWZHERSINET,

» cisco-staros-notif.yang : StarOS @A X2 k2 ¥ 7' NETCONF i@ 41 A K U — A% "[HEIC
TDET N, T T LV DA R MIPR— S TWERA, H#RAYE—-VLE
DHBPYR— F I TWET,

| &

BE ZHHDYANG 7 7 A VDFEARAEN T FTREICZ2 HATIZ, ConfD Hr—rS—%zb/xl &
1 FEEN T 2 BN H Y £,
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B show Support Details (ssD)

StarOS % v U —Z7 #FE KF 43 (NED) ZHEZET HI121%. YANG 7 7 A /L% Cisco NSO T
TNTHHERHY ET,
YANG 7 7 A NV a bt —F 5I12%, ROXSpa~vr REALLET,

#copy /hd-raid/confd dir/etc/confd/cisco-staros-confd-config.yang
sftp://<user>:<password>@<host>/sftp-directory/cisco-staros-confd-config.yang

Show Support Details (SSD)

9T D show confdmgr =~ > RO )7 SSD 1B & v E Lz,

ConfD 05|

H—/\— ConfD

WwIZ., 524872 TLS 38GE & curl ZfEH L CY— 13— ConfD REZ BSET 502~ L E7,

H—/\— ConfD D& E

wIZ., T 7 4/ FLUSROD NETCONF & HTTPS AR— hZ{#HH LT RESTful £ > % —7 =1 AN
HRNZ 782 - TN B P —s3— ConfD OFEHI 27 L £,

[local]l<host name># show configuration confd

[local]l<host name># config

[local]l<host name>(config) # ca-certificate name ca-cert pem url /flash/ssl/rootCA.pem
[local]l<host name>(config)# certificate name rest-cert pem url /flash/ssl/host.crt
private-key pem url /flash/ssl/host.key

[local]l<host name>(config) # end

[local]l<host name># config

[local]l<host name>(config) # context local

[local]l<host name>(config-ctx)# server confd

[ netconf port 123

[ rest port 234

[ rest certificate rest-cert

[ rest auth-policy peer-fail

[ end

[

1
1
1 (
local]<host name>(config-confd
local]<host name>(config-confd
local]<host name>(config-confd
local]<host name>(config-confd
locall<host name>(config-confd)#
local]<host name># show confdmgr

) #
) #
) #
) #

State Information

State Started
Subscriptions 5

Last successful id 1488-211047-99241

Last failed id None

Username Not configured
Bulkstats Disabled

Event notification level Disabled

SNMP notifications Disabled

REST interface authentication peer-fail

REST interface certificate rest-cert

REST interface host name Not configured
Interface Status Port
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NETCONF Enabled 123
REST Enabled 234

Statistics

Triggers

Replays

Notifications

Notification failures

Trigger failures

Replay failures

NETCONF notification failures
Unexpected failures

O O O O O 0w o

netconf-console % {§FH L = —/\— ConfD %7€ D H#F

RIZ. NETCONF %4 L CH—/3N— ConfD i% 7€ % Hf57 5 7= ¥ ® netconf-console D il % 7%
| =

[user@server]$ ./netconf-console --host 1.2.3.4 -u admin --password pswd! --port 123
--get-config -x confd
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="1">
<data>
<confd xmlns="http://www.cisco.com/staros-config">
<bulkstats>false</bulkstats>
<netconf>
<port>123</port>
</netconf>
<rest>
<port>234</port>
<auth-policy>peer-fail</auth-policy>
<certificate>rest-cert</certificate>
</rest>
</confd>
</data>
</rpc-reply>

N

ba
» netconf-console 3 GitHub

(https://github.com/tail-f-systems/JNC/blob/master/examples/2-junos/netconf-console) 7> [ H
WA TE £,

Curl Z{EA L =Y —/3— ConfD REDEE
RIZ, curl ZfFH L CIE U get-config #E2 479 2612~ L E£7,

[<user>@server] ]1$ curl -u admin:pswd!
https://rtp-mitg-sil6.cisco.com:234/api/running/confd?deep --cert
/users/<user>/ssl_cert/client cert/client.crt --key

/users/<user>/ssl_cert/client cert/client.key --cacert
/users/<user>/ssl_cert/root_cert/rootCA.pem

<confd xmlns="http://www.cisco.com/staros-config" xmlns:y="http://tail-f.com/ns/rest"
xmlns:staros_config="http://www.cisco.com/staros-config">
<bulkstats>false</bulkstats>
<netconf>
<port>123</port>
</netconf>
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<rest>
<port>234</port>

<auth-policy>peer-fail</auth-policy>
<certificate>rest-cert</certificate>

</rest>
</confd>

NIV fRETER

WIZ, AT REHEROEM T — 2 Ofl 2" L ¥,

NILY REHEBR OB M

H—/3— ConfD T bulkstats Z AN L £,

[local]l<host name># config

[local]l<host name>(config) # context local
[local]l<host name>(config-ctx)# server confd
[local]l<host name>(config-confd) # bulkstats
[locall<host name>(config-confd) # end

[local]<host name># show confdmgr

State Information

State

Subscriptions

Last successful id

Last failed id

Username

Bulkstats

Event notification level
SNMP notifications

REST interface authentication
REST interface certificate
REST interface host name

Interface Status
NETCONF Enabled
REST Enabled

NIV REHRERORE

ST REEROBEBNCOWVTIL, WESZB LTI X,

Started

5
1488-216669-170664
None

Not configured
Enabled
Disabled
Disabled
peer-fail
rest-cert

Not configured

[local]l<host name># show config bulkstats

config
bulkstats collection
bulkstats mode
file 1

schema common format %uptime$%, $host%, $ipaddrs

fexit
file 2

schema system format %uptime$%, $host%, $ipaddr$s

fexit
fexit
End
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INILY FREHIEERUR SR D SR

SEAMIE A SR EIA9ICINE L T, ConfD DIEMT —Z X— R (27 v ¥ 2aF 5N W\ TIE, K%
ZHRLTLL7EEN,

[local]l<host name># bulkstats force gather
I
o BERHEHIT—%IZ, bulkstats IZ3E SHIZPEERIE Y A ~—Z L2 7 vy v a ShE T,

Curl Z{&EAA L =it IEHRDZTAHHY

—,3— ConfD RESTful £ > % —7 = A A& L THREHMER ZF I D 72D Curl OfE FAHFI
WIZOWTHE, RESRRLTLLEEN,

[<user>@server] ]$ curl -u admin:pswd!
https://rtp-mitg-sil6.cisco.com:234/api/operational/bulkstats-operational?deep --cert
/users/<user>/ssl cert/client cert/client.crt --key

/users/<user>/ssl cert/client cert/client.key --cacert
/users/<user>/ssl cert/root cert/rootCA.pem

<bulkstats-operational xmlns="http://www.cisco.com/staros-bulkstats"
xmlns:y="http://tail-f.com/ns/rest"
xmlns:staros_bulkstats="http://www.cisco.com/staros-bulkstats">
<file>
<number>1</number>
<schemas>
<schema>system</schema>
<names>
<name>common</name>
<key ids>
<key id>none</key id>
<variable>
<name>host</name>
<value><host name></value>
</variable>
<variable>
<name>ipaddr</name>
<value>1.2.3.4</value>
</variable>
<variable>
<name>uptime</name>
<value>5781</value>
</variable>
</key ids>
</names>
</schemas>
</file>
<file>
<number>2</number>
<schemas>
<schema>system</schema>
<names>
<name>system</name>
<key ids>
<key id>none</key id>
<variable>
<name>host</name>
<value><host name></value>
</variable>
<variable>
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<name>ipaddr</name>
<value>1.2.3.4</value>
</variable>
<variable>
<name>uptime</name>
<value>5781</value>
</variable>
</key ids>
</names>
</schemas>
</file>
</bulkstats-operational>

Exec CLI /)L

WOHITIE, Exec CLI BT VZHEH L TWET,

Curl Z{EA L 7= Tshow version] HHDEE
Curl Z i H L T show version O 1 # BAGT 5B OWTIX, RESRL T Z3 0,

cat exec cli show version.xml

<input><args>show version</args></input>
KAKKKKKKK KKK

[<user>@server] ]$ curl -u admin:pswd!
https://rtp-mitg-si06.cisco.com:234/api/running/staros exec/ operations/exec --cert
/users/<user>/ssl cert/client cert/client.crt --key

/users/<user>/ssl cert/client cert/client.key --cacert
/users/<user>/ssl_cert/root cert/rootCA.pem -X POST -T ./exec_cli show version.xml
<output xmlns='http://www.cisco.com/staros-exec'>

<result>Active Software:

Image Version: 21.2.M0.private

Image Build Number: private

Image Description: Developer Build

Image Date: Thu Feb 23 15:25:47 EST 2017

Boot Image: /flash/gvpc-si.bin.confd

Source Commit ID: bd234043a93c68873ea77444733a8c632356d161
</result>
</output>

Curl Z(FEA L= show 27> FHADEE

WIZ, a2~ FEOFTY 2L LT Nny Zf#H L7z show build 35 X UF show confdmgr @ Hi
T E=BIET 57200 curl OFEFAFI 2R L ET,

cat exec cli show _build and confdmgr.xml

<input><args>show build \r\n show confdmgr</args></input>
Kk kKK kkkkkkk

[<user>@server] 1$ curl -u admin:pswd!
https://rtp-mitg-si06.cisco.com:234/api/running/staros_exec/ operations/exec --cert
/users/<user>/ssl_cert/client cert/client.crt --key

/users/<user>/ssl_cert/client cert/client.key --cacert

/users/<user>/ssl cert/root cert/rootCA.pem -X POST -T ./

exec_cli show build and confdmgr.xml

<output xmlns='http://www.cisco.com/staros-exec'>
<result>Active Software:

Image Version: 21.2.MO.private

Image Build Number: private

Image Description: Developer Build

Image Date: Thu Feb 23 15:25:47 EST 2017
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Boot Image:

Source Commit ID:
Kernel Version:
Kernel Machine Type:

Build Information:
Kernel Build:
Image Build Type:
Image Build User:
Image Build Machine:

Image Build Changeset Version:

Image Build Changeset Author:

Image Build Changeset Location:

Image Build Changeset Number:
Image Build Changeset PID:

R R R R I I b b b b b b b b h b b b E b i

*x*** TLocal changes exist ****x*

R R R R I I I I b b b b b b b b b 3 b b b h 3 i

State Information

State

Subscriptions

Last successful id

Last failed id

Username

Bulkstats

Event notification level
SNMP notifications

REST interface authentication
REST interface certificate
REST interface host name

Interface Status

NETCONF Enabled
REST Enabled

Statistics

Triggers

Replays

Notifications
Notification failures
Trigger failures
Replay failures
NETCONF notification failures
Unexpected failures
</result>

</output>

O o oo oNOoO

NETCONF % & U ConfD ]

/flash/gvpc-si.bin.confd
bd234043a93c68873ea77444733a8c632356d161
2.6.38-staros-v3-ssi-64

x86_64

#1 SMP PREEMPT Wed Feb 22 12:28:49 EST 2017

Production build

<user>

<host_name>

+
<user>
cisco.com

bd234043a93c68873ea77444733a8c632356d161

2017-02-23

Started
5

1488-216669-170664

None

Not configured
Enabled
Disabled
Disabled
peer-fail
rest-cert

Not configured

R R R IR R I b b I b 3 b I b b b b b E h E h b b b b b b b b b i
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ConfD D7 v 745 L— KFHR—Fk

ECSa< > FA®CLIRA—X®M YANG ET /L

ZDVU Y —RATlE, cisco-staros-cli-config.yang €7 /L1%, NSO # /" L CIRE &7z —H D ECS
(Enhanced Charging System) %/ E2~> R&EHAR—rLET,

7 237 FAITIE, ConfD %, ConfDFFIT-— = MM ko THRESH S —HD APl &
LT &7z StarOS 7 A Li@fE LE 9, ConfDCDB X, 47 V=7 h&RFTD
7212 ContD |2 &k » CTEH & E 9, StarOS iX. ConfD #£tD APl Z i L TF—Z X— X

W27 78 ALET, ConfDIERT — 4 X—RA T —2NAShEnDd L, StarOSIXCLI 7 7 & A
WXL DR RBREDE T EEFr LET, e LT, CDB ~OHEEHIIfTbh

FH A, CDBIZINETCONFA ¥ —7 = A AFEHTT v 75— F &% L %7, CDB & StarOS
RERR T — 2 = R & [AH] S U IRRE ISR DIZ X, cisco-staros-cli-config YANG &5 /L CH R —

FENDREA TV =7 MMz BNTZCLIT 7 & A (487> 5 NETCONF) %4 L7234 T
DL % F#) T CDBIZH#EHT 2 XLERH Y £7°,

COBDY—T 1 7 LR

server confd Z A #hZ L7=#%. StarOS T ConfD (2 &k » TEFLEN TV AR T — ¥ _X— A
(CDB) Our—Nab—%H L TCDB #HIINZY— RTHULERLLILGENH Y £,
=T 4 VI DOFIETIL, CLIR—ZADTRTHOYANGET /L THR—FENTWEIRET~

v R&&Te StarOS 77 v b7 4 — AT ConfD (2 L » Tl &5 CDB MER S E 4,

| o

BE + StarOSCLI 2/ L TR A7 V=7 M2 FETEE LIZGAIE. RICHHAT 3 FIES
HVIR LT, FATHRREZ NSO & HRWIT2MLENH Y 97,

FIE

AT w71 Exec E— KD saveconfiguration <url> confd %3247 L C, ConfD TH AR — h I TV 5 StarOS ZET — ¥
% [flash 734 2 LD 7 7 A WMTIRAEL T,

AT w72 ExecE— K show configurationerror #3447 L C, RIFINT-HEEZMRIEL £7, REZEHT DRI
F—HEELET, 5 LAWnE, ConfDIZX > THRESEDESSINET,

AT w73 ExecT— K configureconfd <url> 23247 L C, ConfD g%/ E 4 #H L £3, ConfD i ENHHAIND &,
F 34 AL NSO BHIY— 1 2~ NETCONF ##i 2 Mxr T& H L o120 £,

ATV T4 FAALZENSO LRHILET, A7 ot 2OEMICHONTIE, NSO D2 —HF—< =T LEBB LT
<TEEV,
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show configuration confd 1< > F .

show configuration confd 3 < > F

confd % — 7 — K% show configuration =~ > KD 127 4 % Y > 7 LT, CLI'X—AD
YANG E7 LV THR—= RSN TWIREA~Y FEFERRLET,

show configuration confd

T NAHINTRO X ST £,
[local]l<host name># show configuration confd
config
context local
server confd
#exit
active-charging service ecs
ruledef rdl
tcp any-match = TRUE
#exit
rulebase default
#exit
#exit
end

[local]l<host name>#

COBOA>TF2RA
ConfD K7 —# X—2 (CDB) ®r—H/)Lat’—(%, StarOS F® ConfDIZ X » TEHEIN
F7,

F_TD ConfD THAR— F AL TS StarOS Mk = v > K4 URLICE R L TIRFCE £ 7,
D1z, confd F— 17— K73 show configuration =~ > K & save configuration =~ > R|Z;B
MEvE Lz,

ConfD THR— h SN TWDFIE % URL IZfRfF L721%. Exec E— R configure confd <url>
A FEH LT, £nEZ COBICESZBEHN TEEY, Zoa~xr NE, ullldbd 771
DN %, ConfD OFATHERUICEH L £,

Fieoa~r RICETEEMICOVTL, U2 LT &,

clear confdmgr confd cdb

=0 Exec B— Faw s RiE, ConfD RSFREAT V=2 b &RIFT 20+ 25 ConfD i
T —H_—Z (CDB) O#EEXMELET, StarOS IX. ConfD 2ME{t+ % API 24/ L T
Fe B R=2 T 7 A LET,
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\)
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GE)  ConfDEB LUINETCONF 71 k)LD H¥R— M ZENTDH7-DIT,

2T HFAMERLE— R

D noserver confd =~ RABAR—H L3 THARTEITINTWAEESEZERE. CDB 214

ETHZELEITEEREA,

WKIZ. CDB %27 V73 3=dbDa~vy Ro—r L A0 E xR LET,

[locallhost name# config

[locallhost name(config)# context local
[locallhost name(config-ctx)# no server confd
[localhost name(config-ctx)# end

[locallhost namet# clear confdmgr confd cdb

About to delete the ConfD configuration database
The running configuration is NOT affected.

Are you sure? [Yes|No]: ¥
[locallhost name#

A

FIE CDBOZ U TIIMROEETYT, D%, CDB ZHRETHILENH Y 97,

BE  confd #% & bulkstats # % O 5 NTFAET H55A . CDB 14 bulkstats # %7 H A F—~ ZRIE L
94, AZ— 7 v FHiE, confd T — & _X— A D bulkstats {EKIRNA X — N T v 7T 7 A LA
kY bEEISNET, AF— T v IHERE AT HIIE. Yy —v &Y v— FT DA

COB%#27 VT 452 Lam BRI LET,

configure confd <url>

ZDExecE— RO a< NiE, URLIZE > THESINZHREAZ U7 N DONEZBED ConfD

RET—HX—A (CDB) ([Z#EHALET,
Wiz, a~ry Ro—r 206 RLET,

[locallhost name# save configuration /flash/confd.config confd

[locallhost name# configure confd /flash/confd.config
Info: #!$$ StarOS V20.2 Chassis 52767e9f£f9e207bedl2c76£7£8a5352¢c
Info: config

Info: active-charging service acs
Info: rulebase default

Info: #exit

Info: #exit

Info: end
[locallhost name#

save configuration <url> confd

*—1U — R confd 7% Exec £ — R saveconfiguration =2~ > NZiEMENE LTz, ZOF—TU—

KiZ. YANGET L THR— FENTWAREI~YY ROAEZEL LD

<~ RETZ4NEZ) T LET,
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FH—rEhTLB starosEcs Eav o K

KIZ, ZoTawADa~vy Ry y 7 AERLET,
[locallhost name4 save configuration <url> confd

FEaA~L RO YANG £F VOV 7%~ M, showfileurl <url> <> K& L TH#R
IRTEET, TIZT, <url>id, HEEZRGATHEDITHERAIND AL TT, RIFSNTK
EZ 7 A ViX, configureconfd =~ K& L CCDBIZ#MATE £,

HR— kTS StarOSECS EXEa T > F

ZOY Y —=ATE, CLIX—ZD YANG E7 /L TRD StarOS ECS =2+ ¥ R AR— h & T
b\\i‘é—o

* ruledef <ruledef _name>
« ip server-ip-address = *
* tcp-ether-port = *
* udp ether-port = *
* tcp either-port-range = *
* udp ether-port range = *
* tcp-any-match = *
* udp any-match = *
* http url = *
* httpcookie = *

* http x-header = *

» group-of-ruledefs <ruledefs_group_name>

* add-ruledef priority = *

* qos-group-of-ruledefs <group_name>

* add-group-of-ruledef <group_of_ruledef_name>

» charging-action <charging_action_name>
* flow-idle-timeout <seconds>
* content-id 1
* service-identifier <service id>

* billing-action egedr

« rulebase <rulebase_name>

* action priority <priority_number> group-of-ruledefs <ruledefs_group_name> charging-action
<charging_action_name>
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(G¥)  "=*"indicates support for every option following the prior keyword/value.
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