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[local]l<host name># setup

1. Do you wish to continue with the Quick Setup Wizard[yes/no]: yes
2. Enable basic configuration[yes/no]: yes

3. Change chassis key value - WARNING: old configuration scripts will become
invalid after key change[yes/no]: no

5. Create new tech-support password[yes/no]: yes

6. New tech-support password: <ts password>

7. local context administrator username[admin]: <admin name>

8. local context administrator password: <admin password>

9. confirm local context administrator password: <admin password>
10. hostname[<host name>]: <host name>

11. Create single dedicated LI context[yes/no]: no

13. Enable segregated LI configuration[yes/no]: yes

14. Enable LOCAL interface[yes/no]: yes

17. LOCAL Out of band Ip Address: <ip address>

18. LOCAL Out of band subnet mask: <subnet mask>

19. Default gateway Ip Address: <gw_ip address>

20. Enable remote access|[yes/no]: yes

21. Enable sshd[yes/no]: yes

22. Enter a default SSH key size[2048/3072/4096/5120/7168/9216]: 2048
23. Enable sftp server|[yes/no]: yes

24. Enable telnetd[yes/no]: no

25. Enable ftpd[yes/nol: no

Do you want to review your selections[no/yes]: no

Do you want to view the configuration script created[yes/no]: yes
<configuration script output>

Do you want to apply configuration script created[yes/no]l: no
[local]l<host name>#
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Do you want to view the configuration script
config

system hostname hostname
context local

administrator admin name password passwd
interface miol
ip address ip address subnet
#exit
ip route 0.0.0.0 0.0.0.0 gw _address miol
ssh key vl key
ssh key vZ2 rsa key
ssh key vZ2 dsa key
server sshd
subsystem sftp
#exit
no server telnetd
no server ftpd
#exit
port ethernet 5/1
bind interface miol local
no shutdown

fexit

end

Do you want to apply configuration script created[yes/no]:

| B

created[yes/no]:
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CLIZr 7 hTC, ROXIITASHILET,

[locallhost name# configure
[locallhost name(config)#

ROAS RE AL Tar7xF A MERE— REZBBLET,

[locallhost name(config)# context local
[local]lhost name(config-ctx)#

B—HNArTHRZME, VATLAOERIALTHRANTE, arTFXR R NEMHTSE, F—ERE
I3 B —T oA AR N —F T H LN TEET, 1 003 TF A MIBEHOY—E 2T
RERR &, HEDA L A —T 2 ALV RTExET,

VAT LEDATHXFARNLANLDOEF 2 YT 0 BHE, REFHE, AL —4, BIOAS AT X &
BETAHICIE, WOavwr FEASLET,

administrator user name [ encrypted ] [ nopassword ] password password [ max-age
days] [ no-max-age ]| [ ecs ] [ expiry-date date time ] [ ftp [ sftp-server sftp name
] 1 [ li-administration ] [ nocli ] [ noconsole ] [ noecs ] [ timeout-absolute
timeout absolute ] [ timeout-min-absolute timeout min absolute ] [ timeout-idle
timeout idle ][ timeout-min-idle timeout min idle ][ exp-grace-interval days] [
exp-warn-interval days] [ no-exp-grace-interval ][ no-exp-warn-interval ]

no administrator user name

MM ERFZ Ay TXFA RO X 2 U 7T A BHELRETHLERNH Y £3, YIHHRET 22N
FETL. CLItyya a7 Liek, Ex=2 ) 7T EHEPRESN TORWEGAIE, CLIT 7 AR
oy 7 ENET, ZTOEDa~<r ROFEMZOWTIZ, [Command Line Interface Reference] @ [Context
Configuration Mode Commands] D&% ZM L T 72 &0y,
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TurF R THROavw REANLT, 2T A MOBERE—REKRTLET,

[locallhost name(config-ctx)# exit
[local]lhost name(config)#

ROa~v ReANLT, VAT LRy hU—7 ETRESNDOIARA MERELET,

[locallhost name(config)# system hostname host name

host_namelL, > hV—7 ECU AT ANWMESNAHL4HTTT, AR ML, KXFL/NLFERXHE
% 1~ 63 LFDOIEHFLFH|TT,

WROFNEZMEH LT, MIO/UMIO DFy U =2 A 2 —T = AR ELET,

a) WOa<wr REAHLT, 2T % A MERE— REZBBLET,

[locallhost name(config)# context local
[local]lhost name(config-ctx)#

b) AU X =T xA ZADAFIEIEET HITIE, ROa<vw REANLET,
[locallhost name(config-ctx)# interface interface name
interface nameld, KLFE/NLFEREBISND 1 ~T9 LFOFEHFTO LTI TEIND AV F—T =
A ADLZRTTT, VAT EANPA =V Xy b A X —T A ADWRE— REHBET D, kOT a7
FRERRSINET,
[local]lhost name(config-if-eth)#

) WDa<vwr REANLT, BIDAT v T TCHRELIEA VX —T A ADIPT FLAZHRELET,
{ ip address | ipv6 address } ipaddress subnetmask
IA I By T v 7 I —RTROTHEINTET RLAFEEF N 732y hEBIET L0122
Da<y REFATTIHAEIE. T 74V Mb— FER— A U ROBREEHRT HLERH D £7,
ZOFEDOAT v 7 1L EAT v 76 2 LET, MERHL5EIE. AT v 7 Te~TkzFTLT
Bz R ELET,

d) WOa<wrREANLT, 41—V Ry h A ¥ —T = AOHKEE—FEKTLET,

[locallhost name(config-if-eth)# exit
[local]lhost name(config-ctx)#

e) MEIINUTCAXAT 4w I — b ERELT, VAT LET 74NV M=o A IZRELET, K
Davwry ReANLET,

{ ip | ipv6 } route gw address interface name

f) TUTHFAXNOHRET— REKTTHITIE, ROLIICAHLET,

LI




Loz |
B seroscuzsmL-mgEE

[locallhost name(config-ctx)# exit
[local]lhost name(config)#

g) A —H%Fv FE— FOBRE— FEBGLET,
port ethernet siot#/port#

hy A7 w7 To TERLIEA LV H—T 2 AIHR— b2 XLV RLET, "M RIZED, F—FrEZ0D
TRTORENA v F—T7 = A RAHEMNTONET, ROavr FE AN LET,

[locallhost name(config-port-<slot#/port#>)# bind interface interface name local
[locallhost name(config-port-<slot#/port#>)# no shutdown

interface namelX, A7 v 7 7O CRE LA VX —7 = A ADLA4HITT,
i) WOa<vry R REANNLT, A=y b A X —T oA AOHEE—REKTLET,

[local]host name (config-port-<slot#/port#>)# exit
[locallhost name(config) #
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RATYvFT2 CLI7unr7 R T, ROXHTASHLET,

[locallhost _name configurellocal]lhost name(config)
ATFY T3 ROa~vry FEANLTCaryTx A MEKE— FE2RBLET,

[local]lhost name(config) context local[local]hostﬁname(config—ctx)
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VAT ADATHXRARNLNNDEX 2 T A FHEERETDITIE, KOawr REANLET,

administrator user name [ encrypted ] password password | [ ecs ] [ expiry-date
date time ] [ £tp ] [ li-administration ] [ nocli ] [ noecs ] 1
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Oy INFET, Toawr ROFEMISWTiE, [Command Line Interface Referencell @ [Context
Configuration Mode Commands] D& Z &ML T 72E8 0,

TurF R THROawy REANLT, ar T A MOBRE—REKRTLET,

[locall host name(config-ctx) exit
[local]lhost name(config)

WDa~x REANJJLT, YATLRRy NU—7 ETRHMINAERA NMMERELET,

[locallhost name(config) system hostname host name

host_nameiZ, Ry hU—27 ETY AT LRGBS NDAATTT, RA MK, KXFE/NLFREBIE
%1~ 63 LFOEMTFLFHTT, 774/ hOFRA NI Tqupesi] TT,
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a) ROa~wr REANLT, a7 XA MERE— FZBBLET,

[locallhost name(config) context local
[local]lhost name(config-ctx)

by AV =T ADAHIERET DT, ROa~v > RE A LET,
[locallhost name(config-ctx) interface interface name
interface namelX., KX TFE/INCFRENEND 1 ~T79 LFOFETFTO LTI TRINDLA V F—T =
A ADHHTTT, VAT ANBA—F Ry b A F =T = AOHKE— FERMT L, ROTr T
FRFIRSNET,
[local]lhost name(config-if-eth)

) WDaxry RaeANLT, fDAT v T TRELIA LV H—T 24 ZADIPT RLAZRELET,
{ ip address | ipv6é address } ipaddress subnetmask
G¥)
IA w7y NT v 7T U4 F—=RTROTHEINTLT RLAEIFIH 7Ry N EET L2010
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[locallhost name(config-if-eth) exit
[local]lhost name(config-ctx)

VMBS L TAIT 4 v I —hERELT, VAT LET 74NV M= MU oA ITHRELET, &
Dav REARDLET,

{ ip | ipv6 } route gw address interface name

AT XA NORERE— REKTT AL, ROEIITATLET,

[local]lhost name(config-ctx) exit
[local]lhost name(config)

A =% Ry FAR— FOWRE— FEBIELET,

port ethernet slot/port

VPC OIE, Auy REBIXHIC 1) TF, WIC hT7 7 4 v 7R — K EI10~21 TF, A— k1L
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AT T THER LTeA v H—T = AZHR— e A FLES, N U RIZEY, A—F&xD
TRTORENA F—T = A ABEMNTONES, kOa~v REAJLET,

[locallhost name(config-port-slot/port) bind interface interface name local
[locall host name(config-port-slot/port) no shutdown

interface nameld, A7 v 7 T TRE LA V' F—7 = A ADA4HITT,
WDa<w REANLT, A=V RXy b AV F—T A4 AOMERE— REKTLET,

[locallhost name(config-port-slot/port) exit
[local]lhost name(config)
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B =—+79txm0s 27 008%
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TARLVEALT I 2Fa )7 FHEL, By a UAEBMICUI SN LTS, &Y
aryNTA FVIREBZHERFCE DR AR Z B THRETE £,

| o

BE by alFALTUNETA RVEALT T MDOT =)L NI TIEH Y A, W

DIEESNTOWAEAIE. Bty a v A4 L7 0 NREICRIICEET H7-0. 74 R
BALT 7 MEIFICEYy Y a v ZALT 7 D IR THLENDH Y 17,

RIFEM CLI® » ¥ 3 & C & 5 e RN & 20 AL CRRE T 2 FIE ORI DWWk, [CU
Reference] @ dle-sessionsthreshold =<~ > K & clear tacacssessionsCLI =~ > K, BL W

['Satistics and Counter Referencel] @ show tacacs summary & show tacacs session id # 2R L C
<&,

JE— 7O ERADVATLDETE

V=T 7B ARV ATLAERELET, BEH—Y—I, o—ANVZ YT Ry hT—7
(LAN) 771394 Ry 7%y hU—27 (WAN) #7 LT, VE— s —arhby

AT HMZT 7 EATEET,

* Telnet
eb¥ =27 =/ (SSH)
« File Transfer Protocol (FTP) (¥ =7 F7-13dEwF=27)

* Trivial File Transfer Protocol (TFTP)

EEX 200[Etemett vy aib 0, 1 N\OFHEENMOEEEN e kT o307 HA B

ZHIBRL725G1E, BifRSNza 7 A hOBEHENABINICr —I a7 3 2 MR
SELNDZEEHY FHA, HllrShicar7F 2 MICLIZ v U7 MIg &g RTEN
FIN, arTFAMNIAFOa~v L Rtk T T —nAERKENET,

BE X VT4 2RKRICT 2123, SSHV2 2 L £,

EE FIP B LUtelnet TV AR— FIHNTWWER A,

. FLHIS
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FIE

ATy T

ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

yE— 792 2A0Y 27 L0EE [

wDa<wr e AN LTarsx X MEE— FEBBLET,

[locallhost name(config)# context local
[local]lhost name(config-ctx)#

MBI CTC, Telnet 7 7 B AEHFRTHLIIC VAT LAEHRELET,

[locallhost_name(config-ctx)# server telnetd

VAT AR 2T 4 B KRBICT A%, Telnet Z AN L2 TL 7ZE W,
SSH7 7 B AZHATHEIICVAT LAEHELET,

[locallhost name(config-ctx)# ssh generate key [ type { v2-rsa | v2-dsa } ]

v2-rsa (3R SN B ¥ — ¥ 1 7T,

v2-dsa ¥ — U — KX, 27 % 2 MERE— FD sshgenerateCLI =2~ > FNIZB S CTWET, LIRTD
VY —=ATHR—bFINTWexF—TU— RB%HO Y V—ATIHRENTWD RN H Y £7°, StarOS
W, DREIOV Y —ATERSNTBEGFOARAZ VT N e T 7 A VDR SN — T — &5 &t
FEMTLE T, 72720, IiLWAZ U T RO T 7 A VAT L7202, a~v o Ry ¥y 7 ATk
SNTeF—U—FNEIFEREINR 2D E L, BE/F () ZALTH, " TTHFAMO—HE LT
LY —U— REIERINEFA, HIBREINTEZF—TU—RERET D L. TR Z T — X v =N
R ENET,

[locallhost name (config-ctx)# ssh generate key type v2-rsa

SFTP Z ¥R — DL IV AT LR ELET,

[locallhost name(config-ctx)# server sshd

[locallhost name(config-sshd)# subsystem sftp

[locallhost name(config-sshd)# exit

SSH OFEAMIC DWW TIE, SSHA T Y a2 v ORE (19 3—) 2BBLTLEZEN,
PVEILEL T, ROavw > REAN LT, FIPT7 7B AZFAITHL IV AT LAEHRELET,
[local]lhost name(config-ctx)# server ftpd

VATFAEX 2 VT 4 R EKRIBICTAT-OIC, FIP 28 LAV TL &Y, ZHEFR—FERhT
WEH A,

RDOa~r Fe A LT, M- ek TLET,

[local]lhost name(config-ctx)# end
[locallhost name#

WDa<y ReEAN LT, RTEEMRLET,

[locallhost name# show configuration

CLI 0%, koW ABIO & 5172 £97,

zeoiz i
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ATvT9

ATv 710

IJ:E——

&
it

context local
interface interface name
ip address ipaddress subnetmask
exit
subscriber default
exit
administrator admin name password admin password
no server telnetd
no server ftpd
ssh generate key
server sshd
subsystem sftp
exit
port ethernet 5/1
bind interface interface name local
exit
port ethernet 5/1
no shutdown
exit
snmp engine-id local 800007e580ed826cl91lded2d3d
end

WDOa< REAHLT, IPL—FOREXHERLFET,

[locallhost name# show ip route

CLI %, RoOEABIO X 512700 £97,

"*" indicates the Best or Used route.

Destination Nexthop Protocol Prec
*0.0.0.0/0 ipaddress static 1 0
*network 0.0.0.0 connected 0 0

Froiz |

Cost Interface
miol
miol

WDa<y REANLT, A v Z—T A AL T 40 T aMERLET,

[locallhost name#

show ip interface name interface name

nterface name> X, A7 v 7 7T TRESNT-A LV H —7 = A ADLEITYT, CLI L, HABD XS

2720 £7,
Intf Name: miol
Intf Type: Broadcast
Description:
IP State: UP (Bound to 5/1 untagged, ifIndex 83951617)
IP Address: ipaddress Subnet Mask: subnetmask
Bcast Address: bcastaddress MTU: 1500
Resoln Type: ARP ARP timeout: 3600 secs
Number of Secondary Addresses: O

[R%E DORERS & A OBBICHE> T, REEZRGFLET,

cT7 O RARAD VAT LDERTE

VE— T 7 BRIV AT LEHRELET,
F— FOBHNOA VAR AT IV EATE

* Telnet

. FLHIS
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e ¥ a7 =/ (SSH)
* File Transfer Protocol (FTP) (% =7 F7/-I13FHFEEHF=27)

« Trivial File Transfer Protocol (TFTP)

GE) 200 telnett v ¥ a Y B3b Y, | A\OFHRENMOEFIEE N 1 /ICGRT 53T F A b
ZHIBR L2580, HIBREN a0 7 2 hOFHENBEBINICa — AL a7 32 MNIEBEH
SELNDHZEIEHY A, HIRENZaTHFAMICLIZ o7 MIBIEHEFEREN
FTHB, aUTHFARNEFOavy NIk T2 —RNAERSNET,

GE) X2 VUT 4 &RKBRICT2ITIE, SSHV2 2L ET,

GE)  FTP B L Otelnet 1TV AR — FENTWERA,

ATV kOa< REANLTCay T MERE— FE2BHBELET,

[locallcf host name(config) context local
[local]lcf host name(config-ctx)

ATy T2 VEIZGELU T, Telnet 7 7 E A7 A T2 LIV AT LAERELET,

[locallcf host name(config-ctx) server telnetd

ATy T3 LEZEUT, SSHT7 7 A2 TH LI AT AR ELET,

[locallcf host name(config-ctx) ssh generate key [ type v2-rsa ]

GE)
v2-rsalIHELE XN D X —H A T,

GE)

v2-dsa ¥ — U — NiT 227 F A MERE— RO sshgenerateCLI =~ > FNIZE SN TWE$, LIRTO Y
U—ATHR—FINTWF—T— KREZ/HEO VUV —ATEHRINTWDAEERH D £7, VAT A
&, BRTO Y U —A TR SNTZBEFOR 7 V7 ENORET 7 A VNOR SN ¥ — U — R& 5| e fig
MrLET, 2720, BILOAZ VT RO 7 AV THAT 572010, a~vr Ry v 7 A ESn
X —U—REFERINR BV ELE, BT () ZANLTH, ~ATTHFAMO—HELTRL
F—U— RNIEREINFEFA, BIRSINEZF—TU—REHEETDI L. TR — A v —UnNERS
nET,

zeoiz i
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ATy T4

ATy Th

ATvT6

ATy FT17

ATvT8

[locallcf host name(config-ctx) server sshd
[local]lcf host name(config-sshd) subsystem sftp
[locallcf host name(config-sshd) exit

Froiz |

MENE U T, WDa<wr e AJJL T, FIP 7 7 B RAEZFFAIT 5 X0 ICV AT LAEHREL £ T,

[locallcf host name(config-ctx) server ftpd

RO~ 2 AJJLT, Miple— FEekTLET,

[locallcf host name(config-ctx) end
[local]lcf host name

Woa<y ReE AN LT, REEAWRLET,
[locallcf host name show configuration

CLI 0%, o hFlo X 52720 9,

context local
interface interface name
ip address ipaddress subnetmask
exit
subscriber default
exit
administrator admin name password admin password
server telnetd
server ftpd
ssh generate key
server sshd
subsystem sftp
exit
port ethernet 1/1
bind interface interface name local
exit
port ethernet 1/1
no shutdown
exit
snmp engine-id local 800007e580ed826c191ded2d3d
end

WDa<wy REAN LT, IPL— FOREXTERLET,

[locallcf host name show ip route

CLI %, oM NFIO L 512720 £79,

"*" indicates the Best or Used route.

Destination Nexthop Protocol Prec Cost Interface
*0.0.0.0/0 ipaddress static 1 0 vnicl
*network 0.0.0.0 connected 0 0 vnicl

WKDa<wy REAHNLT, A v X —Tx2A AL T 4o T hRBLET,

[locallcf host name show ip interface name interface name

interface name 1X, T 7b THE LA V¥ —7 = A ADLHEITY, CLI HIZ

DET,

Intf Name: vnicl

Description:

. FLHIS

WROHBIO X 51272



| ELoic

ATvT9

SSHA T2 a>m

ssiA7vavozz [

IP State: UP (Bound to 1/1 untagged, ifIndex 83951617)

IP Address: ipaddress Subnet Mask: subnetmask

Bcast Address: bcastaddress MTU: 1500

Resoln Type: ARP ARP timeout: 3600 secsL3 monitor LC-port
switchover: DiasabledNumber of Secondary Addresses: 0

[RE DR L RAF ) DEDOBIINE- T, REERFLET,

JL =
X rE

jull]

SSHRA kF—

SSH +—

FIE

ATy T

ATy T2

SSH ¥ —~_—ZDFRIETIE, #EICK L THERAVFTFAIINTND [AR) F—&, FrAHEDOH
DEREFAIINTWDHIO TFE] —0, 2 50F—ZFHLET, F—T ZEk L.
7oA FT DTN, AEX — 2 BRI LT, rZ AT 5 AT A (ASR5500VPC-SI)
AT —2RFELET,

SSHAR A b —%, FBESN/=StarOS 2T F A MNTEREINET, arTF A ME, =—
P B —T = A ATEEAMAIT N TWET,

AT XA MIBEM T 5TV D sshd h— =27 7 £ AT 572D OIKGR STz F— & Ff
O — = R EEIITHIRL £ T

DY A XEEE

7 — 3 URERLE— RO ssh key-sizeCLI =~ > Fid, T X_XTD a7 F A b SSH F—4 5k
DF—HA XERELET (RSABARF—DRH)

Ja— S UERE— K& L ET,

[locall host name# configure
[local]host_name(config)#

SSH¥—DO bty b A XEHEELET,

[locallhost name(config)# ssh key-size { 2048 | 3072 | 4096 | 5120 | 6144 | 7168 |
9216 }

SSH ¥—®D7 74/ hOE Y Mo X(X2048 B F T,

IFLBHIC .




B ossir—smosrBmomE

SSH X — AR D R DR TE

SSH F—{X, Hcfk D ¥ —AR AR EE I Re 72 R MR 2N L 72 IO AR TE £7, ssh
key-gen wait-time =~ > RiE, Z ORI Z B CIHEELE T, 7 7 4/ N OIRIX 300

B (54 T
FI§

ATYT1 arTH2 MERE— FERBLET,
[locallhost name(config)# context context name

[local]lhost name (config-ctx)#

AT 72 IR ZEE L9,
[locallhost name(config-ctx)# ssh key-gen wait-time seconds

[local]lhost name(config-ctx)#
1
* seconds % 0 ~ 86400 DFEHTHRE L £ T, 7 74/ k=300

SSHEE S LIS AXDIEE

SSH /%t — D BES CLI =~ KX, SSH #5572 012, sshd ORFSESLNESL U A

FARELET, 2OaLTX A NOBEF T a U NERINET,

FIE

AT9 1 SSHHEME— RERHBLET,
[locall host name(config-ctx)# server sshd
ATy T2 VEREES T NI ALERELET,
[locallhost name(config-sshd)# ciphers algorithms

o

e TIT Y XLT 1~ 511 LFOEBTOLTHIT, WITRT LI, BEIEN. (Enrstf) Thr~
XD DO (ARX—R72L) OBE—OXXFHE L THEATITAIT) XLEEELET,

« blowfish-che : X Fr¥F—7 1 v 75, e 7 oy 7 #HE (CBC)
e 3deschc: bV FNTF—HEEFE{LEKE. CBC

+ aes128-chc : Advanced Encryption Standard (AES; & EE R 5{LBES) | 128 B % —H 1 X CBC

- aesl28-ctr : AES. 128 By ¥ —H A X, H 7 &E— NiEE{L (CTR)
e aesl92-ctr : AES. 192 vy ¥ —H 4 X, CTR

. FLHIS
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« aes256-ctr : AES. 256 £ F¥—H 1 X CTR

+ aes128-gcm@openssh.com : AES, 128 £ k& — 1 X Galois Counter € — K [GCM], OpenSSH
* aes256-gcm@openssh.com : AES, 256 £ k¥ —H A X GCM, OpenSSH
+ chacha20-poly1305@openssh.com : ChaCha20 xiFil5 =, Polyl1305 K5 5{b A & —UF8GE=a— K

[MAC]. OpenSSH
BEOENL RIZBITATNAIY ZADT 7 3V hOXLFINIRD LB T,

blowfish-cbc, 3des-cbc, aesl28-cbc, aesl28-ctr,aesl92-ctr, aes256-ctr, aesl28-gcmlopenssh.com, aes256—-gcm@openssh.com,
chacha20-polyl305@openssh.com

BHETEHAELRIBTALTALIAY XADT 7 50 hOXLFINIRD LBV T,
aes256-ctr,aesl92-ctr,aesl28-ctr
ATv T3 SSHHME—FEKETLET,

[local]lhost name(config-sshd)# end
[local]lhost name#

MAC 7 /LT XLDEFE

HEEDHE L TRREE
BT —4
BAL LTESMEG. = F T
HT Ty T g A * ASR 5500
* VPC-DI
* VPC-SI
HREDT 7 4 b b MR - BRED L

ZDY Y —ATORES ST A | N/A

BEEE BE « ASR 5500 System Administration Guide
» Command Line Interface Reference
*VPC-DI VAT LEBHA K

*VPC-S System 7 RI=A fhL—Ya v A K

IFLBHIC .
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. ﬁ%ﬁbuﬂﬂﬂ
XZaF7IDEBRERE
[
EE VJVU—R22BIXONSL LY bENCEASNT-EEOUWETBROZEMII R L TWER A,
RETD 4 1y —=
A DE A, 21.13
*%HBDRHE

MAC 7 /b3 U X LG EMBELZ AT 5 &, ¥ SSHD h—/3—® MAC 7 /L3 X ADES
BN 2R EFTIIAETDH M TEET,

ZOMBEEEZYR— T 5, H LW CLIMACSCLI =~ R SSH B — RHREICHEASINE L
77
MAC 7)L3) RLDETE
T MACT AT Y R ADHREFEEZFTHALES,
MAC 7 /v =3 U X LAOERNARLZFRET DX, ROFEEFEH L ET,

configure
context context name
server sshd
macs algorithms
end

default macs
b

e alogorithms : 1 ~ 511 PO FLTFHNEZZR LU ET, ZOXFHNIEL, ROV A TR
TN (i) Oar~vRXE) O (AX—R7R2L) O1HOOXFFHIE LT
AT 27103V XLERELET,

*HMAC= /"y ¥ aX—2ZAD A vE—VfiEa— R
*SHA2=FF a7 Ny o T/ Y XAL2
*SHAl=%F a7 nyia 7LadYXAI]

* ETM = Encrypt-Then-MAC

s UMAC= 2= N"—H oy Va2 |l A v —ViBfEa—F

s RIZ, WEDOEN RO~ TXTFTHINETALITY ZALDY A ERLET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha?-256, hmac-shal , umac-128-etmdcpenssh. cam, umac-128@cpenssh. cam, umac-64-etmiopenssh. com, umac—64@cpenssh. com

cRIZ, FETEDEN ROV T RN ET N TY ZALDY A bR LET,

II FLHIS
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hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

« T 7 )V MEDOLFHNIRD LB TT,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
hmac-sha2-256, hmac-shal

MAC 7 v =) X LDIEE
MAC 73V X AOERINEN 2 5% ET 2121E, RO CLL a2~ > REFHLET, Zoavy
Ri%. SSH #mEt— FTHRELET,

configure
context context name
server sshd
macs algorithms
end

default macs
b

- alogorithms : 1 ~ 511 JCFOEFLFINE SR L ET, ZOXFINE, RO U A F TR
TN (b h) Dar~RXE) OB (AR—R72L) D1HOOLFH|E LT
MT27 03V A LERELET,

*HMAC=/"vy ¥ aX—AD A vE—V@RFEa— R
*SHA2=FtF a7 Ny a T/a) XAL2
*SHAl=tF =27 Ny = 73 XA1

* ETM = Encrypt-Then-MAC

c UMAC = =" —H by V2SS A v =V — R

s RIZ, BHOENL FOANLVTIXFEETNITY) LD A MERLET,

hmac-sha?2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha?-256, hmac-shal , unac-128-etm@dopenssh. cam, umac-128@cpenssh. cam, umac-64-etmiopenssh. con, umac—64@cpenssh. com

s KIZ, BETEDHEN RONNATLFHNETNITY XLOY A NERLET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

« T 7 v MEDOLFINIRD LB TT,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
hmac-sha2-256, hmac-shal

SSH F— D &R

ssh generate =~ > RiE, SSH H— "—|Z KXo THEHAENDARF—FRIIMEXF—DT %
ARk LET, sshgenerateCLI =~ > RNIZER STV 5 v2-dsa ¥ — 7 — R, SSH F— %4k
THDIHEHTE DME—DF—U— KL, v2-rsa T,

I zeoiz i
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BE ARINEF—TIE, av U RABERITINL T THERATOEEICRY £7,

FIE

AT TN a7 XA MERE— REBLET,
[locallhost name(config)# context context name

[local]lhost name(config-ctx)#

ATY T2 SSHF—_7 &AM LET,
[locallhost name(config-ctx)# ssh generate key type v2-rsa

[local]lhost name(config-ctx)#

SSH F— "7 DT

sshkey 2< > RiZ, VAT ATHEHAINDIAMF—ELMEXF—DOXTERELET, v2-dsa
F—U— R, shkey 2v> RCIRBESRATOET,

FIE

SSH & —_XT7 DT A —H EFRELET,

[locallhost name (config-ctx)# ssh key data length octets type v2-rsa

*
e data 1% 1 ~ 1023 LFEOEEF O L FHI TR SN DL 5{LF—TT,
- length octets % 0 ~ 65535 DEF TR IN D, BFbENn/F—DA 7 7 v NEMOREE T,
ctypeldF—4 A 7EBELET, v2raliAR— SN TWDEHE—D X A 7 TT,

BE
BK 200 DR EATREZ KRB+ D SSH % — 73 StarOS THR— F &N TWE T,

ABEAHSSHAL—HF—F74H+R

Z—P— SSH A F— T ZHOMEDR A F 26 StarOS =T F A M T 7 ERT 5
L ERHFRTHAMENHY T,

. FLHIS
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SSH 1—"55—77 ‘t’Z@nm\_.r

SSH A E— R authorized-key =~ > Ni&, fEESNTZAA LD TFA M~D2—
P—=T 7w RAEFFALET,

FIE

AT Y1 SSHHERE— FIZBE L £,

[locallhost name(config-ctx)# server sshd

[locallhost name (config-sshd) #

AT w72 authorized-key 2~ > REMHEHA L CTEHaL——T 7 A EHELET,

[locallhost name (config-sshd)# authorized-key username user name host host ip [ type {
v2-dsa | v2-rsa } ]

&

« usernameuser_name i, sshd —/3—~D7 7 & ZITH T S T- % —ZFOBEAFD StarOS & #E 1 —
P —£ZEELET, user_nameld, 1~ 255 LFOFEFLFHITREINET, sshd F—% /31 /82
L2 E 9127 5I121E, nopassword 47> a V& H L CTa 7 % A MERKE— KO administrator
a<y REMBALT, 2= —AEHANER L TB BLERDH Y £, FHEOMEROZEMIZ OV
TiE, AT ARE] OEZZRLTIZS0,

«host host_ip i, ZD2—H—ZDOFFEF—%FFOSSHARARDIPT RLAZBELET, ZOIPT
RU A%, IPv4 Ry MMF& 10 R E 21T IPv6 2 0 XYY 16 XKL THLIMLERH Y T3,

ctypeldF—4 A 7EBELET, v2raaliR— SN TWDHHE—D X A 7 TY,

SSH 1—H—n05J 4 U DOHIEEIE

B IX, StarOS CLI ~D SSH 7 7t X% | A anica—H—D [FTA MY R b (T

[RCExET, h—ERA~DT 7 AT, EY¥R=— X2 —F—ZOAFIRINDHED

%Di# BH/RAICRF AT S 22— —D A A, SSH &4 Lfth IR CE £, 2—
—£021E, BEIS L TRHEDEETIP T RLAZED DL ENTEET,

AllowUsers U A ML, ARX—ATCRY) NIz —P—Z % — THERENET, ¥ —2T

[USER| LW OHOERXEZHEHT DL E, TOax—F =L Tua s A UBHRINET, ¥ —
v TUSER@IP_ADDRESS'| DA, =—HF—L1P7 FLAIHMENNICTF = v 7 Sh, &
ELZIPT RLANLDZ—F—~Du s A U EHlRLET,

T 7 X/ NTEH, ROV —IZ X D2EHIROT 7 B A% LET,

HFRAFAHI—F—1) X FDIERK

allowusersadd =~ > &I 5 &, BHEILStarOSCLIICn /A CEHa—P—D I R
hEER CTE £,

ETS
|
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B 75515 — Uz ronm

FIE

ATy T

ATvT2

ATvT3

ATy T4

AT R A MERE— FZBMLET,
[locallhost name(config)# context context name

[local]lhost name(config-ctx)#

SSH & — FIZBE L £,

[local]lhost name(config-ctx)# server sshd

SSH =—H—U A h &g E L7,
[local]lhost name(config-sshd)# allowusers add user list

user_listix, AR—ATCREYILNIZ2—PF—Z DT —2 DY R R 1~999 LTFOHIRETOLTHIE L
THELET, /¥ —2 T [USER] LWOHBXEHEHT DL, TOoax—HF—TLTr s A URHIRE
£7

NH— 3 TUSER@IP_ADDRESS] ERDEG AL, 20—V —4H & P T FLARMENCTF = v 7 S, £
DFEDIP T LA pba—F—~pr 7 A U RflRIiLET,

X4 — )% TUSER@<context>@IP_ADDRESS | EROHE1L, =—H—4, StarOS 2> 7 F A b, BLOW
IP7 FLVANMEBNCT = v 7 S, ZOREDIPT RLADLEEDO 27 X2 MIBEEMIT LT D
a—PF—~ou s A EHIRLET,

user_list {2 IR Ol B 3 FH S AvE T,

o ZDOXLFHNORKREFIL 3000 XA b (AN—REET) TT,

¢« ANR—ATH TV hE N5 AllowUsers D g KELF256 T, ZAUIE OpenSSH 7> 5 OHlfR & —E L F 9,
BEE
ERROHIRONT NN EEZDE, TT—RAvb—UNEKREINET, ZOAA =TT, EREZHO

IPRE— T L CCFEHN 28 L T 50y, £721% no allowusersadd < default allowusersadd 1 f L 9
AT O allowusers Z BT 20, FHITFERET D LH2ICRONET,

FEAMZOWTCIE,  [Command Line Interface Referencel]l @ [SSH Configuration Mode Commands] D % 22 R
LTLEENY,

SSH fkE— REK T LET,

[locallhost name(config-sshd)# end

[locallhost name#
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ssha—s—nsq i ]

SSH 1—H—n04 4 VRET
StarOS 1%, KO F VU ADHE FAHAF—La—YF—TH Y hOMBEDEEMA LT
SSH& J:%)::L-——‘b“»—tjy/]’ /@uﬁ??%uuuﬁbij‘
c2—P—iF, m=ANaArTEFAL (VPN) A F—T =2 XL Tu—HNarTx

APDaA—YP—ZL n—HNVaALTHFAPNTREIN TCWEHFAEFEHLDOF—52EH LT
oA LikoELET,

e —W—F, B—HNUHNDOALTXANA A —T oA AN LTu—h LSOz

TXA D=V =L L o—hAPUNOILTHFARNTRESNN TS FESLDF—
PEAL eSS LEHELET,

s =PI, B—ANLUHNDALTHFARAL L H—T oA AENLTH—HLILTFA

FDOZ—HF—=£ L, O—DNarTHFANTHRESN TWDLHFATELOF—ZFHL T
T4 LEYELET,

e 2—P—X, B—AN AVTFAR A UH—T oA AN LTr—D LSO T F

A RDaZ—YP—=H L a—HNLUHNDOI T HFA N TRESNTWDDHFAFEHDF—5ff
ALcuesZ 4 LE5ELET,

BIED Y 2T ABEICHEASW TN LT HE, /A VBHIEE, =5 —RA vE—IN
EREnEd,

StarOS CTlif, = —W¥—IDNHRR D2 —F =R AR SSH X —Z2#H L T, #Frl3n T
WwWar A& ]“’\Dy/l)/—g—é\_k uq:Téj/LTb\i'@:/\/ :’—*"H‘ @nun Tl §$ﬂ¥§ﬁ

5{.%

|

La—HF—Th T FOMBELENEBENET,

X3

StarOS U U — A 21.0 LI Tlx, a2—V—nNu—h Ao a s A vmnbuad A v Lz

H. Foa—F—F/Mlash7 4 L7 FUIZT 7 EATE LR A,

tXaTFiatyanoldrTob

StarOS 23 SSH 7 4 7> b bYW Snd &, 77 4 /v FOEMEIZ X - T CLI £ 721% SFTP
Yo a4 (TN NONRNTA—HBHEH) TR T LET, SSHERT— FDCLI
g~V REMHT 5L, Z0OF 740 FOSSHDUIMrEEAERZ L=, ZE LY TxF

B

|

EX3

X T ik d A0, AT, DA< &b lient-alive-countmax & 2.
client-alive-interval % S {CT A Z L 2HERELET, By aronu s 7 U MEN/IIWE,

ssh

tyvaroun 7Ty MAREIIe 7T U MEOREENRH D £, EFX2 VT 4 La—

P=DFENCT L DNT AN D KO IEEZFEL ET,

zeoiz i
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B 7o rosefa7eysarnszori52—420%E

client-active-countmax =~ > RiX, sshd 72 L TiE{§ &4 5 client-alive A v — D%, SSH
VIAT LV IINEDA Y=V EZELRVWEIICHRELET (F 744 ME3) . client-alive
Ay E—UOFREFRICZOLEVEIZET D &, sshdiXSSHZ 747 F&UIIL T > oo
VEETLET,

client-aliveinterval =~ > Ri&, #A A7 U MAREZBHEATRELET (F 740 MII1S) .
ZD%., SSHY FA T v NinbT — 2 &2%f5 Uik o ehf . sshd i fbShizF v 2%
NLTCAYyE—VEEEL, 7I7AT LV IDODONEEERLET, AvE—UNEEIND
[B1%%1%. client-alive-countmax /X7 A —H |2 K> TIREENE T, sshd S SSHZ 74T > D
YWt & fRkR 3 2 £ TORBI L F DEF/IL, client-alive-countmax X client-alive-interval & 720 %
7T

I IAT 2 NEFIIT— =W NIET I T 4 T2 o T B L T E 5 0T
AFE L TV B4, client-alive A D = X ATEE T,

| &

EE  client-alive X vE—VIFK LT ¥ FALEN L TCEEIND D, AT —T 4 T TEERA,

| &

BE NOHONRTA—=HE, SSHYu hanns"—Ta 02 ORICHEHA S NVET,

T4 EDsshd X127 €y a>ABTF7IORNSA—SDER

WDa~vwy Ro—rA 2%, 7547 2 kO ClientAliveCountmax (57 4V ME3) BIW
ClientAlivelnterval (7 /v ME I5F) DIRNTA =X DT 7 )V hRTEEELET,

FIE

ATY Tl a7 A MESET— REBBLET,

[locallhost name# configure

ATw T2 SSH#EE— NIZBEIL £,

[local]lhost name(config)# context context name

2T w73 ClientAliveCountmax /37 A — & & 2 |TEREL £,

[locallhost name(config-sshd)# client-alive-countmax 2

2T w74 ClientAlivelnterval /X5 A —Z % 5 FHIZHE L E7,

[locallhost name(config-sshd)# client-alive-interval 5

AT9F5 SSHIEMRE— REK T LET,
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[locallhost name(config-sshd)# end
[local]lhost name#

SSHD *—R— KA 24259 T4 JEREE

SSHD REDF ¥ L v P VARV ARIMA TV a3 id, F—R—RA X T 7T ¢ TR
EHEMNCTHEOIERENET, ZOREEHFRIL, BEDFr —ATRIZNEDET, &%
X, TACACSH— NN AT AMZn A T ha—W—LOXfiEaenE LT 5855778 T,

F—HR—FA 22530714 TREAEARXDEMIEL
Fr

ATV a7 XA MERE— FEZBMHLET,
[local]lhost name(config)# context context name

[local]lhost name(config-ctx)#

ATY 72 SSHHKE— NICBEIL £,

[locallhost name(config-ctx)# server sshd
RATYTI Fr LU VL ARV ARGEERELE T,

[locallhost name(config-sshd)# challenge-response-authentication

SSHD F v L' > VL ARV ARFEEFEE L, L H T —DPGW, SGW, F72ILSAEGW IZxf L TOHHE NI
L9, #FMicoW i, [Command Line Interface Reference] ¢ [SSHD Configuration Mode Commands |
DEZSHLTI I,

ATy T4 SSHHERE— REK&KTLET,

[locallhost name(config-ctx)# end
[local]lhost name#

1. FxY LUV LRARCRAREAS T a itk VI —R 2128 U TCORYR—FENET,

2. Fx LUV VAR ARG &@ﬁ@ki FEEDFFR IR — A TORMEREINE T, 7oL 2
I£. TACACS H— R Na—HF— | ED T a7 NaeRrT D EEBBBRLELARET
T, BRI BRH N RVRY . Fx LU DL ARV AREHNIENC LW T &N, 20
FTa rEANIT DRI, Y AapEEEFICBMWEDLETZE N,

3. BHRMICHIBEES N TV AL TYH, LT —0 PGW., SGW. SAEGW LAkl EL 1>\ T
TF ¥ Lo DLV ARARBIAAGNC LN L2 BEIH LET,

I IFLBHIC .
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4., X—AR—KRA U E T 7T 4 TGEF N EHHT AT, SSHue 7 A RIS 1P T
RUAEFET A2 THFARNCT, Fr Lo VAR ARIMEANCT AMLERH Y F
@—O

5, FH¥ LU VARVARIEL, oY —&E Lz SSH v 714 3B L8 A,

6. FY LU LARVARGFELISSHD 47> 3 > ThH V., Telnet<° FTP D1 7' A 1T E
Li‘b‘:/l/o

7. 2—YP =SBV A XL 128 3 MR THHLENDH D £17,

| &

EE TACACS LA DLETHHEN LT v LU P L ARV RARIBEELTEBY . 2 bR
F—AZ72 0 £9, TACACS #— 3L, [AUTHEN-REPLY Server Message] 7 # —/L K T K
51 XFEEBFETE, ZOXLFHEFe /A LEH2ELT0nELZy Fa—P—EIRET,
[Server Message] 7 4 —/L RDE & ZP 512 34 FLL E@E4A . [ERROR: Enter any key to continue. ]
LN T = Ay E—URa—PF TR REN., TACACS FBFEIFEE LBV IR L ET,

8. FxL UYL ARVARBIADENC > TWVWAEE, 2—F— 237 m o7 F~DnED
7202 60 52 H5uE T,

NEH—/IN—~DSSHYSA 7 rBHTA Y

StarOS /%, StarOS 7 — b7 = A /> %%*B'H’H/\Hf\@ SSH/SFTP 7 7 & A D/ % — DOFRGE %
PR—FLTWET, ZOMEEZRET DT, SSHZ 74T 2 hX¥—0OXT 24K L, 77
477%&%?%%%%#%”*_7//1Li¢0

\)

G¥) T 74/ FTlE, StarOS (FHM Y — /3 —~0 username-password DFBAED A% YR — k LT
i‘é—c

SSHY SA4 7> FEBDRTE
SSH” 7 A 7 v MEKE— KO cipher CLI 2~ > KX, SNV ——lca 7 A 35 & X THf
TSN Y A M ERRE LET,

FIE

AT 1 SSHZ 5472 MERTE— RZHBLET,

[locallhost name(config)# client ssh

AT T2 VEREST L) XA LEHEELET,

[locallhost name(config-ssh)# ciphers algorithms

Lol
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*
« TN Y ANT 1 ~ 511 LFORET-OLFHIT, WITRT Lo, BEIEN (Erbh) Thr
E@U@ﬁ@(XA%X&L)®$*@X%ﬂkLT@%?%T”ﬂUXA%%%Lifo
* blowfish-chc : ®#r%—7 v v 75, K57 v v 7 #i (CBC)
 3deschc : N U 7T — XKL, CBC
» aes128-chc : Advanced Encryption Standard (AES; = SR S{LIRME) | 128 By R ¥ —H 4 X CBC
* aesl28-ctr : AES, 128 B’y ¥ —H A X WU ZE— FiFE{L (CTR)
+ aeslO2-ctr : AES, 192 v h&%—H% 1 X CTR
+ aes256-ctr : AES., 256 £ h&F—H% 1 X, CTR
+ aes128-gcm@openssh.com : AES, 128 £ k& —¥ -1 X Galois Counter € — K [GCM], OpenSSH
* aes256-gcm@openssh.com : AES, 256 > k¥ —H 4 X, GCM, OpenSSH
« chacha20-poly1305@openssh.com : ChaCha20 x{#RlE 5. Poly1305 5 5{k X v & —VF8GE=—
[MAC]. OpenSSH

WHEOENL RIZBFATLVIY ZLDT 7 )V SOXFEINIRD B T,

aes256-ctr,aesl92-ctr,aesl28-ctr, aes256-gcmlopenssh.com, aes128-gcmlopenssh.com, chacha20-polyl305@openssh.com,
blowfish-cbc, 3des-cbc,aesl28-cbc

BHETEHELRIZBTALTALIY XADT 7 5 /0 hDOXLFINIRD & B0 T,
aes256-ctr,aesl92-ctr,aesl28-ctr
ATFY T3 SSHZ AT MERE—REKRTLET,

[local]lhost name(config-ssh)# end
[locallhost name#

tﬁ%fﬁinu»nIE:tiijt([)Egkjig
SSH 7 7 A 7 MERE— KD preferredauthenticationsCLI =~ > L, @Y 22 38GE 7 A ik
ELET,

FIg

AT 1 SSHZ A4 7> MERETE— RZHBLET,

[locallhost name(config)# client ssh
AT T2 BRSO E
[locallhost name(config-ssh)# preferredauthentications methods
I
« HA WITRT L oIS, BEERIANIE (Erbh) 12, B ~RUY O (A= L) OHE—O
& LTRE éhé FAREST Az HEE L £,

I IFLBHIC .
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« publickey : SSH v2-RSA 7’1 s =)L & i L7-387

» keyboard-interactive : {EEDOHDOEHRZER L 7, FERICOWVWT, b—"—F7 a7 D
TV ERELET,

e password : Hi— /%A U — R Bl 7 Bk
s T4+ FADOME% [publickey,password] (ZVU &~ F LE T,

AT T3 SSHZ AT MEKRE—REZETLET,

[local]lhost name(config-ssh)# exit
[local]lhost name(config)#

SSHY A7 FHX—RTDER

SSH 2 74 7> M — FTa~y R L, Mxr—2EL T, SSHZ 747 > |
F—T B LET,

FIE

RTYT1 SSHZ 747 MEKE— RERMBLET,
[locallhost name(config)# client ssh
[local]lhost name(config-ssh)#

RTFYT2 SSHI TAT > hE—DO_T B4R LET,

[locallhost name(config-ssh)# ssh generate key [ type v2-rsa ] [ key-size ]

[local]lhost name(config-ssh)#

typev2-rsalX SSH 7 7 A7 X —DX A T H#BELET, YR —FSNTWHSSHZ T4 T FF—
DHAFVE, v2-rsa DH T,

key-sizelXSSHZ 74 7> hOF—H A XEH{ELET, VAR —FINTNDHF—H1 XL, 2048, 3072,
4096, 5120, 6144, 7168, ¥ X 119216 T,

RATYT3 SSHZ TA TV "X —NAERINTNDZ & 2R LET,
[locallhost name(config-ssh)# do show ssh client key

ATy T4 SSHY 747 MERET—REKTLET,
[local]lhost name(config-ssh)# exit

[local]lhost name(config)#
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WY —N—~DSSHY SA4 7V FRARAF—DTva

Z DY — =~ SSH/SFTP 7 7 & A & ¥R — b 5I21%, SSHZ T4 7 > AR F— & 4150
Y= R—=Z T 2T HVERNHY £7,

FIE

AT v F1 Exec E— KT, pushssh-key =2~ RaEEITLET,

[locallhost _name# push ssh-key { host name | host ip address } user username [ context
context_name ]

[local]lhost name#

host name(x, DNS/V' > 7 7 v 7% L TR SN DM ERN S LA A M EFH L TY £— F¥h—r3—
ERELET, JiUx, 1~ 127 LFOEETF LTI TERINET,

host_ip_address (X, IPv4 R ht& 10 R EZILIPv6 21 XD 16 R TRINET,
user username |, ALY — N —TH 2 —VF -4 % 1 ~ 79 LTFORETF-OXTHE L THRELET,

context context_nameld, A2 T XA MERELE T, 20T F A MITIA T a T, BES
NTWRWEARIE, BIEO T3 A MBIZER SN ET,

RTFY T2 O — R—T@D SSH/SFTP 7 7 E A &R — T AI121F. AT v 71 50 ELET,
ATV T3 NP —_—~DSSH 7 FA T houl AT AN LET,

locallhost name# ssh { hostname | ip address } user username POrt port number

NETCONF O E 1k

SSH & —/%. NETCONF 7' & k =2/l & ConfD > 77 Cisco Network Service Orchestrator
(NSO) Y AR— M DDA DANTHEIZ 720 £5,

NETCONF AT 2 HEOFEMIZOWTIX, 2O A ROft#ko INETCONF & ConfD |
EBRBLTLLEE N,

2BZHDIP7FLARAZFERLE-BEASA A —T 4D
ERTE

MEZIS U T, MIO/UMIO O&EHEA v Z— T 2 A AT2HBDIP 7 RLAZHRETXET,

I IFLBHIC .
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FIE

ATyl T TkOa<wy RE AN LT, BlE— 2B L £,

[locallhost name# configure
[locallhost name(config) #

ATV T2 a7 XA MERE— RERHT 21013, ROXSITADLET,

[locallhost name(config)# context local
[local]host-name (config-ctx) #

ATV T3 kOav s REANLT, AV F—T A ADARy NEGLER—MNESEATLET,

[locallhost name(config-ctx)# 5/1
[local]lhost name(config-if-eth)#

ATY T4 ROa<w KEANLT, B FVIPT RLALY TRy h~RA7Z AN LET,

[locallhost name(config-if-eth)# { ip | ipv } address ipaddress subnet mask secondary

ATYTS ROa~vy FEANLT, HlE— REKTLET,

[locallhost name(config-if-eth)# end

ATFYT6 ROavwy REANLT, A v Z—T A AZADIPT RLAZHRLET,

[locallhost namet show config context local

CLI HAEmoFID L 5172 77,

config
context local
interface interface name
ip address ipaddress subnetmask
ip address ipaddress subnetmask secondary
#exit

ATY 71 TREOHR LA OUPICHE-> T, REZRFLET,

2ZBHDIP7 FLRARZFERALEBEBAUA—DJITA(4RD
S
axX ;&

MEIZH U T, WICEHA L X —T 2 AZ2FBDIP 7 RLAZRETXET,

. FLHIS



| Fesiz

Open SSH 1\ 5 Cisco SSH D7 v F5 L— K & #4T

FIE

ARV KRFERRETY VY ]3]
AT TN Ter 7 hTCkOa~y e A LT, #E— K| [locallhost_name configure

%Eﬁﬁé Lij« [local]lhost name(config)
ATy T2 ar T MERE— REBMGET A2, kDX H | [locallhost name(config) context local

5’]\7’7 L/i_aA [local]lhost-name (config-ctx)
ATFvT3 WKoa<w REFEH LT, A2 —T A ADA [locallhost name(config-ctx) 1/1

B [local]lhost name(config-if-eth)

By hEE K- MEREANLET, - o
ATFy T4 |\ kOa<v REANLT, B X VIPT KL AL | [locallhost_name(config-if-eth) { ip | ipv }

%77‘ v A=A 7% AT Li‘j—o address ipaddress subnet mask secondary
ATFvTH WhDa<wy REAT LT, #ElE—RF2&TLE [locallhost name(config-if-eth) end

R
ATy T6|Davy REANLT, £ X —T A ADIPT | [locallhost_name show config context local

> =3 N -

FLA el L% CLI AR OFID & 51720 £,

config
context local
interface interface name
ip address ipaddress subnetmask
ip address ipaddress subnetmask secondary
exit

ATYT A E—T7 A RAER— b OFREDMHR L IRIFICHE

HET,

Open SSH /" 5 Cisco SSH ~AD 7 v F45 L— K &#1T

HWEEDHBELELERERE

BT —4
BAL LEEIMEC =l T
YT Ty N T — A + ASR 5500
« VPC-DI
« VPC-SI
BEEDT 7 4L K B, WA
ZOV Y —RATORET H AT A | NA

IFLBHIC .
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B E ) » ASR 5500 System Administration Guide
« Command Line Interface Reference
«VPC-DI ¥ A7 NEBATA N

VWPCS §gtemT RI=ZA hb— g0 HA K

I-aF7IDERERE

| o

EE VJU—R212BXCNSL LY bENIEASINT-EEOUETBREOZEMII R L TWER A,

ET D 1y —=

ZDY IV —=ATIE, KL MAC O7 /L= X AfEIEL, OpenSSH 725 |21.16
CiscoSSH ~D7T v 77 L — R EBATIZE SN TET I N TWET,

BRI OOEN 212 £ 0 HH|

EHEINT-HAEE

Cisco ASR 5500 S5 L N VPC L DX = U 7 43K & LT, KB LUMAC 7 /v =2 U X AHE
L. CiscoSSH /X— 3 > ~D OpenSSH 7 v 7 7' L— RKEBfTEVFR— T DL O ICER
SHTWET,

LRBTDEIME : 21.16 LD HETO VU U —ATlE, cipher 2~ K& macs=2~ > Kddefault 7 /L=
U RXLEIFRD L 917> TWE LTz,

- BEIEARK
2115 GEEEIL FOH)
BEOENLROT LI RAAOEEZRO LIV EY NLET,

Wlawfish-dac, 3des-dac, aes128-dae, aes128-atr, aes] P-ctr, aes256-0tr, ass128-ganfdqoenssh. aamy, aes256-ganidqpenssh.can, drede20-oly1 308dqeerssh.aan
* MAC

2115 (EE@BTZEBDEILFDOH)
FHETXAEAL ROT AT RAOEEZERO IS5y FLET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
hmac-sha2-256, hmac-shal

«KEX 7T XL
21.15

BEOEIREEETEHEN RTHEATRELRZILITY X A

diffie-hellman-groupl-shal,diffie-hellman-groupl4-shal
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HLWEME: ZD VU Y —RTiL, default =~ K& cipher =~ > RdOmacs7 /L =Y X Ml
KD EFLY TT,
- BESIEAR
1) 1)—X 21.16 LAF% : Post OpenSSH M 5 CiscoSSH ~D7 v 745 L— K &84T
BEDQDELRDTIAINEDTILITYXLFRDEEYTY,
aes256-ctr, aes192—-ctr, aes128-ctr, aes256-geml@openssh. cam, aes128-gamnlopenssh. com, chacha20-polyl305@openssh. com

BEOE RTHERATRELGZILIT) XLFRODESYTY,

aes256-ctr, aesl92-ctr, aes128-ctr, aes256-gar@openssh. oam, aes128-gar@openssh. oam, chacha20-poly1305Cqpenssh. cam, aes128-doc
EHETEDEILFRTT 24N LTI Y A LEFERAAELZTILTY X L

aes256-ctr,aesl92-ctr,aesl28-ctr

N

GE)  BEHTZXDENROT 74/ hOK 5 &3 E FTREZR I 512 A B IX
HY EEA,

* MAC
1)1)—X 21.16 LAB% : Post OpenSSH /m 5 CiscoSSH ~D 7 v 745 L— K &84T
BEOEILRTT AL MOT7ILT) ALEFERAAIRELZTZILIY XL

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

EHETEBEILRFTT AL DT ILTY X L

hmac-sha2-512, hmac-sha2-256, hmac-shal

EETEREL RCEATREGTLITY XL

hmac-sha2-512, hmac-sha2-256, hmac-shal

A

(G¥)  hmac-sha2-512-etm@openssh.com, hmac-sha2-256-etm@openssh.com,
hmac-shal-etm@openssh.com (ZfFHH T X 5 /L R HHIBRS NV E
j‘@

«KEX 7T XL
1) 1)—X 21.16 LAF% : Post OpenSSH M 5 CiscoSSH ~D7 v 745 L— R &84T
BEDEINREEBETELSELNRTHEARGELATILIUXLAL

diffie-hellman-groupl4-shal
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GE)  KEXT7/LTVU XAE, StarOS TIERETEEHA, LN - T,

CLIOZEFEILZH D TH A,

VM /\— k) = 7 DIREE

Uy —2E8 0 Y TCoOMEAERET AT, VAT LARNTHEHAEINETXTOVMABE U A X
DCPU LRI LY A XADAFEY ZFFOZENEBRTT, TXTDOA X —T =2 AT/NT f—

TUADNTG AL D

2. B—ERF— k& DIA— FRFECAV—T > MET 21 A

TWDHZ LR LT EENY,
TRTCON— RERITHFEED T — RDON— RU = TR E & MR T 5121%, show cloud

hardware[card_number} =~ FZEH L £, KIZ, #— K1 (CF) TOZDavy RO
Tz r U ET,
[local]lsl# show cloud hardware 1
Card 1:
CPU Nodes : 1
CPU Cores/Threads : 8
Memory : 16384M (gvpc-di-medium)
Hugepage size : 2048kB
cpethO
Driver : virtio net
loethO
Driver : virtio net

Wiz, H—FK3 (SF) ToZoa<r oI RrLET,

[local]lsl# show cloud hardware 1

Card 3:
CPU Nodes

CPU Cores/Threads

Memory
Hugepage size
cpethO
Driver
port3 10
Driver
port3 11
Driver

N

: 8

: 16384M (gvpc-di-medium)
: 2048kB

: vmxnet3

: vmxnet3

: vmxnet3

FRERD VM /N— RU =7 Ol 2% i & &9 2121, show hardwareoptimum {8 L
F7, BIED VM 3R E % fei 72 5% E & g3 5121, show cloud hardwaretest ==~ > K% fifi

MLUET, BlICRESN TRV T X =23, ROHDBNTIRT XD

I, TAZYRIAS

XTT7IINNETHNET, ZOFITIE, CPUT /ALy RBEOAE U NEEICRESN

TWEHE A,

[local]lsl# show cloud hardware test 1

Card 1:

II FLHIS
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CPU Nodes : 1
* CPU Cores/Threads : 8 Optimum value is 4
*  Memory : 8192M (gvpc-di-medium) Optimum value is 16384
Hugepage size : 2048kB
cpethO
Driver : virtio net
loeth0
Driver : virtio net

RET A AT FElIa—INT7 T vy a FORET 7 A NVER AT HIZIE, show cloud
configuration card_number =~ > RZEHLET, 77 v aXAEY) Eorr—r g 87
A=K T7AMI, A VAN NVFICERSNET, £, 7 4 A7 HERUITEE., A—F7 A b
L=y g ko TR E L, I— RicEERiSvE T, KIZ, I—RF1TOZDavr RO
Tl ERLUET,

[local]lsl# show cloud configuration 1

Card 1:
Config Disk Params:

No config disk available

Local Params:
CARDSLOT=1
CARDTYPE=0x40010100
CPUID=0

FTRTOH— REIIRFED T — RO IFTASK 3% E & £~ 7 5121, show cloud har dwareiftask
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[local]lmySystem# show cloud hardware iftask 4
Card 4:

Total number of cores on VM: 24
Number of cores for PMD only: 0
Number of cores for VNPU only: 0
Number of cores for PMD and VNPU: 3

4

Number of cores for MCDMA:

Hugepage size: 2048 kB
Total hugepages: 16480256 kB
NPUSHM hugepages: 0 kB

CPU flags: avx sse sse2 ssse3 sse4 1 ssed 2
Poll CPU's: 1 2 3 45 6 7
KNI reschedule interval: 5 us

zeoiz i



Feoic |
B w—ryz7ora

. FLHIS



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



