ERAT DHIIC

* StarOS DML E (1 ~—2)

« StarOS CLI Z i L 7= wiiiax & (1 =—2)

« VAT LNEHO—FOHE 4 R—)

cUE—FNT 7 EBEAADL AT LOHKE (53—)

«SSH A7 a DO E (82—)

DQ2FHOIPT RVAZEHLIZEEHA VX —T 24 AORE (21 =)
* Open SSH 7> Cisco SSH ~D 7 v 77 L— K EBIT (22 X—7)

s VM N— R 7 =7 ORFE (24 ~X—)

Star0S O M HERE

TRTOVM TOVPC-DIDA A M —/LWNEFIZET LIz, 7277 4 77 fliikEE (CF)
VM ZfEH LT StarOS XT7 A—F Dty hARET DMENHY £3, £DH%K T, VPC-DI A
VAEUAND VM NEREI NS T-NCT 72 END, 777 477 CF LORET 74
MIINHEDOREERTFELET, AZ 3 CFBLOTRTOY—E A (SF) VM 1L,
ZOBRET 7 ANET VT 47 CFpbatdkI £7,

COETIE, TV7T 477 CFaryy—)LiR— IR L, &P0oa—h/Lar Tk A M
HEAERT D FINEIC OV TEH L ET,

Star0S CLI Z{# /A L 1= #HAER &

AR E IR D X 9 1T S TnET,
VT HXARLAULDEXR YT 4 EHE L ERA N OKRTE
e VNIC TOA =Py b f L Z—T = A ZADRE

«SSHE N L7V TE—RCLIT 7B AD=HD VPC-DI A L AKX L ADHE

ZOHETIE, CLIZMEH L TCINGDZ A7 ZFATT 50O FINAZGHHA L £7,
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B seroscuzsmL-mgEE

ATv T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

INANR=NRATENLT, TIZ7T A 7RCFVM Day Y —LiR— a7 A LET,
CLI 7ue 7' F T, ROEIITADLET,

[locallcf host name configure[locallcf host name(config)

RDOAS R AL TaryFHAhar7iFalb—vary T—FElBLET,

[local]lcf host name(config) context local[local] cf host name(config-ctx)

g—HNLarTFHFARNEL, VPCDIA Y AZ L AOEa L THFARNTYT, avTXF X N2HHTB L.
P —EREFINIA VB —T oA AERBINZ TN —TTH N TEET, 1 DO T X2 MIEK
DY —EATHRTEX, DA L ¥ —T oA AL RTEXFET,

AVTHXARLALDOEX 2 YT 4 EHF A VPC-DI AV AX AR ET HIZIE, ROa~y Re AT
L/iﬁ‘o

administrator user name [ encrypted ] password password
| [ ecs ] [ expiry-date date time ] [ £tp ] [ li-administration ] [ nocli ] [ noecs

1
1

GE)  HHRRERICaYTXA MO Xa ) T BEEEZRETOILERH Y T3, YIRES
BEANTET L, CLIty v a & T LR, EXa )7 BHEDRRE SN TORWEEIR,
CLI7Z7EAnry 7 SNET, ZOavy ROFEMIZOWTIX,  [Command Line Interface
Referencell @™ TContext Configuration Mode Commands] D EZZME L T 7Z 30,

Tar 7 RN TCHROa<w REANLT, 2y XA oary7 4 Fa2lb—vay B—REKRTLET,

[local]cf host name(config-ctx) exit
[local]lcf host name(config)

RDa<y REANIJLT, VPC-DIA U AX L ARKy hT—7 ECRBMEINDLFA M EFRELET,
[locallcf host name(config) system hostname cf host name

cf_host nameld, VPC-DIA > AKX LV ANFRy T —7 E TR SNAH4FITT, FA MMIT, KLFE/N
LFENREHNEND 1~ 63 LFOFEBMTFTLTHNTT, 774/ hDOKRA MMIE Iqupe-di] TT,

WIC LOFy hT—7 A F =T =2 f AERDEIITRELET,

a) KDOa~<rRKEANLT, avTFAhar74¥al—vary T—REBBLET,

[locallcf host name(config) context local
[local]lcf host name(config-ctx)

b) A X—T A ADLHIERET DL, ROa~>r REANLET,

[locallcf host name(config-ctx) interface interface name

| e
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d)

e)

2

h)

)

staros cu A L-omsE

interface nameld, KILFE/NLFEREBISND 1 ~T9 LFOFEHFT O LTI TRINDA VX —T =
A ADZLHITT, StarOSBA —HV Xy b A v X —T 2 A ADaA LT 4 FXalb—raT— NEET
L. ROTa T ERRRSNET,

[local]cf host name(config-if-eth)

RDOA< R AN LT, BIOART v T TRELIEA L HZ =T = ADIPT FLAEZRELET,

{ ip address | ipv6é address } ipaddress subnetmask

G 7 A /7 Ty N7y T U4 P R TR TRESNTZT RUVAERIETH 7 Xy NEEETD
eIz Da~vy REFETT L2881, 774/ b— R EAR— A ROF fE%:bE

5%%#&Di¢o_®$@®17/711&17/76%ﬁﬁbi¢0Wﬁﬂbé
AT vl Te~TKEZFEITLTHEREBERELET,

ROASL REANLT, A=V Ry b A F—T A ADAL T 4 Falb—ar E—RFEETL
i‘j‘o

[local]lcf host name(config-if-eth) exit
[local]lcf host name(config-ctx)

VBEIZIS U TAZT 4 v I — " ERELT, VPC-DIA VAR AET T4V NP — 7 = A IZHEE
LFET, ROa~ s FEATLET,

{ ip | ipv6 } route gw address interface name

AVTFXFANDAL T 4 Fal—ary BT— REKRTTAICE. ROLIITAHLET,

[locallcf host name(config-ctx) exit
[local]lcf host name(config)

A—HFy hAR—rDar 7 Fal—ar B— ReBBLET,
[local]lcf host name(config) port ethernet siot/port

VPC-DI D354 . dot XY ¥ —3 D CF £7213% SE VM IZHIG L E T, /A 73—s31 T VPC-DI

A VAB U ADHRERIZ, & VMIZ—EOAR Yy NEFEZHIV Y TET, Auy MEEF1 E201F

CFVM IZEID ¥ TH, ZD/F%EGNGNiﬁVM B YTHNET, CFlIAR—M1DOHREY
AR—hLET, £ SFiX. 1 ~4FD 45D VWIC ZVHR—bL, MISTHHAEAL —V %> bFR—F 10
~4FEHEHLET, SER—FEF10ZRETLILERNHY £7,

AF T T THER LA v B —T 2 A AR — 2L RLET, "MV Rk, F—FreZFD
TRTORENRA VF—7 = A RAHEMF T ONET, ROavr FE AN LET,

[locallcf host name(config-port-slot/port) bind interface interface name local
[locallcf host name(config-port-slot/port) no shutdown

interface namelX, A7 v 7 b TRE LA v X —T = A ADLREITT,

ROASL REANLT, A= Ry b A F =Tz ADAL T f Fal—varE—FEETL
£

[local]cf host name (config-port-slot/port) exit
[local]lcf host name(config)
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GE) FHEHA— NI, VLAN YR —FLTWET, MOV TIE, ¥ —T A AEKR—
~] OFED TVLAN] DIEZZHRL T E IV,

> — faran S =JL ==

ORARTLEEBIA—HODETE
COHETE., X2 VT4 BEHEN T H T AR TE DL LT AR T o1
BED—EIZ DWW THB LET,

B CLI v < 3 U #D IR

X2 )T o BEHFIXFERRGERCLIE v v a Y OBEHIRCE 9, RRExaEilt v a v
DEERIRT H L. VAT LARBEDY YV —ADOWHEEPHIRISNET, £/, 2—FNTTIC
A SN TV OB 2 —PIERICT 7 8 2T 52 E £,

ZFEAEDRHET T b T, BERORFR 7 A V3N EH Y ¥ A,

GE) 219DV V—ATiE, 12O CLIEy v a r TOHEBMDT ¥ xTFHR— I THES
/L/O

BEE JTXNTOBHETITY MU, By v a ORKREEZRTETDZE2HEL £,

X2 VT BEHEIL, FOREO—YFT ATy MUEH SN EFRUTISC T, 32D
B2 A FETREA V2575 7 CLLE Yy Y a v OFBEHIBTE £,

StarOS IR D 3 >Dnu 7 A iGN e AR— L TWET,

« TACACS+ Hr— 32—

cu—hla—HFoa—HF

cAAA 2T H A fpa—W
TACACS+ Hh—_a—HF DKt v a VEROBREDFEMIZ OV TEE 22T
S, = a—FDa—HF L AAA 20T F A ha—FDOxKE v a VEOREDFEM
\Z DWW T [Configuring Context-Level Administrative Users] ZZM L T 7230,
BRBIEH UL, 3 DOFFESFROZNENDFE Ca—F A EFEHTE 5720, FHIICRET D
WD Y £,
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RS

wteyvaroanasryr

CUEvIa>oBEHOIT 7Yk

X )T 4 FEHEL, BEO—FT AU NORAER ST U MERETE ET, xhaskl
CLIE v > a U MEHATREZR M & 0 AL CTHIR T2 &, VAT ARED Y YV —ZADEE &N
BRI EET, /2. 74 FVREOEFIZR> TV DR Y 4> RU T, 22— Ra—F7
BT MNMZT 7B ATHAREMEZBCZE L TEET, ZOHTHHIN TNDETXTORE
FRIX, TA MV ey ar 24570 MOFELEtEYy a2 A LT DU NOFEDM
FraEHR—=FLTWET,

WEEAEDRMET BT MiE, EBHIROO VA U2 A 2T T FOFIRELELE LEE A,

BEE

TRTOEET I ML, By a v FA LT NERETHZEEHRLET,

show tacacs summary =~ > K & show tacacssessionid 2~ RDOT A KA A LT 7 FB &
Oty yarZA LT DT 4=V FEEHTLE, ERFIIRFEDOT Y FOHER
TURNERETEET,

Ly aVRALT IR X VT o FHEIX, By v a U BEBIIICEIWE S D RETIC,
=Yty g Aln AU TEDRRNRRZ SR THEETEET,

TARLVEALT O BFa )T FHEL, By a UPEEBMICUI SN LTS, &Y
a N7 A RVIREBZHERFCE DR AR Z DB THRETE £,

BEX

o alHFALT T NETA VI LT T FOT 4 —)L FIFHHUAITIEH Y A, W5
PHEESNTWDEHAIE, Bty a A LT 0 MREICRINCEEST D720, 74 R
AALT YU MIFIZEYyarZALT 7 MY BIERLSTHLERDHY £,

SFE CLIE v & 3 v 2 C & 2 iRRIFH 2 4y BAAL CRRE S 2 FIEOFFIC W TiE, [CL
Referencel] @ dle-sessionsthreshold =~ K & clear tacacssessionsCLI =~ > K, BX W
[Satistics and Counter Reference] ¢ show tacacs summary & show tacacs session id 22 L C
<TEENY,

JE— 7O RRADVATLDETE

VE—FT V7B ARICVAT L EHRELET, BHa2—VI, By hU—2 %2 LTV
F— FOWFHMNDA LV AZ L AZT VB ATEET,
* Telnet

e ¥ =T =/ (SSH)
« File Transfer Protocol (FTP) (¥ =7 £7-13dE®F=27)

* Trivial File Transfer Protocol (TFTP)
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B /= r+7rtxm0 27 L08E

ATy T

A\

GH 200K tehett v 3 BbH Y, | A\OEREMUOFEEN 0 71T 527X 2 b
ZHIBR L7-5E81F, HIBRESNzar T2 hoOBFHEENABNICe—h a7 % A MR
SHELNALZEITHY EFHA, HIREN-a T X MICLIZ v o7 M EixFr &N
FTH, aTHRANEEOaAvY NiIZL-o T I —NAERINET,

N

CE) X274 2KEKBICTHITIE, SSHV2 2#EHLET,

ROaA~ R AN LTary7FHAhar7iX¥alb—vary - FeBLET,

[locallcf host name(config) context local
[local]lcf host name(config-ctx)

ATV T2 VEIZSEUT, Telnet 7 7 B AZFH AT 5 L5V AT LAEZBELET,

[locallcf host name(config-ctx) server telnetd

ATV T3 BEISUT, SSHT 7 BRAEZHATAHLICVARATLAEZRELET,

RTvT4

ATvTH

ATvT6

[locallcf host name(config-ctx) ssh generate key [ type v2-rsa ]

GE) v2rsaldfiEIn s X —% A 7 T9,

GE) UV U—R40LETIE, virsa¥—7— RIFHIBRENTH Y, v2-dsaF—TV— RiFa7F X b
Y74 Fal— 3y = RO shgenerate CLI 2+ > RMIZR SR T ET, LIFIOY U —
ATHHE— FERTVEF—T— FABEO Y ) — A TIRBS W TS RS H Y £, X
T AE UEIOY ) = A TERSNIEBEFOR 7 VT FRORET 7 A VADR SN -F—U—F
EHIEHEMTLET, 7L, FTLWVWAZ Y a7 Xalb—Tar 77 A4V THEHRET
BIWIT, awy NYvd vy ATBENzd— T — NZ&mRasna< b £ Lk, &g ()
EAFILTH, ~ATFXA RO L LTRLF—U— FERRENEE A, HRS IS —
U— REHRETD &, TR — A v —URNERSILET,

[locallcf host name(config-ctx) server sshd
[locallcf host name(config-sshd) subsystem sftp
[local]lcf host name(config-sshd) exit

VBN LT, Da<w REAN LT, FIP T 7 A ZH AT H LIV AT LEZHRELET,

[locallcf host name(config-ctx) server ftpd

WDa<wy FEANLT, a7 4FXal—raryEB—RFR2ETLET,

[locallcf host name(config-ctx) end
[local]cf host name

ROaA~ R AL T, REZHERLET,

[locallcf host name show configuration
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ATy 17

ATvT8

ATvT9

yE— 792 2A0Y 27 L0EE [

CLI %, o Ol X 52720 9,

context local
interface interface name
ip address ipaddress subnetmask
exit
subscriber default
exit
administrator admin name password admin password
server telnetd
server ftpd
ssh generate key
server sshd
subsystem sftp
exit
port ethernet 1/1
bind interface interface name local
exit
port ethernet 1/1
no shutdown
exit
snmp engine-id local 800007e580ed826cl9lded2d3d
end

wkDa<w REANLT, IP/L— hOREEZFERLE T,

[locallcf host name show ip route

CLI /0%, OB ABIO X 512720 £,

"*" indicates the Best or Used route.

Destination Nexthop Protocol Prec Cost Interface
*0.0.0.0/0 ipaddress static 1 0 vnicl
*network 0.0.0.0 connected 0 0 vnicl

WKDa<wy REANLT, A X —T A AL T 40 T hFHERLET,

[locallcf host name show ip interface name interface name

interface name (%, FNE7b THRE LA v X —7 = A ADLEITT, CLIHE, ko HFIo X 517

U i—a—o

Intf Name: vnicl

Description:

IP State: UP (Bound to 1/1 untagged, ifIndex 83951617)

IP Address: ipaddress Subnet Mask: subnetmask

Bcast Address: bcastaddress MTU: 1500

Resoln Type: ARP ARP timeout: 3600 secsL3 monitor LC-port
switchover: DiasabledNumber of Secondary Addresses: 0

[RRE DR L RAF) DEDOBINE- T, REERIFLET,

IRy |



B ssir7o=onE

ERT 58 |

SSHA T a3 DEETE

SSHv2 RSA (%, StarOS THAR— b X5 SSH OM— D/ X— 5 - T9, SSHvl RSA B LW
SSHv2 DSA TURIV AR — hENTWzF—U — KL, StarOS CLI N CHIBR S =0, F720%
BEnTnEd,

BEX

PBIDO U YV —=ATHR—FENTWEF—TU— RR%HEDO U U — 2 TR STV 5 aTREMEN
HYFEF, StarOSIL, LAETOY V—ATHERESNTBEFDOAZ ) hear 7 4 Falb—va
Y77 ANVNORINTEF—U— RE5|EHMEMITLET, 2720, HiLnwRZ U7 hoar
TAX 2l —2 a7y NVTHRAT DI, avr Ry ¥y 7 A @B ERzdy—U—F
IR e E L, BT () ZAILTH, ~NTTHFARO—HE L TRLY—
J— RIIFERRENET A, HIRSNZF—TU— RiL, I — A v b—U 24k L E
7

SSH 7wt had A=Y g 1iE, BF 2 U7 0 OfasstE s RINCTHRIES L E Lz, virsa
F—U—RiE, av7FFAhar7 Xal—var E— D shavy ROEDICHIERE
MNE L7, SSHVI-RSA F—ZfHT 2227 V7 FNERBREZFEITTLHL, =T —Avt—
URESH, AN burIRERERET, RIS, =T A vV OHNBIERLET,

CLI print failure Failure: SSH V1 contains multiple structural vulnerabilities and is

no longer considered secure. Therefore we don't support vl-rsa SSH key any longer, please
generate a new v2-rsa key to replace this old one.

virsax—Z DR END VAT ANEHTLH5E. SSHEZM LT A 75 L EITREBIO
R FRREINE T, BEHERIL, v Y —LAR—rZALTa 71U, #H LV sshv2-rsa ¥ —
AR L, b= Nsshd ZRETH L TT, £DO%, sshx ML TRIA L TELLIITR
nET,

aVTFAM a7 4 Xal—rgryET—RFDssh avy RTiE, v2-dsaF—7— FREE
N5E2C70 £ LT,

vl-rsa ¥ —7— RE, Exec £— R showsshkey CLI =~ R HHIREE LT,

SSH7RR k& —

SSH F—_— 2 DFBFAETIE, FEICx L TCHFRRBFHF TSN TS AR F—&, & OH
DRREHFAIINTWBHO TRE] $—0, 2o00F%—%2MHALET, F—XTZ/ERL,
0o T DTN, RACEX = LRI LT, vl AT 5 A7 (VPC-DD) 1Z4A
B —ZRIFL £,

SSHAR A h3F—iT, 5 ESN/=StarOS 2> T F A FNTHERKENET, 2T F A ME, o2—
WA H—T oA RZEEMT N TWET,

T A MIBEEMIT N TWD sshd V— 2T 7B AT 57200 0EKBIN-F—%F>
B —VZEREEZIIHERLE9,
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sshx—n41 25z [

SSH +—DH 1 XEKE

Jsa—sN)b ary7 4 F¥alb—ar EF— RO sshkey-sizeCLI 2~ RiL, §XTOar7F
A F®D SSH F—EfDF—H A XeFRELET (RSAFAFF—DR) |

ATFYyI1 Zu— )L ar 7 4 Fal— gy T—RERBLET,

[locallhost name# configure
[locallhost name(config) #

ATFY T2 SSHXF—DEy hrA XEEELET,

[locallhost name(config)# ssh key-size { 2048 | 3072 | 4096 | 5120 | 6144 | 7168 |
9216 }

SSH¥—DFT 74/ +DEy A X152048 £ N T9,

SSH X — AR D IR DR TE

SSH F—{X, Hcfth D ¥ —AER AR EE I Re 72 e MR8 L 72 B ICO AR TE £77, ssh
key-gen wait-time =~ > RiE, Z ORI Z BN CTIHEELE T, 7 7 4/ N O[IRIX 300
# (54) T,

ATVl aTFHFA a7 Xal—ar B—REHEEBLET,
[local]host name(config)# context context name

[local]lhost name (config-ctx)#

ATy T2 FERFEIRR A E L ET,
[locallhost name(config-ctx)# ssh key-gen wait-time seconds

[local]lhost name(config-ctx)#
I
« seconds & 0 ~ 86400 DHEHTIEEL T, 7 74 /L bk =300

SSHEESLiES AR DIERE
SSH=a 7 4 F¥al— 3y F— KOS CLI =<2 FiX, SSH g Sk 7-HI, sshd
DREFETNELY A NERELET, T THFANDKEFA TV a VRN ERINET,

ATYTF1 SSHav 74 X¥al—ar T— RE&BBLET,

[locallhost name(config-ctx)# server sshd

ATV T2 VEREEESTNVI) ALERELET,
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[locallhost name(config-sshd)# ciphers algorithms
ba
e TNTY XN ~ 511 LFOFEHFOLFHNT, WIRT Lo, BEIEM (Ehbh) Thow
XU OEF (A=A L) OH—OXFHIE LTHERTL7 LAY RAEEELET,

* blowfish-chc : ®#r%—7 v v 75, Ke~7 v v 7 #i (CBC)
+3deschc: t U 7T —HEEE(LIK, CBC
» aes128-chc : Advanced Encryption Standard (AES; = SR S{LIRME) . 128 By ¥ —H 4 X CBC
« aesl28-ctr : AES, 128 B’y h¥—H A X I v ¥E— NSk (CTR)
e aes192-ctr : AES. 192 £y F¥—H 1 X, CTR
« aes256-ctr : AES. 256 £y hF—H% 1 X, CTR
+ aes128-gcm@openssh.com : AES, 128 £ hF—4 -1 X Galois Counter € — K [GCM], OpenSSH
* aes256-gcm@openssh.com : AES, 256 £ k¥ —H 4 X GCM, OpenSSH

« chacha20-poly1305@openssh.com : ChaCha20 % #ilE 75, Poly1305 i Sk A v & — VRFE=— R
[MAC]. OpenSSH

BEOEN RIZBITATNAIY XADT 7 3V NOLFINIRD B Y T,

blowfish-cbc, 3des-cbc, aesl28-cbc, aesl28-ctr,aesl92-ctr, aes256-ctr, aesl28-gcmlopenssh.com, aes256—-gcm@openssh. com,
chacha20-polyl305@openssh.com

BRETXAENRIBITFATLIY XLADFT 7 4L FOXFHNIRO LB TF,

aes256-ctr,aesl92-ctr,aesl28-ctr

AFY T3 SSHaAY 7 4 Xal— gy F—REKTLET,

[local]lhost name(config-sshd)# end
[locallhost name#

MAC 7)LT ') XLDERTE

MEDHE-TERBRE
BEHNT—4
AL LESaEy == e F_T
MU T Ty N T F— A * ASR 5500
« VPC-DI
« VPC-SI
HREDT 7 4V b S BREDS ML
ZDY Y —ATORRHSLHEH 1 | NA
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B EH ) » ASR 5500 System Administration Guide
« Command Line Interface Reference
«VPC-DI ¥ A7 NEBAA N

VWPCS §gtemT RI=ZA hb— g0 HA K

I-aF7IDERERE

EE VJU—X212BLONS] £V HENCEASINTEEOUGETBEOFMIIR L TWHWERT A,

ET DA 1y —=

DB A, 21.13

HREEREA
MAC 7 /b= U X LFEMREZ M 5 & D SSHD — 30 MAC 7 /L= Y X L DOEILIE
MAREEITELT LI ENTEET,
ZOMREE YR — TS, LW CLIMACSCLI 2~ K78 SSH £ — R EICEAINE L
77

MAC 7L 5 1) RLDERE
ZITIE MAC 7V XADBREHEEZHHLET,
MAC 7 /b3 Y XL DOEFNAL ZFEET 51213, ROBREZEH L L4,

configure
context context name
server sshd
macs algorithms
end

default macs
x

« alogorithms : 1 ~ 511 XFOFEHFLFHESR L ET, ZOXFHNE, ROY A K TR
TESNEN (o) Oar<XKE) oE (A_X—X7L) O12O3FHE LTHE
AT 7030 XL %EELET,

*HMAC=/"\v ¥ a_X—AD A vt —TFFEa— K
*SHA2=FF a7 Ny a T/ XL2
*SHAl=FF 2T Ny a T /)Va) X Ah1

* ETM = Encrypt-Then-MAC
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e UMAC= 2= —HY by T 2|2 A v —EEa— R

s RIZ, WHEDEIN ROANNVTLFEINETAITY ZLDY A MR LET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
Tmac-sha2-256, hmac—shal, urac-128-etm@openssh. cam, umac-128@cpenssh.. cam, urac—64-etmdopenssh.. com, urac—64@openssh. cam

s RIZ, BETEDAEN ROV TXFHNET AT ZLDY A MR LET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
hmac-sha2-256, hmac-shal

o T 7 IV MEOSTFINIKRD LB Y TT,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

MAC 7 v =) XLDIEE

MAC 723U X AOERNEN ZHET HIZiE, ROCLI a2~ REFERALET, Zoavy
KiZ. SSHa > 7 4 FXal—Yary EB—RFRTHERELET,

configure
context context name
server sshd
macs algorithms
end

default macs
e

« alogorithms : 1 ~ 511 CFOEEFLFINE SR L ET, ZOXFINE, ROV A K TR
THIENERL (L) Oar~RE) OB (AR—R72L) O1HOOLFH|E LT
AT 270V XAERELET,

*HMAC="y 3 aX—2AD A vE&—TFFEa— K
«SHA2=tFX 27 Ny=a 7aYXAL2
eSHAl=tBF% 27 Ny =z 73 A1

* ETM = Encrypt-Then-MAC

e UMAC == R—H )Ny 22|23 A v —VFiFa— R

c KIZ, BHDOEN RONNVTILFFINETNAY ZLDY A bR LET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha?-256, hmac—shal, urmac-128-etmdopenssh. cam, umac-128@cpenssh. cam, urac—64-etmdopenssh. cam, urac—64€openssh. can

s RIZ, BETEDEN ROV TXLFHINET AT ZLDY A MERLET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
hmac-sha2-256, hmac-shal

o T 7 3V MEOXFINIKRD LB Y TT,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha2-256, hmac-shal
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sshx—nxm [

SSH X+— D4 RL
ssh generate =~ > RNiE, SSHH—NICL o THEHINA AT — L MEX—D~T Z 4R L
F7, virsaF—U— FOHIBRENTE Y, v2-dsa s —7— R sshgenerateCLI =~ > RN
RSN TWET, SSHX =24 T H7-0ICEHTE AHE—DXF—U— RiE, v2rsaTTd,
(&

BE ERINEF 7. av O FRBERTEINLETHEMATOEEICRY T,

ATFYT1 avFFA b ar7 Xalb—var T—RREKBLET,
[local]lhost name(config)# context context name

[local]lhost name(config-ctx)#

ATw T2 SSH F—_T &AM LET,
[locallhost name(config-ctx)# ssh generate key type v2-rsa

[local]lhost name(config-ctx)#

SSH X — 7 DERTE

sshkey 7~ Fid, Y AT ATHHNEND AT —LWEF—OXTEZRELET, v2-dsa
F—U—FiL, sshkey 2~ RCIRBESATHWET,

SSH F—~_T D/37 A—H EIELET,

[locallhost name (config-ctx)# ssh key data length octets type v2-rsa

ba
e data (L 1 ~ 1023 XLFORPTO LTI TR IN L FLF—TT,
« length octets I3 0 ~ 65535 OFEH TR IND, elbSINied—DA 7 7 v NELOE ST,
ctypeldF—4 A 7EIFELET, v2rsaliAR— SN TWEKHE—D X A 7 TT,

BEE 200 LD LETO Y Y —ATiE, &K 64 OFEEHE/RAFEE A D SSH F—7 StarOS THAHR— F &
NTWET, VU —2%200LL&ETIL. &K 200 DR TEARE/LATRE A D SSH F— 73 StarOS T
A—=FrENTHET,

REHSSHAI—HTF7HOEX

a—PN, SSH WAFF — T ZE DM EDHF A R 5 StarOS T F A MIT 7B AT 52
CEHFRTALERH Y 97,

| IRy |
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SSH A—H7 U £ ADEA

SSHZ2 > 7 4 ¥ o L—3 3 »E— KD authorized-key =2~ > K, feEINTZHRA hnb o=
VTXARANDZ—YT I REFALET,

ATYT1 SSHavy7 4 FXal—var T—RNIBEHLET,
[locallhost name(config-ctx)# server sshd

[locallhost name (config-sshd) #

AT v T2 authorized-key =~ RZMH L CTEH—F T /B RZHEELET,

[locallhost name (config-sshd)# authorized-key username user name host host ip [ type {
v2-dsa | v2-rsa } ]
1
« usernameuser_name (. sshd —/X~D7T 7 ¥ AT SN2 — 2 FFOBE(ED StarOS HHLE . —
L afRELE T, user_nameld, 1~ 255 LFOEBFLFFHITRINET, sshd F—% /A /SA LR
WE2IZT BT, nopassword A7 a VEEALTCa TR AN aryr7 4 Fab—v g B K
®administrator =~ > F&2H LT, 2—HFAEZFANMER L TH RERH Y £3, BHEEDOIER
DFMMZHONVTIE, [T RATFTLARE] OEAZBRL T I,
* host host_ip X, ZD2—V 4 DORFEXF—%2FFOSSHHEA RDIP T RLAZBELE T, ZOIPT K
LV AIE, IPv4 Ry MEE 10 #ERFEEZILIPv6 21 XYY 16 ERFEETHLMLERH D £,
ctypeldF—4 A 7E2IFELET, v2rsaliV AR — SN TWEHE—D X A 7 TT,

SSHA1—4n05 4 UOHIREE

BEHHEIX, StarOS CLI ~D SSH 7 7t X%, #FFrsfica—HD [HRTUA U X K~ IZHIER
TEET, P—ER2A~OT 7R X, EYR=— X e o2 —PFIZOALFIRINDGERH Y
T4, PRMICHFAT &Nz —YF DA, SSH 2 L THRA MR T £, =2—F4IC
I, DEIS U THEDRETLIP T RLAEZED L ENTEET,

AllowUsers ) A MME, A=A TCRUOLNIZ2—PH Y = TR SNES, X —T

[USER) WO ZHEMAT L L, Toa—HizxL el A UBHREnhES, ¥ —r
7% TUSER@IP_ADDRESS'| ERDGE, 22— L IPT FLAIERHNCTF = v 7 Sh, fHEL
T2IP T RLANWLDZ—F~0a A Z2fRLET,

T 7 M TliE, EEO2—TFICLDEHIBROT 7 A2 LET,

HAEH;I—H ) X FOERL
allowusersadd =~ > N&FEHAT 5L, BHEILStarOSCLIICn /A4 T 52—HFD U Rk
FIERRTCE F9,

ATFYT1 aoFFARary 74 Fal—ary E— REefBLET,

| e
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ATy T2

ATvT3

RTv74

ssha—vnsq @i ]

[locallhost name(config)# context context name
[local]lhost name(config-ctx)#

SSHa> 7 4Fal—valrE—RIBEHLET,
[locallhost name(config-ctx)# server sshd

SSH =—H# VU X N &% E LET,

[locallhost name(config-sshd)# allowusers add user list

user listiZ, A=A TRUGNIc2—FLZLDNRE—DY A ME, 1 ~999 LFDOFHFTDOLTH|E LT
FBEELET, /X% —2T [USER] EWIHBXEHEHATEI L, ZOox—FiIHLTr 7 A URHIRINE
j—o

RH—h3 TUSER@IP_ADDRESS] ERADEG AL, 22—V 4L IP T RLARERICT = v 7 S, 2D
FREDIP 7 RLANpba—HF~oua /A4 URHREET,

R4 — 3 TUSER@<context>@IP_ADDRESS | X DAL, = —H 4, StarOS =7 F X b, BILO
IP7 RLUAMMEBNCTF = v 7 S, ZORFEDIPT RLUANLEED 27 XA MIBEM T ST D
a—HF~pu s A UEFIRLET,

user_list 121X Ol R 3 H S v E T,

o ZOXTFHNORKEIT 3000 31 F (A_—REET) TT,

¢« ANR—ATH T hE N5 AllowUsers D g KEF256 T, ZAUIE OpenSSH 7> 5 OHlfR & —FH L 9,
EE  EROBROVTANEEAD L, TT—AyE—VBRERINET, ZOA YT, E

HEFBRONY = A L CUFEINEEL T 50, £7201% no allowusers add <° default allowusers
add Z{ffH LT3 XTD allowusers ZHIFRT 570>, FRIEHERETH LR ENET,

FEMIZ OV TIE,  [Command Line Interface Reference] @ [SSH Configuration Mode Commands) 0 % % 2}
LTLEEWN,

SSHa 7 4 X2l —ay E—REKTLET,

[local]lhost name(config-sshd) # end

[locallhost name#

SSH 1—H5 o4 4 VT

StarOS (X, KDL T U FDPE, HAELFT—E 22— T H 7 FOMBEDLEZMEH LT
SSHIZ L ba—Vna s oA o OfTE238GEL 7,
e =YX, B—HLaLTHFAL (VPN) AV F—T oA 2N LTI N TFA
FDaZ—TH L, O—IN A THFAFNTHREINTWAHFAFELOF—ZFHEHALTr S
A L&D ELET,

IRy |
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B cx275tvva0ns7or

e —WiL, a—HNPHNDA L TFA NS U HX—T oA AN L Ca—h DS Da T
XR D=V E, O—HNVPHNDOT L THFRA N THRESN TWDHAFEHLD X —5
HALTrs A4 LEdELET,

ca2—PE, B AN D AL TRA A F =T A R LTR—=IVA T HA |
Da—PhE, =RV arTHFAPTRESNTOLHAHFLOXT—EHHAL Tr 7o
YLEIELET,

c2—FF, B—AN ALTHFARNA L H =T oA AEHLTR=H LSO T F R
FOa—HH L m—=BNLHNDa T HA N THRIESIVTODHFAHELDOF—ZEH L
TrZ7ALESELET,

BAEDY AT AREICHE SOV TERIENKKTH L, u A UBNHIEES, =T —RX vE—UR
ERENET,
StarOS Tit., =2 — YV ID VAR L2 —YNFE UABSSH ¥ —Z2fH L T, S TRz

VIRA I ~a AT BRI EIEFTFNENTWEY A, =T ORIETIL, FAFELET—E
2—FT AT NOMAEDENRBEINET,

BEE StarOS U U —221.0UBETIE, a2—F RN —IADANDa TR bl A v LIS
FOa—HT/MflashT 4 L7 MVICT 7 BATEEH A,

X F7HEEyvI 3 ATT7TI R

StarOS 73 SSH 7 7 A 7> kb Ullr&ns &, 7 7 44 h OEEIZ L - T CLI F£721% SFTP
Ty va AIKASE (TT7ANVNONRTA—FEHER) THRTLET, SSHa U7 4 F =2 b —
varyE—ROCLIa~vy REHEHATLE. 20T 740 ko SSHD Y@ % ahic Lz
D, BELEZY TEET,

BE X2V 40%%bT57-0, v RAaTix, e &Y lient-alive-countmax % 2.
client-alive-interval & 5195 Z L 2R LES, By aron 7y MERN/NSWE | ssh
tyvaroulZ7yu NRREMIa ST NTHAREERH Y ET, EX2 VT 4 ba—F
DFENRT S L DNT U ZARIID K O ITELZ T L £,

client-active-countmax =~ > K&, sshd 72 L T#E(E 415 client-alive A >t — D% %, SSH
TIAT U IDPEDA =V EZELRNEIICRELET (F 74/ ME3) . client-alive
Ay E—UOREFIZZOLEVEIZET D &, sshdiXSSHZ 747~ F&UIIL T Yy T3
YT LET,

client-alivesinterval =~ > R, # A A7 U MEREZDHEMTRELET (F 740 ME15) .

Tk, SSHY FAT v "H T —X 255 Lo 26, sshdiifi S ShicTF ¥y 2%
ML TAYE—VEEEL, 7I9AT 2 IPODOINEEERLET, Avb—UNREEIND
[E1%0%. client-alive-countmax /X7 XA — X I Z X > THEINE T, sshd XSSHZ T A4 T +D

| e
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FIALEOsshd£F17 £yvarns7okA5:—20%E [

Yl 2245 = o L ZDOrEREIL, client-alive-countmax X client-alive-interval & 72 V) =%
j‘o

IIA T MEFIIT— SPGB IET 7T 4 TR0 T2 ERFER L THBENE I T
FLTWAEA. clientalive A H = A LITEETY,

| o

BE  client-alive X v E—VIIE B TF ¥y 2V EZN L TEEEINDZTZD, A S —T7 40 7 TxXEH A,

| &

BEE NOHORTA=FEF, SSHT B har "= a 2 0RICHEHAINET,

T4 EDsshd X127 v a>OTFF7 DR NSA—2DER

WDa<wy Rr—4r 2%, 75472 hO® ClientAliveCountmax (57 #+/L FM33) BIW
ClientAlivelnterval (77 /v ME 15F) ONRFGA—F DT 7 3 /L bR EEEH L FT,

ATV Tl avTFFA R ar74¥alb—vary T—RERBLET,
[locallhost name# configure

AFwT2 SSHa 74 FXal— gy F— RIBHLET,
[local]lhost name(config)# context context name

AT v 73 ClientAliveCountmax /X7 A — X Z# 2 [ZHELET,

[locallhost name(config-sshd)# client-alive-countmax 2

AT v 74 ClientAlivelnterval /X7 A — % % S IR E L £,
[locallhost name(config-sshd)# client-alive-interval 5
AFwTE SSHav 7 4 Falb—ar E—RFae&TLET,

[locall host name(config-sshd)# end
[local]lhost name#

NEG—IN~DSSHY A4 7 bOT4 >

StarOS 1%, StarOS 7 — b 7 = A B AVER Y — /3~ SSH/SFTP 7 7 & ZA D /AR — DFREEE W
A= LTWET, ZOBELZRET DI SSHY 74T 2 X —DXT ZAERL, 774
7y MABF—EAY— NI T v 2 LET,
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\}

G¥) T 7%V F Tl StarOS [FFM Y — /3~ username-password DFBFED % PR — F LTV E
j‘o

SSHY 51472 FEBDRTE

SSHZ A7k ar74Xalb— 3y E— RO dpher CLI =~ R, S8 —cm
TA T D EEITHESEEIRMY A M ERELET,

ATFYT1 SSHIZFGA T harv74F¥al—yary B—REBLET,

[locallhost name(config)# client ssh

ATw T2 LBERIEEAT LT ZLERELET,
[locall host name(config-ssh)# ciphers algorithms
o
e TILAY XAT 1~ 511 LFOEBTOLTHNIT, WITRT LI, BERIEN (Erbh) Thy~
XYY oL (AX—R7 L) OE—O3FH| & LTHEHTS 77/1/:1 UXLERELET,
« blowfish-cbc : XFrx—7 1 v 7 H5 5, K57 m v 7 #g (CBC)
«3deschc: bV 7T —Z LK. CBC

+ aes128-cbc : Advanced Encryption Standard (AES; @R 5L #ik) | 128 B> hF—H% 1 X CBC
«aesl28-ctr : AES, 128 By hF—H 1 X B v % E— FH#5{t (CTR)

- aeslO2-ctr : AES, 192 B h¥—4 1 X CTR

+ aes256-ctr : AES, 256 £ hF—H A X CTR

+ aes128-gcm@openssh.com : AES, 128 £ k& —H 1 X Galois Counter &=— K [GCM]. OpenSSH
+ aes256-gcm@openssh.com : AES, 256 £~ k% —4 4 X GCM, OpenSSH

+ chacha20-poly1305@openssh.com : ChaCha20 % FRlF =, Polyl1305 B 5{b A v —VFRGEa— N
[MAC]. OpenSSH

BWEOENL RIZBITATNAIY XADT 7 3V NOXFINIRD LY T,

aes256-ctr,aesl92-ctr,aesl28-ctr, aes256-gcmlopenssh.com, aes128-gcmlopenssh.com, chacha20-polyl305@openssh.com,
blowfish-cbc, 3des-cbc,aesl28-cbc

EHETXAENRIBITFATLIY XLADFT 74/ NOXLFHNIRO LB TF,

aes256-ctr,aesl92-ctr,aesl28-ctr

ATYT3SSHI AT v harv7Z s F¥al—varT—Ra&TLET,

[locall host name(config-ssh)# end
[local]lhost name#

| e
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EBERFEAARXDETE
SSHZ A7 hav74¥al—3 32— RO preferredauthenticationsCLI =< > K%,
WU RRERE F N E iR E L E T,

ATYT1VSSHIZ IA T avr7 s ¥alb—rvary - FefLET,
[locallhost name(config)# client ssh
AT T2 BIERRES OEE
[locallhost name(config-ssh)# preferredauthentications methods
T
< A RIORT L DS, BEIRMIIE (ZE64) 180 A~ REY O (A=A L) OH—O
XFHNE LTHER SN AE A fRE L £,

« publickey : SSH v2-RSA 7’1 s =)L & ] L7-5387

« keyboard-interactive : {EEOHOIEREZER L £, KERIZONT, F—\F7 v 7 DT
~NEFELET,

e password : Hi—D /32T — N Hiffi 72 2R
« T4+ FXOfE % [publickey,password] (ZU &~ F L E T,

ATV T3 SSHIZFGAT v Farv7 4 FX¥al—aryET—REETLET,

[local]lhost name(config-ssh)# exit
[locallhost name(config) #

SSHY A7 FF—RTDER

SSHZ AT hary 74Xzl — gy EF—RCavy REEHL, EX—Z2FEEL T,
SSHZ A7 v & —_T a4 LET,

RTYT1SSHIZFA T havr7 4 F¥alb—rary E—RelthLET,
[locallhost name(config)# client ssh

[local]lhost name(config-ssh)#

ATy T2 SSHMEX—fEFML*—2 A TEANLET,
[locallhost name(config-ssh)# ssh key private key string length key length [ type v2-rsa ]
[locallhost name(config-ssh)#
key private_key string i%, FAE X —DfE%E 1 ~ 4499 LT OFHTOLTHIE L TRELET,
length key_length X, 0 ~ 65535 ODEHTX—DEI &1 ML THEELET,
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typev2-rsalXSSH 27 747 v b ¥ —DF A THBELET, YAR—FSNTWAHSSHZ 747 hF—
DHATIE, v2-rsa DHTI,

ATV T3 SSHY 74T v ¥ —D_XTHAERLET,
[locallhost name(config-ssh)# ssh generate key [ type v2-rsa ]

[local]lhost name(config-ssh)#

typev2-rsalXSSH 27 747 b ¥ —DF A TZBELET, YAR—FSNTWHSSHZ 74T > bF—
DHAF1E. v2-rsa DHR T,

RTYT8 SSHZ FAT > hF¥—PERINTND Z & 2R LET,
[locallhost name(config-ssh)# do show ssh client key

ARTF9TS SSHIV FA T hav7 4 F¥alb—rarE—RFREeETLET,
[locallhost name(config-ssh)# exit

[local]lhost name(config)#

NEY—N\~DSSHY SA4 7V b RARF—DTva

Z D=3~ SSH/SFTP 7 7 & A% H R — h 4 5I21%, SSH 7 74 7 > MABF — % ML
PN T a2 T HLENDY £,

AT Y F1 Exec B— R, pushssh-key 2~ REFETLET,

[locallhost namet# push ssh-key { host name | host ip address } user username [ context

context name ]

[locallhost name#

host_ name X, DNS /L v 7 7 v 7% L TR SN D LEN B HinBlAR A M AFEH L TU E— M —N
ZEELET, UL 1~ 127 LFOHEBFLFHTESNET,

host_ip_address /%, IPv4 K MMfX 10 ERFLEILIPv6 21 XYY 16 EERFTL TREINET,
user username |X, MLV — S THN R —F 4% 1 ~ 79 LFOFEKTFTOLTHE L THRELET,

context context_namelx, B2 T HF A MERELET, 2T F A MITA TV a T, fEES
NTWRWEEIT, BEOa T A MPMEICHERA SN E T,

2Tw T2 MOAERY— RTOH SSH/SFTP 7 7 B A ZH AR — 51213, AT v 71 20IRLET,
ATV T3 WY —_"~DSSHZ FA T boua sl AT AN LET,

locallhost name# Ssh { hostname | ip address } user username port port number
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NETCONF O & zh1k

SSH s%—/%. NETCONF 7' 1 ]\ )L & ContD =¥ % Cisco Network Service Orchestrator

(NSO) ZHR—FrT+57-0

WZHENZ /2 B

netconF na 1 ]

Z‘gc:fﬁ D iﬁ‘o

NETCONF % BT 5 HEDOFMIZHOWTIL, ZDOHA Kofhékeo TNETCONF & ConfD)

ZZRLTIEEN,

2ZHDIP7 FLARZFERALE-BEA VA —T T4 RAD

=JL ==
X E
MEZJE U T, WICHEHA U H—T7 oA AZ2FKHDOIP T RLAEZRETEET,
FIg

ARV RFERRETI a3 Y B#J
ARFyI1| ey ChkOa~< REAN LT, 2074 [locallhost name configure

3’\:1 L—gy e I“é’ﬁ“ﬁﬁé L/jz_é_ [local]lhost name(config)
RARTFyT2|arFFANary74Xal—3 g2 F— N%B | [locallhost name(config) context local

ﬁ*ﬁ‘é j: /kO)J: 9 ]ij Liﬁ— [local]lhost-name (config-ctx)
ATy 7°3 7}'(0):!"\7‘/ %;&4%)% LT, Ao F—TxAADRA [locallhost name(config-ctx) 1/1

]\%%k 7j‘f\—— ]\%%%]\7‘] Li'@‘o [local]lhost name(config-if-eth)

RARTFy T4\ kOa<w REANLT, B X VUIPT KL A L | [locallhost_name(config-if-eth) { ip | ipv }

Y7 Ry b2 7 EADLET, address ipaddress subnet mask secondary
ATFY IS5\ kOa~v REAH LT, 27 X2 L—3 3 |[locallhost_name(config-if-eth) end

E—FZKTLET,
AT T |\ kOa~ FEANDLT, A X —TxAADIPT | [locallhost name show config context local

RUAZfEB LET, CLI (IR OFID X 512720 £,

config
context local
interface interface name
ip address ipaddress subnetmask
ip address ipaddress subnetmask secondary
exit

RATYTN A E—T A RALR— b OFEDMR L RIFICHE

HET,

IRy |
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B openssh i CiscoSSHADT v TH L— K ERTT

Open SSH , 5 Cisco SSHAD 7 v 745 L— K &B1T
WEEODHIRZ L XEER

BT —4
MBI F 7 IS RE S ) T FT
BT Ty T — A + ASR 5500
« VPC-DI
« VPC-SI
BEEDT 7 4L K BRh, WA

DY Y —ATOREY 245 1 | N/A

BEE ) « ASR 5500 System Administration Guide
» Command Line Interface Reference
«VPC-DI & A5 LAEEH A R

*VPC-9 Yystem 7 KI =R hL—> g A R

R-aAT7IDEERERE

| A

EE JVY—X212BXON51 £V HENSEASNTEEOUGTIBEOFMIIR L TOEE A,

WET DA Jiy—=

OV Y—RATE, K5 E MAC D7 /v3 Y X AfEIEL, OpenSSH 706 [21.16
CiscoSSH ~D7 v 7' 7 L — R EBITICH SV TEFR I N TVET,

AIDEFA,

212 X0 A

EEHINT-HEE

Cisco ASR 5500 B L O'VPCHLF DX 2 U T xR E LT, BEERBIOMAC 7T AT Y X AME

L. CiscoSSH /N— 3 > ~D OpenSSH 7 » 77 L— RNEBITEYFR— T H LI IZER
SITWET,

| e
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zasnr-i [

LIBTDENME : 21.16 X 0 & ETD Y UV —ATlX, cipher 2~ K& macs=~ > FdDdefault 7 /L =
U A DMEIFIRD L D127 > TWE LT,

- BEEIEAR

1)1J—R 20x ~ 2115 GAEDEIL FDH)

WBEOENL FOT AT ZLDEZROEHIZY Y FLET,

Blonfishrdoe, 3des-doc, aes]28-doc, aes]28-ctr, aesl -t assP56-ctr, ass128-gonpenssh. aam, aes256-gaquenssh. aan, chect BE20-poly 1 0BRpenssh.aom
* MAC

1)1)—R 20x ~ 2115 ({ERETEHEIL FDH)

FBETEAELROT AT ZLDOEEROELHIICY Y LET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

cKEX 7T XL
1J1)—X 20x ~ 21.15
BEOEILREEBTESELRFTHEAFTELZZILIY AL

diffie-hellman-groupl-shal,diffie-hellman-groupl4-shal

HFHLOEME: 20V U —XTid, default =~ K& cipher 2~ Kdmacs7 /L2 Y X AfEIT
RDOLEBYTT,

- BEEIEARK
1) 1)—X 21.16 LAF% : Post OpenSSH M 5 CiscoSSH ~D7 v 745 L— K &84T
BEODELRDTIANLEDOTZILTY XLIFRDEESEY T,

aes256-ctr, aes192—ctr, aes128-ctr, aes256-gaml@openssh. cam, aes128-ganlopenssh. com, chacha20-polyl305@openssh. com

BEOE RTHERATRELGZILIT) XLFROESY T,

aes256-ctr, aeslR2-ctr, aes128-ctr, aes256-gar@openssh. oam, aes128-gar@openssh. oam, chacha20-poly1 305Cqpenssh. cam, aes128-doc

EHETEBAEILRTT AN MOTIILTY R LEFERTEELZTILTY X L

aes256-ctr,aesl92-ctr,aesl28-ctr

N

GE) [BHEHTE2ELVRKOT 7 4/L kO 5 L% E Al RE/R R 522 F X
HYFEEA,

- MAC
1) 1) —X 21.16 LAB% : Post OpenSSH M 5 CiscoSSH ~D7 v 745 L— K &84T
BEOEILRTTIAILMOT7ZILIT) ALEFERAAIRELZTZILIY XL

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha2-256, hmac-shal
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EHETEIELRTTIANLMDOTILT YR L
hmac-sha2-512, hmac-sha2-256, hmac-shal
EHETEHEI FTERATRELGT7ZILIY X L

hmac-sha2-512, hmac-sha2-256, hmac-shal

N

(G¥)  hmac-sha2-512-etm@openssh.com, hmac-sha2-256-etm@openssh.com,
hmac-shal-etm@openssh.com |ZfEHTE 2 E/L R G HIBRES U E
R

cKEX 7L XL
1) 1) —X 21.16 LAB% : Post OpenSSH M 5 CiscoSSH ~D 7 v 745 L— K &84T
BEOEIREEETESEIL FTHEATRELZ7ZILIN XA

diffie-hellman-groupl4-shal

N

GE)  KEX7 /LY XA, StarOS TIIRETE EFH A, LER- T,
CLIOEFEIIH Y £ A,

VM /\— K = 7 D&:E

VY —2E0 Y CORBEEFRET 521X, VAT 2N THEHENDTXTOVMAB[E LA X
D CPU LRI A ADAEY RO ENHETT, T _XTDOAS L F—T o2 A ATNRT F—
CUADNTG U AERD DI, P—E AR — k& DIAR— FRFELCAV—T >y NES B 2
TWNDHZ EAMERL T EENY,

TRCOH— RELIFIFFED T — FO/N— R = 7R E %R T HI2I1%, show cloud
hardware[card_number} =~ > RZfEH LEd, KkIZ, #—F1 (CF) TOZDa<xr RO
Tl R LET,

[local]lsl# show cloud hardware 1

Card 1:

CPU Nodes : 1
CPU Cores/Threads : 8
Memory : 16384M (gvpc-di-medium)
Hugepage size : 2048kB
cpethO
Driver : virtio net
loethO
Driver : virtio net

Wiz, H—FK3 (SF) ToZonavwy ROz RrLET,

[local]lsl# show cloud hardware 1
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Card 3:

CPU Nodes : 1
CPU Cores/Threads : 8
Memory : 16384M (gvpc-di-medium)
Hugepage size : 2048kB
cpethO

Driver : vmxnet3
port3_ 10

Driver : vmxnet3
port3 11

Driver : vmxnet3

FERERD VM N— RU =7 O 72 a%E 2 & T 5 121%, show hardwareoptimum Z ] L
F7, BIED VM 3 E % el 72 5% E & g3~ 2 121X, show cloud hardwaretest =~ > N4 fif
HALET, REICHESNTWRUVWST A= X, ROHIFNRT LI, TAZ U R T+
XTI IITBETHNET, ZOHITIE, CPUIT/AL Yy FBXUAE Y M R#EICHRE SN
TWEEA,

[local]lsl# show cloud hardware test 1

Card 1:
CPU Nodes HE
* CPU Cores/Threads : 8 Optimum value is 4
*  Memory : 8192M (gvpc-di-medium) Optimum value is 16384
Hugepage size : 2048kB
cpethO :
Driver : virtio net
loethO
Driver : virtio net

WET A AT ETER—INT Ty a EOFRET 7 A VERRAT HITIE, show cloud
configuration card_number =2~ > RZEHLET, 77 v aXEY Eorbs—v a2 37
A= T AME, A VAN ARHIERINE T, /o, 74 A7 MHEITEE, A—7 A b
L—va N E o TER SN, —RicEERINE T, RIZ, I—FITOZDa~vy ROH
I ERLET,

[local]lsl# show cloud configuration 1

Card 1:
Config Disk Params:

No config disk available

Local Params:

CARDSLOT=1
CARDTYPE=0x40010100
CPUID=0

TRTCOH— FEIIFED I — RO IFTASK i% E % £ 3 5 121%, show cloud har dwareiftask
a<w U REHHALET, T 74/ T, 271X PMD & VNPU Ol FIEH &5 X 91
ESNTWET, RIZ, I—F4TOZ0avy FOEIFZRLET,

[local]lmySystem# show cloud hardware iftask 4

Card 4:
Total number of cores on VM: 24
Number of cores for PMD only: 0

ERT 51
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Number of cores for VNPU only: 0
Number of cores for PMD and VNPU: 3
Number of cores for MCDMA: 4
Hugepage size: 2048 kB
Total hugepages: 16480256 kB
NPUSHM hugepages: 0 kB

CPU flags: avx sse sse2 ssse3 ssed_ 1 ssed 2
Poll CPU's: 1 2 3 45 6 7
KNI reschedule interval: 5 us
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