ERAT DHIIC

« StarOS CLI Zff f L7=WIHiIskE (1 ~2—2)

s VAT LEHA—VFOFRE 3—)

cVE— T VB AHDY AT LOHRE (52—)

«SSH A7 v arDFE (73—=)

DQ2FHOIP T FLRAZFEHLIEEEA VX —T7 oA AORE (20 3—)
« Open SSH 7> 5 Cisco SSH ~D 7 v 7 7 L— K47 (21 X—)

e VM N— R =7 ORdEE (23 _X—3)

Star0S CLI Z &2/ L 7=#)Hi5% &

PR EIIR O L D IR S h T,
AT XRARLANDOEF YT A EIHE L RA N ORE
*WIC TOA =YXy b A F—T = A ADHRE
e Telnet, SSH, F7/ZILFTP (EF 27 £33 X2 7) K2 UE—FCLIT 7 ERAD

7DD AT NEE

ZOHTIE, CLIZBEHALTINGDH A7 2 FETT 50D FIHZHII L £,

AT TN NANR=NAFENLTCary—AR— el A LTLIEEN,

ATFwT2 CLI7Rry T RT, ROLHITANLET,
[locallhost name configure[local]host name(config)

ATYT3 kOavr REANLTaryTHFAhar7 s ¥al—vay = RethaLET,
[local]lhost name(config) context local[local]host_name(config—ctx)

O—HNarTHARMNL, VATLAOEB I THRARNTT, aUTXRANEEHTLE, - RFEL
WIA v E—T oA ZAEWBEHNC SNV —TbT D22 ENTEET, 1203 TF X MIEKROY—E AT
R Tx, DA ¥ —T oA AL RTXET,

IRy |
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ATvT4

ATy TH

ATvT6

ATy 717

VAFADALVTFA RN LA DEF 2 YT A EEEERBRETHITE. kKoavr FEANLET,

administrator user name [ encrypted ] password password | [ ecs ] [ expiry-date
date time ] [ £tp ] [ li-administration ] [ nocli ] [ noecs ] 1

GE)  IHRRERICZ Y THFA MLV OEX 2 U 7T 0 BEHELRET OLENDHY 3, W ES
BEANFET L, CLIty v a U EET Licth, BX 2 V7 ¢ FHEEPRE SN TORWGEIE,
CLI7Z7t®Anay 7 ENEd, Z0a<wr ROFEMIZHOWTIX, [Command Line Interface
Reference] ¢ [Context Configuration Mode Commands] D% B L TL 720,

Tar RO REANLT, v TFFA DAL 7 4 X2l —ary BF—REaKTLET,

[local]lhost name(config-ctx) exit
[local]lhost name(config)

RDOa~<vy REANLT, VATLARFR Y hT—7 ETRMENDIFA MERELET,

[locallhost name(config) system hostname host name

host_namel®, > hV—2 ECYV AT ARRMSNDL4HTTT, AR ML, KUFL/NFRXHIEN
%1~ 63 LFDOFBTLTHITY, T 74/ hDOEA NI Tqupe-sil T,

WIC LORy hU—7 A2 H—T 24 A RDOLIITHELET,

a) MOa~vwrRFEANLT, avy7TFAMary74Xalb—rar =Rt LET,

[locallhost name(config) context local
[local]host name(config-ctx)

b) AU X —T A ZADAFIEIEET HITIE, KOa<vw REANLET,
[locallhost name(config-ctx) interface interface name
interface namel®, KT E/NCTFREBIEND 1 ~T9 L TFORERTO LTI TEREND A v F—T =
A AZADALHTTT, VAT EANA =YXy b AL F—T 2 Af ADaALy T 4 X2 lb— g T— Reith
T5, ROTa T MIRERENET,
[local]lhost name(config-if-eth)
) MOa<w s REANLT, fIDAT v T THRELIEA VA —T A ADIP T RLAZRELET,
{ ip address | ipv6é address } ipaddress subnetmask
GE) A9 7 By T v 7 U4 P —RTHOTHRESINTET RLAEREFY 73y hEEETD
iz DA~y FaRITT 25813, 7740 bb— b ER— hAA 2 RORGE 2 e
LDYVENHVET, ZOFIEOAT 11 ERT v 76 xFEHLET, MENDIHAIL.
AT v Te~TkEFT L THEREFRELE T,

d) kOa~vr REANLT, A= VXY P AU F—T o2 ADAL T 4 Fal—TaE—REKTL
£7.

[locallhost name(config-if-eth) exit
[local]lhost name(config-ctx)

e) MEILUTCAXT 4w I N— b EeHELT, VAT LET 74NV M= U= AIZHRELET, &
Davwry ReEANLET,

{ ip | ipv6 } route gw address interface name

| e
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f) a>THFAPDAL T4 X2l —varET—ReKTTH203, RKOXIICAHLET,

[locallhost name(config-ctx) exit
[local]lhost name(config)

g) A=y FAR—bDar 74 Xalb—rar T—RFEBLET,
port ethernet siot/port

VPC D4, Avy hEBIIFIC T1) TF, WIC h 77 4 v 7R —HFI10~21 T+, A—b 11
BER— hTY,

hy A7y 7T TR LIZA v 2 —T = A RTAR— e L U FLET, "M U Rk, A—beZzD
FTRTORENA =7 = A AEEN T ONET, RO~ FEANLET,

[locallhost name(config-port-slot/port) bind interface interface name local
[locallhost name(config-port-slot/port) no shutdown

interface namelX, A7 v 7 7T CRELIZA VX —T = A ADLHITT,

) ROa< FEANLT, A= PRy b AU F—T 2 ADA LT 4 F2b— g F—FeTL
£,

[local]host name (config-port-slot/port) exit
[local]lhost name(config)

GE)  EBHAR— NI, VLAN B FR—=FLTWET, FEMIcOWTIR, Ao ¥ —T A AL HF—
~] ®FED TVLAN] OEZZB L T EEV,

2FBEHDOIPT RLAZBEHL CVWICEHA VX —T 2 AZHRET DHFIEICHOWTIE, L N2
LTLEENY,

DATLEEI—YDEE

COHETE, X2V T 4 BHENRI—FT AV MEFIHTELL21728x=2Y 7 1
BED—EBIC OV TR L £,

EEF CLI v 2 a3 VU DOHIR

T o VT B IIRRSEERCLIT Yy v a v OBEHIRTX 9, FRxENE Y a >
DEZEHIRTDE, VATLAEED) YV —ZAOMEENHIHINET, /2, 2—¥PN9TIC
FRENTWAIEEL—PIERICT 7 B AT A REMEZ I E £77,

FEALEDORET AU M TR, BEORF R 7 A 30 EDH Y EH A,

| o

BE JTXRXNTCOEETHI T NI, By ar ORKBERETHZEAHIELE T,
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B cwtevrasossnsryr

'{Zaf‘:LJT/I' fi%i %@tﬁ’ﬂi@;“"ﬁ‘77a '7/]“ 1§ﬁﬁéﬂénuuﬁj§_t }_IE\L/T\ 3250
WA HETRMEA V25757 47 CLLEy Y a v OBEHIBETE £,

StarOS (FRD 3 SO 1 7 A Vit iR A AR — h L TWET,

* TACACS+ H— 2 —

g—ha—HFDa—F

e AAA 2T F A ha—H
TACACS+ r— a2 —HF DKt v a VHOBREOFHEMIZOWTIE TEfE] 22 LT
IV, B—hla—PDa—HF L AAA 2T HF A ha—HFDORxKE v v a VEOREDFEM
\Z 2T TConfiguring Context-Level Administrative Users| ZZH L T 72 &0,

FRAEA AL, 3 DORIAEF RO ZNENDE L a—F L2 EHTE 572D, FHNCRET S
WERH Y £,

CLLEyS3>nBEEATT7Y

X )T FEFT, BEOL—FT AU NORER ST U MEEETE ET, saiil
CLItZ v a U MERA R Z D BEALCTHIBT 5 &, VAT ARKD Y V) —ADOHEEEN
Hil S Ed, £72, 74 FVRREEOE TR > TV DR Y 4 > KU T, 2—FRa2—F7
BT MNIT 7 BATHHREMEZC I EHTEET, ZOHTHAIN TWDTXTORE
FRF, 74 vty vary XA LT MOFRELRIE Yy v a XA AT T NOFIEDOW
FEFR—FLTWET,

FEAEDRET T M, BHIRO D 7 A 2 A4 LT FORIRELELS LEEA,

BER

TRCORMET D MTE, By a A LT U MNERETDHI L EHELET,

show tacacs summary =~ > K & show tacacssessionid 2~ KOT7 A NAF A LT U MBX
Oy a2 A LT U MDT7 4=V REMENTLE, EREIFEOT Y FOHER
TURNERETEET,

TV AVEALT O X2 U T BEHAIL By g U HBIICOIE S USRS
=Yty va s ln I F o TE DRI Z DB TRETE £,

TARLEALT O X2 T o FHEIT, By v a UREEMCOR SNSRI, B
arNT A RVIREEEZHEFFCE Al REE 2 0B CHRE T 7,

EE

Yo alBA LT T RETA RAVEA LTI MO =)L RIZPHATIZH Y 8 A, W
PHEESNTWAEEIE, BEy s a v Z A LT 7 FNEICEINICEET 72, 74 KL
BALT T NMIFICEY S a v ZA LT 7RIV HELSTAVLENLY 9,

SERCLIE v & 3 v 2 T & 2 iRk 24 AL CRRE T 5 FIEOFEic >\ Tk, TCLl
Referencell @ dle-sessionsthreshold ==~ K & clear tacacssessionsCLI =~ > K, BL W

| e
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| &Ry sc
yE— 792 2A0Y 27 L0EE [

['Satistics and Counter Referencel] @ show tacacs summary & show tacacs session id # 2R L C
<&,

JE— 7O ERRADVATLDETE

VE—FT77BARICVAT AZFRELET, BHa—FIX, Xy NU—7 %L TY
T— hDOBPFHNHA VAR AT 7B ATEET,
* Telnet

e ¥ a7 =/ (SSH)
* File Transfer Protocol (FTP) (% =7 F7/-13FHELHF=27)

« Trivial File Transfer Protocol (TFTP)

\)

CE) 200k telnett v ¥ a »93dH Y | | NOEBEEDMOFEEE D0 7IZREkT 52T F 2 b
ZHIFR L2 HAE, HibkS iz a7 22 S OFRENABINICE —H a7 %2 MR
SELNDHTLIEHY EHA, HIFRENTZarTHF A MICLIZ r o7 MIGEfiEFrIh
EIH, arTIAMAAOaIY U NZE> T2 T = ERSNET,

N

GE) X274 Z2KRKRICTHICIE, SSHV2 ZEH L E7,

ATFYT1 RO~y REANLTIYTFTFAN a7 X2l — a3y B— REHBELET,

[locallcf host name(config) context local
[local]lcf host name(config-ctx)

AT9 T2 VEIZELT, Telnet 77 B AZHAT5LOICV AT AERELET,
[locallcf host name(config-ctx) server telnetd

ATV T3 MEIEUT, SSHT 7 B A2 THE VAT LAEZRELET,
[locallcf host name(config-ctx) ssh generate key [ type v2-rsa ]

GE)  versald s nsF—2 A 7T,

IRy |
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GE) UU—240LUKETH, virsa¥— 7 — RFHIBRSINTEY, v2-dsa¥—YU—RNiZar 7% Xk
a7 4 X2 l— gy E— RO shgenerateCLI 2~ FNIZE SN TWET, LEio U Y —
ATCTHR—=PFINTWEF—U—RBEZHEOV VA TEHREINTHWAAREERH Y £9, R
T A, AoV V—ATERENTZBEGFOAZ VT RORET 7 A VNORSLz¥—TU—FK
BRI EmEMATLET, 272 L. HILWAZ V7 R ar 74 Xalb—vay 77 AV THEHAT
DT, a~vr Ry Xy 7 ABENT-d—U— RxFERania< 2y L=, &EE ()
EANNIILTH, ~TTHRARO—EELTRLF—TU— NIEREINEFA, HIFRSNTZF—
TU— RERET DL, IIFICZ T — X v —URERESNET,

[locallcf host name(config-ctx) server sshd
[local] cf_host name(config-sshd) subsystem sftp
[locallcf host name(config-sshd) exit

ATy T4 PEISUT, kOa< REANLT, FIPT 7 B REZHATHLICV AT LAEZRELET,

[locallcf host name(config-ctx) server ftpd

ATFYTE Oa<v REAANLT, a7 4FXa2l—arT—REKTLET,

[local]lcf host name(config-ctx) end
[local]lcf host name

RATvT6 RDa<wr FEAN LT, REELMRLET,
[local]lcf host name show configuration

CLI %, o Ol X 5220 9,

context local
interface interface name
ip address ipaddress subnetmask
exit
subscriber default
exit
administrator admin name password admin password
server telnetd
server ftpd
ssh generate key
server sshd
subsystem sftp
exit
port ethernet 1/1
bind interface interface name local
exit
port ethernet 1/1
no shutdown
exit
snmp engine-id local 800007e580ed826cl9lded2d3d
end

ATYT1 ROa<vw REANLT, IPL— FORELHERLET,

[locallcf host name show ip route

CLI H01%. RoEDFHIO L H12720 7,

"*" indicates the Best or Used route.
Destination Nexthop Protocol Prec Cost Interface

| e
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*0.0.0.0/0

*network

ssiA7vavozz [

ipaddress static 1 0 vnicl
0.0.0.0 connected O 0 vnicl

ATYT8 WDATY REANLT, AV F =T A AN T 4 T ZRLET,
[locallcf host name show ip interface name interface name

interface name 1X, FE7b THRELT2A v F —7 = A ADLEITT, CLI L, wOHIFD X H 1272

D ET,

Intf Name: vnicl

Description:

IP State: UP (Bound to 1/1 untagged, ifIndex 83951617)

IP Address: ipaddress Subnet Mask: subnetmask

Bcast Address: bcastaddress MTU: 1500

Resoln Type: ARP ARP timeout: 3600 secsL3 monitor LC-port

switchover:

DiasabledNumber of Secondary Addresses: 0

ATYT9 [REDHR L RAF) ODEOFRIUNE-> T, RELZRIFLET,

SSHA T2

[N =JL =
3 D E
SSHv2 RSA (%, StarOS THAR— b X5 SSH OM— D/ X— 5 - T9, SSHvl RSA B L

SSHv2 DSA TURTV AR — FENTWzF—U — KL, StarOS CLI N CHIBR &S 7z 2s, F720%
BEnTnEd,

-3

UBIDO U YV —=ATHR—FENTWEF—U— RR%EDO U U — 2 TIEFE STV 5 aTREMEN
HV FEF, StarOSIL, LETOY V—ATHERESNTBEFDOAZ VT v barv 7 4 Falb—va
Y77 ANVNORINTEF—U— RE5|EHmEMTLET, 2720, HiLnwRZ U hoar
TAX 2l —2ary Ty A NVTHRAT DI, avr Ry ¥y 7 A @EEnzdy—U—F
EFRRSNRL e E Lz, BT () ZAILTH, ~NTTHFARO—HE L TRLY—
T— RIIFRRENET A, HIRESNZF—TU— RiL, I — A v b—U 24k L E
7

SSH7' 1 hard"—=Yar 1iE, Bxa T 4 Ofgstt i THEILShE Lz, virsa
F—U—RiE, av7FFAhar7 X¥al—var E—RDshavy ROEDICHIERE
NE L7, SSHVI-RSA F—ZfHT 2227 V7 FNERBREZETTLHL, =T —Avt—
UBRE, AR hr T RERSIEYS, KIS, =T —AvE—=YOHDBIZRLET,
CLI print failure Failure: SSH V1 contains multiple structural vulnerabilities and is

no longer considered secure. Therefore we don't support vl-rsa SSH key any longer, please
generate a new v2-rsa key to replace this old one.

VI-rsaX — 2 GO END VAT AR T HEE, SSHENM L Tr 7 A 35 & &ZiEdo
KD FRREINE T, BEHERIL, v Y —AR—rZ2ALTr AL, #H LV sshv2-rsa ¥ —
EHARL, = Nsshd ZRETHI LTI, TD%, sshx ML TrITA L TELHLIIThR
D ET,
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aAVTFRAN AT 4 Fal— g EF— RO ssh avwy RCIE, v2-dsaF—TJ— K232 &
nNadEHTeYELE,

vl-rsa % —7— RZ, Exec £— R showsshkey CLI =~ Kb HIREE LT,

SSHRA kF—

SSH ¥ —~_—ZDFRIETIL, #EICK L THERAVFTFAIINTND [AR) F—&, FrAHEDOH
DEREFAIINTWDHIO TFE] —0, 2 50F—ZFHLET, F—T ZEk L.
B7A T HT N, AIEX— 2 ZRIRF LT, v /AT 5 A7 L (VPC-SD (1T
¥—ERFELET,

SSHAR A b —%, FBESN/=StarOS 2T F A MNTEREINET, a2 TF A ME, =—
PA L H—T oA ZZEEAMT N TOET,

T XA MIBEEMT O TWD sshd —RIT 7B AT EHODEARINTZF—%FFD
B —VHEHEETITHIRLET,
SSH X— DY 1 X&HE

Jua—sr)L a7 4F¥alb— g E— RO sshkey-sizeCLI 2~v > Rif, 7 XTHa T F
A FDSSH F—4A D F—V A4 ZERELET (RSAFAFF—DH) ,

AFYT1 Ju— )L ary 74 Xal— gy T— RERBLET,

[locallhost name# configure
[local]lhost name(config)#

ATFY T2 SSHF—DEy MA XEEELET,

[locallhost name(config)# ssh key-size { 2048 | 3072 | 4096 | 5120 | 6144 | 7168 |
9216 }

SSH¥—DT 74/ DO Ey M A X(52048 £ K TY,

SSH ¥ — A B D FHEFR R DERTE

SSH - —I3, Hef% D F—E R AR I GRE v RE 72 e[ HIR 23Rl L 722 IS DB AR T & £, ssh
key-gen wait-time =~ > Fi&, Z OFFERFHZ BN CTIHRE L ET, 7 7 +/L FORIFREIL 300
B (54)) TY,

ATVl arv7FXFARNar74¥alb—var T—RERBLET,
[local]lhost name(config)# context context name

[local]lhost name (config-ctx)#

AT v T2 FHEREEIRR A FEE L £ 7,

| e
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[locallhost name(config-ctx)# ssh key-gen wait-time seconds

[local]lhost name(config-ctx)#
bE

« seconds & 0 ~ 86400 DEH THRELET, T 74/ b+ =300

SSHEES{LEES A DIETE

SSH=Y 7 4 FXal—ar E—FOBECLI =2~ NiE., SSH %FEEbD =912, sshd
BEESENEAL Y A FERELET, FOaLTXFANDOKEA T a U RNEREINET,

AFYF1 SSHa Y7 4 Falb—vary T—RNelbLET,

[locallhost name(config-ctx)# server sshd

ATw T2 VEREET LI X LERELET,
[local]lhost name(config-sshd) # ciphers algorithms
e
e TNFY XNIFE 1 ~ 511 LFOFHFOLFHT, WITRT Lo, BRI (Erbh) Thew
XEIY OEE (ARX—R72L) OBR—OXXFTHE L THEHTEIT AT XLEHRELET,

« blowfish-cbc : R —7 1 v 75, 57 v v 7#gH (CBC)
«3deschc: ~ U T —HEFEALIEK. CBC
« aes128-chc : Advanced Encryption Standard (AES; @R 5(LEIA) | 128 B> R —H A X CBC
. aesl28-ctr : AES, 128 B v b —H A X h v ZE— KKEE{L (CTR)
e aes192-ctr : AES. 192 v b —H% 1 X, CTR
e aes256-ctr : AES. 256 v FF—H 1 X, CTR
+ aes128-gcm@openssh.com : AES, 128 £~ k& —H A X Galois Counter E=— K [GCM]. OpenSSH
+ aes256-gcm@openssh.com : AES, 256 £ k% —4 1 X GCM, OpenSSH

« chacha20-poly1305@openssh.com : ChaCha20 x5, Polyl1305 I S{b A v & —iEa— N
[MAC]. OpenSSH

BWEOENL RKIZBITFATNAIY ZRADT 7 3V NOXLFINIRD LY TT,

blowfish-cbc, 3des-cbc, aesl128-cbc, aesl28~-ctr,aesl92-ctr, aes256-ctr, aesl28-gcm@openssh.com, aes256—-gcml@openssh. com,
chacha20-polyl305@openssh.com

EFHTXA2ENLVRIZBITATAIY RLAOT 7 4V OXFESTHRO LB Y T,

aes256-ctr,aesl92-ctr,aesl28-ctr

AFY T3 SSHaAY 74 F¥al— gy F—REKTLET,

[locallhost name(config-sshd)# end
[local]lhost name#
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MAC 7 /L3 XLDETE

HEDHELEEREE
BT —4
PP S TESMEY Tl F_C
MM T Ty N T r— A « ASR 5500
« VPC-DI
« VPC-SI
WREDT 7 vk ) < ERE S

ZDY Y — A TOREY ST A | N/A

BEEE Bl « ASR 5500 System Administration Guide
« Command Line Interface Reference
*VPC-DI AT LAEBHA K

“VPC-S ystem 7 RI=A hL— > HA K

YZaATILDEHEERE

| &

BEE JU—R202BXUNS5L LY LEMHIEASINTZEREDOSFTIREOFMII R L CWERA,

WET D EFH 1)1)—2R

RAIDE A, 21.13

HREEEA

MAC 73V X LG ERSREZ L35 &, NS SSHD —/30 MAC 7 /L =3 U X A OE)IE
NEREFFIIEFETLZENTEET,

ZOMWREA Y AR— T 5, HLWCLIMACSCLI =~ > R28SSH E— R EICEA IR EL
7=,

MAC 7 L3 X LDERTE
ZITE. MAC TS Y RADBESEERHLET,
MAC 7 /v 3 U XL ORI A8 E T H1213, ROBREEEH LET,

| e
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mac 7 L5y xaniEz [

configure
context context name
server sshd
macs algorithms
end

default macs
e

« alogorithms : 1 ~ 511 JCFOEEFLFINESM L ET, ZOXFINE, ROV A K TR
TEIENERL () Oar~RUI) OB (AR—R72L) O1HOOLFH|E LT
AT 270V XAERELET,

*HMAC=/"y ¥ aX—=2ZAD A vy E—VRFEa— R
eSHA2=tF 27 Nya 73y A2
eSHAl=tBF% 27 Ny = 73 X A1

* ETM = Encrypt-Then-MAC

e UMAC = 2= _R—H Ny o | S Ay —V3REfa— R

c RIZ, BHOEN RONVTLFLHNET NI ZALDY A MR LET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha?-256, hmac—shal, urmac-128-etmidopenssh. cam, umac-128@cpeenssh. can, urac—64-etmdopenssh. cam, urac—64€openssh. cam

s I, BHETEDLEN RONLVT TSN ETNVIY XADY A MaRLET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
hmac-sha2-256, hmac-shal

o T 7V MEOTFINIKRD LB Y TT,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

MAC 7 /v = ) X L DFRE

MAC 7V 3 Y X LOEENEAL 255 ET HICIL, RO CLl 2~ REEHLET, Zoavy
NiZ, SSHav 7 4 F¥alb— gy B— RTCRELET,
configure
context context name
server sshd

macs algorithms
end

default macs
E
« alogorithms : 1 ~ 511 CFOEEFLFINE SR L ET, ZOXFINE, ROV A R TR

FTHIENELL (o) Oar <Xyl O (AX—X72 L) O1 20355 E LT
AT257103) X LERELET,
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*HMAC= /"y ¥ aRX—AD A vE—VRiEa— K
*SHA2=FF a7 Ny vz 7)Y X2

*SHAl=%F =27 ny = 73U XAI1

* ETM = Encrypt-Then-MAC

s UMAC =2 =N—H Ny V2|l A vy —VREREa —

e RIT, WHEOENL ROANLVTIFHNETNLIT) LDV A MERLET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha?-256, hmac—shal, umac-128-etmidopenssh. cam, umac-128@cpenssh.. cam, urac—64-etrdopenssh . cam, urac—64€openssh. cam

s RIZ, BETEDENRONNTXFHNET LI LD A MR LET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

« T 7 )V MEDOIFHNIRD LB T,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
hmac-sha2-256, hmac-shal

SSH X — DAL

ssh generate =~ > KX, SSH — NI Ko THEH SN D AHF— L REX—DOT 2 E/ L
F9, virsaF—U— FOHIBRENTE Y, v2-dsa®F—7 — 23 sshgenerateCLI =~ > RN
RSN TWET, SSHX 24N T 27DIHHTE 21— DF — T — it v2rsaTi,

| o

BE AERINEF—T7E, av FREERITINSETHEMATOEFICRY £,

ARTFYT1 avFFA L ar7 o Fal—rar T RERBLET,
[local]lhost name(config)# context context name

[local]lhost name(config-ctx)#

RATw T2 SSHF—_XT &AM LET,
[locallhost name(config-ctx)# ssh generate key type v2-rsa

[locallhost name(config-ctx)#

SSH X —R7 DT

sshkey =~ > Rid, v A7 ATHM SN A ABF — L RES—O~T7 230E LET, v2-dsa
F—T— RiX, sshkey 2~ RTIHEENTHET,

| e
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g@EsssH1—v7o+2 [

SSH ¥ —~7 D/ T A =2 ZiFELET,
[locallhost name(config-ctx)# ssh key data length octets type v2-rsa
i

-mmm1~mmﬁ%®%ﬁ%®i%ﬂ1%éﬂéﬁ%m% T,

« length octets 1L 0 ~ 65535 O TR IND, kSN izF—DF 7 7 NELOR S TT,
stype lX¥—# A TEFRELET, v2rsa :t*fT FENTWAME—D X A 7T,
FE 200 LV HETO Y U —ATiE, K 64 OFRIE W RE/RAKGEH A D SSH F—7% StarOS TH AR — bk &

NTWEd, U U—2200LUETIE. FK200 DR EAREAR KGR D SSH F—7A3 StarOS T
A= FZNTWET,

ﬁnnﬁlﬁﬁ SSH:L 'U'77‘|2Z

SSH

&

ATy T2

:L***fﬁ§\ SSH mqui?“‘/\Té’ﬁoqﬂfﬂi@j—X F735 StarOS 2T X XA M7 78 AT 52
LEFATOMENRNDHY 7,

__US-? 7 txo)mu\_.r

SSHZ2 > 7 4 ¥ o L—13 3 E— KD authorized-key =~ > R, fRESNTZHRA b o=
VTHXARANDZ—YT I RAEFALET,

SSHa 7 4F¥al—ary ®—RIBEILET,
[locallhost name (config-ctx)# server sshd

[locallhost name (config-sshd) #

authorized-key =~ > K& H L CEBl2—F T 7 A 2EELET,

[locallhost name (config-sshd)# authorized-key username user name host host ip [ type {
v2-dsa | v2-rsa } ]

E

« usernameuser_name (X, sshd ¥—/3~D7T 7 & ATFFA] S T2 — & FEORE(F O StarOS & HLE . —
A atEE LET, user_nameld, 1~ 255 LFORMF LTI TERINET, sshd F—% /A /XA L7
WE 92T HITIE, nopassword A7 a VEEHL Ty TF AN a7 4 Falb—a s E— R
®administrator 2> R&#H LT, 2—F4EZFNER L TE LERH Y 4, FHEE OIER
DFFAINZONTIX, VAT ARE] OFEEZZRL T EIN,

«host host_ipid., ZD2—VLDORFEXF—%2FFDOSSHEAMDIP T RLVAEZRELET, ZOIPT K
LV AE, IPv4 Ry MFE 10 #ERFEEIZIPv6 2 1 XYY 16 R THLMLERH D £,

ctypeldx—42 A 7EIFELET, v2rsali AR — SN TWEKHE—D X A 7 TT,
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B ssia—snssoosimsm

SSHA1—4n0J 4 UOHIREE

B IL, StarOS CLI ~D SSH 7 7t X%, #FrfSiz=a—HD AR T4 ~U R b IZHIR
TEET, V—ERA~DOT 7R X, EYR=— R Ooa—WIZOARFIRINDIGENRH Y
F4, PRMICHFTENTZ2—F DB, SSHEMN L THRR MR TEET, 2 —F4I1C
X, HEILG U THEDEETIP T RLAZEDDLZ ENTEET,

AllowUsers U A hME, A=A TCRYLNIZa2—VFLZ Y~ THERINET, XF—1T

[USER] LW IHBREHEAT L L, Z2oa—FcHLCal A rBflRshEd, ¥ —r
7% TUSER@IP_ADDRESS'| FEXDH S, =2—H L IPT FLRIIFERNCT = v 7 I3, FEEL
7ZIP T RUANLDa—H~0ra 7 A U EHIRLET,

F7 4V T, EEO2—PICKDEHIROT 7 v A& LET,

BFRIFAI—F 1) X b DR

ATy T

ATy T2

ATvT3

allowusersadd =~ > R&FEHT 5L, BEHEILStarOSCLIICn /A4 o TEX52—HFD U Xk
FERTE £,

A VFRAR Ay 4 Xalb—ar ET— REBBLET,
[locallhost name(config)# context context name
[local]lhost name(config-ctx)#

SSHa 74Xzl —y gy E—RIIBEHLET,
[locallhost name(config-ctx)# server sshd

SSH =—H#VU 2 F &% ELE£T,

[locallhost name(config-sshd)# allowusers add user list

user listid, A=A TRYILNTm2—FLDONRZ—2 DV A F&, 1~999 L FOHRETDOLTHE LT
HELET, ¥ —2T [USER] EWIHEREZHEHTH L, Zoa—FZxLTr 74 UBHIBRISNE
D

NG — 3 TUSER@IP_ADDRESS] ERDEGHIL, 2=V AL P T RLARERICT = v 7 S, £D
FEDIP T RUANLa—HF~Du /A URHIRINET,

B —h TUSER@<context>@IP_ADDRESS | JEX DAL, = —H 4, StarOS 27 F X | BLO
IP7 RUARANNZTF =7 S, TOR/FEDIPT RLANLRED 27 X A MIBEEM T L TnD
a—H~pu s A EHIRELET,

user_list [IZIZROHFIFE S EH v E T,

o ZOXFHNORKEIL 3000 N1 b (A—REFHT) TY,

e ANX—RATHY Y FEND AllowUsers DF g KEIT256 T, Z Ui OpenSSH 75 OHIIR & —EH L £,
BE FROBIREONTIOEBZLE, TT—RA v—URERINET, ZOA Y=Y TIE, E

HAEBRONRE — A L TXFINEEL 50, £721% noalowusersadd <° default allowusers
add Zf#EH L CT-XTD allowusers ZHIFRT 2, FHRITHERET LI OITKROLNET,

| e
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ssha—vnsq @i ]

FEMIZ DUV, [Command Line Interface Reference] @ [SSH Configuration Mode Commands) 0 % % 2x
LTLTEE,

ATFw T8 SSHaY 7 4 Xal—Lar T—REKRTLET,
[local]lhost name(config-sshd) # end

[locallhost name#

SSH1—HnJ 4 VAL

StarOS 1%, DTV A DLEE. HFrAEAF—La—F T T hOBEAELEEZHEH LT
SSH (2 J:é:'-**“fl:’ 7/]) /@uﬁﬁi’ffntunﬁbij—

ea—WL, B—HNLaLTHAL (VPN) A VX —T A A& LCa—/LarTxA
rDZ—VHE, O—HN I THFA N THREINTWAHFAFELOF—ZFHEH LTS
ArLEr2ELET,

e —P L, v—HNPSHNDALTEA NS, E—T 2 AN L Ca—h VLSO a T
FRARDZ—HPLE, a—INPANDO L THRA N THREIIVTCWDIHFAELDF— %
AL/ 1 LEHELET,

e 2—HFE, B—HALUNDA LT HRARA L E—T 2 AL TCa—H AT HF R
Da—HFHE, B—HA AT FA N TRIESN TV DHAFAOF— &M LT /A
LIS ELET,

ea—HWiI, va—hNL arTHRANA LU HF—T A AL TCa—hASOa T HR
FDa—HL L a—=HINAPUND AL THFA N TRESN TV AFELDOF—2FH L
T4 LEr2ELET,

BAED YV AT AR EIZFESWCIRIEN KT H L, v /A UBHIESN, =T —X vbE—UN
AR ENET,

StarOS TlX, =—HVF DB 22— RE UABSSH X —2#H L T, FriE&h T
VIRA I~ A TR EIFFFENTWEY A, =T ORIETIL, FAFELET—E
=T h T NOMRBAEDLEREEBINET,

BEE StarOS VY U —R21.0UKTIE, 22— a—h Ao arTx A vnba 74 2 LIZRE.
FOa—WiEMlashT 4 L7 FVICT 7 BATEEE A,

tXaTF7hEyvaaAgdr7o R

StarOS A SSH 7 7 A4 7> bl &ins & 7 7 40 FOEIEIZ X - T CLI £721% SFTP
Yo a IS (TN ORI A—FEMHH) TRTLET, SSHaZ V7 4 Fal—
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B 7o rosefa7eysarnszori52—420%E

varE—ROCLIa~y REFHATLE, ZDOF 740 @ SSHD SIEENEA E9hic LT
D, BELEZY TEET,

-3

|

X2 U7 2k 5720, AT, D7e< &b lient-alive-countmax % 2,
client-alive-interval 2 5 {ICF A5 Z 2R LES, By aroul 7 v MER/INSWE | ssh
tyvaroulZ7U NRREMCa ST ML AEERSY ET, EXa VT g ba—W
DFENRT I EDNT U ABEND L) IEZHRE L 7,

client-active-countmax =~ > RiX, sshd 72 L Ti&{E &4 5 client-alive A v — D%, SSH
IIAT Y IMHDAyE—VEZELRVWEIICHELET (F 740 ME3) . client-alive
Ay E—VOKREFICZOLEVEIZET D &, sshdiXSSHZ 747 FaUliL Ty 23
VEKRTLET,

dient-aliveiinterval 2~ R, # A A7 7 MEBEZBDEMNTRELET (T 740 15 |
ZDh, SSHZ 74T v "inbT — 2 EZE Lo loia . sshdlERE b ST ¥ xv %
ML TAYE—VEEEL, 7I9AT L INLDOINEEZERLET, AvE—UNEESIND
%L, client-alive-countmax /X7 A — X |Z L > THREINET, sshd SSSHZ T4 T FD
BT 2 fRR 5 £ TORE L DML, client-alive-countmax X client-alive-interval & 72 ¥ &
7

I TAT 2 NERIIT— DWW DEHRNIET 7T 4 TR0 T2 B L TV A0 E 9 Tk
TFLTWAIES. clientalive A 7 =X LITEE T,

-3

| B

client-alive X v — IS TF ¥ XL EN L CEESND =D, AT—T7 407 TEEHA,

BER

INHEDONRTA—FF, SSHFa Fa A AA—Ta 2 ORISEHENET,

T4 EDsshd X127 v a7 O R NSA—2DER

WDa<wy Ro—7 2 RX. 75472 F® ClientAliveCountmax (& 7 /L MZ3) BLO
ClientAlivelnterval (7 7 4 /v MI 15H) DRI A—=F DT 7 /L bR EEEFE L FT,

AFYT1 aoFXFRA a7 Xal— gy B— NEBEBLEL,

[locallhost name# configure

ATFYwT2 SSHaY 74 Xalb—v gy EB—RNIBHLET,

[local]lhost name(config)# context context name

2T w73 ClientAliveCountmax /37 A — & % 2 |TERE L £,

[locallhost name(config-sshd)# client-alive-countmax 2

| e



| #=ms 3w
sgp—n~nssHo5c7orns1> |

AT w74 ClientAlivelnterval /X7 2 —# % 5 FMIZERE L £ 77,
[locallhost name(config-sshd)# client-alive-interval 5
ATFYyTE SSHaAr 7 4 Fal—vary E—RelTLET,

[local]lhost name(config-sshd) # end
[locallhost name#

NEG—IN~ADSSHY A4 7o k004>

StarOS 1%, StarOS 7 — ~ 7 = A IS AMNE Y — 3~ SSH/SFTP 7 7 & A DAB % — DFR3E 4 3
AR—FLTWET, ZOEREELZZRETDITIE, SSHZ FA4 T FX—DXXTHEAERK L, 7T4
T MaF—ESNRY— NIy 2 LET,

\)

GE) T 74/ h T, StarOS [ ZFMAH—/3~D username-password DFEFED A% H AR — h LTV E
D

SSHY 547> FEEDETE

SSHZ A4 7>k ary74¥al—3 3 F— KD cpher CLI 2~ R, A —ice
TA T DL TR FEENELY A M ERELET,

ATFYT1 SSHZFA T a4 F¥al—yary B— REHBELET,

[locallhost name(config)# client ssh

ATy T2 LERRES T LI LR ELET,
[locallhost name(config-ssh)# ciphers algorithms
1
« TNTY XANIE 1 ~ 511 LFOFEHFOLTFHT, WITRT LI, BRI (Ehbh) Thrw
XY OEE (A=A L) OB—OXFHELTHEMATLIT AT A LEZRELET,

* blowfish-cbc : XfFr—7 1 v 7 K5, ST o v 7 #HEH (CBC)
e 3deschc: bV FTF— i E{LEKE. CBC
+ aes128-chc : Advanced Encryption Standard (AES; & R 5{LBIKS) | 128 B hF—H 1 X CBC
.+ aesl28-ctr : AES, 128 B> h¥—H A X h v ¥ E— N5 (CTR)
e @aesl92-ctr : AES, 192 Ev F¥—# 1 X, CTR
» aes256-ctr : AES. 256 £ hF—H% 1 X, CTR
- aes128-gcm@openssh.com : AES, 128 v k& —¥ -1 X Galois Counter £ — K [GCM]. OpenSSH
* aes256-gcm@openssh.com : AES, 256 £ k% —H% A1 X, GCM. OpenSSH
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B eczarzons

« chacha20-poly1305@openssh.com : ChaCha20 x5, Polyl1305 IF5{b A v & —ViEa— N
[MAC]. OpenSSH

BEOENRIZBITDZTVIY RLDT 7 )V hOIXFINIRD LB Y T,

aes256-ctr,aesl92-ctr,aesl28-ctr, aes256-gcmlopenssh.com, aes128-gcm@openssh.com, chacha20-polyl305@openssh.com,
blowfish-cbc, 3des-cbc,aesl28-cbc

FHTXA2ENVRIZBITATAIY RLADOT 7 40 FOXFEFIHRO LB Y T,

aes256-ctr,aesl92-ctr,aesl28-ctr

ATYT3SSHIFAT v har7Z s ¥al—varT—Ra2&TLET,

[locall host name(config-ssh)# end
[local]lhost name#

B AKX DRTE

SSHZ A7 Fkar74¥ab—varE— N0 preferredauthenticationsCLI =~ > RiX
iﬁjgjfcfnm SFE AR E Ljﬁjﬂo

ATFYT1 SSHIZVIFA T a7 4 FX¥al—yary B— REHBLET,

[locallhost name(config)# client ssh

ATY 72 BAERRGE DR E
[locallhost name(config-ssh)# preferredauthentications methods
E

« A RITRT L DT BRIBAIIE (o) 180 Ar~XKEY 0L (A~—X72 L) OR—O
XFFE L THER SN 2B R EfHELET,

s publickey : SSH v2-RSA 7'& ks =)L & L7-784

« keyboard-interactive : fEEDEDIEHRAZER L E T, FHERICHOVWT, =TT v T RO T
NV ERELET,

e password : Hi—D /SR T — K HififiZe ZR
s T4k FXOfE% [publickey,password] (ZU &~ b LE T,
ATYT3 SSHIZIFAT v avr7 4 Falb—varE—RaekTLET,

[locallhost name(config-ssh)# exit
[locallhost name(config) #

| e
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ssho547> bx—<7osR ||

SSHY A7 FX—RTDER

SSHZ A4 7 v harv 7 4F¥al—LaryEF—RTavr REFEHAL, EX—2T LT,
SSHZ 547 v hF—_XT7 AR LET,

ATYT1 SSHIZ FA T b ar7sFalb—vary E— Rl Ed,
[locallhost name(config)# client ssh

[local]lhost name(config-ssh)#

ATy T2 SSHMEXF—FMLF—2 A TEANLET,
[locallhost name(config-ssh)# ssh key private key string length key length [ type v2-rsa ]

[local]lhost name(config-ssh)#
key private_key string I%. FAEF—DE%E 1 ~ 4499 LT O T OLTHIE L THREL £,
length key_length (%, 0 ~ 65535 DFEE CTHF—DE I %/ 1 NEMITHELET,

typev2-rsalXSSH 27 747 b ¥ —DF A TH2BELET, YAR—FSNTWDHSSHZ 74T > hF—
DHAF1E. v2-rsa DH T,

RTYT3 SSHZ FAT v h¥—DXT AR LET,
[locallhost name(config-ssh)# ssh generate key [ type v2-rsa ]

[local]lhost name(config-ssh)#

typev2-rsaldSSH 27 7A 7 h¥—DX A THBELET, YAR—FSNTWHSSHZ FA4 T > hF—
DHATVE, v2-rsa DH T,

ARTYT8 SSHI FA TV "hF¥—PERINTND Z & 2R LET,
[locallhost name(config-ssh)# do show ssh client key

RARTFYTE SSHZ IA T hav7 4 FXal—rar®—REETLET,
[local]lhost name(config-ssh)# exit

[local]lhost name(config)#

NEH—IN~DSSHO SAT7 > FARF—DTva

Z DY — 3D SSH/SFTP 7 7 £ A% H R — b 521k, SSH 2 T4 7 > hABF— & 445
P—NIZT v aT0ENRHY £,

AT v F1 Exec ©— FT, pushssh-key 2~ R&EFETLET,

[locall host name# push ssh-key { host name | host ip address } user username [ context

context name ]

[local]lhost name#
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host name X, DNS /L v 7 7 v 7% L TR SN D LEN B HimBlAR A M AFEHL T E— F—nN

ZHEELET, i,
host_ip_address /3,

1 ~ 127 XFOFEET LTI TRINET,
IPvd Ry MIX 10 ERTDERITIPv6 20 XYY 16 ERTDTEHEINET,

user username (X, AHE YV —NTHEN 2 —VZ %2 | ~ 79 LFORKTFTO LTI E L THRELET,

context context_namelx, A2 T HF A MERELET, 20T F A MITA TV a T, FEES
NTWRWERIE, BIEO 2T X A MBI S E T,

AT T2 MDOIEY— 3 TO SSH/SFTP 77 L AZ Y R— h 5121k, AT v 7 1 20K LET,
S —_R~DSSH 7 FA T a4 %7 AMLET,

ATvT3

locallhost name# Ssh { hostname | ip address } user username port port number

NETCONF O & zh1k

SSH %—/%. NETCONF 7’ & =/l & ConfD = > < 2 Cisco Network Service Orchestrator
(NSO) ZHR— T H7DITHMTRDANTMEITR D £7,

NETCONF ZHZNZ 325 FIEDFHEMZOWTIL, ZDOHA ROk INETCONF & ConfD]

ZZRLTIZEN,

2BZHDIP7 FLRARZFRALE-EEA VA —T A1 RAD

=L

axX ;&

VIS C T, WICERA VX —T 24 AZ2BHDOIP T FLAZRETEE7,

FIE

AU RFERETIVa Y

E:)

AFy T | ey RO a~vy REANLT, avy7 4 [locallhost name configure
_;_{31 L—3gY B— }‘iffﬁ“ﬁﬁé Ljﬁjﬂ [local]lhost name(config)
RARTFYT2|arFFANary74Xal—3 g2 F— RN%BH | [locallhost _name(config) context local
ﬁé‘ié 5:fi /ﬁ(@i 5 L:Ajj Li'@’« [local]lhost-name (config-ctx)
ATy 7°3 ykg):l—yy F%{fﬁﬁ LT, A v F—TxAADA [locallhost name(config-ctx) 1/1
B [local]lhost name(config-if-eth)
2y hESFER—IFESEATILET, -
RARTFy T4 |\ kOa<w REANLT, B X VUIPT KL AL | [locallhost_name(config-if-eth) { ip | ipv }
YT %y h~A7 B A LET, address ipaddress subnet mask secondary
RARTFY TS5 | kOa~vr REAH LT, 27 X = L—3 3 |[locallhost_name(config-if-eth) end

T—FERTLET,
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Open SSH A\ 5 Cisco SSH ~D 7 v F5 L— K & #4T .

AU RFERET7TIV3 Y B
ATy T6 | Davy REANLT, £ X —T7 A ADIPT | [locallhost_name show config context local
FLAZfEs LT, CLI AR OB X 5 12720 5,
config

context local
interface interface name
ip address ipaddress subnetmask
ip address ipaddress subnetmask secondary
exit

ATFYTNN A B —T 2 A A LB— FOFIEDHER & ARAFIHE
FHET,

Open SSH /" 5 Cisco SSH ~AD 7 v T4 L— K &£#1T
HWEDBE L LEERE

BT —4
PAL IEEIMEG = T
YT Ty N T — A + ASR 5500
« VPC-DI
« VPC-SI
BEDT 7 4L K BRh, WA

ZDY Y —A2TOREY 5 AT A | N/A

BE ) « ASR 5500 System Administration Guide

» Command Line Interface Reference
«VPC-DI VAT LEHTA N

*VPC-S System 7 RI=A L —Ya » A K

RZaAaTF7IDEERERE

| A

EE JVY—X212BXON51 £V HENSEASNTEEOUGTIBEOFMIIR L TOERE A,
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B z=chrne

WET DA Jiy—=

ZOY ) —=ATIE, e MAC O 7 /L= ) X AfEIL, OpenSSH 7>5  |21.16
CiscoSSH ~D7 v 7' 7 L — R EBITICH SV TEFR I N THVET,

BRI DA 21.2 X0 & A

21N — ‘L\
ETHINT-HEE
Cisco ASR 5500 B L O'VPCHLF DX 2 U T xR E LT, BEERBIOMAC 7T AT Y X AME

IZ, CiscoSSH /N— 3 ~® Open SSHDT v 77 L — REBITEYHR— b TBHLIICERE
SINTWET,

LIRTDEIME : 21.16 LV HETOV U —ATlE, cipher 2~ K& macs=2~ > KOdefault 7 /L=
U AXLMEIZRD L DI/ >T0E LT,

cBEEEAR

1)1)—R 20x ~ 2115 GREDE I FDH)

WHEOEN FOTNAY ZLOEZROL Iy FLET,

Ilowfishrdoc, 3des-dac, aes128-dhe, ass128-ctr, aes] P, aes256-ctr, aes] 28-gmidoperssh. aam, aes256-gmidqpenssh. aam, dhache0-polyl 08qpenssh.aam
* MAC

1)1)—R 20x ~ 2115 ({EEETEBHEIL FDH)
FHETEHLENLVROTAITY XADfEERO LI By FLET,

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh.com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

*KEX 7)LT ) XL
1) 1) —R 20.x ~ 21.15
BEDEIL FEEETEHEN FTHEAARELGTZILIY XL

diffie-hellman-groupl-shal,diffie-hellman-groupl4-shal

HLWEME: Z0 U J—RTiE, default =< > R & cipher =2~ FdOmacs7 /b = U X AfEIE
KD ELIBY TT,

cBBEIEARK
1)1)—X 21.16 LAB% : Post OpenSSH M 5 CiscoSSH ~D 7 v 745 L— K &84T
BEOEILRFOTIAINEDTILI)ALIFEROESEY TY,

aes256-ctr, aes192-ctr, aes128-ctr, aes256—-gandopenssh. com, aes128-gan@openssh. com, chacha?0-polyl305@openssh. com

BEOE RTEAFAMRELGZ7ZILIYALEIROEEY TY,

aes256-ctr, aes1 N—ctr, aes128—ctr, aes256-gandgeenssh. aan, aes128-gandgeenssh. aan, chacha?0-poly1 305@ccenssh. aarn, aes128-doc

EHETELEILFRFTTIAINMOTIILTY R LEFEATEGEGRT7ILTY X L
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wn—rkyz7omi [

aes256-ctr,aesl92-ctr,aesl28-ctr

N

GE) EETEDAENLNROTFT 74V hOKE L&
HoEHA,

« MAC
1) 1) —R 21.16 LAB% : Post OpenSSH m 5 CiscoSSH ~D7 v T4 L— K &£#1T
BEOEILRTT I EOT7ZLITY A LEFERAEELRTILTY XL

hmac-sha2-512-etm@openssh. com, hmac-sha2-256—etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha?2-512,
hmac-sha2-256, hmac-shal

EBETEDEILFRTTIANLLDOTILTY XL
hmac-sha2-512, hmac-sha2-256, hmac-shal
BETEHEIFTHEAMRELGTILI YR L

hmac-sha2-512, hmac-sha2-256, hmac-shal

N

(G£)  hmac-sha2-512-etm@openssh.com, hmac-sha2-256-etm@openssh.com,
hmac-shal-etm@openssh.com |ZZHH TE 5 E/L R L HIBRS L E

\jﬂo

cKEX 7T X Ls
1)1)—2X 21.16 LA : Post OpenSSH M 5 CiscoSSH ~AD 7 v T4 L— K & 51T
BEOEIIRFEEETEZDIEI FTHEATRELGZ7ZILIUX L

diffie-hellman-groupl4-shal

A

GE)  KEXT7/r=3VU X AT, StarOS TIERETEEH A, Lo T,
CLIOEFEIIH Y XA,

VM /\— K9 = 7 DL

VY —2E ) Y CORMEEERET 12T, VAT LANTHERAENDZTXTOVMMAFE U A X
DCPU ERUYAADAEY ZFFOZENEETT, TXTDA L H—T =2 A AT/ T 4—
TUADNRT U AERAT-DIZ, —EZR— K& DIAR— FRFECRL—TFy NEHEHE

TWLZEafER LT EIN,
TRTCON— REIIHFFED I — RONN— KU = TREZHRT 5I1Z1%. show cloud
hardware[card_number} =~ > RZfEH LEd, &kiZ, #— K1 (CF) TOZDa~vr RO

NPl ermLET,
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[local]lsl# show cloud hardware 1

Card 1:
CPU Nodes : 1
CPU Cores/Threads : 8
Memory : 16384M (gvpc-di-medium)
Hugepage size : 2048kB
cpethO
Driver : virtio net
loethO
Driver : virtio net
WIZ, #— K3 (SF) TOZpa~vy RO HflEZRLET,
[local]lsl# show cloud hardware 1
Card 3:
CPU Nodes : 1
CPU Cores/Threads : 8
Memory : 16384M (gvpc-di-medium)
Hugepage size : 2048kB
cpethO
Driver : vmxnet3
port3 10
Driver : vmxnet3
port3_ 11
Driver : vmxnet3

HERLIRD VM A= T =7 ORI E 2 73 £ I121E. show hardwareoptimum %4 L
F9, BED VM BT % el /252 € & Helg =5 121%. show cloud hardwaretest =< > K& {#
ALET, RBEICERESN TRV 2—2 13 ROMDENRT LIS, TAX Y R}

XCTTIZIBETHRET, ZOFITIE, CPUaT/ALy RBIUAEY BNEGEIZERE S
TWEH A,
[local]lsl# show cloud hardware test 1
Card 1:
CPU Nodes : 1
* CPU Cores/Threads HE Optimum value is 4

*  Memory : 8192M (gvpc-di-medium) Optimum value is 16384
Hugepage size : 2048kB
cpethO
Driver : virtio net
loethO
Driver : virtio net

RETAATERTI0—INT T vy a EORET 7 A VEFKRT 5121, show cloud
configuration card_number =~ > REZMEHLET, 77 v aAE) Fonrr—v gy X7
A= Ty AE, A VA M= AVBRHIERINE T, £o, 74 A7 EUTEY, A—47 A K
L=y a Ao TRl S, I— RIS ET, KIS, I—F1ITOZDOa<r FOH
TR L ET,

[local]lsl# show cloud configuration 1

Card 1:
Config Disk Params:

No config disk available

| e
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Local Params:

CARDSLOT=1

CARDTYPE=0x40010100

CPUID=0

wn—rkyz7omi [

FTRTOH— REZIIRED T — RO IFTASK % E & Fxd 5121k, show cloud har dwar eiftask
a<w U REFEALET, 74/ FTiE, = 71EPMD & VNPU O SIZfEA SN D L 9 ICiR
EINTWET, RIZ, I—F4TOZDavy FOEIHZRLET,

[local]lmySystem# show cloud hardware iftask 4

Card 4:

Total number of
Number of cores
Number of cores
Number of cores
Number of cores
Hugepage size:

Total hugepages:

cores on VM:

for
for
for
for

NPUSHM hugepages:
CPU flags: avx sse sse2 ssse3
Poll CPU's: 1 2 3 45 6 7

KNI reschedule interval: 5 us

PMD only:

VNPU only:
PMD and VNPU:

MCDMA:
2048
16480256
0

24
0
0
3
4

kB
kB
kB
ssed4_1 ssed 2

IRy |
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