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DPDK

VPC-SI

[flash hd-locall
RAID
KVM SCSI0:0:0:0 SCSI10:0:1:0 Raw
hd-locall  RAID1
VMware SCSI 0:0:0:0 SCSI10:0:1:0 Raw
hd-locall  hd-remotel
RAID1
CDR UDR CFVM
2 vHDD 16 GB 2
vHDD [records
Intel Data Plane Development Kit DPDK VPC-SI
8 vCPU VPC-SI
DPDK IFTASK
Linux
VPC-SI vCPU IFTASK
IFTASK vCPU show npu utilization
table

[local]mySystem# show npu utilization table

FxAxxxx* show npu utilization table card 1 ****x**

24%]

5-Sec Avg:
Icore00] Icore0l1] Icore02] Icore03]1core04]Icore05|Icore06]Icore07]
IDLE: | 4% 43%]
|
QUEUE_PORT_RX: | 34%]| 56%]|

|
QUEUE_PORT_TX: I I I

QUEUE_VNPU_RX: I I I

QUEUE_VNPU_TX: I I I

QUEUE_KNI_RX: | 57%]| |

|
QUEUE_KNI_TX: | | |

|
QUEUE_THREAD_KNI : | 3%] |

QUEUE_MCDMA_RX: | | |
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7%]

45%| 17%|

5%]



| vecsi

DPDK B

QUEUE_MCDMA_TX: | | | | | | |
QUEUE_THREAD_MCDMA: | | | 8%| | 24%| |
QUEUE_THREAD_VNPU: | | | | | | |
QUEUE_CRYPTO_RX: | | | | | | |
QUEUE_CRYPTO_TX: | | | | | | |
QUEUE_THREAD_IPC: | | | | | | |
MCDMA_FLUSH: | | | 59%| 54%| 51%| |

[
QUEUE_THREAD_TYPE_MAX: I I I | I | I
I

300-Sec Avg:
Icore00] Icore01] Icore02] 1core03] Icore04]1core05] 1core06] Icore07]
IDLE: | 99%| 100%| 31%| 30%| 32%| |
I
QUEUE_PORT_RX: | 0%] | | | | |

QUEUE_PORT_TX: | | | | | | |
QUEUE_VNPU_RX: | | | | | | |
QUEUE_VNPU_TX: | | | | | | |
QUEUE_KNI_RX: | | | | | | |
QUEUE_KNI_TX: | | | | | | |
QUEUE_THREAD_KNI : | | | | | | |
QUEUE_MCDMA_RX: | | | 0%] 0%] o%] |
QUEUE_MCDMA_TX: | | | | | | |
QUEUE_THREAD_MCDMA: | | | | | | |
QUEUE_THREAD_VNPU: | | | | | | |
QUEUE_CRYPTO_RX: | | | | | | |
QUEUE_CRYPTO_TX: | | | | | | |
QUEUE_THREAD_IPC: | | | | | | |
MCDMA_FLUSH: | | | 68%| 69%| 67%| |

[
QUEUE_THREAD_TYPE_MAX: I I I | I | I
I

900-Sec Avg:
Icore00] Icore01] Icore02] 1core03] 1core04]1core05] 1core06] Icore07]
IDLE: | 99%| 100%| 31%| 31%| 32%| |
I
QUEUE_PORT_RX: | 0%] | | | | |

QUEUE_PORT_TX: | | | | | | |
QUEUE_VNPU_RX: | | | | | | |

QUEUE_VNPU_TX: | I I | | I I
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I
QUEUE_KNI_RX: | | | | | |
I
QUEUE_KNI_TX: | | | | | |
I
QUEUE_THREAD_KNI : | | | | | |
I
QUEUE_MCDMA_RX: | | | 0%] 0%] 0%]
I
QUEUE_MCDMA_TX: | | | | | |
QUEUE_THREAD_MCDMA: | | | | | |
I
QUEUE_THREAD_VNPU: | | | | | |
I
QUEUE_CRYPTO_RX: | | | | | |
I
QUEUE_CRYPTO_TX: | | | | | |
I
QUEUE_THREAD_IPC: | | | | | |
I
MCDMA_FLUSH: | | | 68%]| 68%]| 67%]|
I
QUEUE_THREAD_TYPE_MAX: | | | | | |
I
thread 2 QUEUE_PORT_RX 77.22 %
thread 2 IDLE 22.78 %
thread 5 MCDMA_FLUSH 57.74 %
thread 5 IDLE 40.13 %
thread 5 QUEUE_THREAD_MCDMA 2.13 %
thread 1 QUEUE_KNI_RX 50.39 %
thread 1 QUEUE_PORT_RX 40.72 %
thread 1 IDLE 6.13 %
thread 1 QUEUE_THREAD_KNI 2.76 %
thread 3 QUEUE_THREAD_MCDMA 41.17 %
thread 3 MCDMA_FLUSH 38.31 %
thread 3 IDLE 16.28 %
thread 3 QUEUE_MCDMA_RX 4.24 %
thread 4 IDLE 56.03 %
thread 4 MCDMA_FLUSH 43.97 %
IFTASK vCPU VM CPU show cpu info
verbose
[local]mySystem# show cpu info
Card 1, CPU O:
Status : Active, Kernel Running, Tasks Running
Load Average : 8.99, 9.50, 8.20 (11.89 max)
Total Memory : 16384M
Kernel Uptime : OD OH 49M
Last Reading:
CPU Usage : 16.6% user, 10.5% sys, 0.0% io, 4.6% irg, 68.3% idle
Poll CPUs :5Q@, 2, 3, 4, 5
Processes / Tasks : 234 processes / 54 tasks
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Network

mbps tx
File Usage
Memory Usage

Maximum/Minimum:

CPU Usage
Poll CPUs
Processes / Tasks
Network

mbps tx
File Usage
Memory Usage

CEPS

VPC-SI

LI

CPU vCPU

VPC-SI VM

CLI show
vCPU VvRAM

VPC-SI

VvNIC

StarOS VPC-SI

StarOS

* gvpc-si-<version>.iso

VPC-SI System StarOS

: 353.452 kpps rx, 3612.279 mbps rx, 282.869 kpps

: 23.2% user, 11.2% sys, 0.1% io, 5.5% irq, 61.5%
:5(@, 2, 3, 4, 5)

: 244 processes / 54 tasks

. 453.449 Kkpps rx, 4635.918 mbps rx, 368.252 kpps

CEPS

tx, 2632.760

: 2336 open files, 1631523 available
: 4280M 26.1% used, 42M 0.3% reclaimable

idle

tx, 3483.816

: 3104 open files, 1630755 available
: 4318M 26.4% used, 46M 0.3% reclaimable

CEPS / IPSec
VM
MIB
vNIC
CPU RAM NIC
1 Gbps 10 Gbps
bps VPC-SI
PF NIC
VPC-SI
ISO

21.19
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* gvpc-si-<version>.bin
SarOS

* gvpc-si-template-libvirt-kvm-<version>.tgz  KVM libvirt ssi_install.sh
* gvpc-si-template-vmware-<version>.ova VMware OVA

e gvpc-si-<version>.qcow2.gz KVM QCOW?2

VPC-SI

StarOS
VNFM
StarOS iftask
VM /bootl/param.cfg
2 CD-ROM
OpenStack
staros_param.cfg OpenStack
staros_param.cfg 1SO ISO
VM CD-ROM
VM CFE param.cfg
VM  Linux CD-ROM staros_param.cfg
/bootl/param.cfg
staros_param.cfg
VARIABLE_NAME = VALUE
1 1 UNIX
VM 2
PCLID 0:1:1.0 0000:01:01.0
VPC-SI vNIC
CLI GUI vNIC VM
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VPC-SI  vNIC PCI PCI
PCI
PCI
VvNIC
PCI VM

NIC

* MAC MAC

. PCIID

L]

MAC PCIID
L]
PCIID
PCI
Ispci

# Ispci
00:00.0 Host bridge: Intel Corporation 440FX - 82441FX PMC [Natoma] (rev 02)
00:01.0 ISA bridge: Intel Corporation 82371SB PI1X3 ISA [Natoma/Triton I1]
00:01.1 IDE interface: Intel Corporation 82371SB P11X3 IDE [Natoma/Triton 11]
00:01.2 USB controller: Intel Corporation 82371SB PII1X3 USB [Natoma/Triton 11] (rev 01)
00:01.3 Bridge: Intel Corporation 82371AB/EB/MB P11X4 ACPI (rev 03)
00:02.0 VGA compatible controller: Cirrus Logic GD 5446
00:03.0 System peripheral: Intel Corporation 6300ESB Watchdog Timer
00:04.0 Unclassified device [00ff]: Red Hat, Inc Virtio memory balloon
00:05.0 Ethernet controller: Red Hat, Inc Virtio network device
00:06.0 Ethernet controller: Red Hat, Inc Virtio network device

2: PCI ID

Line

00:00.0 Host bridge: Intel Corporation 440FX - 82441FX PMC |0 0 0 0

[Natoma] (rev 02)

00:01.0 ISA bridge: Intel Corporation 82371SB PIIX3 ISA |0 0 1 0
[Natoma/Triton I1]
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ID
Line
00:01.1IDE Intel Corporation 82371SB | 0 0 1 1
P11X3 IDE [Natoma/Triton 1]
00:01.2 USB Intel Corporation 82371SB |0 0 1 2
PI1X3 USB [Natoma/Triton 1] (rev 01)
00:01.3 Intel Corporation 82371AB/EB/MB PI1X4 | 0 0 1 3
ACPI (rev 03)
00:02.0 VGA Cirrus Logic GD 5446 |0 0 2 0
00:03.0 Intel Corporation 6300ESB |0 0 3 0
00:04.0 [00ff] Red Hat Inc Virtio 0 0 4 0
00:05.0 Red Hat Inc Virtio | 0 0 5 0
00:06.0 Red Hat Inc Virtio |0 0 6 0
libvirt virsh dumpxml PCI
libvirt slot
xml

<interface type="bridge">

<mac address="52:54:00:c2:d0:5F"/>

<source bridge="br3043°/>

<target dev="vnet0"/>

<model type="virtio"/>

<driver name="vhost® queues="8"/>

<alias name="net0"/>

<address type="pci" domain="0x0000" bus="0x00" slot="0x05" function="0x0"/>
</interface>
<interface type="bridge">

<mac address="52:54:00:c3:60:eb"/>

<source bridge="br0*/>

<target dev="vnetl®"/>

<model type="virtio"/>

<alias name="netl"/>

<address type="pci® domain="0x0000" bus="0x00" slot="0x06" function="0x0"/>
</interface>

NIC Linux virtio_net vmxnet3 ixgbe i40e
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PCI 1
SR-IOV
PCI PCI
Ispci

PCI CF virtio_net 1 00:05.0
virtio_net 2 00:06.0
Ispci

# lIspci

00:00.0 Host bridge: Intel Corporation 440FX - 82441FX PMC [Natoma] (rev 02)

00:01.0 ISA bridge: Intel Corporation 82371SB PIIX3 ISA [Natoma/Triton I1]

00:01.1 IDE interface: Intel Corporation 82371SB PIIX3 IDE [Natoma/Triton I1]

00:01.2 USB controller: Intel Corporation 82371SB PII1X3 USB [Natoma/Triton 117 (rev 01)
00:01.3 Bridge: Intel Corporation 82371AB/EB/MB PI11X4 ACPI (rev 03)

00:02.0 VGA compatible controller: Cirrus Logic GD 5446

00:03.0 System peripheral: Intel Corporation 6300ESB Watchdog Timer

00:04.0 Unclassified device [00ff]: Red Hat, Inc Virtio memory balloon

00:05.0 Ethernet controller: Red Hat, Inc Virtio network device
00:06.0 Ethernet controller: Red Hat, Inc Virtio network device

Linux
3: Linux
PCI / ID
VIRTIO KVM NIC 0x10af / 0x1000 virtio_net
VMXNET3 VMware NIC |0x15ad /0x07b0 vmxnet3
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PCI /

Intel 10

0x8086 / 0x10b6
0x8086 / 0x10c6
0x8086 / 0x10c7
0x8086 / 0x10c8
0x8086 / 0x150b
0x8086 / 0x10dd
0x8086 / 0x10ec
0x8086 / 0x10f1
0x8086 / 0x10el
0x8086 / 0x10db
0x8086 / 0x1508
0x8086 / 0x10f7
0x8086 / 0x10fc
0x8086 / 0x1517
0x8086 / 0x10fh
0x8086 / 0x1507
0x8086 / 0x1514
0x8086 / 0x10f9
0x8086 / 0x152a
0x8086 / 0x1529
0x8086 / 0x151c
0x8086 / 0x10f8
0x8086 / 0x1528
0x8086 / 0x154d
0x8086 / 0x154f
0x8086 / 0x1557

ixghe

Intel 10

NIC

0x8086 / 0x10ed
0x8086 / 0x1515

ixgbevf

Cisco UCS NIC

0x1137 / 0x0043
0x1137 / 0x0044
0x1137 / 0x0071

enic
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VPC-SI B

PCI / ID

Mellanox ConnectX-5 0x15b3 / 0x1017 mlix5_core
Mellanox 0x15b3/ 0x1018

Intel 710 NIC PF 0x8086 / 0x1572 40 i40e**
0x8086 / 0x1574 40
0x8086 / 0x1580 40
0x8086 / 0x1581 40
0x8086 / 0x1583 40
0x8086 / 0x1584 40
0x8086 / 0x1585 40
0x8086 / 0x158a 25
0x8086 / 0x158b 25

Intel 710 NIC 0x8086 / 0x154c i40evf

** i40e SRIOV VF MAC
StarOS VM
MAC MAC

https://www.intel.com/content/
dam/www/public/us/en/documents/technology-briefs/x1710-sr-iov-config-guide-gbe-linux-brief.pdf

VPC-SI VM 1
StarOS Day 0
StarOS
0 4
StarOS VNF
VNFI
VNF VNFM
VPC-SI VM
DHCP IP VNFM
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https://www.intel.com/content/dam/www/public/us/en/documents/technology-briefs/xl710-sr-iov-config-guide-gbe-linux-brief.pdf

VPC-SI

B s
4:VPC-SI
MGMT _INTERFACE=value VPC-SI VM
e MAC: XX XXXXXXXX XX
e PCL_ID: XXX:XX:XX.X
(Domain:Bus:Device.Function)
* TYPE drive-name-instance-number
« BOND dave-interface-A dave-interface-B
ID 12
SERVICE#_INTERFACE=value #
# 1 4
MGMT_INTERFACE
SERVICE_INTERFACE_MTU=value IFTASK
MTU 2,100
value 576 9,100
VNFM_INTERFACE=value VNFM
VNFM
MGMT _INTERFACE
VNFM_IPV4_ENABLE={true| false} VNFM
VNFM_IPV4 DHCP_ENABLE={true|false} |VNFM DHCP
VNFM_IPV4 ADDRESS=value DHCP VNEM IP
VNFM_IPV4 NETMASK=value DHCP VNFM IP
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VPC-SI B

VNFM_IPV4_GATEWAY =value

DHCP VNFM P

IFTASK_CRYPTO_CORES=value

IFTASK_CRYPTO_CORES

IFTASK_SERVICE_TYPE 2 EPDG
iftask

0 50
4
0
IFTASK_SERVICE_TYPE
2 EPDG
0
IFTASK_MCDMA_CORES=value
MCDMA
iftask
IFTASK_CORES
NUMA
MCDMA

IFTASK_CORES=percentage-of-cores

MCDMA NUMA

VPC-SI System StarOS
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VPC-SI

CHASSIS_ID=value

ID CLI
SNMP
RADIUS/Diameter
select

ID [flash

ID /flash
ESC
VNFM VM

CLI

[flash

[flash

CLI

IFTASK_SERVICE_TYPE=value

*0=VPC
*1=GIiLAN
*2=ePDG
*3=CUPS
* 4 =CUPS

FORWARDER_TYPE=value

vpp

FORWARDER_TYPE VPP
VPP

FORWARDER_TYPE=vpp

iftask

iftask

. VPC-SI System StarOS
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VNFM

VNFM
params.cfg
MGMT_INTERFACE=MAC:00:01:02:03:04:05
SERVICE1_INTERFACE=PCI_1D:0000:01:02.0
SERVICE2_INTERFACE=PCI_1D:0000:01:03.0
VNFM_INTERFACE=MAC:00:01:02:03:04:AA
VNFM_IPV4_ENABLE=true
VNFM_IPV4_DHCP_ENABLE=false
VNFM_I1PV4_ADDRESS=10.1.1.100
VNFM_IPV4_NETMASK=255.255.255.0
VNFM_IPV4_GATEWAY=10.1.1.1
IFTASK_MCDMA_CORES=20
CHASSIS_ID=2sg9x1wqbj
IFTASK_SERVICE_TYPE=0
StarOS show cloud hardware iftask iftask
“
VNFM VM  VNFM
VNFM
VNFM

VNFM |Pv4

[False]

VN FM_|PV4_ENABLE True False
IPv4 DHCP
VNFM_IPV4_DHCP_ENABLE True False

IPv4 IP

IPv4DHCP

VPC-SI System StarOS
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B
VNFM_IPV4_ADDRESS X XXX
VNFM_IPV4_ NETMASK X XXX
VNFM_IPV4_GATEWAY X XXX
VNFM IPv6
VNFM_IPV6_ENABLE True False
IPv6 IP
VNFM_IPV6_STATIC_ENABLE True False
True IP
False

RFC4862 DHCPv6

IPv6 IP
)
VNFM_IPV6_ENABLE
IPv6 RFC 5952
164

VNFM_IPV6_ADDRESS XIXIXIXIXIXIXX
VNFM_IPV6_GATEWAY XOXXIXIXIXIXX

FORWARDER_TYPE

. VPC-SI System StarOS 21.19

VPP  CPU




| vecsi

VPP .
A
VPP
VPP CPU
VPP CPU VPP
VPP-CPU
5:VPP-CPU
VPP_CPU_MAIN=value Linux 0
CPU 1
1
Linux
1
VPP_CPU_MAIN=1
VPP_CPU WORKER_CNT=value Linux
0 CPU

3
Linux CPU 50 %
VPP_CPU WORKER_LIST CPU

3
VPP_CPU_WORKER_CNT=3
VPP_CPU_WORKER_LIST=value Linux
Linux
0 CPU 1
2
Linux 2 9 10

VPP_CPU_WORKER_LIST=2,9,10

VPC-SI System StarOS

21.19 .




DPDK

6: DPDK

DPDK

VPC-SI

VPP_DPDK_BUFFERS=value

DPDK
32,000 VM

128,000

DPDK 200,000

VPP_DPDK_BUFFERS=200000

VPP_DPDK_RX_QUEUES=value

RX

1 64
VPP_CPU_WORKER_COUNT
1

RX

VPP_DPDK_RX_QUEUES=2

VPP_DPDK_TX_QUEUES=value

X

1 64
VPP_DPDK_RX_QUEUES

X

VPP_DPDK_TX_QUEUES=4

. VPC-SI System StarOS
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VPP B

VPP_DPDK_RX_DESCS=value
RX

128 128,000

RX
256

VPP_DPDK_RX_DESCS=256

VPP_DPDK_TX_DESCS=value
TX

128 128,000
VPP_DPDK_RX_DESCS

TX
512

VPP_DPDK_TX_DESCS=512

DPDK

<ROLE> VPP_RX_QUEUES=value RX

1 2 RX

SERVICE1_INTERFACE_VPP_RX_QUEUES=2
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<ROLE> VPP_TX QUEUES=value TX
1 64
<ROLE> VPP_RX_QUEUES unspecified
<ROLE>_VPP_RX_DESCS=value RX
128
128,000
1 RX 1,024

SERVICEL_INTERFACE_VPP_RX_DESCS=1024

<ROLE>_VPP_TX_DESCS=value RX
128

128,000

<ROLE> VPP_RX DESCS unspecified
<ROLE> VPP_WORKER_LIST=value

Linux
0 CPU 1
2
1
Linux 2 3

SERVICE1_INTERFACE_VPP_WORKER_LIST=2,3

VPC-SI
VM
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AS VPC-SI
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VPC-SI

StarOS CLI
StarOS
StarOS

. 33
. 36
*IP 38

. 40

VPN
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StarOS StarOS

3IP
VPN
+ppp +
IP
IP IP
StarOS CLI
Simple Network Management Protocol SNMP
. IP
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. GPRS GGSN
. GPRS SGSN
. PDSN
. HA
. 2 LAC
. DHCP
. MME
* PDN P-GW
. S-GW
. IPCF PCC-Service PCC-Policy PCC-AF
AAA
AAA
AAA
AAA AAA
128
IP AAA FAAA AAA HAAA
FAAA
HAAA
HAAA
AAA
e
IP HA
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* RADIUS
International Mobile Subscriber Identity  IMSI
RADIUS AAA
IP
[
RADIUS AAA
RADIUS
RADIUS
default
o
RADIUS AAA
. CLlI
Telnet SSH

. VPC-SI System StarOS 21.19

ESN



TACACS+ AAA

RADIUS
local
MIO
SSHD
FTP SFTP MIO
SFTP FTP
user name@contextname
20.0 StarOS FTP
AAA
AAA
AAA
AAA
AAA
AAA
VPC-SI System StarOS 21.19
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Local
Authentication
enabled in local
context?

Admin,
User matches
configured
admin. user
in tocal
context?

¥

Use AAA policies
defined within the

[y

Domain
part of
usamama?

Yes o

Does
domain match a
configured context
or domain?

Yas

Y

Use AAA policies
defined within that
context.

Defauit
Domain context
configured
or admin?,

Does
Default Domain
context match a
configured context
or domain?

Use AAA policies
defined within the
context configured for
the Default Domain.

Last Resorf
context configured
for admin?

Mo No

match a configured
context or
damain?

Use AAA policies
defined within the
Last Resorf context,

local context.

21.19
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. authorized-keys allowusers

ssh username@ctx_name@ctx_ip_addrs

Administration Guide
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ASCII

CLI #

grep more

UNIX

CLI
CLI  source

[localJhost_name# config
[locallhost_name(config)# context source
[source]host_name(config-ctx)# end

source
config
context source
end
Software
Management Operations
. CLI
Software

Management Operations

[ N
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IP

|Pv4

IPv6

. VPC-SI System StarOS

* USB

« [flash

* raid

* CLI

CLI
CLI IPv4

10

32

127.0.0.1
00000001

IPv4
4,294,967,296

16

64
16 16

IPv6
16

21.19

MIO /usbl USB
SFTP
IP
IPv6
CLI CIDR IP
CLI
4 |Pv4 4
4 0 255 10
localhost
4 01111111 00000000 00000000
32
32 2%
6 IPv6 64
2 IPV6
8

2001:0db8:85a3:0000:0000:8a2e:0370:7334



CIDR B

128 IPv6

« 16
fe80:0000:0000:0000:0202:b3ff:fele:8329 1e80:0:0:0:202:b3ff:fele:8329

. 1
fe80:0:0:0:202:b3ff:fele:8329 fe80::202:b3ff:fele:8329

IPV6 128 2128
340,282,366,920,938,000,000,000,000,000,000,000,000

Classless Inter-Domain Routing CIDR
IPv4  IPv6
CIDR IP
CIDR IP
CIDR IP
1 IP IPv4 IPv6
/ 10
CIDR
. 192.168.100.1/24 IPv4
192.168.100.0 255.255.255.0
* IPv4 192.168.0.0/22 192.168.0.0 192.168.3.255 1024 IPv4
* |Pv6 2001:DB8::/48 2001:DB8:0:0:0:0:0:0
2001:DB8:0:FFFF:FFFF:FFFF:FFFF:FFFF IPv6
«::1/128  IPv6 128
1
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2addresssize- mask

IPv4 32 IPv6
128 IPv4 129 232-29 = 23 = g addresses

CLI

<Ol ]
* % [ ]

. # [ ]

.\ [ ]
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ruledef APN /

°+<> [ or 1

interface ""Rack 3 Chassis 1 port 5/2"
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* StarOS CLI 43

. 45

. 47

* SSH 49

o2 IP 62
* Open SSH Cisco SSH 63

*VM 65

StarOS CLI

* VNIC
» Telnet SSH FTP CLI

CLI

1
2 CLI

[localJhost_name configure[locallhost_name(config)

[local]host_name(config) context local[locallhost name(config-ctx)

VPC-SI System StarOS 21.19 .




B swoscu

4
administrator user_name [ encrypted ] password password | [ ecs ] [ expiry-date
date_time ] [ ftp ] [ li-administration ] [ nocli ] [ noecs ] 1
CLI
CLI Command Line Interface
Reference Context Configuration Mode Commands
5
[local]host_name(config-ctx) exit
[local]host_name(config)
6
[localJhost_name(config) System hostname host_name
host_name
1 63 qvpc-si
7 vNIC
a)

[localThost_name(config) context local
[local]host_name(config-ctx)

b)
[local]host_name(config-ctx) interface interface _name
interface_name 1 79
[local]host_name(config-if-eth)

c) IP
{ ip address | ipv6 address } ipaddress subnetmask

11 6
7e 7k

d)
[local]host_name(config-if-eth) exit
[local]host_name(config-ctx)

e)

{ ip | ipv6 } route gw_address interface_name
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f)
[local]host_name(config-ctx) exit
[local]host_name(config)
9)
port ethernet slot/port
VPC 1 vNIC 10 21 1
h) 7b
[local]host_name(config-port-slot/port) bind interface interface name local
[local]host_name(config-port-slot/port) no shutdown
interface_name 7b
i)

[local]host_name(config-port-slot/port) exit
[local]host_name(config)

VLAN
VLAN

2 IP VNIC

CLI

CLI
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StarOS 3
* TACACS+

* AAA
TACACS+

CLI

CLI

CLI

AAA

show tacacs summary

show tacacs session id

CLI

Reference dle-sessions threshold clear tacacs sessions CLI

. VPC-SI System StarOS 21.19
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Satistics and Counter Reference show tacacs summary  show tacacs session id

* Telnet
. SSH
* File Transfer Protocol FTP

* Trivial File Transfer Protocol TFTP

\)

2 telnet 1

CLI

SSH v2

[local]cf_host_name(config) context local
[local]cf_host_name(config-ctx)

Telnet

[local]cf _host_name(config-ctx) server telnetd

SSH
[local]cf_host_name(config-ctx) Ssh generate key [ type v2-rsa ]

v2-rsa
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4.0 vl-rsa v2-dsa
ssh generate CLI

[local]cf_host_name(config-ctx) server sshd
[local]cf_host_name(config-sshd) subsystem sftp
[local]cf_host_name(config-sshd) exit

4 FTP

[local]cf_host_name(config-ctx) server Ftpd

[local]cf_host_name(config-ctx) end
[local]cf_host_name

[local]cf_host_name show configuration

CLI

context local
interface interface_name
ip address ipaddress subnetmask
exit
subscriber default
exit
administrator admin_name password admin_password
server telnetd
server ftpd
ssh generate key
server sshd
subsystem sftp
exit
port ethernet 1/1
bind interface interface_name local
exit
port ethernet 1/1
no shutdown
exit
snmp engine-id local 800007e580ed826c191ded2d3d
end

7 IP

[locallcf _host_name show ip route

CLI
"*" indicates the Best or Used route.
Destination Nexthop Protocol Prec Cost Interface
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SSH

SSH B

*0.0.0.0/0 ipaddress static 1 0 vnicl
*network 0.0.0.0 connected O 0 vnicl

[local]cf _host_name show ip interface name interface_name

interface_name 7b CLI

Intf Name: vnicl

Description:

IP State: UP (Bound to 1/1 untagged, iflndex 83951617)

IP Address: ipaddress Subnet Mask: subnetmask

Bcast Address: bcastaddress MTU: 1500

Resoln Type: ARP ARP timeout: 3600 secsL3 monitor LC-port

switchover: DiasabledNumber of Secondary Addresses: O

SSHv2 RSA StarOS SSH SSHv1 RSA
SSHv2 DSA StarOS CLI

StarOS

SSH 1 vl-rsa
ssh
SSHv1-RSA

CLI print failure Failure: SSH V1 contains multiple structural vulnerabilities and is
no longer considered secure. Therefore we don"t support vl-rsa SSH key any longer, please
generate a new v2-rsa key to replace this old one.

vl-rsa SSH
sshv2-rsa

sshd ssh
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ssh v2-dsa
vl-rsa Exec show ssh key CLI
SSH
SSH
2
VPC-SI
SSH StarOS
sshd
SSH
ssh key-size CLI
SSH RSA
1
[localThost_name# configure
[local]host_name(config)#
2 SSH
[local]host_name(config)# ssh key-size { 2048 | 3072 | 4096 | 5120 | 6144 | 7168 |
9216 }
SSH 2048
SSH
SSH ssh
key-gen wait-time 300
5
1

[localThost_name(config)# context context_name

[local]host_name(config-ctx)#
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[localJhost_name(config-ctx)# Ssh key-gen wait-time seconds

[local]host_name(config-ctx)#

eseconds 0 86400 =300

SSH
SSH CLI SSH sshd

1 SSH

[localThost_name(config-ctx)# server sshd

2
[1ocalJhost_name(config-sshd)# ciphers algorithms
. 1 511
* blowfish-cbc CBC
* 3des-cbc CBC
e aesl28-cbhc Advanced Encryption Standard AES; 128 CBC
* aesl28-ctr AES 128 CTR
* aesl92-ctr AES 192 CTR
e aes256-ctr AES 256 CTR
* aesl28-gcm@openssh.com AES 128 Galois Counter [GCM] OpenSSH
* aes256-gcm@openssh.com AES 256 GCM OpenSSH
» chacha20-poly1305@openssh.com ChaCha20 Poly1305
[MAC] OpenSSH
blowFish-cbc,3des-cbc,aes128-chc,aes128-ctr,aes192-ctr,aes256-ctr, aes128-gcm@openssh . com, aes256-gcm@openssh..com,
chacha20-poly1305@openssh.com
aes256-ctr,aesl192-ctr,aesl28-ctr
3 SSH

[local]host_name(config-sshd)# end
[local]host_name#
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MAC
* ASR 5500
« VVPC-DI
* VVPC-SI
N/A
¢ ASR 5500 System Administration Guide
* Command Line Interface Reference
* VPC-DI
« VPC-S System
[
21.2 N5.1
21.13
MAC SSHD MAC
CLI MACs CLI SSH
MAC
MAC

MAC
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configure
context context_name
server sshd
macs algorithms
end

default macs

e alogorithms 1 511

1
« HMAC =

« SHA2 = 2

« SHAL = 1

* ETM = Encrypt-Then-MAC

* UMAC =

hmac-sha2-512-etm@openssh.. com, hmac-sha2-256-etm@openssh.. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmec-she2-256, hmac-shall,, umec-128-etim@openssh. com, umac-128@gpenssh..cam, utec-64-etniigpenssh..cam, urec-64@openssh.camn

hmac-sha2-512-etm@openssh.. com, hmac-sha2-256-etm@openssh .. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256 ,hmac-shal

hmac-sha2-512-etm@openssh. com, hmac-sha2-256-etm@openssh.. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256 ,hmac-shal

MAC

MAC CLI
SSH

configure
context context_name
server sshd
macs algorithms
end

default macs

e alogorithms 1 511
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* HMAC =
* SHA2 = 2
* SHAL = 1

* ETM = Encrypt-Then-MAC

* UMAC =

hmac-sha2-512-etm@openssh . com, hmac-sha2-256-etm@openssh . com, hmac-shal-etm@openssh.com,hmac-sha2-512,
hmec-she2-256, hmec-shall, umec-128-etm@openssh. com, Lmac-128@openssh..cam, urec-64-etniigpenssh..cam, urec-64@openssh.camn

hmac-sha2-512-etm@openssh .. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256, hmac-shal

hmac-sha2-512-etm@openssh.. com, hmac-sha2-256-etm@openssh.. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256 ,hmac-shal

SSH

ssh generate SSH
vl-rsa v2-dsa ssh generate CLI
SSH v2-rsa

[localThost_name(config)# context context_name

[local]host_name(config-ctx)#

2 SSH
[localJhost_name(config-ctx)# SSh generate key type v2-rsa

[local]host_name(config-ctx)#

SSH

ssh key v2-dsa
ssh key
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[localJhost_name(config-ctx)# SSh key data length octets type v2-rsa

edata 1 1023

elengthoctets 0 65535
* type v2-rsa
20.0 64 SSH StarOS
20.0 200 SSH StarOS
SSH
SSH StarOS
SSH
SSH authorized-key

1 SSH

[local]host_name(config-ctx)# server sshd

[local]host_name(config-sshd)#

2 authorized-key

[localJhost_name(config-sshd)# authorized-key username user_name host host_ip [ type {

v2-dsa | v2-rsa } ]

e username user_name sshd
user_name 1 255

nopassword
administrator
* host host_ip SSH
IPv4 10 IPv6

* type v2-rsa

VPC-SI System StarOS

StarOS
sshd
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SSH

StarOS CLI SSH
SSH
IP

AllowUsers

USER

USER@IP_ADDRESS' IP

IP

allowusers add StarOS CLI

[localThost_name(config)# context context_name

[local]host_name(config-ctx)#

2 SSH

[local]host_name(config-ctx)# server sshd

3 SSH
[localThost_name(config-sshd)# al lowusers add user_list
user_list 1 999
USER
USER@IP_ADDRESS IP
IP
USER@<context>@IP_ADDRESS StarOS
IP IP
user_list
. 3000
. AllowUsers 256 OpenSSH

no allowusers add
add allowusers
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Command Line Interface Reference SSH Configuration Mode Commands
4 SSH

[local]host_name(config-sshd)# end

[local]host_name#

SSH

StarOS
SSH
. VPN
StarOS ID SSH
[ &
StarOS 21.0
[flash
StarOS  SSH CLlI SFTP
45 SSH
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sshd

CLI SSHD

[
lient-alive-countmax 2
client-alive-interval 5 ssh
client-active-countmax sshd client-alive SSH
3 client-alive
sshd SSH
client-alive-interval 15
SSH sshd
client-alive-countmax sshd  SSH
client-alive-countmax X client-alive-interval
client-alive
[
client-alive
[
SSH 2
sshd
ClientAliveCountmax 3
ClientAlivelnterval 15

1

[localJhost_name# configure
2 SSH

[localThost_name(config)# context context_name
3 ClientAliveCountmax 2

[localThost_name(config-sshd)# client-alive-countmax 2

. VPC-SI System StarOS 21.19



4 ClientAlivelnterval 5

SSH B

[local]host_name(config-sshd)# client-alive-interval 5

5 SSH

[localThost_name(config-sshd)# end
[local]host_name#

SSH

StarOS StarOS SSH/SFTP
SSH
S
StarOS username-password
SSH
SSH cipher CLI
1 SSH
[localThost_name(config)# client ssh
2
[localJhost_name(config-ssh)# ciphers algorithms
. 1 511
* blowfish-cbc CBC
* 3des-chc CBC
» aes128-cbc Advanced Encryption Standard AES; 128 CBC
* aesl28-ctr AES 128 CTR
e aesl92-ctr AES 192 CTR
* aes256-ctr AES 256 CTR
* aesl28-gcm@openssh.com AES 128 Galois Counter [GCM] OpenSSH

* aes256-gcm@openssh.com  AES 256

VPC-SI System StarOS

GCM OpenSSH
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» chacha20-poly1305@openssh.com ChaCha20 Poly1305
[MAC] OpenSSH

aes256-ctr,aes192-ctr,aes128-ctr ,aes256-gcm@openssh. com, aes128-gcm@openssh . com, chacha20-poly1305@openssh . com,
blowfish-cbc,3des-cbc,aes128-cbc

aes256-ctr,aesl92-ctr,aesl128-ctr

3 SSH

[local]host_name(config-ssh)# end
[local]host_name#

SSH preferredauthentications CLI

1 SSH

[localThost_name(config)# client ssh

[1ocal]host_name(config-ssh)# preferredauthentications methods

e publickey SSH v2-RSA
* keyboard-interactive
* password

. [publickey,password]

3 SSH

[local]host_name(config-ssh)# exit
[local]host_name(config)#
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SSH

SSH
SSH

1 SSH
[localThost_name(config)# client ssh
[local]host_name(config-ssh)#

2 SSH

[localJhost_name(config-ssh)# Ssh Kkey private_key_string length key length [ type v2-rsa ]

[local]host_name(config-ssh)#
key private key string 1 4499
length key_length 0 65535

type v2-rsa  SSH SSH
v2-rsa

3 SSH

[localJhost_name(config-ssh)# ssh generate key [ type v2-rsa ]

[local]host_name(config-ssh)#

type v2-rsa  SSH SSH
v2-rsa

4 SSH

[localJhost_name(config-ssh)# do show ssh client key

5 SSH

[local]host_name(config-ssh)# exit

[local]host_name(config)#

SSH
SSH/SFTP SSH

1 Exec push ssh-key

[localJhost_name# push ssh-key { host_name | host_ip_address } user username [ context
context_name ]

[local]host_name#
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host_name DNS

127
host_ip_address IPv4
user username
context context_name
2 SSH/SFTP

3 SSH

IPv6 16

79

local]host_name# SSh { hostname | ip_address } user username port port_number

NETCONF

SSH NETCONF ConfD Cisco Network Service Orchestrator
NSO
NETCONF NETCONF  ConfD
VvNIC 2 IP
1 [localThost_name conFfigure
[local]host_name(config)
2 [local]host_name(config) context local
[local]host-name(config-ctx)
3 [local]host_name(config-ctx) 1/1
[local]host_name(config-if-eth)
4 [local]host_name(config-if-eth) { ip | ipv }
address ipaddress subnet_mask secondary
5 [local]host_name(config-if-eth) end
21.19
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IP [locallhost_name show config context local

CLI

config
context local
interface interface_name
ip address ipaddress subnetmask
ip address ipaddress subnetmask secondary
exit

69

Open SSH Cisco SSH

* ASR 5500
* VPC-DI
* VPC-SI

N/A

* ASR 5500 System Administration Guide

* Command Line Interface Reference
* \VPC-DI

« VPC-S System

21.2 N5.1
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MAC OpenSSH 21.16

CiscoSSH
21.2
Cisco ASR 5500 VPC MAC
Cisco SSH Open SSH
21.16 cipher macs default

20x  21.15
blofishdx,3Es-di,aes18-dr,ges1B-ar, ses1P-air, se236-air, aesIB-goigeeseh. con, ses236-gfigpe ssh.con,ded el0-oy IR ssh.aon
* MAC

20x  21.15

hmac-sha2-512-etm@openssh . com, hmac-sha2-256-etm@openssh . com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256,hmac-shal

* KEX
20.x  21.15

diffie-hellman-groupl-shal,diffie-helIman-groupl4-shal

default cipher macs

21.16 Post OpenSSH CiscoSSH
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aes256-ctr,aes192-ctr,aesl28-ctr

N

* MAC
21.16 Post OpenSSH CiscoSSH

hmac-sha2-512-etm@openssh.. com, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh. com, hmac-sha2-512,
hmac-sha2-256 ,hmac-shal

hmac-sha2-512,hmac-sha2-256 ,hmac-shal

hmac-sha2-512,hmac-sha2-256 ,hmac-shal

N

hmac-sha2-512-etm@openssh.com hmac-sha2-256-etm@openssh.com
hmac-shal-etm@openssh.com

* KEX
21.16 Post OpenSSH CiscoSSH

diffie-hellman-groupl4-shal

A

KEX StarOS
CLI
VM
CPU
DI
show cloud
hardware[card_number} 1 CF
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[local]sl# show cloud hardware 1

Card 1:
CPU Nodes o1
CPU Cores/Threads : 8
Memory : 16384M (qvpc-di-medium)
Hugepage size : 2048kB
cpethO :
Driver : virtio_net
loethO :
Driver : virtio_net

3 SF

[local]sl# show cloud hardware 1

Card 3:

CPU Nodes -1
CPU Cores/Threads - 8
Memory : 16384M (qvpc-di-medium)
Hugepage size : 2048kB
cpethO :

Driver o vmxnet3
port3_10 .

Driver o vmxnet3
port3_11 .

Driver o vmxnet3

VM
VM

show hardware optimum

show cloud hardware test

CPU /

[local]sl# show cloud hardware test 1

Card 1:
CPU Nodes 1
* CPU Cores/Threads : 8
*  Memory : 8192M (gvpc-di-medium)
Hugepage size : 2048kB
cpethO :
Driver o virtio_net
loethO :
Driver o virtio_net

configuration card_number

[local]sl# show cloud configuration 1

Card 1:

Config Disk Params:

No config disk available

. VPC-SI System StarOS

21.19

Optimum value is 4
Optimum value is 16384

show cloud



Local Params:
CARDSLOT=1
CARDTYPE=0x40010100
CPUID=0

IFTASK
PMD

[local]mySystem# show cloud hardware iftask 4
Card 4:

Total number of cores on VM: 24

Number of cores for PMD only: 0

Number of cores for VNPU only: 0

Number of cores for PMD and VNPU: 3

Number of cores for MCDMA: 4

Hugepage size: 2048 kB

Total hugepages: 16480256 kB

NPUSHM hugepages: 0 kB

CPU flags: avx sse sse2 ssse3 sse4_1 ssed 2

Poll CPU"s: 1234567

KNI reschedule interval: 5 us

VPC-SI System StarOS 21.19
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show cloud hardware iftask
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StarOS

Command Line Interface Reference

. 69
. 70

. RSS 75

* SF 76

« CLI 7

* CLI 7

. 80

. TACACS+ 89

* TACACS+ IPv6 94
. 94

. 97

* FSC 99

StarOS CLI

show ip interface

mangementl
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Intf Name: LOCAL1

Intf Type: Broadcast

Description: managementl

VRF: None

IP State: UP (Bound to 1/1 untagged, iflndex 16842753)

IP Address: 192.168.100.3 Subnet Mask: 255.255.255.0
Bcast Address: 192.168.100.255 MTU: 1500

Resoln Type: ARP ARP timeout: 60 secs

L3 monitor LC-port switchover: Disabled
Number of Secondary Addresses: 0

show configuration port slot/port

VPC-SI 1 port 1,1021

config
port ethernet 1/1
no shutdown
bind interface LOCAL1 local

Network Time Protocol NTP

VPC laaS

clock set date:time

configure
clock timezone timezone [ local ]
end

*YYYY:MM:DD:HH:mm YYYY:-MM:DD:HH:mm:ss

. clock timezone
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. local

show clock

Network Time Protocol NTP

NTP
NTP
A
NTP VPCVM COTS
StarOS NTP COTS NTP
StarOS NTP
StarOS
NTP
NTP GPS NTP
Stratum 2 3
* NTP
* NTP
enable
. 3 NTP NTP

VPC-SI System StarOS
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NTP

&
prefer NTP NTP
prefer
NTP
&
Cisco TAC maxpoll minpoll version
NTP
configure
ntp
enable
Server ip_addressl
sServer ip_address2
server ip_address3
end
. context name  local
e server Command Line
Interface Reference NTP Configuration Mode Commands
* IPv4 10 IPv6 16 NTP
IP
€
3 4 NTP
NTP GPS
NTP WAN
ntpd NTP
8+
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NTP NTP NTP
NTP NTP
NTP NTP
NTP
NTP Exec
show ntp associations
NTP 2 NTP
+----Peer Selection: ( ) - Rejected / No Response
(x) - False Tick
| (.) - Excess
| (-) - Outlyer
| (+) - Candidate
| (#) - Selected
| (*) - System Peer
| (0) - PPS Peer
\%
remote refid st t when poll reach delay offset jitter

*10.81.254.202 -GPS.

1 u 160 1024 377 21.516 0.019 0.009

show ntp association
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- NG

9:NTP
NTP
1 IP
* () Rejected/No response
* X False tick
« . Excess
e - Outlyer
« + Candidate
« # Selected
o * System peer
« (0) PPS peer
refid NTP
st NTP
t
when
poll NTP
reach NTP 8
8
delay NTP
offset NTP
NTP
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DI

RSS

Cisco Unified Computing System USC NIC
RSS RSS
MPLS GTP L2TP GRE

VPC-SI vCPU
RSS
RSS Cisco UCSNIC
NIC

MPLS

RSS
iftask sw-rss RSS
config

RSS

MPLS

RSS

VPC-SI RSS

iftask sw-rss {comprehensive | supplemental}

RSS comprehensive
supplemental RSS
MPLS RSS
VPC-DI
N/A
VPC-DI

VPC-SI System StarOS
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©
21.2 N5.1
Distributed Instance Network DI RSS 21.8
CLI
21.2
21.8 StarOS
DI Receive Side Scaling
RSS
21.8 RSS CLI
iftask di-net-encrypt-rss
CLI Dl RSS
configure
[no] iftask di-net-encrypt-rss
end
S
VPC-DI SF CF
wait cards active
ntp/snmp
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SF
SF

configure

[ no ] wait cards active { all | number } [ standby number ] timeout
seconds
end

e all

* number
number 0

« standby number

number 0 SF

* timeout seconds 1 3600

120

wait cards active all standby 1 timeout 120

CLI

CLI Exec

timestamps

CLI

Exec
[Areyousure? [Yes|No]:]

. CLI Exec CLI
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» Exec configure autoconfirm
* Exec
autoconfirm autoconfirm
Exec
Yes
Exec CLI
CLI CLI
configure
autoconfirm
end
no autoconfirm
&
ease-of-use Areyousure?
[YIN]" Yes
safety-net
autoconfirm configure
autoconfirm Exec
commandguard configure Exec
&
autoconfirm Exec
autoconfirm commandguard
commandguard
configure
commandguard
end
commandguard

21.19
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Exec .

[localJhost_name# configure
Are you sure? [Yes|No]: ye€s
[local]host_name(config)#

commandguard no commandguard

commandguard show configuration

Exec

commandguard
Exec

configure
commandguard exec-command exec_mode_category
end

« exec-command exec_mode_category Exec

* card

e clear

* copy

* debug

* delete

« filesystem
* hd

* reload

* rename

* shutdown
* task

* upgrade

. commandguard exec-command exec_mode_category
. Exec

* no commandguard exec-command exec_mode_category

» Exec commandguard exec-command
StarOS

e -noconfirm Exec
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commandguard exec-command card

[localJhost_name# card busy-out 1

Info: commandguard prevents autoconfirm of this command
Are you sure? [Yes|No]: Yye€s

[localJhost_name#

. /
CLI
. / CLI
. Exec
. Exec

show
show configuration

a-z A-Z 0-9
AAA
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Invalid character

0123456789.-_abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ

AAA
RADIUS TACACS+
CLI
CLI AAA
0
CLI
CLI 0
1 starCLIActiveCount
starCLIMaxCount SNMP MIB starGlobalCLISessionsLimit

starUserCLISessionsLimit SNMP MIB

max sessions

Command Line Interface Reference

configure
context local
administrator user_name { [ encrypted ] [ nopassword ] password password

}

end
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administrator Command
Line Interface Reference

* nopassword
ssh SSH
authorized key

configure
context local
config-administrator user_name { [ encrypted ] [ nopassword ] password
password }
end

config-administrator
Command Line Interface Reference
* nopassword
ssh SSH
authorized key

configure
context local
operator user_name { [ encrypted ] [ nopassword ] password password }
end

Command
Line Interface Reference

* nopassword
ssh SSH
authorized key
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configure
context local
inspector user_name { [ encrypted ] [ nopassword ] password password

}
end
Inspector CommandLine
Interface Reference
* nopassword
ssh SSH
authorized key
LI
li-administration LI LI

require segregated li-configuration

CLlI
CLI li-administration
LI require
segregated li-configuration

LI StarOS

* li-administration show configuration
CLI

« save configuration CLI
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LI

« CLI
configure <url> CLI LI
LI
CLlI
CLI
* Exec configure LI
configure encrypted <url>
LI
. LI
show boot initial config 2
encrypted li encrypted lierrors
2
* li-administration show logs encrypted-li
require segregated li-configuration
Lawful Intercept Configuration Guide Lawful Intercept
CLI Commands
S
Lawful Intercept Configuration Guide WWW.CiSco.com
21.4
. authorized-keys allowusers

ssh username@ctx_name@ctx_ip_addrs
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show configuration context local

testadmin
config
context local
interface mgmtl
ip address 192.168.1.10 255.255.255.0
#exit
subscriber default
#exit
administrator testadmin encrypted password fd01268373c5da85
inspector testinspector encrypted password 148661a0Obbl2cd59
exit
port ethernet 5/1
bind interface mgmtl local
#exit
ANSIT1.276-2003
[flash AAA
|
20.0 StarOS
local-user Exec
show local-user update local-user
configure
local-user username name
end

local-user username
Command Line Interface Reference
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show local-user verbose

SAUser

Username: SAUser

Auth Level: secadmin

Last Login: Never

Login Failures: 0

Password Expired: Yes

Locked: No

Suspended: No

Lockout on Pw Aging: Yes

Lockout on Login Fail: Yes

Exec
update local-user database
20.0 MD5
20.0 PBKDF2 2
PBKDF2
20.0
MD5 PBKDF2
Exec update local-user database
CLI StarOS  /flash
MD5 PBKDF2

StarOS
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EXEC show local-user [verbose] CLI
StarOS MD5
PBKDF2
StarOS
PBKDF2 MD5
20.0 StarOS
MD5
Exec downgrade local-user database
StarOS
StarOS
PBKDF2 MD5
[flash
PBKDF2
MD5 StarOS
PBKDF2 StarOS  PBKDF2
MD5
StarOS show local-user
[verbose]
» Exec password change local-user username
. no suspend local-user username
FTP/SFTP /mnt/user/

[flash /cdrom /hdraid /records /usbl /usb2
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SFTP
SFTP

openssh sftp

SFTP
SFTP 1

SFTP
subsystem sftp SFTP

configure
context local
server sshd
subsystem sftp [ name sftp_name root-dir pathname mode { read-only
| readwrite } ]

* sftp_name
* pathname SFTP

* /hd-raid/records/cdr
* [flash

SFTP

local-user username SFTP

configure

local-user username user_name authorization-level level ftp sftp-server
sftp_name password password

exit

SFTP

administrator SFTP

configure
context local
administrator user_name password password ftp sftp-server sftp_name
exit

VPC-SI System StarOS 21.19
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SFTP

config-administrator SFTP

configure
context local
config-administrator user_name password password Ftp sftp-server sftp_name
exit

TACACS+

VPC-SI  TACACS+ Terminal Access Controller Access Control System+ AAA

TACACS+
TACACS+ VPC-SI
TACACS+ AAA TACACS+
UDP TCP TACACS
TACACS+ NAS NAS
TACACS+ AAA
TACACS+
TACACS+
TACACS+ TCP
TACACS+
TACACS+ VPC-SI TACACS+ AAA
TACACS TACACS+
3
TACACS+
TACACS+
TACACS+ RADIUS TACACS+ AAA
CLI
CLI TACACS+
TACACS +
2 user-id maxsess
StarOS CLI TACACS+
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CLI

starCLIActiveCount
starGlobalCLISessionsLimit

max-sessions TACACS+

0 1

starCLIMaxCount SNMP MIB
starUserCLISessionsLimit SNMP MIB

TACACS+
user-id TACACS+

CLI

default TACACS+
Command Line Interface Reference
[
StarOS  TACACS+ CLI
(i
15.0 MR4 TACACS+ CLI
15 13
TACACS+ AAA TACACS+ StarOS
TACACS+
TACACS+ TACACS+
. / TACACS+
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Star0s B

TACACS+ TACACS+
AVP
TACACS+ StarOS CLI
CLI TACACS+ Exec
show tacacs priv-Ivl StarOS
Tacacs+ StarOS TACACS+
priv-Ivi user-id
Command Line Interface Reference TACACS+ Configuration Mode Commands
©
20.0 StarOS FTP
StarOS
TACACS+ StarOS
©
TACACS+ AAA
TACACS+ AAA
TACACS+ AAA StarOS
TACACS+ TACACS+
TACACS+
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VPN TACACS+

TACACS+ AAA

configure
tacacs mode
server priority priority_number ip-address tacacs+srvr_ip_address

end
* server priority priority number 1 3 18.2 1 4
18.2+ TACACS+
TACACS+ 1 3 4
TACACS+
* ip-address TACACS+ IPv4
TACACS+AAA

. TACACS+
StarOS  TACACS+
configure

aaa tacacs+

end

TACACS+ 94
©
TACACS+
Command Line Reference TACACS Configuration Mode Commands
VPN TACACS+H
TACACS+

TACACS+ VPN
TACACS+
stop TACACS+ on-unknown-user

TACACS+
VPN VPN
on-unknown-user stop
VPN

. VPC-SI System StarOS 21.19



on-unknown-user stop

configure
tacacs mode

TACACS+ B

on-unkown-user stop &quest;

end
TACACS+
TACACS+
CLli TACACS+
|
StarOS TACACS+AAA TACACS+AAA
TACACS+
TACACS+ AAA
Exec
show tacacs [ client | priv-lvl | session | summary ]
show tacacs
TACACS+
asradmin
TACACS+ AAA

active session #1:

login username : asradmin

login tty : /dev/pts/1

time of login : Fri Oct 22 13:19:11 2011

login server priority o1

current login status I pass

current session state : user login complete

current privilege level - 15

remote client application : ssh

remote client ip address 0 111.11.11.11

last server reply status o -1
total TACACS+ sessions o1

|
TACACS+ Command Line Interface
Reference
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B racacs: IPv6

TACACS+ IPv6

SSH/telnet vty

TACACS+

StarOS
vty TACACS+

vty

vty

AAA VPN

vty

TACACS+

TACACS+

configure
aaa tacacs+ noconsole
exit
TACACS+
noconsole
TACACS+

aaatacacs+ noconsole

vty

vty TACACS+

aaa tacacs+ noconsole

TACACS+

on-authen-failstop  on-unknown-userstop  TACACS+

vty
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AAA

AAA

local-user allow-aaa-authentication

noconsole AAA

configure
local-user allow-aaa-authentication noconsole
exit

AAA

VTY

local-user allow-aaa-authentication noconsole
no local-user allow-aaa-authentication

TACACS+

aaa tacacs+ TACACS+
TACACS+
TACACS+ no aaa tacacs+
configure
context ctx_name
no aaa tacacs+
TACACS+ aaa tacacs+
AAA TACACS+
TACACS+

INTY

StarOS
VTY
local-user username

VPC-SI System StarOS 21.19
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B

configure
local-user username <username> [ noconsole | novty ]
exit
noconsole
novty SSH telnet
VTY

noconsole novty
update local-user database

noconsole
novty
VTY
86

AAA

AAA VTY

AAA

noconsole
noconsole

configure
context <ctx_name>
administrator <username> { encrypted | nopassword | password } noconsole

config-administrator <username> { encrypted | nopassword | password }
noconsole

inspector <username> { encrypted | nopassword | password } noconsole

operator <username> { encrypted | nopassword | password } noconsole
exit

noconsole
noconsole AAA
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local-user allow-aaa-authentication noconsole
AAA

Exec show configuration
show configuration | grep noconsole show configuration
| grep novty
2
ID
15.0 ID SHA256
CLI
ID 1D MAC
19.2 CLI
MAC ID
ID
ID 32
SHA256 base36
ID 32
ID

VPC-SI System StarOS
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CLI

chassis key value chassis keycheck

Exec chassis key value key_string
key_string 1 16
Exec chassis keycheck key string key string
MAC
chassis keycheck
19.2 ID chassis keycheck

Command Line Interface Reference

15.0
44
14 15 ID
14 ID
ID
ID
14 44
14
StarOS

. VPC-SI System StarOS 21.19

CLI

Exec Mode Commands

ID
ID
15
14.x 15.0
15
15 16 44
ID
16 ID
v12.2
v15



19.2 ID
ID
ID
MAC
20.0
20.0 ID
ID
Exec setup
[locallhost_name# setup
1. Do you wish to continue with the Quick Setup Wizard[yes/no]: Yy
2. Enable basic configuration[yes/no]: Yy
3. Change chassis key value[yes/no]: Y
4. New chassis key value: key_string
FSC

fabric fsc-auto-recover
FSC

configure
fabric fsc-auto-recovery { disable | enable } [ max-attempts [

number_attempts | unlimited ] ]
end
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B ~

max-attempts [ number_attempts | unlimited ]
1 99 FSC

StarOS

FSC

drop-threshold

fabricegress

. VPC-SI System StarOS 21.19



StarOS

. 101
» Exclusive-Lock 102
« URL 104
. 104
. 105
« show administrators 106
Exec configure config
shared-lock
shared-lock

Warning: One or more other administrators may be configuring this system

shared-lock

configure

ock [ force | warn ]
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. Exclusive-Lock

exclusive-lock exclusive-lock

exclusive-lock
Exec

shutdown-lock

shared-lock shared-lock shutdown-lock

Exclusive-Lock

|

CLI

CLI

Exec configure lock

[local]host_name# configure [ <url>7] lock [ force | warn ]

URL
URL
URL 104

force

warn

configure lock

[local]host_name# configure lock
Info: No one else can access config mode while you have the exclusive lock
[local]host_name#
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Exclusive-Lock

Failure: User <username> has the exclusive lock
- please enter "show administrators® for more information

Failure: Another administrator is still in configuration mode
- please enter "show administrators® for more information

configure lock force

configure lock force Exec

[local]host_name(config)#
Warning: Administrator <username> has forced you to exit from configuration mode
[local]host_name#

configure lock force

[local]host_name# configure lock force
Failure: Another administrator could not release the configuration mode lock
- please enter "show administrators® for more information

configure lock warn
10

[localJhost_name# configure lock warn
please wait for this message to be sent to the other administrators......
[local]host_name(config)#

[local]host_name(config)#

Administrator <username> requires exclusive access to configuration mode
>>> You need to exit from configuration mode as soon as possible <<<
[local]host_name#

configure lock warn

StarOS
syslog
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URL

configure<url>

config config

-noconfirm

[locallhost_name# config /Fflash/myconfig.cfg
Warning: One or more other administrators may be configuring this system
Are you sure? [Y/N]:

-noconfirm

StarOS

StarOS StarOS

[locallhost_name# save configuration /flash/config.cfg
Warning: One or more other administrators may be configuring this system
Are you sure? [Y/N]:

[localJhost_name# save configuration /flash/config.cfg
Failure: Configuration mode is currently locked, use ignore-lock to ignore lock

save configuration ignore-lock

[locallhost_name# save configuration /flash/config.cfg ignore-locks
Warning: Ignoring the configuration mode lock held by another administrator
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save configuration

105
Exec reload shutdown save configuration
reload shutdown StarOS
save configuration CLI shutdown-lock
save configuration StarOS  reload shutdown

Ctrl+C

[locallhost_name# reload

Are you sure? [Yes|No]: YyeS

Waiting for other administrators to finish saving configuration
(ctrl-c to abort) ....... ~C

Action aborted by ctrl-c

[local]host_name#

StarOS
reload

shutdown ignore-locks
StarOS

[localJhost_name# reload ignore-locks -noconfirm
Warning: One or more other administrators are saving configuration

Starting software 21.0...
Broadcast message from root (pts/2) Wed May 11 16:08:16 2016...
The system is going down for reboot NOW I1I

ignore-locks
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. show administrators

show administrators

Exec show administrators
1 M M

o[ ] Exec

°C
*s
L

show administrators

[local]asr5500# show administrators

Administrator/Operator Name M Type TTY Start Time

Bob admin /dev/pts/2 Tue Mar 29 11:51:15 2016
Alice c admin /dev/pts/1 Mon Mar 28 14:41:15 2016
Carol admin /dev/pts/0 Mon Mar 28 14:40:52 2016
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Object Request Broker Element Management ORBEM

Management Protocol SNMP

*« SNMP MIB 107
* SNMP 109
MIB
MIB
MIB SNMP
MIB MIB
OID
MIB MIB
StarOS SNMP MIB
1 StarOS MIB
2
companion_xx.X.X.tgz
3

4 companion-Xx.X.X.XXXXX
5 companion-xx.X.X.Xxxxx.tar

6 MIB tar
MIB .my

starent.my

VPC-SI System StarOS

Simple Network

Cisco Starent MIB
StarOS

MIB

SNMP MIB
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B svwewms

7 MIB STARENT-MIB [File] > [Open]

% Unbrowse SNMP - starentmy g "=
File Edit View Repository Agents Tools Traps Secunty Help

D-DH@ X b eHdess 7o Bele 435 o =l
I Symem

=4 Loy =

S 3 All User Moduies i sToR READ THIS!I
e i s S e

- Do you understand the rules for adding new message J event / disconnect / MIE codes?

&= (1) First allocate new codes in the MAINLINE branch,

e Adding a comment is not sufficient.

@ Backmerge to other branch where you need them.

o (3) Do not remowe codes that are no longer needed.

s Obsolete codes should not be reused for another purpose.
(4} mever change any existing numbers.

Many of these numbers are visible to customers,
They should mewver change betwsen releasesz.

A customer might have some process to look for certain error méssage
- codes in a log file, It would be most unfortunate if the same error
.- message used a different code in a later release.

- (53 Merge conflicts should happen only when somecne dossn’t follow the rules.
-- The MAIMLINE branch is the authority in case of any discrepancies.
== (6) Look for additional rules in this file,

-- Sometimes a last or max value needs to be updated. .
-- Sométimes & corrésponding changs neseds to be made in some other file.

4| M | »

335998

STARENT-MIB.vosmi

& SNMP - € oo ing/Uinisash TBRepRocy TBLocalfll User Modbes/STARENT-MIBvasmi - [STARENT-ME.voeeni] [=er X
@ Fle Edit View Repoutory Agents Tools Trips Secuity Meélp [-[=]x]
D-OHBX0D 90D BL% 70 Hw e da s
B4 System foko 5 mee [ubse = lerapeT s S
E-L4 Local
B0 Al Lier Modules i S, Bne. | —
B STARENT-MIB - stareniMIB
~ imponied detndons. .
* starertMB00jec | impen 1 | =
W staneniTraps MODULE-DENTITY  SHMPE-SiA £]
® stanentdiEContoy || OBECTTVPE SANE b -
Emad  wupport@slocesinatworks com
W CIRCD DO
G Fystens AER fasn sevies of wultisedie core platdorms (M50 §036, -
a3 L8008

Basignad snciusivaiy Tor mebile and Tioed webile comvereed agplisssisni.
Casens AFR fuex wavies predecis provide s Rgh-perforsants, highly Lrasiliger
pastterm ndsaily sudSed for Savelspasnt in BeBiis GParaton metwerks
ke fulfsll by bl . Th plstfers Cestures JG/I055
ad W3PS adSi-sarvice acceds Andapadent CapaBilities ceupled with e carcier class

Aty danign. with an smmdsr ngply
o #istributed processing rescwrces, the AFR Szax series offars a varisety of high towsh
Inlune Farvizes to smadle vervize Frovidars to momstins the valus of the natwsrk
while anriching the svarall subscriber srperisnce.

F35999

MIB
starCardPACMigrateFailed OID
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SNMP B

= B System fofo S mw [avedm =] starCardPACMIgrateralled KT
& i Loc T e — w
-1 Al User Modules 2@ starenthIB = | L3614 080064.2,18 b ,;mm
B STARENT-MIE W starenthIBObjects & | org dod iemed prvale enerpnses. starerdE staren Traps starCardPACMgreteF sebed dupreceis
[ starentiags | q
& starCardTempOverheat o E— 3
&% ararCandTempOi b
- starCardReset ||.-m |z |?:-n ke n-nl-ul Ve |
w (e -
&% starCardRebooRequest
B staeCanaUp ey Ln A
&, starCandValtageF ailure
L 4 Bireinai.
B srarCandRemcved m' Nams | Typa | oty |
& starCarcinserted 1 = e — 1361418
&% starCardBoctFailed
& staCandFaled Luricnpien
. [\ SAC/PEC Migraticn oparstion has fabled.  Tha first varbind adentifiws the PACIPSC -
- starCand TWFadled that was sctimpad o b AdGruted Mray frims tha astvad ucbind idsmcifiss ke BAC/PSC that vas
B, s CardRCCRailed wxcenpred o be migraced co.
@ starCandbdismatch Frohable Cause; The BUC/HE Being siquated To was rescwed 47 ressr Befors
- The MLGEALLiR Siapleledi The igvallis iperstlin was Ternissted by
&\ starCardFailurelEDOn WALMIES 1 B e frata o1 hardvars fallure #n 4ithes BAEFHEC invelved
-, shaeCadrsluwrelEDON in &the migrstien apesstion.
- starCandPACMI grateStan The BAC/FEC in qeestion will be ressc: s scarCardlp notificetion will be genersced
@ starCardPACMigrateComplete wiam cha oard ix ppanmiossl spais.
2 starCardPACMigrateFaled
&= starilotium
& thrslo U

", starCandSP TS ihoverStart
% sharCard SPChwilchoverComplet
“ starCardSPCowi tchoverFailed
% starfanfaled
% st anRemovid
", starFaninsertad
% starlogThreshold
S sharCPUB Ry
%, sharCPUM emandow »

@888 8-88 88

4115

SNMP MIB MIB OID
MIB

SNMP MIB Release Change Reference
S\NMP MIB Changes in Release xx

SNMP

SNMP EMS
SNMP

Command LineInterface Reference

SNMP MIB Reference StarOS MIB  SNMP

EMS
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1 UbP
SNMP

2 SNMP

110
SNMP

SNMP

SNMP

configure
system contact contact_name
system location location_name

SNMP

111

snmp authentication-failure-trap
snmp community community_string
snmp server port port_number
snmp target name ip_address
snmp engine-id local id_string
snmp notif-threshold value low low_value period time_period
SNMpP user user_name
snmp mib mib_name
snmp runtime-debug [ debug-tokens token_id token_id token_id...token_id
end
e sNMp Management Information Base MIB
. SNMPv1 SNMPv2c SNMPv3
EMS SNMP 1 SNMPv1
SNMP 2c  SNMPv2c SNMP
EMS snmp target
1 2c
 snmp notif-threshold SNMP
SNMP 300
300

* snmp engine-id local SNMPv3

ID SNMP SNMP

2

21.19
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SNMP B

* snmp SNMP v3
. Cisco MIB snmp mib
STARENT-MIB
. SNMP
CPU CPU no snmp runtime-debug
MIB SNMP
| B
SNMPv3 EMS
1 SNMP show snmp server
SNMP Server Configuration:

Server State : enabled
SNMP Port 161
sysLocation : chicago
sysContact : admin
authenticationFail traps : Enabled
EnginelD : 123456789

Alert Threshold
Alert Low Threshold
SNMP Agent Mib Configuration:

: 100 alerts in 300 seconds
: 20 alerts in 300 seconds

STARENT-MIB : Enabled
IF-MIB : Disabled
ENTITY-MIB : Disabled
ENTITY-STATE-MIB : Disabled
ENTITY-SENSORE-MIB : Disabled
HOST-RESOURCES-MIB : Disabled
C1SCO-MOBILE-WIRELESS-SERVICE-MIB : Disabled
CISCO-ENTITY-DISPLAY-MIB : Disabled
CISCO-PROCESS-MIB : Disabled
CISCO-ENTITY-FRU-CONTROL-MIB : Disabled
2 SNMP
show snmp communities
SNMP

3 SNMP

show snmp transports
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Target Name: rmsl
IP Address: 192.168.1.200
Port: 162
Default: Default
Security Name: public
Version: 1
Security:
View:
Notif Type: traps
SNMP
SNMP
|
Command Line
Interface Reference
SNMP
1
configure
snmp trap suppress
snmp trap suppress trap_namel trap_name2 ... trap_nameN
snmp trap enable
2
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. 113

. 115

. 115

IP
IP show ip pool
IP ispl

context : ispl:
Fo——— Type: (P) - Public (R) - Private
| (S) - Static (E) - Resource
|
| +----State: (G) - Good (D) - Pending Delete (R)-Resizing
I
|| ++--Priority: 0..10 (Highest (0) .. Lowest (10))
il
|11]]+-Busyout: (B) - Busyout configured
i
vvvvwv  Pool Name Start Address Mask/End Address Used Avail
PGOO ipsec 12.12.12.0 255.255.255.0 O 254
PGOO pooll 10.10.0.0 255.255.0.0 0 65534
SGOO0 vpnpool 192.168.1.250 92.168.1.254 0 5
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Total Pool Count: 5

|
show
Command Line Interface Reference Exec Maode show Commands
show service type service name
pgw P-GW

Service name o pgwl
Service-1Id o1
Context : testl
Status : STARTED
Restart Counter - 8
EGTP Service : egtpl
LMA Service : Not defined
Session-Delete-Delay Timer : Enabled
Session-Delete-Delay timeout : 10000(msecs)
PLMN ID List : MCC: 100, MNC: 99
Newcall Policy : None
show context name name

ID

testl

Context Name ContextlD State
testl 2 Active

show configuration
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show configuration errors

servicel
srvl

section [help]

show configuration errors section ggsh-service

show configuration errors section aaa-config

g g g g g g g g gy
HHHHHHHH R R

Displaying Global
AAA-configuration errors

g g g g g gy

HHHHHHHH R R R

Total O error(s) in this section !

Exec

[localJhost_name# Filesystem synchronize all

filesystem

Command Line Interface Reference Exec Mode Commands

Exec

[local]host_name#

save configuration url [ obsolete-encryption | showsecrets | verbose ]
[ -redundant ] [ -noconfirm ]

url
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URL
@

6

obsolete-encryption showsecrets StarOS 19.2 save

configuration
S

usbl ush2
VPC
Command Line Interface Reference Exec Mode

Commands

save configuration /flash/cfgfiles/system.cfg
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. 117
. 118
* VLANs 121

Command
Line Interface Reference

configure
context name
end
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[local]host_name# show context all

2 2
1 1

Context Name ContextlID State

local 1 Active

source 2 Active

destination 3 Active

ID 3
2
3
1 119 IP
2 119
3 120
4
Command Linelnterface Reference Ethernet Port Configuration Mode Commands

Ethernet Interface Configuration Mode Commands
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configure
context name
interface name

{ ip | ipv6 } address address subnetmask [ secondary ]

end
. loopback
interface name

. IP

secondary IP

IPv6 16
. IP

port-switch-on-L3-fail address
IP IPv4 10
configure

port ethernet slot#/port#
description description
no shutdown
bind interface interface_name context_name
end

dot#

VPC-SI System StarOS 21.19

UpP
loopback

{ip|ipv6 }address
IPv4 10

16




configure
context name
{ ip | ipv6 } route ip_address netmask next-hop gw_address interface_name

end
e ip_address netmask IP
IP IPv4 10 IPv6
16
e gw_address IP
IP IPv4 10 IPv6 16
. 0.0.0.0

[localThost_name# conteXxt context_name
[context_name]host_name# show { ip | ipv6 } interface

context_name

mgmt1

mgmt1l
Intf Name: mgmtl
Intf Type: Broadcast
IP State: UP (Bound to 10/11 untagged, iflndex 285278209)
IP Address: 192.168.100.3 Subnet Mask: 255.255.255.0
Bcast Address: 192.168.100.255 MTU: 1500
Resoln Type: ARP ARP timeout: 3600 secs
Number of Secondary Addresses: 0
Total interface count: 1

[context_name]host_name# show configuration port slot#/port#
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vians Il

source rpl

config
port ethernet 1/11
description 11_RP1
no shutdown
bind interface rpl source
end

[context_name]host_name# sShow ip static-route

192.168.250.1 IP

Destination Nexthop Protocol Prec Cost Interface
0.0.0.0/0 192.168.250.1 Static 0 0 vNIC1
0.0.0.0/0 192.168.250.1 Static 0 0 rpl source

VLANS

LAN VLAN 2
VLAN 802.1q
VLAN ID
VLAN VLAN
KVM VLAN
eth0 ethl
VLAN ID
VMware 1 vSphere
vSwitch
vSphere 1,000
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vSphere
vSphere vSphere
1
VLAN
VLAN
VLAN OA&M
OA&M IP OA&M
VLAN VLAN SGi
Gi Pi eGTP
vlan
configure
port ethernet 1/1
vlan 184

no shutdown
bind interface 19/3-UHA foo
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StarOS

. 123

* ICSR 125

. SNMP 125

. 125

. 125

. 126

e Test-Commands 127

. COTS 130

*0OS 132

CLlI

21.0 StarOS MD5

64 8

64
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MD-5

+A
&
21.0 B
15.0
cli-encrypt-algorithm
21.0
MD-5 A
B AES-CTR-128
HMAC-SHA1
21.0 B
+B
19.2 3
C HMAC-SHA512
+C
19.2 ID
16 v v
2 ID
MAC

cli-encrypt-algorithm

config
cli-encrypt-algorithm { A| B | C }

+A

DES
StarOS
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ICSR B

ICSR

ICSR 2 VPC-SI
/
ICSR 2 /
ISCR
ICSR
ICSR
ICSR SRP
DES
ICSR

SNMP

Simple Network Management Protocol SNMP
SNMP PDU

snmp community encrypted name SNMP
Command Linelnterface Reference Global Configuration Mode
Commands

LI
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RADIUS Diameter access-accept LI
LI LI
LI
LI
LI
LI LI
|
LI
|
RADIUS LI
PDSN HA
1 LI LI
LI
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SNMP
« starLocalUserAdded

« starLocalUserRemoved

SNMP

starLocalUserPrivilegeChanged

starOsShellAccessed

Test-Commands

test-commands
CLI test-commands

VPC-SI System StarOS 21.19 .




. cli test-commands

A

CLI test-commands

Cisco TAC
/
cli test-commands
test-commands
cli hidden
[localThost_name# config
[local]host_name(config)# cli hidden
[local]host_name(config)#
cli hidden
&
CLlI test-commands
CLI
CLI
password
[flash show configuration save configuration
tech-support test-commands [encrypted]
password new_password [ old-password old_password ] CLI

[localJhost_name# config

[localJhost_name(config)# tech-support test-commands password new_password [
old-password old_password ]
[local]host_name(config)#

tech-support password is already configured
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Exec cli test-commands .

Enter old tech-support

password:

old-password old_password

Failure: Must enter matching old tech-support password

to replace existing password
Exec setup

setup

cli test-commands [ encrypted ] password password

encrypted password
encrypted
password
6
tech-support test-commands password StarOS
cli test-commands  password
CLI
cli hidden
Exec cli test-commands
Exec Exec cli
[locallhost_name# cli test-commands [encrypted] password password
Warning: Test commands enables internal testing and debugging commands
USE OF THIS MODE MAY CAUSE SIGNIFICANT SERVICE INTERRUPTION
6

CLI SNMP starTestModeEntered

cli test-commands

cli test-commands

[1ocalJhost_name# config
[localJhost_name(config)# cli test-commands [encrypted] password password
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COTS

Warning: Test commands enables internal testing and debugging commands
USE OF THIS MODE MAY CAUSE SIGNIFICANT SERVICE

INTERRUPTION

[
CLI starTestModeEntered
StarOS VPC
COTS Intel Communications 89xX
VPC VPC
Intel
Communications 89xx Coleto Creek
A\
VPC SF
VM Intel Communications
COTS show hardware

[local]swch32# show hardware

System Information:
Platform
UulD/Serial Number
CPU Packages
CPU Nodes
CPU Cores/Threads
Memory
Crypto Accelerator

Storage Devices:
Virtual Flash

Type
Model
Serial Number
Hard Drive 1
Type
Model
Serial Number
Hard Drive 2
USB 1
USB 2
CDROM 1
Type
Model
Network Interfaces:

loeth0 addr 52:54:00:ae:b7:72 at virtiol, 1af4:0001 (virtio_net)

VPC SI

: KVM Guest
: 014A4D4F-7644-4CF1-C408-8ABB631B3E34
: 1 [#0]
o1

: 16

: 16384M (qvpc-si-medium)

Coleto Creek AO

: Present

: 4096M disk

: ATA-QEMUHARDDISK
: QmMo0001

: Present

: 16384M disk

: ATA-QEMUHARDDISK
- QM00002

: Not Present

: Not Present

: Not Present

: Present

: cdrom

: QEMU-QEMUDVD-ROM

RxQ(s)/RINGSZ/COALESCE: 1/256/-NA-
TXQ(s)/RINGSZ/COALESCE: 1/256/-NA-
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NODE-
portl_ 10 addr 00:1b:21: 87
RxQ(s)/RINGSZ/COALESCE:
TxQ(s)/RINGSZ/COALESCE

NODE-

portl_ 11 addr 00:1b:21: 87
RxQ(s)/RINGSZ/COALESCE:
TxQ(s)/RINGSZ/COALESCE
NODE-

show hardware

[local]swch81# show hardware

System Information:
Platform
uuiD/Serial Number
CPU Packages
CPU Nodes
CPU Cores/Threads
Memory
Crypto Accelerator

Storage Devices:
Virtual Flash

Type

Model

Serial Number
Hard Drive 1

Type

Model

Serial Number
Hard Drive 2
USB 1
USB 2
CDROM 1

Type

Model

Network Interfaces:

loethO addr 52:54:00:e9
RxQ(s)/RINGSZ/COALESCE:
TxQ(s)/RINGSZ/COALESCE
NODE-1D

portl_10 addr 52:54:00: 22
RxQ(s)/RINGSZ/COALESCE:
TxQ(s)/RINGSZ/COALESCE
NODE-1D

portl_11 addr 52:54:00: 3e
RxQ(s)/RINGSZ/COALESCE:
TxQ(s)/RINGSZ/COALESCE
NODE-1D
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o1
: 16

: 32768M (gvpc-si-medium)
: None

COTS

—NA-
1l4:ac at 0000:00:06.0, 8086:10fb (ixgbe)
16/4096/500

167409670

—NA-

14:ad at 0000:00:07.0, 8086:10fb (ixgbe)
16/4096/500

167409670

: -NA-

VPC SI

: KVM Guest
: EOA26495-F822-4AC0-914D-B51332177C4D

1 [#0]

: Present

: 4096M disk

- ATA-QEMUHARDDISK
- QMO0001

: Present

: 16384M disk

- ATA-QEMUHARDDISK
- QMO0002

: Not Present

: Not Present

: Not Present

: Present

: cdrom

: QEMU-QEMUDVD-ROM

:70:05 at virtiol, 1af4:0001 (virtio_net)

1/256/-NA-

1/256/-NA-

-NA-

f7:85 at virtio2, 1af4:0001 (virtio_net)
8/256/-NA-

8/256/-NA-

-NA-

67:f9 at virtio3, 1af4:0001 (virtio_net)
8/256/-NA-

8/256/-NA-

o -NA-




0S

* VPC-DI
* VPC-SI

N/A

* VPC-DI

« VPC-S System

21.2 N5.1

21.13

ASR 5500 VPC

(ON)

HWRNG
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HWRNG

HWRNG libvirt xml
StarOS virtio_rng

<rng model="virtio®>

<backend model="random">/dev/random</backend>

<address type="pci” domain="0x0000" bus="0x00" slot="0x07" function="0x0"/>
</rng>

N

StarOS
virtio_rng
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10

135
136
136
137

ASR 5500
VPC-DI
VPC-SI

N/A

¢ ASR 5500 System Administration Guide
* VPC-DI

« VPC-S System

21.3
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RSA

1. SHA512
Linux/OpenSSL

openssl dgst -sha512 -binary -out digest cfg_file

2. RSA

Linux/OpenSSL

openssl pkeyutl -sign -in digest -inkey pri_key.pem -out sig \
-pkeyopt digest:sha512 -pkeyopt rsa_padding_mode:pss \
-pkeyopt rsa_pss_saltlen:-2

3. base64 #

Linux/OpenSSL

echo -n “#” > sig_base64
base64 sig -w 0 >> sig_base64
echo “” >> sig_base64

Linux/OpenSSL
cat sig_base64 cfg_file > signed_cfg_file
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RSA

RSA PEM .pem OpenSSL

openssl rsa -in pri_key.pem - pubout -out pub_key.pem
__or__
openssl rsa -in pri_key.pem -RSAPublicKey out -out pub_key.pem

PEM RSA OpenSSL
openssl genrsa -out pri_key.pem 2048
openssl rsa openssl genrsa OpenSSL
)
enable cfg_pubkey
138
1. RSA
2.
3. base64
4. RSA
5. SHA512
6.

RSA PEM
RSA
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cfg-security import public-key url url_address

. .pem .pem

e url_address

[file:]{/flash | /usbl | /hd-raid | /sftp}[/directory]/filename
tftp://host[: port][/< directory>]/filename

ftp://[user name[: password]@]host[ : port] [/directory]/filename
sftp://user name[: password]@]host[:port][/directory]/filename
http://[username[: password]@]host[ : port][/directory]/filename
https://[username]: password] @]host[: port][/directory]/filename

[ no ] cfg-security sign

. cfg-security sign PEM
enable_cfg_pubkey

. no cfg-security sign
no cfg-security sign
enable _cfg_pubkey

. enable_cfg_pubkey
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139

. 140

. 145

. 175

. 178

VPCVM
* /flash M vHDD-1
StarOS CLI

¢ /hd-raid CF VM

CDR
.bin

* CLI .cfg
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vHDD-2
UDR

CLI




. boot.sys

boot.sys
.bin

boot.sys

boot.sys
CLI
* bootmode

CLI
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.SYs

.cfg
crashlog
[flash/crsh2/
normal
[flash

boot.sys

CLI
CLI
CLI
Exec

CLI



Command Line Interface Reference Exec Mode
Commands

mkdir

[localJhost_name# mkdir { /flash | /usbl | /hd-raid } /dir_name

configs

[locallhost_name# mkdir /Fflash/configs

rename

/flash iot_test.cfg iot_accept.cfg

[locallhost_name# rename /flash/iot_test.cfg /flash/iot _accept.cfg
-noconfirm

rename

copy

Exec

[localJhost_name# COpY from url to_url [-noconfirm]

system.cfg cfdfiles configs_old

[locallhost_name# copy /Fflash/cfgfiles/system.cfg
/Tlash/configs_old/system 2011.cfg
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init_config.cfg config_server  TFTP

[locallhost_name# copy /Flash/cfgfiles/init_confg.cfg
tftp://config_server/init_config.cfg

delete

boot.sys

[locallhost_name# delete { /flash | /usbl | /hd-raid }/filename [ -noconfirm

1
/flash est.cfg
[locallhost_name# delete /flash/test.cfg

rmdir

rmdir
CLI Directory not empty

[local]host_name# rmdir url /dir_name

[flash config

[locallhost_name# rmdir /Flash/configs

format
FAT16
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CLI

NTFS FAT32
CLI

MIO/UMIO/MIO2

CLI

filesystem format

[local]host_name# Filesystem format { /flash | /usbl | /hd-raid }

CLI

.conf

CLI

CLI CLI Exec

[localJhost_name# configure url [ verbose ]

url CLI

[/flash clearcmds CLlI

[locallhost_name# configure /flash/clearcmds.cfg
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Exec
directory { /flash | /usbl | /hd-raid }

CLI boot.sys

CLI boot.sys
Exec
0S

[localJhost_name# show file url { /flash | /usbl | /hd-raid } filename

url filename

show file
directory

.bin
oS

.bin

ASCII

Exec

[localJhost_name# show version { /flash | /usbl | /hd-raid }
/Idirectory]/filename [all]
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Failure: Image /flash/image_version.bin CRC check failed!
Failure: /flash/image_version.bin, has a bad magic number

CLI

100 1 boot.sys
10

boot.sys 140 boot.sys
boot.sys

/hd-raid
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. LAN

DNS IP

boot.sys Exec show

boot
e

show boot

CLI [flash

&

StarOS 16.1 16.1

production.image.bin 16.1 asr5500-image_number.bin
1 161 SarOS

boot system priority 18 \
image /flash/15-0-builds/production.45666.bin \
config /flash/general_config.cfg

boot system priority 19 \
image /flash/15-0-builds/production.45717_bin \
config /flash/general_config_3819.cfg

boot system priority 20 \
image /flash/15-0-builds/production.45069.bin \
config /flash/general_config_3665.cfg

2 SarOS 16.1

boot system priority 18 \
image /flash/16-1-builds/asr5500-16.1.3.bin \
config /flash/general_config.cfg

boot system priority 19 \
image /flash/16-1-builds/asr5500-16.1.1.bin \
config /flash/general_config_3819.cfg

boot system priority 20 \

image /flash/16-1-builds/asr5500-16.1.0.bin \
config /flash/general_config_3665.cfg
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18 19 Trivial File Transfer Protocol TFTP
[flash

LAN

boot networkconfig static ip address miol 192.168.1.150 netmask 255.255.255.0

boot delay 15

boot system priority 18 image tftp://192.168.1.161/tftpboot/image_version.bin \config
/Tlash/general_config.cfg

boot system priority 19 image tftp://192.168.1.161/tftpboot/image_version.bin \config
/Tlash/general_config.cfg

boot system priority 20 image /flash/image_version.bin \config /flash/general_config.cfg

show boot initial-config

[locallhost_name# show boot initial-config

Initial (boot time) configuration:
image tftp://192.168.1.161/tftpboot/image_version.bin \
config /flash/config_name.cfg

priority 1
[ €
boot.sys 10
1
1
boot.sys
10 10
1
148
boot.sys
Exec
configure

boot system priority number image image_url config cfg_url
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3

boot system priority 3 image /flash/image_filename.bin config

/flash/config_name.cfg

boot.sys

CF VM

filesystem synchronize all

boot.sys
Exec

configure

no boot system priority number

number

StarOS

StarOS

boot.sys

149

VPC / bin
StarOS  bin

VPC

StarOS
1. AutoVNF CF ESC UEM VIP

2. (ON)
3.
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4, Zookeeper 153
5. ESC 154
6. [flash 154
7. StarOS [flash 155
8. 160
9. 169
10. 162
CF SF VNFC StarOS
» AutoDeploy AutoVNF ESC UEM CFVM IP
OpenStack
* OpenStack Ansible

cd /home/stack/

source stackrc

cd /home/stack/ansible/

ansible-playbook -i inventory openstack_verify.yml

* AutoVNF/ESC/EM/VNF VM AutolT  UltraM

VM VM
. StarOS
«ESC UEM CF

. StarOS bin

AutoVNF CF ESC UEM VIP
CF SF VNFC
AutoVNF CF ESC UEM VM VIP
1. ubuntu AutoDeploy VM

ssh ubuntu@<ad_vm address>
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AutoVNF CF ESC UEM  VIP

sudo -i
3. ConfD CLI

confd cli -u admin -C
4.

5. AutoVNF ESC UEM CF VM

show vnfr

vnfr autoit-f-autovnf

vnfd f-autovnf

vnf-type usp-uas

state deployed
external-connection-point avf

virtual-link-ref management

VIP

ip-address 192.168.100.26

floating-ip-address 10.225.202.94
vnfr sj-autovnf-esc
vnfd esc
vnf-type esc
state deployed
external-connection-point €SC
virtual-link-ref management
ip-address 192.168.100.22
vnfr sj-autovnf-vpc
vnfd vpc
vnf-type ugp
state alive
external-connection-point CT
virtual-link-ref management

ip-address 192.168.100.38

external-connection-point em

virtual-link-ref management
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0s B

ip-address 192.168.100.21
CLI
.bin

* 161 SarOS

production.build_number.asr5500.bin
production.54029.asr5500.bin

* SarOS 16.1
asr5500-release_number.
bin asr5500-16.1.0.bin
20.0 SarOS REL starfile
.bin.SPA REL
A
asr5500-20.0.0.bin.SPA
B
20.0 SarOS
ftpd telnet tcpdump
staros.conf
_T
asr5500_T-20.0.0.bin.SPA
StarOS
1. VNF
2. StarOS Exec
show version
Active Software:
Image Version: 21.9.0.69918
Image Build Number: 69918
Image Description: Deployment_Build
Image Date: Sun Jul 22 12:08:55 EDT 2018
Boot Image: /Tlash/staros.bin
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Source Commit ID: 94797337b6c1691541ea0dd86F2F29b0F2c3630cC

3. StarOS Exec

show build

CF SFVNFC
StarOS
[flash usB
Cisco TAC
UGP VNF bin AutoVNF OSPD
VM
1. VNF  AutoVNF
ssh ubuntu@<ad_vm_address>
ssh ubuntu@10.225.202.94
2. StarOS qvpc-di AutoVNF/OSPD
cd /home/ubuntu/
mkdir StarOSBinUpgrade
3. Cisco StarOS gvpc-di
SarOSBinUpgrade
cd StarOSBinUpgrade
bin

Is -Irt /home/ubuntu/StarOSBinUpgrade

total 172560

-r--r--r-- 1 ubuntu ubuntu 176698880 Jul 24 23:29 qvpc-di-21.9.0.69932.bin
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Zookeeper

Zookeeper .

CF SF VNFC

zookeeper

1.

IP AutoVNF

ssh ubuntu@<ad_vm address>

ssh ubuntu@10.225.202.94

AutoVNF CF ESC UEM VIP 149 VIP
UEM VM

ssh ubuntu@<vip-addr>

ssh ubuntu@192.168.100.21

sudo -1

Zookeeper UEM IP
#ifconfig

ethO Link encap:Ethernet HWaddr fa:16:3e:71:1d:08

inet addr:192.168.200.12 Bcast:192.168.200.255 Mask:255.255.255.0
Navigate to the /opt/cisco/usp/packages/zookeeper/< current>/bin

UEM Zookeeper

zkCli.sh -server ip_addr:port_num

zkCli.sh -server 192.168.200.12:2181

zookeeper UEMVM CFVM

Is /request

[1

<Ctrl+D to exit Zookeeper shell>
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B e

ESC

[flash

CF SF VNFC

ESC

IP AutoVNF

ssh ubuntu@<ad_vm address>

ssh ubuntu@10.225.202.94

AutoVNF CF ESC UEM VIP 149 VIP
ESC VM

ssh admin@< vip-addr>

ssh admin@192.168.100.22

ESC

sudo Zopt/cisco/esc/pgsgql/bin/psql -U esc -p 7878 -h localhost -c
"select * from esc_schema.workitem®;

config_id | request_id | mo_type | config_action | config_state
----------- o
(0 rows)

escadm ip_trans

Number of in-progress transaction events = 0

StarOS /

AutoVNF CF ESC UEM VIP 149 VIP
CFVM

ssh ubuntu@< vip-addr>

ssh ubuntu@192.168.100.38

Exec
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StarOS

[localJhost_name# directory /flash

—FWXFwXFr—-X 1 root root
—FWXFwXFK—-X 1 root root
—FWXFwXFK—-X 1 root root
—FWXFwXr—-X 1 root root
—FWXFwXFK—-X 1 root root
—FWXFwWXFK—-X 1 root root
—FWXFwXFK—-X 1 root root
—FWXFwXFK—-X 1 root root
1136352 /flash

Filesystem 1k-blocks

/var/run/storage/flash/partl 3115468
/mnt/user/ .auto/onboard/flash

Star0s fflash B

7334 May 5 17:29 asr-config.cfg
399 Jun 7 18:32 system.cfg
10667 May 14 16:24 testconfig.cfg

10667 Jun 1 11:21 testconfig_4.cfg
5926 Apr 7 16:27 tworpcontext.cfg
15534 Aug 4 13:31 test_vlan.cfg

2482 Nov 18 11:09 gateway?2.cfg
159106048 Dec 31 2011 image_filename

Used Available Use% Mounted on

1136352 30018336 4%

Available
CLI
[local]host_name#
[flash
MIO/UMIO/MIO2 VPC-DI CF VPC-SI [flash
. FTP [flash
|
FTP
FTP
20.0 StarOS
FTP
o SFTP [flash
UGP VNF StarOS bin CF
1. bin AutoVNF OSPD VM

ssh ubuntu@<ad_vm_address>

VPC-SI System StarOS

21.19 II




B seos flash

ssh ubuntu@10.225.202.94
2. bin

cd /home/ubuntu/StarOSBinUpgrade/ && Is -Irt

total 172560

-r--r--r-- 1 ubuntu ubuntu 176698880 Jul 24 23:29 qvpc-di-21.9.0.69932.bin

3. SFTP CFVM

sftp ubuntu@192.168.100.38

4, sftp
#sftp>pwd
Remote working directory: /
#sftp>ls
hd-raid sftp
#sftp>cd sftp

5. sftp

#sftp>put image_filename.bin

#sftp>put qvpc-di-21.9.0.69932.bin

Uploading qvpc-di-21.9.0.69932_bin to
/ .auto/onboard/flash/sftp/qvpc-di-21.9.0.69932_bin
gqvpc-di-21.9.0.69932.bin 100% 169MB 168.5MB/s  00:01

6. AutoVNF CF ESC UEM VIP 149 VIP
CF VM

ssh ubuntu@<vip-addr>

ssh ubuntu@®192.168.100.38

7. bin  sftp flash
copy /flash/sttp/image_filename.bin /flash/updated.bin

#copy /flash/sftp/qvpc-di-21.9.0.69932.bin /flash/updated.bin

Transferred 176698880 bytes in 2.718 seconds (63486.9 KB/sec)
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8.
9.
10,
15.0
15
20.0
20.0

sftp bin
delete /flash/sftp/image_filename.bin

delete /flash/sftp/qvpc-di-21.9.0.69932_bin
Are you sure? [Yes|No]: yes
File /flash/sftp/qvpc-di-21.9.0.69932_bin removed

Exec [flash

[locallhost_name# directory /flash

show version /flash/image filename.bin

[flash
URL
14.0
14 15 ID
14 ID 14.x 15.0
ID
15 chassis-key CLI
ID 15 16 44
14 44 ID
14 16 ID
v12.2
v15
StarOS /
MD5
20.0 PBKDF2
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PBKDF2

PBKDF2 MD5
20.0 StarOS
MD5
Exec downgrade local-user database
StarOS
StarOS
PBKDF2 MD5
[flash
PBKDF2
MD5 StarOS
PBKDF2 StarOS  PBKDF2
MD5
StarOS show local-user
[verbose]
* Exec password change local-user username
. no suspend local-user username
CLI
Exec

[local]host_name#
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1. 159

2. Day 160

3. CLI 160
4. 160

5. 162

6. 169

7. 162

Exec

[locallhost_name# newcall policy { asngw-service | asnpc-service |

sgsn-service } { all | name service name } reject

[localJhost_name# newcall policy { fa-service | Ins-service |

mipv6ha-service } { all | name service_name } reject

[localThost_name# newcall policy { ha-service | pdsn-service |

pdsnclosedrp-service } { all | name service name } { redirect

target_ip_address [ weight weight_num ] [ target_ipaddress2 [ weight weight_num ]
... target_ip_addressi6 [ weight weight_num ] | reject }

[localJhost_name# newcall policy ggsn-service { apn name apn_name | all |

name service_name } reject

[locallhost_name# newcall policy hnbgw-service { all | name service_name }
reject

[localJhost_name# newcall policy { pcc-af-service | pcc-policy-service } {
all | name service_name } reject

[localJhost_name# newcall policy {pcc-af-service | pcc-policy-service } {

all | name service_name } reject

[locallhost_name# newcall policy mme-service { all | name service_name }
reject

Command Line Interface Reference Exec Mode
Commands
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. Day

Day

CLI

Message of the Day

[localThost_name(config)# banner motd '‘banner_text"

banner_text 2048 Banner_text

" CLI
CLI Reference

CLI

[local]host_name# copy from url to_url [ -noconfirm ]

CLI

[flash general.cfg
general_3652.cfg

[localJhost_name# copy /Flash/general_cfg /flash/general_3652.cfg

AutoVNF CF ESC UEM VIP 149 VIP
VNF

ssh ubuntu@<vip-addr>

ssh ubuntu@192.168.100.38

Exec
chassis key value 1234

Save config before reload chassis, EVEN IF the same old key value is used.
Old config scripts will become invalid after reload.
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save configuration /flash/system.cfg

Warning: About to overwrite boot configuration file
Are you sure? [Yes|No]: yes

# show boot

bin

Monday May 21 20:39:57 UTC 2018

boot system priority 8 \
image /flash/sftp/production.YYYYY._.qgvpc-di.bin \
config /flash/sftp/tb5_vnfl_dayN.cfg

boot system priority 9 \
image /flash/staros.bin \
config /flash/sftp/tb5_vnfl_dayN.cfg

boot system priority 10 \
image /flash/staros.bin \
config /flash/system.cfg

#config

StarOS bin

#boot system priority 1 image /flash/updated.bin config
/Tlash/system.cfg

#end

#show boot

boot system priority 1 \

image /flash/updated.bin \

config /flash/system.cfg

boot system priority 10 \

image /flash/staros.bin \

config /flash/system.cfg

dir /flash

total 320376

-rw-rw-r--
-rw-rw-r--
drwxrwxr-x
-rw-rw-r--
drwxrwxr-x
drwxrwxr-x
-rw-rw-r--
drwxrwxr-x

1

WEPNWEDNPRE

root
root
root
root
root
root
root
root

root
root
root
root
root
root
root
root

bin

134 May 3 10:11 boot.sys

3920672 May 11 19:49 crashlog2

4096 May 11 19:49 crsh2

156 May 11 19:49 module.sys

4096 May 11 19:49 patch

4096 May 11 19:49 persistdump

79 May 11 19:49 restart_file_cntr.txt
4096 May 11 20:07 sftp
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-rw-rw-r-- 1 root root 160871936 May 3 10:11 staros.bin
-rw-rw-r-- 1 root root 5199 May 11 19:57 system.cfg
-rw-rw-r-- 1 root root 163227136 May 11 20:07 updated.bin
320476 /flash

Filesystem 1K-blocks Used Available Use% Mounted on
/var/run/storage/bootl/part2

4112620 320476 3792144 8% /mnt/user/.auto/onboard/flash

CLI

[localJhost_name(config)# boot system priority number image image_url /flash
filename config cfg_url /flash/filename

<N-1>

Exec show boot boot.sys 10

boot.sys 10
10 1

no boot system priority

[localJhost_name# configure
[localJhost_name(config)# N0 boot system priority number

boot.sys.sys

[localJhost_name# configure
[localJhost_name(config)# boot system priority number image image_url config
cfg_url

boot system priority
147

VNF

1. AutoVNF CF ESC UEM VIP 149 VIP
VNF
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ssh ubuntu@<vip-addr>

ssh ubuntu@®192.168.100.38

Exec

[localJhost_name# reload [-noconfirm]

CLI

PDSN IP
PDSN Administration Guide Configuring |PSP Before the Software Upgrade
VNF StarOS
show version
Active Software:
Image Version: 21.9.0.69977
Image Build Number: 69977
Image Description: Build
Image Date: Mon Jul 30 06:48:34 EDT 2018
Boot Image: /Tlash/updated.bin
Source Commit ID: abde005a31c93734c89444b8aec2b6bb2d2e794d
show card table
Slot Card Type Oper State SPOF Attach
1: CFC Control Function Virtual Card Active No
2: CFC Control Function Virtual Card Standby -
3: FC 4-Port Service Function Virtual Card Standby -
4: FC 4-Port Service Function Virtual Card Standby -
5: FC 4-Port Service Function Virtual Card Standby -
6: FC 4-Port Service Function Virtual Card Standby -
7: FC 4-Port Service Function Virtual Card Standby -
8: FC 4-Port Service Function Virtual Card Standby -
9: FC 4-Port Service Function Virtual Card Standby -
10: FC 4-Port Service Function Virtual Card Standby -
Exec StarOS
show build
CF SF VNFC
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CF SF VNFC

1. Zookeeper 153 ESC 154

2. IP UEM UEM VIP
AutoVNF UEM

ssh ubuntu@<vip-addr>

ssh ubuntu@192.168.100.21

3.
sudo -i

4. Zookeeper UEM IP
#ifconfig
ethO Link encap:Ethernet HWaddr fa:16:3e:71:1d:08

inet addr:192.168.200.12 Bcast:192.168.200.255 Mask:255.255.255.0

5. Navigate to the /opt/cisco/usp/packages/zookeeper/<current>/bin

6. UEM Zookeeper Zookeeper

zkCli.sh -server <vip-addr>:port_num

zkCli.sh -server 192.168.200.12:2181
UEM CF

7. CF SF alive
get /oper/vnfs/vnf_name/vdus/vdu_name/cfl
get /oper/vnfs/vnf_name/vdus/vdu_name/cf2
get /oper/vnfs/vnf_name/vdus/vdu_name/sfl

get /oper/vnfs/vnf_name/vdus/vdu_name/sT2

get /oper/vnfs/tbl-autovnfl vpc-vpc-core/vdus/vdu-cfl/cfl
get /oper/vnfs/tbl-autovnfl vpc-vpc-core/vdus/vdu-cfl/cf2
get /oper/vnfs/tbl-autovnfl vpc-vpc-core/vdus/vdu-sfl/sfl
get /oper/vnfs/tbl-autovnfl vpc-vpc-core/vdus/vdu-sfl/sf2
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8. Alive
zk: localhost:2181(CONNECTED) 2] get
/oper/vdus/control-function/BO0T_generic_di-chassis_CF1_1
{id"":""BOOT_gereriic di-chassis CFL 1","state'":""alive", wnfcld'': ‘cFwnfc-di-chassis™, "uuid'':"'c4"",
""host"':"'th5-ultram-osd-compute-2. localdomain®, 'vimld'*:*'523b921 c-7266-4fd5-90bb-5157cffc6951",
Y'epts”: [{'cpid:di_intfl”, 'state’ - "alive™, 'subnet'' - *'6102e9b5-8555-41F5-8cdc-0b47d30a6f7a" ,
"netmask’':"'255.255.255.0", "dhcp' ' - true, v " VI-vnF1-DI - INTERNAL1-CAT", "'vnfc' ' " 'cF-wnfc-di-chassis™,
"port_id":"19539%aea-edbf-4acf-a57c-af5627d859ea", " ip_address':''192.168.10.3",
"mac_address':""fa:16:3e:19:80:ed", ""network'':"'0d72f553-5a9c-4904-b3ea-83371a806e23'"},
{cpid':""di_intf2","state :"alive","nicid'': 1, "subnet’’:"*'30002d02-761d-4cch-8a9%e-d6188cdf54a3",
"netmask’':"'255.255.255.0", "dhcp'* - true, v " VI-vnf1-DI - INTERNAL2-CAT", "'vnfc'*: " 'cF-wnfc-di-chassis™,
"port_id":"ffldalel-ecf3-477d-98b7-398c3c77fc8d", " ip_address':'"192.168.11.13",
"mac_address':""fa:16:3e:89:88:23", ""network'' :""9f109c0a-b1le7-4d90-a746-5ded4ab8e 536"},
{""cpid':"orch",""state" :""alive", " nicid":2," subnet'" :""729e9dd2-3c75-43eb-988a-769016F2f44c",
"netmask’':"'255.255.255.0", "dhcp'’ - true, 'vI'* : " 'vl-vnf1-UAS-ORCH-CAT", "'vnfc'' - "cF-vnfc-di-chassis",
"port_id " 81370948-1636-4812-820c-20ec5d3dB3odd , ip address'*:""172.163.11.17", rec_address'*:"'faz16:3e:1d:0b:56",
"'network’*':**9a286170-e393-4ba5-abce-147a45fb337a’ '}, { 'cpid'’ - "mgmt’*, 'state' :"alive", "'nicid":3,
Ysunet’ "z 9778a11b-1714-4e84-c2-8603401 11688, netmesK = 256256256, .01, 'ohap - true, VI V- F1-UAS-MAVIT-CAT
"vnfc':"'cf-vnfc-di-chassis","port_id":""6130cbb4-3dd8-4822-af90-50dac98f2f0d",
'ip address'*:""172.168.10.17"," rec address'*:""faz16:30:42:2:47" " network *-* 'e2780624-e9e0-48c1 -a45h-956:8c3ea583 'Hl,
"monitor":true, "vduld":"control-function"}
cZxid = 0x100000051
ctime = Fri May 18 19:04:40 UTC 2018
mZxid = 0x10000024a
mtime = Mon May 21 17:48:19 UTC 2018
pZxid = 0x100000051
cversion = 0
dataVersion = 12
aclVersion = 0
ephemeralOwner = 0x0
dataLength = 1625
numChildren = 0
“
CTRL+D zookeeper CLI
9. UEMVM ncs_cli

~$ sudo -i
ncs _cli -C -u admin

# show devices device device name live-status

# show devices device tbl-autovnfl vpc-vpc-core-cf-nc live-status

<snip>
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VNFC VNFC VDU CPU NOVA 1D

CMD
1D
1D
cfl - cfl cf aodiinl - - - - - -
cf2 - cf2 cf «didp?2 - - - - - -
sfl - sfl st «oidd3 - - - - - -
sf2 - sf2 sf oofip4 - - - - - -

live-status vnfd sj-autovnf-vpc-abc
version 6.0

vnfm vim-tenant-name abc

vnfm tenant-name abc

vnfm ipaddr 192.168.100.22
vnfm port 830

vnfm username  ubuntu

vnfm password  "$4$+HLzhFFzHq66nqtTscOOCTiODYHqlUSVmknltRelf84byNakWEa9sJ8sY/
cwFFME3aGOUaBC\nvvNNAMKuXQ19KsTu511QQ9ViWbbHWI6 IEFQ=""

virtual-link vl-di-internall
auto-vnf-connection-ref di-internall
virtual-link vl-management
auto-vnf-connection-ref management
virtual-link vl-orchestration
auto-vnf-connection-ref orchestration
virtual-link vl-abc-vpc-svc

auto-vnf-connection-ref sj-autovnf-abc-vpc-svc

vdu cf
ssh-keygen false
vm-image 076c887a-al2c-4a0b-b4d6-b2d213f64b9e

lifecycle-event-initialization staros_config.txt

source-url
http://192.168.100.9:5000/config/sj-autovnf-vpc-abc/cf/staros_config.txt

lifecycle-event-initialization staros_param.cfg
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source-url
http://192.168.100.9:5000/config/sj-autovnf-vpc-abc/cf/staros_param.cfg

ned cisco-staros-nc

user "'$4$+HLzsE1kLIOeuoFWyOsmBWY2LHjO i 2WtJdKy /0 lux7YHhsNY/
08hnA9/WwWWuUFD5trHrW3ZHs\nLo4TFiAKqYwxdNKqFYyoTxH2hrLJV5DgwmE=""

"$4gi:ﬁgg;$CHJ2stZD550RGtBRY/dHDUlmgHJX7WCt3olDMtQquBLDcNSJumC7n5rnkawIls\
ncJYeCOFLrgpLHXm3xtXyMdtT7WVzvRMtdao=""
netconf
port-number 830
card-type control-function
usp-auto-vnf-id sj-autovnf-vpc-abc-cf
vnfc cf-vnfc-ugp

<snip>

1. AutoVNF CF ESC UEM VIP 149 VIP
VNF

ssh ubuntu@<vip-addr>

ssh ubuntu@®192.168.100.38

2. Exec
chassis key value 1234

Save config before reload chassis, EVEN IF the same old key value is used.
Old config scripts will become invalid after reload.

save configuration /flash/system.cfg

Warning: About to overwrite boot configuration file
Are you sure? [Yes|No]: yes

bin
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# show boot
Monday May 21 20:39:57 UTC 2018
boot system priority 8 \
image /flash/sftp/production.YYYYY._qgvpc-di.bin \
config /flash/sftp/tb5_vnfl_dayN.cfg
boot system priority 9 \
image /flash/staros.bin \
config /flash/sftp/tb5_vnfl_dayN.cfg
boot system priority 10 \

image /flash/staros.bin \
config /flash/system.cfg

4. StarOS bin

#config

#boot system priority 1 image /flash/updated.bin config
/Tflash/system.cfg

#end
5.

#show boot
boot system priority 1 \

image /flash/updated.bin \

config /flash/system.cfg
boot system priority 10 \

image /flash/staros.bin \

config /flash/system.cfg

6. bin

dir /flash
total 320376
-rw-rw-r-- 1 root root 134 May 3 10:11 boot.sys
-rw-rw-r-- 1 root root 3920672 May 11 19:49 crashlog2
drwxrwxr-x 2 root root 4096 May 11 19:49 crsh2
-rw-rw-r-- 1 root root 156 May 11 19:49 module.sys
drwxrwxr-x 3 root root 4096 May 11 19:49 patch
drwxrwxr-x 2 root root 4096 May 11 19:49 persistdump
-rw-rw-r-- 1 root root 79 May 11 19:49 restart_file_cntr.txt
drwxrwxr-x 3 root root 4096 May 11 20:07 sftp
-rw-rw-r-- 1 root root 160871936 May 3 10:11 staros.bin
-rw-rw-r-- 1 root root 5199 May 11 19:57 system.cfg
-rw-rw-r-- 1 root root 163227136 May 11 20:07 updated.bin

320476 /flash
Filesystem 1K-blocks Used Available Use% Mounted on
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/var/run/storage/bootl/part2
4112620 320476 3792144 8% /mnt/user/.auto/onboard/flash

AutoVNF CF ESC UEM VIP 149 VIP

VNF

[localThost_name# Filesystem synchronize all

Updating

/Tlash/system.cfg

Updating

/Tlash/updated.bin

Updating

/Tlash/sftp/yang/cisco-staros-bulkstats-config.yang

Updating

/Tlash/sftp/yang/cisco-staros-bulkstats-schema-types.yang

Updating

/Tlash/sftp/yang/cisco-staros-bulkstats.yang

Updating

/Tlash/sftp/yang/cisco-staros-cli-config.yang

Updating

/Tlash/sftp/yang/cisco-staros-confd-config.yang

Updating

/Tlash/sftp/yang/cisco-staros-config.yang

Updating

/Tlash/sftp/yang/cisco-staros-exec.yang

Updating

/Tlash/sftp/yang/cisco-staros-kpi.yang

Updating

/Tlash/sftp/yang/cisco-staros-notif.yang

Updating

/Tlash/boot.sys

VPC-SI System StarOS 21.19 .




12 updated on card 2
/flash/system.cfg
/Tlash/updated.bin
/flash/sftp/yang/cisco-staros-bulkstats-config.yang
/Tlash/sftp/yang/cisco-staros-bulkstats-schema-types.yang
/Tlash/sftp/yang/cisco-staros-bulkstats.yang
/flash/sftp/yang/cisco-staros-cli-config.yang
/flash/sftp/yang/cisco-staros-confd-config.yang
/flash/sftp/yang/cisco-staros-config.yang
/Tlash/sftp/yang/cisco-staros-exec.yang
/flash/sftp/yang/cisco-staros-kpi .yang
/Tlash/sftp/yang/cisco-staros-notif.yang

/flash/boot.sys

VNF

1. AutoVNF CF ESC UEM VIP 149 VIP
VNF

ssh ubuntu@<vip-addr>

ssh ubuntu@®192.168.100.38

2. Exec

[locallhost_name# reload [-noconfirm]

CLI

3. PDSN IP
PDSN Administration Guide Configuring IPSP Before the Software Upgrade

4, VNF StarOS
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show version

Active Software:
Image Version:

Image Build Number:

Image Description:
Image Date:

Boot Image:

Source Commit ID:

show card table

21.9.0.69977
69977

Bui

Id

Mon Jul 30 06:48:34 EDT 2018

/Tlash/updated.bin

abde005a31c93734c89444b8aec2b6bb2d2e794d

Slot Card Type Oper State SPOF Attach
1: CFC Control Function Virtual Card Active No
2: CFC Control Function Virtual Card Standby -
3: FC 4-Port Service Function Virtual Card Standby -
4: FC 4-Port Service Function Virtual Card Standby -
5: FC 4-Port Service Function Virtual Card Standby -
6: FC 4-Port Service Function Virtual Card Standby -
7: FC 4-Port Service Function Virtual Card Standby -
8: FC 4-Port Service Function Virtual Card Standby -
9: FC 4-Port Service Function Virtual Card Standby -

10: FC 4-Port Service Function Virtual Card Standby -

Exec StarOS
show build
CF SF VNFC
“
CF SF VNFC
1. Zookeeper 153 ESC 154
2. IP UEM UEM VIP
AutoVNF UEM
ssh ubuntu@<vip-addr>
ssh ubuntu@®192.168.100.21
3.
sudo -1
4.  Zookeeper UEM IP
#ifconfig
VPC-SI System StarOS 21.19




ethO Link encap:Ethernet HWaddr fa:16:3e:71:1d:08
inet addr:192.168.200.12 Bcast:192.168.200.255 Mask:255.255.255.0

5. Navigate to the /opt/cisco/usp/packages/zookeeper/<current>/bin

6. UEM Zookeeper Zookeeper

zkCli.sh -server <vip-addr>:port_num

zkCli.sh -server 192.168.200.12:2181
UEM CF

7. CF SF alive
get /oper/vnfs/vnf_name/vdus/vdu_name/cfl
get /oper/vnfs/vnf_name/vdus/vdu_name/ct2
get /oper/vnfs/vnf_name/vdus/vdu_name/sTl
get /oper/vnfs/vnf_name/vdus/vdu_name/st2

get /oper/vnfs/tbl-autovnfl vpc-vpc-core/vdus/vdu-cfl/cfl
get /oper/vnfs/tbl-autovnfl vpc-vpc-core/vdus/vdu-cfl/cf2
get /oper/vnfs/tbl-autovnfl vpc-vpc-core/vdus/vdu-sfl/sfl
get /oper/vnfs/tbl-autovnfl vpc-vpc-core/vdus/vdu-sfl/sf2

8. Alive

zk: localhost:2181(CONNECTED) 2] get
/oper/vdus/control-function/BOOT_generic_di-chassis_CF1_1
{id":"'BOOT_generiic di-chassis CF1 1", state'':""al ive", wnfcld'': 'cF-wnfc-di—chassiis”, uuid':""c4™
""host'':""th5-ultram-osd-compute-2. localdomain®, "vimld':**5230921c-7266-4fd5-90bb-5157cffc6951""
“epts': [{cpid T tdi_intfl, 'state™ - "al ive", ""subnet' :'6102e9b5-8555-41F5-8cdc-0b47d30a6f7a""
“netmask’':""255.255.255.0", " "dhcp'* - true, "'V 'vI-vf1-DI-INTERNAL1-CAT", " 'viifc'* - "cF-vnfc-di-chassis™
"port_id'":"19539%aea-edbf-4acf-a57c-af5627d859ea", " ip_address':"'192.168.10.3",
"mac_address':""fa:16:3e:19:80:ed", ""network'':"'0d72f553-5a9c-4904-b3ea-83371a806e23""}
{cpid:"di_intf2"," "state" :"alive","nicid": 1, " 'subnet'':"*30002d02-761d-4cch-8a%e-d6188cdf54a3""
“netmask’':""255.255.255.0", " "dhcp'* - true, "'V 'vI-vf1-DI- INTERNAL2-CAT", " 'vrifc'* - 'cF-vnfc-di-chassis™
"port_id":"ffldalel-ecf3-477d-98b7-398c3c77fc8d","ip_address':""192.168.11.13",

"mac_address':""fa:16:3e:89:88:23", "network'' :"'9f109c0a-ble7-4d90-a746-5ded4ab8e 536"},

{"cpid:"orch"," "state" :""alive"," " nicid":2," 'subnet’ " :""729e9dd2-3c75-43eb-988a-769016F2f44c""
"netmask’':""255.255.255 0", "dhcp"* - true, "'vI"' ;" 'vl-vnF1-UAS-ORCH-CAT"", "*‘vnfc"': "'cF-vnfc-di-chassis"

ort_id' " 81370948-1636-4312-820c-20ecSd3d30dd , i address'*':"*172.168.11.17"," rec address*:"'faz16:3e:1d:0b:56"

""network’ :*'9a286170-e393-4ba5-abce-147a45fh337a"}, {" ‘cpid' :'mgmt"’, 'state" : "alive","nicid":3

“'surett 'z 9778al1b-1714-4eB4-bc2-86083401 1168, netmasK "= 255.255.256..0', " 'ohap - true, VI =" VIAnFL-UASVOVIT-CAT™

"vnfc'":"cF-vnfc-di-chassis", " "port_id":"6130cbb4-3dd8-4822-af90-50dac98f2f0d"",
"'ip address'":""172.168.10.17"," rec_address’*:""fa-16:3e:42:2:47"," hetwork *:" 'e2780524-960-48c1-a45h-9856:8c3ee583 Hl
"monitor':true, vduld":"control-function"}

cZxid = 0x100000051
ctime = Fri May 18 19:04:40 UTC 2018
mZxid = 0x10000024a
mtime = Mon May 21 17:48:19 UTC 2018
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pZxid = 0x100000051
cversion = 0
dataversion = 12
aclVersion = 0
ephemeralOwner = 0x0
dataLength = 1625
numChildren = 0

\}

CTRL+D zookeeper CLI

9. UEMVM ncs_cli

~$ sudo -i
ncs cli -C -u admin

# show devices device device name live-status

# show devices device tbl-autovnfl vpc-vpc-core-cf-nc live-status

<snip>
VNFC VNFC VDU CPU NOVA ID
CMD
1D
1D

cfl - cfl cf aodiipl - - - - - -

cf2 - cf2 cf adip?2 - - - - - -

sfl - sfl sf e=oidd 3 - - - - - -

sf2 - sf2 st aofip4 - - - - - -

live-status vnfd sj-autovnf-vpc-abc
version 6.0

vnfm vim-tenant-name abc

vnfm tenant-name abc

vnfm ipaddr 192.168.100.22
vnfm port 830

vnfm username ubuntu
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vnfm password  "$4$+HLzhFFzHq66NnqtTscOOCTiODYHqlUSVmknltRelf84byNakWEa9sJ8sY/
cwFFME3aGOUaBC\nvvNNAMKuXQ19KsTu511QQ9ViWbbHWI6 IEFQ=""

virtual-link vl-di-internall
auto-vnf-connection-ref di-internall
virtual-link vl-management
auto-vnf-connection-ref management
virtual-link vl-orchestration
auto-vnf-connection-ref orchestration
virtual-link vl-abc-vpc-svc

auto-vnf-connection-ref sj-autovnf-abc-vpc-svc

vdu cf
ssh-keygen false
vm-image 076c887a-al2c-4a0b-b4d6-b2d213f64b9%e

lifecycle-event-initialization staros_config.txt

source-url
http://192.168.100.9:5000/config/sj-autovnf-vpc-abc/cf/staros_config.txt

lifecycle-event-initialization staros_param.cfg

source-url
http://192.168.100.9:5000/config/sj-autovnf-vpc-abc/cf/staros_param.cfg

ned cisco-staros-nc

user "'$4$+HLzsE1kLIOeuoFWyOsmBWY2LHjO i 2WtJdKy /0 lux7YHhsNY/
08hnA9/WwWWuUFD5trHrW3ZHs\nLo4TFiAKqYwxdNKqFYyoTxH2hrLJV5DgwmE=""

"$4§i§i¥g;$CHJ2stZD550RGtBRY/dHDUlmgHJX7WCt3olDMtQquBLDcNSJumC7n5rnkawIls\
ncJYeCOFLrgpLHXm3xtXyMdtT7WVzvRMtdao=""
netconf
port-number 830
card-type control-function
usp-auto-vnf-id sj-autovnf-vpc-abc-cf
vnfc cf-vnfc-ugp

<snip>
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Exec

[locallhost_name# show license information

PDSN HA GGSN L2TP LNS
10,000
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1 Exec

configure
license key license
exit

license 1 1023
\( )

"\

VER=1]C1M=000-0000-00]C1S=03290231803|C2M=11-1111-11-1]C2S=\
STCB21M82003R80411A4]D0O1=0000000000 | DOE=00000000] 1SS=1 | NUM=13459] 0000000000000 |
LSP=000000 | LSH=000000 | LSG=500000] LSL=500000\ | F1S=Y | FR4=Y | FPP=Y | FCS=Y | FTC=Y | FMG=Y|
FCR=Y | FSR=Y | FPM=Y | FID=Y | SIG=MCwCF\Esnq6Bs/

XdmyfLe7rHcD4sVP2bzAhQ31eHDoyyd6388 JHsHD99sg36SG267gshssja77

end

2 Exec

[localJhost_name# show license key

license key

license
key -force
30 StarOS
syslog SNMP show license information
License State Not Valid

[locallhost_name# show license information
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CLI

CLI

"\
VER=1]C1M=000-0000-00]C1S=03290231803|C2M=11-1111-11-1]C2S=\STCB21M82003R80411A4]
DO1=0000000000 | DOE=00000000] 1SS=1 | NUM=13459] 0000000000000 | LSP=000000 ] LSH=000000 |
LSG=500000 | LSL=500000\ | F1S=Y | FR4=Y | FPP=Y | FCS=Y | FTC=Y | FMG=Y | FCR=Y | FSR=Y | FPM=Y | F1D=Y ]
S1G=MCwCF\Esnq6Bs/XdmyfLe7rHcD4sVP2bzAhQ31eHDoyyd6388jHsHD99sg36SG267gshssja77

end

30

Exec

show license information
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* SO

Exec

[localJhost_name# show license information [ full | key [ full ] ]

configure
no license key
exit

show license key

No license key installed

SCT ANSI
T1.276-2003
AAA 95
INTY 95
» Complexity ANSI T1.276-2003

* History length

* Maximum age
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« Minimum number of characters to change

* Minimum change interval
e Minimum length
* Expiry warning

* Auto-generate

Command Line Interface Reference Global
Configuration Mode Commands local-user password
Command Line Interface Reference Global Configuration Mode Commands

local-user max-failed-logins

Command Line Interface Reference Global Configuration Mode Commands
local-user password

Command
Line Interface Reference Glaobal Configuration Mode Commands
local-user lockout-time
Command Line Interface Reference Exec Mode Commands
clear local-user
Command Line Interface Reference Global Configuration Mode

Commands local-user username
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configure
suspend local-user name

configure
no suspend local-user name

Exec password change

Exec root

[localJhost_name# password change username name

name
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12

181
182
187
188

ASR 5500
VPC-SI
VPC-DI

N/A

* ASR 5500 System Administration Guide

* Command Line Interface Reference
* \VPC-DI

« VPC-S System

21.6
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21.3

Star0S 21.3

(CSSM))

smart-accounts/software-licensing.html

PAK

StarOS

CSSM

. VPC-SI System StarOS

21.19

Cisco.com

1

90

Cisco Commerce Workspace CCW

(Cisco Smart Software Manager

https://www.cisco.com/c/en/us/buy/

90


https://www.cisco.com/c/en/us/buy/smart-accounts/software-licensing.html
https://www.cisco.com/c/en/us/buy/smart-accounts/software-licensing.html

21.6
21.6
StarOS /
/
/
. / 90
0ooC
* 90 0o0C

00C

show license enforcement policy

Cisco Smart Software Manager .

00C

SNMP

StarOS

show license enforcement status [ allowed | blocked ] [ feature | service

1

21.3
21.3

. PAK

21.3

Cisco Smart Software Manager

Cisco Smart Software Manager CSSM

https://software.cisco.com

VPC-SI System StarOS

PAK

Cisco Smart Software Manager

21.19 .



https://software.cisco.com

https://software.cisco.com

Cisco
Cisco
Cisco
IT
Smart Software Manager
1 URL
https://software.cisco.com
2 [Administration] [Request a Smart Account]

[Smart Account Request]

3 [Create Account]

* [Yes, | have authority to represent my company and want to create the Smart Account]

* [No, the person specified below will create the account]

4 [Account Information]

a) [Account Domain Identifier] [Edit]
b) [Edit Account Identifier] [OK]

c) [Account Name]
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5 [Continue]

StarOS
ASR5500 regid.2017-02.com.cisco.ASR5500,1.0_401f2e9e-67fd
-4131-b61d-6€229d13a338
ASR-5500
VPC_SI regid.2017-02.com.cisco.VPC_SI,1.0_dcb12293-10c0
-4e90-b35e-b10a9f8bfacl
VPC DI regid.2017-02.com.cisco.VPC_DI,1.0_5ch68f91-c1d6
-48d6-9482-€9750203f5e6
Tagld
0 ASR5K-00-PW10GTWY regid.2017-02.com.cisco. ASR5K-00
-PW10GTWY, 1.0_85a577a1-017d-4dc6-8bf7
PDN GW 10K -4fac7cAd465a
1 ASR5K-00-SG10 regid.2017-02.com.cisco. ASR5K-00-SG10,
1.0_e87d1e76-e34c-4699-94ad- 68eafa2da8h2
SAE GW 10K -
2 ASR5K-00-GN10SESS regid.2017-02.com.cisco.
ASR5K-00-GN10SESS, 1.0_bf7eb1d7-35bf-
GGSN 10K 1 40c6-8763-a4770f5ebf64
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Tagld

ASR5K-00-SW10LIC
GW 10K

regid.2017-02.com.cisco.
ASR5K-00-SW10LIC, 1.0_ca9d09ee-
5e72-4695-97ef-d5117037cfb4

ASR5K-00-ME10LIC
MME 10K

regid.2017-02.com.cisco.
ASR5K-00-ME10LIC, 1.0_
37a452¢9-ff23-41fc-b96c-c8h2eb09254h

ASR5K-00-EG10S-K9
EPDG 10k

regid.2017-02.com.cisco.
ASR5K-00-EG10S-K9,
1.0_5c625d0f-8h2c-4c44-970b- 9668a072890f

ASR5K-00-SM10S-K9
SaMOG GW 10k

regid.2017-02.com.cisco.
ASR5K-00-SM10S-K9,
1.0_289f4807-fb6e-4750-b047- a9d57e7b045f

Tagld

ASR5K-00-CS01GRET
GRE

regid.2017-11.com.cisco.
ASR5K-00-CS01GRET,
1.0_284ba242-a2ef-4ad0-b445-h62ed3887d3b

ASR5K-00-CS01MPLS
StarOS MPLS

regid.2017-11.com.cisco.
ASR5K-00-CSO1MPLS,
1.0_1b1221cd-39de-4113-8709-dad022c0a063

ASR5K-00-GNO1REC

regid.2017-11.com.cisco.
ASR5K-00-GNO1REC,
1.0_88542f00-077b-4ed0-9698-a3cec699a047

ASR5K-00-GNO1ICSR

regid.2017-11.com.cisco.
ASR5K-00-GNO1ICSR,
1.0_dObca3e3-1218-4€91-98f6-207a20a5401a

ASR5K-00-EPO1VLE
EPC Gw VOLTE

regid.2017-11.com.cisco.
ASR5K-00-EPO1VLE,
1.0_a6c3d615-0b37-4f4a-8¢34-3090ed5e265¢

ASR5K-00-EPO1ICSE

ICSR

regid.2017-11.com.cisco.
ASR5K-00-EPO1ICSE,
1.0_bf87e837-003e-4832-b29f-ce0416699b01

ASR5K-00-PWXICSRP
ICSR/SR

regid.2017-11.com.cisco.
ASR5K-00-PWXICSRP,
1.0_079a8bd2-a97d-4d12-bc5a-b0f70eec6c26
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Tagld
7 ASR5K-00-CS011-K9 regid.2017-11.com.cisco.
ASR5K-00-CS011-K9,
Star0S  IPSec 1.0_a6e5539c-ab69-4303-b2a8-671c03ac2a08
8 ASR5K-00-EGO1RS regid.2017-11.com.cisco. ASRSK-00-EGOLRS,
. 1.0_b7f0b7d1-0d68-4223-abb1-381c3ac968ec
ePDG Reselection -

« https://software.cisco.com

. /
https://software.cisco.com
* StarOS CSSM Cisco.com
StarOS
config
license smart enable
end

show configuration | grep license

https://software.cisco.com
Exec

license smart register idtoken token

CSSM

show license status
show license summary
show license statistics

VPC-SI System StarOS

Exec

21.19 .



https://software.cisco.com
https://software.cisco.com
https://software.cisco.com

180

license smart renew id

30

license smart renew auth

license smart deregister

SKU
00C

Exec

show configuration | grep license

Exec

Exec

Exec

Exec

CSSM
00C
00C

show license { all | enforcement | eval-period | smart-tags | statistics
| status | summary | tech-support | udi | usage } [ | { grep grep_options

| more } ]

« all

« enforcement { policy | status [ allowed | blocked ] [ feature | service ] }

« eval-period

» smart-tags [ feature | service ]

* statistics

VPC-SI System StarOS 21.19
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* status

 summary

« tech-support

e udi

* usage

» 1349
* 1350
» 1351

» 1352

ID UDI

SNMP

starSmartLicenseServiceOOC / starSmartLicenseServiceOOCClear
starSmartLicenseEvalMode/starSmartLicenseEvalModeClear
starSmartLicenseEvalModeExpire/starSmartLicenseEvalModeExpireClear

starSmartLicenseCSSMConntectionFail/starSmartLicenseCSSMConnectionFailClear

SNMP MIB S\NMP MIB Reference

e current_sl_state

e current_sl_mode

« total_sl_enabled

« total_sl_disabled

* mode

* tagid

Tagid

« cur_call_policy ALLOW

BLOCK

« cur_call_count

» max_call_count
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« last_lic_count CSSM
» max_lic_count CSSM

« policy_change_block_calls
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CLI show

show
Command Line Interface Reference Exec Mode show Commands
A\
VPC-DI VPC-SI VM
COTS COTS
(g
21.1 do show
Exec show show
|
Exec

*« SNMP 192

. 192

. 194

VPC-SI System StarOS
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B swe

SNMP

CLI Simple Network Management Protocol
SNMP SNMPMIB
Reference

Satistics and Counters Reference

10:

show administrators

show administrators session id
CLI IP

ID

show local-user verbose

show local-user statistics verbose
CLI show cli

show system uptime
NTP
NTP show ntp status

CPU show resources [ cpu ]
show alarm outstanding all verbose
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show alarm statistics
show congestion-control statistics
SNMP show snmp notifies
SNMP show snmp accesses
SNMP show snmp trap history
SNMP show snmp trap statistics
show port datalink counters slot#/port#
show port npu counters slot#/port#
NPU
show hardware
/ VPC show card diag slot/port
VM
/ VPC show card info slot/port
VM
VM show card table
param.cfg show cloud configuration
[VPC-DI]
show cloud hardware
[VPC-DI]
VPC-DI | show cloud monitor di-network
[VPC-DI]
VPC-SI System StarOS 21.19




PPP MIPHA MIPFA

CLlclear
Command Line Interface Reference Exec Mode Commands
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14

195
196
196
* ASR 5500
* VVPC-DI
* VVPC-SI
N/A
¢ ASR 5500 System Administration Guide
* Command Line Interface Reference
* Satistics and Counters Reference
* \VPC-DI
* VPC-9 System
21.2 N5.1
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21.11

CLI show process status

show

show process status
CLI

* card - cpu
* USER
* PID
* PPID
* STARTED
* %CPU
* %MEM
* COMMAND

. VPC-SI System StarOS 21.19
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show process status .
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. show process status
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199
200
204
204
205
205
205
210

ASR 5500
VPC-DI
VPC-SI

N/A

¢ ASR 5500 System Administration Guide

* Command Line Interface Reference
* VPC-DI

« VPC-S System
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21.2 N5.5
213
SSD
SSD
204
bulkstat
config [ schema | supplement ]
202
show configuration bulkstats brief
21.2
2
Command Line Interface Reference Bulk Satistics Configuration Mode
Commands Bulk Satistics File Configuration Mode Commands

configure
bulkstats mode
schema name format format_string
sample-interval time_interval
transfer-interval xmit_time_interval
Limit mem_limit
exit
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bulkstats collection
end

configure
bulkstats mode
file number

receiver ip_address { primary | secondary }

[ mechanism { { { Ttp | sftp } login user_name

[ encrypted 1 password pwd } | tFtp 3} 3} 1}

receiver mode { redundant | secondary-on-failure }
remotefile format naming_convention [ both-receivers | primary-receiver

| secondary-receiver ]

header format header_format

footer format footer_format

exit
schema_type schema format format_string
sample-interval time_interval
transfer-interval xmit_time_interval
Limit mem_limit

exit
bulkstats collection
end
20.0 StarOS FTP SFTP
200 201
configure

bulkstats mode
schema_type schema format format_string

Command Line Interface Reference

VPC-SI System StarOS 21.19
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Commands Bulk Statistics File Configuration Mode Commands

show configuration bulkstats

configure

bulkstats config

[no] bulkstats config [ schema | supplement ] url

end

schema

url

Exec

url
bulkstats config

bulkstats config

bulkstats config

supplement

supplement supplement

show configuration bulkstats
URL

[flash
no bulkstats config

StarOS

StarOS

bulkstats config
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show bulkstats .

show bulkstats

Exec show bulkstats
« show bulkstats data 4
204
« show bulkstats schema
203
« show bulkstats variables
bulkstats %variable%
show configuration bulkstats brief
Exec
Exec
show bulkstats schemas
Bulk Statistics Server Configuration:
Server State: Enabled
File Limit: 6000 KB
Sample Interval: 15 minutes (OD OH 15M)
Transfer Interval: 480 minutes (OD OH 15M)
Collection Mode: Cumulative
Receiver Mode: Secondary-on-failure
Local File Storage: None
Bulk Statistics Server Statistics:
Records awaiting transmission: 114
Bytes awaiting transmission: 8092
Total records collected: 59926
Total bytes collected: 4190178
Total records transmitted: 59812
Total bytes transmitted: 4188512
Total records discarded: 0
Total bytes discarded: 0
Last collection time required: 2 second(s)
Last transfer time required: 0 second(s)
Last successful transfer: Wednesday December 7 12:14:30 EDT 2011
Last successful tx recs: 190
Last successful tx bytes: 13507
Last attempted transfer: Wednesday December 7 12:14:30 EDT 2011
File 1
Remote File Format: /users/ems/server/data/chicago/bulkstathdateh%timel%.txt
File Header: "CHI_test %time%"
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File Footer: e

Bulkstats Receivers:
Primary: 192.168.0.100 using FTP with username administrator
Records awaiting transmission: 0
Bytes awaiting transmission: 0
Total records collected: 0
Total bytes collected: 0
Total records transmitted: 0
Total bytes transmitted: 0
Total records discarded: 0
Total bytes discarded: 0
Last transfer time required: 0
No successful data transfers
No attempted data transfe

second(s)

File 2 not configured
File 3 not configured

File 4 not configured

Exec

show bulkstats data
201

SSD

show support details SSD
TAC SSD

SSD
bulkstats ssd-samples
config
bulkstats ssd-samples { 1] 2 }
end
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{ no | default } bulkstats ssd-samples SSD
1
SSD 2
ssd_bulkstats file<bulkstat file number>_samplel.txt
ssd_bulkstats file<bulkstat file number>_sample2.txt Ivar/tmp/bulkstats
SSD
SSD
show support details no-bulkstats
SSD
Exec
bulkstats force gather
Exec
bulkstats force transfer
Exec

clear bulkstats { counters | data }

clear bulkstats data

VPC-SI System StarOS 21.19 .




. VPC-SI System StarOS

21.19

Satistics and Counters Reference

Exec show bulkstats variables
clear
VPN IP
20.0 Satistics and Counters Reference
clear
VPN IP

20.0



Satistics and Counters Reference Exec

show bulkstats variables

«Int32 32 4,294,967,295
* Int64 64 18,446,744,073,709,551,615
* Float 1.345
. 1 ASCII
%card%
HA %vpnname% %servname%
HA
1
11:
version-no
uptime Int32
host
ipaddr dPv4 10
IP
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date
YYYYMMDD uTC
YYYY MM
DD
date3
YYMMDD uTC
YY MM
DD
time
HHMMSS uTC
HH MM
SS
time2
HH:MM:SS uTC
HH MM
SS
time3
HH:MM uTC
HH MM
epochtime 1970 1 1  00:00:00 In32
GMT
schemas

schemas-delta
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localdate
YYYYMMDD
YYYY
MM DD
localdate3
YYYYMMDD
YYYY MM
DD
uTC
localtime
HHMMSS
HH
MM SS
localtime2
HH:MM:SS
HH
MM SS
localtime3
HH:MM:SS HH
MM
SS
uTC
localtz
localtzoffset
UTC/GMT
Format = II+II II_II
HHMM
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swbuild

StarOS

stat

12:

31002

Unable to open local
file filename for storing

bulkstats data

31018

Unable to open url
filename for storing

bulkstats data

31019

Unable to write to url
filename while storing

bulkstats data

31020

Unable to close url
filename while storing

bulkstats data
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211

. 213
. 214
. 219
. 220
. 231
. 231
. 232
* CLI 233
. 234
. 237
. 239
. 239
. ID 240
« ASR 5500
* UGP
* VPC-DI
* VPC-SI
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N/A

¢ ASR 5500 System Administration Guide

* Command Line Interface Reference

* VPC-DI
* VPC-S System
)
21.2 N5.5
RFC5424  syslog 21.6
StarOS syslog
StarOS RFC3164
syslog IP
21.6 UDP
TLS TCP
ID ID 213
2
CLlI 2 SNMP

217

show snmp trap statistics

21.2
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. CLlI instance-by-CLI
1 CLlI
CLI
1D
callid IP ID MSID
MSID
NAT
critical error warning debug
NAT
IP IP
syslog
NAT PSF
Administration guide NAT Administration Guide Logging Support
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CLI
2
2
50,000
syslog
e
15.0 MR4 TACACS+ CLI
priv 15 13

Exec
Command Linelnterface Reference

Exec

Exec

logging active [ copy runtime Filters ] [ event-verbosity event_level ]
[ pdu-data format ] [ pdu-verbosity pdu_level ]

* copy runtime filters

* event-verbosity event_level verboseness
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Exec .

*min
* concise

« full

* pdu-data format

* none RAW
*hex 16
* hex-ascii 16 ASCII

* pdu-verbosity pdu_level verboseness
1 5 5

logging filter active facility facility level severity_level [ critical-info
| no-critical-info ]

logging filter { disable | enable } facility facility { all | instance
instance_number }

* active
« disable
aaamgr hamgr sessmgr
* enable
aaamgr hamgr sessmgr
aaamgr hamgr sessmgr

« facility facility and level severity level

220 254
« all | instance instance_number aaamgr hamgr
sessmgr

show session subsystem facility facility
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. Exec

N

disable enable

* level severity level

* critical
* error

* warning
e unusual
« info

e trace

* debug

A

active

« critical-info

no-critical-info

N

active

logging filter disable facility facility all
logging filter enable facility facility instance
instance_number
logging filter enable facility facility all

Exec show instance-logging
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Exec

configure
logging filter runtime facility facility level report_level
logging display { event-verbosity | pdu-data | pdu-verbosity }
end

« facility facility and level severity level

220 254
. logging disable eventid ID
ID ID
ID ID
. logging disable eventid ID
ID cli 30999
critical ID ID SNMP

1361 (DisabledEventIDs)

. logging filter runtime facility facility level report_level
error
cli 30998 Critical ID
ID SNMP 1362 (LogLevelChanged)
CLI

[local]host# show snmp trap statistics
SNMP Notification Statistics:

Trap Name #Gen #Disc Disable Last Generated
DisabledEventlIDs 1 0 0 2017:05:11:15:35:25
LogLevelChanged 2 0 0 2017:05:11:15:28:03
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. syslog

[local]host# show snmp trap history
There are x historical trap records (5000 maximum)

Timestamp Trap Information

Thu May 11 15:28:03 2017 Internal trap notification 1362 (LogLevelChanged) Logging level
of facility resmgr is changed to critical by user #initial-config# context local privilege
level Security Administrator ttyname /dev/pts/0 address type IPV4 remote ip address

0.0.0.0

Thu May 11 15:35:25 2017 Internal trap notification 1361 (DisabledEventlDs) Event IDs

from 100 to 1000 have been disabled by user adminuser context context privilege level

security administrator ttyname tty address type IPV4 remote ip address 1.2.3.4

Mon May 15 10:14:56 2017 Internal trap notification 1362 (LoglLevelChanged) Logging level
of facility sitmain is changed to critical by user staradmin context local privilege

level Security Administrator ttyname /dev/pts/1 address type IPV4 remote ip address
161.44.190.27

syslog
syslog
syslog StarOS UDP
syslog

« syslog StarOS

« syslog StarOS

StarOS syslog
syslog

syslog
syslog

syslog
syslog
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syslog

Syslog

configure
context local
logging syslog ip_address

end
* ip_address IP IPv4
10 IPv6 16
* logging syslog
Command Line Interface Reference Context Configuration Mode Commands
. syslog
syslog
Command Line Interface Reference logging
CLI instance-by-CLI
1 CLlI CLli

[local]host_name(config)# logging runtime buffer store all-events

CLI
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[localJhost_name(config)# logging filter runtime facility facility level

report_level

254

e Exec

Commands

220

logging disable eventid ID

ID

logging active

no logging active

ID ID

Command Line Interface Reference Exec Mode

Exec

StarOS

*+al0 AIlO
*all All
eallmgr All

* aaa-client

e aaamgr AAA

* aaaproxy AAA

caal2 ATM
* acl-log
* acsctrl

eacsmgr ACS

. VPC-SI System StarOS
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« afctrl [ASR 5500 ]
e afmgr Fabric Manager [ASR 5500 ]
« alarmctrl

e alcap Access Link Control Application Part ALCAP
e alcapmgr ALCAP

* all

e bfd Bidirectional Forwarding Detection BFD

* bgp BGP

e bindmux IPCF BindMux-Demux

* bngmgr BNG Demux
* bssap+ SGSN MSC/VLR 2.5G 3G
+
* bssgp GPRS
SGSN  BSS 2.5G

e callhome Call Home

e cap 2.5G 3G CAMEL
Application Part CAP

* cbhsmgr CBS [HNBGW]
o cdf CDF
« cfetrl

e cfmgr:

* CQW CGW

o cli CLlI

e cmMp IPSec

» confdmgr ConfD Manager Proclet netconf

« connectedapps SecGW ASR 9000 oneP

e connproxy

« credit-control  Credit Control CC

* CSp / /

® CSS CSS
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 css-sig  CSS RADIUS

« cx-diameter Cx Diameter [CSCF <--> HSS]
* data-mgr

e dcardctrl: IPSec

e dcardmgr IPSec

e demuxmgr Demux Manager API

e dgmbmgr Diameter Gmb

*dhcp Dynamic Host Configuration Protocol DHCP
e dhcpvé DHCPv6

* dhost

* diabase Diabase

« diactrl Diameter Controller Proclet

o diameter Diameter

* diameter-acct Diameter

* diameter-auth Diameter

* diameter-dns Diameter DNS

* diameter-ecs ACS Diameter

* diameter-engine Diameter 2

e diameter-hdd Diameter Horizontal Directional Drilling HDD

* diameter-svc  Diameter

e diamproxy DiamProxy

e doulosuemgr DOULOS IMS-IPSec
e dpath IPSec

* drvctrl

* eap-diameter Extensible Authentication Protocol EAP;
* eap-ipsec: Extensible Authentication Protocol EAP;

* eap-sta-s6a-s13-s6b-diameter EAP/STA/S6A/S13/S6B Diameter

. VPC-SI System StarOS 21.19
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e ecs-css ACSMGR <->

e egtpc eGTP-C

* egtpmgr GPRS eGTP

e egtpu eGTP-U

«embms eMBMS

e embms eMBMS Demux
e epdg evolved Packet Data ePDG

* event-notif

* evlog

e famgr

* firewall

«fng FNG
e gbmgr SGSN Gb

e gmm

*25G GPRS Mobility Management GMM LLC

* 3G RANAP

e gprs-app GPRS
e gprs-ns GPRS SGSN  BSS

* gg-rx-tx-diameter Gg/Rx/Tx Diameter

e gss-gcdr GTPP GCDR
egtpc GTP-C

e gtpcmgr GTP-C

e gtpp GTP-prime

egtpu GTP-U

e gtpumgr GTP-U Demux

* gx-ty-diameter Gx/Ty Diameter
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* gy-diameter Gy Diameter

* h248prt H.248

* hamgr
* hat

* hdctrl

HAT

HD

* henbapp Home Evolved NodeB HENB
HENB-GW

e henbgw HENB-GW

* henbgw-pws HENB-GW
HENB-GW

* henbgw-sctp-acs HENB-GW

20 HENB-GW

 henbgw-sctp-nw HENBGW

20

HENB-GW

Stream Control Transmission Protocol

SCTP

* henbgwdemux HENB-GW Demux

* henbgwmgr HENB-GW

e hnb-gw HNB-GW 3G GW

e hnbmgr HNB-GW Demux

* hss-peer-service

« jftask

VPC-SI VPC-DI

INTEL DPDK

s igmp
* ikev2

Internet Group Management Protocol

e ims-authorizatn IP

* ims-sh

Diameter Sh

e imsimgr SGSN IMSI

* imsue

e ip-arp

. VPC-SI System StarOS
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IP Address Resolution Protocol

21.19

ARP

IGMP

HSS

IMS

2

20

20

SCTP

20

20  HNB-GW

20 HNB-GW

20

20

IKEv2

HNB-GW

HNB-GW

HNB-GW



e ip-interface IP
e ip-route IP

* ipms IPMS

* ipne: IP Network ENABLER IPNE
eipsec IP

* ipsecdemux  IPSec demux

eipsg IP

e ipsgmgr: IP

cipsp IP

« kvstore Key/Value kvstore

* I2tp-control 2 L2TP

* I2tp-data L2TP

* 12tpdemux: L2TP Demux

* I2tpmgr: L2TP

e lagmgr Link Aggregation GROUP LAG
e lcs LCS

« Idap

o li Lawful Intercept Configuration Guide

« linkmgr SGSN/BSS SS7 2.5G

e lic LLC SGSN MS
SGSN GMM BSSGP LLC

* local-policy

* location-service
*m3ap M3
*m3ua M3UA
* magmgr

* map MAP
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» megadiammgr MegaDiameter SLF

* mme-app MME

* mme-embmsembms MME eMBMS
e mme-misc  MME
* mmedemux MME Demux

e mmemgr MME

* mmgr
* mobile-ip IP

» mobile-ip-data IP

* mobile-ipv6 IPv6

* mpls MPLS

e mrme Multi Radio Mobility Entity MRME

e mseg-app Mobile Services Edge GATEWAY MSEG
* mseg: gtpc MSEG Gtpc-C

* mseg-gtpu  MSEGGTP-U

e msegmgr MSEG Demux

e mtp2 Message Transfer Part2 MTP2

e mtp3 Message Transfer Part3 MTP3

» multicast-proxy

* nas NAS [MME 4G]
* netwstrg

* npuctrl

* npumgr

* npumgr-acl NPUMGR ACL

e npumgr-drv  NPUMGR DRV
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e npumgr-flow  NPUMGR FLOW

e npumgr-fwd NPUMGR FWD

e npumgr-init  NPUMGR INIT

e npumgr-lc  NPUMGR LC

e npumgr-port NPUMGR PORT

* npumgr-recovery NPUMGR RECOVERY
e npumgr-rri NPUMGRRRI

* npumgr-vpn NPUMGR VPN

« ntfy-intf  Notification Interface [ 12.0
]

* 0Csp
* orbs

e ospf OSPF

e ospfvd  OSPFv3

* p2p

* pagingmgr PAGINGMGR

e pccmgr  Intelligent Policy Control Function IPCF  Policy Charging and Control PCC

e pdg Packet Data Gateway PDG

e pdgdmgr Pdg Demux

* pdif: Packet Data Interworking Function PDIF
e pgw Packet Data Network Gateway PGW

* pmm-app PMM

* ppp PPP
* pppoe PPP over Ethernet

* proclet-map-frwk Proclet

e push VPNMGR CDR

* radius-acct RADIUS

e radius-auth RADIUS
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* radius-co

a RADIUS

radius

eranap Radio Access Network Application Part RANAP

e rct
e rdt

* resmgr

Resource Manager

e rf-diameter Diameter Rf

e rip Routing Information Protocol

o rif

e rohc Robust Header Compression

* rsvp

]
RLF

*rua RANAP

*s102 S102

¢ s102mgr

eslap S1

S102Mgr

RIP

RoHC

RUA [3G

S1AP

e sabp Service Area Broadcast Protocol SABP

e saegw System Architecture Evolution SAE

*esbc SBc

e sccp  Signalling Connection Control Part SCCP

e sct

e sctp Stream Control Transmission Protocol SCTP

« sef ecs

Severely Errored Frames

e sess-gr SM GR

* sessctrl
* sessmgr
* sesstrc
« sft

*sgs SG
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SEF API

SGSN RNS 3G

[RIP

GW ]

RANAP  TCAP



e sgsn-app SGSN-APP SGSN
PMM MAP GPRSFSM SMS

« sgsn-failures SGSN / )
2.5G

e sgsn-gtpc  SGSN  GGSN SGSN GTP-C
* sgsn-gtpu SGSN GTP-U

« sgsn-mbms-bearer SGSN /
MBMS APP SMGR

* sgsn-misc

e sgsn-system SGSN

e sgsn-test SGSN

e sgtpcmgr SGTPC GGSN SGSN GTP-C Manager
* sgw

* sh-diameter Sh Diameter

* sitmain

« [ simgr.vbs]

o sls SLS

esm-app SM

* SMS: SMS MS SMSC

e sndcp Sub Network Dependent Convergence Protocol SNDCP
esnmp SNMP

e sprmgr IPCF Subscriber Policy Register SPR

*srdb

e srp: SRP

« sscfnni  Service-Specific Coordination Function for Signaling at the Network Node Interface
SSCF-NNI

e sscop Service-Specific Connection-Oriented Protocol SSCOP
« ssh-ipsec  Secure SHELL SSH IP

e ssl  Secure Socket Layer SSL
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* stat

* supserv [H.323]
* system

e tacacsplus TACACS+

etcap TCAP

* testctrl

* testmgr

* threshold

e ttg Tunnel Termination Gateway TTG

e tucl TCP/UDP TUCL

e udr UDR Charging
* user-data

* user-13tunnel 3

* usertcp-stack TCP

e vim \oice VIM

e vinfo VINFO

e vmgctrl VMG

e vmgctrl VMG

*vpn

evpp Vector Packet Processing VPP

* wimax-data WiMAX

* wimax-r6  WiMAX R6

* Wsg ASR 9000
e X2gw-app X2GW X2 eNodeB

e x2gw-demux X2GW demux
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Exec logging filter

Exec

[locallhost_name# logging trace { callid call_id | ipaddr ip_address | msid
ms_id | username username }

[localJhost_name# N0 logging trace { callid call_id | ipaddr ip_address | msid
ms_id | username username }

MSID

configure

logging monitor { ip_addr | ipv6_addr | msid id | username name }
end
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configure
no logging monitor { ip_addr | ipv6_addr | msid id | username name }
end

Exec

[locallhost_name# show logging [ active | verbose ]

verbose

13:

General Logging Statistics

Total events received

Number of applications receiving events

Logging Source Statistics

Event sequence ids by process

Msg backlog stat with total cnt

LS L2 filter drop rate LS 2 L2

Abnormal Log Source Statistics LS

Runtime Logging Buffer Statistics
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CLI

Active buffer

Inactive buffer

CLI

« syslog syslog
syslog
. CLI
CLI
CLlI
Exec
1
Exec
[locallhost_name# logs checkpoint
2

[localJhost_name# show logs

show logs
Command Line Interface Reference Exec Mode Show Commands
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Universal Resource Locator

CPU minicore NPU

[flash/crashlog2

2. minicore  NPU

URL

CLI

[flash/crashlog2.

[flash/crsh2

crashlog2

minicore NPU

SMC MIO/UMIO

[flash/crsh2
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. CLI
120
* ASR 5500
. MIO/UMIO
* USB MIO/UMIO  USB
* VPC
* USB uUsB
uUsSB
. Trivial File Transfer Protocol TFTP File Transfer Protocol
FTP Secure File Transfer Protocol SFTP Hypertext Transfer Protocol HTTP
20.0 StarOS FTP
crash-card-cpu-time-core Card cpu

VPC-SI System StarOS 21.19




B«

CPU time 16 Portable Operating System Interface POSIX
configure
crash enable [ encrypted ] url crash_url
end
. Command Line Interface Reference Global

Configuration Mode Commands

CLI

[flash/crashlog?2

minicore NPU (/flash/crsh2)

Exec

1 Exec

[localJhost_name# show crash { all | list | number crash_num }

* Show crash list
* Show crash number crash_num

. # StarOS

« SW StarOS RR.n(bbbbb)

. VPC-SI System StarOS 21.19



YYYY-MMM-DD+hh:mm:ss

CPU PID
YYYY-MMM-DD+hh:mm:ss
errno
16
StarOS
evlogd StarOS
1
0 evlogd
1
evlogd
StarOS  SNMP
threshold
SNMP
SNMP

» ThreshLSLogsVolume
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<timestamp> Internal trap notification <trap_id> (ThreshLSLogsVolume) threshold
<upper_percent>%
measured value <actual_percent>% for facility <facility_name> instance <instance_id>

 ThreshClearLSLogsVolume

<timestamp> Internal trap notification <trap_id> (ThreshClearLSLogsVolume) threshold
<upper_percent>%
measured value <actual_percent>% for facility <facility_name> instance <instance_id>

snmp trap

1. threshold Is-logs-volume

2. threshold poll Is-logs-volume interval

3. threshold monitoring Is-logs-volume :

Syslog

configure
[ default ] threshold Is-logs-volume upper_percent [ clear lower_percent ]
[ default ] threshold poll Is-logs-volume interval duration
[ no ] threshold monitoring Is-logs-volume
end

e upper_percent  lower_percent 0 100 upper_percent
90% lower_percent
upper_percent

« threshold poll Is-logs-volume interval
300 5

« threshold monitoring Is-logs-volume

Exec show threshold
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50,000
50,000
100,000
Exec logs checkpoint
50,000
URL
Exec

save logs { url } [ active ] ] [ inactive ] [ callid call_id ]
[event-verbosity evt_verboseness | [ Facility facility ] [level severity_level
1 [ pdu-data pdu_format ] [ pdu-verbosity pdu_verboseness ] [ since
from_date_time [ until to_date time | ] [ | { grep grep_options | more } ]

save logs Command Line Interface Reference Exec Mode
Commands
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ID
ID
ID
14: ID
ID
alo A10 28000 28999
all All 29000 29999
allmgr All 9000 9999
aaa-client AAA 6000 6999
aaamgr AAA 36000 36999
aaaproxy AAA 64000 64999
aal2 AAL2 173200 173299
acl-log IP 21000 21999
ACL
acsctrl 90000 90999
ACSCtrl
acsmgr 91000 91999
ACSMgr
afctrl Ares 186000 186999
ASR 5500

afmgr Ares Fabric Manager ASR 5500 [187000 187999
alarmctrl 65000 65999
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ID
alcap Access Link Control Application | 160900 161399
Part ALCAP
alcapmgr ALCAP 160500 160899
asf ASF 73000 73999
asfprt ASFPRT 59000 59999
asngwmgr 100000 100499
ASN
asnpcmgr ASN / 100500 100999
bcmces / 109000 109999
BCMCS
bfd Bidirectional Forwarding 170500 170999
Detection BFD
bgp 85000 85999
BGP
bindmux BindMux 158200 158999
[
IPCF ]
bngmgr 182000 182999
BNG
bssap Base Station System Application | 131000 131199
Part+ BSSAP+
bssgp Base Station System GPRS 115050 115099
Protocol BSSGP
callhome Call Home 173600 173999
cap CAMEL Application Part 87900 88099
CAP
chatconf CHATCONF 74000 74999
VPC-SI System StarOS 21.19

"



ID
cli CLlI 30000 30999
connproxy 190000 190999
crdt-ctl 127000 127999
csg Closed Subscriber Groups 188000 188999
CSG
csg-acl CSG 189000 189999
ACL
csp / / 7000 7999
CSP
CSs 77000 77499
CSsSs
[ESC]
€ss-sig 77500 77599
CSS RADIUS
cx-diameter Cx Diameter 92840 92849
dcardctrl 62000 62999
dcardmgr 57000 57999
demuxmgr Demux 110000 110999
dgmbmgr Diameter Gmb DGMB 126000 - 126999
dhcp DHCP 53000 53999
dhcpv6 DHCPv6 123000 123999
dhost 83000 ~ 83999
diameter Diameter 92000 92599
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ID
diabase Diabase 92800 92809
diameter-acct Diameter 112000 112999
diameter-auth Diameter 111000 111999
diameter-dns Diameter DNS 92600 92699
diameter-ecs ECS Diameter 81990 81999
diameter-hdd Diameter Horizontal Directional |92700-92799
Drilling HDD

diameter-svc Diameter 121200 121999
diamproxy Diameter 119000 119999
dpath IPSec 54000 54999
drvctrl 39000 39999
ds3mgr DS3 DS3/E 40000 40999

NPU
eap-diameter Extensible Authentication 92870 92879

Protocol EAP;
Diameter

eap-ipsec EAP IPSec 118000 118999
€Cs-Css ACS 97000 97099

ACSMgr
edr 80000 80999

EDR
egtpc eGTP-C 141000 141999
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ID

egtpmgr eGTP 143000 143999

egtpu eGTP-U 142000 142999

epdg Evolved Packet Data Gateway |178000 178999
ePDG

evlog 2000 2999

famgr FA 33000 33999

96000 96999
fng 149000 149999
FNG

gbrmgr Gb-Manager 201900 202699

gedr GGSN 66000 66999
G-CDR

gmm GPRS Mobility Management 88100 88299
GMM

gprs-app General Packet Radio Service 115100 115399
GPRS

gprs-ns GPRS-NS 115000 115049

gg-rx-tx-diameter Gg/Rx/Tx Diameter 92830 92839

gss-gedr GTPP 98000 98099

GCDR

gtpc GTPC 47000 47999

gtpcmgr GTPC 46000 46999

gtpp GTP-PRIME 52000 52999

gtpu GTPU 45000 45999

gtpumgr GTPU 157200 157999

gx-ty-diameter Gx/Ty Diameter 92820 92829
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ID

gy-diameter Gy Diameter 92810 92819
h248prt H.248 42000 - 42999
hamgr HA 34000 34999
hat HAT 3000 3999
hdctrl HD 132000 132999
hddshare HDD 184000 184999
henb-gw Home eNodeB-GW 195000 195999
henbapp Home eNodeB 196000 196999
henbgwdemux Home eNodeB-GW Demux 194000 194999
henbgwmgr Home eNodeB-GW 193000 193999
hnb-gw Home NodeB HNB 151000 151999
hnbmgr HNB 158000 158199
hss-peer-service 138000 138999
HSS [MME]
igmp Internet Group Management 113000 113999
Protocol IGMP
ikev2 IKEvV2 122000 122999
ims-authorizatn IMS 98100 98999
ims-sh IMS SH 124000 124999
imsimgr International Mobile Subscriber |114000 114999
Identity IMSI
imsue IMS User Equipment  IMSUE | 144000 145999
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ID
ip-arp IP Address Resolution Protocol |19000 19999
ARP
ip-interface IP 18000 18999
ip-route IP 20000 20999
ipms 134000 134999
IPMS
ipne IP Network ENABLER IPNE 192000 192999
ipsec IPSec 55000 56998
ipsg IP 128000 128999
IPSG
ipsgmgr IPSG IPSGMgr [99000 99999
ipsp IP 68000 68999
IPSP
kvstore Key/Value kvstore 125000 125999
12tp-control L2TP Control PDU Protocol 50000 50999
12tp-data L2TP Data PDU Protocol 49000 49999
I2tpdemux L2TP Demux 63000 63999
12tpmgr L2TP 48000 48999
lagmgr Link Aggregation GROUP 179000 179999
LAG
Idap Lightweight Directory Access 160000 160499
Protocol LDAP
li LI 69000 69999
linkmgr 89500 89999
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ID

lic LLC 115700 115799
GPRS
local-policy 161400 162399
m3ap M3 211500 211999
M3AP
m3ua MTP 3 M3UA 87500 87699
[SIGTRAN]
magmgr 137500 137999
MAG
map 87100 87299
MAP
[SS7]
megadiammgr MegaDiameter 121000 121199
mme-app 147000 147999
MME
mme-embms MME evolved Multimedia 212000 212499
Broadcast Multicast Service
eMBMS
mme-misc MME 155800 156199
mmedemux MME Demux 154000 154999
mmemgr MME 137000 137499
mmgr 86000 86399
MMGR
mobile-ip IP MIP 26000 26999
mobile-ip-data MIP 27000 27999
mobile-ipv6 IPv6 129000 129999
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ID

mpls 163500 163999
MPLS
mseg-app Mobile Services Edge Gateway |172300 172999
MSEG
mseg-gtpc MSEG GTPC 172000 172199
mseg-gtpu MSEG GTPU 172200 172299
msegmagr MSEG 171000 171999
mtp2 Message Transfer Part 2 116900 116999
MTP2
[SS7]
mtp3 Message Transfer Part 3 115600 115699
MTP3
[SS7]
multicast-proxy 94000 94999
nas 153000 153999
NAS
netwstrg 78000 78999
npuctrl 16000 16999
NPU
npudrv NPU 191000 191999
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ID

npumgr NPU NPUMGR |17000 17999
npumgr-acl NPUMGR ACL 169000 169999
npumgr-drv NPUMGR 185000 185999
npumgr-flow NPUMGR 167000 167999
npumgr-fwd NPUMGR 168000 168999
npumgr-init NPUMGR 164000 164999
npumgr-Ilc NPUMGR LC 180000 180999
npumgr-port NPUMGR 166000 166999
npumgr-recovery NPUMGR 165000 165999
npumgr-vpn NPUMGR VPN 181000 181999
npusim NPUSIM 176000 176999
ntfy-intf 170000 170499
orbs orbs 15000 15999
ORB
ospf Open Shortest Path First 38000 38999
OSPF
ospfv3 OSPFv3 150000 150999
[IPV6]
p2p P2P 146000 146999
pcemgr Policy Charging and Control 159000 159499
PCC

pdg Packet Data Gateway PDG 152010 152999
pdgdmgr PDG TCP Demux Manager 162400 162999

pdgdmgr
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ID
pdif Packet Data Interworking 120000 120999
Function PDIF
pgw Packet Data Network Gateway |139000 139999
PGW
pmm-app 89200 89499
PMM
[SGSN]
ppp Point-To-Point Protocol PPP {25000 25999
pppoe Point-to-Point Protocol over 183000 183999
Ethernet PPPoE
ptt PTT 76000 76999
push PUSH VPNMgrCDR Push  |133000 133999
radius-acct RADIUS 24000 24999
radius-auth RADIUS 23000 23999
radius-coa RADIUS CoA 70000 70999
ranap Radio Access Network 87700 87899
Application Part RANAP
rct RCT 13000 13999
rdt RDT 67000 67999
resmgr Resource Manager (RM) 14000 14999
rf-diameter Rf Diameter 92860 92869
rip Routing Information Protocol 35000 35999
RIP
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ID

rohc Robust Header Compression 103000 103999
ROHC
rsvp RSVP 93000 93999
rua RANAP User Adaptation 152000 152009
RUA
slap S1 155200 155799
S1AP
saegw System Architecture Evolution  {191000 191999
scep Signalling Connection Control  |86700 86899
Part SCCP
[SS7]
sct SCT 32000 32099
sctp Stream Control Transmission 87300 87499
Protocol SCTP
sess-gr SESS-GR 77600 77999
sessctrl 8000 8999
sessmgr 10000 12999
sesstrc 155000 155199
sft 58000 58999
SFT
Sgs SG 173000 173199
[MME]
sgsn-app SGSN 115900 115999
sgsn-failures SGSN 89100 89199
sgsn-gtpc SGSN GTP-C 116000 116599
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ID

sgsn-gtpu SGSN GTP-U 86900 87099
sgsn-mbms-bearer SGSN MBMS 116600 116799
SMGR
sgsn-misc SGSN 88800 89099
sgsn-system SGSN 86400 86499
sgsn-test SGSN 88700 88799
sgsn2 SGSN2 114000 117999
sgtpemgr SGSNGTP-C SGTPC 117000 117999
sgw 140000 140999
SGW
sh-diameter Sh Diameter 92850 92859
sipcdprt SIPCDPRT 95000 95999
sitmain SIT 4000 4999
sm-app 88300 88499
SMS
sms SMS 116800 116899
sndcp Sub Network Dependent 115800 115899
Convergence Protocol
SNDCP
snmp Simple Network Management | 22000 22999
Protocol SNMP
sprmgr Subscriber Policy Register 159500 159999
SPR
srdb 102000 102999
srp 84000 84999

SRP
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ID

sscfnni SSCFNNI 115500 115599
[ATM]
sscop SSCOP Protocol 115400 115499
[ATM]
ssh-ipsec SSH IP 56999 56999
ssl SSL 156200 157199
stat 31000 31999
system 1000 1999
tacacs+ TACACS+ 37000 37999
taclcp TACLCP 44000 44999
tcap Transaction Capabilities 86500 86699
Application Part TCAP
[SST7]
testctrl 174000 174999
testmgr 175000 175999
threshold 61000 61999
ttg Tunnel Termination Gateway 130000 130999
TTG
tucl TCP/UDP 88500 88699
TUCL
[SS7]
udr 79000 79999
UDR
user-data 51000 51999
user-I3tunnel L3 75000 75999
usertcp-stack TCP 173300 173499
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ID
vim 60000 60999
VIM
vinfo VINFO 82000 82999
vmgctrl 41000 41999
VMG
vmgctxmgr VMG 43000 43999
vpn 5000 5999
VPN
wimax-data WiIMAX 104900 104999
wimax-ré WiIMAX R6 104000 104899
ID
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2011-Dec-11+5:18:41.993 [cli 30005 info] [8/0/609 cli:8000609 _commands_cli.c:1290]
[software internal system] CLI session ended for Security Administrator admin on device
/dev/pts/2

15:

2011-Dec-11+5:18:41.993 /

[cli 30005 info]

CLI
ID 3005 info

[8/0/609 cli:8000609 _commands_cli.c:1290] CLI

[software internal system]

CLI session ended for Security Administrator admin
on device /dev/pts/2
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CLI

. 257

. 260

* SSD 264

. 265
. 265

VPN
Exec

[localJhost_name# context context_name

context_name

[context_name]host_name#

ping ping6

ping ping6
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VPC-DI Exec system ping VPC-DI VM

Dl CommandLinelnterface
Reference
ping

ping host_ipv4_address [ count num_packets ] [ flood ] [ pattern packet_pattern
1 [ size octet_count ] [ src { src_host_name | src_host_ipv4_address } | [ vrf
vrf_nam ]

ping6 host_ipv6_address [ count num_packets ] [ flood ][ pattern packet pattern
1 [ size octet_count ] [ src { src_host_name | src_host_ipv6_address } | [ vrf
vrf_nam ]

Command Line Interface Reference Exec Mode
Commands

ping IPV4

PING 192.168.250.1 (192.168.250.1): 56 data bytes

64 bytes from 192.168.250.1: icmp_seq=0 ttl=255 time=0.4 ms
64 bytes from 192.168.250.1: icmp_seq=1 ttl=255 time=0.2 ms
64 bytes from 192.168.250.1: icmp_seq=2 ttl=255 time=0.2 ms
64 bytes from 192.168.250.1: icmp_seq=3 ttl=255 time=0.2 ms
64 bytes from 192.168.250.1: icmp_seq=4 ttl=255 time=0.2 ms
--- 192.168.250.1 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 0.2/0.2/0.4 ms

. IP
. ping ping
ping
. ping
ping
traceroute traceroute6

show ip static-route
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traceroute

traceroute IPv4

traceroute6 IPv6

traceroute traceroute6 .

traceroute6

traceroute traceroute6

traceroute

traceroute { host_name | host_ipv4_address } [ count packets ] [ df ] [ maxttl
max_ttl ] [ minttl min_ttl 7 [ port port_number ] [ Size octet_count ] [ src
{ src_host_name | src_host_ipv4_address } ] [ timeout seconds ] [ vrf vrf_nam ]

Command Line Interface Reference Exec Mode
Commands

traceroute to 192.168.250.1 (192.168.250.1), 30 hops max, 40 byte packets
1 192.168.250.1 (192.168.250.1) 0.446 ms 0.235 ms 0.178 ms

traceroute6

traceroute6 { host_name | host_ipv6_address } [ count packets ] [ maxttl max_ttl
1 [ port port_number ] [ size octet_count ] [ src { src_host_name |
src_host_ipv6_address 3 ]| [ timeout seconds ] [ vrf vrf_nam ]

Command Line Interface Reference Exec Mode
Commands

traceroute6 to 2001:4A2B::1f3F (2001:4A2B::1f3F), 30 hops max, 40 byte packets
1 2001:4A2B::1f3F (2001:4A2B::1f3F) 0.446 ms 0.235 ms 0.178 ms

show ip route [ route_ip_address ]
show ipv6 route [ route_ipv6_address | ]

Command Line Interface Reference Exec Mode show
Commands

IP
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IPv4

"*'" indicates the Best or Used route.

Destination Nexthop Protocol Prec Cost Interface
*0.0.0.0/0 10.0.4.1 static 0 0 SP101
*10.0.4.0/24 0.0.0.0 kernel 0 0 SP101
*10.0.4.0/32 0.0.0.0 kernel 0 0 SP101
*10.0.4.3/32 0.0.0.0 kernel 0 0 SP101
*10.0.4.255/32 0.0.0.0 kernel 0 0 SP101

Address Resolution Protocol ARP

ARP
[localJhost_name# show ip arp [ arp_ip_address ]
arp_ip_address ARP
IPv4 10 IPv6 16
ARP
| B

VPN

ARP NPU

ARP
NPU show ip arp
ARP

Flags codes:
C - Completed, M - Permanent, P - Published, ! - Not answered
T - has requested trailers
Address Link Type Link Address Flags Mask Interface
10.0.4.240 ether 00:05:47:02:20:20 C M101
10.0.4.7 ether 00:05:47:02:03:36 C M101
10.0.4.1 ether 00:01:30:F2:7F:00 C M101
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monitor protocol monitor subscriber PCAP
PCAP 267

monitor protocol Exec

[localJhost_name# monitor protocol

Sect:

B

WARNING!I!I! You have selected options that can DISRUPT USER SERVICE
Existing CALLS MAY BE DROPPED and/or new CALLS MAY FAILI!!

(Under heavy call load, some debugging output may not be displayed)
Proceed? - Select (Y)es or (N)o

Y N
C - Control Events (ON )
D - Data Events (ON )
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E - EventlID Info (ON )
H - Display ethernet (ON )
I - Inbound Events (ON )
0 - Outbound Events (ON )
S - Sender Info (OFF)
T - Timestamps (ON )
X - PDU Hexdump (OFF)
A - PDU Hex/Ascii (OFF)
+/- Verbosity Level C 1)
L - Limit Context (OFF)
M - Match Newcalls (ON )
R - RADIUS Dict (no-override)
G - GTPP Dict (no-override)
Y - Multi-Call Trace ((OFF))
(Quit, <ESC> Prev Menu, <SPACE> Pause, <ENTER> Re-Display Options
6
C D E
+ -
[ON (enabled)] [OFF (disabled)]
7 [Enter]
q
1 Exec monitor subscriber
[localJhost_name# monitor subscriber { callid | imei | imsi | ipaddr | ipv6addr |
msid | msisdn | next-call | pcfF | peer-fa | peer-lac | sgsn-address | type |
username }
2
3
4

2 C D E 11 12
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[ON (enabled)] [OFF (disabled)]
Y GGSN

5 6
6 Enter

user2@aaa

MSID: 0000012345 Callid: 002dc6c2
Username: user2@aaa SessionType: unknown
Status: Active Service Name: xxx1
Src Context: source Dest Context:

<<<<OUTBOUND 10:02:35:415 Eventid:25001(0)
PPP Tx PDU (9)
PAP 9: Auth-Ack(l), Msg=

<<<<OUTBOUND 10:02:35:416 Eventid:25001(0)
PPP Tx PDU (14)
IPCP 14: Conf-Req(l), IP-Addr=192.168.250.70

<<<<OUTBOUND 10:02:35:416 Eventid:25001(0)
PPP Tx PDU (27)
CCP 27: Conf-Req(1), MPPC, Stac-LZS, Deflate, MVRCA

INBOUND>>>>> 10:02:35:517 Eventid:25000(0)

PPP Rx PDU (30)

IPCP 30: Conf-Req(l), IP-Comp VJ-Comp, IP-Addr=0.0.0.0, Pri-DNS=0.0.0.0,
Sec-DNS=0.0.0.0

<<<<OUTBOUND 10:02:35:517 Eventid:25001(0)
PPP Tx PDU (26)
IPCP 26: Conf-Rej(1), IP-Comp VJ-Comp, Pri-DNS=0.0.0.0, Sec-DNS=0.0.0.0

INBOUND>>>>> 10:02:35:517 Eventid:25000(0)
PPP Rx PDU (12)
IPCP 12: Conf-Ack(l), IP-Addr=192.168.250.70

INBOUND>>>>> 10:02:35:518 Eventid:25000(0)
PPP Rx PDU (31)
LCP 31: Prot-Rej(1), Rejected-Protocol=CCP (0x80fd)

INBOUND>>>>> 10:02:35:518 Eventid:25000(0)
PPP Rx PDU (12)
IPCP 12: Conf-Req(2), IP-Addr=0.0.0.0

<<<<OUTBOUND 10:02:35:518 Eventid:25001(0)
PPP Tx PDU (14)
IPCP 14: Conf-Nak(2), IP-Addr=192.168.250.87

INBOUND>>>>> 10:02:35:519 Eventid:25000(0)

PPP Rx PDU (12)
IPCP 12: Conf-Req(3), IP-Addr=192.168.250.87
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B s

q
SSD Exec show support details
TAC
SSD tar URL
tar
e support_summary ASCII
« information.minicores.tar minicore tar
Minicore
show support details
TAC
©
SSD
30 show support details
20.0 SSD SSD
1 SSD
SSD
20.0 show support details SSD
StarOS  SSD
1 SSD
show supportdetails SSD
SSD
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show support details Command Line | nterface Reference Exec
Mode Show Commands (Q-S)
record collector CLI
CLI Support Data Collector SDC
CLI
gunzipped gz
SDR
TAC SDR
SDC
VPC
VM
16:
StarOS
VM
/
VM
HA VMware HA
HA
VM
KVM --watchdog i6300esb
VMware
VPC-SI System StarOS 21.19
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. 267

. 268

* PCAP 269

* PCAP 277

* ePDG
* IPSec
* MME
* SaMOG

ASR 5500
VvPC-SI
vPC-DI

N/A
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PCAP |

* ASR 5000 System Administration Guide

* ASR 5500 System Administration Guide

» Command Line Interface Reference Guide
» ePDG Administration Guide

* |PSec Reference Guide

* SAaMOG Administration Guide

* VPC-9 System
&
21.2
MME S1-AP PCAP 214
21.2
monitor subscriber monitor protocol
PCAP
PUSH PULL SFTP
text2pcap pcap
wireshark PCAP
PCAP 16 monitor protocol monitor
subscriber 16
S
VPC-DI DI VM
Command Line Interface Reference Exec mode command system packet-dump
command
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| PCAP

PCAP B

PCAP

CDRMOD

CDRMOD 1
config
cdr-multi-mode
end
* 16
CDR
[ (&

cdr-multi-mode CLI

System Administration Guide

« default cdr-multi-mode

[ 1

default cdr-multi-mode CLI

System Administration Guide

. CDRMOD

16

16

config
context context_name
hexdump-module
hexdump { purge { storage-limit megabytes | time-limit seconds }
[ max-Files max_records ] | push-interval interval | push-trigger
space-usage-percent trigger_percent | remove-file-after-transfer |
transfer-mode { pull [ module-only ] | push primary { encrypted-url |
url } url [ secondary { encrypted-secondary-url | secondary-url }
secondary_url ] [ via local-context ] [ max-files files ] [ max-tasks

VPC-SI System StarOS 21.19 .



16

max_tasks ] [ module-only ] } | use-harddisk }

PCAP |

end
. default hexdump [ purge | push-interval | push-trigger
[ space-usage-percent ] | remove-file-after-transfer | transfer-mode [ module-only ] | use-harddisk
]+
* purge

* push-interval 60

e push-trigger 80

* remove-file-after-transfer
* transfer mode

* use-harddisk

. 16
remove-file-after-transfer | use-harddisk ] +

* purge

» remove-file-after-transfer

* use-harddisk

. 16

no hexdump [ purge |

purge { storage-limit megabytes | time-limit seconds } [ max-files max_records]

« storage-limit megabytes
16

bytes10 143360

* time-limit seconds
16

seconds 600 2592000

» max-files max_records

max_records 0 1000 10000

« 16
push-interval interval
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PCAP

16 B

. 30 3600

. 60

* push-trigger space-usage-percent trigger_percent

e trigger_percent 10 80
. 80

. 16
remove-file-after-transfer

16

« transfer-mode { pull [ module-only ] | push primary { encrypted-url | url } Url [ secondary {
encrypted-secondary-url | secondary-url } secondary url ] [ via local-context ] [ max-files files

][ max-tasks max_tasks] [ module-only ]} 16
* pull 16
* push 16

* primary encrypted-url url
URL

url 1 8192

e primary url url 16 URL

url 1 1024
[luser : password@host: [ port]/direct

* secondary encrypted-secondary-url secondary_url
URL

secondary_url 1 8192

« secondary secondary-url secondary_url 16
URL
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secondary_url

PCAP

1024

Juser : password@host: [ port] /direct

* via local-context
16

» max-files files

4 4000

» max-tasks max_tasks

max _tasks 4 8

* module-only 16

« 16
use-harddisk

SP1O

SMC

16

16

16

config
context context_name
hexdump-module

file [ compression { gzip | none } | current-prefix prefix |
delete-timeout seconds | directory directory_name | exclude-checksum-record
| field-separator { hyphen | omit | underscore } | headers | name
file_name | reset-indicator | rotation { num-records number | tariff-time

minute minutes hour hours | time seconds | volume bytes } |

sequence-number { length length | omit | padded | padded-six-length |
unpadded } | storage-limit limit | time-stamp { expanded-format |

rotated-format | unix-format } | trailing-text string |
trap-on-file-delete | xor-final-record ] +

end

. VPC-SI System StarOS 21.19

default file [ compression |
current-prefix | delete-timeout | directory | field-separator | headers | name | reset-indicator |



PCAP
16

rotation { num-records | tariff-time | time | volume } | sequence-number | storage-limit |
time-stamp | trailing-text | trap-on-file-delete ] +

* 16 compression { gzip | none }

* gzip 10:1 16 GNU zip

*none Gzip

current-prefix prefix

* prefix 1 31
. curr
* 16 delete-timeout
seconds

eseconds 3600 31536000
. [Disabled]

16
directory directory_name

* directory_name 0 191

. Irecords/hexdump
« exclude-checksum-record #CHECKSUM
32 Cyclic Redundancy Check CRC;
16
16
«16 2
field-separator { hyphen | omit | underscore }
* hyphen 2 -
e omit 2
* underscore 2 _
. headers
* 16 name
file_name

VPC-SI System StarOS 21.19




PCAP

file_name 1 31

« 16 0 225
reset-indicator

. ICSR

. sequence-number

16
rotation { num-records number | tariff-time minute minutes hour hours| time seconds | volume

bytes}

e num-records number 16

number 100 10240 1024

« tariff-time minute minutes hour hours 16

minutes 0 59

hours 0 23
* time seconds 16
seconds 30 86400 3600
&
30
 volume bytes 16
bytes 51200 62914560 compression
gzip
102400

sequence-number { length length| omit | padded | padded-six-length | unpadded }

« length length

length 0
1 9
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| PCAP

* omit

* padded

* padded-six-length

 unpadded

limt 10485760

268435456

16

storage-limit limit

expanded-format | rotated-format | unix-format }

* expanded-format UTC
* rotated-format

e unix-format UNIX
y

trailing-text string
string 1 30

* 16
[Disabled]

« exclude-checksum-record

CRC
xor-final-record

[Disabled]

. + 1

16
16 Exec

monitor subscriber

VPC-SI System StarOS

Xy

MMDDYYYYHHMMSS
YYYYMMDDHHMMSS

x 1970

SNMP
trap-on-file-delete

16

monitor subscriber
PCAP

21.19

time-stamp {

XOR

monitor protocol




B vve rcar

monitor subscriber monitor protocol
Vv 16

« U - Mon Display (ON)

* V- PCAP Hexdump (NONE) 16

* V - PCAP Hexdump (ON) 16

/ cli

* V- PCAP Hexdump (OFF) 16

MME S1-AP SGsAP
. monpro S1-AP  SGS SCTP
-PCAP Hexdump ON PCAP hexdump
. monsub S1-AP  SGS
e monpro/monsub  S1-AP SGS
SCTP SCTP
* Checksum
. TSN
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| PCAP

PCAP B

e monpro  SCTP PCAP 16 SCTP

PCAP

show PCAP

show cdr statistics

show cdr statistics

EDR-UDR file Statistics:

CDRMOD Instance Id: 2

Hexdump-module Record Specific Statistics:
Hexdump-module files rotated:
Hexdump-module files rotated due to volume limit:
Hexdump-module files rotated due to time limit:
Hexdump-module files rotated due to tariff-time:
Hexdump-module files rotated due to records limit:
Hexdump-module file rotation failures:
Hexdump-module files deleted:
Hexdump-module records deleted:
Hexdump-module records received:
Current open Hexdump-module files:
Time of last Hexdump-module file deletion:

[eNeoNecNoNoNoNoNoNoNoNe)

17: show cdr statistics

EDR-UDR

CDRMOD ID CDRMOD ID

Hexdump-module

Hexdump-module files rotated |16 16

Hexdump-module files rotated 16
due to volume limit 16

Hexdump-module files rotated 16
due to time limit 16
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PCAP
. show { hexdump-module | cdr } file-space-usage

Hexdump-module files rotated 16
due to tariff-time 16

Hexdump-module files rotated 16
due to records limit 16

Hexdump-module file rotation |16
failures

Hexdump-module files deleted |16

Hexdump-module records deleted | 16

Hexdump-module records 16
received

Current open Hexdump-module 16
files

Time of last Hexdump-module 16
file deletion

show { hexdump-module | cdr } file-space-usage
show { hexdump-module | cdr } file-space-usage
CDRMOD Instance Id: 2
Hexdump-module File Storage LIMIT : 33554432 bytes

Hexdump-module File Storage USAGE : 196608 bytes
Percentage of Hexdump-module file store usage : 0.585938

18: show { hexdump-module | cdr } file-space-usage

CDRMOD ID CDRMOD

Hexdump-module File Storage 16
LIMIT

Hexdump-module File Storage 16
USAGE

Percentage of Hexdump-module |16
file store usage
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| PCAP
show hexdump-module statistics .

show hexdump-module statistics

show hexdump-module statistics

Hexdump-module-Record file Statistics:

CDRMOD Instance Id: 2

Hexdump-module files rotated: 0
Hexdump-module files rotated due to volume limit: O
Hexdump-module files rotated due to time limit: 0
Hexdump-module files rotated due to tariff-time: 0
Hexdump-module files rotated due to records limit: O
Hexdump-module file rotation failures: 0
Hexdump-module files deleted: 0
Hexdump-module records deleted: 0
Hexdump-module records received: 0
Current open Hexdump-module files: 0
Time of last Hexdump-module file deletion: 0
Hexdump-module PUSH Statistics:
Successful File Transfers : 0
Failed File Transfers : 0
Num of times PUSH initiated : O
Num of times PUSH Failed : 0
Num of times PUSH cancelled
due to HD failure : O
Num of periodic PUSH -0
Num of manual PUSH : 0
Current status of PUSH : Not Running
Last completed PUSH time : N/A
Primary Server Statistics:
Successful File Transfers : 0
Failed File Transfers : 0
Num of times PUSH initiated : O
Num of times PUSH Failed : 0
Num of periodic PUSH -0
Num of manual PUSH : 0
Current status of PUSH : Not Running
Last completed PUSH time : N/A
Secondary Server Statistics:
Successful File Transfers : 0
Failed File Transfers : 0
Num of times PUSH initiated : O
Num of times PUSH Failed : 0
Num of periodic PUSH -0
Num of manual PUSH : 0
Current status of PUSH : Not Running
Last completed PUSH time : N/A
|
16 Exec clear

hexdump-module statistics
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. show hexdump-module statistics

19: show hexdump-module statistics

PCAP

Hexdump-module-Record file Statistics

CDRMOD ID

CDRMOD

Hexdump-module files rotated 16

16

Hexdump-module files rotated due to
volume limit

16
16

Hexdump-module files rotated due to
time limit

16
16

Hexdump-module files rotated due to
tariff-time

16
16

Hexdump-module files rotated due to
records limit

16
16

Hexdump-module file rotation failures | 16

Hexdump-module files deleted 16

Hexdump-module records deleted 16

Hexdump-module records received |16

Current open Hexdump-module files

16

Time of last Hexdump-module file
deletion

16

Hexdump-module PUSH Statistics

Successful File Transfers

16

Failed File Transfers

16

Num of times PUSH initiated

Num of times PUSH Failed

Num of times PUSH cancelled due to
HD failure
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PCAP
show hexdump-module statistics .

Num of periodic PUSH

Num of manual PUSH

Current status of PUSH

Last completed PUSH time

Primary Server Statistics

Successful File Transfers 16
Failed File Transfers 16
Num of times PUSH initiated 16
Num of times PUSH Failed 16

Num of periodic PUSH

Num of manual PUSH

Current status of PUSH

Last completed PUSH time

Secondary Server Statistics

Successful File Transfers 16
Failed File Transfers 16
Num of times PUSH initiated 16
Num of times PUSH Failed 16
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PCAP
. show hexdump-module statistics

Num of periodic PUSH

Num of manual PUSH

Current status of PUSH

Last completed PUSH time
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reload

. 283
. CLI 284
. 285

VPC-SI VPC-DI
CFVM
StarOS .bin .iso

SYSLINUX
VPC VM
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CLI

StarOS
boot
StarOS .bin
«16.1 SarOS
Format = production.build_number.platform.bin.
* SarOS 16.1
Format = platform-release_number.bin.
.bin
SYSLINUX "boot:"
\
VPCVM vHDD
CLI ( )
GUI VM
SYSLINUX
boot:

. VPC-SI System StarOS 21.19



Enter CLI Mode .

Enter CLI Mode

cli CLI CLI

8/0:boot>cli
8/0:cli>

boot

boot recovery
boot [ -show | -priority=* | -config=* | -noconfig ] { bootfile_URL }

* -show
* -priority = *
e -config=*

* -noconfig
bootfile URL StarOS URL StarOS
.bin
URL flash
URL

{ /flash | /pcmcial | /usbl }/filename

VPC
ISO .ssi.iso 2 recover
.bin
vHDD
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ACL ACL
i
/

. 287

* ACL 288

. ACL 290

«IPACL 293
IP ACL

ACL
ACL

ACL

21.19




B

IPvd  IPv6 ACL
ACL 2
. 288
. 290
[ &
Command Line Interface Reference ACL
Configuration Mode Commands IPv6 ACL Configuration Mode Commands
ACL 1 ACL
ACL
256
(&
ACL deny any deny
any ACL

ACL
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&
UMTS
APN ACL
ACL 1
e Any
* Host IP
« ICMP Internet Control Message Protocol ICMP
« IP Internet Protocol IP
* Source IP Address 1 IP
« TCP Transport Control Protocol TCP
« UDP User Datagram Protocol ~UDP
ACL
Command Line Interface Reference ACL Configuration Mode
Commands IPv6 ACL Configuration Mode Commands
* Any
e Host IP
* ICMP Internet Control Message Protocol ICMP
ICMP www.iana.org RFC

3232
*IP Internet Protocol IP
« IP Packet Size Identification Algorithm Internet

Protocol IP ID

IP

IPID

VPC-SI System StarOS 21.19 .



16 IPID

IPID IP
IPID ID
IPID
IP
* Source IP Address
*TCP Transport Control Protocol TCP
IP
TCP www.iana.org
 UDP User Datagram Protocol UDP
IP
UDP www.iana.org
1 ACL ACL
ACL
* Before
* After
ACL

[ before | after ] { existing_rule }

ACL

ACL
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ACL B

e
Command Line Interface Reference ACL Configuration Mode Commands IPv6 ACL
Configuration Mode Commands
1 ACL 291
2 ACL
291
3
ACL permit all
ACL ACL 292
4 ACL ACL 292
5 Exec save configuration
ACL CLI  Exec

configure
context acl_ctxt_name [ -noconfirm ]
{ ip | ipv6 } access-list acl_list_name
end

. ACL VPN Manager
200

/
CLI  Exec

configure
context acl_ctxt_name [ -noconfirm ]
{ ip | ipv6 } access-list acl_list_name
deny { ip_address | any | host | icmp | ip | log | tcp | udp }
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B ACL

permit { ip_address | any | host | icmp | ip | log | tcp | udp }
after { deny | permit | readdress | redirect }
before { deny | permit | readdress | redirect }

end
ACL deny any
ACL deny any
« ACL ACL
* ACL
Command Line Interface Reference Acl configuration mode
commands IPv6 acl configuration mode commands
ACL
ACL
ACL
ACL
permit all
ACL
configure

context acl_ctxt_name [-noconfirm]
access-list undefined { deny-all | permit-all }

end
. ACL
Command Line Interface Reference Context Configuration Mode Commands
ACL Exec show {ip | ipv6 } access-list
acl 1 ACL

ip access list acl_1
deny host 10.2.3.4
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IP ACL

deny ip any host 10.2.3.4
permit any 10.2.4.4

1 ip access-lists are configured.

IP ACL B

ACL ACL
l(:‘;'__'
ACL 290
ACL
ACL
. ACL 295
. ACL 297 ACL
. ACL 299
. ACL 303
. ACL 303 3GPP
[C}‘___'
ACL
ACL
ACL ACL
ACL
2:ACL
Source Context Destination Context
— | Emen
. ngl_ ngL cre | v
Fr,:’l':!;[: [ GRE,GTPorIFi'l-IF[] (1] 0,.0.,0 » TolFrom
Node % el v 4 (3] (2] 1 Foh
0 Context Sub.
AC ACL Dut
ACL
335213
20: ACL
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-

1
ACL
IP
2
ACL

3

ACL ACL
4

ACL
1

ACL
2
ACL

3

ACL ACL
4

ACL

IP
IPACL ACL
ACL

. VPC-SI System StarOS 21.19



ACL

ACL

ACL

configure

ACL B

ACL

context acl_ctxt_name [ -noconfirm ]
interface interface name
{ ip | ipv6 } access-group acl_list_name { in | out } [ preference

1
end
. ACL ACL
. ACL
* ACL 128
16 ACL
ACL
1 ACL
[
ACL
Command Line Interface Reference Ethernet Interface Configuration Mode Commands
ACL
1 ACL
295
2 ACL
ACL 296
3 Exec save configuration

VPC-SI System StarOS

21.19 .




ACL

ACL
ACL

Exec
[localJhost_name# show configuration context context_name

context_name ACL

ACL

configure
context context_name

ip access-list acl_name
deny host ip_address
deny ip any host ip_address
exit

ip access-group access_group_name

service-redundancy-protocol

exit

interface interface_name
ip address ip_address/mask
exit

subscriber default

exit

aaa group default

exit

gtpp group default

end

ACL

ACL

configure
context acl_ctxt_name [ -noconfirm ]
{ ip | ipv6 } access-group acl_list_name [ Iin | out ] [ preference ]
end

. ACL ACL

. ACL

in out

ACL
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ACL B

ACL
ACL
ACL StarOS
ACL
ACL ACL
. ACL
* ACL 256
16 ACL
ACL
1 ACL
ACL ACL
e
ACL
Command Line Interface Reference Context Configuration Mode Commands

1 ACL ACL 296

2 ACL

ACL 297
3 Exec save configuration
ACL
ACL
Exec ACL

[localJhost_name# show configuration context context_name

context_name ACL
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B reous ACL

ACL

configure
context context_name
ip access-list acl_name
deny host ip_address
deny ip any host ip_address
exit
ip access-group access_group_name
service-redundancy-protocol
exit
interface interface_name
ip address ip_address/mask
exit
subscriber default
exit
aaa group default
exit
gtpp group default
end

RADIUS ACL

IP ACL
RADIUS

ACL RADIUS ID

StarOS 12.3

AAA and GTPP Interface Administration and Reference StarOS 14.0
AAA Interface Administration and Reference

ACL

ACL

Command Line Interface Reference Subscriber Configuration Mode Commands

ACL
299
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ACL B

2 ACL
ACL 299
3 Exec save configuration
ACL
configure

context acl_ctxt_name [ -noconfirm ]
subscriber name subs_name
{ ip | ipv6 } access-group acl_list_name [ in | out ]

end
. ACL ACL
*in out ACL
. ACL
* ACL 128
8 ACL
ACL
ACL
Exec ACL

[localJhost_name# show configuration context context_name

context_name ACL subsl

ACL

configure
context context_name
ip access-list acl_name
deny host ip_address
deny ip any host ip_address
exit
ip access-group access_group_name
service-redundancy-protocol
exit
interface interface
ip address ip_address/mask
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B oetaun

default

default

ACL
exit
subscriber default
exit

subscriber name subscriber_name
ip access-group access_group_name in
ip access-group access_group_name out
exit

aaa group default

exit

gtpp group default

exit

content-filtering server-group cfsg_name
response-timeout response_timeout
connection retry-timeout retry_timeout

save configuration

ACL
default ACL

configure

context acl_ctxt_name [ -noconfirm ]

subscriber name subs_name

end
ACL
default ACL
&
ACL
Command Line Interface Reference Subscriber Configuration Mode Commands
default
ACL 300
ACL default
ACL 301

{ ip | 1pv6 } access-group acl_list_name [ in | out ]

end
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default ACL B

. ACL ACL

*in out ACL

. ACL

« ACL 256
16 ACL

default ACL
ACL

Exec ACL

[localJhost_name# show configuration context context_name

context_name ACL default

ACL

configure
context context_name

ip access-list acl_name
deny host ip_address
deny ip any host ip_address
exit

ip access-group access_group_name

service-redundancy-protocol

exit

interface interface
ip address ip_address/mask
exit

subscriber name default
ip access-group access_group_name in
ip access-group access_group_name out

exit
aaa group default
exit
gtpp group default
exit

content-filtering server-group cfsg_name
response-timeout response_timeout
connection retry-timeout retry_timeout
end

ACL

ACL
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ACL

L1
ACL
Command Line Interface Reference Subscriber Configuration Mode Commands
1 default ACL 300
2 ACL 302 ACL
3 Exec save configuration

ACL
ACL

configure
context acl_ctxt_name [ -noconfirm ]
{ pdsn-service | fa-service | ha-service } service_name
default subscriber svc_default_subs_name
exit
subscriber name svc_default_subs_name
{ ip | 1pv6 } access-group acl_list_name [ in | out ]

end
. ACL ACL
*in out ACL
. ACL
« ACL 128

8 ACL

ACL
ACL
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ACL B

Exec ACL

[localJhost_name# show configuration context context_name

context_name ACL

ACL

configure
context context_name

ip access-list acl_name
deny host ip_address
deny ip any host ip_address
exit

ip access-group access_group_name

interface interface
ip address ip_address/mask
exit

subscriber default

exit

subscriber name subscriber_name
ip access-group access_group_name in
ip access-group access_group_name out
exit

pdsn-service service_name
default subscriber subscriber_name

end

ACL

IP ACL
RADIUS
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APN ACL

21:

default default
default
RADIUS
default
default

default subscriber

default
ACL
* default ACL
. ACL default subscriber
APN ACL
APN ACL
configure

context dest_context_name [-noconfirm]
apn apn_name
{ ip | ipv6 } access-group acl_list_name [ in | out ]
end

. ACL APN APN

*in out ACL
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« APN 4

APN ACL B

ACL ACL 256

ip access-group acl_list name_1in

ip access-group acl_list nhame_2 out

ipv6 access-group acl_list name_3in

ipv6 access-group acl_list_name_4 out

APN ACL
IP ACL
RADIUS
ACL GGSN APN
APN
ACL
APN ACL
e
ACL
Command Line Interface Reference Subscriber Configuration Mode Commands
1 APN ACL 304
2 APN ACL 305 ACL
3 Exec save configuration
APN ACL
ACL
Exec ACL

VPC-
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show configuration context context_name

context_name ACL APN apnl

ACL

configure
context context_name
ip access-list acl_name
deny host ip_address
deny ip any host ip_address
exit
ip access-group access_group_name
interface interface
ip address ip_address/mask
exit
subscriber default
exit
apn apn_name
ip access-group access_group_name in
ip access-group access_group_name out
end
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308

CPU

Thresholding
Configuration Guide
SNMP starCongestion

SNMP starCongestionClear
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Command Line Interface

Reference Subscriber Configuration Mode
StarOS
MME 3
SNMP
congestion-action-profile
1 308
2 309
3
310
4
311
5
CLI
configure
congestion-control threshold max-sessions-per-service-utilization
percent
congestion-control threshold tolerance percent
end
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Reference

minor
critical
Ite-policy

major

Glaobal Configuration Mode Commands

Command Line Interface

Global Configuration Mode Commands

critical major

minor MME

congestion-action-profile

Command Line Interface Reference
LTE Policy Configuration Mode Commands

Congestion Action Profile Configuration Mode Commands

CLI

congestion-control policy service action { drop | none | redirect

configure
| reject }
end
* PDSN
IP 136
* redirect PDIF
*HA
unknown home agent address

* redirect GGSN

* redirect

. [reject]

* GGSN 199

* SaMOG MME redirect

* MME
congestion-action-profile

VPC-SI System StarOS

PDSN PDSN
unknown PDSN address PCF
PDIF
136
FA
LMA

130 insufficient resources

no resources available

Ite-policy

21.19




B e

* MME
Command Line Interface Reference Global Configuration Mode
Commands
MME congestion-control policy report-overload
eNodeBs
configure

congestion-control policy mme-service action report-overload
reject-new-sessions enodeb-percentage percentage
end

. permit-emergency-sessions
reject-non-emergency-sessions

configure
congestion-control
context context_name
{service_configuration_mode}
policy overload redirect address
end

. redirect

Command Line Interface Reference

. Command
Line Interface Reference
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Exec

[locallhost_name# ShOWw service_type name service_name

MME
MME Exec

[local]host_name# show Ite-policy congestion-action-profile { name profile_name
| summary }

configure
context context_name
subscriber name subscriber_name
default overload-disconnect threshold inactivity-time dur_thresh

default overload-disconnect threshold connect-time dur_thresh
end

configure
context context_name
subscriber subscriber_name
no overload-disconnect { [threshold inactivity-time] | [threshold
connect-time] }
end
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. 313

. 315
* OSPF 317
* OSPFv3 319
. ECMP 321
* BGP-4 322
. 333
. 343
IP
«IP
IP
* AS
VPC-SI System StarOS 21.19
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AS IP

IP
config
context context_name
ip prefix-list name list_name { deny | permit } network_address/net_mask
*IP [deny] [permit] [match any prefix]
* IPv4 10 IPv6 16
config

context context_name
route-access-list { extended identifier } { deny | permit } [ ip

address ip_address ]
route-access-list named list_name { deny | permit } { ip_address/mask |
any } [ exact-match ]
route-access-list
standard identifier { permit | deny ) { ip_address
wildcard_mask | any |network_address }

AS

AS
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config
context context_name
ip as-path access-list list_name [ { deny | permit } reg_expr ]

config
context context_name
route-map map_name { deny | permit } seq_number

. match
set Command
Line Interface Reference

2
BGP

config
context ispl
route-access-list named RACLinla permit 88.151.1.0/30
route-access-list named RACLinlb permit 88.151.1.4/30
route-access-list named RACLany permit any
route-map RMnetl deny 100
match ip address route-access-list RACLiInla
#exit
route-map RMnetl deny 200
match ip address route-access-list RACLinlb
#exit
route-map RMnetl permit 1000
match ip address route-access-list RACLany
#exit
router bgp 1
neighbor 152.20.1.99 as-path 101
neighbor 152.20.1.99 route-map RMnetl in
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IPv6 112 /64 /128

Exec show ip interface

[localJhost_name# show ip interface

Intf Name: Egress 1

Description:

IP State: Up (Bound to slot/port untagged iflndex 402718721)
IP Address: 192.168.231.5

Subnet Mask: 255.255.255.0

Bcast Address: 192.168.231.255

MTU: 1500

Resoln Type: ARP ARP timeout: 3600 secs
L3 monitor LC-port switchover: Disabled

Number of Secondary Addresses: 0

Total interface count: 1

Egress 1
1

config
context context_name
ip route { ip_address [ ip_mask ] | ip_addr_mask_combo } { next-hop
next_hop_address | egress_name [ precedence precedence [ cost cost ]

. 1,200
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OSPF B

config
context context_name
no ip route { ip_address ip_mask | ip_addr_mask_combo } next_hop_address
egress_name [ precedence precedence ] [ cost cost ]

OSPF

Open Shortest Path First  OSPF
OSPF

IPv6 112 164 /128 OSPF

OSPF 2

OSPF IGP IP IP

OSPF IP
AS

OSPF AS
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B osree

AS

OSPF

AS

OSPF IP

1

OSPF
MD5
AS

BGP
AS

OSPF

OSPFv2

OSPF

OSPF
OSPF

config
context context_name
router ospf
end
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OSPF B

OSPF
OSPF OSPF

network network_ip_address/network_mask area { area_id | area_ip_address }

OSPF 10 Command Line
Interface Reference Ethernet Interface Configuration Mode Commands
ip ospf cost

OSPF

OSPF
OSPFv2
OSPF

config
context context_name
router ospf
redistribute { connected | static }
end

OSPF
OSPF router OSPF

show config context ctxt_name [ verbose ]

OSPFv3

Open Shortest Path First 3 OSPFv3
OSPFv3
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B osrs

&
IPv6 112 /64 /128 OSPFv3
OSPFv3
OSPF 3 OSPF 2 OSPFv3  IPv6
IPv6 OSPF 2
OSPFv3 OSPFv3 IPv6
OSPFv3
OSPFv3
OSPFv3
OSPF
OSPFv3
OSPF
config
context context_name
router ospfv3
end
OSPFV6
OSPFv3 OSPFv3
area { area_id | area_ip_address } [ default-cost dflt-cost ] [ stub stub-area
1 [ virtual-link vl-neighbor-ipv4address ]
&
OSPFv3 10 CommandLine
Interface Reference Ethernet Interface Configuration Mode Commands
ipv6 ospf cost
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OSPFV3 B

OSPFv3

OSPFv3
OSPFv3
OSPF

config
context context_name
router ospf3
redistribute { connected | static }
end

OSPFv3

OSPF router ipv6 ospf

show config context ctxt_name [ verbose ]

ECMP

ECMP ECMP 1

ECMP

config
context context_name
ip routing maximum-paths [ max_num 7]

e max_num 1 10 182 1 32 18.2+
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B s

BGP-4

4 BGP-4
BGP
BGP AS
AS AS
1
BGP TCP BGP
BGP
TCP
BGP BGP
AS AS
BGP-4 1P
BGP
BGP 4 AS
|
IPV6 /12 /64 /128 BGP
HA HA
1P
BGP-4
ICSR HA
BGP-4
BGP-4
BGP-4
. EBGP
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BGP

. BGP BGP
* IPv4 IPv6 IBGP
P BGP
* BGP redistribution
BGP IP
IP
network routemap BGP
* BGP network
BGP network routemap
BGP
Command LineInterface Reference BGP Configuration Mode Commands
©
BGP
BGP
config

context context_name
router bgp AS_number

neighbor ip_address remote-as AS_num

BGP

BGP

BGP

BGP

config
context context_name
router bgp as_number

VPC-SI System StarOS
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B s

BGP

connected
route-map

redistribute bg
1 [ metric-type { 1

bg

p{
123}

p I
1L
connected ospf rip

Command LineInterface Reference
Mode Commands

64

BGP BGP

BGP
CLlI
BGP
BGP
BGP
BGP
config

context context_name

ip community-list { named named_list | standard
local-AS | no-advertise | no-export | value

| permit } { internet |
AS-community_number AS-community_number AS-commun
{ internet |

AS-community_number AS-community_number AS-community_number ..
local-AS | no-advertise | no-export | value

{ internet |

| static } [ metric metric_value
route_map_name |

static redistribute
Border Gateway Protocol Configuration

identifier } { deny

-}

ity _number ..

local-AS | no-advertise | no-export | value

-}

AS-community_number AS-community_number AS-community_number .. }
BGP

* internet

* local-AS AS

* no-advertise BGP

* no-export BGP eBGP AS

« value community_number AS:NN AS
2 AS 16 NN 2 16 1 1

21.19
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BGP

BGP

BGP

AS
Command Line Interface Reference

permit deny 64

BGP set community

config
context context_name
route-map map_name { deny | permit } sequence_number
set community [additive]{ internet | local-AS | no-advertise
| no-export | none | value As-community_number AS-community_number

AS-community_number ...}

{ internet | local-AS | no-advertise | no-export | none | value
AS-community_number AS-community_number AS-community_number ... }

{ internet | local-AS | no-advertise | no-export | none | value
AS-community_number AS-community_number AS-community_number ... }
additive AS

Command Line Interface Reference

BGP match

config
context context_name
route-map map_name { deny | permit } sequence_number
match community { named named_list | standard identifier }

BGP MPLS VPN
RT 64 RT

BGP

config

context context_name
ip extcommunity-list { named named_list | standard identifier } {
deny | permit } rt rt_number rt_number rt_number ...
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BGP

BGP

ICSR

rt number  AS:NN AS 2
AS 16 NN 2 16 1 1 IP extcommunity
permit deny
64
set extcommunity BGP
config

context context_name
route-map map_name { deny | permit } sequence_number
set extcommunity rt rt_number rt_number rt_number ...

rt number AS:NN AS 2
AS 16 NN 2 16 1 11 IP extcommunity
BGP
match
config

context context_name
route-map map_name { deny | permit }
[no] match extcommunity { named named_list | standard identifier

BGP IBGP BGP

config
context context_name
route-map map_name { deny | permit }
set local-preference pref_number

match

SRP

BGP SRP
ICSR ICSR
BGP
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ICSR

ICSR BGP B

SRP ICSR
IPv4
IPv6 VLAN
IPv4 IPv6
Command Line
Interface Reference Service Redundancy Protocol Configuration Mode Commands
monitor bgp monitor diameter monitor authentication-probe

ICSR BGP

SRP ICSR BGP

OTNGN BGP
PIC

BGP PIC ICSR

configure
context context_name
service-redundancy-protocol
advertise-routes-in-standby-state [ hold-off-time hold-off-time ]
[ reset-bfd-nbrs bfd-down-time ]

end
« hold-off-time hold-off-time BGP
1 300 hol d-off-time
* BFD reset-bfd-nbrs bfd-down-time BFD
bfd-down-time
50 120000
MinRtAdvInterval iBGP 5
eBGP 30 neighbor identifier advertisement-interval
BGP advertisement-interval
advertisement-interval BGP AFI/SAFI
advertisement-interval AFI/SAFI AFI/SAFI
advertisement-interval advertisement-interval
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B scrc

BGP CLI

ICSR

timers bgp icsr-aggr-advertisement-interval
BGP

configure
context context_name
router bgp as_number
address-family { ipv4d |

BGP VPNV4/VPNv6
VRF

ipv6 | vpnv4 | vpnv6 }

timers bgp icsr-aggr-advertisement-interval seconds

eseconds 0 30

BGP
CLI
BGP Configuration Mode Commands

configure
context context_name
router bgp as_number

BGP
Command Line Interface Reference

22:BGP L
bgp
accept-zero-as-rd
RD AS 0 VPN
address-family { ipv4 | ipv6 } IPv4 IPv6
address-family { vpnv4 | vpnvé } VPNv4 VPNvV6
bgp graceful-restart { restart-time rest_time | BGP

stalepath-time stale_time| update-delay delay

description text

distance { admin distance prefix prefix_addr [
route-access-list list_name] | bgp external
ebgp_dist internal ibgp_dist local local_dist }
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BGP CLI

bgp
enforce-first-as Exterior Border Gateway Protocol eBGP
AS
ip vrf vrf_name IPVRF
BGP ASN BGP
VRF
maximum-paths { ebgp max_num| ibgp max_num
} BGP eBGP
BGP iBGP

neighbor ip_address { activate |
advertisement-interval adv_time | capability
graceful-restart | default-originate [ route-map
map_name ] | distribute-list dist_list{ in | out } |
ebgp-multihop [ max-hop number ] | encrypted
password encrypted _password | fall-over bfd [
multihop ] | filter-list filt_list { in | out } |
max-prefix max_num [ threshold thresh_percent
1 [ warning-only ] | next-hop-self | password
password | remoteas AS num| remove-private-AS
| restart-time rest_time | route-map map_name {
in | out } | send-community { both | extended |
standard } | shutdown | srp-activated-soft-clear
| timers { [ connect-interval conn_time] | [
keepalive-interval keep_time holdtimeinterval
hold_time] } | update-source ip_address | weight
value }

BGP

AS

advertisement-interval

IPv4
address-family

network ip_address/mask [ route-map map_name
]

BGP

redistribute { connected | ospf | rip | static } [ BGP BGP
route-map map_name ]
router-id ip_address ID BGP
scan-time time BGP
BGP
BGP
timers bgp keepalive-interval interval BGP
holdtime-interval time [
min-peer-holdtimeinterval time]
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B s

BGP

BGP router BGP

show config context ctxt_name [ verbose ]

BGP

VPC - DI

N/A

* Command Line Interface Reference

* Satistics and Counters Reference

* VPC-DI

21.8

SF
SF BGP

SDN Contrail
vRouter BGP
BGP vRouter
SF

BGP BGP
VPC-DI 2 SF
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132

ip route kernel BGP
SF 2

blackhole

BGP BGP

* VRF

. IPv4

BGP

CLI

configure
context context_name
[ no ] ip route kernel ip_address/ip_address_mask_ combo
egress_intrfc_name COStT number

end
*no
* kernel
« ip_address/ip_address_mask _combo IP
IP ip_address mask combo
CIDR IP IPv4
10
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e ggress intrfc name 1 79

* costnumber 0 255
255 0

CLI

configure
context context_name
[ no ] ip route kernel ip_address/ip_address_mask_combo
egress_intrfc_name cost number blackhole

end
*Nno
* kernel
* ip_address/ip_address_mask_combo IP
IP ip_address mask combo
CIDR IP IPv4
10

e ggress intrfc name 1 79

e costnumber 0 255
255 0

« blackhole

CLI

show
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show ip route .

show ip route

show command CLI 2 SF

Bidirectional Forwarding Detection BFD 2
BFD
2 2
BFD
3
MD5
SHA1
&
IPv6 112 /64 /128 BFD
BFD
BFD
BFD
OSPF  IS-IS BED
BFD
Hello

BFD

VPC-SI System StarOS
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B =0

BFD ASR5500

BFD

BFD
* BFD

. IPv4 BFD
. IPv6 BFD

. BFD
. BFD

« BFD 336

- BGP

« OSPF

* BFD BFD

« OSPF
«ICSR  BFD

BFD

config
context context_name
bfd-protocol

[ bfd echo ]
exit
. 16 BFD
IPv4 BFD
BFD
config

context bfd_context_name
interface if _name

334
335

335

336
337
337
337
337

64 BFD

ip address ipv4_address ipv4_mask
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IPV6 BFD B

bfd interval interval_value min_rXx rx_value multiplier multiplier_value
[ bfd echo ]

exit
BFD
ip route static bfd if _name ipv4_gw_address

ip route ipv4_address ipv4_mask
ip route ipv4_address ipv4_mask

IPv6 BFD
BFD

config
context bfd_context_name
interface if_name
ipv6 address ipv6_address ipv6_mask
bfd interval interval_value min_rXx rx_value multiplier multiplier_value
[ bfd echo ]
exit

BFD
ipv6 route static bfd if name ipv6_gw_address

ipv6 route ipv6_address ipv6_mask
ipv6 route ipv6_address ipv6_mask

ASR 5500 IPv6 /12 164 /128

BFD
BFD

config
context bfd_context_name
interface if _name
ip address ipv4_address ipv4_mask
ipv6 address ipv6_address ipv6_mask
bfd interval interval_value min_rx rx_value multiplier multiplier_value

[ bfd echo ]
exit

BGP BFD BGP
336
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B BFD

OSPF BFD OSPF
337
| &
ASR 5500 IPv6 /12 164 /128
BFD
BFD
config

context bfd_context_name
interface if_name
ip address ipv4_address ipv4_mask
ipv6 address ipv6_address ipv6_mask
bfd interval interval_value min_rX rx_value multiplier multiplier_value
[ bfd echo ]
exit

BFD

bfd-protocol
bfd multihop peer destination-address interval interval-value multiplier

multiplier-value

BGP BFD BGP
336
BFD
BFD
BFD BFD
BFD 337
bfd-protocol
bfd nbr-group-name grp_name active-if-name if_name nexthop_address
1 BFD
bfd nbr-group-name grp_name passive-if-name if _name nexthop_address
bfd nbr-group-name grp_name passive-if-name if _name nexthop_address
BGP

config
context context_name
router bgp AS_number
neighbor neighbor_ip-address remote-as rem_AS_number
neighbor neighbor_ip-address ebgp-multihop max-hop max_hops
neighbor neighbor_ip-address update-source update-src_ip-address
neighbor neighbor_ip-address failover bfd [ multihop ]
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OSPF
BFD
OSPF
OSPF
OSPF
ICSR BFD

OSPF B

config
context context_name
router ospf
neighbor neighbor_ip-address

BFD

config
context context_name
bfd-protocol
bfd nbr-group-name grp_name active-if-name if_name nexthop_address
bfd nbr-group-name grp_name passive-if-name if _name nexthop_address

BFD

config
context context_name
router ospf
bfd-all-interfaces

config
context context_name
interface interface_name
broadcast
ip ospf bfd

ICSR
BFD

config
context context_name
service-redundancy-protocol
monitor bfd context context name { ipv4_address | ipv6_address } {
chassis-to-chassis | chassis-to-router }
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* ipv4 _address| ipv6_address BFD IP
IPv4 10 IPv6 16
* chassis-to-chassis SRP
BFD
* chassis-to-router BFD
ICSR BFD
ICSR BFD
ICSR BGP
VOLTE ICSR
ICSR BFD
. BFD 338
* [CSR Dead BFD 338
* ICSR 339
* BFD 339
. ICSR BGP 341
BFD
BFD
ICSR BFD 337
ICSR Dead BFD
SRP bfd-mon-ignore-dead-interval
ICSR dead BFD
BFD
ICSR
configure

context context_name
service-redundancy-protocol variable
bfd-mon-ignore-dead-interval
end
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ICSR

BFD

ICSR .

SRP guard timer SRP
edundancy-guard-period  monitor-damping-period

ICSR

configure
context context_name
service-redundancy-protocol variable
guard-timer { aaa-switchover-timers { damping-period seconds |
guard-period seconds } | diameter-switchover-timers { damping-period
seconds | guard-period seconds } | srp-redundancy-timers { aaa {
damping-period seconds | guard-period seconds } | bgp { damping-period
seconds | guard-period seconds } | diam { damping-period seconds |
guard-period seconds } }

end
* aaa-switchover-timers AAA post ICSR switchover
ICSR
» damping-period guard-period ICSR

e guard-period local-failure-recovery  network-convergence

« diameter-switchover-timers Diameter post ICSR
switchover ICSR
» damping-period guard-period ICSR

* guard-period local-failure-recovery  network-convergence

« srp-redundancy-timer card-reboot/critical-task-restart
ICSR
* 3aa AAA
* bgp BGP
* diam Diameter
ip route ipv6 route
fall-over bfd multihop mhsess name
BFD fall-over bfd BFD
BFD
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. ip route

ip route

ip routeve

configure
context context_name

ip route { ip_address/ip_mask | ip_address ip_mask } { gateway_ip_address |
next-hop next_hop_ip_address | point-to-point | tunnel } egress_intrfc_name [
cost cost ] [ fall-over bfd multihop mhsess name ] [ precedence precedence
1 [ vrf vrf_name [ cost value ] [ fall-over bfd multihop mhsess_name ] [
precedence precedence | +

end

Ip route BFD

ip route static multihop bfd mhbfd_sess_name local_endpt_ipaddr
remote_endpt_ipaddr

SNMP BFD BFDSessUp
BFDSessDown

configure
context context_name

ip route { ip_address/ip_mask | ip_address ip_mask } { gateway_ip_address |
next-hop next_hop_ip_address | point-to-point | tunnel } egress_intrfc_name [
cost cost ] [ fall-over bfd multihop mhsess name ] [ precedence precedence
1 [ vrf vrf_name [ cost value ] [ fall-over bfd multihop mhsess_name ] [
precedence precedence | +

end

Ip route BFD

ip route static multihop bfd mhbfd_sess_name local_endpt_ipaddr
remote_endpt_ipaddr

configure
context context_name
ipv6 route ipv6_address/prefix_length { interface name | next-hop
ipv6_address interface name } [ cost cost] [ fall-over bfd multihop mhsess_name
1 [ precedence precedence ] [ vrf vrf name [ cost value ] [ fall-over bfd
multihop mhsess_name ] [ precedence precedence ]
end

ipv6 route BFD

ipv6 route static multihop bfd mhbfd_sess_name local_endpt_ipv6addr
remote_endpt_ipv6addr

. VPC-SI System StarOS 21.19



BFD B

BFD
BFD

configure
context context_name
interface interface _name broadcast
bfd interval interval_num min_rx milliseconds multiplier value

end
* milliseconds 50 10,000 50
ICSR BGP
ICSR BGP
327
BFD
BFD LACP
BFD CLI linkagg BFD
BFD BFD
linkagg BFD

StarOS  linkagg
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. BFD Linkagg

3:BFD
cu
BGP BFD Stalic Route BFD
Y Y ¥
BGP OSPF YPNmgr
F
. NSM
BFD Client—— (Zsbos)
P LinkAgg Manager
-
BFD Master
‘:—-_-"'——__
TT—al  NPUmgr
BFD Dist APl
BFDLC
{'&Dtim) 335930
linkagg-peer LC
linkagg peer
linkagg-peer
[
RFC 7130 linkagg IPv4 IPv6 BFD
1
BFD Linkagg
bfd linkagg-peer BFD BFD linkagg
RFC 7130

configure
context context_name
bfd-protocol

bfd linkagg-peer linkagg group_id local-endpt-addr local-endpt_ipaddress
remote-endpt-addr remote_endpt_ipaddress interval t=_interval min_rx rx_interval
multiplier multiplier_value [ slot slot_number ]

no bfd linkagg-peer linkagg_group_id [ slot slot_number ]

end
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* linkagg_group_id LAG 1 255
« local-endpt-addr local-endpt_ipaddress IPv4 IPv6 BFD
* remote-endpt-addr remote-endpt_ipaddress IPv4 IPv6 BFD
* interval tx_interval 50 10000
e min_rx rx_interval 50 10000
» multiplier multiplier_value 3 50
. / slot slot_number
Exec
* show ip route IPv4
« show ipv6 route ipv6
* show ip static-route contextospf IPv4
* show ip ospf IPv4 OSPF
* show ipv6 ospf IPv6 OSPFv3
* show ip bgp IPv4 BGP
show ip route
[local]host_name# show ip route
"*" indicates the Best or Used route.

Destination Nexthop Protocol Prec Cost Interface
*44.44.44.0/24 208.230.231.50 static 1 0 locall
*192.168.82.0/24 0.0.0.0 connected O 0
*192.168.83.0/24 0.0.0.0 connected O 0

208.230.231.0/24 0.0.0.0 ospf 110 10 locall
*208.230.231.0/24 0.0.0.0 connected O 0 locall
Total route count: 5
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VLAN

VLAN

. 345

* VLAN StarOS 347

* VLAN 347

* VLAN KVM 348

* VLAN VMware 349

* VLAN 350

. 350

. VLAN 351

* VLAN CLI 352

LAN VLAN
VLAN 1
VLAN

VLAN StarOS VLAN
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VLANs |

B P GGSN

IP GGSN
IP
IP VPN
2
. VPN GRE
VPN IP
VLAN VPN
PDP GGSN  GRE
ID VLAN ID
GGSN IP
APN
PDP IP IP
GGSN GGSN
APN IP
GGSN VLAN
GGSN P
IP VPN
RADIUS VLAN Enhanced Charging
VPN
RADIUS NAS IP APN
RADIUS
. APN RADIUS RADIUS NAS-IP
. RADIUS RADIUS IP
NAS-IP
VLAN

. VPC-SI System StarOS 21.19



| VLANs

APN

VLAN

VLAN

APN

PDN row [

RADIUS NAS-IP
RADIUS
VLAN
VLAN
NAS-IP
RADIUS NAS-IP
P-GW APN APN
APN VLAN APN P-GW
StarOS
StarOS VLAN
A
VLAN VvNIC 1-10 1-21
StarOS VLAN
VPC-SI
VM VLAN
. MGMT
VLAN VM
. VLAN
VLAN VM
. VLAN
VM
VLAN

VPC-SI System StarOS
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VLANs |
. VLAN KVM

VLAN
* VLAN KVM 348
* VLAN VMware 349
Ubuntu KVM 2
NAT
VLAN
KVM VLAN
ethO0 ethl...
VLAN ID
VLANID
VLAN ID
VLAN
VLAN
VLAN
A\
vNIC VLAN
VLAN
KVM VLAN URL

* 802.1q VLAN
https://www.ibm.com/support/knowledgecenter/linuxonibm/liaat/liaatkvmsecconfvlans.htm
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| VLANs
VLAN VMware .

* KVM/Networking  https://help.ubuntu.com/community/KVM/Networking

VLAN VMware

VMware VLAN
VLAN
VLAN LAN
VLAN ESXi
* iSCSI
EST VST VGT 3
ESXi VLAN
« EST VLAN
VLANID O
VST VLAN
VLAN ID
VGT VLAN VGT
VLAN ID = 4095
VLAN
VMware VLAN
* UCS VMware VLAN
* VLAN VMware
* ESXi VLAN ID VMware
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https://supportforums.cisco.com/docs/DOC-27544
https://pubs.vmware.com
https://pubs.vmware.com

VLAN

config

VLAN

port ethernet slot/port

no shutdown
vlan vlan_tag_ID
no shutdown

bind interface interface name context_name

end
. VLAN
VLAN
. VLAN
o VLAN
Reference

351

CLI 352

[localJhost_name# show port info slot/port

Port: 5/11
Port Type
Role
Description
Redundancy Mode
Redundant With
Preferred Port
Physical iflndex
Administrative State
Configured Duplex
Configured Speed
Fault Unidirection Mode
Configured Flow Control
Interface MAC Address

. VPC-SI System StarOS 21.19

VLAN

: 10G Ethernet
: Service Port

(None Set)

: Port Mode

6711

: Non-Revertive

: 85262336

: Enabled

. Auto

. Auto

: 802_3ae clause 46
: Enabled

: 64-9E-F3-69-5B-EA

VLANs |

VMware

Command Linelnterface
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| VLANs

SRP Virtual MAC Address :
Fixed MAC Address
Link State
Link Duplex
Link Speed
Flow Control
Link Aggregation Group
Untagged:
Logical ifIndex
Operational State
Tagged VLAN: VID 10
Logical ifIndex
VLAN Type
VLAN Priority
Administrative State
Operational State
Number of VLANs

VLAN

None

: 64-9E-F3-69-5B-CA
- Up

: Full

: 10 Gb

: Enabled

- None

: 85262337
: Up, Active

- 285278210
: Standard
-0

: Enabled

: Up, Active
.

SFP Module : Present (10G Base-SR)
. VLAN
VLAN 351
. VLAN CLI 352

VLAN

VLAN
VLAN
VLAN IP
RADIUS
RADIUS RADIUS
VLAN
* SN-Assigned-VLAN-ID  Starent VSA
» SN1-Assigned-VLAN-ID  Starent VSA1
VPC-SI System StarOS 21.19




VLANs |

RADIUS

RADIUS

VLAN

VLAN 350
VLAN

config
context context_name
subscriber name user_name
ip vlan vlan_id
end

[localJhost_name# show subscriber configuration username user_name

VLAN CLI

VLAN CLI
VLAN

Command Linelnterface Reference

. VPC-SI System StarOS 21.19



| VLANs

VLAN cl .
23: VLAN

CLI
AAA radius attribute nas-ip-address address

ip_address nexthop-forwarding-address

ip_address vlan vlan_id VLANID

RADIUS
vlan
aaa-large configuration
ACS ip vlan vian_id
VLAN
ip pool pool_name nexthop forwarding
address ip_addressoverlap vlanid vian_id overlap vlanid
IP
VLAN ID

ip routing overlap-pool VLANID

radius attribute nas-ip-address address 1P

ip_address nexthop-forwarding-address | v/ AN ID

ip_addressvlan vian _id

[no] logical-port-statistics 32

PVC
VLAN NPU
vlan-map next-hop ipv4_address IP
VLAN
VLAN
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B cLl

VLANs |

CLI
vlan vian_id VLAN
PVC [no] shutdown VLAN
ip vlan vian_id
VLANID
IP VLAN
ID
VLAN
ID
VLAN bind interface interface_name VLAN
context_name
VLAN [no] ingress-mode
VLAN priority value ASN-GW 802.1p VLAN
VLAN [no] shutdown VLAN
VLAN vlan-map interface if_namecontext_name | VAN ID IP
24: VLAN
CLI
Exec show clear port slot/port vlan vian_id VLAN ID
NPU
Exec show show logical-port utilization table vlan { VLAN
5-minute | hourly }
Exec show show port info slot/port vlan vian _id VLANID NPU
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24

BGP MPLS VPN

BGP
MPLS VPN
MPLS
. 355
. PE MPLS-CE 356
« VPC-SI PE 356
« BGP MPLS VPN IPV6 358
« VPN CLI 362
APN VPC-SI  BGPMPLS 3VPN
APN RFC
4364 BGP/MPLSIP VPN
BGP/MPLS
. PE MPLS-CE 356
« VPC-SI PE 356
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BGP MPLSVPN |
. PE MPLS-CE

VPC-SI  RFC4659 BGP-MPLSIP \Mirtual Private Network (VPN) Extension for |1Pv6 VPN

VPNv6 BGPMPLSVPN  IPv6
358

PE MPLS-CE

VPC-SI PE LER
MPLS-CE MPLS
RFC 4364
4:VPC-SIMPLS-CE PE
= Autonomous Systemn ™,
ASR 5x00 ' y \
MPLS-CE | eE ML Coe PE L.
o ,-‘/ \'-,
M |
e o
\1__%__“___”"_\(1 k‘_%ﬁ__ﬁ .L"'FEGL.JH"! |
MP-eBGP T P /
e amw
MPLS-CE AS PE
Virtual Route Forwarding VRF MP eBGP BGP
VPN PE
PE VRF MP-iBGP BGP AS
PE VPN MP-eBGP MPLS-CE
EBGP PE IBGP IP
MPLS-CE MPLS-CE
MP-eBGP EBGP
Label Distribution Protocol LDP Resource Reservation Protocol
RSVP MPLS-CE PE MP-eBGP
/
VPC-SI MPLS PE
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| BGP MPLS VPN

5:VPC-SI PE

VPC PE

/’

IBGP

VPC-SI 2
* LDP RSVP TE

* MP-iBGP

Autonomous Systemn -ﬁ“\\
. MPLS Core ,

~— ___MP-BGP_ /

-"//135-514

ASBR PE
MPLS

RSVP

VPC-SI

VRF  ASR5500PE VRF

VPN IBGP
VPC-
IBGP

_— -‘//
// Autonomous

mpls ip
protocol ldp
enable
exit
exit

ip vrf vrfl

MPLS Core

PE LDP PE
Sl 2 PE

Systemn e

mpls traffic-class copy

VPC-SI System StarOS 21.19
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BGP MPLSVPN |
. BGPMPLSVPN  IPv6

exit
ip vrf vrf2

mpls traffic-class value 5
exit

router bgp 300
ip vif vrfl
route-target export 300 1
route-target import 300 1
route-distinguisher 300 1
exit
ip vrf vrf2
route-target export 300 2
route-target import 300 2
route-distinguisher 300 2
exit

router-id 2.2.2.2
neighbor 192.168.107.20 remote-as 300
neighbor 192.168.107.20 update-source nodel_loopback

address-family vpnv4
neighbor 192.168.107.20 activate
neighbor 192.168.107.20 send-community both
neighbor 192.168.107.20 next-hop-self
exit

address-family ipv4 vrf vrfl
redistribute connected
exit

address-family ipv4 vrf vrf2
redistribute connected
exit

interface interface_to_internet
ip address 192.168.109.65/24
mpls ip
exit
router ospf
network 192.168.109.0/24 area 0.0.0.0
exit

BGP MPLS VPN  IPv6

VPC-SI RFC 4659 BGP-MPLSIP Virtual Private Network (VPN) Extension for |Pv6 VPN

VPNv6
IPv6 VPN PE IPv6
SP IPv4  IPV6
VPNV6
VPN RD IP
VPNv6
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| BGP MPLS VPN

VPNvV6

IPv6

IPv6 VPN

VPN IPv6

* VRF

7 VPNv6

N ZB o _weimae
MP-eBGP — IPv4 o
T —— 335818
3 VRF VRF 1 IPv4
IPv4d  IPv6 VRF 3 IPv6
VPC-SI System StarOS 21.19

24
IPv4  IPVv6
IPv6 RD
VPNv6
SAFI
IPv4
8 RD
IPv4
VPN-IPv6
IPv4/IPv6
IPv6
IPv4
IPV6-RD
/,.
Exchange of f
1Pv4 and IPve | PE

RD
RD

VPNv6

2 128

BGP
16
IPv4 IPv6

VPNv6

BGP

== o TR

Autonomous System

MPLS Core

IPv6

IPv6

AFI

IPv6
RFC 4291

EBGP

VRF 2

BGP




BGP MPLSVPN |

8: VPNv6
[ (vRF1)
7 PN i
VPG // Autonomous System b [Pv4 routes
Exchange of { MPLS Core PE

MPLS-CE  ipusangipve ,—  PE

routes /
iii%aiiii""""""""‘!:r"iii%iiii}‘--------.b ¢
N T ;\i,./" \H_ﬂ___ MPiBGP IPv4 and IPV6 roules
MP-eBGP ”-——“\\MH“ IPv4 f!/___",» ~
e <vRF3/.
IPvE routes
VRF
ip vrf vrfl
exit
ip vrf vrf2
exit
ip vrf vrf3
exit

MPLS bgp forwarding
mpls bgp forwarding

ip pool vrfl-pool 51.52.53.0 255.255.255.0 private 0 vrf vrfl
exit
ip pool vrf2-pool 51.52.53.0 255.255.255.0 private 0 vrf vrf2

exit

ipv6 pool vrf2-v6pool prefix 2005:0101::/32 private 0 vrf vrf2

exit

ipv6 pool vrf3-v6pool prefix 2005:0101::/32 private 0 vrf vrf3
exit

interface ce_interface_to_rtr

ip address 192.168.110.90 255.255.255.0
exit
interface ce_v6_interface

ip address 2009:0101:0101:0101::1/96
exit
interface ce_loopback loopback

ip address 52.1.2.3 255.255.255.255
exit
interface vrfl-loop loopback

ip vrf forwarding vrfl

ip address 1.52.53.54 255.255.255.255
exit
interface vrf2-loop loopback

ip vrf forwarding vrf2

ip address 2.52.53.54 255.255.255.255
exit
interface vrf2-v6loop loopback

ip vrf forwarding vrf2

ip address 2005:0202:0101::1/128
exit

. VPC-SI System StarOS 21.19



| BGP MPLS VPN

interface vrf3-v6loop loopback

ip vrf forwarding vrf3

ip address 2005:0303:0101::1/128
exit

BGP

router bgp 800
router-id 1.1.1.1

neighbor 192.168.110.20 remote-as 1003
neighbor 192.168.110.20 activate

address-family vpnv4
neighbor 192.168.110.20 activate
neighbor 192.168.110.20 send-community both

exit

address-family vpnv6é
neighbor 192.168.110.20 activate
neighbor 192.168.110.20 send-community both

exit

ip vrf vrfl
route-distinguisher 800 1
route-target export 800 1
route-target import 800 1

exit

address-family ipv4 vrf vrfl
redistribute connected
redistribute static

exit

ip vrf vrf2
route-distinguisher 800 2
route-target export 800 2
route-target import 800 2

exit

address-family ipv4 vrf vrf2
redistribute connected
redistribute static

exit

address-family ipv6 vrf vrf2
redistribute connected
redistribute static

exit

ip vrf vrf3
route-distinguisher 800 3
route-target export 800 3
route-target import 800 3

exit

address-family ipv6 vrf vrf3
redistribute connected
redistribute static

exit

APN

apn walmart51.com
selection-mode sent-by-ms
accounting-mode none
aaa group walmart-group
authentication pap 1 chap 2 allow-noauth
ip context-name Gi_ce
ip address pool name vrfl-pool
exit
apn amazon51.com
selection-mode sent-by-ms
accounting-mode none
aaa group amazon-group
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BGP MPLSVPN |

B~ cLl

authentication pap 1 chap 2 allow-noauth
ip context-name Gi_ce
ip address pool name vrf2-pool
ipv6 address prefix-pool vrf2-v6pool
exit
apn apple51.com
selection-mode sent-by-ms
accounting-mode none
aaa group apple-group
authentication pap 1 chap 2 allow-noauthip context-name Gi_ce
ipv6 address prefix-pool vrf3-v6pool
exit
aaa-group amazon-group
radius ip vrf vrf2
aaa group default
exit
gtpp group default
exit
ip igmp profile default
exit

VPN CLI

VPN CLI VPN

Command LineInterface Reference

25: VPN
CLI
BGP neighbor ip_address activate
IPv4/1PV6
BGP neighbor ip_address send
IPV4/IPV6 community { both | extended |
standard }
BGP redistribute connected BGP
IPv4/IPV6 BGP
BGP neighbor ip_address activate
VPNv4
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| BGP MPLS VPN

VPN cLI .
CLI
BGP neighbor ip_address send
VPNV4 community { both | extended | VPN
standard }
BGP
BGP
BGP neighbor ip_address activate
VRF
BGP neighbor ip_address send
VRF community { both | extended | VPN
standard }
BGP
BGP
BGP redistribute connected BGP
VRF BGP
BGP address-family { ipv4 vrf IPv4 VRF
vrf_name|vpnv4 }
BGP address-family { ipv6 vrf BGP VPNv6
vrf_name| vpnv6 } IPv6 VRE
BGP ip vrf vrf_name BGP VRF VRF
VRF
BGP
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BGP MPLSVPN |

B~ cLl

CLI

BGP IP VRF route-distinguisher { as value| | VRF RD
ip_address} rd_value RD

VRF

BGP IP VRF route-target { both | import |
export } { as value| ip_address
} rt value VRE

ip pool pool_name addr_range VRF
vrf vrf_name [ mpls-label input
inlabel 1 output outlabel 1
outlabel2 ]

inlabel1

MPLS
outlabel 1 outlabel2

MPLS

ip vrf vrf_name VRFE VRE-ID
VRF

ipv6 pool pool_name vrf VRE
vrf_name

ipv6

mpls bgp forwarding MPLS
BGP
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| BGP MPLS VPN

VPN cL .
CLI
mpls exp value 3 MPLS EXP
VRF
DSCP
EXP
DSCP
EXP
( mpls map-dscp-exp
dscpnexpm )
mpls exp
EXP
mpls ip
IPv4
MPLS
radius change-authorize-nas-ip MPLS
ip_address ip_address{ COA
encrypted | key } value port inlabel
port_num mpls input inlabel COA
output outlabel 1 outlabel2
outlabel 1
outlabel2 COA
MPLS
outlabel1
outlabel2
mpls ip IP
MPLS
Exec clear ip bgp peer BGP
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BGP MPLSVPN |

. VPN cLl
CLl
Exec Isp-ping ip_prefix FEC
FEC MPLS
LSP
IPv4
IPv6 FEC
Exec Isp-traceroute ip_prefix FEC
MPLSLSP
IPv4 IPv6 FEC
IPVRE mpls map-dscp-to-exp dscp IP
dscp_bit_valueexp exp_bit_value Differentiated Services
Code Point DSCP; DiffServ
MPLS
Experimental EXP
IPVRF mpls map-exp-to-dscp exp MPLS EXP
exp_hit_value dscp
dscp_hit_value Ip
DSCP
MPLS-IP protocol Idp MPLS
MPLS-LDP
MPLS
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| BGP MPLS VPN

VPN cLi B

CLI
MPLS-LDP advertise-labels { explicit-null |
implicit-null }
MPLS-LDP discovery { hello { hello-interval | Label Distribution Protocol
seconds | hold-interval seconds LDP;
}| transport-address ip_address
}
MPLS-LDP enable LDP
MPLS-LDP router-id ip_address LDP ID
MPLS-LDP session timers { hold-interval |_pp
seconds | keepalive-interval
seconds }
26: VPN
CLI
Exec show show ip bgp neighbors BGP
Exec show show ip bgp vpnv4 { all | VPNv4
route-distinguisher | vrf } VRF
Exec show show ip bgp vpnvé VPNV6
Exec show show ip bgp vpnv6 { all | VPNV6
route-distinguisher | vrf } VRF
Exec show show ip pool VRF
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| Y cul

BGP MPLS VPN |

. VPC-SI System StarOS

CLI
Exec show show mpls cross-connect MPLS
LSP
MPLS
LSP
MPLS
2
Exec show show mpls ftn [ vrf rf_name | MPLS FEC-to-NHLFE FTN
Exec show show mpls ftn [ vrf vrf_name] VRE MPLSFTN
Exec show show mpls ilm MPLS
ILM
Exec show show mpls ldp MPLS LDP
Exec show show mpls MPLS
nexthop-label-forwarding-entry NHLEE
2119



CSs

CSS ECSv2
CSSs CSs

. 369

Content Server Selection CSS

StarOS CSs
DNS
CSS ACL
ACL
ACL
ACL
ACL
APN

VPC-SI System StarOS

370

NAT HTTP

21.19 .




CSS
1 CSS IP 370 IP ACL
2 ACL 371
ACL
3 ACL 371
ACL
4 APN ACL 304 APN
ACL
5 Exec save configuration /
System Administration Guide Command Line Interface Reference
/
Command LinelnterfaceReference /
IP ACL
IP ACL
ACL
CSS IPACL CLI  Exec
configure

context context_name
ip access-list acl_name
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AL B

redirect css service service_name keywords options
end

* service_name ACL

* redirectcss service Command
Line Interface Reference ACL Configuration Mode Commands
* IPv6 ACL IPv6 ACL
Command Line Interface Reference IPv6 ACL Configuration Mode Commands

ACL

ACL
ACL
ACL
IP ACL
RADIUS
ACL
* default ACL
. ACL default subscriber
ACL
ACL
ACL
ACL
ACL

ACL
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B

APN

IP ACL

APN

. VPC-SI System StarOS

ACL

APN
ACL

APN

21.19

ACL

RADIUS

ACL APN

ACL
ACL



. 373
. 376
. 380
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AAA
« L2TP LAC HA  GGSN
PPP

« ASR 5500 1P 1P 1P
RP PDSN

« ASR 5500 eHRPD

« ASR 5500 ePDG

« IPv4 PPP PDP GGSN

. 3 1P /
1P HA

« ASR 5500 HNB-GW  IuH HNB

« ASR 5500 HNB-GW IuPS  IuCS HNB-CN

« ASR 5500 HNB-GW SeGW IPSec

« ASR 5500 IPv4  HSGW

« IPCF

« ASR 5500 IPSG

« LNS L2TP

« MME

« ASR 5500 NEMO

«IPv4  P-GW

« ASR 5500 PDIF

. 1P 1P 1P PDSN
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* S-GW
* SaMOG GTP
* ASR 5500

* ASR 5500
25G

* GGSN

* |PSec

* L2TP

. MIP

S2a CGW MRME
SAE-GW System Architecture Evolution

IPv4 PPP PDP SGSN 3G

GGSN
MIP/L2TP

MIP

ICSR

HA

HA AAA
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StarOS
VM
2 VPC-DI 2 VPC-SI
ICSR
[
00Ss
Exec
1 Exec show license info
[Disabled]
2

. VPC-SI System StarOS
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configure
require session recovery
end
System Administration Guide
3
4
378
Exec
1 Exec show license info
[Disabled]
2
configure
require session recovery
end
3
4 reload

Are you sure&quest; [Yes|No]:

Yes
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378
require session recovery
No require session recovery
|
reload
Exec show session recovery status verbose
[localJhost_name# show session recovery status
Session Recovery Status:
Overall Status : SESSMGR Not Ready For Recovery
Last Status Update : 1 second ago
[localJhost_name# Show session recovery status
Session Recovery Status:
Overall Status : Ready For Recovery
Last Status Update : 8 seconds ago
[localJhost_name# sShow session recovery status verbose
Session Recovery Status:
Overall Status : Ready For Recovery
Last Status Update : 2 seconds ago
--—--sessmgr---- --—-aaamgr---- demux
cpu state active standby active standby active status
1/1 Active 2 1 1 1 0 Good
1/2 Active 1 1 0 0 0 Good
1/3 Active 1 1 3 1 0 Good
2/1 Active 1 1 1 1 0 Good
2/2 Active 1 1 0 0 0 Good
2/3 Active 2 1 3 1 0 Good
3/0 Active 0 0 0 0 1 Good (Demux)
3/2 Active 0 0 0 0 1 Good (Demux)
4/1 Standby O 2 0 1 0 Good
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4/2 Standby O 1 0 0 0
4/3 Standby O 2 0 3
[local]host_name#

Good
Good

[locallhost_name# show subscriber debug-info { callid id | msid id | username

name }

[Redundancy Status]

username: userl callid: Olcalilbl msid: 0000100003

Card/Cpu: 4/2
Sessmgr Instance: 7
Primary callline:

Redundancy Status: Original Session

Checkpoints Attempts Success Last-Attempt Last-Success
Full: 69 68 29800ms 29800ms
Micro: 206 206 20100ms 20100ms

Current state: SMGR_STATE_CONNECTED

FSM Event trace:

State Event
SMGR_STATE_OPEN SMGR_EVT_NEWCALL
SMGR_STATE_NEWCALL_ARRIVED SMGR_EVT_ANSWER_CALL
SMGR_STATE_NEWCALL_ANSWERED SMGR_EVT_LINE_CONNECTED
SMGR_STATE_LINE_CONNECTED SMGR_EVT_LINK_CONTROL_UP
SMGR_STATE_LINE_CONNECTED SMGR_EVT_AUTH_REQ
SMGR_STATE_LINE_CONNECTED SMGR_EVT_IPADDR_ALLOC_SUCCESS
SMGR_STATE_LINE_CONNECTED SMGR_EVT_AUTH_SUCCESS
SMGR_STATE_LINE_CONNECTED SMGR_EVT_UPDATE_SESS_CONFIG
SMGR_STATE_LINE_CONNECTED SMGR_EVT_LOWER_LAYER_UP
Data Reorder statistics
Total timer expiry: 0 Total flush (tmr expiry): 0
Total no buffers: 0 Total flush (no buffers): 0
Total flush (queue full): O Total flush (out of range): O
Total flush (svc change): O Total out-of-seq pkt drop: 0
Total out-of-seq arrived: O
IPv4 Reassembly Statistics:
Success: 0 In Progress: O
Failure (timeout): 0 Failure (no buffers): 0
Failure (other reasons): 0
Redirected Session Entries: Allowed:
2000 Current: 0
Added: 0 Deleted:

0
Revoked for use by different subscriber: 0
Peer callline:

Redundancy Status: Recovered Session

Checkpoints Attempts Success Last-Attempt
Full: 0 0 Oms
Micro: 0 0 Oms

Current state: SMGR_STATE_CONNECTED
FSM Event trace:

State
SMGR_STATE_L INE_CONNECTED SMGR_EVT_LOWER_LAYER_UP
SMGR_STATE_CONNECTED SMGR_EVT_AUTH_REQ
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show rct stats
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SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED
SMGR_STATE_CONNECTED

Data Reorder statistics

Total timer expiry:
Total no buffers:

Total
Total
Total

flush (queue full):
flush (svc change):
out-of-seq arrived:

IPv4 Reassembly Statistics:

Success:
Failure (timeout):

Failure (other reasons):

Redirected Session Entries:

Exec

[localJhost_name# show rct stats [verbose]

Allowed:
Added:

[eNeoNoNoNe)

0
0
0

2000

SMGR_EVT_AUTH_SUCCESS
SMGR_EVT_REQ_SUB_SESSION
SMGR_EVT_RSP_SUB_SESSION
SMGR_EVT_ADD_SUB_SESSION
SMGR_EVT_AUTH_REQ
SMGR_EVT_AUTH_SUCCESS
SMGR_EVT_AUTH_REQ
SMGR_EVT_AUTH_SUCCESS
SMGR_EVT_AUTH_REQ
SMGR_EVT_AUTH_SUCCESS
SMGR_EVT_AUTH_REQ
SMGR_EVT_AUTH_SUCCESS
SMGR_EVT_AUTH_REQ
SMGR_EVT_AUTH_SUCCESS

Total flush (tmr expiry):
Total flush (no buffers):

0
0

Total flush (out of range):0
Total out-of-seq pkt drop: O

In Progress:
Failure (no buffers):

Current: 0
Deleted: 0

Revoked for use by different subscriber: 0

RCT

YYYY-MMM-DD+hh:mm:sss.sss

CPUn

show rct stats

21.19
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show rct stats verbose .

verbose

RCT stats details (Last 1 Actions)

# Action Type From To Start Time Duration Status

1 Migration(st) Planned 2 1 2016-Jul-12+13:12:21.865 0.003 sec Success

RCT stats summary

Migrations = 0
Management Card: 0 Average time: 0.000 sec
Packet Card 1 Average time: 0.006 sec
Switchovers = 1, Average time - 25.855 sec
verbose show rct stats verbose 381

show rct stats verbose
[local]host_name# show rct stats verbose

RCT stats Details (Last 5 Actions)

Stats 1:
Action : Migration
Type : Planned
From : 5
To : 6
Start Time : 2017-Apr-04+03:02:00.132
Failure Reason : CPU_CRITICAL_TASK_FAILURE
Failure Device : CPU_O
Is Card Usable : Yes
Recovery Status : Success
Facility : N.A
Instance : N.A
Duration : 066.050 sec
Graceful : Enabled

Recovered [1] :[f:sessmgr, i:6, cpu:50, pid:13170
Recovered [2] :[f:sessmgr, i:3, cpu:50, pid:13167]

RCT stats Details (Last 5 Actions)

Stats 2:
Action : Shutdown
From - 12
To - 13
Start Time : 2017-Apr-04+03:02:10.100
Is Card Usable : Yes

Failure Reason : NPU_LC_CONNECT_TOP_FAIL
Failure Device : PAC_LC_CONNECT_HARDWARE
Recovery Status : Success

Facility : N.A
Instance : N.A
Duration : 002.901 sec
Graceful : Enabled

Recovered [1] :[f:sessmgr, i:6, cpu:50, pid:13170
Recovered [2] :[f:sessmgr, i:3, cpu:50, pid:13167]

Stats 3:
Action : Migration
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. show rct stats verbose

From

To

Start Time

Is Card Usable
Failure Reason
Failure Device

Recovery Status :
: N.A

: N.A

: 003.423 sec
: Enabled
:[f:sessmgr,
:[f:sessmgr,

Facility
Instance
Duration
Graceful
Recovered [1]
Recovered [2]

Stats 4:

Action

From

To

Start Time

Is Card Usable
Failure Reason
Failure Device

Recovery Status :

Facility
Instance
Duration
Graceful
Recovered [1]
Recovered [2]

Stats 5:

Action

From

To

Start Time

Is Card Usable
Failure Reason
Failure Device

Recovery Status :

Facility
Instance
Duration
Graceful
Recovered [1]
Recovered [2]

RCT stats Summary

Migrations
Switchovers

. VPC-SI System StarOS 21.19

:[f:sessmgr,
:[f:sessmgr,

:[f:sessmgr,
:[f:sessmgr,

-7

S e

: 2017-Apr-04+03:03:40.120
: Yes

o N.AL

: N.A

Success

:6, cpu:50, pid:13170
:3, cpu:50, pid:13167]

-7
S e

- 13

: Migration

: 2017-Apr-04+03:03:41.256

: Yes

o N.AL

: N.A
TASK_MIGRATION_FAIL_PREMIGRATE

I vpnmgr

: 005.222 sec

: Enabled

:6, cpu:50, pid:13170
:3, cpu:50, pid:13167]

: 6
-7

: 63

: Migration

: 2017-Apr-04+04:18:30.106

: Yes

o N.AL

: N.A
TASK_MIGRATION_FAIL_RENAME

. sessmgr

: 004.134 sec

: Enabled

:6, cpu:50, pid:13170
:3, cpu:50, pid:13167]

3, Average time = 4.260 sec



VPC-SI
ICSR

ICSR

VPC-SI
VPC-SI

ICSR

. 383

* ICSR 389
* ICSR 392
* ICSR

ICSR

ICSR

409
410

ICSR
ICSR

VPC-SI System StarOS 21.19 .




StarOS ICSR 2
VM
ICSR
ICSR ! /
2
ICSR VPC-DI
VPC-SIL2 L3 ICSR
ICSR VPC-SI
1
AAA
SRP
SRP
CF Hello
ICSR
* GGSN GPRS

* P-GW Packet Data Network Gateway
* S-GW

» SAE-GW System Architecture Evolution

ICSR L2TP LAC

*eGTP GPRS

* GGSN GPRS
» P-GW Packet Data Network Gateway

* SAEGW System Architecture Evolution

ICSR  L2TP LAC
« PMIP P
ICSR  L2TP LNS

. VPC-SI System StarOS 21.19

ICSR
ICSR
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\}

LAC ICSR LAC

\)

ICSR

SRP

« route modifier
« chassis priority

* MIO/UMIO/MIO2 MAC address

ICR

SRP CLI

Exec CLI

Exec srp CLI

Command Line Interface Reference

27 :srp CLI

SRP

Exec Mode Commands (D-S)

srp disable nack micro-chkpt-cmd

NACK

SRP

NACK

VPC-SI System StarOS

21.19




. show

srp initiate-audit manual-with-sync

ICSR

ICSR

srp initiate-switchover

srp reset-auth-probe-fail

srp reset-diameter-fail

Diameter

srp terminate-post-process

srp validate-configuration

srp validate-switchover

SRP

20.0 ICSR

force
show checkpoint statistics verbose
peer conn
Ready

smgr inst

show

Exec show srp SRP

Command Line Interface Reference

. VPC-SI System StarOS 21.19

Exec Mode show Commands Q S




28 : show srp

show srp audit-statistics

show srp call-loss statistics

show srp checkpoint statistics

show srp info

show srp monitor

SRP

show srp statistics

SRP hello

show srp Satistics and Counters Reference
AAA
AAA AAA
max-retries count AAA
AAA SRP
AAA
AAA
AAA
. AAA
 CLI AAA
VPC-SI System StarOS 21.19




B s

/IP
SRP SRP
€
ICSR SRP
busyout ip pool
BGP
IP
AS
AS
SRP
AS
BGP
ICSR
. VPC-SI
SRP
*3
. nas-ip-address  AAA HA
IP
. PDN
. BGP ICSR
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ICSR B

ICSR

show license information

RADIUS Diameter

ICSR

ICSR

ICSR
ICSR
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9:ICSR

Primary

State = Active

Backup

State = Standby

Fass Hello messages.

Fails and stops sending hello
messages.
State = Active

Send session checkpoint message after call duration of 60

seconds

Hello Message
State = Standby

Dead Interval

Hello Message
State = Standby

{Default = 60 secs)

e EE RPN e TR e

Recovers and begins sending hello
messages,
State = Standby

Hello Message
State = Standby

Detects that the primary has not sent a hello B
within the dead-interval and initiates switchover
from the standby to the active state.

State = Active

Begins advertising the srp-activated loopback B
and pool routes into the routing domain, and AAA
services are enabled. Begins taking calls.

State = Active

Hello Message
State = Standby

Receives hello message with backup
status of active and transitions to the
standby state.

State = Standby

. VPC-SI System StarOS 21.19

Hello Message
State = Active

ICSR
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ICSR B

10:1ICSR

Primary Backup

Iy
State = Active State = Standby

FPass Hello messages every hello interval.

User initiates ICSR switchover
command.
State = Active-Pending-Standby

Send outstanding checkpoints. State = Standby

Switchover Request Message initiating switchover

Waiting for Peer system to respond

State = Active-Pending-Standby

Switchover Response Message acknowledging successful
switchover to Active state,

]
I
I
]
I
I
]
]
|
]
to switchover request, i
]
]
I
I
]
i
I
]
]
I
|

State = Active

Transitions to Standby and updates
Route Modifier. Begins processing traffic as routing
State = Standby domain converges based on lower route
T modifier,
’ State = Active
Session Subsystem retains all

checkpoint data.

Session Audit Request

Session Audit Response

Send Checkpoint data (from newly Active).

Session subsystem invalidates old
checkpoint data and refreshes with
new checkpoints from Aclive chassis.

Switchover complete.
Exchange Hello Messages every hello interval.

1
ek
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ICSR

StarOS VPC-SI

Hello
ICSR  priority
StarOS 2 MAC
MAC VPC-SI
MAC 00-02-43-03-1C-2B  00-02-43-03-01-3B 3
3 03-1C-2B  03-01-3B
MAC
01 1C MAC 00-02-43-03-1C-2B
VPC-SI
ICSR
SRP
ICSR

Command LineInterface Reference
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SRP B

SarOS 17.0 L2TP ICSR
o IP SRP
« AAA
AAA AAA Interface Administration and Reference
* BGP BGP
ICSR
1 SRP 393 SRP
2 ICSR 405
3 ICSR 406
4 407
5 407
6
ICSR
1 SRP 394
1P VPC-DI
VPC-DI CF IP

VPC-SI System StarOS 21.19 .




B s

2 SRP 395 hello
dead IP
3 SRP 401
IP
SRP
4 SRP 404 SRP
5
SRP
SRP IP
[
ICSR 2
CLI
o«
ICSR 2 VPC-DI
CcLli
CF VPC-DI
CF
VPC-DI

configure
context srp_ctxt_name [-noconfirm]
service-redundancy-protocol
bind address ip_address
end

* ICSR

. VPC-SI System StarOS 21.19



SRP B

SRP

CLI VPC
CF VPC

configure
context srp_ctxt_name
service-redundancy-protocol

chassis-mode { primary | backup 3}
priority priority
peer-ip-address ip_address
hello-interval dur_sec
dead-interval dead dur_sec
end

* ICSR

. backup

« checkpoint

IMS VWOLTE IMS
60
392
. IP peer-ip-address
IP peer-ip-address
* dead hello 3 hello 10
dead 30 Hello

delay-interval
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B AAA Diameter

SRP AAA Diameter

ICSR

guard timer SRP edundancy-guard-period

monitor-damping-period

configure
context context_name
service-redundancy-protocol variable

guard-timer { aaa-switchover-timers { damping-period seconds |
guard-period seconds } | diameter-switchover-timers { damping-period

seconds | guard-period seconds } | srp-redundancy-timers { aaa {

damping-period seconds | guard-period seconds } | bgp { damping-period

seconds | guard-period seconds } | diam { damping-period seconds |

guard-period seconds } }

end
* aaa-switchover-timers AAA post ICSR switchover
ICSR
» damping-period guard-period ICSR

e guard-period local-failure-recovery  network-convergence

« diameter-switchover-timers Diameter
switchover ICSR
» damping-period guard-period ICSR

e guard-period local-failure-recovery  network-convergence

* srp-redundancy-timer card-reboot/critical-task-restart
ICSR
* aaa AAA
* bgp BGP
* diam Diameter

. VPC-SI System StarOS 21.19
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SRP DSCP B

SRP DSCP
SRP DSCP
dscp-marking SRP
DSCP
configure
context context_name
service-redundancy-protocol
dscp-marking { control | session } dscp_value
* dscp_value
»afll Assured Forwarding Class 1 Low
» afl2 Assured Forwarding Class 1 Medium PHB
» af13 Assured Forwarding Class 1 High PHB
» af21 Assured Forwarding Class 2 Low PHB
» af22 Assured Forwarding Class 2 Medium PHB
» af23  Assured Forwarding Class 2 High PHB
« af3l Assured Forwarding Class 3 Low PHB
» af32 Assured Forwarding Class 3 Medium PHB
» af33 Assured Forwarding Class 3 High PHB
e af4l Assured Forwarding Class 4 Low PHB
» af42 Assured Forwarding Class 4 Medium PHB
» af43 Assured Forwarding Class 4 High PHB
* be
e csl 1PHB
* CS2 2PHB
* Cs3 3 PHB
* cs4 4 PHB
*cs5 5 PHB
* CS6 6 PHB
* cs7 7 PHB
o ef Expedited Forwarding EF;
SRP VOLTE
P-GW
©
ICSR

VPC-SI System StarOS
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B sk VoLTE
ICSR VoOLTE
ICSR
VOLTE
VOLTE
IMS/e911
VOLTE ICSR
L]
0OCS
OFCS
11: VOLTE
Eilling
Active Gateway Standby Gateway Bervers
| Manual Switchover Triggered |
| Perform Readiness Checks |
_____ e
Active Pending Standby |
Flush Critical
Full and Micro-checkpaoints
itchover Request—————————»|

| Perform Readiness Checks |

witchover Response (Suc:ass)ﬂ

r

Standby | Pending Active I
| Withdraw Routes | Announce Routes |
'I Outage | Detect Traffic Post Convergence |

Flush Acclg Stats Micro-checkpoints
for active VoL TE Calls

Flush Acctg Stats Micro-checkpoints
for non- Vol TE sessions

P Traffic fiow through Gateway

Active

Allow Traffic Flow
Defer Billing

Reconcile Billing

135429
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SRP switchover allow-all-data-traffic CLI
VOLTE VOLTE
P-GW switchover

allow-volte-data-traffic

configure
context context_name
service-redundancy-protocol
switchover allow-all-data-traffic

switchover allow-all-data-traffic

SRP switchover allow-volte-data-traffic CLI ICSR
VOLTE

configure
context context_name
service-redundancy-protocol
switchover allow-volte-data-traffic [ maintain-accounting ]

« maintain-accounting \VOLTE
\OLTE
\OLTE
SRP switchover allow-all-data-traffic
VOLTE VOLTE
P-GW switchover allow-volte-data-traffic
CLI
SRP allow-early-active-transition
ICSR
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ICSR

allow-all-data-traffic allow-volte-data-traffic
ICSR
(i
ICSR
ICSR
ICSR P-GW/S-GW/GGSN/SAE-GW
ICSR
UE
VOLTE UE
ICSR
S-GW P-GW SGSN MME AAA PCRF IMSA

require graceful-cleanup-during-audit-failure CLI

configure
require graceful-cleanup-during-audit-failure [ del-cause non-ims-apn
{ system-failure | none } ]

ICSR

. sessmgrs
FC
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SRP B

switchover control-outage-optimization CLI
SRP
ICSR

configure
context context_name
service-redundancy-protocol
switchover control-outage-optimization

end
SRP
SRP IP
[ i
CLI
configure
context vpn_ctxt_name [-noconfirm]
interface srp_if name
ip-address { ip_address | ip_address/mask }
exit
exit
port ethernet slot_num/port_num
description des_string
medium { auto | speed { 10 | 100 | 1000 } duplex { full | half } }
no shutdown
bind interface srp_if name srp_ctxt_name
end
SRP NACK
NACK
ICSR SRP TCP

SRP
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NACK

NACK
MC NACK NACK
FC
10 NACK 3 FC
NACK 10
MC FC 10 NACK
3
SRP checkpoint session nack
ICSR NACK
©
nack ICSR
configure
context context_name
service-redundancy-protocol variable

checkpoint session nack { macro | micro } [ max-response number
1

no checkpoint session nack { macro | micro }

end

* max-response MC FC 10 NACK
0 65535 3
SRP checkpoint session periodic-interval
FC
©

eriodic-interval ICSR
configure

context context_name
service-redundancy-protocol variable
checkpoint session periodic-interval nminutes
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NACK

LZ4

NACK B

default checkpoint session periodic-interval
no checkpoint session periodic-interval

end
NACK ICSR
NACK NACK
NACK
SRP
CLI NACK
Exec srp disable nack micro-chkpt-cmd NACK
srp disable nack micro-chkpt-cmd chkpt_number
chkpt_number 1 255 show
srp checkpoint info CMD ID
srp enable nack micro-chkpt-cmd
srp enable nack micro-chkpt-cmd chkpt_number
SRP LZ4
zlib
Lz4
SRP checkpoint session compression
Lz4
compression ICSR
Lz4
configure

context context_name
service-redundancy-protocol
checkpoint session compression 1z4
end
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B ICSR

LZ4 LZ4
zlib zlib

TCP

ICSR

SRP
TCP 10
TCP ICSR

* SRP
ICSR

SRP standby database-recovery aggressive
SRP

configure
context context_name
service-redundancy-protocol
standby database-recovery aggressive

end
SRP
SRP
show SRP info Exec SRP
. 30 1440 15 45

30 24 1440
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ICSR B

ICSR

1 BGP AS BGP
405
IP IP IP
2 BGP SRP 405 BGP IP
BGP
3 BGP 406 BGP
4
BGP
BGP
configure
context source_ctxt_name
router bgp AS_num
network gw_ip_address
neighbor neighbor_ip_address remote-as AS_num
end
* source_ctxt_name
BGP SRP

SRP BGP IP

configure
context srp_ctxt_name
service-redundancy-protocol
monitor bgp context source_ctxt_name neighbor_ip_address

end
neighbor_ip_address IPv4 10 IPv6 16
IPv4 IPv6 IP

IP

ICSR BGP
SRP ICSR
IPv4
IPv6 VLAN
IPv4 IPv6
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B s

BGP

ICSR

1 BGP

2 BGP

monitor bgp
monitor bgp
monitor bgp
monitor bgp
monitor bgp
monitor bgp

SRP

context PGWin
context PGWin
context PGWin
context PGWin
context PGWin
context PGWin

PGWin

10.1.1.16 group 1

10.1.1.17 group 1

69.2.215.0 group 2

69.2.215.1 group 2
2001:4333:201:1102:103:2al1:: group 3
2001:4333:201:1102:103:2a1:0:1 group 3

1 2 3 ICSR
Command Line Interface Reference Service Redundancy Protocol
Configuration Mode Commands monitor bgp monitor diameter monitor
authentication-probe
show srp monitor bgp Exec BGP
BGP 406
IP
IP IP
IP
BGP SRP 407 BGP
407 default
BGP 407 BGP
BGP
BGP
configure

context dest_ctxt_name

router bgp AS_num
network gw_ip_address
neighbor neighbor_ip_address remote-as AS_num

end

. VPC-SI System StarOS
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* AS num BGP
BGP  SRP
SRP BGP
configure

context srp_ctxt_name
service-redundancy-protocol

BGP

monitor bgp context dest_ctxt_name neighbor_ip_address

end

configure
context dest_ctxt_name
subscriber default
end

BGP

show srp monitor bgp Exec

BGP

SRP

configure
bulkstat mode
no gather-on-standby
end

VPC-SI System StarOS 21.19
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1 Exec show configuration srp
2 SRP

config
context source
interface haservice loopback

ip address 172.17.1.1 255.255.255.255 srp-activate
#exit

radius attribute nas-ip-address address 172.17.1.1

radius server 192.168.83.2 encrypted key 01labd002c82b4a2c port 1812

radius accounting server 192.168.83.2 encrypted key 0labd002c82b4a2c port 1813
ha-service ha-pdsn

mn-ha-spi spi-number 256

encrypted secret 6c93f7960b726b6F6c93F7960b726b6F hash-algorithm
md5
fa-ha-spi remote-address 192.168.82.0/24 spi-number 256 encrypted secret 1088bdd6817f64df
bind address 172.17.1.1
#exit
#exit

context destination

ip pool dynamic 172.18.0.0 255.255.0.0 public O srp-activate

ip pool static 172.19.0.0 255.255.240.0 static srp-activate
#exit

context srp

service-redundancy-protocol
#exit
#exit

2 ICSR

1 SRP
2 audit daily-start-time

service-redundancy-protocol

06 00
6:00 AM
3 audit periodicity SRP

60 1440
90

SRP 90

config
context srp
service-redundancy-protocol
audit daily-start-time 06 00
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ICSR B

audit periodicity 90
end

ICSR

SSD
StarOS Exec show ICSR show support
details SSD SSD
ICSR
show support details icsr show SSD

« show srp info

« show srp checkpoint statistics

* show srp checkpoint statistics verbose

« show srp checkpoint statistics debug-info

« show srp checkpoint statistics sessmgr all

« show srp checkpoint statistics sessmgr all debug-info

* show srp checkpoint statistics ipsecmgr all

« show srp checkpoint statistics sessmgr all write-list-stats
« show srp checkpoint info

* show srp monitor

* show srp monitor all

« show srp monitor diameter debug

« show srp statistics

« show srp call-loss statistics

* show srp audit-statistics

« show session subsystem facility sessmgr all debug-info

SSD [flash
Command Line Interface Reference

show srp details

Exec show srp details ICSR/SRP
TAC
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ICSR StarOS™

1. StarOS

SRP

SRP

StarOS

MIO/UMIO/MIO2
ICSR StarOS
ICSR
Cisco TAC
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12:ICSR

START START
Primary Chassis Backup Chassis
Active Standby
Y ) 4
Save Save
Configuration Configuration
Y h 4
Copy Build onto Copy Build onto
Chassis Chassis
Y h 4
Copy Config Copy Config
Scripts onto Scripts onto
Chassis (optional) Chassis (optional)

Fix Problems

Heath Check
Passed
?

Fix Prablems

SRP Check

Passed
?

Optional:
; BGP Check Based on
Fix Problems Passed network
? deplayment

Update Boot
Record

v

Synchronize File
Systemns

v

Reload

@ o F35696
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13:ICSR 2

®

Optional: Use
TAC-prepared
Config scripts.

Update Config File

v

Verify Version

'

Save
Configuration

'

Synchronize File
Systems

Fix Problems l—

y

Heath Check
Passed
?

»| Yes

No
Fix Problems  |#—

Y

SRP Check

Passed
?

o] YEs
Ll

Fix Problems

Optional: Based on
network deployment

BGP Check

Passed
?

Allow Time for
Session
Synchronization

Initiate SRP
Switchover
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14:ICSR 3

Primary Becomes | Backup Becomes
Standby o Active

¢ -

Optional: Based on 1!‘
Update Boot network deployment
Record

Mo i
# Fix Problems  |#— M%T;;ltor
5

Reload

Optional: Use
Update Config File | TAC-prepared
Config scripts.

Verify Version

v

Save
Configuration

v

Synchronize File
Systemns

Yes

r

Mo

Heath Check

Passed
?

Fix Problems

SRP Check

Passed
?

Fix Problems

@ 335606
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B ICSR

15:ICSR

Optional: Based on
network deployment

BGP Check

Passed Fix Problems

?

Allow Time for
Session
Synchranization

Primary Becomes

Initiate SRP

Switchover

Active

|‘

Optional: Based on
network deployment

Backup Becomes
Standby

AAA Monitor

Okay Fix Problems
5

Make Test Calls

Software Upgrade
COMPLETE

335500

ICSR

StarOS

1 Exec
[flash

[localJhost_name directory /flash

. VPC-SI System StarOS 21.19

ICSR




B w DO

ICSR B

/flash
[flash

a) copy

[localJhost_name COpY from_url to_url [-noconfirm]
b) FTP [flash

FTP

c) SFTP [flash

Exec [flash
[local]host_name directory /flash
show version /flash/image filename

local]host_name show version /flash/image filename_bin

CRC

ICSR

ICSR ICSR

Exec
show

show card table all |grep unknown

show card table |grep offline

show resources |grep Status Within acceptable limits
show alarm outstanding
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B s

SRP
SRP ICSR

1 show srp monitor all
2

BGP
BGP BGP

1 BGP show ip bgp summary BGP
IPv4 IPv6 BGP

2 show service nameall |grep "'Service Status:"

.bin

1 Exec show boot boot.sys 10

CLI

[locallhost_name(config)# boot system priority number image image url /Flash/filename config
cfg_url /Fflash/filename

3 <N-1>

boot.sys 10
10 1
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no boot system priority

boot system priority

Exec

[locallhost_name# Filesystem synchronize all

StarOS
StarOS

[locallhost_name# reload [-noconfirm]

CLI
CLlI show version
PDSN 1P
PDSN Administration Guide Configuring |PSP Before the Software Upgrade
Cisco TAC
Exec show version StarOS

Exec show build StarOS

Exec save [flash

URL
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. 417
. 415
* SRP 416
* BGP 416
ICSR
1 how session recovery status verbose
2 show srp checkpoint statistics [more
3 show subs summary |grep Total
4
Current pre-allocated calls: 5%
Primary System
ICSR
SRP
SRP
1 srpinitiate-switchover
2 show srp info
[Standby]
3 show srp info

[Active]
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AAA
AAA
AAA AAA
SNMP starSRPAAAUNreachable

1 Exec show snmp trap history |grep starSRPAAAUnNreachable
2 SNMP
3 1 AAA AAA

. 416

* StarOS 417

. 417

. 417

. 417

. 417

. 415

* SRP 416

* BGP 416

. 418

SRP
SRP
1 srp initiate-switchover
2 show srp info
[Standby]

3 show srp info

[Active]
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1 Exec show boot

2 n

[localJhost_name# config

[localJhost_name(config)# N0 boot system priority n
[localThost_name(config)# end

[localJhost_name# Filesystem synchronize all

[local]host_name# reload

4 415
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* SDR

* SDR

* SDR

* SDR

* SDR CLI

SDR

SDC

422
422
423
423
425
425

record collector

CLI

TAC

VPC-SI System StarOS

SDC

gunzipped gz

21.19

CLI
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16:SDC
CLI support
ASCII
CLI
1
SDR
SDR
section
426
[support record]
record]
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CLI support

show version

SDR

[Global Configuration]

[support record]
show configuration

show_version

support record

show configuration verbose
[support
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