show a< > K

|
(B ])

» show ap client-trace status (2 ~3—37)

s showarp (3 %—7)

 show ave cft (4 X—2)

* show avc nbar (4 ~X—71)

* show avc netflow flows (5 ~X—37)
* show avc status (5 ~X—3)

* show boot (6 ~—73)

* show capwap (6 ~<—7)

» show capwap client (7 ~3—3)

* show capwap client trace (8 ~X—1)
* show capwap ids sig (9 ~X—)

e showedp (9 X—7)

* show class-map (10 ~X—73)

* show cleanair debug (10 ~<—37)

» show client statistics (11 ~—13)

* show clock (11 ~—73")

* show configuration (11 ~X—°)

« show controller ble (12 ~X—7)

« show controllers dotl1Radio (13 ~X—72°)

« show controllers nss status (14 ~X—73)

« show controllers wired (15 ~<—7%)
* show crypto (16 ~<—17)

* show debug (16 ~—3)

* show dhep (16 ~X—7)

* show dotll qos (17 ~X—7)

« show dotl1 wlan wpa3 (17 ~X—3")
» show filesystems (18 ~X—1)

* show flash (18 ~—3)

« show flexconnect (19 ~=X—73)

show a< > F .



showavw > k|
. show ap client-trace status

» show flexconnect oeap firewall (20 ~—3)
» show flexconnect wlan (21 ~—13)

» show interfaces dotl1Radio (21 ~X—3)
» show interfaces network (22 ~X—73")

» show interfaces wired (23 ~X—3")

« show inventory (23 ~X—73)

s showip (24 X—7)

s show lacp (25 <—7)

» show logging (25 ~X—2)

+ show memory (26 ~X—73)

» show policy-map (27 ~X—73")

» show processes (27 ~X—737)

* show processes memory (28 ~X—3)

s show rrm (29 ~<—73)

+ show rrm rogue containment (30 ~X—°)
+ show rrm rogue detection (31 ~—73)

+ show running-config (32 ~X—73")

« show security data-corruption (33 ~X—73)
« show security system state (34 ~<—17)

* show spectrum (35 ~X—71)

» show tech-support (36 ~X—73)

+ show version (36 ~X—)

s show trace dotll chn (37 ~X—72")

« show trace (37 ~X—7Y)

* show wips (38 ~<X—73°)

show ap client-trace status

APV A4 T > b hL—ADFEMEZ T HIZIL, showap client-tracestatus =~ > K&l L
£,

show ap client-trace { events{ all |macword | system } | skb { drop-list|stats} | status
}

EX DA events 7547k hL—RA ARV MEWAFETT S

all FTRCODITA T h hL—RA ARV N 2FRT5

system  FRTHOIATF A ARV MNEFRTETH

mac s EOMACT RLADI ATk hL—RA ARV MEFRRT
%

. show a<w > F



| showa=zok

show arp .

word  HED Y 54T RO MAC T KL &

skb 7547 NL—ZSKB [ ErERTH

droplig 7547 FL—ZSKB Fr v~ U R MEREFRT S

stats 7 F 47k hL—A SKB#iEHERE FRT D

status 77147 b FL—ARELZFTTD

A9vY R E—F Privileged EXEC (#)
avy RERE )— ZEAR
A

81110 Zpa~<wy RREAINE LT,

WIZ, APV 54T F NL—ZADAT—R A EFrT HH %2R LUET,

cisco-ap# show ap client-trace status

show arp

ARP 77— 7 VA FoR"T 5I121E, showarp =2~ > REMFHL 7,

show arp
BXDEREA ap ARP 7— 7 /L& £ §

%

ATV R E—R User EXEC (>)

Privileged EXEC (#)
avy RERE ))— ZEEARS

A

L1110 Zppa~wr FPREAINE L,

RIZ, Zoavxry FOHflZRLET,

cisco-ap# show arp

Address Age (min) Hardware Addr
9.11.8.1 0 84:80:2D:A0:D2:E6
9.11.32.111 0 3C:77:E6:02:33:3F

show a< > F
I



. show ave cft

show 3 <> K |

show avc cft

AVC 7747 v b7a—T7—7 M EREFRT HITIL, showavecft 2~ REMHHALET,

show avc cft word

BX DA

AU R E—F

word 75472 RO MACT KL
A

User EXEC (>)
Privileged EXEC (#)

avy NERE

Jy— EERE
S

811110 —pa~wy FREAINTE LT,

WIZ, AVC I S5AT v b 7ua—F— kR it H552 R LET,

cisco-ap# show avc cft 02:35:2E:03:E0:F2

show avc nbar

AVC NBAR A =9 5121%, showavcnbar =< > R&2FEH L E7,

show avc nbar {statistics | build | version}

BX DA

aAvU R E—F

statistics NBAR D E /L KOZEH A E 7T 5

build NBAR Diftiat{if#h & 2R %

version NBAR BLUPP ONN—T g 53Ryt
5

User EXEC (>)
Privileged EXEC (#)

avy FEE

Jy— EERE
S

8LIII0 Zpavy FNEAINE L,

&IZ, AVCNBAR O /L RIE#RERRTHH 2~ LET,

. show a<w > F



| showa=zok

show avc netflow flows .

cisco-ap# show avc nbar build

show avc netflow flows

BAEX Y2 I TWT, CiscoWLCIZELNDT X THO 7 u—D U R M EFRRTHITIE,
show avc netflow flows =~ > RZ&{FH L £9°,

show avc netflow flows {download | upload}

BX DA

aAvUFE—F

download Hiff¥ v v oSN TWAF T ra—R 7ua—D) X NaFRT
%)

upload  HfEF ¥ v 2SN TWVWET v 7 u—F 70—0U 2 M FRFET
%

User EXEC (>)
Privileged EXEC (#)

avy FERE

JU— EENE
A

LU0 Zma<wr RAEAINE LT,

KIZ, BHEF Y v 23TV LT X TOT7n—%2Fnd 562 R LET,

cisco-ap# show avc netflow flows

show avc status

aAvU R E—F

WLAN/VAP ZEDAVC /R BV a = J AT =2 AD Y X & #RT 5I21%, showavcstatus
avy REEHLET,

show avc status

User EXEC (>)
Privileged EXEC (#)

avy FERE

Jy— EERE
A

LI zpavr FRNEAINE L,

show a< > F .



. show boot

show 3 <> K |

WIZ., WLAN/VAP ¢ D AVC Fubya= 2 AF— X 2A%52F T H0%2 R LE

D

cisco-ap# show avec status

VAP FNF-STATUS AVC-QOS-STATUS

0

W J o Ul b W

I R R e
s WNEFE OV

show bhoot

7 — NEMEAFRT 5121, showboot =~ > REFEHLET,

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

show boot
ATV R E—F User EXEC (>)
Privileged EXEC (#)
av Y FERE J)— ZEEAS
A

8LII10 Zppavy FNEAINE L,

wIiZ, 77— Mt e FrT ohle s L ET,

cisco-ap# show boot

BOOT path-list:
Console Baudrate:

Enable Break:
Manual Boot:
Memory Debug:
Crashkernel:

show capwap

CAPWAP A 7> a & KT 5I121E, showcapwap =2~ > REfEH L ET,

. show a<w > F

part2
9600
yes
no

no



| showa=zok
show capwap client .

show capwap [{ip | mcast |traffic}]

EX DA client CAPWAP 7 74 7 MMk

ids CAPWAP ID {5 %

ip CAPWAP IP & 7&

location CAPWAP = /7 —3 3 15

mcast CAPWAP <~ /LF % ¥ & MF
)

pnp PNP 1%

traffic CAPWAP F7 7 ¢ v 7§

9T R E—F User EXEC (>)
Privileged EXEC (#)
avy FERE ))y— ZEEAR
R

L1110 Zppa<wr FPREAINE L,

RIZ, CAPWAP v /VF ¥ v A MEREERTDHHZRLET,

cisco-ap# show capwap mcast

show capwap client
CAPWAP 7 74 7 > Mfa RmT 5121, show capwap client =~ > FZEH L 7,

show capwap client {callinfoinfo | detailrcb |rcb | config | ha | msginfo |timers | traffic}

BX D& callinfoinfo  CAPWAP 7 7 A 7 > b ® =t — L5 H

detailrcb  CAPWAP 2 A 7 > h DFE#72 RCB 1

rch CAPWAP 7 5 A4 7 > h® RCB {5
config CAPWAP 7 A4 7 > h DR EFE®H
ha CAPWAP 7 5 A4 7> RO HA /35 A —X

msginfo CAPWAP 7 A 7> hD A vl — IR

timers CAPWAP 7 AT hDFA ~—

show a< > F
I



showavw > k|
. show capwap client trace

traffic CAPWAP 7 A4 T hD 80211 NF7 4 v 7 1E
*
A9<wY R E—F User EXEC (>)
Privileged EXEC (#)
avy FERE Jy— ZEEHNE
2

8LIII0 Zma<wy RABEAINE LT,

WIZ, CAPWAP 7 AT vk "I 7 4 v 7 EREFR T AHEZTRLET,

cisco-ap# show capwap client traffic

show capwap client trace

CAPWAP kL —R%F/R7 5121, show capwap client trace =~ > K& L 7,

show capwap client trace {clear | delete | disable | save | start | stop}

X DA clear Ne—2%227 V735

delete L —2AHIBRT S

disable j@hikic kL — 2 2RI
)

enable EENHZ N L — X EH T
%

save FL—2ERIFT D

start L —REBHIBT S

stop FL—=R2&E1ET S

avY R E—FK User EXEC (>)
Privileged EXEC (#)

v FBE Jy— EERE
A

811110 Zma<wy FABEAINE LT,

. show a<w > F



| showa=zok
show capwap ids sig .

WIZ, CAPWAP 7 A4 7 v b FL—REFRRTHHERLET,

cisco-ap# show capwap client trace

show capwap ids sig
CAPWAPID >+ 7 3 F ¥ 2 F/r§ 5121, show capwap idssig =2~ > RZfEH L 9,

show capwap idssig [{list | stats}]

B DA liss 27 %Fx VA LOTL b
)

stats 7R F ¥ BEOK G

avyY R E—FK User EXEC (>)
Privileged EXEC (#)
avy FERE ))— ZEEAR
A

L1110 Zma<wy FABEAINE LT,

RIZ, CAPWAPID v 7 32 F ¥ OWFHERE T RTHH 2R LFET,

cisco-ap# show capwap ids sig stats

show cdp
CDP A7 v a &R T HI21E, showedp =2~ RZEH L £,
show cdp {entry device device-name |inline_power |interface | neighbors |traffic}
BX D entry devicedevice-name 4, 7ij & A )3 2 B3 B D RFED KA /S— =k UIZBET 51
#
inline_power AT VBRI m— g UIER
interface CDP A VA —T 2 ADAT —H A LFHE
neighbors CDP R A "— x> L
traffic CDP 7 HH

show a< > F
I



. show class-map

aAvU R E—F

Privileged EXEC (#)

avy RERE

Jy— EERE
S

811110 —pa~y FREAINTE LT,

WIZ, FFEDOFRA N— = MV ICEHT A ERE R~ THH 2R LET,

cisco-ap# show cdp entry device mydevice

show class-map

aAvU kR E—F

CPL 7 7 A~ v 7% FmT 5%, showclassmap =~ > R&EfiH L E7,

show class-map

User EXEC (>)
Privileged EXEC (#)

avy FERE

Jy— EERE
A

L1110 Zppa~wr FPREAINE L,

RIZ, CPLY TR =y TR T 02 RLET,

cisco-ap# show class-map

show cleanair debug

CleanAir D7 /Ny V3 E X FK T H121E, show cleanair debug =~ > R&EEH L £7,

AU R E—F

show cleanair debug

Privileged EXEC (#)

avy FERE

JU— EENE
A

L1110 Zma<wy FABEAINE LT,

KIZ, CleanAir DT Ny FJREEFRT HHZ2RLET,

cisco-ap# show cleanair debug

. show a<w > F

show 3 <> K |



| showa=zok

show client statistics .

show client statistics

7 T4 T v s OWEHER A F AT HI1TIE, show client statistics =~ > F&EH L £,

show client statistics client-mac-address

B DEREA

aAvU R E—F

client-mac-address 7 5 1 7. +® MAC 7 R L
2

Privileged EXEC (#)

av Yy FER )i)y— ZEEAR
R
81110 —pa~wr FREAINTE LT,
WIZ, 7747 v bOFEHEREERTT HH 2R LET,
cisco-ap# show client statistics 70:DB:98:66:34:FA
show clock
VAT L Vv ey EHFERT HICIE, showclock w2 RE2EH L7,
show clock
9TV R E—F User EXEC (>)
Privileged EXEC (#)
vy FRERE ))y— ZEEAR

Z
L1110 Zma<wy RAEAINE LT,

RIS, VAT L vy 7 2FRT 502 R L ET,

cisco-ap# show clock

show configuration

FRHEERMEA T Y ONKEFART DL, show configuration =2~ > R&EMHEH L £,

show configurationrlan

show a< > F .



. show controller ble

aAvU R E—F

Privileged EXEC (#)

show 3 <> K |

X DA rlan  RLANREAZ T 5.,
avy FERE Jy— ZETEAR

A

81.111.0 Zpa<wr FREAINE LT,

8.9 rlan /X7 A—X%ZBMTH5Z LT, ZOa~vy RPRERSNE Lz,

8101120 #HHET > 7T OO AT —Z ANEREIND L O, ZOa~r RO IBYEE

SNFE L,

WIZ, AP BEDFMEZRRT 20 2R LET,

cisco-ap# show configuration

AP Name

Admin State
AP Mode

AP Submode
Location
Reboot Reason

AP Link LAG status
AP WSA Mode
Vlan Interface

Broken antenna detection
RSSI Failure Threshold
Weak RSSI

Detection Time

If any broken antenna?
AP58AC.78DC.C2FO#

show controller ble

Bluetooth Low Energy #EAR A » % —7 = A AT A —Z{EH & FKRT DI, show controller

blea~> FEMHALET,

: APS58AC.78DC.C2F0
: Enabled

: FlexConnect

: Not Configured

: default location
: Reload command

: Disabled
: Enabled
: Disabled

: Enabled (Global)
: 40

: 60

: 12

: ALL

show controller ble ble-interface-number { {broadcast | counters | floor-tag floor-beacon-mac-addr

|interface | local | scan {brief | detail floor-beacon-mac-addr}

| timers}

BX DA

ble-interface-number

ANTHUENHLBLEA v Z— 7 = A A& 5, AREIX

0
broadcast BLE 7u— ¥ ¥ 2 b ¥~V —fF@lax £+ 5
counters BLE h 7 v AR—k B U v ERERTT S

. show a<w > F



| showa=zok
show controllers dot11Radio .

floor-tag floor-beacon-mac-addr $5FE4+ AV ERH A MACT RL A& ES>7e7 B—a 0
7 — 2 2 FKRT %

interface BLE f V4 —7 =2 A A V<V —FHREFERTH
local A A I BLE 8O FIE #4795
scan brief W72 BLE 2% v > H= U —{§# % #7575
scan detail FEAZ: BLE A% v > Y~ ) —ffE RS 5, 7T B
floor-beacon-mac-addr SLDOMAC T KU AZEET B 0END 5
timers BLE % A ~—1f#a %59 %
ATV R E—F Privileged EXEC (#)
avy FERE ))— ZEEAS
A

8.7 Zoavwy RREAINE L,

151
BLE # A ~—{§# A £ RTDI20E, koa~vr FEERALET,

cisco-ap# show controller ble 0 timers

Timers

Scan timer status : Running

Scan timer interval : 10 secs

Scan started at : 0D:00H:04M:28S ago
Last scan done at : 0D:00H:00M:06S ago

|

1|

AF v UMEEB Y AT TS A . [Last scan done at] OFRFITLT, BRE S
NTNDAX Y UL YV, R T,

show controllers dot11Radio

dotll A v #Z—7 = A A EHR A FRT 5I121%, showcontrollersdotllRadio =~ N&fHEH L F
-éAO

show controllers dot11Radio dotl1l-interface-no{antenna | { atfconfiguration| statistics} |
bandselect |client { client-mac-addr | all detail } |frequency | powercfg | powerreg | radiostats
|rate |vlan |wlan { wlan-id | all detail } }

XDt dotll-interface-no  Dotl1Radio £ > % —7 = 1 ADE S,

atf configuration AirTime Fairness DX E & &7 D,

show a< > F
I



. show controllers nss status

aAvU R E—F

show 3 <> K |

atf statistics AirTime Fairness D#tEHEHR 2 £~ T D,

bandselect BandSelect DHEFHERZ K RT D,

antenna T T T OREERRT D

client MACT RLABRESNTWD Y 747 » FOFEMERTRT 2,

client-mac-addr

detail TRTDZ T4 7> O TID it e 271 5,
frequency SR AR T D,

powercfg RE SN TWDENHFRERTT D,

powerreg FEENEREFTRT D,

radio-stats IR HE R E £R™ T D,

rate L— MERERRT D,

vlan VLAN OB 2 LR %,

wlan wlan-id FEE X 7= WLAN ID © VLAN/WLAN Ol % £ 5.
detail TRTDZ T4 7> O TID it e 271 5,

User EXEC (>)

avy FERE

Jy— EERE

A

IO Zoa~vy RPREASHE LT,

8.9 bandselect . client all detail , wlan /X7 A =% ZEBINT5Z LT, ZOa~v Ly KR

RSN E LT,

WIZ, £ v B2 =T 2 AFEZ1D8NRI A v H—T A AMEREFTTTHH 2R LE

j—_O

cisco-ap# show controllers dotllRadio 1

show controllers nss status

NSS [H# &1 5121, show controllersnssstatus =~ > R&{FEH L ET,

avU R E—F

show controllers nss status

User EXEC (>)

. show a<w > F



| showa=zok

Privileged EXEC (#)

2T KRR Jy— EERE
S

8.LINLO Zopa~wr RpEAShE LT,

WIZ, NSStE#HEFRRT HHEZRLET,

cisco-ap# show controllers nss status

show controllers wired

show controllers wired .

BHA B —7 oA AZF T 5HI21%, show controllerswired =~ > R&HEH L £,

show controllers wired wired-interface-number

X DEREA wired-interface-number Hfg A o X —7 = A4 AT (0~3)

Qv YR E—FR Privileged EXEC (#)

avy FERE J)— EEAR
R

SLIO —ppa~vwr FRNEAINFE L,

WIZ, arha—J0FBA =74 A2 DN 1) (BT EREFERTDH6]%

TLET,

cisco-ap# show controllers wired 1

wiredl Link encap:Ethernet HWaddr C8:8B:6A:33:59 eMac Status: DOWN

inet addr:9.11.8.104 Bcast:9.255.255.255
DOWN BROADCAST RUNNING PROMISC MULTICAST MTU:2400

Mask:255.255.255.255
Metric:1

RX packets:38600 errors:0 dropped:1 overruns:0 frame:0
TX packets:179018 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:80

RX bytes:3812643 (3.6 MiB) TX bytes:54721869

Gig Emacl Counters

(52.1 MiB)

O O O O O O o oo

Good octets rx, 0 Bad octets rx, 0 Unicast frames rx,

Broadcast frames rx, 0 Multicast frames rx, 0 64 byte frames rx,

65 TO 127 byte frames, 0 128 TO 255 byte frames, 0 256 TO 511 byte frames,
512 _TO 1023 byte frames, 0 1024 _TO MAX byte frames, 0 Good octets tx,
Unicast frames tx, 0 Multicast frames tx, 0 Broadcast frames tx,

Crc errors sent, 0 Flow control rx, 0 Flow control tx,

Rx fifo overrun, O Undersized rx, 0 Fragments rx,

Oversize rx, 0 Jabber rx, 0 Mac rx error,

Bad crc event, 0 Collision, 0 Late collision,

show a< > F .



. show crypto

show crypto

aAvU R E—F

AL E M2 £ T 5 121E, showerypto 2~ REHA L £,
show crypto

User EXEC (>)
Privileged EXEC (#)

avy FERE

show debug

AR E—F

J)— EERE
R

L1110 Zma<wy FABEAINE LT,

RIZ, Wbt Z2 R 502 R LET,

cisco-ap# show crypto

B2 T N FeForT 5I121E, showdebug 2~ > REMFHLET,
show debug

User EXEC (>)
Privileged EXEC (#)

av Y RERE

show dhcp

JU— EEAE
S

SLIO0 Zpa~wr FRNEAINFE L,

KT, ARNIIRREDT Ny Vo Fond 2R LET,

cisco-ap# show debug

show 3 <> K |

Dynamic Host Configuration Protocol (DHCP) D AT —# A% FK/~x7 5I21%, showdhep =2~ >

REHLET,

show dhcp {lease | servers}

. show a<w > F



| showa=zok

show dot11 qos .

BXDEREA

lease  H— B Y —ZENTWD DHCP 7 R L A& FoRd
)

servers  BEsno DHCP 9 — &2 FKoRd 3

AR E—F

User EXEC (>)
Privileged EXEC (#)

avy RERE

Jy— EERE
S

811110 —pa~y FREAINTE LT,

WIZ, =B —ZENTWAHADHCP 7 RLAD AT —Z ZAAFRT AH AR L
i—a—o

cisco-ap# show dhcp lease

show dot11 qos

ATV R E—F

802.11 & v k7 —2 @ Quality of Service (QoS) /37 A —% % FK/;~7 5HIZi%, showdotllqos =
~U REEHLET,

show dotll qos

Privileged EXEC (#)

avy FERE

JU— EENE
A

LIO0 o<y FpREAINE LT,

wIZ, 802.11 % v k7 —2 ® Quality of Service (QoS) /37 A —HX & FR"T Hhl%ER L
£7

cisco-ap# show dotll gos

show dot11 wlan wpa3

802.11 % v bV —2 TO WPA3 R E % F T H121E, showdotllwlanwpad =2~ K& L
i‘a‘o

show dot11l wlan wpa3 [transition]

show a< > F .



show 3 <> K |

. show filesystems

EX DA transition WPA3 BATE— ROFEMAEERT 5,
ATV R E—FR Privileged EXEC (#)
avy FERE ))— ZEEAR

R

8.10 Zoawy RBEAINE L,

wIZ, 802.11 % v R U —27 TD WPA3 REZXZFRT AFZRLET,

cisco-ap# show dotll wlan wpa3

show filesystems
T 7 AT AT MMEREFRRT DL, show filesystems =~ > K& L £,

show filesystems

User EXEC (>)
Privileged EXEC (#)

ATV R E—F

2% KRR Jy— EERE
A

SLIO0 —ppa~vry FRNEAINFE LA,

RIZ, 77 AN AT MEREFRTT D02 L ET,
cisco-ap# show filesystems

Filesystem Size Used Available Use% Mounted on
/dev/ubivol/storage 57.5M 1.9M 52.6M 4% /storage

show flash
7T v aDNEBEEFRT DL, showflash =2~ FEFEH L E T,
show flash [{cores [detail core-file-name ]|crash |syslogs}]

BX DA cores TS5l allbhAaT Tr AN ERRTS

detail a7 7y AIIVONEERRT D

corefilename =7 7 » A4 L4

. show a<w > F



| showa=zok

crash TI v allhbHI Ty Ty AN ERRT
%
syslogs 75 v alld b syslog T AN EFERT D
ATV R E—F User EXEC (>)

Privileged EXEC (#)

avy FERE )— EEAS

A

811110 —pa~y FREAINTE LT,

show flexconnect .

RIZ, 7T vvalldbar 774 NVOFMERTT 202 RLET,

cisco-ap# show flash cores detail filenamel

show flexconnect

T 7B ARA > b D FlexConnect fE# & F£/~7 25 121%. show flexconnect =~ > R&fEHA L £

‘j—O

show flexconnect {calea | cckm | client

| mcast | oeap | pmk | status | vlan-acl | wlan}

X niiHA calea

CALEA 1§ %R RT 5

cckm

CCKM %+ v 2 =) M IE#E2FERT 5

client

7747 MERERTT D

aaa-override

AAA F—R—=F 4 R RTA—HERTET D

counter

FTRTCDOIFTAT LV MU A ERETD

priority

7747 hOBEIRM 2R ET D

dot11r

802.1lr ¥ v v o T2 hUIEREERTD

mcast

v IVTF Xy A MEREFRTTD

oeap

FlexConnect OEAP (& # Fond 5

pmk

OKC ¥721ZPMK ¥ ¥ v = = MY EHAEERT
)

status

AR RTRY AT —R AR RTH

[aaa-override | counter | priority] | dotllr

show a< > F .



show 3 <> K |

. show flexconnect oeap firewall

aAvU R E—F

vlan-acl VLANACL v v ¥ 7 %FK 115

wlan WLAN DR EZFrwdT 5

User EXEC (>)
Privileged EXEC (#)

av Y FERE

J)— EERE
z

8.LINLO Zpa~wr RpEAShE LT,

RIZ. FlexConnect AP D2 A4 7 2 MBI AEWEFRTIH0E2RLET,

cisco-ap# show flexconnect client

show flexconnect oeap firewall

OEAP 7 7 A 7 U 4 —/VIE#H & #9 5121%, show flexconnect oeap firewall =~ > &M L
£7,

show flexconnect oeap firewall [{dmz |filtering | forwarding}]

BX DA

AR E—F

dmz OEAP 7 7 A4 7 W +—/L® DMZ [ % £19 5

filtering OEAP 77 A T U A—NDT7 4 V2 v T EREFRRTH

forwarding QEAP 7 7 A 7 U+ —/LDR— bk 7% U —F 4 IR EFRT
2

User EXEC (>)
Privileged EXEC (#)

avy FERE

Jy— EERE
S

811110 —pa~wy FREAINTE LT,

WKIZ. OEAP 77 A 7 7 +—/L® DMZ {ER 2 FERT 56127 LET,

cisco-ap# show flexconnect oeap firewall dmz

. show a<w > F



| showa=zok

show flexconnect wlan .

show flexconnect wilan

FlexConnect AP &= — K WLAN &€ % F~r7T 5 121%, showflexconnectwlan =~ > R&fEH L
F9,

show flexconnect wlan [{l2acl | qos | vlan}]

BX DA

aAvU kR E—F

12acl WLAN DL A ¥ 2ACL~ > V7 2IEET
)

gos  WLAN @ QoS /X7 A —X HZHHET D

vlan WLAN ® VLAN ~ v > 7 2 ET 5

User EXEC (>)
Privileged EXEC (#)

avy FERE

Jy— EERR
A

L1110 Zppa~wr FPREAINE L,

KIZ. FlexConnect AP @ WLAN LA ¥ 2ACL vy V> V2R -THHZRLET,

cisco-ap# show flexconnect wlan l2acl

show interfaces dot11Radio

802.11 TEMRD A > H—T = f ART —H A LREEF T HIZIE, show interfaces dot11Radio
a<w REFERLET,

show interfaces dotllRadio radio-interface-number {dfs | memory [memory-address length
| firmware] | mumimo wlan-number | sniffer | statistics | wlanwlan-id datapathcounters
| statistics }

BXDEREA

radio-interface-number  802.11 DA X — 7 = A ARG EIEET D, BRREMIZ0 ~ 1

dfs DFS #atif sz &rd 2

memory BT AEY KT D

memory-address AEY T RUVAZRET D, ARN7RHEFHIT 0 ~ T
length REZEET 5, AL~ 64

show a< > F .



. show interfaces network

show 3 <> K |

avU R E—F

firmware Tr— AUz TOul R Tt h
mumimo ~ /L F—H D MIMO #EEHERZ £ RT %
wian-number BN EPH 0 ~ 15 D 802.11 [E AT DA
sniffer A=77 = FOREHTRERRT 5
dtatistics 802.11 HEHR DM FHEHR A R T 5
GE) Cisco 1852, 9117, 9130 AP TlE, 802.11 tx #aHEFH I v
YEDOTICE =3y x MEHERBEENTVER A,
wlan wian-id f7E L7= VLAN {2 Zr1 5
datapath TR RAN T B et D,
counters TR RAR T EABELON Ny T EFERT D,

Privileged EXEC (#)

avy FERE

Jy— EERE
S

LI o~y FREAINE LT,

8.9 datapath /XT A =4 ZBMT5Z LT, ZOa~vy RPJERESNE Lz,

WIZ, 80211 A X —T xA A (FH 1) O DFSHiHEdzFrd 565~ LET,
cisco-ap# show interfaces dotllRadio 1 dfs
DFS Data:

Radar Detected: 0
Inactive Radar Detected: 0

show interfaces network

AR E—F

Linux X2y U —27 f U HZ—T oA A&E T HIZ1E, show interfacesnetwork =~ > K &ffi
ALET,

show interfaces networ k

Privileged EXEC (#)

avy FERE

Jy— EERE
A

811110 Zpa~wy RREAINE LT,

. show a<w > F



| showa=zok
show interfaces wired .

RIZ, Linux 2y NIV =7 A F—T =2 A A% RKR-THHERLET,

cisco-ap# show interfaces network

show interfaces wired
BRpA B2 — T 2 A A% FRT BI21F. showinterfaceswired =~ > R&EEH L E T,

show interfaceswired wired-interface-number {MIB-stats | datapath counters}

XD wired-interface-number A5 A X — 7 = 4 ADFTE . AN EPHIZ 0 ~
3
MIB-stats AP WA A »F MIB H 7 X e Fmnd b,
datapath F—BRAN T B KR D,
counters TR RAR T A BION Ny T EFRRT D,
ATV R E—F Privileged EXEC (#)
avy FERE J)y— ZEAR
R

811110 o< RBREAINE L,

8.9 datapath /N7 A —# ZBMT5Z LT, ZOa~vy RRJERSNE L,

WIZ, BRA L E—T A A FEE1) 22T H02RLET,

cisco-ap# show interfaces wired 1

show inventory
WELA X N BFoRT DI, showinventory =~ > RE2fEAH L 9,

show inventory

ATV R E—F User EXEC (>)
Privileged EXEC (#)

avy FERE Jy)— ZEEAR
R

8LIII0 Zppavr FRNEAINE L,

show a< > F
I



show 3 <> K |

B showip
WIZ, WBA X N BRRT o0 2R L ET,
cisco-ap# show inventory
NAME: AP2800, DESCR: Cisco Aironet 2800 Series (IEEE 802.l1lac) Access Point
PID: AIR-AP2802I-D-K9 , VID: V01, SN: XXXXXXXXXXX
show ip
IP 1A #£rnT 5120, showip 2~ RE@HLET,
show ip {accesslists | interface brief | route | tunnel [eogre {domain | forwarding-table
| gateway} | fabric | summary| sip-snooping{ stats| status} ]}
BX DA accesslists IP77%RA URARNEEFTD
interface IPALHE =T 2 ADAT —HZABLUOHELRRT D
brief IP ZA7 — 4 2B L OREDOWE L FKTT D
route IPV—T 47 T—TNeFmT b
tunnel IP o REHRERTT S
eogre EoGRE kv X IEREFETTSH
domain EoGRE k¥ /L RAA ANERAERRT D
forwarding-table EoGRE k> %/ D H 7 AE L O 7 ALER DGR E FHrT
%
gateway EoGRE h A ND 7 — U = A 1FHREERT D
fabric IP777Y w7 hrRLOWEHRERRT S
summary TRTO b RNVDIFERERTT D
sip-snooping SIP AX—VE' L DL T g v uaErmd b,
stats EZ(EEINT SIP A X— LV OWEHERE R TT 5,
status SIP AX =V VS DAT—Z AEFRT 5,
ATV R E—F User EXEC (>)
Privileged EXEC (#)

. show a<w > F



| showa=zok

show lacp .

avy RERE

show lacp

Jy— EERE
S

811110 —ppa~vr FREAINE L,

8.9 sip-snooping /X7 A —Z ZBITHZ & T, Zoavy RBJERIIVE LTz,

WIZ,IPT 7R YZMIOWTOBREZFRT HHZRLUET,

cisco-ap# show ip access-lists

Link Aggregation Control Protocol (LACP) A4 ~7'Y =3 V& FHKRT HIZIL, showlacp =2~ K& fifi
HLET,

show lacp {counters |internal | neighbors}

BX DA

counters  ~Z7 1 v 7 ERERTT D

internal  PYIE AR TS

neighbors LACP A /N— = bV ZFK5ET
%

AUk E—F

Privileged EXEC (#)

avwy FERE

J1)— ZEERNEBE
A
L1110 o<y FPREAINE L,

WIZ, LACP N7 7 ¢ v 7 EHREFZRTHHZRLET,

=~

cisco-ap# show lacp counters

show logging

aX TNy 77 ODNEEFRT HI1E, showlogging =2~ > RZEH L E9,

show logging

AU R E—F

Privileged EXEC (#)

show a< > F .



showa<w Y K |
. show memory

2T KRR Jy— EERE
S

811110 —pa~y FREAINTE LT,

WIZ, BX 7 Ny 77 ONFERRTHHEZRLET,

cisco-ap# show logging

show memory
TIRARA L FOAEYFEHEEZRRTHIZIE, showmemory =~ REEH L E7,

show memory [{detail | pool | summary}]

WX D deteil  REAIZRS AT AD AT Y A RRT S

pool VAT ADAEY =)L EFRT D

summary 25 LD A Y FAEOFKEFRE £t

)
Qv YR E—FR Privileged EXEC (#)
av Yy FERE )— ZEEARAS

R
811110 —pa~y FREAINTE LT,

WIZ, VAT LADAT Y HHEOHEFEREZEZ R T HHZ2 R LET,

cisco-ap# show memory
Memory summary:

MemTotal: 1030608 kB
MemFree: 713832 kB
MemAvailable: 710492 kB
Buffers: 0 kB
Cached: 88224 kB
SwapCached: 0 kB
Active: 28932 kB
Inactive: 82872 kB
Active (anon) : 28900 kB
Inactive (anon) : 82812 kB
Active (file): 32 kB
Inactive (file) : 60 kB
Unevictable: 0 kB
Mlocked: 0 kB
SwapTotal: 0 kB
SwapFree: 0 kB
Dirty: 0 kB
Writeback: 0 kB
AnonPages: 23580 kB

. show a<w > F



| showa=zok

show policy-map .

Mapped: 11380 kB
Shmem: 88132 kB
Slab: 132140 kB
SReclaimable: 3368 kB
SUnreclaim: 128772 kB
KernelStack: 864 kB
PageTables: 748 kB
NFS_Unstable: 0 kB
Bounce: 0 kB
WritebackTmp: 0 kB
CommitLimit: 515304 kB
Committed AS: 193960 kB
VmallocTotal: 1024000 kB
VmallocUsed: 69808 kB
VmallocChunk: 915324 kB

System Memory:

total used free shared buffers
Mem: 1030608 316848 713760 0 0
-/+ buffers: 316848 713760
Swap: 0 0 0

show policy-map

AR E—F

TIRARA N EORY =~y T HFRT DI, show policy-map =~ > R&EH L %
D

show policy-map

Privileged EXEC (#)

2v L FRE

JU— EEAE
S

SLIO —pa~wr FRNEAINFE LA,

WIZ, TIVEBARA L N EORY V— v FE2FrT B0~ LET,

cisco-apshow policy-map

show processes

Zat AMEHEROFEMAE R AT HI2IEL, show processes 2~ > REHH L E7,

showprocesses {cpu cpu-number |dmalloc {capwap | wcp} |status}

BX DA

Cpu cpu-number o1 2 DFE S NT- CPU DR 2 K71 %, CPU F B DIEDOAR /2%
PHIZ0~3

dmalloc dmalloc 7ot 207 ut 2 FAREF T 5

show a< > F .



show 3 <> K |

. show processes memory

capwap CAPWAP @ dmalloc #aHEH % 9%
wep WCP @ dmalloc #itE#H % FRd 2
status watchdog 7’2 EZ AD AT —H A& FKRmT 5
ATV R E—F Privileged EXEC (#)
avy FERE ))— ZEEAR
A

81110 Zpa~wy RREAINE LT,

KIZ, watchdog 7B EADAT —F A% K RTHP 2R LET,

cisco-ap# show processes status

Process Alive Monitored
capwapd True True
switchdrvr True False
wcpd True True
kclick True True
cleanaird True True
mrv1fwd True True

show processes memory

T I RARA L N EOT v A%EFRT HITIE, show processesmemory =2~ > Ra2H L%
—é—O

show processes memory {maps | smaps} pid pid-number

EX DA maps Tt AD~ v S EFELTDH
smaps 7' AP smaps & EART D
pid BETAOMLERNH L T rt R

pid-number 1D

ATV R E—F Privileged EXEC (#)
avy RERE )— ZEAR
A

811110 Zpa~wy RREAINE LT,

WIS, T7AFRA L N EOAFVEZFIFATH270 A0 XA NaRRTHH0%2 1L
ij‘o

. show a<w > F
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show rrm

cisco-ap# show processes memory

show rrm .

Mem total:1030608 anon:23876 map:11424 free:712728
slab:132748 buf:0 cache:88284 dirty:0 write:0

COMMAND

/usr/sbin/mrvlfwd
/usr/sbin/capwapd

wcpd

/usr/sbin/cleanaird
/usr/bin/capwap_brain
/usr/sbin/cisco_shell
/usr/sbin/cisco_shell
/usr/bin/fastcgi -s /tmp/fcgi sock

132 /usr/bin/slowfcgi -s /tmp/slow fcgi sock

132 /usr/sbin/lighttpd -f /etc/lighttpd.conf

tamd proc ap-tam 1 0 -debug err

tams proc -debug err

/usr/bin/poder agent
/usr/bin/sync_log /storage/syslogs/13
/usr/bin/failover

watchdogd

bigacl d

/usr/bin/led core

perl /usr/bin/drt.pl

init

top -m -b -n 1

{s80cisco} /bin/sh /etc/init.d/S80cisco

{show _process me} /bin/ash
000000O0O

/bin/sh -c

0000O0O0OO | more
syslogd -S -s 100 -b 1 -L -R

more

klogd

printkd

sleep 10

/usr/sbin/dropbear -E -j -k -d

/storage/dropbear/dropbear dss host key -r /storage/dropbear/dropbear rsa host key

/usr/sbin/dropbear -E -j -k -d

/storage/dropbear/dropbear dss host key -r /storage/dropbear/dropbear rsa host key

Swap total:0 free:0
PID VSZ"VSZRW RSS (SHR) DIRTY (SHR) STACK
6227 56500 53464 1168 732 1144 732 132
6283 27536 20668 13032 2400 13032 2400 132
6297 24880 10612 14536 1376 14536 1376 132
6255 9612 6600 1508 1052 1508 1052 132
5122 9556 4144 2664 2012 2664 2012 132
29097 7148 1536 3560 2392 3556 2388 132
3142 6828 1216 2992 2264 2992 2264 132
5106 4588 404 1912 1644 1912 1644 132
5108 4588 404 1912 1644 1912 1644
6084 4544 452 928 360 928 360
6214 3692 344 1420 960 1420 960 132
6213 3556 340 1460 1104 1460 1104 132
6133 3396 400 1196 976 1196 976 132
4689 3176 336 1012 812 1012 812 132
6143 3140 304 1428 1204 1428 1204 132
4716 3136 284 616 436 616 436 132
6121 3116 280 988 820 988 820 132
5084 3112 272 952 804 952 804 132
6181 1884 320 1044 260 1044 260 132
1 1596 196 492 412 492 412 132
30914 1596 196 428 344 428 344 132
6145 1596 196 248 176 248 176 132
start
30912 1592 192 424 356 424 356 132
/usr/bin/cli scripts/show _process memory.sh 0 0
30911 1592 192 400 336 400 336 132
/usr/bin/cli scripts/show _process memory.sh 0 0
4684 1592 192 368 304 368 304 132
255.255.255.255
30913 1592 192 332 264 332 264 132
4688 1584 184 344 284 344 284 132
4686 1584 184 320 264 320 264 132
30906 1584 184 284 228 284 228 132
29085 1452 332 640 416 640 416 132
6209 1384 264 416 364 416 364 132
8411 1096 212 444 336 444 336 132
6115 1096 212 436 340 436 340 132

dnsmasg -C /etc/dnsmasqg.host.conf
dnsmasqg -C /etc/dnsmasqg.vaperr.conf

Radio Resource Management (RRM) 7 1/ 37 ¢ &K RT 5ITIE, showrrm =2~ RZEH L

£7,

show rrm {hyperlocation [levell-list]|neighbor-list [details]|receive {configuration |statistics}}

B DEREA

hyperlocation levell-list AP o Cisco Hyperlocation D AT — % A % FoR$

%

show a< > F .



show 3 <> K |

. show rrm rogue containment

neighbor-list neighbor-list DFLEHE R Z FKrnT D
receive AP O Receive Signal Strength Indicator (RSSI)
rogue AIEBEF®Z FRT 5
ATV R E—F Privileged EXEC (#)
avy FERE J)— EEARAR
A

81110 Zpa~wy RREAINE LT,

ERLDTAEZM> KIZ, HyperLocation D L)L 1 ¥ X)L A% v U R M ERRTHHE2RLET,

cisco-ap# show rrm hyperlocation levell-list
Level-1 List for 2.4GHz Band

Channel Width Serving MAC Max Clients

Level-1 List for 5GHz Band

Channel Width Serving MAC Max Clients

show rrm rogue containment

T IR ARA Y N TOREDMHIEEHRAZ LR T SIZIE, show rrm rogue containment =~ & R
ERHEALET,

show rrm rogue containment {ignore |info} Dotl11Radio radio-interface-number

HX D ignore BHRTDELIORESNTNDLREAP O U R R EFRT
%
info AP DR EDRLIEDRES £ OREAHEME KR T 5
Dot11Radio Dotl1Radio A > % —7 = A A¥—U— K& EET 5,

radio-interface-number BE# A > X —T 2 f ZAD AT v b, AHREIZ 0B LD
1

ATV R E—FK Privileged EXEC (#)

. show a<w > F



| showa=zok
show rrm rogue detection .

2T KRR Jy— EERE
S

811110 —pa~wy FREAINTE LT,

WIZ, 80211 A H =T =A X (FH 1) OAREDMHIER X OREHE#ZFZRT 261
ZRLET,

cisco-ap# show rrm rogue containment info DotllRadio 1
Rogue Containment Info and Stats for slot 1:
bssid client-addr contain-type channels

Request Status count
Submit

Success
Timeout

Error

Tuned

Flushed

Bad Channel
Tail Dropped
Cancelled

NDP DFS Tx Cancelled
Tx Failed
Created

O O O O O OO OO o oo

show rrm rogue detection

RRM RIEMHHDFETE/NT A — X & Fxd 5IZ1E, show rrm rogue detection =~ > R&fE L
£7

show rrm rogue detection {adhoc |ap |clients | config | rx-stats} DotllRadio
radio-interface-number

BX DA adhoc 802.11 R AT v DT T A~V T Kk 7 RIEAP U A & FoRT

%o ARNREIZ0OB IO

ap 802.11 MR A 7 h D AP D RIEMH /T A —H 2 FKRT 5, AR7RE
FoBINI

clients RERTFAT L  OFFA=V YR N%FRFTD

config AP EORERHIOREE ZRT 5

rx-stats AP D 802.11 A ¥ #—7 = A A TOREMEZAE OFGHERE EFT D

Dot11Radio 802.11 #EHAA v X — 7 = A AZFRET 5D

radio-interface-number 802.11 i1 o % —7 = A AFH, AR EIZ0B I

Qv YR E—FR Privileged EXEC (#)

show a< > F
I



showa<w Y K |
. show running-config

2T KRR Jy— EERE
S

8.LINLO Zpa~wr RpEAShE LT,

KIZ, RRM RIEBH O EOFEMEHRZ FR-T D0 2R L ET,

cisco-ap# show rrm rogue detection config

Rogue Detection Configuration for Slot O0:
Rogue Detection Mode : Enabled
Rogue Detection Report Interval : 10

Rogue Detection Minimum Rssi : -90
Rogue Detection Transient Interval : 0
Rogue Detection Flex Contain : Disabled

Rogue Detection Flex Contain Adhoc : Disabled
Rogue Detection Flex Contain SSID : Disabled
Rogue Containment Autorate : Disabled

Scan Duration : 180000

Channel Count : 11

Transient Threshold : O

Rogue Detection Configuration for Slot 1:
Rogue Detection Mode : Enabled
Rogue Detection Report Interval : 10

Rogue Detection Minimum Rssi : -90
Rogue Detection Transient Interval : O
Rogue Detection Flex Contain : Disabled

Rogue Detection Flex Contain Adhoc : Disabled
Rogue Detection Flex Contain SSID : Disabled
Rogue Containment Autorate : Disabled

Scan Duration : 180000

Channel Count : 25

Transient Threshold : O

show running-config

TIHARALA Y FOBEDFITA 7 4 F 2 b—2a VONEEFIRT HITIE, show
running-config =~ > K& L £7°,

show running-config

ATV R E—R Privileged EXEC (#)
vy RERE J)— ZEEAR
A

8LIII0 zppa~vy FMNEAINE L,

W, TIVEABRAL Y NOBIEOFETa L 74 X2 —a LV ONBERERT A6 %
~LET,

cisco-ap# show running-config

. show a<w > F



| showa=zok

AP Name

Admin State

AP Mode

AP Submode

Location

Reboot Reason

Primary controller name
Primary controller IP
Secondary controller name
Secondary controller IP
Tertiary controller name
Tertiary controller IP
Controller from DHCP offer
Controller from DNS server
AP join priority

IP Prefer-mode

CAPWAP UDP-Lite

Last Joined Controller name:

DTLS Encryption State
Discovery Timer
Heartbeat Timer

CDP State

Watchdog monitoring
I0X

RRM State

LSC State

SSH State

AP Username

Session Timeout

Extlog Host

Extlog Flags

Extlog Status Interval
Syslog Host

Syslog Facility

Syslog Level

Core Dump TFTP IP Addr
Core Dump File Compression
Core Dump Filename
Client Trace Status
Client Trace All Clients
Client Trace Filter

Client Trace Out ConsolelLog:

WLC Link LAG status
AP Link LAG status
AP WSA Mode

apl540

Enabled

Local

None

default location

Config Mwar

cisco_ 3504
<controller-ip-address>

<controller-dhcp-server-address>
<controller-dns-server-address>
1

IPv4

Unconfigured

wlc3504

Disabled

10

30

Enabled

Enabled

Disabled

Enabled

Disabled

Enabled

admin

0

0.0.0.0

0

0
<syslog-host-ip-address>
0

errors

Disabled

Enabled (All)
Enabled
0x0000000E
Disabled
Disabled
Disabled
Disabled

show security data-corruption

T A AREEAE T T —HFRT HITIE, show security data-corruption =~ > R&fH L £,

BXDEREA

ATV R E—F

show security data-corruption

ZOavwy FIESIBEELITF—U—RNIH Y A,

Privileged EXEC (#)

show security data-corruption .

show a< > F .



. show security system state

2T KRR Jy— EERE

8.7 Zoavwry RREAINE L,

il

RIZ, T—IARBEET —2Forn T 20l LET,

cisco-ap# show security data-corruption

show security system state

show 3 <> K |

VAT ALV OEF 2 VT 4 OBIEDOREEE K RT HIZIL, show security system state =~

Y R LET,

show security system state

¥ DERBA Zoavy NI ELITF—TI—FEd 0 A,
AT R E—F Privileged EXEC (#)
avy FERE ))— ZEEAR

A

8.7 Toavwy RREAINE L,

i
VAT L LNV OEF 2 YT 0 OBAEOREEZRRT HITIE
\i —a—O
cisco-ap# show security system state
XSPACE:
Non-Executable stack:
Non-Executable heap:
Non-Writable text:
0SC:
Version:
SafeC:
Version:

WDFERT, ZOHNIEREINDIEERT 4 —)V K%

. show a<w > F

Yes
Yes
Yes

ROaw s REFAL

ML ET,



| showa=zok

% 1:show security system state 0 7 « —)L KDERBA

show spectrum .

TJ4—ILF

FiEA

Non-Executable stack

VAT AWDAH o I B DFETERIET B0
EIymEIRT

Non-Executable heap

VAT AN =T NEDETEIET BN E
) nERT

Non-Writable text

VATFANTHIFAN BT g v A~DEX AL
LT AN E ) hERT

OSC version

TTV = a r THEAEN TS 0SC 741
7Y DNR—T g v ERT

SafeC version

TV —va STV S SafeC 7
ATV DNN— g L ERT

show spectrum

Spectrum 7 7 — A =7 O show 2~ R&RK/RT 5I2I1E, show spectrum =~ > & H L

=7,

show spectrum {list | recover |status}

XN list
%

Spectrtum FW 7 —% 7 7 A )LDV A N & FK/RT

recover  Spectrum FW D[RR U7 2 M &2 RRT 5

status  Spectrum FW D AT —H A% FRx§ 5

Aa<vY R E—F Privileged EXEC (#)
av Yy FERE J)— EEAR
A

811110 Zma<wy FABEAINE LT,

WIZ, Spectrum 7 7 — ATV =T DAT —HX A EFRTHHERLET,

cisco-ap# show spectrum status

Spectrum FW status slot O0:

version: 1.15.4
status: up, crashes 0, resets 0, radio reloads 0
load: 37.00 34.75 33.50 33.25

show a< > F .



. show tech-support

NSI Key:
NSI:
reg_wdog:
dfs_wdog:
dfs_freq:
Spectrum FW
version:
status:
load:
NSI Key:
NSI:
reg_wdog:
dfs_wdog:
dfs_freq:

show tech-support

26c1bd25893a4b6dd3a00£fe71735d067
not configured

255 26309 0

0

0

status slot 1:

1.15.4

up, crashes 0, resets 0, radio reloads 0
37.25 38.00 38.75 39.00
26c1bd25893a4b6dd3a00£fe71735d067
not configured

255 26309 0

0

0

show 3 <> K |

VAT AMERERTRT DH show 2v 2 RE BENYIZIATT SI21E, show tech-support =< > K
AL ET,

show tech-support

Av YR E—FR Privileged EXEC (#)
av Y FERE ))— ZEEARAS
A

LU0 Zpavwr FRNEAINFE LA,

WiZ, VAT LEREFERT D show 2~ REHERICFE T 012 R LET,

cisco-ap# show tech-support

show version

APDY 7 N7 xT7 D= g AEREFRT HITIE, showversion 2~ REEHA L ET,

show version

AT R E—FR Privileged EXEC (#)
2% FRE Jy— EENE
A

SLIO0 Zpa~vr FRNEAINFE L,

WIZ, APDY 7 N =T ON—V a3 MNERERRFTDH1ZRLET,

cisco-ap# show version

. show a<w > F
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show trace dot11_chn .

show trace dot11_chn

AP @ 802.11 F v K /LD off-channel 1 X k&£~ 9 5IZi%, showtracedotll_chn =~ R
AL ET,

show trace dotll chn {enable |disable | statistics}

X NN enable  g02.11 #E#1 0 38 L8 1 @ off-channel 1 X2 N DRREZHNIT5H

disable  802.11 ## 0 33 L T 1 @ off-channel A X2 F DFREHEHNIZT 5

statistics  802.11 #E#7 0 35 L U8 1 @ off-channel A X2 N OFEFHE®R A RRT

5
ATV R E—FK Privileged EXEC (#)
avy FRERE ))— ZEEAR

A
L1110 Zppa~wr FPREAINE L,

151
WIZ. 802.11 HERE D off-channel £ X F DFiEHEREZ TR TAHE R LET,

cisco-ap# show trace dotll chn statistics

DotllRadio0 Off-Channel Statistics:

total count in prog count last-chan last-type last-dur
0 0 0 0 0

DotllRadiol Off-Channel Statistics:

total count in prog count last-chan last-type last-dur
0 0 0 0 0

show trace
AP D ML —2ua J aFRT 5ICiE, showtrace =~ > R&2ERH L ET,

show trace

9wV R E—F Privileged EXEC (#)
avy RERE )— ZEAR
A

L1110 Zma<wy FAEAINE LT,

show a< > F
I



show 3 <> K |

. show wips
I, AP D ML —2 m V2R d D0 %2 R LET,
cisco-ap# show trace
show wips
wIPS E— RIZRE S TWD AP OFEfl 2R R~T 5121, showwips 2~ REFEH L ET,
show wips {alarm alarm+id | analyzer | buffer | channel channelno | infrastructure-device |
neighbors | node mac mac-address | node number number | object | policy policy-id | policy
ssid | session mac-address | stats | violation node mac-address |violation channel channel-number}
B DEREA alarm AP WIPSE— RIZERE SN TV AHEICL, RESNLTND
T T — LDfEEHEREFRT D, ARNMEIL 0 ~ 255
alarmvid 77— 1D, AR7RMEIL 0 ~ 255
analyzer TF I A FREEOREERE R RT D
buffer Ny 7 7 OFEHEBEERT 5
channe F v B OFEHE A R S
channelno F v pIVEH, BAEhREIL 0 ~ 255

infrastructure-device

APDA VT TARNT I F v iEREFRRT D

neighbors

A N—DORGEHE W E FRT D

node

AP O/ — RIF#®ERRTDH

mac mac-address

/J—FROMACT FL A

node

J—F

number number

J— F&EE, B7EIX 1~ 500

object

APA Tl N AT

policy {policy-id|ssid

AP Y v—, RV 2 —ID FFHY »— SSID DT
ERETOULERD D

session mac-address

J—REyvaroifitFrdsd, /—RKOMACT KL
ABEANTTTHIVERD D

stats

AP DiEEHEHR &2 KR T 5

violation

APENZ T v F U955

. show a<w > F



| showa=zok
show wips .

node mac-address )= RFR—2DENZE N T vX L IT5

channel channel-number alarmrid ¢ XL _R—2DEK % F T v X 7T 5, Fx RLERL
77 —ALID ZANTHUENDD

Privileged EXEC (#)

AT K E—F

Jy— ZEERE
R
811110 —pa~y FREAINTE LT,

avy RERE

WIZ, AP O wIPS #iatEH & FrnT 202~ LET,

cisco-ap# show wips stats

show a< > F .



show 3w K |
. show wips

. show a<w > F
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



