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Device EFIL Android 0S D&/ \— | iF
2=
Sony Xperia XZ 7.0
XZ1 8.0
XZ2 8.0
XZ3 9.0
72 6.0
72 tablet 6.0
Z3 6.0 Android 0S 5.0.2 Z #£4#{ L 7= Sony XperiaZ3 (&
FL'S0-01G) @ Jabber = —/L D35 7 S/E 13K
l/ \ -(‘\@—O
73 Tablet Compact 6.0
Z3+/74 6.0 Sony Z3 +/Z4 TE T 4 32— LINRLEIZ 72>
TWET, B4 a—roesr 4zl
THTLIEE, ZRUANOSGEIL, EFa—
NDOHZEAER LET,
74 TAB 6.0
Z5 Premium & Z5 6.0
Xperia 5 Mark 11 11.0
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z # |

Device ETFIL Android 0S D &F/N/\— | iF
vav
Xiaomi 4C 6.0 INHLDTNRA AT, 328y hoR—T g
YDHBPNFTSNET,
MAX 6.0
Mi 4 6.0
Mi 5 6.0
Mi 5s 7.0
Mi 6 7.0
Mi 8 8.0
Mi 9 9.0
Mi 10 10.0
Mi 10 Ultra 10.0
Poco#E 7 8.0
Mi Note 6.0 INHLDT/NAATIE, 328y hOARA—V g
YOIBBETINET,
Mi Note 2 7.0
Mi MIX 2 8.0
Mi Al 8.0
Redmi Note 3 6.0
Redmi Note 4X 6.0.1
Redmi Note 5 8.0
Redmi Note 6 Pro 8.1
Zebra TC75X 6.0
TC51 6.0

1
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Android i Cisco Jabber D/\— K™ = 7 E# .

Knox /A—> 3 > Samsung 7 /34 R

2.6 Note 4

Note 5

Note Edge
S5

S6

S6 Edge

S6 Edge Plus
S7

S7 Edge

Note 10.1 (2014 4ERR)

2.7.1 Galaxy Note5

3.1 Galaxy AS (2017)
32 Galaxy On5 (2016)
33 Galaxy S10

GE)

Android it Cisco Jabber % Samsung % i ] L C3EAT L7254 . Samsung Knox D& F = U 7 7%
FFCIE. T Knox D1 v 7 ZEET HZMENH Y £, Knox D1 v 7 Zfifgkrd 5 £ T, Jabber
D= VIR E LT VIER LD T2 LIETEERA,

Jabber (& Samsung Dex ZHH— kL TLV3

Android it Cisco Jabber |, Samsung S8, S8 Plus 33 X U} Note 8 ¢ Samsung Dex % H7A"— ~ LT
WET,

Cisco Jabber M LLBT®D Android /1N\— 3 VDY FR— k R o —

Android 7 —% VORI LY . —¥#D Android 7 731 A Tl Cisco Jabber % Cisco Unified
Communications Manager |8 §% C& £ A, ZOMEEMRIT I, ROFIEEZRAL T
S,

Android D — % V& 310 LIEDONR—T g T v 77 L— R LET,

Cisco Unified Communications Manager D% E T, IREE— FDOEX 2 U T s DFEH, X7
SIP 2—)v v 7 U 7OFEME, A— k5061 OfHZRELET, THEHOV YV —RT
CiscoCTL 7 74 7 > F&FH L TREE— FERIET 5 HIEIZ DWW TIE,  [Cisco Unified
Communications Manager Security Guide] ZZM L T 7Z&\W, %= V7 1 F4 FiL, Cisco
Unified Communications Manager @ [Maintain and Operate Guides] (ZFd#i SN TWE94, ZDV
Ja—ra i, WOPR—MART AL ATHEHTEET,
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FINM A ETIL

ARL—TFT 42T ORATLA

HTC M8 Android OS 6.0 LL[%
HTC M9 Android OS 6.0 LLF%&
Sony Xperia Z2 Android OS 6.0 LIf& & 3.10.49 L VRO I —*%

Sony Xperia Z2 Tablet

Sony Xperia Z3

Sony Xperia Z3 Tablet Compact

oR— g
F A 2D Android OS N 6.0 LI TH D . I —

I R— 3 331049 LI THIVUE, IR
X277 T—RePR—-FT&xET,

Xiaomi Mi4

Android OS 6.0 DL

Xiaomi Mi Note

Android OS 6.0 DL

Honeywell Dolphin CT50

Android OS 6.0 DL

H7R— k & 5 Bluetooth T/31 X

Bluetooth 7/%\1 X

IXEENER

Cisco 561

Cisco 562

Plantronics Voyager Legend

Plantronics Voyager Legend UC

Plantronics Voyager Edge UC

Plantronics Voyager Edge

Plantronics PLT Focus

Plantronics BackBeat 903+

Samsung Galaxy S4 Zffi [l L TW 545613, 2
S DT A AR O HHWVEIZE R F % RER
FAETDHAREMER B D T,

Jabra Motion Jabra Motion Bluetooth~y K& v & 7 7 — LA
VT N—=Va 3T v S L— R
Lij‘o
Jabra Motion Bluetooth ~» Rt v b 77— A
77 N— 3 372 LI, Cisco Jabber
O — Vil =R —FLET,

Jabra Wave+

Jabra BIZ 2400
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Bluetooth 7/31 X &kFE®R

Jabra Easygo

Jabra PRO 9470

Jabra Speak 510

Jabra Supreme UC

Jabra Stealth

Jabra Evolve 65 UC Stereo

Jawbone ICON ( Cisco Bluetooth ~~ K& v I | Samsung Galaxy S4 ZfEH L TW o551, 2

M) IO DT NA A O BHVEIZE R F 2 M8
FAETDHARMERS D £7,
Bluetooth D #lIFR :
« Samsung Galaxy SIII T Bluetooth 7 /31 A ZfE T2 & MEHE LEBEEOFFIZE XA IN
LT HAREMERH D £77,

» Jabber 5 H1Z Bluetooth ~> R v MO AEUIV ., BRI L, TAPHEZ 272 <
729 £9, Android 5.0 £V HID OS Z## L 7= Android A~ — k7 % 12 Z OlFR A3
INET,

* Sony Z4/LG G4 DAL —F 4 > 72 AT A Android 6.0 Tl, Jabber O 22— /L BI#AT I
Bluetooth~> F¥ v MIEIW R /2L &0, R ARRAET L ARENRHY 3, Z0
MEDEER S LCld, =7 4 A&z —HBAE = —IZL, %D Bluetooth (28] Y
B2 % Z L TY, F72I% Cisco Jabber ifiFf Z F15 9 2 HilZ Bluetooth ~ R& v NI L
£7.

H71R— b &1 5 Android Wear

Cisco Jabber (%, Android OS 5.0 LARE$S &2 UY Google Play Service 8.3 LARE DA # STV 59T
® Android Wear 7 /XA A THLE) L £7°, Cisco Jabber [X, K ? Android Wear 7 /XA A TT A h

* Fossil Gen 3 SmartWatch
» Huawei watch

* LG G Watch R

* LG Watch Urbane

* Moto 360

* Moto 360 (%5 2 %)

* Samsung Gear Live

* Sony SmartWatch 3
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. iPhone & & U\ iPad i} Cisco Jabber D/\— K™ = 7 &

A\

(GE)  Android 517 734 A M Cisco Jabber f > A b —F —{%. A A > ® Jabber APK 7 7 A L5455
B TnWET, =—H%iX, Google Play A s 7725 Android 5{tA v A h—F7 —%#HfF L £
T, THDIE, EAANAT AR RELEBET RA ATV 7Lz EiERHENET,

HR— b SN TULV3 Chromebook 7 )L

Chromebook (Z Chrome OS v53 AN EEH I N TWAMLENH Y 9, Android i Cisco Jabber
I%. GooglePlay A R 7 b X 7 —RT5Z ENTEET,

« HP Chromebook 13 G1 /— K7 v 7 PC
* Google Chromebook Pixel

* Google Chromebook Pixelbook

» Samsung Chromebook Pro

» Asus C302

iPhone & & 1) iPad ik Cisco Jabber D/\— K = 7E#

i0S 13.X 3 X O iPadOSLAKE @ iPhone 33 L OF iPad fiflt Cisco Jabber TH AR — k &5 Apple 7 /3
A ANIRDOLEED T, TNOEDOR—=Va T v 7 L— RENRNWT RS, 2T R— | X

NTWERA,

Apple 7/34 R N—o3Y

iPad 55 AR 5 6 s KO 7 fikf

iPad Air Air2 BIL O Air 3

iPad Pro 9.7 B L1051 F
12942 F F 1, 28 LOH 3 AR

iPad mini Mini 4 3 X U mini 5

iPhone 6s. 6sPlus, 7. 7Plus, 8. 8Plus, X, Xs. XsMax,
11, 11 Pro, 11 Pro Max, XR., SE

iPod Touch 756 AR

Apple Watch Apple Watch 35 X UV Apple Watch 2, 3, 4 TEIfEL
T % WatchOS 5,

iPhone 3 L OV iPad TiX, ¥k ® Bluetooth ~» K& v hB3 VR — SN FEJ,

. Cisco Jabber 14.0 StEI A 1 K



| = &
PR T |

A—f— ETI

Apple th: AirPod

Cisco 561, 562

Jabra BIZTALK 2400, Easygo. Evolve65 UC X7 LA,

EXTREME 2 35 X U Motion?, PRO 9470, Cisco Ji®
Speak 450 . Speak 510, Stealth Supreme UC, Wave +

Jawbone ICON ( Cisco Bluetooth ~ K& >~ k)

Plantronics Voyager Edge. Voyager Edge UC, Voyager Legend.
Voyager Legend UC

Sony Eriksson MW-600

> |X. Cisco Jabber = —/L-® Bluetooth I L CWET, Z OB T 7 —A 7 =7
W= a3 TORYIFR—FNINET,

*y cI—UEH
PN Wi-Fi % v b U —2 %4 L T Cisco Jabber Z 3 2HA1L. ROEEE1TH> 2 L &2 HE
[LFET,

s T L R—F BB B TR EOZV T E2ED, IRy YDOX Y v T EARERIR Y HE
K/%?E)J: 9) Iz, Wi—Fi*“/ O —2 %anﬁ‘Li'aA

T RTCDT I ERARA LV FT, TEARAANTRAZARZEUIP T RUARE DY THND D
EEMRLET, a—AHICIP T FLAREEIND &, a—LRnblisnEd,

e I RTDOT 7R KRA L b®D Service Set Identifier (SSID) 23[F—TdH D Z & #HER L
T, SSID X —FK L72W A, Ny RATZITHERIR DB EERH Y £9°,

T RTDT IV EARAL T, SSDRTE—REFEY A FENTWELZ L AHERLET,
TIRBARA L FTSSIDR 70— RE ¥ XA FENTWRWNWE, EXXALILT NS AT a—
VAR L CHO Wi-Fi Ry T —=2128N4 5 2 &2 a—FITROIGENRDH Y £,

« NAT (STUN) X7 > NMZHkTHEYy v ay hIN—Wla—F 4 VT ¢ O@BEFA[T 5
X, = F—TFGARXT 7 AT U —VERELET,

YA PR EFHEL, EEWEICEELEZ2 D3y NU—7 OMEE ARERR VI L TL 72
SV, ROZ L ERBEIOLET,

cHBELRWTF VY RIVLDRE, TIEBARALA L OINRL Y, BLOWERT —4 L —
e bTIF7 407 L—FEMRLET,

c RIERT 78R RA » MIHEBR L £7,
« BEZHN D THIROREZFIE L TR £,
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IPv6 DE 4

z # |

FEHIZ OV TR, ROBEZZIRL T ZS0,

+ [Enterprise Mobility Design | | Guide] ¢ [VOWLAN Design Recommendations] ¢>IH

o

« ['Cisco Unified Wireless IP Phone 7925G Deployment Guide ]
+ [Capacity Coverage & Deployment Considerations for IEEE 802.11g)] /"D A k ~—/%—,

« T DY Y —A®D Cisco Unified Communications Manager @ [Solutions Reference Network
Design (SRND).J

Cisco Jabber 1% IPv6 (Z522IZxfIE L TR Y | ZOHICHEHE SN T DHIRMAE TR, a7
IPv6 ENAT Y v R Ry hT—=ZIZBWTIERIHKELET, v RaafRb—rvar Y
Ja—a ik, BUE, IPve 28I R — ML TWERA, 72L& 213 Cisco VCS
Expressway for Mobile and Remote Access {ZIZE = 7 IPv6 F v U — 7 THIERH Y |
NAT64/DNS64 /A )L Fx U7 Ry T —ZIZREAT 2MENHY £3, Cisco Unified
Communications Manager & Cisco Unified Communications Manager IM and Presence I3, HfEE =

7 IPv6 Rr > U —2 THTTPS AR — L TWEHA,

ZOMREIX. 7u b3 L& IPv4, IPV6, EIET 2TV AL v 7 ~FRIET D IP_ Mode /8T A —
H ZfHH L CJabber CRRESNE T, T 74/ bOREIELT 27 /v AKX v 7 TF, IP_ Mode’ <
T A —X L Jabber 7 7 A 7 > s DF%IE (Cisco Jabber D/XT A —% U 7 7 L > AT A ROEH
W= &BH), Windows D7 — FA N7 w7 BEILUWMac 7 747 NEENS VT T
AT PO URLREICED DL ENTEET,

P— BRI T D L X (T Jabber THHASND Ry FU—27 1P 70 b 2 WFIROERIZ L -
TRESNET,

* Jabber 7 74 7 2 REXED IP_Mode /X7 A — 4,

I TAT NDOFRX L —TF 4 7 VAT LD IP HETE,
« = ROFRL—F 4 T AT LD P HERE,

« IPv4 33 L OV IPv6 @ DNS L 21— K D5 Al REME,

« IPv4, IPv6, F£72IIESTDY 7 N7 42 T34 AFREIZxT 5 Cisco Unified Communications
Manager @ SIP i, EFICHHET DX, Y7 b7 42 T34 2D SIP HEE DR E %
Jabber @ IP_Mode /X7 A —% LA CIZT 20BN H Y 7,

IR L7275 P Ry b U — 2 DR,

Cisco Unified Communications Manager Cld, [P #4REIX— XN 72— O E & 7 /341 A [EA D
REC LS TRESNET, KOKIT, SEIERREICBVTE R HILD Jabber Haft 217 L
TWET, ZIZTIHX, IPv4 L IPVEODNS L2 — Rl 7 & (R E SN TND 2 LRI L
TWET,
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ITTELE |

7747 k0S, —,308, B NabberIP Mode /3T A — &75>2o@z§7/7_a£ﬁé;h

TV A5G, Jabber I3 RFC6555 |29 » TH— MIHft 3™ 2 7212 IPv4 F 721X IPv6 7 KL AD
W EEALET,
95472 H08 H—/\ 08 Jabber IP_Mode /%5 | Jabber & D it 2
A—4
IPv4 D 7 IPv4 O 7 IPv4 D 1Pv4 B2t
IPv6 O F 3 TN
2ODAE IPv4 $55¢
IPv4 D 7% IPV6 D IPv4 D 3 TN
IPv6 O 7 et R HL
2ODAE T Hfor
IPV6 D 7 IPv4 O 7 IPv4 D % et IR
IPv6 O F Befor i
2ODAE Pefoi Sl
IPV6 D Fx IPV6 D Fx IPv4 O Befor i
IPv6 O Fx IPv6 5
2ODAL v IPv6 #5i
IPv4 O 2ODAE v IPv4 D IPv4 HEfoe
IPV6 D Pefoe SRR
2ODAK Y IPv4 Bt
IPv6 D 7% 2ODAK Y IPv4 O 3TN
IPv6 O Fx IPv6 5
2ODAL v IPv6 #5550
2ODAE v IPv4 O IPv4 D IPv4 Bt
IPV6 O 3TN
2ODAE Y IPv4 Bt
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B reos=s

9547 k0S8 H—/\08 Jabber IP_Mode /%5 | Jabber {25 DR
A—4
2ODAE v IPv6 D 7% IPv4 D7 S TNV
IPv6 O IPv6 B
2ODAR Y IPv6 H2fi
2ODAL Y 2ODAE Y IPv4 O 7 IPv4 Bt
IPV6 O Fx IPv6 HEfe
2ODAE Y IPv6 5

IPv6 D FHDE— KT Jabber 2 T 55551, Cisco Webex Messenger?—t A Cisco VCS
08sway for Mobile 33 L O Remote Access Cisco Webex Platform #— & A [ZHfE 5 72912,
NAT64/DNS64 23 L ZE T,

T AT Ny T DTN, A PR— ~L, IPv6-only DA 7 L I AJEBACHIHAEE T, Jabber
ENANTNA AL, TRTC2OORAK v 7 & UTHERE LTI 8 A,

IPv6 DIEBADFEMIC OV TIE, v A3 a TR —vay VAT A U U —212.0 O IPv6 JEH
A REZRLTIZEN,

HIPRE1E
« HTTPS #5455

o 7L I AEBHTIE, Cisco Jabber (% Cisco Unified Communications Manager 35 & T
Cisco Unified Communications Manager IM and Presence Service (25t 95 7= 912, 1Pv4
HHE—RL200RAY v 7 F— REYHR—FLTWET, ZbDOHF—NIBUE,
IPv6 HTTPS #i5¢ 2 ¥ — b L T E A,

Cisco Jabber (X, IPv6 E— R&fEH L T\ 5 HRA A A—/LH® Cisco Unity Connection
(2% LC HTTPS Zfli ] L THEfe L £77,
+ Cisco Webex Messenger ffil [} 51
» Cisco Webex Messenger |& IPv6 TlEV R — FINTHEHA,

« 7 L7 4 =— Ol RHEIH
» Cisco Unified Communications Manager CL— 7 /XA X% 2 DDA X v 7 £ 721X 1Pv6
AT v 77— RT 5856, xthind 5 Jabber 7 747 > I 11.6 LIBEIZT v 7
T —RTHULENRHY £T,
o A VA R—JUZIPV4 = RARA v k& IPv6 = RARA » R BREEN TV LA,
N R 2T MTP 2L CINHDT A AMOERLET AT Y v V52
EMRHERE SN ET, ZHUE CiscoI0S A— 52 155 DN— R =7 MTP THR—
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| 24
Android T IPv6 ZH7R— + 3 5D EH .

FENET, 72E 2IE. Cisco3945 /L—F [FR D T-train E/V K& F(TT 204N H D
F 9, build: c3900e-universalk9-mz.SPA.155-2.T2.bin,

« HIfE, Jabber 23 £ TV 5 Cisco T2 RaRA > b T, IPv4 & IPV6 & [AIFFIZH AR —
T5YVa—Yarue— vy 7ddHY £ A, Cisco Unified Communications Manager
1%, BIfEOHHRE (IPv4-Only & IPv6-Only) % H7AR— kL CWET, [Pvd-only =2 R
A~ k& IPv6-only = RARA o Ml, F721XPvd-only 7 — F 7 = A | F72ILIPv6-only
F=hrU=AMOa—NEYR— T 25I12T. MTP BLETT,

« Jabber ] 22—/ L1X IPv6 Tl AR — FINFH A,

o 7 7 A NAEEDOHIFRFIH
cERERT 7 AR 7 TAT L MR2ODAY v 7T L TRESFLTE Y, Cisco
Unified Communications Manager IM and Presence —E A T2 DDA X v 7 BHNIZ
725> TWA Y54, Cisco Unified Communications Manager IM and Presence Service ¥R D
W= T, @ERT 7 A NEENRYTR—FIET,
*10.5.2 SU2
* 11.0.1 SU2
* 11.5
* Person to Person 7 7 A /VEEDE : AL I RAEBTIE, IPv4 7 T4 7 b & IPv6 7
Z AT ME D persontoperson 7 7 A MRiEII AR — M SIVERE A, IPVAT T AT
REIPV6 7 ATV POBHRRESNTND Ry b T —7 OFEIE, EERT 7
ANAREERET D ENHERINET,
« Mobile and Remote Access (2595 il [R F518
» Cisco VCS Expressway for Mobile and Remote Access |d IPv6 %" — h LEHA,

» Cisco Unified Communications Manager 75 IPv6 SIP #5212 % L TR E SV TV D I5AE T,
TUL 7 g =— P —EREMEHT D7D, Cisco VCS Expressway for Mobile and Remote
Access % {# 1 L C Cisco Unified Communications Manager (28¢5 Z LIXT& &
Ao

Android TIPV6 #H7R— b3 5-ODEH

Android 0S DE#
Android 5.0 L%

Ty b= DEH
« IPv4 £ — F (Android (% IPv4 7 K L A D HKER)

« SLAAC TOF 27 /A% v 7 (Android 1% IPv4 B L OVNIPV6 7 R L A Z7KE)
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z # |

¢ NAT64 F 7712 DNS64 (— N|FIPv4 7 RLAEMHL, 747> MIIPv6e 7 KL X

Z1EH)

HIREIE

« DHCPv6 Ol [R=1H
« DHCPv6 % Android /34 A CHR— F N FEFH A,

« Android OS DO BEFIH
e Android OS 1 IPv6 X v hU—27 ¥ R—F LEH A, ZOHIRBFEHEOFEMIZD

Wi,

R—rkEXU7OralL

7 I7AT Y ME, RORITRTAR—FBEIOT e harzERLET, 7747 R —N
FC7 7 A7 U+ —NZRAT 558, ROR— LT 0 havzifFadsXk5ic7 74

TUA—NERELET,

[ Android developer link| ZZH L T 72 &0,

R—k | 77U | PSR A
r—va | R—+E
vEZo| 7o tka
s (L

Configuration

6970 |HTTP  |[TCP]  |TFTP ¥ — NTHfE L, 2 94T bRET 7 A V&S
vom—RLET,

6972 HTTPS |[TCP] TFTP $— 3 Z$5#%¢ L. Cisco Unified Communications
Manager Y VU —ZX 1L.OUUBEH DY 747 F a7 4
Xal—valrT7rANVERRIF Y u— FLET,

53 DNS uUDP WA N DR,

3804 |CAPF  |TCP 2=V TCHENREEAE (LSC) Z IP 7 4 IZFEATT
b, Z®OA— X, Cisco Unified Communications Manager
Certificate Authority Proxy Function (CAPF) &k D VU A
=7 F—KTT,

8443 |HTTPS Cisco Unified Communications Manager & Cisco Unified
Communications Manager IM and Presence Service ~® 7
TA w7,

8191 SOAP TCP Simple Object Access Protocol (SOAP) Web #h— "R & 42
I D wlice— D R— MR T 5,
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| = &

f—tssvroran [

w_—+k | 7TV PSR
r—va |R—+E
vEZ7Oo|7aka
kaj |L

A

Directory Integration : LDAP D& e & fifik 35720, DA — FD 5 HOWT A5 LDAP

REZIIHEH SN TWET,

389 LDAP TCP

LDAPTCP (UDP) IZLDAPT 4 L7 bV H—E R |THE
TR

3268 LDAP TCP

WA RBT A= a— L hxa F —NC
Bid 5,

636 LDAPS |TCP

LDAPF 4 L7 F U ¥ —E AIZt& % = 72 LDAPS TCP
Bt 5,

3269 LDAPS |TCP

Ta—)L B Eu s — N2k ¥ 2 712 LDAPS TCP
LA R

AVREIV M AyE—CBEUTLEVR

443 XMPP TCP

Webex A vt Vv — P —EZA~DXMPP b T 7 4 v
Do 777 RR—=READHT, 7747 MIZD
R—=FZILTXMPP b7 7 4 v 7 R ELET, F—
M43 T vy 7 INTGEE. 7 74T 2 MEIAR— B
22T =Ny 7 LET,

5222 XMPP TCP

AAB S A=V T LT LR A Cisco
Unified Communications Manager IM and Presence Service

B L ET,

37200 |SOCKS5 |TCP
S R
NURSSA

BT =T DT 7 A NRE, AT I A TORENMT
X, 77947 MIFER, BESY STy 2R ETHZ
WIZZDR—bEERLET,

7336 |HTTPS |[TCP]

MFT 7 7 A MiRE (AT LI ADRHR)

Communication Manager Signaling
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R—k |77V FSUR | EREA
F— 3 |IR— kB
vEZAa|Z7a ko
kaj |L
2748  |CTI TCP FRY T ORI INS a vy Ea—FF L7 4
== A HF—T7 x4 A (CTD ,
5060 SIP TCP Session Initiation Protocol (SIP) ==—/L > 71 7 %1%
9%,
5061 SIP #— |TCP SIPover TCP Nt ¥ 2772 SIP a2—/v 7+ U v 7 k42
N— TLS 92, (BX2T72SIPRT A A THMNBE DI
)
003 | FECC UDP i A Z il (FECC) .
070-6070 | BECP UDP 7 A i A FEHE O Binary Floor Control Protocol

(BFCP)

BERFEFREIETH AT«

T DZEH (Voice or Video Media Exchange)

16843%6 | RTP/SRTP | UDP B, 74, BFCPET A T A7 by 7IGCHA X
% Cisco Unified Communications Manager A 7 4 7 78—
~ D,

33434 | RTP/SRTP | UDP BT, BT A THEHAINS Ciscont 7 Uy R¥—E2R

~ (Jabber [F#ES) A7 ¢ 7 AR — h OHEiPH,

33598

8000  |RTP/SRTP | TCP Jabber 7 AV 74 DET A A L F—T =2 A AT E
NEF, Ao F—T A4 ATEY, —FL, Jabber 7
TATV FERNLTT R 7+ NSEEINTET 4%
ZETEET,

Unity Connection

7080  |HTTP [TCP] Cisco Unity Connection TR A A A vt — @A G LW
AvE—U Avt—VORH, Avyt—TVOHIKR) %
ZETHEDIEREINET,

7443 |HTTPS | [TCP] Cisco Unity Connection TR A A A w&— @ G L
AyE—U AvE—VOEH, AvE—TVOHIR) %
BERIZZETHDITERINET,

8443 HTTPS |[TCP] B E D728 Cisco Unity Connection (ZH%f5¢ L &7,

443 HTTPS |[TCP] RA A A —LH D Cisco Unity Connection (ZH55¢ 7 5.,

Cisco Webex M eetings
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w_—+k | 7TV FSUR | EREA
r—va |R—+E
vEZ7Oo|7aka
kaj |L

80 HTTP [TCP] 2 H D Cisco Webex Meetings & > % —|ZHfe 5,

443 HTTPS | [TCP] 21 @ Cisco Webex Meetings & & & —IZHfi 4 %,

8443 HTTPS |[TCP] Cisco Unified Communications Manager ~® Web 7 7 & A
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Z U7 Cisco Jabber @ B F A4

Ly E VT T RUDT

T AN N A XTT,

w448p 768 x 448 570
w576p 1024 x 576 890
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g
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RERY —EXFTRO LB TY,

« 7L+ >R : Cisco Unified Communications Manager IM and Presence Service #% H1 Cx)iis A 757
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cEFEIO—I  HEFEFEAN LT, £/-1T2 B2 —# T Cisco Unified Communications
Manager /T L CEAR 23—V A FE L ET,

+ E 77 —Cisco Unified Communications Manager% ifi U C 7 Al 2 35 L £ 7,
« R4 R A —JL—Cisco Unity ConnectionZ il U CAHRA A A v E—T%EZFELET,
cRFEROVTANLHTAELET,

* Cisco Webex Meetings & o % —— KR A7 v REEHEREEZFEIL L E7,

+ Cisco Webex Meetings ¥—/3—24 > 7 L I ASEAE N 2420 L 7,

DX, Cisco Unified Communications Manager IM and Presence ServiceZ i > 7= 4> 7' L I A
BADOT —x%7 7 F ¥ Zm L TWET,

. Cisco Jabber 14.0 StEI A 1 K



| B +uA
avEa—sFLIr=—175L—va> |}

1:UTDOELDEEST=4 > T L I RO ER Cisco Unified Communications Manager IM and Presence Service

Cisco Unified Cisco Unified Communications

Communications Manager Instant Messaging
Manager and Presence Service

e | « N "KSION e
N

! Cisco WebEx .
Cisco Unity " Meeting Centerj’

Connection HTTPS XMPP L W

1 HTTPS
TFTP
(SOAP) Cisco WebEx
SIP .
Meetings

Server

4E'I' CTIQBE
v\ HTTPS

HTTPS

SCCP/
e (REST)

Client

AVEaA— 43 TFTLIA=Z—ATIL—>3 Y
Windows i)t Cisco Jabberds & (OXMac filt Cisco Jabber Mac (Z1%, V— KX—F 4 RDOT 7V r—
> 3 »h>BCisco Jabber® CTI 7 — b L CWE1,
AVEa—E TV I =—A T L—var (CTD) TR, EiFa— L a2%(E. =
G, BLOEELARNL, arEa—X Bz RHAT I EnTEET, CTIT U 7r—
YarEaERTIUE. BESID ORI NZHRICESNWTT — X RXR— AN LEEIE R Y
BfF L0, BEIGEFIGE (IVR) VAT ABNIUE L7-EHRERIHALZY T £,

CTI DFERNZHOWTIE, #%% 95 Y U —A®D [Cisco Unified Communications Managers A 7 A
A R OHEZZRL TS EE, £720%, Cisco Unified Communications Manager API % i U |
CTlzy ha—nO7 7Y r—3a a2 ERT 2 FIEIC OV TOREMIL. KD Cisco Developer

Network 1 FZZH L T 7ZE 0,
* Cisco TAPI : https://developer.cisco.com/site/jtapi/overview/

* Cisco JTAPI : https://developer.cisco.com/site/jtapi/overview/

Cisco Jabber 14.0 StEI A A F .



https://developer.cisco.com/site/jtapi/overview/
https://developer.cisco.com/site/jtapi/overview/

DY |
B ==z rcoroiLzzEm

B E—FTOATL I REM
AT — FIRI TR AR — E XKD L B Y T,

SEIRE T ARAN T TAT 2 POBRTEA SN ET, Cisco Jabber ITFEEEDEKILT KL
AMED B EAE S ERAE T L ET,

«EFEI—I  HEEFH AN LT, £7/21d = ¥ 22— & T Cisco Unified Communications
Manager # /T L CH A 2 — /L& FELET,

+ E 74 —Cisco Unity ConnectionZifi U C 7 Al # 55 L £ 7,
+ R4 R A —JL—Cisco Unity ConnectionZifi U THRA A A v E—TEEZFELET,
CREROWVTRNERAELET,

« Cisco Webex Meetingst 8 —— R A7 v REEsEE EH L £,

« Cisco Webex Megetings—/S\——4 > 7' L S A2HE N 214t L £,

N

(GE)  Android AR Cisco Jabber & iPhone 3 X TN iPad i Cisco Jabberi. &
FRE— RTCIISE#EL YR — M LEFTA,

WOKIL, BIFEET—FTOF L T LI ZARBEOT —3F 27 F v 2 RrLTWET,
2:BEHME—FTOLX VT LIRER

Cisco Unified gis"" Utr_“ty
Communications onneeion
Manager
ﬁM @ ) _ )
— ' Cisco WebEx
\ - Meeting Center |
HTTPS HTTPS o |
TFTP (REST)
SCCP/ SIP Cisco WebEx
SIP CTIQBE Meetings
Server

o
=
3
-
346093

. Cisco Jabber 14.0 StEI A 1 K



| B +uA
votzry |

VAV W
YT T4 F— NETFIP Y —"inbRET 7 A V& Z U rm— L, SIPIZRERES DT
YRARA U MELTEELES, 77472 MECCMCIP £721X UDS —E R &M L T,
Cisco Unified Communications Manager (288757 3 A4 ZBU&E L £9°,

TRY IH Y

T AV 7% F— K&, CiscoUnified Communications Manager & @ CTI#&ft 2 /E L CTIP 7 +
YEFIELES, 7747 MI CCMCIP 2l L T —WITBE T BT T /31 X2
WCONEHRZED, 7747 2 FBHHARER IP 74> DU X M &fEk L ET,

T AV T 4 v F— KD Mac it Cisco Jabber |Z, T A7 74> 54 &P HR—FLETA,
Extend and Connect

Cisco Unified Communications Manager @ Extend and Connect f$AEIZ & ¥ . = — %, ARE
ZHHE (PSTN) OEFECMANLZHLE (PBX) R EDTNA A~Dlah 2 HlH TE £9, M
\ZOW T, BEVD Cisco Unified Communications Manager U ) — A @ Extend and Connect 1%
REZZRL T EEN,

Extend and Connect #§#E1%. Cisco Unified Communications Manager 9.1(1) AR CE 35 Z & %
BEIDLET,

FRE— FORR (EBEZEER)

EHESE O S BRI T — FREB THEMAMRER Y —EXFTRO LB TY,

* BH#& 5E: Cisco Unified Communications Manager IM and Presence Service % i U CH#& G 1E H &
ZHTEET,

« 7L 2 X : Cisco Unified Communications Manager IM and Presence Service #%H Cx} i Al 47
AL, MO —F ORISR EEY T A7 T4 T LET,

«EEI—IL : BHEFEFHHA LT, F/21d2 ¥ 2 —# T Cisco Unified Communications
Manager # /1" L CEAF a2 —/LE2RELET,

+ E 774 —Cisco Unified Communications Manager% ifi U C 7 Al 2 %5 L £ 77,
« R4 R A —)JL—Cisco Unity ConnectionZz il U TAHRA A A v —V%EZELET,
cREE  ROWTNERELET,

+ Cisco Webex Meetings 7 > % —— R AT v FigksiEx2 FE L £,

» Cisco Webex Meetings h—/3—74 > 7 L I AXERE N 282 L £ 7,

DXL, Cisco Unified Communications Manager IM and Presence ServiceZffi > 72 4> 7L I &
BHOT—X%7 7 F ¥ 2R L TWET,

Cisco Jabber 14.0 StEI A A F .



BT UL |

B /5y r~—=xme

3BEE—LFOEM GEREEER)

Cisco Unified Cisco Unified Communications
Communications Manager Instant Messaging
Manager and Presence Service

_IP el " B s
.-’/-.- _\
~ Cisco WebEx
Cisco Unity \. Meeting Center |
Connection HTTPS XMPP Ty e
f HTTPS
TFTP
SIp (SOAP) Cisco WebEx
Meetings
‘E‘I. CTIQBE sl Server
"\ HTTPS : :
HTTPS
SCCP/
<Ip (REST)
Client

757 FAN—REH

777 R_—RJEBHIL, Cisco WebexZ > TH—ERXZAHRA N LET,

CiscoWebex A vt Vv —%fi~Tr T RENAT Y v REREBT5I121%. Cisco Webex &
HY —LT7 77 RR=ZAODEBAZEHBLIOERLET, 22—V —ERXT0 77 (1%
RETHLEIH FH A,

757 RERBLXOANA 7Y v REB® Cisco Webex Platform ¥-— B 2545 1%. Cisco Control
Hub #f#FH L CEMZEFHBIOER L 7,

75 RR—XE A T Cisco Webex Messenger H—E X,
Webex Messenger Zffi [l L7227 7 7 RR—ZADEATIL, ROP—ERZF|HTEET,
o &5 ) — R —Cisco Webex Messenger 23#Li& ) Ok 2424t L £ 97,

« 7L ¥ 2 X—Cisco Webex MessengeriZ L W =2 —H—X, HOHEDOT XA TV T 1 &H
RLIZY, D= —DT7 XA TV T o 2B LY TEXET,

. Cisco Jabber 14.0 StEI A 1 K

345058



| B +uA
HyDeploymeCisco Webex Messenger ServiceZ{E > f=/\4 J1) v K U 5 RA—X ER .

e A VAR Uk Awt—Cisco Webex Messenger L—H—|L, £ VAX L M A vE—
BIEZETEDH LT £7,

« &5 Cisco Webex Meetings £ > % —Id, RAT v REigrEA ML L £,

ROMIE, 777 FR=ZARHEOT —x%7 7 F v Z - L THET,

Cisco Webex Messenger
Instant Messaging
and Presence

Cisco Webex

. Cisco Webex
Meetings Center

MessengerContacts

Cisco Webex
Messenger
service

T

XMPP
HTTPS

-
L
& Client

HyDeploymeCisco Webex Messenger ServiceZ={£E >7=/\1 J1) vy K U 5
) ER—X RER

Webex Messenger —EAZMEH L7onA 7V v R 770 RR—=ZADEATIX, ROVP—E R
ZRHTEET,

Cisco Jabber 14.0 StEI A A F .



BT UL |
B urotozmE-TgTY Y K55 ER—ZEH Cisco Webex Platform 4 — E X

E#&H Y —R : Cisco Webex Messenger ¥-— B A %, BRI T H LI LET,

« 7L+ R : Cisco Webex Messenger h—E AL, 22—V N7 XA TV T 4 AL
D, MOZ—FDOT ATV T 4 ZBHTEDHLIITLET,

s A VRRA Y MAYE— : CiscoWebex Messenger —E R (%, Z—HFNA AKX N Ay
t—UEEZETEDLLOICLET,

«BE  H EEFMEA N LT, £/21E =2 ¥ 2 —# T Cisco Unified Communications Manager
ENLCERaI—LERELET,

« E 77 —Cisco Unified Communications Manager# i# U C &7 A #5555 L £ 7,
+ &5 Cisco Webex Meetings &> % —1X, AT v N L R L £,

« R4 R A —)L—Cisco Unity ConnectionZ il U CAHRA A A v — TV ZEZ(E LET,

RORNE, ~"A TV K770 RR=ARHOT—F7 7 F ¥ EZr~LTNET,

Cisco Webex Messenger
Instant Messaging
. . and Presence
Cisco Unified 8'5"0 Ut’?'ty
Communications OBHELLAN

Manager CIS.CO \Webex Cisco Webex
Mesatings Center
f Messenger

\ ' Cisco Webex )
‘. Messenger service |

HTTPS HTTPS

TFTP  (REST) / o
SCCP/ SIP
SIP CTIQBE XMPP
HTTPS
Client

LUTDHEDEF-STHNA Ty K959 FR—XEFR Cisco Webex
Platform —E X

KD Jabber F— AL A vt—T 0 FE— K —E XL, Jabber iICLDNNAT Vv FDIZF TR
N— ZEBBAIZIB T, Cisco Webex Platform $-—E 2 & & S ZHHIC 2 vE T

o HHKHE ) — A - Cisco Webex Platform ¥— Y A2, WKL EZRME L F9,

e 7L ¥ ZA— Cisco Webex Platform —E A I L D a2 —HF—(F, 74TV T 1 2/
LY, oa—F—DT7 XA ) T4 2B LY TEBXo220 £,

. Cisco Jabber 14.0 StEI A 1 K



| B +uA
Jabber F— L * v t—o o5 T—KicsitoEws

e XA v E— 0 — Cisco Webex Platform — B RZ LY 2—H—iT, X v —TDEZE
MNTEXHEIITRY T,

o G — B EEEE I B2 — X %24 LT, Cisco UC Manager# fif > T A il 21T
b\\iﬁ_‘o

s "7 4 Cisco UC Manager Z il L CE T A4 a2 — /L &Z{TWET,
* 27— Webex Meeting Center 2378 A M I —F ¢ U VREREZ TR L £ 97,

o INA A A —)L : Cisco Unity Connection #tH THA A X vt —V 2 XZELET,

WDOXIE, Cisco Webex Platform H— & & Zffi - 7= Jabber D/~NA 7 U » K 7 5 7 R _X— X [RHH
DT —X%7 7 F ¥ HRLTWVET,

Cisco Webex
Platform Presence

Cisco Unified gisco Unity
Communications onnectlon
Manager Cisco Webex /Cisco Webex
~ Meetings Center Platform
“'—"' Contacts
gk +
Cisco Webex
Platform
HT”JS HTTF’S Messaging
TFTP (REST = :
SCCP/ Sip /,/'
SIP
CTIQBE HTTPS

7

;mient

Jabber F—L A v t—U 25 F— KRIZH T BHERE

L4470 —

Webex Control Hub TF— A A v —TUF— REFIHNI L TWBMIZ, 22—V ORI &2 BT

TAVLERHY 97,

OV A A rT7u—E, a—FORELEEBITT Ot A0MIEEZ R L TWET, Tr—

%, BIFED Jabber DEBAIZ T 74 > LTS 2 —F NS BMG S E T, Jabber F— A A v —

VE—REFIC LT, HELEEBITLET,

1. 2—VFBAFED Jabber DJEBHIZ R 74 > L TH Y, Cisco UC Manager IM & P & 721 Cisco
Webex Messenger (Z#2#c L CUVVE T,

Cisco Jabber 14.0 StEI A A F .



B rezscomm

BT UL |

BHRF L. Webex Control Hub DR E & A H LT, Jabber F—LDRA vE—TF— R, 47
g U TRBAT. BL W Jabber ® 2 — L2 FEhic LET,

BTH, 2—PIIHIED Jabber DEBAICT 7 A LET, 547 LANIZ, Jabber XV — b 2 &
KT AEFEITL, FO—PANTELE Cisco Webex Platform —E A3 H Shi= =
LEBRHELET,

Jabber (%, —FMNJabberNH A v =TV AT U T DE), "VREDEELRKE I
7" EERLET,

I—PRFEY A AT DL, FOREE TIZERHE S UE T Cisco Webex Platform H—E
Ao

HEEOBITE AN LI-%E. —W L Jabber OE#AE L ZTETH L HICA v E—TN
FoRENET, [0kl 227V v 735 &, Jabber (TEMEE Y A DX v v a2 BELT
Cisco Webex Platform ¥ —E R |27 v 7 ma— KL ET, 2—FRF v oILERINT D L
Jabber [TEAEE Y A FEBAT L EHA, B CHEKLEMEBE L, £ OB ZEHNENT
xET,

HAESEBITH T, JabberiZ. Cisco Webex Platform ¥— B X N F NI 72 o TW B K e D 2
BT L ET, JabberiZiX. CiscoWebex Platform ¥-— B A |2 H A &% AHEEILENMEE SN
Wz, T b 22— OHERKLY 2 MIBINTAZ LI TEETA,

Jabber X, Cisco Webex Platform " — & A IZ#&#E S 472, Cisco UC Manager (2%t L T
—vRTa Ty A NEX T E— RRLET, SSO HH7 5 1dPs T Cisco Webex Platform
P—ERLUC v R—V v —Dl T THEIME SN TWDEE, £721ESSO0 R 1 DDA TH
MEIN TV AEEIL, 2 —FICERIEROANEZRD LT a7 NRERINET, 2
72U, WD IdP TSSO BA N> TWAIGEIEL, A A VI EH Y FHA,

Jabber F— LA v tE—TUF— FOBEAICET 52EESIE L EREDBIT

Cisco Webex Platform %— B A fHFRICIZ. V—E A RAAL LRI RAAL U E2EY Y THLE
NHOVET, TNEDRAASLUNERRD AL THHEE, 2—VITEKLEEBITTE Y

BT ORE

RABEEEEIZ Windows ki Cisco Jabber # BRI TX £,
IRABBREE CH AR — F SNDEERIZIR DO LB TY,

« LD CiscoJabber 7 7 A TV FEDA LV AZ L b A=V TRBIVTLE LA
« T AT T F il

o ARA A X —)L

* Microsoft Outlook 2007, 2010, 2013 L D7 LB ADHE

« £/34 )L & Remote Access (MRA)

. Cisco Jabber 14.0 StEI A 1 K



| B +uA
mEEmeo—s>y 7o7740 [

=l
G
il

EEO—=2457JAaJr7A4)L

ABEREE Cld, =2 —FBFICR CARABET A7 by AT 7B ATEHDITTREHY ER-A, — B
Liza—H =7 AR 2 A RFET D720, 7747 bRREBSNI RN nED

TrFANIT 7 BATELLENRSH Y £, Cisco Jabber |F2—V—F—4 % LI FDOHATIC

RIEL F9

* C:\Users\username\AppData\Local\Cisco\Unified
Communications\Jabber\CSF

EIRE EE XY T AN

BE: a—1EeTF vy FNOERE

cEBEXvyYa T4 L7 N OEgET—HLIF Y v
* C:\Users\username\AppData\Roaming\Cisco\Unified

Communications\Jabber\CSF

cAVI4FaAL—Pay a—HF arv4Xal—Tary 7rANEBREL, 3
T4Xalb—ary ARNT ¥y via B RAE

cHLTFUINI RSN — L L RAT— R 7 7 AV EIRAE

7 7 A NVDORE AL L E S LIX Windows 2 —H 7 a2 7 7 A U2 7 ENTWDHTZH, IROT *
NAZT 7V BATEDLZ L MR LT IEEN,

* C:\Users\username\AppData\Roaming\Microsoft\Crypto
* C:\Users \ username \AppData\Roaming\Microsoft\Credentials
* C:\Users\username\AppData\Local\Microsoft\Crypto

* C:\Users \ username \AppDatallocal\Microsoft\Credentials

N

GE)  FEK#HERY Virtual Deployment Infrastructure (VDI) <E— R C Cisco Jabber ] L TW 2545,
Cisco Jabber 7 LT v ¥ v /L ¥ v v aldhAR— I EzHA,

WIS U T, T7ANE T HNAEFEINT A MIBMTHZ LIk -»T, #bzE#NG
AR CTEET, RSN T HNVENOY T 7 3V EZE2FEMT 500, TOV T 7 3V Z %A
S U2 NMGEMLUET,

AN —PRELZRFFT 212, REFATTLLERHY £7,
cROT 4 L7 B U ZERSALARNTIIZE N,
* AppData\Local\Cisco
* AppData\Local\JabberWerxCPP

* Appbata\Roaming\Cisco

Cisco Jabber 14.0 StEI A A F .



BT UL |
B vorsg sabber v 7 7 v

* AppData\Roaming\JabberWerxCPP

cROBFERDT a7 7 A NVEBY ) 2—2 g VEFERALTIEE N,

« Citrix Profile Management : Citrix BEEM T O 70 77 AV V) 2 —a UL
FT, BT AT Ny TORARNNRT X LTEHD S THLLEBTIX, Citrix Profile
Management (A > A h—/L SN TWVWDH VAT AL a2—H X NTHTHFL—F D71
T AR E RS EET,

+ VMware View Persona Management : =—4% 7 u 77 f L& R#fFL, VE—F 71
T AN YRYRNY LEICFEB S E 9, VMware View Persona Management |3
Windows R —=X 7 707 7 A VEMLE L L2 DT, VMware Horizon View =—
717 7 A I)LOE BT Windows Active Directory % /XA /XA CX £7, Persona
Management (X, BEFOr—I 7 T a7 7 A VOMREE B L £,

VDI [7] [+ Jabber ¥V 7 b T + > D RH

I — )L DFAEHERED & 5 IRATERBEIZ Jabber 7 BFH T 5121, (REET A7 by T AT T AT
JF v D Jabber Y 7 b7 3 U EBRTALELRDH D 1,

VDIHJabber YV 7 N 7+ V DREBEOTU—27 Tu—i3, LI ZAOBREFLIIANA TV v R
RECEMLTCVWIEAIKGET 5720, 77U 75— a U BA A h—/L S DRI jabber
WX BABADU —7 7o —|ZH/EV, Z DRIV TIE VDI O REBAG] T Jabber DY 7 -7 %
V. BIOA VANV T =T T a—IEWET,

VDI fH Jabber V7 F 7+ DF LT LI ZADREBY— 2 7 u—% ST 5I121%, Cisco Jabber
DA TVIZARBHOBHBLIOA VA M—VU—T T7a—% 7 g D527 UC ERRY —
7 7u—%ZM LT EEN,

Jabber V¥ 7 N7 VANFIZ VDI DA 7 U REBHTY —27 7 a—% 453 5121%, Webex
Messenger &t >7-~4 7'V v RBEHOU—27 7u— (V70 RETU—r77a—nf 7 v
ROREBEY 7 v a &5, Ciscolabber[f]if 7 7 7 N A7 v NERR) Z2Z&L 70,

IVEA—TSA4AXEE) T4 EEDEA
Jabber %, Enterprise Mobility Management (EMM) JEBAMIZ 2 5D SDK X—ZX 27 A4 T » M & W
R—FLTWET,
* Intune Jift Cisco Jabber
* Cisco Jabber Video for BlackBerry
kL, ZhoDZ F47 » &R LT, Jabber 2] L TEANA LT AL AL,

[BEWDOT NS ZAZE DALy ZENTEDLEICR) v —%2EATA2ZENTEET, /=
Lz, THBEORY =Tk DZ L EETTEET,

. Cisco Jabber 14.0 StEI A 1 K


https://www.cisco.com/c/en/us/support/unified-communications/jabber-windows/products-installation-guides-list.htmll
https://www.cisco.com/c/en/us/support/unified-communications/jabber-windows/products-installation-guides-list.htmll
https://www.cisco.com/c/en/us/support/unified-communications/jabber-windows/products-installation-guides-list.html

| B +uA

Intune fjx Jabber Z{ A L 7= EMM .

cBETRW, EN T3S, £R13L— SR TWAET AL ZANER SN WL S ICLE
j—

cE/NOS BLORT F U NR— g ]
o 22— Jabber TT—H &2t — LT, MOTF VIO FHT 22 E&2EIELFET,

HLWEMMType/ N7 A —H ZHH LT, 2—FRa s A 3572800 Jabber 7 747 N &
HE L £,

A E

NGO TAT 2 ME, BIEY Y —RAY A T VZHENET, 7 T4 7T > &, Jabber for
Android 3 X OF Jabber for iPhone 18 X O iPad D% d 2 U U —ALIRIC Y UV — A S E T,

Intune hix Jabber Z{#/AH L 7= EMM

N C Intune i Jabber 27 7 A 7 > N AE T 586 & B 13X Microsoft Azure TEELIAR Y v —
ERELET, 2—HIL, 77U A N7 E£721L Google Play A R T o H LWI FA4T7 v R
Hoyrna—KRKLET, 2—=FRHLWI T4 T b2ETT5HE, EEHENERLEZRY > —
M L TR T E T,

Intune it Jabber I%, i0S 77 = K 7 4 — AT Apple Push Notification (APN) Z 7" — K L T\ E
Hh, Jabber &Ny 7 77 7 RIZRET 255G, I0S TA ANRF v v A vE—U0a—
NEZFE LRI ENRDY £,

G¥)

Android 7 /3 ADE | 2 —F X AIZ Intune Company Portal %1 > A h—/L L £, &KIZ,
R—=BNVEHERA LTI 747 MEFATLET,

Intune hi{ Jabber % 3% &3 5 72 D — A/ 7 1 A 3R D LB Y TT,

1. L\ Azure AD 7> M &EERR L £9,

2. HLWAD 2—HE2{ERT 5, A7 LI 2D AD 2—HF LM L E7,

3. Office365 V7 /V—7 %73t FXa VT 4 VNV —T 2L, 2—F&BMLET,
4. Intune fif Jabber 7 7 A 7 > k % Microsoft Intune (Z3B /1 L 3,

5. Microsoft Intune TR Y > —Z/ERL L CTHEBA L £,

6. Z—FF7IAT Mu s A LT, FAHLTRY >—2ZELET,

ZDOFNEDEEAZ OV TIL, Microsoft D~ =27 LR L T E I,

Cisco Jabber 14.0 StEI A A F .



BT UL |

. Blackberry kz Jabber % {3 L =EMM

RDOFIL. Cisco Jabber DT 7V R#ER Y o —THR— h 3TV 5 Microsoft Intune D[R
R L TWET,

FlF9EIE Android iPhone 35 & U iPad
T 7 VT =X %EET D EON =N
MEOT =2 Oa—%RFT 5 [ =N
MoOT7 7V ~DHy b IE—= BOAT En =N
A7V —v Ty TFx KFIE ML
B R PIN 347 [E %K (E4A (E3
FT7 T A ORGT I (=Y =4
RAREEOT 7Y N—=TV g v =N (E4A
IR E 21T — P ENDT A ZATHEAT D (1T =N
RARBEEDT NA AD OS "=V 3 v =N (E3
RISy F R=V g i VS
B (721358 OT7 72 AT o v ME 130D ELA
&1

T RABER Ty T D =S A

Blackberry it Jabber % {& A L /~-EMM

i A\ C BlackBerry hft Jabber 7 7 A 7 > N BT A5E . EEE L BlackBerry =7 7 A K
T RARA > hOEH (UEM) TEER Y > — 2% E Liﬁ‘o 2—Hix, TV R RNTERIE
Google Play 2 N7 b LW/ FA4 T e X m— RLET, Blackberry i)t Jabber I
BlackBerry (Z%fii L TV E 9723, BlackBerry Marketplace Tl 72 AFA[EETIEH Y A,

BEE

7 747 b BlackBerry ZGRGEH TH D72, BEFA~DT 7 B AZFHATLHLMLERH Y F
T, 77 BAEZETHITIE, BEEEE (Jabber—moblle mam@cisco.com) (27 7 EA LT, B
kD BlackBerry UEM H— 3205 Ok ID 2 T4 < 7250,

L7 F A 7 > hldBlackBerry Dynamics SDK # & L THY ., 77 v 7 UEMM LR Y v—
HEHEISTL2ZENTEET, 7747 ME, #fit& A b L— 1 BlackBerry Dynamics
ZoSA NALET, FIPS % &L, BlackBerry Dynamics SDK TiX# A — &I TWEH A,

Fyv b, B, BEORETANT 7 4 v 271%, BlackBerry f 7 7 A N7 7 F ¥ & /3A /XA
THZEWLRVES, V7IAT VIR A T VIADEE, $TXTORNT 7 4 v 71X LT
Cisco Expressway TDE /A /L & Remote Access 23 L E T,

. Cisco Jabber 14.0 StEI A 1 K



| B +uA

Blackberry hz Jabber % {3 f L =EMM .

\)

BlackBerry it Jabber (£ 10S 77 » |~ 7 % — T Apple Push Notification (APN) % #-4~— K L T\
FH A, Jabber /Ny 7 7T 02 RICRET 255, I0ST A ARTF vy A yE—I0a—
NEZELRNZERDD 77,

GE)

Android T® BlackBerry hil Jabber {Z1% Android 6.0 A& 23 BT,
iOS T BlackBerry [f]17} Jabber {213 i0S 11.0 F£ 72132 N LAE DS L EE T,

BlackBerry Dynamics O34, & B 13 BlackBerry hi Jabber 7 7 4 7 > s Offi i 2 HilfH9~ 2% 7R
Ui—aRELET,

BlackBerry hiil Jabber % 5% ET 572D — kM7 7 a2, RO LB T,
1. UEMIZH— SZAER L £,
2. BlackBerry it Jabber 7 7 A 7 > k % BlackBerry Dynamics [Z:B L $£97,

3. BlackBerry Dynamics C—H A {ERE721TA o A— M LET,

GE)

Android = —W DA, ME|Z)H LT, BlackBerry Dynamics T7 7 B A% —& A T& £,

4, UEMICARY > —Z 1B L TE A L %9, BlackBerry i Jabber 7 7 U 3 E THD Z 1L 5 DR IE
DEEICER LT E I,

« 47 a®DLP AR Y —EHZ LA, BlackBerry IJIRDO G D& MEEE L FE
R

o & A —/LOE(E T BlackBerry Works Z i L &7,

+i0S 7 /31 A D SSO FBAEIZ 13 BlackBerry Access % i ff L C < 72 &\, Expressway
ba=T A Raia=r—raryv3—Y¥ 7T, i0SRAT14TITZ0HFD
FRZA2ICLET, KIZ, ciscojabber A % — A % BlackBerry UEM T
BlackBerry 7 7 £ AR Y v —{ZBM L £7,

« 20U A MZIL, BlackBerry it Jabber A D7 7"V B EIZ L o TRRIET 2 DITHEF
72 Jabber /N T A —Z INFIRINTWET, ZNDHD/NT A —Z DM HOWNTIE, E
AH 4 KD Android, iPhone. iPad fiit Cisco Jabber ™ URL EREEZ SR L T 72 &,

Z4—ILF i0S >t Android 5
Webex Meetings O FH A EE) D MEZH{L | 1T QA

3

=R KA A [ A

Cisco Jabber 14.0 StEI A A F .



. Blackberry kz Jabber % {3 L =EMM

BT UL |

Z4—ILF i0S Tt Android 3
LEY—E R FAA (EA BN

P RN GBS SN —E 1T BN

2

=R RAAL L SSOEFA—/ | IFE =N
A=V

HELN 2R OB =N (BN
TULT7x=—FH%) BTN EA

URL 70 B g =27 O A ELN
IPE—F [ (A

3 Webex Meetings OFH A ALEN 2 2023 % &, Dynamics IO T 7V r—< 2 v %
#FA] L 720> BlackBerry Dynamics = > 7 CHisb & L TEITTE £7,

5, a—WiZroA4 7 MIael A LET,

Z DOFIEDOFEFMZ SOV TIE, BlackBerry D~ == 7 /L EZBR L T ZEW,
R DFIE, Cisco Jabber HO T 7'V AR U o —TH AR — F STV % BlackBerry DO ifill R % 7~

LTWET,
' )L—7 (Group) Hae Android iPhone £ & U
iPad
ITARY v— Xy NT—=JHRR LT AN, 2T A 7 LET [1Tn =R
TITAN—vay TR ShionN—ya v (ELA A

. Cisco Jabber 14.0 StEI A 1 K




| B +uA

BlackBerry i Jabber 0 1dP 15 .

4 )L—7 (Group) HERE Android iPhone 5 &K U
iPad
BlackBerry Dynamics XA T — R (Password) I A
7 — H IO IE: BlackBerry Dynamics 7 7" U 7> |1\ ELA
o BlackBerry Dynamics LISN D 7 7 V2T — X %
a—THILIITEERA
7 — Z Iw. O IE: BlackBerry Dynamics LAZA D7 | 1L (=g
7" 5 BlackBerry Dynamics 7 7" U (27— 4 %
IE—FTHZLIFITEEREA
7 —Z IR OB IE: Android 35 X T Windows 10 7 | %t PAL®
NAATOEEF ¥ 7 F v ZiFa] LEREA
7= Z IOy 1108 78 2 Tl Ok &3 | 5% L AJ
ArifaLEEA
T = ZIRROBGIE: 10S T/8 ADH AL KF— | F47e L AJ
R—RF&FFT LEEA
Enterprise Management Agent D 7" | /S—Y F 77V alb v v a rEdFal LET = A
=
aAVTIAT VAT T 7 A | Jb— bk OS FI2ITER LA RGEA =4 =Y
HIRA; & OS NR—=2 3 U3 A VA F—L ST [T =R
E3cN
MFIRE X2 VT 4 %y F LUV RA A =)L | %S PR/
SNTVEEA

BlackBerry kfix Jabber O IdP {5

Android, iPhone 35 & 0% iPad it Jabber A TiX, 7 T4 7> FHDMZ TId 7 234 % — (IdP)
TaXUICEERELET, RIS, Tt N7 7 A4 T U+ — L OERIZH D 1dP — 3
FREWELET,

BlackBerry ik Jabber Ti&, &/ NA %@ﬁﬁf & i‘?‘ BlackBerry UEM @ DLP 7R U v — %%}
2T D& I0ST A ADY T4 7T > M ZIP Y — NZEEE R XA TEES, O
Y Ty T EERT 5T %ﬂ’i’/k@iﬁ Luxﬁiﬂbi?’“

* Expressway & =77 4 K CM T, iOS KRR A T4 T TSV DEREEHLET,

* Ciscojabber A ¥ — A% blackberry Uem @ blackberry 7 7 £ AR U > —(ZBIIL 97,

Android OS [ ®BlackBerry i Jabber 1Z, SSO O 72 HIZHIZ IdP 71 & INZHHE L £ 97,

Cisco Jabber 14.0 StEI A A F .



BT UL |
B osorsvestexansg

EAREC, I0S TEIEL TWAT AL ZADHBNEGEENTWDHEA, DMZ TIEIdP 7' 0%
MEHY FHA, 7272 L. Android OS ETEHWET 27 34 ANEAREIZE TN TWEELE
I, IdP 7o X RME T,

i0S D7 TRt F1 YT«

0SIZi%, 77V lsktEFx 2 U7 ¢ (ATS)BEREDNE £ TV ET, ATS T, Jabber for BlackBerry
B XU Jabber for Intune IZ XV, G CX BiEHAELRK S{LEFEHLCTILS 2N Li-EX =T
Ry MU= B BT AMERH Y 9, ATS X, X509 7V HVEEEEZ - 20

TR~ Ty 7 LET, GEHEIROT = v 7 2B T50ER’H Y £7,

EFENMZ SN TORNT VX VEL,

« HRNR AR A

« — 30D DNS 4 & —ET 24
cCAMBLDEHTE DT U A —REHE~OFNRFEHEDF = —

N

GE)  i0S D—HTh DIEH S NIZT v U —FEAEOFEIC OV T,
i0OS CHEMH AIRE 2B S /e /v— RREED U X K
(https://support.apple.com/en-us/HT204132) &M L T 723\, &~
AT LEREE T —PIE, R CEFEZMZ L THDIRY 0
HOBHTE L7 v —ftELZ A VA =L TEET,

ATS OFEIZHOWTIL, BEX a7 Thuvxry b T — 7 8O Ik (https:/developer.apple.com/
documentation/security/preventing_insecure network connections) ZZH L T 72 &\,

Remote Access

2—PREERY NT =7 DISTOGEHNOIEEICT 7 EA L 2T ER LN LD 0 F
4, Remote Access JHOWFNDL Z a2 A LT, 2 —VFNERICT 78 ATX 5 L
TLET,

Jabber [, Y— RX—F 4 VPNV I4 7> FTIET 2 M bidEEb, SNER A,

Expressway Mobile and Remote Access

Cisco Unified Communications Manager /@ Expressway for Mobile and Remote Access % {35
e, RS T A X— bRy hU—2 (VPN) AL TH, BEOT7 7 AT Ut —
NOMMUNDL TR =23y VY —UIT JEATEET, YAapaFRL—ray F—
Ny AZEHLT, 77472 MIARWI-Fi Xy NT—7RFNA )L T—H v hU—
JEDYE—b v —varhbNRy N =2 IR TE T,

. Cisco Jabber 14.0 StEI A 1 K


https://support.apple.com/en-us/HT204132
https://developer.apple.com/documentation/security/preventing_insecure_network_connections
https://developer.apple.com/documentation/security/preventing_insecure_network_connections

| B +uA
Expressway for Mobile and Remote Access % £ L 1= Jabber ~D#EIH A >4 > .

4:9 54 7 > hhS. Expressway for Mobile and Remote Access |Z1%#:9 5 /53%

DXL, Expressway for Mobile and Remote Access BRIED T —F7 7 F ¥ ZXr L72H DT,

Unified CM

= : Expressway-C Expressway-E .
' H i i N\
; ; - \

========== ]
,,,,,,,,,, =

IM & Presence

Expressway for Mobile and Remote Access % {$ i L 7= Jabber ~D#)EH A >4 >

ERXA)V 7 T4 T MAT Cisco Jabber 12 S vk 4,

2 —HF XA W) Expressway for Mobile and Remote Access Z i L CZ 7 A 7 MMV A A v
THE BEDOT7AT U= NADOHANOLY —ERTERTEET, L, ROGEITHA]
WZHNHR Y RT =T AT A A LET,

s HRFY—E R RAAL VROV —E R RAA U ERRDGAE, 2— VPN Exy T —
WG jabber-config.xml 7 7 A LV OMEEIREF YV —E A RA A V2 RSET 5058
DD ET, "7V vy NEADYE, & X VoiceServicesDomain/X 7 A — ¥ % 3% E T
5HZ LM TEET, CiscoJabber D/XT XA —2 U7 7 L ATA ROREHMESRL TL
EEW, ZOBA, 2—VFEHNEX Yy hT—=7NTHA oA T 08 13H 0 A,

« Cisco Jabber 7% CAPE B¢k 7't X (%27 F— FEILBEAE— ROV 7 A X i
THLEICHNE) 2B TTH58ERNDLGE,

zL—/3 Expressway for Mobile and Remote Access Bgfi T = 7 72 ik 2 L T\ 555
By POV A A FFR— b SNFEEAL, REPHSLSNIZTFTP 25t ¥ =7 7o
T ANDEE, BONCA T VI ANTHA A L, CAPF B A ARRICT DL ENH Y
%9, Cisco Unified Communications Manager, Expressway for Mobile and Remote Access, 35 &8
Cisco Jabber OEYLIEHEEA L H Licn&, RTV w7 Ry NU—7 TR A AT 5
ZLEITEERYA, L, ROEANRYAR—FSHET,

WL &SN TFTP (Ko 7L I ATRANCH A A V)

o BE B L STV TFTP  (Expressway for Mobile and Remote Access F 72134 > 7 L I &
TR A A 2)

Cisco Jabber 14.0 StEI A A F .



B s+ rxnzy—rx

HYR—rENEH—EX

DRI,

BT UL |

77 A T k) Expressway for Mobile and Remote Access % {# 1 L C Y <& — b T Cisco

Unified Communications Manager |25t L 7235812V AR — S o — R LREREOMEE 27~ L

jibg«o

% 2: Expressway for Mobile and Remote Access THHR— k3 h 59 —EXDHPE

Y—EX YR— AR FEHR— bR
Ta4LY Y

UDS 7«4 L7 b UKz X

LDAP 7 ¢ L7 kU H5k X

T4 V7 N BEMR X

* Cisco Expressway-C | C HTTP
RUA N URNEEH

RAAL NI =FL—3 9

X

*SEKESER IR OV R — M ITERE
SEIDOERITIKF L ET, FEM
WZOWTIX, LT OERE SR
LTLEEW,

RAA U7 2T L—va v X
AVARRAU N AyE—UELUTLEVR
T TR X
750 R X
F v v b X
IN—7 F ¥ v b X
VIS T RAN R G X
NATRAFTEVT 4 A FLIR|X
JBA

T 7 A NVERE AT LS AR X

Cisco Unified Communications
Manager IM and Presence Service

10.5Q) ABEZMEH L7277 7 A )V
e NG S IO G =V A
var, BBOFEEEZBRL T
<TEEV,

. Cisco Jabber 14.0 StEI A 1 K



| B +uA

gi—txhzy—ex [

$—EZ

HR— AR

FHR— bR

77 ANVERE 7T U REE

X

v A A - BFCP

X (BERANV T TA4T 2 MaNS
Cisco Jabber 1'% BFCP 5212 D &%
YR—-FLFET) |

IM 5 o LA X
F—F 1A EEFA
EEa—)LeT 4t a—u X
* Cisco Unified Communications
Manager 9.1(2) LA
FA7 75 UHIEE—F (CTD (5 X
AJ Ny T I TAT Y NDORH)
Extend and connect (F A Y hv 7 7 F X
AT D)
VE—h TRA7 by 7l (FR2 X
Ny 7747 FDH)
ALV hE=X Y U TBILRa—L X
(5 S=
Dial via Office - U 73— A& (AL 7 |X
FAT LV NDH)
T Dk X
T=U—=AT4T X
VNI TIR—=ENV T I A X
T L— R T U X

* Android ki Cisco Jabber {23 fi
ENFET,

Jabber for Android (%, Expressway
for Mobile 3 & T Cisco Unified
Communications Manager U U —
A 10.5.(2) 10000-1 @ Remote
Access ([ZXFT 2 7 L— AT L
ka AR — M LET,

Cisco Jabber 14.0 StEI A A F .




B s+ rxnzy—rx

BT UL |

H—EX YR— b RE FEHR— bRZE
HA R X
AfESE
* Cisco Expressway 8.9.1 LLF%
* Cisco Unified Communications
Manager % 11.5 SU(2) LAKE
W7 w7 L—F
RARA—=)L

BTV RAARA—)L

X

* Cisco Expressway-C _|=C HTTP
RAUA N UVRXNEHEH

Cisco Webex M eetings

Fo 7T IR

X

* Jabber 11.6 BE1E)>
HEOF TV IAD
Cisco Webex Meeting
Server R, #
AR—FEHTWERE
Ao

777K X

Cisco Webex B A7 (7227 hv 7 | X

7 TAT 2 hDOH)

AVRM=I (TAZ Ny T I T7A4T )

A VA N—THEH X X
* Cisco Expressway-C _|=C HTTP | Mac it Cisco Jabber
RUA N UMM TIEHAR— i

vy
HREATARX

J1 AH 5 HTIML % 7

. Cisco Jabber 14.0 StEI A 1 K



| B +uA

yi—rznzy—cz I}

H—ER

HR— AR

FHR— bR

Enhanced911 &1 > 7 k

X

*

®ER Y VU —7 O THEE
T 59 _TOD Jabber 7 A T
F TWeb R—UMNIELLFERS
5L THITE, A2V
FBEQRY 7 &2 T5
E911NotificationURL /X7 A — &
THR— I TWRNEH,
Web ~— T 72 HTML ~X—
VERETOVLENH Y £,
SR oW TCIE,  [Parameter
Reference Guide for Cisco Jabber]
DERFMEZHRL T TEE0,

X274

AT 4 7T ICE 71 kL X

CAPF %% X

TN YA T X

Advanced Encryption Standard (AES) |X

256 45 LU TLS1 .2 * Android it Cisco Jabber |Z it /]
SNET,
Advanced Encryption Standard /3.
N Wi-Fi TOAYR— K&
E3SD

FSTNYa—TaT (TR VT 773472 FDR)

RHRE L R — N DAERL X

fELAR—FOT7 v 7r—F X

NA FTRASEY T4 (Tz—IF—3—)

EFEBLOET A —E X X

RAZAA =)L P—E R X

IM and Presence — £ A X

HHESE DR X

ELE S DfRIR X

Cisco Jabber 14.0 StEI A A F .




B v&tshzs—ex

BT UL |

Y—ER HR— bR Y R— bR
BREE

EEY A A X

AR L UHRR

SSO Jabber =—H# H ?® O-Auth %R — k | X

Fa4LY K

7 7 A 7 > k) Expressway for Mobile and Remote Access & fifi § L T — B R I8t L7256

I, ROMIRASETT 4 L7 FURERYR—FShET,

« LDAP A1 U7 R SRR - T 7 A T U+ — L OIMUD 7 5 A T o IR SRR
\ZLDAP #2425 Z N TEEHA, RV, BEELMIZ UDS 2 AT 208N

HYET,

A—YNEET 7 AT VA= VORANCNDHEIE, 7 T4 7 > MEERKEMARIZ UDS
ELDAPDOWWT A TEET, (7 747 U+ —/LONMIZLDAP % & 555
Al1X. LDAP 7 4 L7 U H—,3% Cisco Unified Communications Manager & [7]#f] &+,

I—YRBET 7 AT U —NVOIMININD EXIZTTA T N UDSICHRCTE 5 &

INCTDHLaBRDLET,

T4 VI NIBEMR 7747 MREBETEAREFEICY Y n— RTEL LT
5IZ1X, Cisco Expressway-C —/3DAR T A b U A M2, HEEFELZRA N5 —N
2B 5 MENH Y 7, Cisco Expressway-C ARV A b U A MW — "Z BT 512

%, [HTTPH— "##] (HTTPserverallow) |a%ExfiH L %7,
% Cisco Expressway D~ == 7 L EZHHL T ZEW,

PRI DWW TR, B

s RAA VA7 =T b—vary: RAA VA7 2T Lb—va v ZREALT, 7747 bR
77 AT U4 —/LOIMAID D Expressway for Mobile and Remote Access (Z#5#t L 72354613,
R ID IZROFERDOWTNDNEH STV AEAEIZOHEREIERR N R — &

i ﬁ‘o
* sSAMAccountName@domain

* UserPrincipleName(UPN)@domain

* EmailAddress@domain
» employeeNumber@domain

* telephoneNumber@domain

*« XMPP #ffl 95 KA A [l 7 =7 L—1 3 > : Expressway for Mobile and Remote Access
¥, XMPP KA A V7 =7 L—a VEHBEZANCTHHDOTIEH Y £ A, Expressway
for Mobile and Remote Access #% H1 THZfiE < #17- Cisco Jabber 7 7 1 7 > k Tl&, Cisco Unified
Communications Manager IM and Presence CHZZ72 5> T\ 5 XMPP KA A U] 7 =7 L —

varEffHTEET,

. Cisco Jabber 14.0 StEI A 1 K



| B +uA

yi—rznzy—cz I}

ARV R A ytE—UBLUTLEVR

7 747 > k)Y Expressway for Mobile and Remote Access Z i/ L CH— B R ICHEE L7255
X, WOBIRFETA L AZ U N Ay —D 0 7 LT LB AR R— b SNET,

TAT Ny TBIOERSAN T TAT b7 7 A MREITITROHIRZH Y £,
* Cisco Webex 7 7 7 RIEBACTlX., 7 7 A MEBENYFR—FINET,

« Cisco Unified Communication IM and Presence h—t 2 10.52) LAREZEH L7247 L I A
BRTIE, [ —Y N7 7 A Vg% (Managed File Transfer) |4 7> a i3 AR — F S
FIM, [ET7Y—ET (Peer-to-Peer) | A7 a NIV AR—MIvERA,

» Cisco Unified Communications Manager IM and Presence Service 10.0(1) LAgiz#FH L7=4 > 7
VI RABETIX, 77 A NVIEEDRYR— FSLEE A,

o MEH|BR D Cisco Unified Communications Manager IM 33 X OV LB v A — "% L7E
A L E LU Remote Access DIEBADG G BT 7 A MRIEITY R — F ST EE A,

EFO—ILEETAH I

27 A 7 b)Y Expressway for Mobile and Remote Access & i ] L TH— & A ICHHE L= 55
X, ROBIRSE THERBL O T A WEEEA AR — h I ET,

» Cisco Unified Communications Manager : Expressway for Mobile and Remote Access %, Cisco
Unified Communications Manager 73— = > 9.1.2 DI CE T 4B L OV Filsi 2 R — b
LET,

TR T3 T —F (CTD) (FTAZ vy T 7I7AT 2 bDOR) + 7747 M,
TOAT Y ay BT 4 RS TF AT T UHEIEE—F (CTD) 23 FRA—FLER
}\/o

e Extendandconnect (F A7 vy 7 753 A T "DI) 1 7IF3A4A T FELLTFO BRI
THZLIITEETA,

o A7 4 AD Cisco IP BB Ta— L2 REBIOZET S,

« BEEM. AT NVOEM, £721EA 7 1 AD CiscolP &Rl T, R LEIF 7 £ D@
Tl & AT %,

sy TakitE: 2 IA T RBMERT ARy NI ROV DL L, BFEa—LE
XOeT4 a—Angrsh, #BRcTEEtA, e xE =R A4 T 4 AT Cisco
Jabber 7 —/L &P L T D, @M E T Wi-Fi bl sns L, 77472 R
Expressway for Mobile and Remote Access Z M2 X 5 (2B B D572, 71— /3T
SNET,

STV AF AT T = AT TEMATAUL, 7 747 M, HRSTI SN
BHICT Y KA ¥ MICF—# &M TE ET, & 2E, 2P0 CAICE S 72
VBRI T — L RAR Ly FETAS SIVE R LT E i 3 — TR Lo 14
G TU = AF AT Lo Ta—FRE V= b=V ERFMBA, BA RA—/LRa—
FIERE SR ET,

Cisco Jabber 14.0 StEI A A F .



B v&tshzs—ex

BT UL |

Expressway for Mobile and Remote Access Z ] L T\ 2 5451E, EiEOMFENRa— L &2
BFL0, IRELRWE, BEV— F=r2B0 A, RbVIC, 2—Fid, -1k
TTH5ETRIEELZZEFELET,

cCNNT TT R=BENT IR (TR by T 7 I7AT L DHB) 2= PE TrAT
7 4 —LDOIMANZN D & F (T Cisco Unified Communications Manager D& /L7 77 R—4
JZT 7 BATEER A, IMHBH 5 Cisco Unified Communications Manager D = —H ~_X—3
W27 7 EATEERE A,

Cisco Expressway-E (X, 77 AT U+ —NVONAOI FA4 T hea=Ty 4 KNalaz=
g—vary P—tERAMOTXTOEELZ7rXx> LET, 7272 L. Cisco Expressway-E I%
CiscoJabber 7 7'V r—2 a U ClIRWT T U NLT 7 EASN LD —E R 2T rE% v
LEHA,

[RA4 R A—)L (Voicemail) ]

RAARA =)V Y —¥E R, 7 T4 7 ;) Expressway for Mobile and Remote Access % f#i H L T
P—ERER LGB AR — SR ET,

GE)

TIAT 2V EBRA A=) P —ERFEFEIZT 7 EATEH L9127 5L, Cisco
Expressway-C H— DR T A kU A MIARA A A=/ —"EBINT 205N H Y £7, Cisco
Expressway-C ARV A K U A MY — ZB00F 5121, [HTTPY— 37 A (HTTPserverallow) |
BREAFEH L ET, FEIc OV T, BEd 5 Cisco Expressway D~ == 7 /LA SR L TL 72
0,

AR =L

Mac it Cisco Jabber : 27 7 A 7 >~ 7% Expressway for Mobile and Remote Access Zffi ] L CTH—
ERCERE LIS R, A YA =T EHN T R— hShEEA,

Windows hit Cisco Jabber : 7 7 A 7 | /3 Expressway for Mobile and Remote Access & i} L T
P—ERTH LG AT, A A b= EHR AR — bEhET,

GE)

VIATMIRA VA ST HFEMRIIA T n— R T&EDH L 9T 5I2IF, Cisco
Expressway-C —/SDRE T A b U A MIA A N—=THHEFRA T L —"ZBNT 5
P& Y £7, Cisco Expressway-C 7187 A K U A MIH—_ZBMT 521X, [HTTPY— 3FF
Al (HTTP serverallow) |ixEa M LET, FHMIC OV T, BE 7 2% Cisco Expressway O~
=2 T NEZRLTIIESN,

X274

27 A 7 k)Y Expressway for Mobile and Remote Access % f L TH— & 2128 L =56
X, WOFIRFFETIEEAEDEX 2 VT 4 HEENSYR—hIhET,

. Cisco Jabber 14.0 StEI A 1 K



| B +uA

yi—rznzy—cz I}

« #1H] CAPF %% : Certificate Authority Proxy Function (CAPF) %‘&%i%, Cisco Jabber (F 7=
XD 7 747> ) IZREBEZ$1T7 5 Cisco Unified Communications Manager Publisher
ETEEST 28X T4 F—EATE, IEWICCAPFZ BT 572012, 7747 h
X7 7 AT U4+ —VORMNGESET 270 VPN 8t 2T 2 08P H 0 £7,

e TV RY—x > K51k : ==—+ 3 Expressway for Mobile and Remote Access #% 1 CHz#
L., a—/ZEMT 5546 :

* Cisco Expressway-C & Cisco Unified Communications Manager (Z Expressway for Mobile
and Remote Access i L TREEINTEZT AL ZEDRBIDO 2— )L )RR T, AF 4T
(St A<V gV e B

o Cisco Jabber £ 72 1IN T XA ARk X 2V T 0 T— FIZREIN TV RWE
A&, AT 4 71X Cisco Expressway-C & . Cisco Unified Communications Manager {Z 17—
ARG SN2 T A ADRO a3 —)L XA E TS SN ER A,

Cisco Jabber & N T A ADW T3 SbEF 2 U7 4 T— FIZRESN TS Y
A%, AT 4 7 Expressway-C &, Cisco Unified Communnication Manager {2 72— 77 /L
WZBER ST AN A O a— )L SR ECh S LS E T,

Cisco Jabber 7 7 1 7 > b 3 1T Expressway for Mobile and Remote Access % i# U CHE
BSNTODERIE, =2 FY —x 2 PRS2 RIS 5720 O CAPF BRI RE T
7, 7272 L. Cisco Jabber 7 /31 A IB| & & fbt¥ 2 U7 ¢+ T— FTRE L.
Cisco Unified Communications Manager 2N/ HE— R R — FT& 5 X HICT D0
N0 ET,

HARFR Y bU—7 OAETIL, Jabber TEEENTZAT 4 T 2T 5 L iz, /3
7V w7 Sway-C £ 72134 Sway-E —/N_E T ICE /X2 AL—H 7K — h 3% E
THIENTEET, By N7 v 7OFEMIZ OV TIE, Cisco Expressway % i@ U 72 €
A )L 1 LTV Remote Accessil iTEBH T A RESHL T &0,

SIS a—TFa425

Windows hf Cisco Jabber DFx, BIELAR—F Tv7a—R:TA7 vy 77472 bR
Expressway for Mobile and Remote Access Z i ] L TH—E R CHe LI &%, MELA— |
23 HTTPS #8H THE SNEREY— T vy 7P e — Faivd oo, BBV R— F2RE T
FHA,

ZOMEZERES HI2IE, 2= PV A= b 2= WRFEL, BIOHETLR— FEEE
TEET,

N FTRLSEY)T4 (Zz—)ILF—/\—)

NATRAZGEVT 4 LlF, 24T BT T4~ —=NICERHR TERWEGEEIC, ¥—
ERAZIFEAEER TR EE 2, B HX Y =N T ==V F—"—F 5
L B L ¥, Expressway for Mobile and Remote Access L THHR— hZid /A TXA T E
U7 4 DT, FFEDY—E A%t & U #—s3 (Instant Messaging and Presence 732 )
W7 2= VA= "—F 5 =" GBHRLET,

Cisco Jabber 14.0 StEI A A F .



. Cisco AnyConnect O E

BT UL |

INA T RAZTEYT 4 IZONTHR— R N—ED P — B A A3 Expressway for Mobile and
Remote Access ECHEITEET, ZhiE, =—FRHRNRy NT—2 DAL TAT

W L TV B 5A1C, Instant Messaging and Presence $— /337 = — /LA —/N— LT,
‘U‘* EAREE EB VRSN Z EEAEHRLET, 2L, BEFEBIOET A —E X
RAAA =N A= NPT == VA== L7GEE, BET L2 — "N T ATV T o
ZYR—h LW, b0 — A RkInEEA,

Cisco AnyConnect O &[]

Cisco AnyConnect (%, 7 7A 7Y ERWi-Fixy hT—IRERA N T —H Xy hT—27 78 F
DY F— FOEGHNLHNR Yy P =7 ICEBIHERTE DL 0I2T 2 —/7 T4 7 b
AVTIFANT I F v ERLET,

Cisco AnyConnect B25iI1%, IRD A AR—F 2 M THEESINET,

cCiscolSSl X2 YT 4 T IAT VA VE— TV R RET LD —E R
PRt U FE9,

* Cisco AnyConnect £ ¥ =27 EE VT 4 7 74T b 1 2—HF DT /31 A5 Cisco it i
X2 VT4 TTIAT U A~DEF 27 bl kst LET,

ZDEY T aTiL, CiscoAnyComnect EX =7 EE VT ¢ 754 7> h &M LT Cisco i
IS VT4 TTTAT A (ASA) ZREATLILEICERE T XEFReEIEL 7,
Cisco AnyConnect {%, Android i Cisco Jabber & iPhone 35 & U iPad it Cisco Jabber FHIZ ¥ 48— |
ESNTWVWDHVPNTY, $FR—FINTWRWVPNZ A4 7 & MR LTV L5EEIE. %Y
TP =R R=TFT 4 DO~v=2T VEHEHLTVPN 7 47 h3A VA b=/ &5, RES
NTNWLHZ &R LET,

Android OS 4.4.x % %17 L C\ % Samsung 7 /31 A DA (X, Samsung AnyConnect D /3— 3 =
> 4.0.01128 LIFEZ M L E T, Android OS N— = > 5.0 EOHAIEL, Y7 =T ~N—
¥ a S 4.0.01287 LUK D Cisco AnyConnect Z i A M ENRH Y 97,

Cisco AnyConnect [Z, Cisco 5500 3/ U — X ASA ~DFE ¥ = 7 72 IPsec (IKEv2) F721% SSL VPN
Pfea VE— b 2 —PICRfE L £ 7, F£72. Cisco AnyConnect (X, ASA 75 713N V 7
P =T RV AT AN LTY E— b 2—PITRBTEE7, ASANDLREMT5E
U%~FJ_$ﬁ‘7?47V%VX%LWN%%%%ﬁ?5iOuﬁﬁéﬂﬁ&%@77
DY TIP 7 RUAETLEDNS A E AT T D2 LI2L 5T, ASA ~DOHIH SSL #3552 file Sz L
£7, TOHT, ASAN, 77UV v RulinlA VEHEHEZRRL, 22— s A v
ERFEA I LA, av B a—dDF XL —T 4 VT VAT NI v FTHI T4 T
F%&?/U—Fbi?oﬁ?VU_P%\7?47V¥ME@%K%VXF—WEiU&E
SAU. ASA ~O IPsec (IKEv2) #f5e %7213 SSL #HEN M SIVET,
Cisco )i le ¥ = V7« 77747 A& Cisco AnyConnect €¥ =7 EEU T 1 7747
Y ROBIHCOVTIE, (Y7 by =T EE Oy 2BRLTIES,
BErEY Y

CiscoASA vV —X R¥o A h—HE&

Cisco AnyConnect Secure Mobility Client

. Cisco Jabber 14.0 StEI A 1 K


http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html
http://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/tsd-products-support-series-home.html

| B +uA
vvonyaotoegEmLEER [

UG HYA A UEFERL-ERH

Security Assertion Markup Language (SAML) > 7V %A 4 (SSO) #FEH L=V —E A
EAINCTHZ LM TEET, SAMLSSOIX, AT LIA 77U R, AT Uy REHT
EHTE £,

WROTFNAIE, =— %3 CiscoJabber 7 74 7> N & B L7=& & D SAMLSSO DH A A v 7
2—ZRLTWVWET,

1. =—#)3CiscoJabber 7 7 A4 7 b EEE L ET, Web 7+ —AIZ LDV A A v Ea—
PIZHERTDEOETAT T 4T 4 a2 — (IdP) ZRELIZHAE. 7747
YERNIZEDT F— LR FRINET,

2. Ciscolabber” 7 A 7 > ML, Cisco Webex Messengert— £ A Cisco Unified Communications
Manager, ¥ 721 Cisco Unity ConnectionlZ45#5E S 41TV 5 — B ATk L CREGEE R 2 155
LEd,
3 V—EANIPISBIEZERT L7207 T4 T b2 FA L7 FLET,
4, TP NI LTy EERLET, 7 LTy ld, ROWTINOTIETHRE TE
S
-n~$%ENXUwF®74~wFﬁ%é7j~ANw%@%éO
o ¥4 Windows F83E (IWA) ] Kerberos (Windows ™ 7*)
e« A~ — |k B1— NRGE (Windows D %)
« HTTP ZDRIFIZZ A 7 2 bR — P4 L SR T — RE#oRd 5, BAR 2 HTTP 3
AEST

5. 1dP BN 7 T UV £ 7213 ZF OfthDFREE ST EIT Cookie 1M L E9, IdP 2 SAML # i L T
ID#RiET 2L, =L RIIITAT U M h—7 Rt £,
74T ]\ﬁ)uunﬁﬂa@ r— &/%{iﬂ% LT‘&*EX \37/]):/[_/&?0

o

FAEA R

PREA B = A ANF2—HF DY A A HIRICEE L ET, =& 213, Kerberos ZfEHT 54
GBI TAT Y NMIa—FIZZ7 VT ooy VA ERLERA, 2—FRT TICRIEZER L
T TAT by TP~DT JBAMEEZTEL TWA0 5 TY,

A—H vz
—¥FREv gt AUA L LET, By g b —HIZ Cisco Jabber H— B R &2 {#

HT 5 FAERORHIP IR INE T, By a OfkkER £ Hl#9 5 121X, Cookie & h—
JUDEALT T NTA=FERELET,

IdP timeout /X T A — & Z G /2RI ER & L C. :L“—‘H‘ﬁ\lﬂ74’/%%*éﬂf£b\ct?@ LF
T, 72 & 203 Jabber L — Y AE Wi-Fi ~UI 0 R 2 2 458123n— I U 7RBEIZ/AR D . £ D
2—YFDT7 v T by FIRIET B0, 2—FRT 77 4 7T TEHRWEDIZA Y —FREIZR Y
F9, Py a v BEET 7T 4 7 ThIVUR, BEABH LRI —Re /M 35
MENTIH D FHA,

Cisco Jabber 14.0 StEI A A F .



BT UL |
IR R

v a COERHIRAEIN T Jabber 23 YA L ]\E*ﬁf% WS, =T ATINNLE L
671&5\ :L"—‘H‘ ﬁ:mu uEﬁ\gﬁéﬂi‘?‘ O)@%% N nu nHE COOkle ﬁ\ﬁij‘]‘( f£< 7?:/) f;ﬁjﬂ?
TRAETDHAREHENH Y £,

Kerberos £7/-1ZA~—hF I— R2MEHA SN TWBESIT. A~—F Z— K5 PIN 2R X
NARTTE, FEREEOBMELX T ALEITH Y F-A, RAARA—L, FfEa—, A AR
M A= 7RO = AR TWT2) 2 713HY A,

GILHYA X DEH

SAML 2.0

\'l
\I

Cisco Unified Communications Manager % — &' 2 Zffi 1] "% Cisco Jabber 7 7 1 7 MIxF L T
TN YA A (SSO) mAMICT HITIE, SAML2.0 Z i LEJ, SAML2.0 (% SAML
L1 HEBVEDRH Y £8 A, SAML2.0FRHEZMHAT 2 IdP 28RN L £, FR—hshTnb
ID 7B 3 =X SAML 2.0 IZHEHLL TW 5 72h, b & SSO ORIEIMHEH TS £,

BR—bENBTFATUOT4 T4 TANAE—

IdP /%, Security Assertion Markup Language (SAML) IZ¥EJLL CTWAXLERH Y ¥, 7 T4
T MNIRODTAT T 4T 4 Tang F—¥HR—FLET,

* Ping Federate 6.10.0.4
* Microsoft Active Directory Federation Services (ADFS) 2.0
* Open Access Manager (OpenAM) 10.1

N

G¥)  OpenAM T 9% Globally Persistent Cookie 235% & &AL T\ 5 =
LR LET,

IdP #RET DL, TORENT TAT ¥ hDV A A L IFHEITHE L 9, Cookie DX A
7 CkIEMEITE v ay) RWAEA =X A (Kerberos T721F Web 7 4 —24) 72 D%
?7{‘_‘&0 J:OT n#ﬂ-@nunﬁﬁrﬁ‘ﬂ%ﬂiéﬂiﬁ—

A E

7' U TD Cookie oA &AM T HI2iE. & v 3 > Cookie Tid7e <, 7KiFEfI72 Cookie &
fEFH L E9, K72 Cookie (X, —=—+|Z Internet Explorer Z i L CTW\W5 27 747 v FEiz
TZDMDT AT N7 T r— yayflﬁavfyyyw%ﬂﬁﬁéiﬁ’Eﬁbi
7, w3 Cookie DYHIX, 22—V NI T4 T NEEETLH-NZZ LT Uy vy L%
ANTHHMENRSY £9, IdP EOFRE & L TkEERI72 Cookie %7 Ebi‘@‘ Open Access
Manager % IdP & L CEAH LTV 584 1%.  (Realm Specific Persistent Cookie Cl&72 <) Globally
Persistent Cookie 7% /& L 7,

2—HNSSO 7 LT vy L&V iPhone 3 & U8 iPad i) Cisco Jabber ~D %A A 2 Eh
THE VX —ZT 74N FTIOSDOF—F =2 —VITRIEENET, 7 v F—Ni0S DF—

. Cisco Jabber 14.0 StEI A 1 K



| B +uA

UL YA 7 > & Remote Access .

F == b, A oA ORTIZZ v F—DHRPETNRNIRY | 2 —HFREI IR
AADI VTV NEANNTHRERDHY EE A, 7 v F—I1E, BLFOIRHLTIOS F—
F =6 BEICHIBREhE T,

« Cisco Jabber 226 FEITH A T U h LTc6A,
» Cisco Jabber 28V & v b S HE,

*i0S 7/8A A% Y 7 — b Liztk

* Cisco Jabber A FE) TV n— X I NI,

\)

GE)  HDiAA Safari 77 U ZMEH L TV 55546, Jabber I Safari 2332 Cookie Z ¥ 2 =
LT TE EH A, Jabber TIXZ 5D Cookie &7 V) 7 TE N2, Jabber TILZ DIFAIC
SSO h—2 v DH %7 Y T TXxF£9, Safari T — YV OEMEIF RN KFEHI 72 Cookie IZTFET D
B4, Jabber 78 SSO b —27 % 7 U7 L=, Cookie |2 & ¥ Z Do —HITEKRIFEHMD A
HEEEcE £,

i0S AT LNy 7 75 v RTEITHO iPhone 3 L WV iPad i Cisco Jabber 245 1 L /-84
IZ, Jabber (F2—H /AT — RANEFTICEIMICYH A A TEB LT LET,
WERISOHY

TSP E 547 v MNETEREE Cookie (IdP 7B FATENT) ZILFT BT, kDT T
FoONWTFNNET 740 s 7T PICEELET,

R WBER TS0

Windows Jift Cisco Jabber Internet Explorer[InternetExplorer]
Mac /it Cisco Jabber Safari

iPhone 33 J 1% iPad i Cisco Jabber Safari

Android Jit Cisco Jabber Chrome & 7213 Internet Explorer

(GX)  Android i Cisco Jabber ¢ SSO Z#{#E T 2354, MAIART T 7 II4ET Z 7 & Cookie &
EHTEETA,

U5 )L YA A > & Remote Access

Expressway Mobile and Remote Access i/ L CHR¥ET 7 A4 T U —/LOIMUNSL 7 LT vy
N ANNTHa—FOLEIX, V7 A A NTROFIRRH D £,

Cisco Jabber 14.0 StEI A A F .



BT UL |

. 5L A A 2 & Remote Access

o TN A A (SSO) L. Cisco Expressway 8.5 & Cisco Unified Communications
Manager U U —Z 1052 A CEICE £, M FIZHB TSSO AR E 21T T 5
VBN B Y F4,

« &% o 7 72 E A% D Expressway for Mobile and Remote Access % 1" L C SSO #3425 =
LiIxTEEEA,

AEATETAT T 4T 4 T uaA F—IHNERURL EAMEBURL [ U4 28R H Y
£9, URLDELDIE/IT. 22— NEET 74 7 7 +—/LOPNA & SMA O TBEId %
EEXICHEYA LA THLICEREINDZENHY T,

. Cisco Jabber 14.0 StEI A 1 K



.3

i

1—HEE

11l

o Jabber ID (71 X—7)

eIM7 RLA AF—LAh (72 =)

«Jabber ID IC LBV —E AR F 4 AH Y (73 2—=)
«SIPURI (73 ~<—%)

« LDAP = —#ID (73 2—%)

e 72T Lb—yarfa—ID OiE (74 =)

c 2—VPOEEIEEEDOT0FT T RLRA (74 2—=)
« AR LUK (74 ~—2)

Y Y —2Du A (79 N—)

Jabber ID

Cisco Jabber % Jabber ID Zffi f L T, HEIL Y — AN OBEEIE R Z 355 L £,
F 7 4V h®D Jabber ID (%, =—HID & F LB A FAAL &AL CERSNET,

7= & 2 1E. Adam McKenzie 2 amckenzie & W) 22— ID ZFf->TED ., ZD KA A N
example.com TdJ?) %)i}'%/ﬁ\\ Jabber ID @i amckenzie@example.com k ch @ iﬁ‘o

WDOILFIE, Cisco Jabber = —H ID £/ (LB A—/L 7 RLATHHR— I ET,
« RICF (A0S Z)
N (@ D 7)
< fr (0~9)
cEUA KR ()
g7 (5)
T H—=ZaT ()
«c FNHE (—)
* Hashtag (#)

Cisco Jabber 14.0 StEI A A F .



B wrrizzs—sn

1—4ERE |

WY 2 MCASTD5E. 7547 2 M Jabber ID Zff ] L KLY — 2B L.
WAGSE AR LT, 4. . FOMOEREHERER T LET,

M7 FLR X¥—L

Cisco Jabber 10.6 LAR&IE, example-us.com <> example-uk.com DL —HF D L I KA A VA3 [E L
TVEBUA T —=%7 7 Fx LICHFET 2H61F, ATV IRRBEAOEROTLE X R
ALY T—%T7 7 Fx £F/NEHHR—KLET, CiscoJabber i Cisco Unified Communications
Manager IM and Presence 10.x LA Z I L CHIKARIM 7 LA ZAF¥F—L % R—FLET,
IM 7 KL A A% — A(X Cisco Jabber == — % #5192 Jabber ID T,

YT RAL Y BTN EYR— T 510E, BEOTRTOa L F—K Y MIkOA—Y 2
Vﬁgﬂ\g’(“—g—o
« Cisco Unified Communications IM and Presence $—/% / — K& a— Lifilfl ) — K X—T g
> 10.x LA,

« Windows. Mac. I0S. ¥ X O Android /38— 3 > 10.6 LLETEITHOTRTDO 7 54
T R,

WD FTIVATIE, BEORAAL L T —%7 7 F ¥ ZfEH L TV 5 Cisco Jabber & BT 572
T,

e CiscoJabber 10.6 LI&1%, T _XTHTF v~ 7 +—25 (Windows, Mac, 10S. I L ¥ Android
(DX >V —X72 & D Android X—AD [P Eifiz 5 1e) ) LOMBNOTXTHO—HFI(C
XTHH LA A =L E LTREBEENE T,

e TL B U AP —NRETRAASLUVEFRIZIIMT FLRAEZEET HHENC, Cisco Jabber 233~
TOT 7 v F74—2 (Windows, Mac, 10S, ¥ L FAndroid (DX U — X732 £ Android
R—2Z2D P EFLEZL) ) LOT_RTOa—HFITH L TNR—T 3 0106 LIEICT v 72
L—R&EnE7,

T LB ABRETHEMAFRERIM 7 RL A AX—AFTRO EBY T,
* UserID@|[Default Domain]
* Directory URI

UserlD@[Default Domain]

UserID 7 4 —/V RIXLDAP 7 4 —/)L RIZ~ v 7 E&NFET, TN T 7LV EDIMT KL &
Z#%Aﬁ—a—o

72L& 2iE, =—V% D AnitaPerez [, 7V NS aperez T, UserID 7 ¢ —/L KM
sAMAccountName LDAP 7 4 —/L RiZ~v vy 7 ENFE T, FHINDT FL A A% — A%
aperez@example.com T3,

. Cisco Jabber 14.0 StEI A 1 K



| 2—ve=

Jabber 1D =& 34—t 2 74 2030 [

Directory URI

74 L7 bV URI X, mail 721X msRTCSIP-primaryuseraddressLDAP 7 1 —/L KiZ~ v 7
SINET, ZOF T a ik, BAEHOZ—F IDITEKIFE LWV AT — L2t LET,

72 & 21X, =— D Anita Perez IX. 75 7 R aperez T, mail 7 4 —/L K3
Anita.Perez@domain.com T, i 357 KL A A% — A7) Anita.Perez@domain.com T,

JabberID [Z2&XBH—EX T4 XA\

SIP URI

HP—E 2 F f AH N L, [userid]e[domain.com] DIERTASI Iz JabberID Z S L., 5
7 # /L TliX, Jabber ID @ domain.com B 2 H Y H L CHEMHRRELR Y —E X2 HH L E9,
TVEBURA FAL VB Y—E R T 4 AHNY FAL L LEUCTERVWERMOEAIE, RO X
LT, A VA=V —ER T 4 ZAHNY RAALUEREZDDLENTEET,

« Windows Al Cisco Jabber Tl3, servicEs poman 2~ KT A UBIEEMEH LTI AT
S

» Mac Jift Cisco Jabber, Android it Cisco Jabber. iPhone 33 & OViPad it Cisco Jabber Tid. URL
g&ﬁiﬂf{%ﬁﬁ é*b%) ServicesDomain /\05 ){ “*57 {/'fﬁﬁﬁ L/T'H‘*‘ B X :72\\/]' XjJ/{ U f‘)l /l) Ve
ERETEET,

SIP URIIZ % 2 —WIC AT S5 Ed, SIPURIICIE, BT A—/L 7 R A, IMAddress. %
721X UPN & HHT& £,

SIP URI (%, Cisco Unified Communications Manager @ [7 4 L2 kU URI (Directory URI) ]
T4V REERALTRESLET, EARERA T Y 2 TRO LB TT,

e A—J)L T KL A

» msRTCSIP-primaryuseraddress

—HE, SIPURI Z A LT, #EEEHRBE L0 EEEICERRE2NT DI ENnTEET,

LDAP .—HID

T4 L7 bV Y —Z) 5 Cisco Unified Communications Manager (22— Z [A] 3] X & 5 551X
74V7bjmmﬁﬁﬂ%nwﬁméﬂﬁfgifona%m%%ﬁ¢577wwkwﬁﬁ

ﬁt v SAMAccountName T'a—o

Cisco Jabber 14.0 StEI A A F .



B oo ama-

JxTL—

I:Ill.-\ I:IIE 3:3 J: U

1—4ERE |
F ID O E

> N S =

a AI—YID OFE

T =T b—3a T, OB TIEE S A 3 B 72, Cisco Jabber IZZF N E LD
HAE ST ﬂbfﬁﬁ%mik I2—FIDEZMEL LET,

22— ID OJFEMZ SipUri /N7 A—ZIZHELET, 7 74/ MEIX
msRTCSIP-PrimaryUserAddress Tﬁ— :L“—"j' 1D 7> 6&]”3:?'9‘_}:)7 | % 7 Xﬁ‘%éiEA
UriPrefix /X7 A —Z NOEZFHET HZ LN TEE T, Cisco Jabber /X7 A —% U 7 5 I//7\
HA ROFHN—a V2B T EE N,

ERAEFEEDIOFY 7 RLR

Cisco Jabber TG EY — NIZT7 7 AL T, EKLEOGEELZRELET, vy NU—7REIC
Web 70 % RN EENTWAEESIL, Cisco Jabber WEHEE Y —NICT 7B ATEX AT L 2R
THNLENDY 9,

KGR

Cisco Unified Communications Manager 00 LDAP 25

T4 V7 MY H—NEfEf L CRRFET S I21X. Cisco Unified Communications Manager (Z LDAP
HIL\QEE%EJX-LJ% [/ \i —a—O

=PRI TAT U NI A AT HE, TUEBY R =\ ZDO§RGE% Cisco Unified
Communications Manager (Z/L—7 ¢ 27 L£7, RIZ, Cisco Unified Communications Manager
BEOHBIMET L7 N =27 LET,

Cisco Webex Messenger O0 % 1 > ZRETF

U B A

Cisco Webex & B> — /L % ffi | L TCisco Webex Messenger sSalE 23 a% E SAVE T,

=PRI TA T MY A ‘/4' I B L FOEHRN Cisco Webex Messenger 123515 X 41,
RAERN—2 W™ FAT v MORESNET,

A EREE
SUTNHA LA VRRIY, TATF YT AT 4 TS A (1dP) LH— AR L TR
EINET,

:—$ﬁ7§47yb’%4y4yﬁé& %@%ﬁﬁMPliﬁéﬂ\7V?V7¥wﬁﬂ
b L., FEEb—72 2 Cisco Jabber IZIEES N E T,

. Cisco Jabber 14.0 StEI A 1 K



| 2—vee=
iPhone £ & U iPad ik Cisco Jabber [&] [T DEEBAER— X DEREE .

iPhone £ & U iPad ik Cisco Jabber [8] (7T DEFBAZE AR — X D EREE

Cisco Jabber 1%, 7 A4 7 v FaFHEIZ L Y 1dP Y — N TRREFINLE T, Z ORFAEEEFIC L
D, 2=HF I LTy Ve ANEPICY =N A oA v TEET, 7 T4 T 2 b Safari
TL—ATU— 7 AL CZOMRELZFIEL £,

B2

* Cisco Unified Communications Manager 11.5, IM and Presence Service 11.5, Cisco Unity
Connection 11.5 LA,

» Expressway for Mobile and Remote Access #—~\ 8.9 LAKE,
2= A Nala=hr—valr A7 TANTTF x|k L SSO BNER,

« Cisco Unified Communications Manager, IM 3 X OV L€ A #—E A Cisco Unity
Connection, IdP ¥ — & EF T3 X TOH— NGEEN CAIZ K D BA 2 FFD, i0S 7734
AN 0S OASHHIRGER % 13 2558, CiscoJabber 77V % A A b —/L¢ L {1 CA FE
HELA A=V LET,

» Cisco Unified Communications Manager C SSO DA 7 4 7 7 Z 74 (Safari IZfFE) Z5%
ELET, FEMICOWTIL, Cisco Jabberfal i) 4> 7 L I R RBIZE T DFEHES—2D
SSO n»uniE'iZ& D= /%#%HE L/T< 7" éb\

» Expressway for Mobile and Remote Access $—/3T SSO DX A 7 7 77 U (Safari (2
JB) ZRELE T, FEMIZOWTIL, https:/www.cisco.com/c/en/us/support/
unified-communications/expressway-series/products-installation-guides-list.html¢ Cisco Expressway
A VAM=AHA FEZRLTITZE,

Cisco iEHIEIE, EMM Y U 2 —3 3 U AW TI0S 731 AR TE 7,
#E2ZE—Ciscold, i0S 7731 A~DFEAFEDIEIC EMM Y U = — a Ol 2 ko L%
@—O

Android iz Cisco Jabber M FEERE N — X D EREE
Cisco Jabber | X, > 7V YA vy =R DH A A NI TAT > MEHEZEHALE
T (Webex A vk Vy— AT LI R)
=2

» Android OS 5.0 LA

VTN A T AR

e Jabber 7 7 A 7 > ME, E/3A L LT Remote Access (MRA) & 3E MRA EAE— KT
PR—FSNTHET,

« Jabber X, Android 7.0 LAFE CITEELN 2R FENE TR 2@ & % I1Z#&R R L £, Android OS
Wi, IAZ N CABAMEEHENRA VA F—LENTWDLEAELH Y £7, Android
TOEMGEELTHET I VIE, VAT AL > TSN I-FES T A2EFEL., 2 —FN)
BML-RGEREEELEEA,

Cisco Jabber 14.0 StEI A A F .


https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-installation-guides-list.html

1—4ERE |
. -k’ij_)l’nun

SERREDEA
Android T /3A A CTOFFAZEDOEBICIZTEMM YV =2—> 3 VO Z2BED LE1,

/ :’r Z )‘ _)l/l:m..\nIE

z.— X Cisco Unity Connection |{Zf77E L TV D EE36 Y £3°, Cisco Unity Connection |%, 8
HOFRFES A 7% YA — b~ LET, Cisco Unified Communications Manager & Cisco Unity Connection
DA URBREZEfEH LT\ 54554, Cisco Jabber IR U7 L7 o v L EEHT L L O ICRET
LI laBBOLET,

OAuth

Cisco Jabber 73 OAuth 7' &2 h 2 /L2 LT, —ERZXHTH2—HF DT 7 & AMEZ KRS
% & 91T, CiscoJabber Zi%ET 5 EMNMTEET, = —HD OAuth *HSEBREICY A A T
LHHE, VA LA DRV VT oo vEANTHMERDH Y /A, 72720, —R
OAuth 125t L TV R WA 1L, Jabber S UNTHSRE L a2 E 3B Y £9,

Ciscor=77A4 Rala=rb—ar~vx—v— R5SUBLHEHLTWAEAIE, SIP
OAuth ZHNZTHZ L b TEET, ZOMREEEHT 5 &, Jabber 2% SIP (2% L THGE
AU, Jabber 23 TLS #4> L C SIP —E R IZEHRE CTX H L 212720 £9, £/, Jabber (T F=
T BHGE (SRTP) R TAT 4 7T A ZETE T, SIPOAuth /I, vX= U7 ¢ THREINT- SIP
BLOATFT 4 T E2ATT DL CAPF BENARETHDLZ L2 EKR L ET,

ATFESRIE -

HERET AL OICEA L TWAESIE, QAuthHH Fh—27 o2 2N bDTXTHOa v R—*r
VRTHNTTARLERDHY £7,

* Cisco Unified Communication Manager, Cisco Unified Communication Manager Instant Messaging
and Presence, 35 & O Cisco Unity Connection D /3—37 = > 11.5(SU3) £ 721% 12.0

» Cisco Expressway for Mobile and Remote Access 73— =1 > X8.10 LA
+ SIP OAuth[A]7: Cisco Unified Communication Manager 12.5 LA, Mobile and Remote Access
version X12.5 LARE[A] 1T D Cisco Expressway,
OAuth O ERNT, AT 2 EAOFEH AR L 7,

o 0 —HVEREE BT 5855, IdP — N[ IARE T, Cisco Unified Communication Manager
Z)‘ﬁtm\ﬁﬁff’ﬂ—b Y i ‘é—o

¢SSO ZREL T, FHITHREETTIZTOAuth ZRETAZLENTEET, SSO AL T

WAHEET, @“’\“C@‘U‘“—E ATHMNIIg>TNDH T & =R LET, Ifyou have an
SSO-enabled deployment, then deploy an IdP server, and IdP server is responsible for authentication.

ROF—E A LT OAuth ZHMIT LI LN TEET,
* Cisco Unified Communications Manager

* Cisco Expressway

. Cisco Jabber 14.0 StEI A 1 K



| 2—ve=

oAuth JJ|i

* Cisco Unity Connection

T 7 40 FTiE, OAuthiZZ N6 DY — " ECTEERTY, 26 OH— NTOAuth ZHZNTT
B0, WOBIEEZFITLET,

» Cisco Unified Communications Manager & Cisco Unity Connection %—/ XD 4, [T 32—
FA4 ANF A—42KE (EnterpriseParameter configuration) ]>[E# QO ’7 'f voJO—%{#
A L7=OAuth (OAuth with refresh Login Flow) 1128 L £,

« Cisco Expressway-C D36, [RELZ=T 74 FaIa=%—< 3> (Configuration Unified
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2. TRTOT 44—V RICEEMAEAN LT, [(EAZETS—%EHT S (IgnoreCertificate
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3. RANIGELIZZ T4 T2 ME, 2—FRBIOBEHERHL T T4 T MR L CEE % B
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TiX, I LT\ % Cisco Unified Communications Manager @ U U — & |ZJii U7z [Feature and
Services] A FaZML TIZE0,

Cisco Jabber 14.0 StEI A A F .



B zsnzzss=

\}

Y—ERF4 201 |

G¥)

\)

Cisco Jabber U U —2 9.6 LAFETiX, JI&HEE cuplogin DNS SRV ZRAMEH L T, 547k
Unified Communications 33 X OV IM BEHH—E A Z M TE 9723,  cisco-uds ZRPHER
SNTZHBE T T DERPERINET,
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_cisco _uds. tcp.DOMAIN SRV service location:
priority = 0
weight = 0
port = 8443
svr hostname=192.168.0.26

FiE1: Y—EXDER

o — A R RER V- — B A CHEBE A Cisco Jabber M5 7L LT, ZOFXE R4
HZLHEWELES, Y- ROMELEIE. 7 T4 T FADNSY—ERZ (SRV) La— K%
ERH LT, EHRERY—EAEZRET DL LTI,

D347 MK BHFIARREGY—ERDREAE

WOKIX., 7I9AT > " —EXA~OEFRICHERT S 7 —2 R LTWET,

Cisco Jabber 14.0 StEI A A F .



HY—EX T4 2ARY |

B /517> rsanmaeny—Exomms®

B5:9Y—EXT4RANYOOT (4> 70—

User launches

Client determines

]_,

Client checks if network is inside
or outside the firewall, and if

the client services domain Expre v I deployed
Client sends HTTPS request to Client starts
Webex Platform to checkif = monitoring for =
the email address is a teams network changes

mode is ON

account and teams meassaging

g

Webex Platform service

Client sends cloud
HTTP request to check
for Webex service

¢

Yes / Client connects to Clsco
Webex Messenger service
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)

Client connects to available

Hsewices on corporate network

)

Client connects to corporate)

and get configuration
i

No‘
Client looks for |/ T™&s /" Client connects to available
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C:} » _cisco-uds through ';{:} > network through Expressway
No Expressway No \
Y
Client looks for
_cuplogin through
Expressway
3
Tyves
¥ \1 Py
Prompt user to manually No
enter connection details

HERFRER Y — R ERINT D720, 7 T4 7 v MIROMIEEFEFTLET,

1
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Cisco Unified Communications Manager (Z#5#5¢ L £ 77,

+ collab-edge : 7 74 7 » M, Expressway for Mobile and Remote Access #%H TP
Xy NT—=ZZHfe LC, —EvRZHMHL LI & LET,

*SRVLa—RRL: 7747 MI, 2—FiZty b T v TV A A v OFFEMETFET
AT HEHICERLET,

9347 v bDRERY—E XD
RORIE, 7 T4 T v MBI — & AT A2 R LCOET,

. Cisco Jabber 14.0 StEI A 1 K



| #—EXF4 =B

55472 ronss—Ez~0kE [

K6:9547 2 bOREY—EX~DIES

Client has
v discovared Cisco \ Client signs in with Clsoo
Client hare DNS resuits Webex Platiorm F -k Webex Platorm service
SBrVice Ma
\ Manual setup

Mo
Client has ' |
discovered —a———No——» %:2:;12 —+No > C:;Entmhgai: —t
Cisca Webex | = | —our |
Yes s 'l"is Yes
cosrlli-zztlsto A |
= — | /4—— prompls user Manual sety
sl | for credentials ( B :‘
| |
Chant mf;,::;:mt
authenticates No cache exists—— Client signs in with
) to server BE gns in with an
with server ON-premises presence server
Client reads
cache for server
connection [—CU
- Fai
Ir Client gets
s value for presence
uoi}ess server type
Client Client gets Client caches Nat sat
locates home ——® service profile —— service profile
UDS cluster configuration configuration
Webeax

Client signs in with the Cism ‘
Webex Messenger service

Client signs inwith Cisco Unified
Communications Manager for

phone mode deployments

W — B R T DO BRI, A—k v T4 —FEWREL, 2—HW &A1 1L,
A ATREZ2 I — B RITHHE T 5 Z & T

PA A VHEENS, 2—=PFIIRONTNNOY —E R TRIESNET,
» Cisco Webex Platform —EA—27 7 RE7id3 A 7 U v FERH,
* Cisco Webex Messenger — ' Z: 7 707 RE/2iINA 7V v NER

* Cisco Unified Communications ManagerfEiit— R TOZF 7 L I ADERF,

7747y MIgHETA V- R IZERLET, ZHUIBBICK o TRERY £,

1L 253AT7 2 "M a—HFDF—LAvE—IF— RBEMESNTWAES, 7947k
IR O & FELT L E,

1. Cisco Webex Platform —E 2 WNFIEDT T A <) VY —ATHD LIRTET 5,
2. HEIAYIZCiscoWebex 77 v N 7 F— AV —E RITEFEINLE T,
3. a—PZI LTy LDASERT,

2. 74T ML, CAS URL #iZ&A3Cisco Webex L—HZRL TWAZ &2+ 5E. &
DR Z=FEITLET,

Cisco Jabber 14.0 StEI A A F .



Y—ERF4 201 |
B /57> rommy—cx~ois

1. Cisco Webex Messenger ' —E A ZFHIAED T T A~ U YV —R LHET D,
2. HEIIT Cisco Webex Messenger ¥— B A (Z8E5E T 5,

3. 2—WIZIZ LTy DA ERT,

4. 7747V MEEE Y —EARELTIET 5,

3. _cisco-uds SRVl a— ]\f&*ﬁﬂj L/fl%/ﬁ\\ 74T ]\fj:{k@@ﬁffgﬂéﬁi LET,

Cisco Unified Communications Manager COFEFED T h1—WIZ 7 LT o v ¥ )LD AT & A2
D

1 a2—HOR—L 7 TRALERET D,

R—=AL T TAZDIEIZL 2T, 7747 MIBEBWIZZ2—F DT RRA AV A N
Hu#5 L. Cisco Unified Communications Manager (28835 Z L X TE £,

#3# P Cisco Unified Communications Manager 7 7 A ¥ 3B HEBEE TlX., 7 7 A X Kk
TP —E R (ILS) NMETT, ILSEEHTLZL T, 7747y MIz—HFDR—
LT T AZOBRENFREIZR D £97,

| o

BEE LS OREHIEICHOWTIL, %47 5/,3— 3 > [Cisco Unified Communications Manager
Features and Services Guide] ZZ&MR L T 230,

2. =R TFa7rANVERSET D,
=R a7 r AL, 7 I7AT v MO LA—v T4 r—2L, 7T7A4T
BXOUCH—E 2DOHRELHERL T,
7747 MEI, [FVEA a7 7 AL (IMand Presence Profile) ] o [$f 4% A 7
(Producttype) 17 4 —/V ROMENS, A—k T 4 r—FEROXLHIITRELET,

* Cisco Unified Communications Manager—Cisco Unified Presence F 7z [ Cisco Unified
Communications Manager IM and Presence Service?2X 4 —1t 7 4 7 —Z Th %,

» Webex (IM#5 L (fPresence)—Cisco Webex Messenger M —E A A —& T ¢ Fr—
% T %, authenticator.

. Cisco Jabber 14.0 StEI A 1 K



| 9—EXF4zAH1Y

Expressway for Mobile and Remote Access 7" L7=9 54 7 > b Dk .

A\

GE) ZoOVU—ATIE, 27747 ME, SRVLa—FKorzxl—|Z
Mz, HTTP 7 = U —% (7L £ 7, HTTP 7 =V —i%, 7 74
7 [ 73 Cisco Webex Messenger % — B2 DFRGELZ 21T 5700 & 5 )
ERETEDEITLET,

HTTP 7 =V —OfER, 770 RR—ZADEATIX, 7747
k& Cisco Webex Messenger —E A |25kt L£4, BRE2A T

(Product type) 7 ¢ —/L ROfE% [Webex] ICERELTH, 7 7
AT IR CASN Y 7T v 7% L TH TIZ Webex #—E X
R LTV HEEIE, FENRIRITH D A,

ety FENTWVWARWVW-Y—ER T 77 A NULIIMBIORT LB A —E XDk

TE % 8 72 E 1L, Cisco Unified Communications Manager 234 —% > 7 1 77—
X TT,

3. -kl —HiZV A A4 LET,
TI3AT v MY A A Lz, BEE— RN2HETEET,

Expressway for Mobile and Remote Access 4t L1=0 54 7 > b Dk

F—L =) collab-edge SRV L a— RZR LTEHGE. 7 74 7 M Expressway for
Mobile and Remote Access #&H THHER— S~ & il A £ 7,

W DK, Expressway for Mobile and Remote Access # /M L Cxr v MU —J ki Lz L &2, 7
AT FBHEY — BRI DA R L TVET,

Cisco Jabber 14.0 StEI A A F .



HY—EX T4 2ARY |

B ciscounssrvLa—k

7: Expressway for Mobile and Remote Access =t L=V 54 7 > b Dk
Yes ians In with Ci
(ctent as DN resuts ) L&D
No
l ( Manual setup )

Client discoverad
Cisco Webex
Platform service

- Noj
;:g;‘?:; __‘/"‘\‘NO__ Client has __/“\I N?_ Client hi_a.s -_/"*-\
Cisco WebEx i, _cisco-uds | TN\ / _cuplogin L
Yes LYes Yes|

Client reads cache

Client signs in with an
on-premises presence server

for server profile
configuration through Expressway
Cup
Client ‘!\ Client gets value
authenticates L NO MyYes » for gerasence Not set
with server Cache \\._A/I server lype
/3r — Phone Mode - Cli
Fail one - Client
g ) ’( Manual Setup ) signs in with on-premises
Success telephony server
r through Expressway
Client Client gets Client caches
locates home [— service profile service profile
UDS cluster configuration configuration |  WebEx
¥

Client signs in with Cisco e
WebEx Messenger service

Fo—2I P —s3)3 collab-edge SRV L a— R&ik3 &, 7 747 > M Cisco Expressway-E
P —ROLGFTERSG L ET, ZD% T, Cisco Expressway-E ¥ — S8 NER R — L H— Tk
L7 OFERE T FAT v MTREEL ET,

(GE)  Cisco Expressway-C —/NFZNHEL SRV L = — RZ 455 L, Cisco Expressway-E $—/MZZ D L

a— Nzt LEd,

747 ML, WEISRV La— FEEG L7tk (WT cisco-udsSRVELGNE TV
%) . Cisco Unified Communications Manager/)> 5 —E X 77 7w AV Z TG LET, ZDHE,

=R Fu Ty A ME2—FDR—L 7T AL IO TTA <Y V=R BIUOREL
7 TAT v ML ET,

CiscoUDSSRV L aO— K

Cisco Unified Communications Manager /X\—3 = > 9 LIBRO BB CTIX, 7 74 7> MZ
_cisco-uds SRV La— R&MH L TH—E R EFRELX HEIRICHEH TE £,

WONX, 7 74T M cisco-uds SRV L a— R&EMHEHAT A Z R L TWET,

. Cisco Jabber 14.0 StEI A 1 K



| #—EXF4 =B

ciscounssrv La—r [l

K 8:UDSSRVL1—FDBy (> JA—

Cisco Unified
Communications Manager

I
3 4
Domain HTTPS _
Name S service
Server 5 prciflle User sign in
/
1

Client

380427

1. 7747 ME SRV La— RO RAL Y F—=h P =REHOEGDEET,
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T RLVAZRBELET, 207 FLARZT7 == F—"—HICBL L £7,

4. SOAPCONNECTED REEMN S, 7 T4 7> ME XMPPCONNECT P IRFEICEEHET 5 2 &1
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RHEZ A E T,

« 7747 > ) XMPPCONNECT P % 721% XMPPCONNECT S IKFEICEAT T 20 o
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SRST /X— 3 > 12.8 DI AR — h & E 7,
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L a— R I N GE . Jabber X DNSSRV 7 VU  gc % ge. tcp.GCDomainllik

EL. GCH =T FLRAZRG L £,

» Windows LIS D7'F ~ h 7 4 — A TlL, Jabber (X DNS SRV 7 £V gc. tcp.GCDomainZ 16
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Jabber 75 GC H—N"ZRHTE2WEEAEIL, RKOXHICLTLDAP RAAL U EBRELET,

1. FIHATREZ2 ¥4 . Jabber |2 LDAP N A A > & L CUSERDNSDOMAIN BREEZ5 846 L £
j—o

2. USEDNSDOMAINNFIH T & 72\ 54, jabber [XLdapUserDomain% jabber-config.xml
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Jabber ALDAP R A A LV #EETH L., DI HITDNSSRV 7 = U #5{5 LT LDAP #—~
T RUVAEZERELET,

« Windows Tl%. Jabber IZ. SiteName 7% Windows DsGetsiteName API Z 47 L CRIH ATHED &
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TEET,

2. jabber-config.xml 7 7 A /L@ LdapSupportedMechanisms /X7 A — X ZFXET 5 &,
supportedSasIMechanisms JEED U 2 M % FEEZ TE E7,
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BDIUseJabberCredentials - -

BDIConnectionUsername ConnectionUsername ConnectionUsername
BDIConnectionPassword ConnectionPassword ConnectionPassword
BDIEnableTLS UseSSL UseSSL
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BDIUseANR UseANR UseANR
BDIBaseFilter BaseFilter BaseFilter
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- - LdapSupportedMechanisms
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BDILastname Lastname Lastname
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