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ERH L2 T 7E &V, Expressway-E CTIP 7 KLV JIZAZT v 7 NAT 2T
L6 1%, Expressway-C EONAT B[ELU RNT7 7 4 v 7 DIP T KU ADREREITO/RNT
& ZHERe L E 9, Expressway-E & Expressway-C il O3 NAT 7 KL A (3R — F &
A,

Expressway-C D k7 73— /Ly — % Expressway-E #—/3—D7 RURAEZIEETH KT
NP =D [EF7T7 KFLRA (Peer address) | 7 « —/L K% L T Expressway-E % fi§
LET,

e T 2T I)VNIC DEBDEGA, WA v X —7 A4 ZADIP 7 R L A3 % FQDN
ZfEH LT Expressway-E 7 RLUAZRETE LT, BFIFAAL L R— LT AT A
(DNS) #fEf+2 L, BEZSUT, T U v T RAAL R —ALT AT L (DNS)
THRIHATERIC > TV A D LRI CFQDN A TE £3, DB NA A VR — LT AT
2 (DNS) ZfEH L7220 54A1X, 5o FQDN 2T 20BN H D 7,

« AU NAT 2 AT 2 H—O NIC 056 (ZOREBIZIFHER ) [ "7V vy 27 1PT
KL 2292 FQDN % i ] L T Expressway-E 7 KV AZRETHILE R H VD £
T, ZAUE, INERT 7 A T U+ — /L3 Expressway-C 7> 5 Expressway-E D445 FQDN
DT T4y 7 HHATOIMNERDD ZEBEKRLET, ZORFHINAT U 7 L
JvaryEMHEINTEY, —EOT7 747 U4 =L TR = F SR TWRVWEGER
bV ET,

FEHEZ DWW TIE,  [Expressway JEAG%E (Expressway-E 73 & % Expressway-C) E AT A R] @
MEEZRTRy MU — 27 R (ka2 LT IEE0,
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1R 0D ] IR

MRA E44 & S URTREH |

Cisco Unified Communications Manager ®7 7 /L i O [ET A3 —ILDT®RKEY I I VE Y
FL— bk (Maximum Session Bit Ratefor Video Calls) ] ®7 7 /L MEIL, 384 kbps T,
Expressway-C @ [T 7 4 JL b 23— )LiiElE (Default call bandwidth) 1 D7 7 4L M S, 384
kbps T3, ZALHDOREIL. MRA Bt 7 /A A THEIND BT B 2T 5120%, K
TELGENRDHY T,

AZJ7A4A RS2z H5—S 3 0EHR

HE/IN— 3

>

WDFIL, MRAD S EIFREETHR— N INDB720DD CiscoUC R DF/NY U — R &R

LTCWET,

REBBN—T3 0

8E MRA H#7R— | LA —FR |SSOI=& % |OAuth (E [SSO0IcLD | Tyl
N iE (LDAP) |LAL—F |#FidHVY) OAuth EEFT | A
ik
Expressway |X8.1.1 X8.1.1 X8.5.1 X 8.10.1 X 8.10.1 X 8.10.1
Unified CM |10.0 - SAML 11.5(1) SU3 |10.5(2) 11.5(1) SU3
SSO :
10.5(1)
IM and 10.0 - SAML 11.5(1) SU3 |10.5(2) 11.5(1) SU3
Presence SSO :
Service (4 10.5(1)
Za )
Cisco Unity [10.0 - 7T ALE |- - ML
Connection Ao SSO :
(7= 11.5(1)
) ”\
Al
@ SSO :
OpenAM:
8.6(2) SAML
SSO: 10.0(1)
Unified CM 0D Z {4

ENANVBLIRY E— N7 7 AT DORD Cisco Unified Communications Manager 1 5% 24512

PEWET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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unified cM 0=t [

Unified CM D E A g7 MRA Z 44

P77 KLY YUY Unified CM 1Z, IPv4 7 RLAETIIT 2T IVAE v 7 HAHEhIC
(IPv4 B L OVIPV6) . MRARRHI D IPV6 7 7 A T v b2 R— T 5L IR ETEF
9, X142 U U —RALIfE, Expressway iX MRA #REHD IPv6 7 7 A4 7> h ¥ R—FLE
@—O

\}

GE)  MRARHEDIPV6 7 747 > haYHR—hT DI, akai
ONIMP DR EICKT L TT 2T vy N U —7 /T
T, TaTIFy hU— 7i\mﬁbﬁmﬂ7%vx&mw7
RLRDOM ;TR T 5 Z L2 ER L EH A,

¢ CiscOAXL Web H—ER — ZOH—E R I T Y vy ) — R TCEFTTAHALERLD £
‘ﬂ—o

« EH O Unified CM 7 5 X4 — #$k® Unified CM 7 7 A4 b 55H451%, h—LT 5 R
5!7'4 RAAN) ERELET, Expressway -C A MRA . —H—% 1 Lb‘UnlﬁedCM 77 A

ZiZHFETE L L), =y Fa—P =2 [Ty Fa—H—#a (End User
Configuration) ] T[R—LU FTX% (HomeCIuster) ] 74— FREDHTHNTWND
MERH Y ET, ROWTNOORERGTIEEZERLET,

AT a1 IS *xy hU—2 — UE— | UnifiedCM 7 T AX DT T A XL >
T TP —EA (ILS) v hI—2&EFRELET, ILSIE, 7T AFXT 4 ANY
ZHBSET L, %7 7AXD [P 5 REFDFRTK (Cluster View) | IZ7—F &= AL,
731&%&?x5ﬁi/%7 JIZHRE LET, ILSIX, TXT? UnifiedCM 7 7

WCEELAYNT T2 BRT 52 L TEETR, ZOKREIZ MRA TIIXE
%DiﬁAomsi\%_kﬁ@@77x&%x/bv J DGR EIND T
o —FC9,

AT a2 FEEHG — MoV E— 7 T AX~OHH A LT, 4 Unified CM
7T AK & FEERE L E T, CiscoUnified CM Administration T, [EE4#ERE (Advanced
Features) ]>[2 5 RAZ MK (Cluster View) [DIEIEINL £4, ZDA4 T3
T, XAXYNT T BRTE RO THEENLETT,

*MRA 79 XK 1) &— — MRA #&H T OAuth FZFEZ{# 95 Cisco Jabber 77 7 A 7 >
BH DAL, Jabber 21—V —D 22— —T 0 7 7 A L TENRS NALBLIRN)E— T E
xmﬁTéMTwézk%%%Lf<ﬁémowmwcmml—ﬁ—jn774»%mm

WCROBREDGIET D AR LET,

[EBNRAILBELUVYE—FT7Y R (Mobileand Remote Access) | F = v 7 R v 7 A
EA AT HUERHY ET (T 74V FREFF TR THET)

* [Jabber TR kv F9 54 F 2 biR1) &— (Jabber Desktop Client Policy) & [Jabber
ENAILYSA4 T bR — (Jabber Mobile Client Policy) | 7 « —/v Ri%. &R
(23 B0 72 Jabber — B A ZFF AT D KO ICRET D MENRH Y £T (77 4V MRE
M & FLEVR, BESLUVETAI—IL (IM & Presence, Voice and Video
calls) 1 C9)
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MRA E44 & S URTREH |
. IM and Presence Service D& {4

« 7w a R —MRA R H Ti0S F 721 Android 7 7 A 7 > b IZ Cisco Jabber % 7 1% Webex
Z R L T\ 5 AL, Unified Communications Manager C~° v 3 = f#fi% & Cisco Cloud
Onboarding Z #A T 2 LENXH Y £, MKOFEMIZHOWTIZ, 7y v 2 M8 AT A

N ZZRLTIEEN,

« OAuth— Expressway T OAuth Z i ] L T\ % 3551%, Cisco Unified Communications Manager
T OAuth HHjw 7oA > 2T D ME ) b W £9°. T4, Cisco Unified CM o B
C OAuth with Refresh Login Flow £ %/35 A —4 % [H%) (Enabled) | ICRETHZ & T
FATTEET,

s MRA =2 —H =B L7 F 4 7> MZ SAML SSO % BT 5354 1%, Expressway CHEALT
5 HIZ Cisco Unified Communications Manager CHEEX T 2 LB N H W £,

*MRA Z/N LIZEF A a— LA, 57 4 /L MED 384 kbps TIX EF AT 43 TRV
W, [V—2 3 U8R (Region Configuration) ]| N0 [ETAI—LDRREYI I VEY
kL— k (Maximum Session Bit Rate for Video Calls) | ®RE & H#k+2 Z L2880 L
£7

» Unified Communications Manager & Expressway 735722 R A A \Zd 53551, Cisco Unified
Communications Manager H—/3X—7 R L Z{ZIP 7 KL A £ 721X FQDN Z{# 7 25 M
HoET,

c P—ERAHEAD L EVE — KEDENAANVEBEIONY E— 77 EATOHEHEX, 3T
DiEFGEDME U Expressway-C (7 7 A 4) 736 Unified CM (25515 L7z & %|Z, Unified CM
TH—EAHEAEO L EWELZ M) T—F 2580360 £9, LEIZS T T, SIP Station
TCP Port Throttle Threshold % — B Z2/87 X —Z D L~ % TS0KB/RMNZ L5 Z & &%
BMOLET, ZONRTA=FIZT7EAT DT, [VRTL (System) |>[H—E RIS
*—% (ServiceParameters) | A == — DJAIZEI L, [CiscoCallManager] #— b % 4 i3
RLET,

GEREOEMHFICONWTIR, REHEOEME 25 °—) | 2R LTIEEN,

ICE A F 4 7/ AZBILDEBMEH

ICE A5 4 78 Akcifb 2 BB 25415, BMOEHNHY £9, FEMIc-o Wik, [1ICE
AT 4 TRADEEACOFHFESRME (78 X—) | B LTI EE,

IM and Presence Service D&

MRABHTIM 7 74 7> b & BT 5121, IM and Presence Service [ZIR DR E B3 1
ij‘o

» Cisco AXL Web 4 — E X%, IM and Presence Service 7 —Z X— A X7 Y w3y J— KT
FITEINTWHXLENHD £7°,

o M U KA A WNIZHEELD IM and Presence Service 7 7 A X NdH AL EIL. 7 T A XY
FAAMETV T ERETDHHLENDY T,
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| MRAZ# & & URTREHS
segeanezEmyTsciem— — [

e IM and Presence IX. IPv4 7 RV AEZIT 2T VAX v 7 /LT (IPvd B LI
IPv6) . MRABREHDIPV6 7 7 A 7> b R— T2 LIICHETEET, X142U U—
AL, Expressway |Z MRAREHD IPv6 7 5 A 7> h&H AR —F LET,

\}

GE) MRARHDIPV6 7 74 7 baHYAR— T 5121E. CUCM B &
OIMP BEOREICKH L CT 27 VR y hU—7 2Fhc L%
T, TaT Xy hT—271%, T LHIPvET RL AL IPVv6 7
RLRDOM T CHERNT 5 Z L2 ER L EH A,

GERAEOEMICONTIE, REREOEME 25 ~—) | 2ZRLTIZEN,

BCERAMAZEZHEAT 5 CUCM H—/\—

7 7 4/ TiE, CUCM P —A_—ZHCEBAGEHENHB L CWET, ZRHREREINL T
L85, TLSHELE X a7 T/N\A RBROW S ZFRRFICHERT L2 L3 T EtA, Ebh
ORRE DM L THEHCE E3, 72720, GEHEIZECEA TH S, A B4 O Tomeat
B L OH B4 O CallManager RERAE % Expressway C DG CE 2 CA VA MZT7T v 7 u— R
THILERSDZ L EEW L E9, ExpresswayCld, rEFAEZRIET 272OIZEHEY A b2k
Bt b, BT HULEFFOLOBAOD S LEIELET, 20k, G A O BT
2% % tomcat ¥ 7213 callmanager DWW T, T ORERENEMEL 7. TOHIX, FIELR
MolehrD X IR L £,

BRRE CA (XTV v I FEHITTTA =) TCUCMFHEIZEBL L, £D CA T %1E
FELUET,

sEEAZE D EH

ORI T, EAMABLIRIE—FT 27X (MRA) OROIFAEELEIZOWTH
Eﬂ L/ij—o

« UC H—"—DFEPIE AW

* MRA % B9 5 Expressway $—/N—DFERAEZE 4 ERk (CSR)

* MRA EAYEIZ AT 72 mTLS 7 74 7 > hFEBEOF #
1 LU Expressway Y— 3—GE#E 4 7 v 7' — RJ 51, Expressway —/N—FEH] &2 E
4T 5, FRITRAE T = — 0 TERINDITXITO CABAMN EIRAFELY v Fr— L%

7, Expressway D [EHHTE 5 A M 7ICIL, WICERR CA BAM EFHET = — 2 BNLET
j‘o

| o

AT ARBEIR o7 CAREHELHIBRL £,
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SEAERBDEH
ENANBIRY =T 7B RITIE CABALMSTEAELZHEMN 52 L2800 LET,

WDOEIL, 77V 5= arNDNENALMNVBLIRN) 2= T 7B RIEHT 25FAEL ., Zh
5OT TV r—a ryOEAEOT v — REFEZRLTHNET,

ZDOFRIT, MRA PMEHT 5T N TOIERAEFIZ CA BAMNEFERAFELMEM L TWDH 2 L iz

ELTWET,

MRA E44 & S URTREH |

®6:GEAZOXMEN (CAZRTEAHE)

ucr771)45—
ay

MRA [Z%f L T
 (P=YOENT::
EZRTID

RIEM

Unified CM

CallManager,

Tomcat

£ Unified CM 7 7 A ¥ (%, Expressway-C iltB]E 2555 5 &
ENRHVET, 7 ITAXT LI, ROZLEEHERLTLLEE
AN

BB E— FAEEIE S Expressway-C it # (3, Unified
CM @ CallManager {E38 A ~ 7 & Tomcat {§8 A 712 A
VA RN—ITLHRMENRD D ET,

s EE— FOEXEIBZEE —Expressway-C #5449 % /L— b
CA FEPAEIT. Unified CM @ CallManager S8 A ~7 &
Tomcat S A FTIZA VA =T DMERH Y £,
ZL T, kEiEELET,

* Tomcat H— 1" &
« CallManager % — "%

«HA 72 %% —1t 2 (Tomcat T TLS ZfEH L Tw»
L6

IM and
Presence
Service

cup-xmpp

Tomcat

4% IM and Presence Service 77 7 A % (%, Expressway-C L] &%
BETAILENRLY ET, 7 I7RAXT LT, RO Z L& =R
LTLEENY,

Expressway-C iEFAEICEA T 50— b CAFGEBEL, IM and
Presence Service A 7 @ cup-xmpp-trust & Tomcat-trust (&
A VA=AV TLHMENRH Y T,

Unity
Connection

Tomcat

Unified CM UC #— B A3 E (FQDN #4%) DA A N4/P T
R AN TUnity / — REERT DICOIMEHEND /3T A—
2%, 7= MBS (SAN) & LT Unity Tomeat FiERA
ERNIFEET HLERNH Y £7,
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anzozk ]

ucr77Yr—

vayv

MRA [Zxf L T
h o DELEA
EZRTID

RILEH

Expressway-C

Expressway-C
AEHE (CA%E
4)

Expressway-C |&, 45 Unified CM 35 X OY IM and Presence Service
7T AR K o> TR INTZAEAFEZEEHT 20E R H Y £

9, & 5T, Expressway-C | Expressway-E fEFH &4 (5463 5
VERH Y E£3, WOBEHR LTI ZINY,

* Expressway-C D CTX % CA U A FZiX, Unified CM
WZEBATLHV— b CAREFF L, ¥ _XTHOUC 7 T 24
@ IM and Presence Service ;EFAEZ G D D MLE R H D F
‘g—o

* Expressway-C D TZ % CA Y A MZIE, Expressway-E
SEHEICEAL T D CAIEHEF = — (L— b & PEE
HE) 2502 0FERH D T,

MBS U C. Expressway-C OfSHETEX 5 CA U X hZ
TV RARA U NEAEEZEZDLUNENRH Y £7,

FEUCM BN FEEF27E-FTEELTLTE.,
Expressway-C sEBAEICER T H-OIZHERT 5T X TD
Jb— b L O RERERRRER (CA) FEIE ., £ 72135%4a
72585 E)R) (CA) F = — % Cisco Unified Communications
Manager (UCM) @ tomcat-trust 33 &2 U8 CallManager-trust
UANMIEMTHZ 2R L TIEIN,

HH : Expressway D 7 7 o v 7 == H—E L
P—3— (UCM) DERT HT-NCREHELEEFE L E

T, INHOERIL, 8443 LSO KR — K (] : R—k

6971, 6972 ..) TIITEINTNDHH—ERZHTDHHD
T9, THAUTEY, UCMDI X 27— RFTH, il
A RERIZE A RRGE S AL E T,

Expressway-E

Expressway-E
AEE (CA%
)

Expressway-E | % Expressway-C aEFHEZGHHT 2 ML E R H D £
To WOREMRLTITESV,

* Expressway-E DfFfHTX 5 CA U A MZiE, Expressway-C
AEAFICEA T D CAGEHET = — > (b— B LU
AEAE) NEENTWVAXLERL D F7,

o WABEIZJS UC, Expressway-E OfEfHCE 5 CA U A MZ
TV RARA U MNEAEEZEZDLUNENRH Y 7,

BT TV = a Nl TTICA VA= LENTWVWEDT, RILCAZMEHLTIRTOT
Uor—a rOfEAFICEAT D L. REREEHA MR I E T, 7272 L. Expressway-E |l
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MRA Z# 8 & UaTiREH |

IATY w7 CAEERL, W7 7Y r—va Q3 CA AL T, SERHFNa R b
ZHIRTDEERH Y £,

P R—FEEOMRERT, X142 DY ) —2DF 7 4/ F T, Cisco Unified Communications
Manager (CallManager, Tomcat) . E/3A /LI LN E— k7 7 & A2 H? IMand Presence Service

(cup-xmpp, Tomcat) |ZH CLEAGEAZEZMEHT 255 1%, Expressway-C DIEfHTE 5 CAE
AfFERANTICT vy TEr—RLET,

Expressway-C D/3—37 5 53 X142 U U — 2 LV FTOYEE, B C%E4 Unified CM B8 XV IM
and Presence Service FEF# % Expressway-C DfEfHTEX 5 CABAEA N TIZT v 7 — K9
LLETH D A,

X142 DY V= A TiE, P —"—fEEORFEZ BT D L b TEET, 2D,
Unified CM, IM and Presence Service DL #E % Expressway-C D{EfHTEX 5 CA BAFFE A b
TIZT vy 7 u— NT083H 0 T, ZHEHRA 7Y 2 i3dH 0 £HA,

\)

6=

Expressway-C & Expressway-E [l UC k7 /3N—H )L — 2 D4 Mo Expressway 7 7V 77—
varyMERT S — FCAREBHELR A VA h—/L T 5720 TIEA+5 T, Lo Expressway
TV r—va MERT S CAREHE T = —> Ob— M EHRGEERE) 244 A F—1T 2%

VENDHY £,

Expressway H—/A\—DIIEAEZE R EREH
Expressway OFE#EZE A E K (CSR) Y — /L Tld, Expressway CHAHR—hSIhb2=77A1 K
Il a=f—va UHREICHE LTEBET 5 7 Ve 7 MUBRS (SAN) 120V THERA R &
., MAAENFET,

WDFEIT, EAALNVB LYY £— 7 7 & 2 HD Expressway-C 1 & OF Expressway-E FIEH & %
AR DBROFEAFEL B REMZ R L TWET,

RIENMILELVY E— T Y EREHEZ Tz Expressway Y —/\—DIIAZEELEREH

LEAEERE
RDHRR

Expressway-C D& {4

Expressway-E DE 4

Y77
R4

Subject Alternative Names D
Expressway-E U A MZlZ, LT ZE D
HLERH Y T,

« MRA = RARA > B2
EEMEX 2T TR T AN

* Expressway 7 7 A Z % (7 T AKX
1t E 4172 Expressway D)

« IMandPresence 7 v b /— =
AVTA(Z=TVL—T vy K7
N—7"F ¥ v D)

Subject Alternative Names D
Expressway-E U A MIIXLLF 2 & Teal
EndHv £7,

* Unified CM &&k K A A >~
eXMPP 7 =F L — g RA AV

e IMand Presence 7% v b/ — K=
AVTA(TZ=TL—T v 7
N—"7"F ¥ v hDOH)

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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anzozk ]

LEAEERE
RDRGR

Expressway-C DZE 4

Expressway-E DE ¢4

7747 b

292
RIEMR.

ZERAEIZIX, Client Authentication JE7E
FHEEDDHIVERDY £, ZOWER
KEREN 72N E | VAT AZEEES

ZEBAEIZIX, Client Authentication $45RE
FHEEDDHVENRH Y £9, ZOYEE
KEREMN 72N E | VAT AZEEES

Ty Zu—RTEEEA,

() BERIZEBLTDHCANRY T
A 7 v D RREILBRISRE
BRAN LWL ST 5T
CEMERL TSI,

Ty Zu—RTEEEA,

GX) FORIZEATHCANY T
A 7 D RRREILBRISRE
BRAN LWL ST H T
CEMERLTLSE I,

A\

6=

\)

75 D Expressway (ZRER B A BER A AR T DT, vy M/ — R VT RZKLTR
AR =LV AT L (DNS) 74—~y FEHTLZ LR LET,

GE)

Expressway-C (%, —3#¢ IM and Presence Service $—/3—Z ki35 & |
TFrv—h/ =R VT RZABNICED E T,

AEIEZE A 20K (CSR)

SFBAEE R ERD AR & Expressway ~DIIBAZEN7 v 7O— K

ROFNEATIE,

FEFAEE A ER DA T 1L & Expressway (bl EEZ T v 7a— K5 Hik%

AL E7,

1

3.

N

[*>TF 2R (Maintenance) |>[tF2 )T« (Security) |>[¥—/3— (Server) [DJIE
WCEIR L, RERAEBAERZ AL L, Expressway (Y — X —iE#ELZ T v 7o — KL%
R

[A2TF 2R (Maintenance) ]1>[t ¥ ') T« (Security) 1>[{E8TZE % CA (Trusted
CA) ] DIEIZIEIN L, Expressway |[ZI55 S V2 REWEES (CA) FElEZT7 v 7u—RL
£7

Expressway & FACE) L C, # LVMEHEH S FERIMERE (CA) B3N LET,

GE)

Cisco Expressway #iEB & 1] O RIERA EFE 40 SR AR OFEAE B4 2R Y — VO 7 ik LY
Expressway ~DFEHED T v 7'a— K « X a— RFEIZOWTIX,  [Expressway ik 27 A
K] ~_— 0 TCisco Expressway fiFEHEAERR R L OMAR OB AT A K] 22 LT 7Z &0,
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MRA Z# 8 & UaTiREH |

MRA B AZEFICHEIT-mTLS ¥ 54 7 > FMEAEDERE

MRA 7 AT "WNI AT FNEAERZERTIGAE. 7947 2 MEAEIZELAT D
CAFEHEZ mTLS CAEHEHY X MIEML TS EE W,

)

G¥)

Expressway (%, 7 XTO MRA I mTLS #fEH L £, 777 4 _X—Ya v a— R 4w
R—F 4 I REN2 D E . mTLS 1T T D MRA #6125 L CTANC 20 £4, Zhic
0, AR —FT 4 VAT NG U T labber 7 7 A 7 2 s OEWENRZE D S AJREMER H 0 £
7,

Apple > B2 —% —T Jabber ZfEH L TWD5HE. RNy 77 v 7RFRSN, v —ULDfE
FHA TN OHIEAEZRIRT 2 L0 IR LN ET, GEHENRIRIN TV ARWEETYH,
mTLS I Jabber MRA &2 7' A L & MEE L L2, MRA 1 7 A I5| & HEREL £9, TP
Ea 2N mTLS 08 & LET,

mTLS @ [CAGEHZE (CA certificate) ]~— 1%, [{EHHTE 5 CAGEIE (Trusted CA certificate) ]
=y ([A2TF 2R (Maintenance) |>[tF )T« (Security) |>[{EETE % CA A
£ (Trusted CA certificate) 1) 67 7 BATEET,

ZOR—UNEH & D DL, Cisco Unified Communications 8 TEASRA VB LR E— T
7 A (MRA) HIZ Expressway Zffifl L CTWT, 777 4 _—3 3 > a— N K58 AR
23 MRA (2% L THIIZ SN TN DA DHRTT,

WOFNETIX, mTLS FEBE % Expressway (27 v 7 10— K425 HiEICOWTHA L ET,

1

[A2TF 2R (Maintenance) |>[tFa ') T« (Security) ]>[CAZEBAE (CA Certificate) ]
DNETEIR L E T,

BlEX 27 DFICh2 [ERRTEACAIAETT VT4 R—2ava— FEEA%ER
(Activation Code onboarding trusted CA certificate) ] 2 U »~ 2~ L. mTLS 8¢/ D CA
REAEEZT v 7 u— R LET,

CAGEEZT v 7 r— L7756, [InTLSICCASEBRZE %19 % (Append CA certificate
for mTLS) |27 Vv 7 LET,
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rorgsvrozs i

IVRKRA FDEH

MRA [CE#BEDHDV /4T 2 b

K8:MRAIZHBHEDHBI 5L TV bR—Sa Y

Jabber MRA #7R— | LA L —5 |SS0IC&%D |OAuth (7 |SSO(Zk% |APNS
k iF (LDAP) |LHL—E |HY) OAuth = %7
HIs
Windows fiff Cisco | 9.7 - 10.6 11.9 11.9 AL
Jabber
iPhone %3 - 0% iPad | 9.6.1 - 10.6 11.9 11.9 11.9
Jiit Cisco Jabber
Android fik Cisco 9.6 - 10.6 11.9 11.9 ML
Jabber
(Chromebook % &
Tp)
Mac Jiit Cisco Jabber |9.6 - 10.6 11.9 11.9 B

Jabber 7 7 A 7 v ME, H— N —FEHE ORGE THERE L TV % Expressway-E D7 A 7 7 4
T A EBRELE T, AT O ITIE, BB TE S CA U A kT Expressway-E O W — /N —GEH]E
DELIEM S NTRBRE R S BT,

Jabber [X, L ROFRVL—T 4 VIV AT LOGEHEA =X LEMHEH L E T,
 Windows : FEHE~R—T ¥
*MACOSX: ¥F—F=z—T7&X
<10S : B A b T
* Android : T X 2 U T 4 &IE
MRA O Jabber 7 7 A 7 > MERFFANCOWTIL, BT 227 T4 7 > b [RE LT A
K 25 LT IEE0,
« Windows Jilt Cisco Jabber
« iPhone #5 &2 1% iPad i)t Cisco Jabber
* Android i)t Cisco Jabber

« Mac i) Cisco Jabber (X8.2 LIS M BE)
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http://www.cisco.com/c/en/us/support/unified-communications/jabber-android/tsd-products-support-series-home.html
http://www.cisco.com/en/US/products/ps11764/tsd_products_support_series_home.html

B veacEmtonzTy ks

CiscoWebex 7 547 > k

MRA E44 & S URTREH |

Expressway |X, AHMEDH L Y 7 b =T /38— 3 &2 AT L TV % MRA $%#5t Webex 7 7 A

7 hTOWEEE AR — P L TVET,
* Cisco Webex for Windows
* Cisco Webex for Mac
* Cisco Webex for iPhone and iPad

* Cisco Webex for Android

MRA [CE#MEDHLHT Y FiRA > b

RKI:MRAICE#HRMODHEHTY KRS+

IVFRRAV B MRA +HR— k
Cisco IP Phone 7800 > J — X 11.0(1)

Cisco Wireless IP Phone 8821, 8821-EX, Cisco Unified IP Conference | 11.0(1)

Phone 8831 LA4}+ @ Cisco IP Phone 8800 > J — &

Cisco IP Conference Phone 7832 12.1(1)

Cisco IP Conference Phone 8832 12.1(1)
Android ~X— 2 ® Cisco DX650, DX70, 35 & U DX80 7 /31 2 | 10.2.4(99)

PLF @ Cisco Webex Desk & J — X = RKikA > k
* Cisco Webex DX80
* Cisco Webex Desk Pro

N R T R R R
HT_THOCEYY—A

LLF @ Cisco Webex Board &V — X = KA1 b
* Cisco Webex Board 55
* Cisco Webex Board 70
* Cisco Webex Board 85s

N R =2 TRV R— T
ATXTHOCEYY—RA
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EX. MX, SX2U—XT U kR4~ (TCY T b7 %ET)

EX. MX, SXSU—XIV KRSk TEVTkyz72Em |

IVRRADF

MRA HR— k

LLF @ Cisco Webex Room U — X = R7RA > |k
* Cisco Webex Room 55
* Cisco Webex Room 70 G2
* Cisco Webex Room 55 Dual
* Cisco Webex Room 70 Dual G2
* Cisco Webex Room Panorama
* Cisco Webex Room 70 Panorama
* Cisco Webex Room 70D Panorama 7 v 77 L— R
* Cisco Webex Room Kit
* Cisco Webex Room Kit Pro
* Cisco Webex Room Kit Plus
* Cisco Webex Room Kit Mini
* Cisco Webex Codec Plus

N= R =T 3 R— h
HFT_XTHOCEY J—XA

Cisco TelePresence = RKARA >k : SX U —X EX> U —X, |TCT7.1
MX =X a7y ) —X CvI—X
Cisco TelePresence 33 T8 Webex =2 R o b . CE8.2

« DX70

+ DX80

« MX700

« MX800

s MX800 7 = 7 /b
*+ SX10

* SX20

+ SX80

« MX200 G2

« MX300 G2

SNTWVDZ EaERLET,
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[ Android x~— 2> DX650. DX80. DX70 734 R &K — k EHTL 5 IP Phone 7800 3 & U\ 8800 T 7 /LI RIE 35 [EHIE

INHEDOT A ATIE, — " —FEBEDRGE T L TV 5 Expressway-E D7 A 7 7 4
TAEMERTHALERNLY £, ZHEITOICIE, B TX 5 CA U A kT Expressway-E O
P N—FEHEDOBL I SN RIR D LETT,

TNA AN, | — R T m A X — (Verlslgn'?DThawteiik) WZxHRT 57 7 44 RO
CAVARIBHEBLTHET, BET D CARZTENTWARWESIT, BT 20ENHY
T (FEIZSOWTIE, =2 RERA > NEEETA K] %3%L’C< 20

FAEFRREIEETT, TNOHDOT A AT, 7747 bEAEZRETILNEIH Y £H
loo FHETLS ZRET %6, CAPFRERAMM LT 747 v FatEE T nE Y a =07
THZEIETEERA, ROV, T RCGEHEZFEEH LET, 7747 > MiEHE
I% Expressway-E CIEFH I N AFGERIC L > TEA SNDMERH D £7°,

Android X— X () DX650. DX80. DX70 7/34 R &HR— k&t TL 3 IP Phone 7800 & &
1U'8800 ETILICREHT AEEEIE

INHOTNA A% L TMRA #H T Cisco Unified Communications Manager (Z§% 9~ 5 55
I, WORTEFE L TLES W, DX®2 FRA > bOgE, 2 b OB EEIHIE Android ~—
ADTFINA ANCOBEH S, CE Y7 bW =7 %34T LT\ 5 DXT70 %7213 DX80 7 /31 A
WITEA S s A,

«{S%8') X b : Cisco IP Phone 7800 +* Y — X 33 X T} Cisco IP Phone 8800 */ J — X 7 /XA A (D
N—FCABHEHIV A NEERTHZ LT TEEH A, Expressway-E O ¥ — S —GEH] )Y
THRAABMMEET D CAD I DIZE S TEAINTVDLZ L, BIUZED CA N
Expressway-C 35 J TN Expressway-E ([C X > TEEHIN TS Z EE2fHR LTI EE 0,

A TITVY BALVIL: ZHDT /A A & Unified CM O#] T KPML # 1 Y /L ASBERET 5
FiEE MRARRHTAZ 7y 7 XA YL EFATTED L HIZT H729IT Cisco Unified
Communications Manager 10.5(2)SU2 LARERSMETH H Z & 2 BHR LET, Z OKRMFRERE
BLEET 212X, A7y 7 XA YV LET,

HR— kTN TL S MRA 8

BEDIITAT v PBLORT Y RBRA VM LTMRA 24 L THHR— s INDHEREIZON
TiZ, BERTO FFa A FE2BRLTLLFEEN,

IVRKRAU b+ SR

Cisco Jabber [Cisco Jabber [ gt 74 K (BEVONR—=Tg2) O T E—
KNP 7vR] BO [HR—FENTWALF—ER] Z2BBLTLIEE
AN

Cisco IP Phone 7800 <~ | [Cisco Unified Communications Manager [1]i} Cisco |P Phone 7800

J—= U= T RI=AMb—var A K] o [EHEHEOMAEE L 3% E

#= O [Expressway # /T L CENRA NLBI RN E— 7 7 A THAT
s OMRE] ZZRLTIZEW,
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smgEEssvmest—+ i

IVRRAU b+ SRk
Cisco IP Conference ['Cisco Unified Communications Manager 7115 Cisco | P Conference Phone
Phone 7832

18R7T KI=Abb—=Yary A ] o MEFEEOKRE L #&E) =
@ [Expressway # I L CENANB IRV E— T 7 A THHATX
LFEREOMKEE] 22 LTIEEN,

Cisco IP Phone 8800 * | [Cisco Unified Communications Manager 7] Cisco |P Phone 8800
J—= U= T RI=Abb—var 4 R o [EEFEEOBRE LT )
#FED [Expressway # /L CENA VB LINY £— 77 B ATHHT
& L EAEREOMRE] 2L T ZE N,

Cisco IP Conference ['Cisco Unified Communications Manager [71(F Cisco | P Conference Phone
Phone 8832 88327 NI=2 hL—vay #A K] o [BIEBOBIELRE) &
@ [Expressway # /" L CENANLBI RN E— T 7 ATHHTE
LEmMEOMEE] 22 RLTIZau,

HIREFEEE & UHEEY R— b

MRA %, SEIFREHC TV A, BLOSEIFERITIAT U e KR A > MM
SNAEHEIC, SEIEMEEZTAR—FLET, ZOETIE, RONFICOWTHBHALE
7,

c ITAT L RET U RRA VR THR— F ST RV E R
« F#E O MRA RPLTEME L2V, AR — b STV 7220 Expressway & HE

UC #ae 7 R— B K UHIREIR

ZDET T arTiE, MRA BT A ATITEMELZ2WVWZ EB Do TS, W DONDE
BRITAT U FBLO FRA Vv MERERZ D A M LET,

\}

GE)  FEHIZOWTIEL, ZV RRA U MNEFRIZIZIAT U MCET S RE2 A FE2SBRLTLES
W, ROU A MITARTEHHLTWEDITTIEHY THA,

) —RMNELDHEHD IM and Presence ¥ 5 X 2 —Cisco Expressway-C CT#2(? IM and
Presence Service 7 7 A X AR L, —EB 1S LRIOY 7 R =7 TEITEN TN 5
A MRA =2 RARA 2 P TIS (CHEREEAEHN TS RWEENH 0 £, L,

FuryRebvr77ue—F%&#H LT, Cisco Expressway-C Wi WHFDY 7 h o =T /83—
Tarny AL ERRT LGEVRHLNHTT,

cTATIL XY LIT—D A3 —T 4 AW B Expressway-E—7 =7 )L v hU—7
AU B —T =2 A A&EHT % Expressway-E & A7 A Tld, XCP £t (IM and Presence
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B vonevr—rsrunnmEsE

ServiceXMPP k7 7 ot v 7 ) IXFHIZHERA v #—7 = A4 A THEH S E T, Expressway-E
WA v 2 =T 2 A ARBIO Ry T =7 T A NMZHY, VAT LEBEORIEH
S Expressway-C k7 73— )L > — 73 Expressway-E SN A > 7 — 7 = A ZIZHEE L T
Wo5E. XCPHERUCEENRETDHAENH Y £7,

« E911 A% 5 Cisco Jabber—E911NotificationURL #RE 28§ L C. Cisco Jabber 7 7 A 7
k% MRA ([ZRBT 2561, BAAOHN HTML X— 2% E LE T, MRA I, Web
R=UHDOAZ VT NV I X T2V R— ML TWERA,

« CiscoJabber T4 LY kY 749 X—MRA I%. Cisco User Data Services (UDS) ZfEf L
C. CiscoJabber 74 L7 U T 7 A%HP KR —FLZET, MRA L. Jabber DMDF ¢ L
JR) T IEARAYy REYR—FLTWERA,

« Unified Contact Center Express#get7R— k—MRA [, — B Cisco Unified Contact Center
Express f§AEZ ViR — F LEH A, #EMIZOWTIL,  [Unified Contact Center Express]
Fa A PEZRLTIEIN,

cIVKRKRA b T —ILA—/N—EYE :

«CUCM / — K3 F 7 v LA, MRA BRH THEE I 78XX/88XX v U — XD
I, BT 2T 407 —REOBEEMELET, LIES T2 L EFEIER
wEINET,

OAuth h—7 »Z{ffiH L T MRA Tk THEk S 4172 Jabber I &, Cisco Unified
Communications Manager / — R23Z 7 L, [y a URNAEMHIRGINATT) &
IA BV NRRIND EBEMERINDY A H Y £97, Cisco Jabber) % {5 [
LCHEEYA A LET, JabberiZH A A0 THE, —EREF|&HEEHAT
xFET,

Cisco Jabber 7 7 A 7 > MZ. IM and Presence Service 33 &2 O MRA % /" L 7= SIP %§5%
7z =)A= =% R — R LET, FEMITOVTIL, CiscoJabber H SIP %k 7 = —
WA —=N—=ZBR LT EEN, 2L, R AA AR —F —F P —E 2
(UDS) 72 & DX A 7D MRA (BIHT 5 ITRMEST = — /A —/3—) [ TH R —
FLTWERA, 7747 2 MIFE—DO UDS —_"—DOLZfHH L £,

Expressway-C ¥ 7213 Expressway-E / — NICFEENAE LGS, BEENBELL
Expressway / — K& L7277 7 4 77 MRA 22— /L b RL £3°, Z OEER,
Jabber 7 T AT v b EGLT NTOT A, AZA FITHH S ET,

3

MRA %41 L7z Unified CM 7 = — /LA — 3— D4 Cisco IP Phone Id, Expressway-E
DEBIZH DT AL ZADYP—N—=T N —F DT A v 2 TIERL, 2 ODHHH—
NWN=TN—T%KLET, L7 > T, Expressway-C 3L CUCM / — R H ¥
> L. IPPhone [ZH RN — "= —T R0 GE BiIRBLET,
7z, 7T AKX EI L E2, Cl & C2, CUCM B 7, X UCUCM pub % Fro@%
%%i’(&iﬁ”o 1P %Egjéfi\ getedgeconfigeresponse GZ%O‘W T2 O@%%E’J‘*j“—/\_
IN—T 2L ET,

El > Cl > CUCM sub

E2 > C2 > CUCM pub
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uc e ti— rasusREE [

BEN C2B L CUCM ¥ 7 221k Lo G, AR — =T V=T R70ee
BEIT R L £9, EFEHIL. Expressway- E 0) ERICHDT NA ADT VA Y=
P R— T N—T N ER L ER A,

«QAuth BHFAY A & FEA L= MRABEHDF v v h—O0Auth EHHGE (H Otk h—72
V) ZFEH L7= MRA #H$ K UM and Presence Service 7' L ¥ > AU EME 7 Vv — 7 %
L7 MRARBHOF v v A vE—U—EZARNIERGA . Cisco Jabber 12.5 LIRS 2
FTY, 12.5 LLRIOD Jabber TiX, 2O F VA Ta—H—iF, /4 TEEHA,

s MRA ZHDBEEHZFE—IROFHIBERNE ENE T,

* MRA |%. Cisco Jabber 7 7 1 7 > k & Webex Unified CM &7 7V r— a3 VO
HERh—r 2P R—FLET, £/, Jabber ERXA LT NRAL ZADCTIE=Z Y L FIT
I%. Unified CM 12.5(1)SU1 IENRMETHDH Z LIZHIEE LTS &0,

*MRABHODOYA LY FEZRY VT IROEBEREIL, E#EDOH 5 MRA #iT 2 R
RA Y P THR—MINET, 72720, BEASNIZUCREBEHRMEDOH D /N— 3 T
%ﬁéﬂfk D, A L hE=HY > 7HEREN Cisco Unified Communications Manager C
RERL S TE Y, SIPPath~ v % —7)3 Expressway CH ML I T D Z EREMHTT ( ISIP
INANSy =D (95 ~—2) | T .

e ALY FNE=XY V1T X261 UETHR— IS THET,

e U4 ANR—a—=F T LT 4 ANR=TF R A L ME, X12.62 BT R— K&
ﬂfb\iﬁ—o

'=1|5'c“1’1,t iX F 4 R JLb—Expressway (%, SO T 4T 4 1Zfb-TiX 7 v b =L

%ﬂ:bit{“/u ZTORR, XiFz=y RY—=» RCTHB{LT 50, = FKY—x= K

FLBRWRLERD Y £, XBHESALENTWDHE, =2 FARA v b Eaimd—
/*F&iﬁ%%ﬂi%@fi?é%%ﬁ% nET,

\}

() iX % MRA THESH 21013, W b= b7 7 2L T
i —/3—% Unified CM [ZHERL L, =2 R > [/Jabber 73
WD IXKED Y T h T 2T R—=T g VTCEITENTWD M
ERERTHZMLERH Y T,

* MRA BHOMOZBIE/ TAF #EE (CAPF) —MRA TV £— b= RARA > N HOGEHE

Tubela=r %Y AR— ML TWERA, BRI, R 7 7 X U8RE (CAPF) 73
EFENET, CAPEF ZFEHT2I23, A FLIA (74T 7 4+—/LN) T, CAPF %
Frae PR AT T LET, BROIMEAERIEZTETT0I2E, = FRA VM aA
VTV RAILRERTRERH Y £,

BBt ENi=- TFTP—MRA %, CAPF BEkN T TIZA L 7T LI A TR T LTWBIEA.
MRA #H D TFTP #5577 A V&2 PR — F LT,
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MRA Z4 5 & Uit |
B vonevr—rsrunnmEsE

ety 3 UEHHSEE SIPUPDATE A Y v K (RFC3311) ICEfFTHKRDE v > 3 VT
HéREIZ. MRA % 7 = — /LA —_— L FET,

eI RY =T ROEF 2T A=A DI, MRATZY REAS L bOEF2 U7 ¢
TA AL ERRTDHEIICERLET,

*MRATZY RARAV bOARTEZITETEEZRTHDOREZFIDEZEETLH LI
gk LET

« P2P 7 7 A JLEE3%¥—IM and Presence Service & Jabber Z 4 234, MRAIZE 7RO
Ty ANEGEETR—FLET A,

s MRABH®MD VY R—L K7 7 A JLERI%:—IM and Presence Service 10.5. 2005 (fil[R S 7= /3 —
Var) BEWabber 10.6 LAD 7 Z A4 7 v S &4 5854, MRA X, MRAFRH D~
F—Y K7 7 A )VREE YR — b LEJ, MRA IX. IM and Presence Service @ | fR /N —
Ya TMFT 23R —F LTWERTA,

« Webex M essenger Service & & Uf CiscoJabber 7 7 1 JLERE — MRA |%. Webex Messenger
Service & Cisco Jabber ZfEH L7277 7 A Mgk &R — N LET,

cEE YT AHBEDHR— F—MRA I, By a iy RETZ7E2EHENOEE Y T ¢ 1
BEZYR—FLEEA,

« NV R )L—TFHR— h—Unified CM /S—2 5 > 11.5(1)SUS £721%. BETAZEEDH
HENLEON—T g U EERAT D546, MRAIZ, N b A—7 (N oAy b
ENVNY R NEEGT) BV AR—FLET,

s THTHR—BILT YU AXA—MRA L. Cisco Unified Communications V7 7 7 7R — X L
AP R—FLEHA,

CEHEETa—L (KEM) 1. ESEOHIEEEFE— b LET,
A

GE)  HEREZJEBI4 5121, SIP /XA~y ¥ —% Expressway CA ML
L, 7RZ~yZ— (VU —=2R1151)SU4 LI ZHESE) 23 R— b
9% UnifiedCM YV 7 b7 = 73— 3 U RLETT,

*MRA VT IHYA 24 —MRA X, SAML 7H—3 a3 VELHO P GEHELY 1 >0
BV R—FLFET, BFLATIE, IdP BLAEHEZEHE YR — T2 LIETEEEA,

* MRA # ' L I=B i 9Bl — Expressway 75 / — R CHEM (B&EE) BRE-oTWD EREL
Te%a. AMOBSEMNFATENE T, BT, m— RSN/ "R Z20 LTI
7m= RARA M, /hora— RE7=/32 %41 L T Cisco Unified Communications
Manager (ZV # A4 L7 bENET, 207k AL, 77 AL EERTRAMNSBENS £
TheE £9, ZOAMOHERIZ. FrLun =Yg v Dlabber 7 54 7 b TOHY R—
FENET, ZOBENT R —FINTWENN—T a3 U E2MERT 5121E,  [Jabber A
Rl #2LTL7ZE0,

*MRA O A4 Y HA 7 x—I/LA—/"—% MRA-HTTP IZHi3E
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HYR— b TN TV LY Expressway #EES & UHIFREE .

X142 U Y —ALIFE, Expressway MRA & 7 A >|% Unified CM OFEEIZXR L THEITT A H
D \ij—o

* Expressway /37 7 A ¥ 2—H—F 72T authorize proxy V 7 = A k % 1%{59 % Unified
CM / — RHEHE L T WG4 Expressway (X[RI L7 7 AXNORIO T X L) —
NEFITLET,

* Expressway (X, BEAIODARIEZ: Unified CM/UDS %% ¥ v v 2/ HLIRIRLEH A, £O
72, Expressway ld, ' —EZXHTHLEEXHNLHD, THETICEENEELL
J—REEFRITLEE A,

* Expressway (%, clusterUser D—¥CT&H D get edge config VAR AD—H#E LT,
BEEN O AR IE7 UDS & & F A,

o #iI%. Expressway TH& T3 27 —DhZzxff & LTWET, ZiuX., Expressway
NTBaXTTHY, =2 RARA 2 Nabber PHTTP Y 7 = A hDORFEILTHDL 7 a—
(ESSE 71 MG

« Webex Unified CM Calling 47R— ~ BBLRE#H ~—0 >

Webex 7 7'V (Unified CM Registered) 1, G —ERAZHMERT 57201260 H Z &2
TATHEIICca—F—kpFET, BFEEZX, b7 7 FNoOAMAERETE
FT, TIANVIDEAILTIE60 BT,

Z—HF—X, Webex 77V ~Dur A Xy 8L TEET, L, AvE—TV
7. 2. BIOWNEa— /W38 &7 78 ATEES, a— AN EUNCEIEESN T
WRRWGS, 22— TEE— AR S, REEEABELET, 612, N
(Call on Webex) =—/LIIMEBET A%, PSTN I —/LiZk+ 5 &) 2 —P—x 7 22
Uz ZANRELT D AREtER H O £,

=P —DEFT I AR T A& A EEE B0, Webex 77V r—a U HEH h—
JUOBHBEHARELET, ZOMEEIT. 20234 11 AL, UnifiedCM 15 & & HITfE
FC& £9, Expressway X153 N Webex 77V 6.8 1 Z OffEL AR — b LTV ET,

COMREDO FIA 12X, = Fa—HPF—N Webex 77U Ta—Lax k& Rnz b, BX
RPSTN =t — /LS L7235 A 2 DT Webex Ta— /LA R TX A5 2 R o E T,

HR— kS TULVE LY Expressway #EEH & UHIREIE

« BRFSTIE. 7 7 AZEBBNOD 1 S0 Expressway / — RICFEENFEAE L, 15O H

TH v U =7 BNk biniz54 (UnifiedCM OFESE £ 72 13BEERH 558251 |
WEBOHDL ) —RENTDHTXCOT 7T 4 7 a— VZEENREELE T, a—/LERO
JTAL ETICESINER A, BugID CSCtr39974 # &M L T 72Xy, T MRA [#
HOMBETIERL, X TOa—Lv¥ A 7I#EHAINET,

*MRA 7 7 A4 7 I & Expressway-E Rl D — K/ X—F ¢t Ry hU—7 m— R RF
PAR—FLTWERA,
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MRA E44 & S URTREH |
. HR— kT TV LY Expressway HE8EH & UHIIREE

« MRA % H1 CHEfGE S 417= CiscoJabber = KR A o b DA A X AIDIAI K 7L, FEFITHE
A7 HTML 2 > 7 > (JavaScript £72134 4 3 » 27 HTML 72 L) 2%} L T O HBERE
L\iﬁ—o

* Expressway 23 E/NA LB LY £— h7 Z7ERX (MRA) I &7=354 . Jabber Guest
IR CT&E £ 8 A,

* MRA @ Expressway-C & Microsoft 77— k¥ = A % —E R TE £ A, Microsoft 7 —
k= A H—E RIZ1THH O Expressway-C 73 45T,

cCEY7 FUxzT%FITLTWAHT L RKIRA 2 D MRA Tlid, AT F 2 AF— RigH
R—=FrENTWERA, AVTF A ET—REFHTT D L, Expressway (FZLH DT
VRIRA B DMRA 2—vE Ry 7 LET,

« TV RARA v NEBFEEE (SNMP, SSH/HTTP 77 £ A) IV AR —hIHTHEHA,

*MRAZNLIE-EHDTLEUR FAAL >—Z OFEREIX. IM and Presence Service 10.0(x) LA
W% 2 fifi 2 72 Expressway X12.6.3 O ¥R — SN ET, BHMEOH L7 74T ME 1
OUED RAA EE, VT RAL DD RAA L DA—Y—2FfFOA T TFTA LT
7 F ¥ BB T& £4, Unified Communications D5 7 # /L F DJEBTlX, FAA % 75
DFICTsZxzb#dLET,

Expressway /" L7 XMPP/F v v FBIORT LB A7 =25 L—v 3 VOfA, XMPP
7T L—3 g VP H— Expressway 7 7 A X DI THR— h I TWD &) BEFFE M
DHPGIERE S NET,

X12.6.3 £V fi® Expressway U U — A Tid, HED T LB A NAAL O HR— NI
Ea— i ETHY, WOHIRAH D Z LIZTEELTIEIN,

* X8.5 LAHITIL, 4 Expressway BFIZ 1 DO LB LU A RAAL v DHEFHR—FLT
WE L7z, (/=72 L. IMandPresence Service 10.0 AR TITEEDO T LB A KA A
N R—FENET, )

*+ X8.5 Tl&. Expressway-C CHEEBOERZIER T ETN, ZOHED 1 BHBHZY
12D RAA ATHIRSILVET,

¢ X851 TlE, 1 DOREMBIZEHDO T LB L A RAL L EEHDAIENTXEST, 7277
L. ZOREBIX, 7L Ea—REOHRTHIELET, £72. 50 RAA L EZREFL
NI EERBED LET,

o KEIBL VM B — "—TORERMIZ. Unified CM ~® 7 1 % 2 EEA 2500 IZHIBE STV E
ﬁqo

« Expressway X, 2 ¥ 7 b ¥ — 2 —V x> hEZIIMRA Z8&H L TERET D510
Z2—H— Tk LT, —#BD Cisco Unified Contact Center Express #4fE % " — F LEH A,
Expressway ~~7 %, CTI-QBE 7'& h=/L% K T /83— L7272, Jabber for Mac 38 X O}
Jabber for Windows X, MRA fRH DT A7 7 Vil 22t T A,

=1L, Zhodlabber 77U r—= 9 U E2IEIMO CTL T 7V 7 —3 5 73, Unified
CM CTIManager |21 C & 2356 (E4EHH6 £ 7213 VPN £ H TOHHE) . MRA#EH T
BENTWBEZFAT Y NOF AT 7 5 ARt TE £,
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| MRAZ# & & UETREH

Cisco Jabber SKD D #534K— [

¢ ICE/RA A L—a—)LDFE KA R EF—N—FFT7 RLANEFICFR T — FTX
RWNGA. =2 RARA 2 METURN Y — =D U L—7 KL ZAZFH LT, ffk Sz
AT 4T WAL TEXET, 7272 L, Expressway 7% TURN H— — L L CEH I,
F#) NAT 73 Expressway-E CiXE SN TWAEAE, AT 471XV L—7 FLRAEHEH LT
g Z LT TEEEA (CDETSCSCviB5709 &) . ZDHAE. 774/ FD kT /38—
FNNARAT 4T ORI ANA=RMHEHEINET, 2V, AT 1 7% Expressway-C &
Expressway-E Z Jfil L %7,

* Expressway-E (%, ICE /XA A/)L—2—/)LD TCP FH® TURN J L—% %R — K LTV E
NS

¢ X 1255 M5, AXT 4 v 7 NATBERED VR — NI 7 T AZENTZV AT AITHRES
NEFTAF L RTRUVVATLAOVFR— MIXI1253 TEAINE LK), 7272 L., TURN
PN LTRESNTVDET L, MET TV w7 A F =T 2 ADT T AN
N7 RUAZBHLCEEZERETHILENDH Y £,

« S A L% kURI H7R— b —Expressway-E23 2 DO RR5FETLIP T L AZ K Lz
B, ORI, 77 A ERTIIEEL ¥ A, B, E/3A LD Jabber F 7213
Webex 7 7 A4 7 2 NI, ENANVONETTOFDOIP 7T RLUALIZRAQZDIPT RLAR
BB TCoNGERERFETONET, ZUIROZENRRTIE ZDGE013H 0 F
7

CcENA N B —IVTHIZIP T RLABRER I N

e —YNR, HEHEONRTY I IPT RLVAEHEHLTNAT HICRESNTZ7 74T
T+ — I OEFZIINDGE

« 45| VPN KRk

Cisco Jabber SKD O &3 H7R— ~

T RKRA Y

WDOHR— K ST Cisco Jabber SDK FfEIT MRA #&H TEH T& £,
s AU AT b
« A B A DGR
« T/ E T AR ORE B L O
s REEE, R 2— b/ 2 — MERR, RS

ZEIZ OV T, [Cisco Jabber SDK DA X — N7 w7 H A ] 2B LTLFEW,

NY Z547 2 k&ED MRAOAuth k—7%2 2L

FE#ED MRA E— R (ICE 72 L) TiX. UnifiedCM TRESNTWASMRAT 7 A R I —
REIZEE 7 < | Cisco Jabber D —H X, IROEEHIZ, 2—F =L RRAU—RE{FEHAT 3
D kDTN A A EER L GRIET A 2 ENRTEET,
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MRA E44 & S URTREH |
B ssvoyr—+

e Jabber = —H N (HH h—27 PR —bhIZe) 119 KVFTION—T a2 &2F4TLT
B, =7 URBAESFRELTFT 2 LI BERESNTHDHEE,
ICE /S A A )L— F— R, ICEMRA =—/L NABRTY RV —x > RTHE/L STV BN
eV £7 ( [Expressway MRA AT A K] @ [Expressway-C & Unified CM D[] D > 7'
U T RADNEH) 2R LTEEN) , = FY—xr RO TIT@E ., miz
RARA > MAFIZ Unified CM ZIRAE— RICT 2 0E R H Y £3°, 7272 L Jabber 7 74 7 >
MZoOWTIE, {BAE— R TIE720) Unified CM 7 7 2 % C SIP OAuth ZiEH+ 25 2 itk »
T, = RV —x v RO SO B2l 2 N TEET,

)

GE)

Unified CM MRS E— R TZRWIEAIE SIP OAuth BN T HMERH Y £33, EHED®
X7 TaTrANEERLTRETE 58545 1X, Jabber (ZI1X SIP OAuth [IMEH VY 1A,

FEMIIZ DWW T, TExpressway MRA Deployment Guide (Expressway MRA A4 K) | @
MRA 7 7 £ ZHlfHOFKE] 2 > a2, BELO [Deploying OAuth with Cisco Collaboration

Solution Release 12.0 (Cisco Collaboration Solution U J — & 12.0 T® OAuth ®JERH) ] AT A k
R=R—=% LT 7ZEW,

[o]
HSM O 7HR— bk
BHAED T L Ea2— AT =X AL THRMES N T BEEED 1 DIz, IROBIMDKRA > bk
73, Expressway @ HSM AR — MZ#EH I ET,

ATV arF—THMEEN TV LMMOKRE L FRRIC (Riot 7 v arzsl) | A~v—
b 74 AZMHT 5 Expressway & & HIZHSM 235 Z LIXTEEHA,
« [SafeNetLuna] v b7 —2 7 /34 A%, Expressway DL —H A ¥ —7 = 4 AZHKR

SNFETN, ZOT /A ATBLUE Expressway (2 &K > T—HH R — kI Tz
SafeNet Luna D% E Z AL L 72N T 72 S0,
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MRA &k

* MRA #OBEE (43 <—7)
*MRARTEHX A7 71— (43 _—)
o X o TIE O (71 =)

MRA fER DI E

ORI, BEEMEOH LT RIRA V MZEAASAABIWNY £— b7 7 B A 28T 5 AR
W ZTE T T2 HEEZAT 2R A7 BNEENTHET, ZROOFIEF, B—7 T &
AT TAL, BN AL v, BXOEENAAL O F U FEHTEET,

T
MRAEZEZ RV 70—
WDE A EFT L, EAAABEOY = N7 7 B AOMAREL T LET,

1R BHHIIZ
« MRA Z 1T 2 R1I2, MRA D EZ MR L T &0,

« MRA ZJET 57 DICMLERIFAEN S AT AMIH L L 2R LT W, M
DNWTIE, FEAEOEM: (25 2—) ZBRLTLLEE N,

k=111

FIE
ARV RFEREFTIVaY E]:g]

ATwT1 |Expressway —/3—7 KL ZDFHE (45 2—) |Expressway-C 3L ONE Hh—_"—TL |2, V2T A
DIRA M, FAAL %, BEUNTP Y —AZ &
ELET,

ATwFT2 |SIPOAE (45 =) Expressway-E & Expressway-C D] 57 C SIP 23 F %)
IZR-oTWAHZ L AR LET,
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MRA #5 |

ARV FFEREETIVa Yy

S

ATvT3 | HEMRAREORERR (46 ~2—) HELE, Expressway-C CHENZ ALRFEZ HELIC L
Expressway-E THZIZ L E T,
ATV T8 | ENANABLIRNE— T 78224075 (46| Unified Communications &— K &€ /31 L LY
A=) FT— TV EBRIZHEELET,
ATFY TS | RAAL OB (47 =) Expressway-C C, WHIUC RAA &, v ¥ R A
ART VB ARAAL IR EDOMOBIE KX A >
ZBML£7,
ATvT6 |NEUC 7 7 A% DB % Expressway-C 7 7 A X6, NEEUC 7 7 A X
« Unified CM 2 5 % & D il OBREAFRLET
« IM and Presence Service 7 & A % OB/
» Cisco Unity Connection 27 7 A % DB/
2TFwT1 |MRA 7 7 & XHE O (52 2—) OAuth ZZFF° SAML SSO R E7%2 €. MRA 7 7 & &
HEOREZHER L E T,
ATYT8 |UCT 7V /r— a3 TOAuth 2T 2 (62 |HELE, AT ANRHHR— L TWEHEEIL. OAuth
“\Q‘_“\/) munﬁ%*%ﬁ Liﬁ‘
ATvT9 |SAML SSO DFHE (64 ~<—) 47 a3, SAML SSO ##% & LT, 4Nl Jabber
7747 hEa—Y—® UnifiedCM 7127 7 A
NEITHBET AT T 4T 4 BT LET,
ATYTN0 | BX=2T b T A= = DRk (69 ~2—27) | Expressway-C & Expressway-E ORI 5k S 7=

UC FIR—P L) — o B ELET,

RDBERY

HAK)Z2MRA® Y T v 7H2ET LEED

«ICE AT 4 7 /8 A D il
TAF S a L HRE T,

73 WAN 35 X OF Expressway H—/3— % /3 A /X235 L 9

T ET

- B&RE
LTS ZE N,

« MRA T34 ZADE AU (11523—2) — T AT LZHER LT-14.
U E— h MRA 7 /3 ZADE AWK AT D72 D44

vara— RN,

ﬂ—o

CROBEEZZRLTIZS0,

(73 ~24—3) —ICE 1. MRA I—/LD AT 4 7 /S A % Heiidt
ICEIZL Y, MRA (LG SNz FARA » ME, AT 47T

W2, AT 4 7T EMAEICEEELET

LiENmERE (89 X—) —MRAMSREL AT L a VOEERIZHOWTIL, ZOELS

FRL AT I F 4~
B IEARE LE
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Expressway 4 —/3\—7 KL ADEEE .

Expressway ¥ —/\—7 KL ADHTE

ZOFNEZAEH LT, Cisco Expressway-C 33 X U Expressway-E $—/S— D Z #1142 FQDN &
NTP H——ZREL £,

)

() oV RAALUDEEDDIEHATYH, 120 Expressway — 3%, 1 DDEA M E KA A
CAERFFCEET,

AT v F1 Cisco Expressway-C T, +—/—7 FLAEREZHZEL T,
a) [YATL (System) |>[FAA U Rr—LIRATL (DNS) (DNS) [DNEIZER L £,
b) TV —nR—=Z, VATLRALRE FALVZEED Y TET,
c) RFAA U ZBHT DB Expressway 737 U35 Ik K5 BD FAA U R—LT AT 5 (DNS) #—
NR—=IZIPT RLAZANLET, TNHDT 4 —/L FIZIZFQDN TiZ72< . IPT7 RLAZEHAT 54
R ET,

GE) DEIRAAL =5 AT 2 (DNS) ZEBAT 555513, Expressway-C [ZWNHEI— N —%
8 L. Expressway-ElL, /N7 U v 7 RAAL R —LT AT A (DNS) H—"—%FELET,

AT w T2 [NTP#&EDHK (Configure NTP Settings) ] :
a) [YRTL (Sysem) |>[BZl (Time) | A ==2—DJIEIEIR L, [ZETEX HNIP Y ——%F L E£1,
b) NTPFBaE X% A4 5 5k

o M) — REREMEH STV ER A

s Symmetric ¥ ——Z DA Vv REFEHTHEEIT, F—ID, "y aAXA Yy FREX W Pass 7 L—X
EIRETHLENDHY £7,

cWEXF——BHEER SN WET -2 LT,

AT T3 Expressway-C 7 7 AXZHHEV—"—IZZOFIEEFEVIKLET,
AT 74 Expressway-C Za%E L7256, Expressway-E 7 7 A X NOE S —NZxt L CZORIEEBEY KL 7,

SIP DFEM1E

Expressway-C 33 . U8 Expressway-E 27 7 A % T SIP # 2 LE T,

)

GE)  SIPBXIUH323 v haiid, X892 LIEDNR—=Ta D LWA VA M=V T, T 7 4V
N CHENZ 72> TWET,
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AT F1 Expressway-C 774 ~ U 7 ¢, [#m (Configuration) ]>[Z8 k3L (Protocols) |>[SIP]DJEIZEIR
L\i‘a_(]

ATv 72 [SIPE—F (SIPmode) | Z4 i LET,
ATv T3 [fRAF (Save) 127 Vw7 LET,
AT v T4 Expressway-E 77 A~V BT CZOFIEEEV KL ET,

BEIRAREDER

Expressway-C T H 82 ARi# 2 M40Z L, Expressway-E TH—E A2 AT 5 2 L 2BEID
L/i j‘o

N

(GE)  Expressway-C 28 X8.9 LIBETH L < A v A h— A EN725E. BERAREY — X137 7+
JV kT Expressway-C & Expressway-E Ol CETINET (ZhaxF=v 7 LET) .

AT F1 Expressway-C T, HEMZAR#EL DL ET,
a) [YATL (System) 1> [EE (Administration) (DNAIZER L £,
b) [BEENREEY —E X (Automated protection service) ] Z [A 7 (Off) 11 L%,
c) [FR1F (Save) 127 Vw7 LET,

AT w T2 Expressway-E T, HEMRAMR#EZAHCLET (P—EBRET 74V FTHUITR>THET) |

a) [YARTL (System) |>[EE (Administration) (DNAIZER L E 5,

b) [EHEIREY—E X (Automated protection service) | & [# > (On) JIZREL £,

o) [&R#E (Save) |27V v 27 LET,

GE) FUIPT RLRAEMEHTHEHDOMRA 2 —F =D 0558 (&2 RUA7 )y 7 1PT
R L A% RO NAT D% IZEED MRA =—HF =R 5855) | [WUIP T RLANLOT R
TORT 7 4y 7 BNERKRT, AEMRARENS N T—Sn DA eERSH 0 £3, Z0HA, 1P
T RUVRICERAZRELET, sBlIZOWTIE, st oRE (135 2—) | 23 L T
720,

ENAILEBELUVYE—FT7HOERZEHIZT S

RAAL & b TR—=Y Y — o AR ET DRI, Expressway TEANA LB IO E— T
IR = REAHCTLLENHY £,
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MR 126100 1Pve DE M [

AT v F1 Expressway-C T. [#m (Configuration) ]>[Unified Communications] > [#f (onfiguration) ] MDJIEIZ5ER
L\i‘a_(]

AT w72 [Unified CommunicationsE— F (Unified Communicationsmode) | % [E/NA LB XVVE—FF7THIER
(Mobile and Remote Access) | IZR%E L E 7,

ATY T3 [R1FE (Save) 1227 U w27 LET,
AT w74 Expressway-E TZDFNEZ VKL 9,

MRA #Z2EH®D IPv6 D FE 1L

Expressway-E /M LAN Zi%E LT, 727 /T Ry o7 %Y R—FLET, ZOHKEI
& V. Expressway 28 MRA #RH @D IPv6 KR — Fh TX 5 L5120 7,

Expressway X14.2 U U —Z (X, IPv6 fRHDO MRA 7 54 7> F 2 IERUCH R — M5 L H 124k
DELE, ZOVAR— NI, DEHIFIHTEEEATLE, 2L, 2O R— M 2R{ET 5
IZ1&. Expressway, CUCM, BEXRZDOMOFR Y PV —2 a2 R—F 2 h T DNORER
HINMLETY,

o i) ELTOT a7V Fy NT—2 7 3 2 TExpressway-Edge # AN L £,

s Ja— 2 =FX ¥ ARIPv6 T RLAZEH LT, MRAZ 4 7 > b &OANEEIEIZfE
HENDHA LB —T oA A&k LET,

* DNS (ZiZ, Exp-E D IPv6 7 N L A Z RS D12 D DA 72 AAAA L = — RGBT,
MRA 7 74 7 > &, [collab-edge tls| dnssrv 7 = U FIZZNZIR L ET,

e T 2T VX hU—7 HIZ CUCM/IMP h—R_R—%HELET, ZnbDP—3—|Z IPv6
T RUVAEBRETLHILEITIHY FHA,

KA A 2 DIENM

Expressway-C C, MRA EMEMH T2 FAAL U ZEBMLET, VAT LAOEMESIZE LT,
ZAUTH—DEERIED N AL AR DGE L HIUT, RO K D REED N AL TR D5E
L ET,

s BERAAL L
cNFEUC RAA Y (BERAA L ERRDEE)
TV RAALY (LD RAA L L BI2AHEE)

e TLEBLUARALY (D FAA ERLRDEE)

AT F1 Expressway-C C. [#m (Configuration) [>[F* 4 > (Domains) |DOEIZER L £,
RT9T2 FALVBEATILET,
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ATV T3 ROKZEY—EADLEE, Y—EAEZZDORAAL NTHEATENEIDUS LT, fhnd b Fay 7&2 0
AU [FT]ICLET,

« Expressway TD SIP &8k H LUV TOE T 3 =>4 —Expressway I&, SIP LY A RZ & LTHREL, 1T
EOSIP FAAL L ORGRY 7 2 A P aEKRB LET,

« Unified CM T® SIP &8 E LUV TBE D 3 =245 Unified CM 23& T X8G5k & PEFIEI 2 LB L £ 97,
Expressway (X, UC —EADS—h = A L LTHEELET,

« IM and Presence Service—7 7 A 7 > b 73 1IM and Presence Service 7> b —E X2 &G L £,
*XMPP 7xTL—23>—ZDORAL N~ ] —FRAL T, XMPP 7 =7 L—a VAR
L E9,

ATy T4 HHEOBRREWR LIS, ZORAAL U ZEATA2REZEV Y CEd, 207 40—V FiE, BN
A R LT O LE R IND Z EICEBE LT,

ATY TS5 [R1FE (Save) 1227V w27 LET,
ATY 76 BINEEBNTIHEAIEZOFIEEZBREY KL £9,

B13: KA

Domains You are here: Configuration * Domains*® Edit

| Configuration

Domain name * example.com i

Supported services for this domain

SIP registrations and provisioning on Expressway-C off v L

SIP registrations and provisioning on Unified CM On v i

IM and Presence Service On v |(d

XMPP federation off ¥ | (1
Save| Delete| Cancel

Unified CM & 5 X 2 M3EN

Expressway-C 7> 5 4% Cisco Unified Communications Manager 77 7 A Z (28t & Wt 3 D121k, 2
DOFNaZEFEH L EF, 45 Expressway-C 7 7 A X%, 4 Unified CM 7 7 A% /) — RIZEETX
HENRD D ET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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unified cM 2 5 2 2 iam

\)

¢:3) * Expressway-C |%, TLSHRAEE— R34 DOHE . ICMP 2 L T CUCM IZ#2kt L £ 77,
CUCM & Expressway-C DiO R~ hU—27 TICMP BWFFr SN TW5 Z & 2R L ET,

Bokry RARA v MI—T 4 U7 1E#R%Z RTES. Unified CM23AM OB A B L £,

AL, U Y — ADFE IR %Ob\f/u RARIZ ’\jﬁﬁéiﬂi’f T2 RARA Y ME
Cisco Unified Communications Manager (ZZ2IZET B 7= DIk b AR DD 72\ ) — K& % TEY
WET, a—LDOE— RT3 T if£< AN DBERD B DB S VE S, Bk
AR END 20, B/ — R TOa—/L oA O rREMES D LE 9,

« JIfE, MRA THAR— b &N TV 35 Cisco Unified CM/IM and Presence/Cisco Unity Connection
Y= T 2L DI KHIBREIIAB STV EH A, BH—0 Expressway / — FiL, 400
ZHZ 5 UCM /— REUBITX £H A, CUCM 1%, H—OHHIE OVA Expressway T 20
DU FAZEYR—FLET, ZHUTE, SEIERERVA XTEENEEA,

AT F1 Expressway-C 774 ~ U 7 T, [#A (Configuration) ]>[Unified Communications] > [Unified CMH—
/83— (Unified CM servers) | DIEIZER L £9,

ATy T2 [FH New) 1227V v 7L, A7V vy /— BT 2ROFMEZEML £,
*Unified CM /8T Y v % 7 FLR— 7Y vy ) — ROH—"—T KL 2
cA—HY—RLNRT—F —H—N— TV EATELHT AV hDa—HF—ID L/X2T— K,

GE) Inbonr s A AFRIL, Expressway 7 — X N— R ZEAMICRE ShET, T b
Unified CM == —¥%—|Z1%, Standard AXL API Access 2 — /L3 LEE T4,

*TLSH#REEE—F
« AEM GCM * T 4 7HEEMN—AEM GCM ¥ R— F 2 FbT5101L. haxd s LEd,

« BBE—EBORERMZER LG E1E, U TORMAZERLES, 207 —0 Fid, BFAZMKL
TWRWRD RS EEA,
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Unified CM servers “fou are here: Configuration * Unified Communications * Unified O servers » Mew

_{ Unified CM server lookup

Unified Ch publizher address % cucml example com i
=zername # admin i
Pazzword + mmewmmmw f
TLS werify mode on - L

Add addrezzs | Cancel |

ATvT3 [7RLAZEM (AddAddress) | 227 U v 7 LT, BfixdT A M LET,

AT Y T8 EED Unified CM 7 7 A X BNbH5A1F, FIE2 &3 28011 T, iBI1O Unified CM 7 7 A% (O/R7
Vv v /) — R%& Z O EBxpressway-C 7 7 A X BN LET,

RT9 T8 TXTO Unified CM X7 U vy /— REBMLIES, [H—N\—%F#H (Refresh Servers) [ %27 U v 7
L/iﬁ‘o
Expressway-C |L, %27 FAZ DY T AT T A4 ) — R LTBEINLET,

AT v T 6 Expressway-C 7 7 A X DNEEIGAIL. T XTD Expressway-C 7 7 A X 739 TP Unified CM 7 7 A X $3
KO — RIZERTE D X 91272 D £ T, Lo Expressway-C 7 7 AX TZOFNEA MY KL F9,

BEERINT=Y—2ERFIL—IL

Expressway-C |%, Expressway-C & it & 41724 Unified CM / — R THERK T & 7200 R A /3 —
Y—rEHBAERLET, TCPY = 3FI/E S Ed, TLS Y — 1, UnifiedCM / — I
W TAZEX2 VT 4EF—F ([PRATL (System) | >[1£F /T A—4 (Enterprise
Parameters) |>[t¥ 2T 4/85 4 —% (Security Parameters) 1) 7281 (BRA) THKEH
TWBHAICERESNET (ZhCkY, EFaTh7err(LrTrrEY s =7 &0
TONA APMYHR— S ET) . TLS ¥ —0d, Unified CM 2% TLS RAEE— REZF 7o
TWB A, [TLSKREEE— K (TLSverifymode) ] 28 [ > (On) | DIRFEETHER SN E T,
Z X, Expressway-C 23 #5¢ @ SIP i#{5 F @ CallManager sEBH E 2 MR T 5 L 2B LT,
%> — 1% TCEtcp-<node name>] F7-1% [CEtls-<node name>| DR TIERK IV E T,

X12.5/3— 5 )25, Unified CM _E T SIP OAuth & — R FE T 72 > TV D554, Expressway
X, BE &M &7z Unified CM / — REIZ TCEOAuth <Unified CM name>| & U 9 44 B D %
AN— V= HBMICAER L ET, FEHIC OV T, SIPOAuthE— KOFHEE (633—)

EHRBLTLL I,

F7o, FIUMAHANCHES T, MR ATRRMBE L — A NE Y — ICHBEIER S IVE T, L—
T 45 OBSENEM TIER SN E T, BBV — L O%E L 725 Unified CM / — R4 EVWE
H. MBL— VT EREEEZFESTT RLADNRNE — < FE2TWVET,
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IM and Presence Service 7 5 X 2 03BN .

IM and Presence Service 7 5 X 4 M3EMN

ZOFNEEMFH LT, Expressway-C 2> 545 IM and Presence Service 27 7 A # ~D ki & 1Bk L
F£7, 4% Expressway-C 7 7 A&, 4 IM and Presence Service 7 7 A% / — RN|ZEZETE D44
ERndH Y £,

AT 71 Expressway-C C, [#m (Configuration) ] > [Unified Communications] > [IM and Presenceb—E X/ — F
(IM and Presence Service nodes) | DJEIZEIR L £,

AT T2 [FHHR (New) 1227V v 7 L, T—FR=ZANRT UV vy J—RIETIIROFEMEZEML T,
«IMand Presence T—AR—ZA/NTY Y% Z—FT —H_X—ZA TV vy J— ROV —n_"—7 KL
z
e A—H—ZLIRRAT—K — Y —NR—ZT IV EATELT AT FOa2—HF—1D LA T— R,

GE) b0 Z A FRIL, Expressway 7 — & X— AEAICSEE SN E T, XIGST5HIM
and Presence Service == —%— |2/, Standard AXL API Access 7 — /L&t 53T A NENH D
i—a‘o

+ TLSHREEE—F
cBER—EERORHAZER LI-GEIL. U THIEEE®RINLET,
GE) TDOT7 44—V R, BEEERL TOHRWVRYFRENEE A,

RAT9T3 [FRLRA%EEM (AddAddress) 1 %7 U w7 LT, #kiz7 A MLET,

AT v T4 HH0 IMand Presence 7 7 A X 3 HE1E, FIE2 L3 ZMVIKL T, ZNHOBMI TAXDOT—H
R—RA XTVY » ¥ J— K% Expressway-C 7 7 A X (B L 7,

RAT9 T8 TXTODIMand Presence 7 — X X—A TV vy J— REBMLESL, [H—/\—%F# (Refresh

Servers) |27V v 7 LET,
Expressway-C I£, % IM and Presence 7 7 A X DY T AT T AR ) — REMBH L TGEMLET,

AT w76 #ED Expressway-C 7 7 A X BN D4 1%, 4 Expressway-C 7 7 A X 5345 IM and Presence 7 7 A ¥ / —
RIZHERt S5 T, ftho Expressway-C 7 7 AKX CZ DO FRIAZMED KL F7,

Cisco Unity Connection 7 5 X X M3E /N

ZOFNEEFEH LT, Expressway-C 2> 545 Cisco Unity Connection 7 7 A X ~D &5t & VERL L
9, 4 Expressway-C 27 7 A% |%, 4 Cisco Unity Connection 27 7 A% /— NIZEETEX H 45
N ET,

AT w71 Expressway-C T, [#8mk (Configuration) ]>[Unified Communications] > [Unity Connection ¥-—/s3— (Unity

Connection servers) (DJEIZER L £,
ATV T2 [#FR (New) 1227V v 7 L, "7V vy /) — ROROFEMAZBINL £,
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MRA #5 |
B vra 7o w2 smomR

« Unity Connection /AT ) w v & — X7 U vy ) — ROH—nN"—7 KL A
e A—HY—FHENRT—FK —H—R—ZT7 7 EATEET IV hOZ—HF—ID L/RAT— K,

GE) Inoor s A U ERIE, Expressway T E_X= 2 NEAIRE SNET, T D
Cisco Unity Connection — % —{Z1%, v AT AEHFE O — /LML ETT,

* TLSHREEE—F
c BRA—EERORMEMK LIS, ZYTHEMEBRINLE7,
G DT 44—V R, EHEERL TOWARVRY FREINET A,

ATYyT3 [7FLR%ZEM (AddAddress) |22 U v 27 LT, a7 A PLET,

AT v T4 #%$D Unity Connection 7 7 A X N DA%, FIE2 L 3 2#VIEL T, TNHLDBEMY T AXD/NRT
Uy vy ) — R%& Z O Expressway-C 7 7 A & WZiBEML E9,

AT w75 Z D Expressway-C (23T Unity Connection 7 7 A X Z B L7265, [H—/\—%F#H (Refresh Servers) ]
Vv LET,
Expressway-C |L, %27 ZAZ DY T AT T A4 — R L TEINLET,

AT 76 #HED Expressway-C 7 7 A X B3 HGA X, 4 Expressway-C 7 7 A # 734 Unity Connection 27 7 A X J —
NICHEE S L5 £ T, fthd Expressway-C 7 7 AX CZ O FIAZ#EV KL £,

MRA 7 & & R &HIE D FE R

IIAT VIR EAAANBEIR)E—F7 7R (MRA) U 27 =X b ZfdiEd 2 HEEE
LET,

A

R XSOLHINDT v I/ L—FTBHAIE. 7y 7/ L— FRICEA SN ERZ 2 T-HE
NTNDHDO LT EF, b VI, [Expressway J J—R/ — k| OF v 77 L— Rif
TEZRLTIZEN,

AT 7F1 Expressway-C T, [FR%E (Configuration) ]>[Unified Communications] > [E%7E (Configuration)] >[MRA7 2
+Xar kAa—J)L (MRA AccessControl) JIZBEIL £7,
AT 72 3 A RIERR R E DFERK
« [EBSE/XX (Authentication Path) | 7 +—/L K G, SAML, SSO, LDAP £72iX v —H /LT —FX—2R
%‘f'fﬁﬁﬁ LT\ uuuﬂil_qjﬁ_‘my/]) /rﬁi&%uunﬁﬁ—éﬁ)& 975 %@*ﬁbiﬁ‘
[OAUth I“_b J—Cnn.. nIE (Authorlze by OAuth tOken) ] 7&1%*)_\]‘?‘6 & EXpI'CSSWEly < OAuth i HEZ) ﬁ)‘j]
fbEhEd, ZOF 7> 3 0%, SAMLSSO TORYFR— K ENTHNET,
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Expressway (Expressway-C) 7% t R HI#HDEE .

ATY T3 BT 4= REMELET, 74—/ RREICOWTOFMIT, [Expressway (Expressway-C) 7 7 & %

HE O E (53 X—) |

EHZB LT ZEN,

Expressway (Expressway-C) 7 7 t X HlfEHIDEETE

WDFIZMRA 7 7 & AH#l# ([ (Configuration) ]> [Unified Communications] > [#&%
(Configuration) 1>[MRA 7% & X#lfill (MRA AccessControl) ) THERRINDHiHERL
EFT, ZOBRAN—YEMFBHL T, TS ALEBLINY E— 7 7 & AD OAuth FRAERE &
SAML SSO ¢ iE Z MR T & £ 97,

= 10: MRAT ) £ R FIHDERE

J4—ILF

B

RIS A
(Authentication
path)

MRA AN 2D £ TIHELRD 7 4 —/L K, MRA ZRIEDOHIE T15E%ZE
EJc AN

’SAMLSSOWL.I:E 77/])7/}‘ %%Bldp J:O/Cwuuﬁéhij_

« UCM/LDAP Basic E85F—Unified CM 73, LDAP & 7' 1 U IEHIZXT LT
7/])7/ ]\%thy/l/(uunf[ibiba‘

* SAML SSO £ & W UCM/LDAP— D A Y v R&EFFA LET,

«[# L (None) |—RiENHH STV EF A, MRANREINZENZ S
ETIE, IR T 74V T, HIZMRA A 72T 250 TiEARLS T
[72L (Nome) JJ A7 v arBHEINTWLOIER, EBHIZL-TX

FEFRITIZIMRA TIERVEBEZ TR AT T 5 72 DI MRA & 4 12T 2 BN
H257-HTT, (MeetingServer O Web 7’23 XMPP 7 =7 L' —/ =
72¥) o [72L (None) 1 T 1E, 20X RGHEICOAMEAL T
SV, ENLUSNDGEEFEEHLEE A,

T 7 AV FERIE : MRA 3A 72 21X [A L (None) ]. MRA &4 12
L. T 74V M#IZ, UCM/LDAP (2720 9,
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. Expressway (Expressway-C) 7% t X Hl{HD

MRA #5 |

s

X E

J4—IJLF ERBA
OAuth h—7 |ZDOA 7> 3 Tlid, REOHOHLKE® h—7 U NETY, HR—F
NCKDHERE | HOA T TARNT I F v R OT X TORMATHIESN D ARA T a v
(EHHV) | TT,
Oﬁlﬁlhforli;by OAuth %, Cisco Jabber 3 X8 CiscoWebex 7 74 7 > FEB LTXMRA E— K
with refresh) TTFNRART VT 4 _X—Y g ra— e L CGEAYEF %242 Cisco IP
Phones IZ X > CHHR—Fr I TWET,
BE : X8.10.1 5, Expressway [ H LGtk h—27 > (h—27 VB, @K
B T EARY =Y R— b EET) OFEEZEIZYAR—FLTWVET,
7L, EBRICIZT R TORENEE Y Y a—Ta v 2ETRIATE 5D
TTIEH D XA, FEHATHMOHE (Unified CM. IM and Presence Service,
Cisco Unity Connection) 3L OED/N—T 3 ANZH- T, TRTORELPHEC
Fok b= LV OFT R TOREEZRIZTR—F L TWDEDITTIESH Y A,
Expressway CZ DA 7' a V2T 25613, UnifiedCM 8L UERE R
T 515A & Cisco Unity Connection T OAuth ZEH L TEMIZT 2 EL
HYUET, 2O 2OMEIIRD LB TT,
T 7 AV NRE A
OAuth h—7 |[EREE/NR (Authentication path) ] 23SAML SSO & 72/% SAML SSO £ LW}
N X BIEFE |[UCM/LDAP O34, il A AlHE,
(LLATE SSO | Z A7 v a iid, 1dP i U7-583ER B T9, HIfE, Cisco Jabber 3
£—F) LN CiscoWebex 7 A4 T > "B, ZOFWHHFREFEHALTEY, 21
13RI MRA =2 RARA > F T R— SN TWERA,
T 7 FIVIERE AT
2—H 7 L7 |[EREE/V R (Authentication path) ] 2% UCM/LDAP &% 7213 SAML SSO B LW}
¥ UIZ L |UCM/LDAP D54 . Rl AlHE,
7 o }
65“";1 b =Y I LT UV ML DABREEFAT L LD & T5627 747 FiX. MRA
user“t OZEOY s ko T S ET, ZHICIE, Jabber, 7R — kXT3 IP Ealklds
) J O TelePresence 7 /3 ARG FILET,
credential)
T 7 HIVIERE AT
ID 7'm/ 31 |[EREE/NR (Authentication path) ] 7% SAML SSO # 7-(% SAML SSO 35 L O
H— : 1dP O | UCM/LDAP D55 FIH TEE,
‘ N
RETEER | semic oV Tl TAF 27 474 T 0L S DR (61 ~—2) %%
(Identity BB LC < 7 S
providers: o - °
Create or
modify IdPs)
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Expressway (Expressway-C) 7% t R HI#HDEE .

J4—ILFK EL:L

SAML A % [EREE/N R (Authentication path) ] 7% SAML SSO & 7= 1% SAML SSO 5 L °

T —H UCM/LDAP O34 . FIFAHE,

I\ﬁ“‘fd}) SAML 54900 A 5 F— 5 7 7 A N A Ao 5 i 2 e L4, i mTaer

ctacata —FNiE, KO LBY T,
SRR H—D I TAZBKRDSAML A ZF—2 7 7 A )VEERKRLE
9, SAML ZH)D7=Dlz, ZDOT7 7 A NDIHE AP IZA VAR — T 54
ERHY ET,
BT VT AFINDEETICRH L TAEZT—F 77 A VAR L E T,
SAML ZHID7ZDIC, HEAXZT—H 77 A )VE AP ITA ViR— T 50
ERH Y F9,

ID 7 u/ 31  |[FBEE/VR (Authentication path) ] 23SAML SSO F 72/% SAML SSO £ L ¥

A — 1 SAML |UCM/LDAP 04 . FIF ATHEE,

F—H DTy e o P

TR T SAML 5 — % OFEDOFEMIZHOWTIL, T v VB O SAML SSOEAE (57

o M) ] BEBBLTLEEN,

(Identity

providers:

Export SAML

data)

Jabber iOS 7
47 M
L DHLFIA T
@ Safari Off
M OFF ]
(Allow Jabber

108 clients to
use embedded

Safari)

i0S 734 204, 1dP £ 7-1% Unified CM #BFE2— 1%, 5 7 #+/1 b TH
FiAHWeb 7 Z 7 (Safari 7T U TlE7RW) TEREINET, ZOT 7%
N EDOT T UFIFI0S DIFFEA N TIZT 7B ATERVWD T, T3 A|2H
ASNTGEAEAFHT 2 LIXTEEEA,

_@ﬁﬁi\*4?473mm7?¢$%@%#5i5Km?ﬂ4x®m%a
AT a TR LET, Safari 7T YT, TN ADEEA S TIT

Y ATE D720, OAuth AR RAT — KL AFRFEE 7213 g$@£%
AMETEL LI F LTz,

ZOF Ty a NFEEN X2 ) T o OFENTFELE T, BIENE T
L7-% ., Safari 7>5 Jabber (27 7 U Vil 2 K IHEREIZ, W AX A 71 b
)Ny R EMOHT AL A URL FEFH L FE T, Jabber IADRID
TV = aryNIOFREHEL, iI0S MOHilElzRETxET, 20
Ba&, 7YV r—3a T URL @ OAuth h—27 o~ 7 78 A T& 7,

TRTDOENANT NA ANEHINTWSH7R EOBH T, i0S 734 A
Jabber D /1 A % A URL G A B ERT HMOT 7V r— a U720 EHEET
LG, AT a v EAMICL TR RETT, BT TV r—a B A
% I\ Jabber URL % #5753 % AlfEE S DR /2856, FAGA A Safari 77 7 ¥ &
AT LW TL EE0,

T T FIVIRE 1 WDWR
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. Expressway (Expressway-C) 7% t X Hl{HD

MRA #5 |

B

X E

J4—ILF

B

PEBRRRED AT
FHPED R
(Check for
internal
authentication

availability)

[OAuth h—27 N2 X578 (HHidH V)  (Authorize by OAuth token with
refresh) ] £721% [OAuth b — 7 12X 57&FE (Authorize by OAuth token) ] 73
HIMZ 725 T DIGA TR AT RE,

HEREX 2T 4Ry NU—T T T 4 v 7 DOEIBOIZS, T 7 40 b
X[z (No) 1T,

Expressway-C WA —2A /— REF v 7 TH0EINERBIRTHZ LITL
V. Expressway-E 3 U E— h7 T4 7 2 MNBGEERIZED X 9T T 50
Z L E T,

VI xZANE, 7747 bR OAuth h—7 UNZ X > Ta—HFEFRIEL L 5
ETDHBEMN DD E I Emi, DY 7 =X MIIE Expressway-C 73
2—YFDOR—L I TAZERDOTHI20D2—FIDBREENTNET,

o[\ : get edge sso U 7/ = A ME, OAuth h—7 R HHR—FETHD
NE D Ik 2—P—D R — 2 Unified CM I[ZFEFR L £ 4, 7 — A Unified
CM (%, Jabber 7 74 7 b get_ edge sso U 7/ T A MIREETHT AT
YT 4T 4 THIET L ET

: Expressway 2NN ZZ M LW X D I S TW 5

REIIE LT, $_XTH7 T4 7 MR UIRE R %

« 1\ (No)
&1Z, Edge DiB:

=

FEnEd,

-
=~

BIRTHAL T v aid, BEBIOCEXF2 VT4 R —IZh-oTERRD F
T, T XTD Unified CM / — K723 OAuth h—727 > & W R — T 5845, [V
Wz (No) | Z238IRT D LIRERE F Y NT—T BIKDO T 7 4 v 7 %
WTExEd, FE, v— AT U NI TAT Y Ry DR ETSET
LE—REHEHT L LT HHE. T3TD/ — R T OAuth ZfRIET =
WA, [T (Yes) ] ZBINL £,

AR INFT[IEL (Yes) [ITERET S E., BESATLWEWIE—R IS
AT DODREGA VNI RERNFASNSAIREENAHY F£T, =
DOEEIZ Wz (No) 1ZHEET D & Expressway IR EZRY 7 =X K& [5

A,J:[/iﬁ—o

T 7 A RRE VDR

TIT A=
vara—R
DF N &
A (Allow
activation code
onboarding)

[CAuth k=2 VI &k 5% (E#HHY) (Authorize by OAuth token with
refresh) ] £7-21% [OAuth k—% >IZ& %5 %&E2 (Authorize by OAuth token) ]
DA I2 > TODIGEOHRITHIHFTRE, ZOKEIZ LY Expressway D7
7T 4= ara— RICEDEARERNAIRY £5, 7740 MER
[WWE (NO) [ TF, Z0OAF > a v 24T 3I0idfiEs [IE (Yes) |
ICRRE L E T,

T 7 F IV RERIE 1 WD Z
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Ty oemon samLsso 23 [

Z4—ILE  |ERBH
SIP h—7 > |[OAuth F—7 12X 574G (Authorize by OAuth token) ]3[4 (On) ] D
DRGNS | EEITRI A ATRE,

7 b4 k ﬁﬁw H%“
] (SIP token
extra time to

live)

VBTG UC, fliHi72 OAuth h—727 » OffferTagef] (B) #ER L ET,

7 VT VORBIRPYIN &, 2 — 2 ANLD T2 ORI
e 2 —PICREL L £, 7220, BENREX=2U T 0 URZ BN %
—a‘o

T 74N NRE 0

Webex 7 71 |SSO U Z A L7 k URI % %{59 5 Jabber 38 X TN Webex 7 7 1 7 > NI
T MDA | ENET,
ﬁ7ivﬁﬁ ?7%»%1 VW ER IOV a CERENCT HITIHMEE X (Yes) ]
NP _ L I/
(WebEx RELET,
Client Z OBEREIZ X 0 | Jabber & Webex 7 7 A 7 ¥ MAAIART T 7 FH R — KD
Embedded XU T amfbanEd, Tk, 77472 M. Unified
Browser Communications Manager (3 X OXMRA) OAuth 7 & —[i](J O HIALT T 7
Support) PEMBHTES LAY, a—P -2/ AU T ARYESNET,
N
() Expressway T, Unified CM ¥ — =23 7R— M 2385E kR T 4, AP O N—

VarFEENFERINET,

Expressway C. [#AC (Configuration) ]> [Unified Communications] > [Unified CM Y —/\—
(Unified CM servers) [DNRIZEIN L E 5,

T v #EH0 SAML SS0 25

SAML ~X— A SSO X, Unified Communications ' —E A ) 7 =X N ZFEFET H720D 47 v 3
VCY, ERIE, ¥Ry FU—IN, 00T (ZZTHEASATND L9 SN D MRA
#% H T Unified Communications —E A ZHRT BT T4 7 b OREESINET,

Ty UHEH O SAML SSO FBREIZIL, NERT A T T 4T 4 T ung Z— (1dP) BNHLETT,
ZDFRFAEIL, = v P TD Expressway X7 DB F 2T 72 b T AA—HLEREL . NEIOY—E R
T aNA = ENR IR AR T A T T 4T 4 T aA F— (1dP) & DO OEFHBRIC
KIFELET,

Ty A L M VPN RRE CEEET A LB S D E /A, ZABIE. B Unified
Communications ¥ — t“X&’7’7‘IZ7\TZ> 2O, 1 DODTAT T 4T 4 & 1 DOFFEA T =
ALEMEHLET, FBAEE AP IZ X > T &4u,  Expressway O FSaE $H P Unified CM H—
AL HY EHE A,

Expressway (3. SAML SSO Z i/l L7z 2 fH®D OAuth b —727 @GEA AR — F LE T,
T (B R b—2 v, THBIEHIC SAML SSORBREASE L LET,
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MRA #5 |
B =500 —soirconT

s W AfEY B b—2 >, ZHHIE. Unified CM R— 2 DRI THIEREL £,

\}

G¥) * Jabber = R7RA o M3 H72 LT SSO ZfiH L. H&#IZ Expressway/MRA %41 LTV
JE‘—]\“CUmﬁedCM%n‘quL“CW%D*—fJ/l/Z\/ ]\]7 710 %6%6\\ > ]\ﬂf/]):/f\
(o VDA TV IR) ICHBEILES D FHA,

s Jabber = R A ¥ RBRANZ T —H /L2~ B U —2 T Unified CM IZEEEGERE L, KIC
Expressway/MRA Z{# ] L C Unified CMIZ U E— hTT7 7 B AT HHE, =2 FRA >k
(A TV IANPLT YY) ICHEHENSLETT,

ﬁ;ﬁ% OAuth I‘_b nru\nl—H-OL\T

AR H

« CiscoJabber 10.6 LL[%, JabberZ 54 7 2 I, EAAABLIRYE— 77 &2 (MRA)
N4 5 OAuth h—727 VERGEA Y R— F 4 AM—Dx > RRA > F T,

» Cisco Unified Communications Manager 10.5 (2) AR
» Cisco Unity Connection 10.5 (2) LA

« Cisco Unified Communications Manager IM and Presence Service 10.5(2) L&

fTHEH

CiscoJabber 1%, 2=7 7 A R aIa=4/— g P —EREZIERT I, kO > b
T—7NIZHDHNE I EHELET, Jabber K v ]“7“—7@57“5” VY ol S S
7 — 70)31/9&’%6Expressway—E#E"ﬂ‘*—le;&%ﬁ?Li?‘o REDN T U THIRGA

Expressway-E |3 — W —ZF0RET 25 72 OIZE4 LI ERZ ] LT Jabber 2 1dP (2 U %A L
]\ Liﬁ‘o

IdP 1L, 7947 v bEEEHBINT L2027 T4 T MZTF v Lo PuEITWET, 20T A
FTUT AT ADRIEEND L, IdP I, Jabber DY —VE RV VA M2, TATUT 4T 4D
K ThHDENIBHFERT VT — 2 % T T, Expressway-E (ZU A L7 FLET,

Unified Communications #— & A3, IdP & Expressway-E Z{5489 % &, #—E X% Jabber 7
TA4T v ML ET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRA R
EH £ S Bodoath —2 oEBzoLT [

14: 42T LIRUCH—ERIZHT BP0 TV 0Auth b —0 U R—XDER

Unified CM Expressway-C Expressway-E Cisco Jabber
6.User
A

Sync

Active directory Identity provider

E%ﬁ%ﬁi—) E EanE » OAuth ~— 7 /ﬁnm\lu’.)(a\-t

Expressway (£, X8.10.1 5D MRA &KGRA 7> a vt LTCOHDRER h—2 v &2FHLTH
A—FLET, ([OAuth h—o UIck bk (EFidHY) (Authorizeby OAuth token with
refresh) 1% [[ELY (Yes) [ ICERELE T, ) BACORE Fh—7 IZid, RO L HITKEF A

NV ET,
o b= UREHEREIC LY . 22— =T D IR UFRERET D LENRH Y EH A,
T 72 KGR

e TV EAKRY —DHAR— b, Expressway (%, Unified CM O —%— |25 ] S 172 MRA
T EARY =R ELZREITEET,

-D—iyﬁ@#ﬁ—Fo%—7VﬁﬁV7ViXT%U%~kT%ﬁﬁﬁ®T 7—3Iy
Ta—HP—@FA T VIRLAT TV IAOMEBEHT L5 EICHGET 2 LERH Y %
RENVR

* Expressway-C (3745 A M4 242k L £ 9773, Unified CM |Z (Expressway-C flEB] ¥ CN/SAN
THITSINTZ L DID) Expressway—C FQDN Z ik CE HMENH Y £9°, Ziux, 5HI N
AL F =LY AT 2 (DNS) BREZICHAFICEE L £4°, Unified CM BE > T/ X >
Expressway-C T, ZALHMNAFQDN & L TERSNTWAHZ L &fERLET, £/, v—
777 DNS 73 Expressway C @ FQDN Z i CX 20 E 9 e i LET,

Unified CM $—/3—73 Expressway C 250D THEH SN D & R A MAREHIFASH
£7, FQDN & AR A MO GRH Y | FENEAELET, Z207H, AA MEZHIBRL
i‘é—‘c

Expressway (X, $1Z Cisco Jabber = —H —% [iFICiHED 5720, HOFE h—27 VA2 EH L E
T EANANEIXITY F— bDJabber 2 —H—1F, v—HIL Ry NT—7 (771 I XR)
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MRA 155% |
B =rzesmemtomn ~—5 URBIZOLT

ﬁ%%hfwf%mﬁfgiﬁ 2PN e ATV I A TRIEL TV E, %R T 7

T RIBE LT HRET D MEIIH D FHA, ARk, 2=V =R A7 7L I AT

munﬂzbf;?{ﬁa j—:/701/\x WCBE L7=5E. 22— ERET AL EIIH D A, EHHD
b, RSN T 78 A =7 U EITERH b—2 VHIROXG L 720 | FEREESE A S

ﬂ%) RN H VD T,

Jabber i0S 7 /A 2 & F 52 —W =056, Alid h—27 T R—Fsh T2 mdl

FEAS, Apple Push Notifications (APN) ¢ Expressway Y7 — k& fcifb L £,

EE;:E'J_]\ I KRB EYR— N T 7O EIRAA T TANT I F X RNDDH I L ERifE s
T, TRTOREMICK L THORE h—27 VKGR ZHELE L £ 97, @ Y)7e Expressway HEAKIC
?iEb‘ Jabber 7 7 A 7> b, HEFLH b—727 &R L7285 A . Expressway [T HHIZ h—2
VEMERLET, NAU— FELITREAFE—ZAOFFEILED Y EH A, MK S IL7FRGE S
X?ﬁ*’ﬂ**ﬁld}) CEBHHOD, 21 Unified CMIZE D H OB, h— 7‘/TiUniﬁed
iof%ﬁéﬂiﬁ =7 —NOTXTOT A ANHE TR b—27 V&R
%Eﬁéﬂ“(b\ Gt HOtit h—27 AR EERICEH SV E T,

Expressway-C ($, F—7 VBGEE AT LE T, ZHIC LY. FEE LA E DS Expressway-E
TARENAO%EREL E T,

AR SH
* Expressway |, J TIZ CiscoJabber (Zxf L TENANVBLIRNY E— T 78R LR L T
WET,

« I TR —HNOMDTNTOT A ZbERICALSNET,

« WOF/NUGN—D 3 > (FTTENLE) A VA R—LENTND,
* Expressway X8.10.1
* Cisco Jabber iOS 11.9

%jﬁ Jabber T3 AZBBREFEL TWT, FO—EHNEHEWY 7 b =T /X—=T 3 D
CEWY T R oN— g i, BfiZe OAuth h—27 VEEREEREM L ET (SSO
<E IdP MEREIINTWVWD Z EAFIHE)

* Cisco Unified Communications Manager 11.5(SU3)
* Cisco Unified Communications Manager IM and Presence Service 11.5(SU3)
* Cisco Unity Connection 11.5(SU3)
« B CECIFRREDY Cisco Expressway-C ([OAuth k—4 > (B#HHY) (OAuth token with

refresh) | %/ CilalE) 35 KUY Unified CM 3 L UV % 7213 IM and Presence Service (OAuth
with Refresh Login Flow 2 ¥/37 X —%) TAHL ThHZ L &R L E T,

* Expressway C/iEFe L7z Unified CM / — RZHHT LML ERH Y £79°, ZHITLD,
Expressway /3 b —7 > Z1H 535 Unified CM 226 % —% 7 = v F TE F7,
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| MRA R
oauth ~—% voriess [

OAuth k—7% > DEMHREH

ZDOME Y7 TiE, OAuth b—7 B L CREBENREZ T SHED H D RIHRSLMFITHOW TR L
F7,

Expressway Pair £

* Expressway-E & an Expressway-C (X~ RV —727 = v U THEET D L O TR EN T E
R

* Unified Communications 7 73— /1> — (%, Expressway-C & Expressway-E O [t THEK
SNTWET,

* OAuth f2fHCT7 7 & A9 % SIP KA A 1%, Expressway-C THEK S CTWET,

* Expressway-C TIZMRA 3 EEML SN TR Y . HE72 Unified CM VU Y — A3 S 70T
i‘j_‘o

o WE 72 Unified CM VYV — A&, Expressway-C O HTTP #A[ U X MZTH Y £7°,

c BB OREAFEHT AEE . OAuth2¥ 7 7 = 23 % UnifiedCM UV /— A%, Jabber 7 5 A
Ty Mmba—E b RAALERICERIZHD £97,

Cisco Jabber 7V 547> L

c I TAT Y MEL ELWRAAL CA/SIPURIF v v b =AU T AR L THER—E X
BERTD L) T STV D,

« 77 4 /v 877 WX Expressway-E 35 L OV IdP & fifik TE £,

Unified CM TOFI|IE

JE OAuthMRA 7 54 7> bR KA ¥ MIBEHEAHT 5TV b 2 —%—{%, Unified CM
a7 A EREPRIFEL TWET, F721%. Unified CM 1. LDAP FRIFHICHER SN TV E
—éqo

TATUT 4T« FONA5—EL

dPFEAED KA A E, 7 94T PR IAP iR TEX D L HI8, RAAL VR =LV AT A
(DNS) TRABTAXENRHY 7,

TFATUT AT« TANA ST —DFER

VAa agRlb—yvary YYa—aif, SAML20 ((x=2 VT4 TH—v gy ~v—7
Ty TEWE) EEALT, 2=y Rala=r—vary - REHATEI T4 T
FHD SSO (7 YA vFy) ZHMUET,

fEF+ ABRELIC SAML ~X— A SSO Z R L723A1E, ROMICIEE L TLEE W,

¢« SAML 2.0 /Z. SAML 1.1 & ®HEHaMEN 2=, SAML 2.0 AR 35 1dP 28R4
HVENH D F£7,
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MRA #5% |
B vcrrur—vacoamsmy 3

e SAMLR—ZADT AT v T 4T 4B, arvta—T 40 7xy NU—F L FTERD
R =L TRRAFETEEISNLTOET, L > T, SAMLEREZHEHLS 5 7~
WOWEILL ZITF AN LN TWAEENTIH Y T8 A,

IR L72 IdP DR ECEHAR Y 2 —IF. CiscoTAC (T 7 =DV T AF LA B H—)
DY AR— FRRITT, 1dP N ¥ — L DORR L YR — FEFKEFIH LT, 1dP ZIEL<
RETHT VA NEZITTLIZEYY, CiscolZ AP IZET =T —, HIR., E-I13EED
Eﬁﬁ? M 2ETEANVERTA,

VAaAaTRL—var AT TARNT I F¥iE, SAML 2.0 ~DOHEHLE FIET S IdP &
BN HLAREELHV EFTN, P23 aF3RKL—v a3y VY a—3 a3 TTFANEINT
WA DIIRO IdP 721 T9,

* OpenAM 10.0.1

« Active Directory Federation Services 2.0 (AD FS 2.0)
* PingFederate® 6.10.0.4

e Okta, Azure. F5 BIGIP

UCT7 74— 3T O0Auth 2T 5

Expressway C MRA Zfifi [l L T OAuth 583E 4 1951213, Cisco Unified Communications Manager
X Cisco Unity Connection (CEAZINTWVDHE5H) REOWEH UC T 7' 77— 3 T OAuth
ntuthE%ﬁ)‘jJ '9"5%\?753\3?)@ ij—o

AT F1 Expressway-C T, MRA 7 7 & AHlH%E CTOAuth h—727 » OFHFHNENI /2> TND I EE2HRLET,
a) Expressway-C T, [#m (Configuration) ]>[Unified Communications] > [## (Configuration) ]>
[MRA7 %t X%l (MRA Access Control) ] DJEIZER L £,
b) [OAuth b—9 UICKB&EE (BFHHY) (Authorizeby OAuth token withrefresh) | F = v 7R v 7
AuA N LET,
c) [fR1F (Save) 127 Vw7 LET,

AT w72 Cisco Unified Communications Manager /X7 v 3/ / — K¢, OAuth Refresh Login Flow {2337 2 — % %
A LET,
a) Cisco Unified CM Administration 7> &, [ R T L (System) ]>[183%/35 A —4 (EnterpriseParameters) |
IR ET,
b) OAuth with Refresh Login Flow /X7 2 —# % [F%) (Enabled) ] IZ3%EL £,
c) [tR1F (Save) 1272 VU v/ LET,
GE) Expressway 7% Cisco Unified Communications Manager & (3372 % KA A VTR EIN TV DA

Cisco Unified Communications Manager & #3513, Exp-C ODB#E T 5 A7 A KA A U &BMT 5
ZEiZkY, ExpCHAA M N ZFHTFQDN IZHEHTHMLENRH D £97,

AT 73 Cisco Unity Connection T, OAuth 8w 7 4 » ZHH L, Authz — —ZHlR L ET

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRA R
sipomuth =— FoiE ]

a) Cisco Unity Connection Administration 7>5, [ R T LFKTE (System Settings) 1> [T 2 —T 54 AN
AR EBIRLEFT,

b) [SSO & & U OAuth B&FE] O F TREZ MM L £,

¢) [B#HOY A I7O0—%ERALT=0Auth (OAuthwithRefreshLoginFlow) | =2 % —7 5 A X /8T A —
% % [A%) (Enabled) ] IZEXEL £,

d)y [fRfF (Save) 127V v 7 LET,

e) [VARTLERE (System Setting) ] > [Authzt—/3— (Authz Server) (DNEIZER L E T,

) BEfFOWRAEZRET 200, Fr L Authz h——%BIML£7,

g) Authz — 3—F%E|Z Cisco Unified Communications Manager /N7 U w i v ZBNL %7,

h) [f*fF (Save) 127V v 7 LET,

RDEZRY

VAT ARMBE IR EE A T2 LT D841, Cisco Unified Communications Manager C SIP
OAuth ®— FZAZHIZ L £,

SIP OAuth E— FODEEE
ZOFNEEMEH LT, Cisco Unified Communications Manager C SIP OAuth *£— K& HZhZ L E
3. SIPOAuthE— FiZ, ZRAZRSIPHEFL 7TV L IRRETHY | VAT LRENE Y AR—
FLTWAIGAIZEEID LET,

N

GE)  X14.0 U U —A» 5 SIP OAuth *E— KX 7800 35 & 188800 U — X ? Cisco IP Phone TH A —
F &N ET, SIPOAuth T— FOZEMERICEI L CiE. [CiscoUnified Communications Manager
DISEERER A F] @ [SIP OAuth E— FOMERL | EAZBBL T EEW,

Ia s BRI

Cisco Unified Communications Manager T, OAuth 72 7 A V2 HHZTHMERH Y 7,
Z L, OAuth with Refresh Login Flow {236/37 A —% % [B%h (Enabled) 112952 & T
ETEET,

AT 71 SIPOAuth 2T 5% —/N—Z L2, SIP OAuth A — M &R E L ET,
a) Cisco Unified CM Administration C, [ X T, (System) ] > [Cisco Unified CM] @JIEIZIEIN L F 5,
b) [TCPH— RE&% (TCP Port Settings) ] 7/ L7,
c) [R1F (Save) 127 Vw7 LET,
AT 72 Expressway-C ~0 OAuth $#5¢ DAL I715
a) Cisco Unified CM Administration T, [T/34 X (Device) ]> [Expressway-C]DIEIZEN L F 9,
b) [##HBM (AddNew) 1%227 Vv 7 LET,
c) Expressway-C 7 R L 2 DB/
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B savssoo

ATvT3

ATv74

ATy TH

d)

MRA #5 |

P

X JE

[fR1F (Save) 1272 Vw7 LET,

SIP OAuth &— R &GN T 25 FHiE

a)
b)

J—KRT, avwy RISy Ay F =T Rl LET,
utils sipOAuth-mode enable @ CLI 2~ ]\%f%ﬁi Li'ﬁ-o

Cisco CallManager H— & A & L@ 4 5 J7ik

a)

b)

<)
d)

Cisco Unified Serviceability T, [*V—JL (Tools) |>[2a > tA—)LE 24— - #EEH—E X (Control
Center - Feature Services) [DIJRIZEIN L £ 7,

[U—/N (Server) | Fry X0 UR ML —N"EERLET,

Cisco CallManager +—E A Z i L, [fFAcHE) (Restart) |27 U v 7 LET,

TV RARA v 23 SIP OAuth E— R CHERT 5%/ — REFEEI L E T,

EBiF 2T 0707 7 40T OAuth iBiEE A% L £,

a)
b)
©)

d)

e)

Cisco Unified CM Administration T[Z X T L (System) |>[tFa )T+ TR T 74 )L (Security
Profile) ] >[E&E#tEF2) T+« 7O 77 4JL (Phone Security Profile) (DJIEICER L £,

[#%F (Find) |27V v 27 LT, MRATY RAKRA > MIEEMT LA TS T B 7 7 A L ERIRL F
j—O

[OAuth FBREOF N (Enable OAuth Authentication) | F = 7Ry 7 A &4 2 LET,

ICE Media Path Optimization Z £/ L CTW A 5EAIEL. [T/AA AtEFXF 1) T4 E—F (Device Security
Mode) ] % [iES1t (Encrypted) ] IZF%EL . [ErEAR 1A 7 (Transport Type) | % [TLS] IZF%E L £
D

[RfF (Save) 1227 Vv 27 LET,

SAML SS0 D& E

ENANNBIONY £— N7 7 & AHIZ Cisco Expressway T SAML SSO # 3% €T 2%E 1%, kD
ZAT & FEITLET,

48 HHEIIZ

s INESUC 77V 7r—3 3 U HIZ SAML SSO AL L £9, FEMic W Tix, [vRAr= =
=774 RaIa=4Fr—ar V02— 3  HSAMLSSOE AT A ] 22 LTL7E
éb\o

. Expressway -C ® MRA 7 7 & A filfHIE% € Ti. [EBFE/VR (Authentication path) 1 7 ¢ —
K% [SAML SSOEBEF (SAML SSO authentication) ] % 7213 [SAML SSO# & TNUCM/L DAP
(SAML SSO and UCM/LDAP) | IZRET D MERH D £7°,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRA R

Expressway-C m 5 SAML A 2 T—4 % LY RR— b .

A\
AR ROLEETIL, SAML A X T —X 2 W HTIHIMLERDH Y £4°,
* Expressway D2 & : Expressway-C ilEFHE, FQDN, 7 7 A X DB (A X T —X &G L
THEAVER—B)
«IDP OZ % : FQDN, FEBHE, £33 7 747 b EOEHEBBRICEELZ 5250 (K
HDOALT —H A R — )
FIE

AR NFERERTOVa Y

=)

ATy T

Expressway-C 205 SAML A % 7 — 4 % T 7 AR — h
(65 ~—7)

Expressway-C 725 A X T —H 7 7 A )V T J AR—
]\ ]\/i-@‘o

ATy T2

TATUT AT 4 703, XDOHRTE

Expressway A X7 — X2 5T AT T 47 4 TN A
H— (AdP) IZA AR —hFL., dPEZREL THH,
PO RAZFT—RZ Ty A )Ty AR—FLET,

ATV T3|IdP /5 SAML A ¥ T —X %A iR—k (673— |Idp A% T —# % Expressway-C ({21 >R — kL, 1
V) RESET LET,
ATV T4|1dP & KA A L OBEAHT (67 =—) Expressway-C C. RAA L ETAT T 4T 4 71
NA = ZBEM T £ 7
AT 75 |SAML SSO |Z ADFS Z sk (68 ~<—2)

ADFS D7, Active Directory 7 =7 L —3 3 > H—
BRI LTV 5E1E, IdP TIh b OB
A7 &5 T LTHEEET LET,

Expressway-C 55 SAML A # T—A2 %2 T4 AR— k

X12.5 72 Cisco Expressway (£, IdP & @ SAML 223t L CTH—D 7 T AX KD A ¥ 7 —
2T 7 ANEERT 52 A2 YR — ML TWET, LI, Expressway-C 27 72X 0T Tk
WCABT =BT 7 ANVEERTDLERHD E L (L 2IE, 6 DDAXT =T 7 A )L
o VITAXBEKROA T v a v DYE, Expressway-C 77 A~V B 7 CZORIEEZFETLE

TO
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MRA 155% |
. Expressway-C /5 SAML A 2 T—4 % LY RR— b

\)

G¥) * SAML SSO EBH TR DWTI0>D Expressway X E xR T DAL, AXT—X % 7T
ASVETPOHBTIAR—bML, AXT—X%ZIdP IZHA A — M TH50ERH Y F
‘g—c

s T IA~IET
o P —FERE
* SSO XfJis KA A >
* Expressway-E B 7 D IP 7 KL A £ 723K A M,
* Expressway-C D SAML A % 7 — % % .7 A7"— N3 HHiIZ, Expressway-C T, Expressway-E
E DB PR AN T D MERH D £77,

* Expressway 8T LW\T 77 A 7 U A F T IIMAE~ 2 T EER L, ST Expressway 72 5
Ny 7T v 7w Lica, [SAML A #7 — 2 NEH SjLE Lz (SAML metadata is
modified) | £ WO T T —ARHALET, [FB—F (Download) ] #&RL TT
T—LE 7 VT LET, OELEITo TORWEGAIE, IDP 2 HH§ 5 083H 0 4
Moo

AT w71 [#m (Configuration) ]>[Unified Communications] > [#/ (Configuration) ] DJIEIZER L £,
ATv 72 [MRA7 Y tRAH|# (MRA AccessControl) 1| 227 23D SAML A X5 —4 1 A2 hTE— FZ@&R L £
@—O
CHDSARBHE DI TAZEEDSAML A Z T =27 7 ANVEARLET, ZDOT 7 A /LDH%ESAML
BRIO WP IZA VAR — b T H0ENH Y £,
cET VT AFNOKEETIIR L TAZT =27 7 A )VEAERLET, SAML I LT, KA
T 77 ANEIPIZA VAR — N T HMENRH Y £, Expressway 23 LARTD SAML SSO %t U U —
ANE RSIZT v T 7 L—RaEnsd e, [B7 (Peer) | A7 arvnT 740 b TERENET,

HLWEBOEA, [SAMLA ¥ 5 —4% (SAMLMetadata) ]E— RIZ#IZT 7 4/ F CT[U 5 R4 (Cluser) ]
ICRRESNET,

BEfF DB DA, LA Expressway U U — A T SAML SSO N EZNIZ 72 > TV DA, T— NIZT 7+
JVRT[ZFR4% (Cluster) 112729 . SAML SSO 3EARNC A G /e o> TV BIHAIL[ET (Peer) 112720
£

ATv 73 [SAMLT—42%ITY X:R— (Export SAML data) | %7V v 7 LE7,
D= UNTIE, B SV Expressway-E, £70037 T A X OAILT T Expressway-E B 73— X
NET, T, ZnbDOT—2 0, Expressway-C D SMAL A ¥ 7 — X |ZEHENDHT-HTT,

ATV T8 SAML 2 ¥ T —XIZ [P 5RF (Clugter) | ZRIRL7-5E1%, [FIBAZDER (Generate Certificate) | %
7V w27 LET,

ATv TS WOFIEEZFATLET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRA#AL
1P > SAML % 5 F—5 21 wi—+ [}

« VITABBERDOE—RT, B—D I FAZRIKRDAZ T —=Z T 7 A NEX T a— T 5, [F7
vA—F (Download) 1 %7V > 7 LET,

BT ZEDE—RT, HADETDAZT =27 7 A NEX T a— R 5T, t?@*ﬁ 3@6[9“
raO—F (Download) |27 U w7 LET, T_XC%& zip 77 A MIZ T AFR— R BI12iE, [T
TArva—FK (Download All) 1227V v 27 LET,

ATYT6 ERENTF-T7 7 AN E2a— L, dPICSAML A ¥ F—Z %A ViR— "N T AHAULERHLEEICT 7B ATX
DB A=A N LE T,

IdP /5 SAML A 2 7—A2 %A U iR—

AT 71 Expressway-C C, [#A (Configuration) ]> [Unified Communications] >[7 4 T > T 4 AN 5—
(IdP)  (Identity providers (IdP)) ] DJEIZEIR L E 7,

INEFITTHIVLENLLIDIL. 7 ITARAXDTTA<Y €T OHLTT,

ATv T2 [SAMLMSEHLWIAPEA >7R— b (Import new IdPfromSAML) 122 U v 7 LE,

ATY T3 [SAMLI77AILEA ik— bk (Import SAML file) ] 2> he—/LZ2HEH L T, 1dP7>5 SMAL X ¥ 5 —X
T ANERFELET,

RTvT4 [F4P R+ (Digest) | #F /R SHA Ny > a7 T XAAICRELET,

Expressway (32 7 A4 7 F 23 1dP IZH#E7R 9% SAML uunmg;}_{@%% ZOXATV A NEHEHLET, &
AT N TY XA, SAML GRAFESR DB ZMRAET H7-DIZ 1P THESNL TS DL —F L TWHL
ERH Y ET,

RT9TS [7Tv7r—FR (Upload) 1227V v7 LET,
Expressway-C |%, IdP Oif{E Z785E L., IdP [Z%f9 % SAML {5 2 B{L T& £,

G AR T —HE A R— b L7=tkix. [ (Configuration) ]>[Unified Communications]>[7 A T >
T4 T4 F0O/RA% (1dP) (ldentity providers(IdP)) ] DIEIEIN L, IdP{T&HBE L, 77
va AT A4 P TR CDER (ConfigureDigest) |27 U w735 LEBAT LT XAEXE
HTEET,

IdP & KA A D DOBEESS (T

RAA D MRA 2 —H%—% IdP 2/t L CiRFET D25 A 1%, IdP IZE D N A A v & B#ftT 5
VBERHD ET, D7l b 120 RAAL U HBEAMITAETIAP IMEEZEMLETA,

M% e 1dP MNCIZ %t 1 OREAH YV FT, 1 DD AP 2B D R AL A TE F4
S, EHRAL CEEMT BB AP X 1 2721 T,

AT w1 Expressway-C T, IdP U A hZBiZ ([#A (Configuration) ]> [Unified Communications] >[7 A4 T>T «
T4 F0O/N4 &— (1dP) (Identity providers(IdP)) ]) . IdP 3 U A hMZH D Z L 2R L 7,
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MRA #5% |
B sawusso iz aors 2

IdP 3F D= T 47 4 IDBANIERINET, TNENHEEMT LT KA AL U ID ORICEREINE
j—o

RATY T2 1dP DITT[F AL > DEESR T (Associatedomains) | #7 U v 7 LET,

ZHUZ R Y | Expressway-C D9 XTD FAA UAN—FINET, IdPICT TIEEMIT B TWD RAA
VORRIZIE, Tyl e—0NEREINET, £, VA MNOMD KA A ATEHES T S5 TWB R0
AP R3HH5EIE. AP =T 4T 4 ID bFRENET,

ATV T3 ZOWPICHENTITA RAAL v ORICHDF v IRy 7 A F I LET,

Fxv IRy 7 AOREIT, (HEE) EFERINTVELEA. RAAL L OBEGFOBEMTNREEREN, 20
IdP 12 K A A BRI b Ed,

ATy T4 [1F (Save) 1227V v 27 LET,
BIR L RAA 20 IdP B EMT S ET,

SAML SSO [ ADFS % #&Rk

TAT VT 4T 4 T a4 X —|Z Active Directory 7 =7 L—3 3 ¥ —E X (ADFS) % {#H
LTWBHAIL, ADFS T b OBEIERZE T LET,

Expressway-E DE Y FEHIEA LR, =07 4 7 412 —8DO T 13T 4 % E L, Active
Directory 7 =7 L —3 3 % —E A (ADFS) 7’ Expressway-E O#FFi# ¥ (2 SAML Ji & % 1ER
THZ MR LET, Fo, FEELYFEFIEICZ L—Lb L — L2 BINT 508N’ H Y F
—é—O

RT9 TN IWERKICEST DL D ADFS ik U7, (S A FEN 2 ADFS TYER & 4172 5, Windows PowerShell®
T, 4% Expressway-E <Name> 2%} L THkD 2~ FEFATLE T,

Set-ADFSRelyingPartyTrust -TargetName "<Name>" -SAMLResponseSignature
MessageAndAssertion, <Name>|d, ADFS TiE S 41TV 5 Expressway-E O {5 #824 FHGEH O 4 HilC
BTSN,

ATY T2 FEELYELETIIC L—2L— L EBINT 5,
a) [7 L—LIIL—ILDfRE (EditClaimsRule) | #1717 %#B&, ADJEIEICZ L—A & LTHESH
DY L— 2 — BB L £,
b) W A7 Ak LT OAuth =2 —H—%25A7 2 b D (B ILET A —/LF721% SAMAccountName)
\Z—8+ 5 AD B @R L £7,
¢) [#ETHRDHY L—LA AT (OutgoingClaimType) 1 & L Cuid Z AL ET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRA R
w27 r3n—srV— o [

XTSI — DR

Expressway-C & Expressway-E DO [lj 57 C, # A 7 [Unified Communications traversal | D551t
V= %R L £ 9, Expressway-C & Expressway-E Ol 7 CFEIAZE T LET,

N

GE)  Z ORI, TLSHGEEE— R34 CRES ., AT 1 T 5T — NI [ 52586 (Force
encrypted) JIZRRE SALIIRAE T SIPTLS 23 2 @872 ~ 7 /3 —H /b — (Expressway-C
TEIRLIZGEIT, I A=V AT T 4T h— | Expressway-E Ci#R L72551%. M7
NP ==y =) ZHBRELET,

1R BHHIIZ

* Expressway-C & Expressway-E 23 A VOFEFAEZFH L TWDH Z L 2R L T 72 S0y,
% Expressway 7287 T A 7 b L — D7 & L THERET D & [FIRFIZ4% Expressway DRk
HERZ TA T R —NELTHENTHD Z L ZMHERTLIMLEN DY £9, FEHER
BB OFEMICHOW T, REFFOEM 25 ~—) | 2ZRL TSN,

* Expressway (3. CN TlE72 <. SANBMEZMH L TME LAt ELMGET 5 2 L ICER
LTLEENY,

« H323 23R S L SN TORWEEE b MR G A BID b T R—=H = X7 2 i%E
THULENDY £,

AT F1 Expressway-C 77 A~V 77T, [#m (Configuration) |>[Y—> (Zones) |>[Y—> (Zones) |DJEIZ
HEIRLET,

ATYF2 HH New) 1227V w7 LET,
RT9T3 LLFORDT 4 —)L K& L ET, #Y)72 Expressway h—/3— (C £7213 E) OREZEH L £,

RI:UC FSNR—HILI—2DHFE

TJ4—JLFK Expressway-C D% 7E Expressway-E %€
£ i [Traversal zone] 72 & [Traversal zone| 72 &
X247 (Type) Unified Communications traversal Unified Communications traversal

[##%2 LT v )L (Connection credentials) 1 &2 v 2>

24 lexampleauth| 72 & lexampleauth] 72 &
(Username)
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B ts27 5 —v1v—ommn

MRA #5 |

J4—ILF

Expressway-C D%

Expressway-E D&% E

INAT — R

lex4mpl3.cOm] 72 &

[A—HIIBEET—2 XN—RADBM/RE
(Add/Edit local authentication database) |
EERIRLET, Ko7 7oy r¥%A47urs
T, [#FH (New) 1227V w7 L, £&HI
(5] : Texampleauth] ) /S8R —F
(5] : Tex4mpl3.cOm] ) ZAJjL, [H
T4 UtEHRZEER (Createcredential) |
7 Vv LET,

SIP&z7var

A—F (Port)

Expressway-E D% E

(C—ETDLERD

7001 (7 74V 1) [Cisco Expressway

D ET, U =ARETA R X=To T
/N—3 = D [CiscoExpressway IP 48— k
FEHRETA R] 2L T7EE0,
TLSH 7Y =7 h4 N/A NI NR—=H VT TA4T v hOREFET,

D (TLS verify
subject name)

%I 54012 ANJ) L ET (Subject
Alternative Name B CTH O VLENRNH Y £
T) o FINR—BL T4 T DI T
ABWDLHEE. T T TR
BEL, %7 747 v FOGEAEICE
N5z LR LET,

2BEF (Authentication) &7 =3

[RRAEASY > —

[ VT ooy vaEfER LR (Donot

[ VT oy haEfER LR (Donot

(Authentication check credentials) ] check credentials) ]
policy) ]
A/ —< 3> (Location) &7 =

717 LA
(Peer 1 address)

Expressway-E ¢ FQDN # A /) L £,

EIP7 LRI 56 (GEREL
TWEHEA) | ZOT KA
Expressway-E #—/NGEREIZH 40T
LB DY 7,

MRA DT 2T /VNIC A »Z—T = A A
T Expressway-E Z AR L TV 25513,
Expressway-E DN A > #—7 = A 2D
FQDN # A/ LEd (IP7 FLATIEdH
D ¥ A) . Expressway-C (213,
Expressway-E O LAN @ FQDN % 5
TH—INVRAL =BT AT A
(DNS) L a— R3S TY,

N/A

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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| MRA R
w2 7iEEoHR [

TJ4—ILF Expressway-C D% E Expressway-E D% E

BT 2~67 KL A |Expressway-E D7 7 2% Th Hg51%. |NA
(Peer2...6address) |[BIMET @ FQDN # AJ L F 7,

ATy T4 [V —2DfERR (Createzone) %27V v 7 LET,
ATy S5 Expressway-E 774~ U ET TINDODOFIAZ#EY K L, Expressway-E SO EZ A L E7,

jF':L-J? ﬁ:a)ﬁ%ﬁt

Z OEBIZIX, Expressway-C & Expressway-E, 35 & O Expressway-E & BN H D= KK
A2 MEOEF 2 TBENLETT, ZHUTiE, HTTP, SIP. XU XMPP Ok
TLS@fE D EHL, BLOHLT 25 R ITRAEOLRBR L F = v 7 NEENET, Jabber =
RARA > M, UnifiedCM TEREFS LTV D B 7 A HEHRIZH L TREES VD AR e —H% —
4 ENAT — FOMAEDOEZRET HUNENH Y £, T XTDAT 4 773 SRTP THRi#E S
ET,

Expressway-C [, Expressway-C & fiH &41724% Unified CM / — R THERL T & 72 R A 23—
V=AM LET, TCP Y — U AEHIC/ER S E T, TLS ¥ — 1%, Unified CM / —
KR SRAE2X2)T4E—F ((PRTL (System) |>[12F/NFA—4 (Enterprise

Parameters) ]>[t=’F:L'JT»f/\7)‘ A (Security Parameters) 1) 7281 (JRA) THKS U

TWABAITERENET (kY. EFaT7h a7y ATl ya=vran-
7A42##T%héhiﬁ) nsf 1%, Unified CM 78 TLS fRAEE— RZ2H /-
TWAEA, [TLSKREEE—F (TLSverifymode) ] 28 [4 > (On) | DIREETHERR S E T,

Z U, Expressway-C D39 SIP 18{E FH O CallManager it I E AR+ 0 Z L 2B L £,

\)

(GE)  Unified CM 2NEABE— R TRWEES., EXa27 707 7 A VL TCP ZfHT5 Loy v
JLr—FR&EnEJ,

Unified CM 7X7' Y v > % 73 Expressway (21801 (F721XEH) S4L72%A . Unified CM ~D
Expressway 1A /3—>— (%, Unified CM 239" Unified CM / — ROL4FIEFEH L £7,
Expressway (£, 2456 DRI =4 AT%HH LT Unified CM / — RIZEERE L £3°, Z D4R
WIR A FATET DE

« ZOLHIEHA L CV—T 4 VI ARETHHIMERH Y FF
« 24X, Expressway 7% Unified CM O — S —FEHEICAR &5 Z & 2 ET D401 T
—g——

tXaT e T A NVEHEHALTHAEEA. Expressway-C OFERAEICE S LTZRGER O —
I CA %% CallManager DS EREAE (Cisco UnifiedOS DFET 7'V r—va v o[EFa )T«
(Security) ]>[EBAZNEIE (CertificateManagement) ]) & LTA VA =L ENTWVHZ
LR LET,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



MRA #5 |
B 5 7mst

AT 4 7SIt

AT 4 T KEE{biL Expressway-C & Expressway-E [, 35 X OME34MTH D Expressway-E & T
REA v MO a—L Ly T TCETFINET,

K BkIX, AT « 7 Expressway-C @ B2BUA (/32 Z)L—F % & [ TYBRICEH S E
o
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ICE A T 4 Z7/N\ADEEL

i

«ICE A7 4 73 A Dl (73 ~<—)

« ICE A7 4 7 N A D F b DRt (78 ~—)
«ICE A7 4 7 XAt DX A7 7a— (79 _X—)
¢ ICE/NAZL—A RY v 7 OfH (84 X—)

ICE A T 1« 7/NADEEL

X12.5 775, Interactive Connectivity Establishment (ICE) Media Path Optimization 73 %48 — | &
NWET, ZOBRIZEY, MRAT Y RRA 2V RO AT 4 T/SANEGHEL S, MRA DR ER S
NI RIRA V RRT RARA V MATAT 4 7 EREET Z LN TE 572D, WAN &
Expressway $—/3—Z /A NZATEET,

ZOBgREIX, ICE 7' h @b (RFC5245) ZMiH LEJ, ICEIZBT 28 mfiiiL,
https://www.cisco.com/c/en/us/support/unified-communications/expressway-series/products-maintenance-guides-list.html
123 5 [Cisco Expressway EH#E 44 K] @ TICE & TURN H—E R IZH5W\W T HEZEBRL T
<TEENY,

ICE (D L#EH

Cisco Expressway X12.5 LARi%, ICE (X ICE = KA > h® 1 -2 & LT Cisco Expressway-C
B2BUA O HH AR — SN TWE Lz, B2BUART Y RARA > b & LTHBET 2354, ICE %
ilT=> FARA b & B2BUA ORI TRA = — FINET, LIRS T, AT 4 TIHFIC
Cisco Expressway-E & Cisco Expressway-C # /L C h 73— A L7,

WOBIE, AT 4 T RA % b3 5 7212 ICE 2 L 72V MRA = — L& /R L TWET,
AT 4 71X, Cisco Expressway-E & Cisco Expressway-C D[ 5 & @i L £ 7,
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ICE » 7« 7RADE#EL |
B 77 zomE

15:ICE * T 4 7N ARBEILEFEALAZLVMRAD—)L 7 A—

DMZ Partner or Customer Data Center
: Expre:sway ; Expregsway Unified CM m
B3y :
i B~
= =
| ) 1 J 1 J
| T Y
MRA Endpoint Expressway UC Applications  Internal Endpoint
Cluster

Cisco Expressway X12.5 T A X172 ICE Media Path Optimization Z 45 &, £ RAKA
Y MELSIP YT F U U TR NI N= AT DY =& LT, ICE iz ftho = RAEA 2 b
WETZENTEET, TOME, =V RSV MIICEZ R harzEHALT, AT 470
IR N A e X A o— b LET, REQRART, ROWVTANTT,

e FRRA M7 RLAR—NAT A ADERICHAHTY RBRA L FOARARIPT FLARFEL
e

cH—N—HIRTF FLA-NAT T RAA A LD RRA 2 FONRT Y w727 7 & AE[HE
BT RLAZHRLET,

* JL—=7 FLA—TURN = R_"—=THR SNz RRA b DY =T RL 22 R LE
ﬁ—o

F_XTOICE 2—/LTlE, WA AT « 7 Cisco Expressway-E & Cisco Expressway-C % ifit
L, RIv— FENLICEHEMZ A TG L TAT A T AR EZYVEZET, Zhicky,
T RARA 2 A ICE K L TWRWEETH,  Cisco Expressway (%, 7E2RD k73— 1
N2ZERLT, T2 e R<AT AT 2ET LR TEET,

WD 7 g TiE, 3OO ICEBFEMOFNEFND MRA AT 4 732 %R LET,

RAM7FLRZEHEALEZICETOMRA O—)L 70—

KDORNF, AT A TINAEZHETT HTDICHAA T RUABNMEHRA SN % ICE 244 L7~ MRA
a—LERLTWET, = REAS U ME, 7747 04—V D72WEUAR Yy hU—7 NIZIF
T 5720, AT 4 TIEARA T RLAZFH LT RARA » MEZEZEEE L E7,
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16: "X 7 FLREFERALIZICETO MRAD—)L 70—

Media with ICE

{ — I

MRA Endpoint

iIck x 7« 752 osiEt [

DMZ

Expressway
E

g

Expressway Unified CM 3 ]
c

. | L4 w ﬂ
3523 1‘}.
wLESy

Partner or Customer Data Center

=

) L J ! J

Y
Expressway
Cluster

T Y
UC Applications  Internal Endpoint

Y—N—BFR7 FLRAZFEALEICETOMRAI—)LTO—

WORIL, MOy RRA Y NBRRRB T 7 AT U+ —NOHRIIHDTZH, FANT Kb
APEHSNRNE I >TWDHICE Z A L7 MRA 22— L Z /R L TWET, fRbvic,
TURRA Y IBRRDT 7 AT O —NVOERIZH DT, AT 4TI ——FF7 R
AL T2y RaRA > MR L £,

17:9—N—BJR7 FLRAZEERALICETO MRAD—)L 70—

Media with ICE

MRA Endpoint

Server-reflexive
addresses
4

DMZ

Expressway

i

Partner or Customer Data Center
Expmgswav Unified CM =
yiey -
hi =

J L J | J

Expressway
Cluster

JL—7 FLRAZFEALFICETCOMRAI—)LoO—

T T

UC Applications  Internal Endpoint

KIFFNAT 2 LB 8, RA N —R_—FJFT RLANEFRICAI=— N T& 7
WA, T2 RARA 2 MEICE &b A7 4 7782 LT TURN U L—AFITE£4, &
DX, =2 KA > 2 Cisco Expressway TURN —/3—D ) L—7 RL A& LTz
RARA LV FETAT 4 T A2%(ET 5D, ICE ZH L7- MRA 2— L& /R L CWVET,
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18:)L—7 FLREFERALFICETO MRAD—)L oA —

Relay addresses
;

DMZ' Partner or Customer Data Center
Exp] i‘aijswa',' Expressway T
\/; p - Unified CM Eﬂ
it g —
I = 9
H 288 Q %"% [0
s

Media with ICE

[ | \ ]
f {} |

MRA Endpoint UC Applications Internal Endpoint

Expressway-C & Unified CMEID S 7 F ) VN ZADIEFIE

X2V T g e IE, = FARA U MNHDOERERA v =2 0 7 2 MaTT 2RO R R ¥
T9o MRATY FRA » MIA L F—Fy MEHATY 7T T L AT 4T ZRELTND
72, WEtE— R TOBENEEI SET, BHDOMRAE—FR (ICEZ&L) Tk, =R
ARA > b & Expressway-C O TILHIZHE BAL N L EETT 23, Expressway-C & Unified CM O[]
TIEA T v a T, ZHAMBHREZRERIL, NI Ly 785 b STV 54, Expressway-C
MAT AT AN —=AZRKT LT ATy ML TE 5720 TT,

WL, BEB{LAAMRA = R4 > b & Expressway-C O] THiiil v, Wi+t >y h U —7
TEA T arThHD, ICENNAAL—2 M LW S bZR L TWEY, MRA 2—/LT
. F Ly VTR LY — (F—1 & F—2) BZH I L, Expressway-C (L2 DD L v
THDAT 4 T HEEFAL L THEESELET, WL vy 735 b TGS Unified
CM ~DOFFFCF—TMEDH ) FH A,

19:ICE/NR R JL—ZERA LZWOEES{E

DMZ Partner or Customer Data Center

n INVITE (Keyl) —. 5
4 \ Media %b ; Expreé‘sway ; Expmgsway Unified CM m
Jay

Key 1 i | lKey 1 g
X INVITE (No Key)%ﬂ
Internet . E Qf}_ -
Key 2 Key 2 ! =
[ il ™
o L termination
INVITE (Key2) /\/
| J | )
T Y
Forced Encrpytion Optional Encrpytion

7272 L, ICE/RARA)L—F— RTIL, AT 4 7 /37 v k)3 Expressway-C #8H Cld 72 < EHAHA
CHEENDTD, = FRA U MEITY FY =20 RTHEX—2 M TE 2LERH Y
To WX —0SIP Ay E—VICHENLHAITEIC, F—2hki#ET LD AvE—V %
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gh—rsnzark—rot |

TLS R CEETAHALENRH Y £, BEXF—%2 = KV —x2 RCTHEET HITIE, SIP v
TV TR RV —x2 ]*““C“Ha%ﬁ?”éb%b\%ét&)\ Expressway-C & Unified CM
DOHEIOWE L > Z 2 WS b T 20BN H Y £, 7TV I RABRKE LI TV RN

& BEX—lda— 1ty b7y TPy TERET,

WD X, Expressway-C & Unified CM DO 7Y 7 Ly 7 H bS5 ICE /XA A
= CTRET G F &R LT E T,

20:ICS /SRR —IZ &k BHEE{E

—— DMZ Partner or Customer Data Center
O INVITE (Keyt) — "
Ry -. i N Expressway Expressway Unified CM m
t i eall & T
) . l . i INVITE (Key1 -
Media Internet ) =1 -
348 ‘a
: Vi EE i
L J
T . .
Forced Encrpytion Optional Encrpytion

HYR—bEhda2 KR—x2F

Cisco Expressway X— X O B

HIFE, ICE AT 4 T NAEE(LOY R — FMIMRA BBEICOLEELET, ROV —b REH
TIETA ML R—FLENTWERA,

* Cisco Webex /~A 7' U » RHh—E R
* Jabber Guest
+ Collaboration Meeting Room (CMR) 7 7 o K

s BUR A a— L

HCS &

ICE/ S AZ =2 LT, IROHCS REAX A 7 TMRA 22— /LD AT ( T /R A & i b T &
SETO

*HCS A7 —%7 7 F
« HCS ®fl4—/3— & HCS A v 24 v %
s BEEFAEDaATRL—Y gy T—%F 7 Fx
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\)

() HCS =>4 7 hEUH—(XICE/NAAL—%HR—KLTWEHA,

YR—rEhba0R—R2 b

ICE 27 4 782D {bIX, RO R—Fy b THR—hShTHET,
« HCS 11.5 LA (HCS =R )
» Cisco Unified Communications Manager (Unified CM) 11.5 LAF%

» Cisco Expressway-C 33 JX U Cisco Expressway-E X12.5 LA

YR—bENDZT RS b

MRA IZBFEENTWT, ICE AT 4 T NADEBLDAINT 2 > TWHIEA. RO ICE %
TURBA L ME AT 4 T EREICESERETEET,

« Cisco Jabber 7 7 A 7 k| s3—3"= 2 12.5 LUK, Unified Communications Manager 12.5 LA
W DAk 1 25 T2

» Cisco IP Conference Phone 7832, /N—7 =3 > 12.5(1) LARE
« Cisco IP Phone 7800 2 U — X (MRA A#AET /L DAH) | /A—T 3 1 12.5(1) LUK
« Cisco IP Phone 8800 >V — X (MRA AHLETNLDIH) | /X— = 2 12.5(1) AR

* Cisco TelePresence DX, MX. SX U —X_, CE/X— 32 9.6.1 LI

ICE AT 4 7INADEHRBIEDRHREH

ICE A7 4 73 A bz i L C MRA =2 RiRA > b Z BT 5546, KO Cisco Unified
Communications Manager O RITESMABIFE L F 7,
¥ 27 E— FH Unified CM TEITSNTVWEIDELH D

KDY X =27 F— KOUWT D1 Cisco Unified Communications Manager CHRITINTWAH Z &
75‘;%‘2/@:/6@—0

¢ SIPOAUthE®— Kix. #NA P R— 5 RRA v MRS E T, SIPOAuth E—
Fix, LTIz LT R— SN THET,

* Unified CM U U — % 12.5(x) LABE Cisco Jabber %7213 Webex 7 74 7 > b

« Unified CM Release 14 LLF D Cisco IP Phone 7800 £ 7-1% 8800 V) — X

« ICE Z{#/H LT MRA #H T SIP OAuth F— FZ B L TWT, = RA&RA >+ SIP
OAuthE— RZHVFR—F LTV RWEEZR, BEE—FZ2ENCTHILERHY T, =
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IcE 7« 78z @a@tns s 70— |

i, AR— K IR TR Cisco IP Phone £ 721X TelePresence 7 /XA AN EENE T,
SIP OAuth & — RZHI L T WA, £721% 12.5(x) LA Unified CM UV — 2 %
FITLTWABEEIL, Ciscolabber 7 7 A4 7 2 MIBIRAET— ROBIMLETT,

BREET— AT HI20X, XT Y v /) — FTutils ctl set-cluster mixed-mode
CLLzz< > R %%?TL?:E?‘O

TISHEEtEESLEZF XY T 7O T774IL

ICE A5 4 732t 2454 XTHD MRA = RARA > M., TLS ThEE{LEN-E
X T a7 A VCEEM T AMNERHY 9, BEiftxa2 T 00T 7 AT
X, WERETDHLERHD 9,

[FTINAREF2)FT4E—FK (DeviceSecurity Mode) ] % [E&S1t (Encrypted) 11295
[8x%k %2 4 7 (Transport Type) | % [TLS 2T 5
« [OAUthZ25E # A %h1k (Enable OAuth Authentication) ] &4 >123 3% (SIP OAuth €— K
ZHEHLTWD5E) — iR H

X 512, UnifiedCM TIRAET— RREDT 2> TV DA, Bt a T 07077 A4 V4
IZ FQDN O THHILERH D £,

31

SIP OAuth & — R DOERK ST IEIZ DWW TiX,  T'Cisco Unified Communications Manager F4# 5k 77 A
RJ @ TSIP OAuth £— F| EZZRL T /ZEW,

RAEE— FETLSH LB VT 1 70 7 7 A VOWRITIEIC OV TIE,  TCiscoUnified
CommunicationsManager fltX= U7 ¢ 74 F| 2L T,

ICE AT 4« PNNABEIEDZ R 70—

RD B A7 2 FLT LT, MRA BBIMIZICE A7 4 7 /R A0l ik L £7,

FIE
ARV RFERIETY Va3 Y B#Y
AT T 1|ICEREDOHER (80 ~—) Unified CM T, MRA = RiRA > MIEATE S
ICE SE Z MRk L £,
ATV T2 —R—GEHEDA VA h—b (81 X—) Expressway-C C, )72 — —FEE L EH T

%5 CAIFAEZ A VA2 F—L LET,

AT T3 |CEtep A /13— —2 % CEtls 1A /13— — |2 |Expressway-C T, BEED CEtep 1A /N—Y — 2 %

35 (81 =*—3) CEtls XA N\—Y —ZEBE L ET,
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B ocesomes

ARV RFERETIVa Y ]3]
AT 9 T 8|ICE /S AZ)L—HR— ~H UC k73— /L' —> | Expressway-C T, MRA @ UC k73— )L —r
DEGE (82 ~—) ZixE LET,

AT 75 |ICE /S A A)L—H K —  UC 1A 73— — D% | Expressway-C T, MRA O UC A /N— — &k

E (82 =) ELET,
AT w76 |CLI Zf#f L T Cisco Expressway ¥ — > T ICE /X Z | Expressway-C T, UC 3 X OCEtls XA /A—Y — D
AN—ZRERS D (83 =) ICE A7 1 7 A b 2 30E LE T,
AT w771 |Cisco Expressway-E % TURN #—/3— L& L CJE | Expressway-E T, TURN U L —H%—ERA&ZHEL E
(83 X—) B
=R -
ICE 5% TE D& AL

Cisco Unified Communications Manager ¢, @877 7 7 A /LN T ICE s E &Rk L £ 77,
it Tu Ty A NVEEHT S MRA EEO/ NV—TICHEHATE T,

\}

G H@EEFT o7y A BTV, ICERET., MABEADHKEKRKL AT T ho—EL

LT, LAF® [Unified CM] & Eﬁﬁo)b\ffﬂﬁ“(%ﬁﬁféiff TGS DAERDFAET 55
By LFOBENENIC X » T, EOMENEHEICET S008I0 E D £,

1. EFEHEOMBR—EFR T EICICEREEZMK LET,

2. LWRBEFH T T s AN—T 0T A NEHERATDEFKO T N—T A I D ICE R T

ERER L ET

3. AU DD ORIE ST S EAERIC 7 T A 5 RIRICHER S 1S ICE BUE S

L ET,

R+ AR EBEICER2RL . T 740 FTIRICEREMI R >TEY ., mRA BT 741 1

QEﬁ&LTﬁ%éﬂ\ﬁ*ﬂ—®ﬁ%7FV///ﬁ%ﬁﬁK@ofwiTotﬁb

Expressway-E U L— TURN #—E 2 2L HT5121F, ZhbonFiunoy o RO ICE

% i€ C Expressway-E — R —ZI5ET HHLENH D £,

AT w71 Cisco Unified CM Administration T, [T/34 X (Device) |1 >[T/\1 REXE (Device Settings) | > [ B EE
70774 JL (Common PhoneProfile) (DIEIZEIRN L £,

RAT9T2 RONTNNEFETLET,

cHLWT BT 7 A NVEERT DX, [FHEMN (AddNew) 1227V v 27 LET,
«[#%%F (Find) 1227 VU v 27 L, E)Ef®7°rﬂ774’/w§:ii§$}ibiﬁ“o 7=ExE, TN RTHLWE
SEEIZEID Y THENDT 7 4V NOBEIASEESE T 7 7 A 7R 8T,

AT w73 Interactive Connectivity Establishment (ICE) T, &k® ICE % E & L £7°,
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ATy T4
ATy TH

s—n—imEns >z b —1 ||

cICE—ZMM [F%) (Enabled) 172> TCDHZ AR LET,

s TIHILEDEFHE A T—[/RRX kb (Host) | M HEEE T,

« H—N—HIET7 FLRA[H% (Enabled) [ IZHESNTNDZ E2MRLET,

« 754321 TURN —/"—KR FEFEILIP 7 F L X —Expressway-E / — K® FQDN # AJj LT,
774~V TURN Hh——& L THRES £ 7,

cthH1) TURN H—/\—RR & EIXIP 7 KL X—Expressway-E / — K FQDN % AJj L C,
T H XY TURN —3—& L THES T,

« TURN Y—/\—E5X 2 4 7—[BE (Auto) | 2HESEE T,

* TURN H—/\—1—H—F&  Expressway-E h—/—ZT7 7/ B ATEHa2a—Y—LE A LET,

* TURN $—/\—/\RX J— F—Expressway-E |[C7 7 B AT H2—HF—D/AT—RFKEZ AN LET,

[fRTF (Save) 1227 U w7 LET,

a7y ANEEFRICERTSICE, ROFIEEZFEITLET,

a) [T/3M R (Device) | >[EiEH# (Phone) ] DIRIZEIR L £ 7,

b) [#%F (Find) 1227 Vv L., R7r A LEZEMT5EFELRINLET,
¢) VBT 2HBEZE IO I 7 A ILERIRL £,

d) [fR1F (Save) 127V v 27 LET,

H—/N\—SFBREDAM VX =)L

ATy T

ATy T2

ATvT3

ZITE, == EDA A P A FIEZBA LT,

P R—FERREOH LWVGERAEZBAEREZER L ET (A TFH 22X (Maintenance) | >[t¥a )T+«
(Security) ]>[H—/\—ZEBAE (Server Certificate) ]) .

FEHICOWTIE,  [Expressway #74 K] ~=2— 0 [CiscoExpressway ilEFHEVER & S AL A F] %
ZHLTLL7ZE0,

LA EE A SRR, Subject AlternateNames  (SAN) D=2 R7RA > MIBEEN T Bt ¥ =Y 7 1
a7 7 ANVDLETIEEDET,

REMIZ DU TIE, Expressway ¥ —/N—OREIEE L ZOREHE (28 X—) 2B LTI ES VY,

1

Cisco Expressway-C D5 #H S V- REBIREEA N O B4 S c Y — N —fEEFEEZ A A F—L LT,

ZOREHEICLY, X2V T 0 Tu T s ANV EMHHT L RiARA > ME,  Cisco Expressway-C &
Unified CM [H]® TLS #&ft 2/ L TR T £,

CEtcp R~ A /N\—Y — > % CEtls A/ N—Y —VIZEET S

Cisco Expressway-C T, MRA HIZ 3 TITHRL S LTV 5 BEAFD CEtep R A 73— — % CEtls
FAN—= = NCEFELET,
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ICE » 7« 7RADE#EL |
B e sxx—yH—rRUC FSA—YLY—CORE

1R BHEIIZ

Unified CM 23R DB NI 72 > TWAERD TN DOE— R TEF 2 7E— R > TN A0 %
BLET,
JREE—FK

* SIP OAuth E— K

AT v 71 [#mK (Configuration) ]>[Unified Communications] > [Unified CM+—/3— (Unified CM servers) ] DJIEIC
EIRLET,

AT w72 BH#HE O Unified CM $— N—Z58IR L, [H—/\—%FH (Refresh Servers) 1 %7 U v 7 L THERKE 5
HLET,

R T 73 Unified CM IREEDS TLS Active & HRSN TV AL HERLET,

CEtep RA N—Y — U MWEIAER S LT WIGETE, Unified CM $— =% B L Th b, —"—%
FHTHMLENHY £, [UnifiedCM 7 7 A X DB (48 X—) | ([ZHELFET,

UnifiedCM 7 7 A X I3t ¥ 27 E— ROYA, Cisco Expressway-C [X4# %A 7] D CEtls & A 73—
V= BB E B L7z Unified CM / — RORICHBIAERK L E9, sEMic 0Tk, B
BERS Y — v ER#EL—L (50 RX—V) EBRRLTIIEEN,

ICE/ XX RJL—HFR— FAUC FSINN—H LY — D DERTE

ZOFNETHE, ICERAAN—% YR — T 572D UC I NN—H )V = BRET D HE
IZOWTHBILET,

AT w71 Cisco Expressway-C T, [#m (Configuration) |>[Y'—> (Zones) |>[Y—> (Zones) |DJEIZEIR L £
D

AT w72 Cisco Expressway-E ~~® Unified Communications ~'— > % 3R L 7,

ATY T3 SIP2A T, [ICE/INRRJL—HR— k (ICE Passthroughsupport) ] %4 2% @€ L. [ICEH¥HR—Fk (ICE
Support) &4 7IZ%E L £,

GE) ICE/NA A —H AR — [MI, ICEVFR— ML ELEINET, A NTFFTI7 T 4 AL LT, ICE
IRAAN— Y HR—=1 %A N L TCICEYR— 247127522880 LET,

ICE/ XA R JL—HR— FARUC KA /NN—YV—2DEETFE

ZOFNETIE., ICE RRRL—%PR— b T B720I2 UC RA N—V = BRET B FHFIEICD
WCRBH L 9,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| 16E*F 4 7/{2DBEIE
CLI Z{F L T Cisco Expressway */ — > T ICE /SR X L—ZEHHK T 5 .

AT w71 CiscoExpressway-C T, [#R (Configuration) ]>[Unified Communications] >[Unified CM+—/3— (Unified
CM servers) | DIEIZEIN L F9,

RATYT2 F—n"a@RLET,

AT 73 Unified CM H— 3L 7 7w 71 T[ICE/NA R JL—HR— bk (ICE Passthrough support) ] %4 12
L\i‘a_o

CLI Z{EF L T Cisco Expressway ¥/ — > T ICE /XX R )L—FHERKT S

Cisco Expressway D ICE /XA R )L—F a3 %, VY —r Ty b7 v 7 LET, 4 Unified
CM b I NR—=HP 7547 b V= BIUCEs A /3= V' — 2 TICE /N2 AL— % %)
T D MENH D £7,

Web A v A —T =2 ZADRDOVICCLIZHEHA LT, ICE/NAANL—DY — R T £7,

ATv 71 [#A (Configuration) 1>[Y—> (Zones) | DJEIZEIR L, Cisco Expressway-E ~0 Unified CM k 7 73—
YIS =% LET,
AFwFT2 URLT, Y—rDID%AFLET, =& x1E. RO URL TIiE, 4 08— 1D TI,

https://expressway.example.com/editzone?id=4

ATY T3 CEtls %A NR—V— NI LTCFNEL &2 F#0iRLET,

AT 74 FHF L LT Cisco Expressway-C D CLIIZR2 7 A > LE7,

ATYTE ROa<r R&EFELTL T, UnifiedCM k7 83—=H)L 7 54T b V=2 TICE XA AL—ZFHZ L £
ﬁ‘o

xConfiguration Zones Zone <Unified Communication Traversal client zone ID> TraversalClient SIP Media
ICEPassThrough Support: On

ATYT6 ROa<vy REFEITL T, CEtls %A /X—Y =2 TICE R A A /L—FHHZ L £,

xConfiguration Zones Zone <CEtls Neighbor zone ID> Neighbor SIP Media ICEPassThrough Support: On

Cisco Expressway-E % TURN H—/\—& L TR E

TURN H—/N—RFEITE 4TV 5 Cisco Expressway-E — N\—%HL T, V1L —7 FL X%
BEL, $—="—FR7 FLAZEGTEET, Jhid, B MRA T2 7220
Cisco Expressway-E T3 73, Cisco Expressway-E Hh—/N\—Th 2L E|LH Y A, HEHRLL TWH
% TURN Yr——Zfliff c& &7,

WD TFNEIL, Cisco Expressway-E TURN H— R— T Bk 2 £ & D= H DT,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



ICE » 7« 7RADE#EL |
B ocexz—xruvsomm

AT w1 ROFETTURN —— ([#AL (Configuration) ]>[ b 5/8—H)L (Traversal) ]>[TURN]) %#pk L
E3xN

*TURN H—E R : A ITHE,
«TCP443TURN H—E R : A 7 I|Z3RIE
cTURNR— FEEL : T7ITHE, ZOF T aid, REBS 2T LOLFIATE ET,

*TURN YUY ITRbR—bF : T 750 MEEREH, F/BEEO AT LAOEE, 77 44 hR— M
3478 T, KB AT LADEAE. T 7 4V hAR— MEiPHIT 3478 75 3483 T,

G¥) KBAES ZA7 AO[TURNY U TR h7R— kb (TURNrequestport) ] 7 4 —/L FiZ, [TURN
— £ E{t (TURNportmultiplexing) 1234 MR E SN TWAHEDOLFIATE £9°,
*TURN Y9 TR b7iR— MEEERHNE : 7 7 4L MEE M,
*TURNU Y TR b R— FEEFEET : 7 7 40 MEZEEH,

GE) TURN Y TR bAR— FEEFEBARE TURN Y Y TR hiR— FEEBERT A7 v 3 ik, K
iy A7 LD [TURNKR— 2 E/E (TURN port multiplexing) [ 34 7 IR E SN TV 5
BOIMERHTE ET,

cREINFQTAF VY T 740 MAEMH,

CEREELIVL T 7 v MEZEMH, 7 7 4+ /L MEIX TANDBERG T,

« AT 4 THR— MEEERE : 774 MEEZEH, T 7 44 MEIX 24000 T,
e AT A THR—FEEET : 774V MEZFEH, 7 7 40 MEIX 29999 T,

ATYFT2 TURN 7 74 7 b3 TURN —"—TRFET B0 7 A 4E# (48K (Configuration) ] > [FREE
(Authentication) ]>[7/34 X (Device) |>[A—HIJLT—F A—X (Local database) ]) ZHEk L £7,

RATvF3 [fRTF (Save) 1227 U w7 LET,
AT w74 TURN — /=27 —H 23 [TURNY—/N\—XT—4 X (TURNserver satus) | C[7 77 « 7 (Active) ]
WCER SN HERLET,

Cisco Expressway-E T TURN H— 2 DRERFNAIZ- DU TIX,  https:/www.cisco.com/c/en/us/support/
unified-communications/unified-communications-manager-callmanager/products-maintenance-guides-list.html >

[Cisco Expressway & #ig A K @ TTURN #—bE 2Dk HAZSRBL TSN,

ICE/SRRJL—AF MY wHDFEH

ZDE 7 v a Tk, Cisco Expressway CICE /SR Z)Lb—D A kU w7 Z 45 kIO N
TR LET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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| ICEAF ¢ 7 RROBEE

Expressway-C T ICE /SR X JL— A b1 v I ERE .

« Cisco Expressway-C T ICE /X2 A jb— A " w7 ZFKRT 5
e collectd 7—F L ZMEH L TA RV 7 ZAZINET S

o HREIEIE TR 2 A 7 2 RN

o i R R

Expressway-C TICE /XX R J)L— A L) v o HRR

Expressway-C Tl&, 58 T L7ZICE /SRR L—a— LD A Y v 7 F—F 2FRT&£7, ICE
INAAN ==V EN—T 4 7T HEITHERINTNWD Y —"—T810, SEIFERAD
Vw7 2ATEET, X224 ICERTSNET,

B21: A )Y 2D

ICE Passthrough metrics
Peer | i 127.0.0.1
Start ime | 2018-10-22 20:43:45
End time i 2018-10-23 20:43:45
B2BUA connected calls | 4
Calls with optimized ICE media paths 2
% of calls with optimized ICE media paths | 50%
Host to host ¢ 100%
Host to server reflexive i 0%
Host to relay | ¢ 0%
Server reflexive to server reflexive | 0%
Server reflexive to relay  § 0%

Relay to relay 1 0%

Calls with required Expressway ICE

configuration ¢ 100
Callls attempted with offered ICE candidates 100%
Calls with ICE candidates offered by one 0%
endpoint | §

Calls without ICE candidates 1 0%
Calls with non-optimized media paths  § 50%
Calls with ICE candidates offered but without 0%

required Expressway ICE configuration  {
[E7 (Peer) | 74—V RIZiZ, &/ —KDOIPT RLVAZZIIFA MR EREINET,
s D 24 MR O T — 2 RFRENET,

KETT RLRAX, 20/ — ROBREICBEETLY 7 T,

« IR OBILEREZNX, T O — N— B ORI & K LTV ET,

« BHNTIT, ERID Y T2 Z DIERNPFRENET,

Cisco Expressway 2D ENAILE LU E— b7 ERBAAA K X150 [



ICE » 7« 7RADE#EL |
B ocotecta F—zosmRLEA Y v oI

AT w71 Expressway-C T, [AT—4H R (Status) ] >[ICE/XR R JL—A* k1) w4 (ICE Passthrough metrics) ] ®JIA
WZEIRL £,

TON—JIF, INHDOE T a TR ENTWET,

ARV RBETDOAN) 7 ANREKRINDHRREIRE, Z ORI T, B2BUA i S/i-a—1 0
%, ICE =2— 0¥, BILOB2BUA 2 —/LOEFIZHT 5 ICE OEIE, NAEIL, 0 24 FEROM
M2 ICE o — VMBS N o T2 A8 E L E7,

e A—J)LBA T Ka—nNF AT ITH LT, Ha—LF A T TRIEENTZICE a—LOEIE,

M TN a—TFT 4 NS OF DDA Y v T

ATYT2 74—/ FOFMRHAEZRTT LT, 74—V FAOMIZHD I 7 A a2 ) v 7 LET,

ARTY T3 W2, 54 E7 ) 7 LThb, ERAIFFZIITREIZZ Y v 7 LT, ZOHTT —X &~
Bz ET,

ATv T8 [CSVIZTH RR— b+ (ExporttoCSV) | %#7 U 7 LT, BRLTWVWAR—YDIEDAT Ly K — K&
ERC L E9,

RTYTE JFZAXZDIPT RLVAEIIRAMNMEZ Vv 7 LT, 207 7 AXOEOEREA 7T [ICEa—)LA b
1)w - B (ICE Call MetricsHistory) | X—Y % £ R LE7,
o BINTUIERN DR T A —=FPRRINET,
« FATITIE, BARDHBOMENFRSIN, BHOHONEINFERINET,
« BEIE, SN—trT—UTIE R B =Y 2—T7,
. N=UIE, KOOV a—F (DFED | O 24 IR T 60 1) #FKRTEE T,

ZD

collectd T—E > ZEFRAL-A M) v O IE

ICE/XAR—a— DA M) v 7 &2RKRTHRDOVIZ, coletd 7 —F L ZHEHLTA MY »
I EWNETEXET, WEOTZOOHY—_"—DF v 87 v 7 IZBET 555X, [Expressway D%
FrR L ONEMA A R @ [ Cisco Expressway A A K] @ VAT A A M) vy avy
arOHAN] HEZRLTIZSN,

BEEEECEES A TERE
ICE XA Z)L—a— )LDHE., a—NLEZ A4 FZa—VERCRTINET,

AT v F1 CiscoExpressway-C T, [RT—A R (Status) |>[a—/L (Calls) |>[BE (History) ] DIAIZEIR L £,
RT9T2 ROT 7 arOTRrERRLET,

- [FIRF% (Start Time) [SI0EE 27 Y v 7325 &, dagsfflaték (CDR) NFRINET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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| 16E*F 4 7/{2DBEIE
wuizze ]

«[7U a2 (Actions) | ¥ Tt a—%227 Yy 7 LET,
ATv T3 [ICE/SRAR)—a—)LB A T (ICE Passthrough call type) | 7 1 —/v FOMEZWGE L £97,
WROMBEFEHCTEET,

s none— i L SILTZ AT 4 T/RAR T — /MR SN TWRWnWZ L 2R LE T, Cisco Expressway
B2BUA Z MM L Ca— L MAB S, Hfie SVET

« host_to_host— = — /LI BIL SN AT 4 TRARN, T RRA L FDOFRA T RLAZEH LT
ML sz L ErRLET,

e host_to_srvrflx— 2 — VIZEEIL ST AT 4 TRANRZ Y RARA 2 FOWTHNDHREA NT RLA
BLOY—"—fF7 FLADOR TSN Z L2 RLET,

« host_to_relay— =t — /L ICIEL SHIZ AT 4 T/RARBIOT Y RARA > h®D TURN J L —7 L&
OSSN ERLET,

e srvrflx_to_srvrflx— a2 — VHICEEIL ST AT 4 TRARZ Y RARA V ROV —R_—fFJfT7 FL 2%
AL SN2 2 RLET,

o srvrflx_to_relay— =1 — /L IZEE L SHT- AT 4 TRZARZ 2 RRA 2 hOWFRNAD B — N —FIFT
RLREHIDTY RARA 2 PO TURN U L—7 FLADMTHSL SN2 L 2R LET,

« relay to_relay— 2 — /L HICIEL ENTZAT A TRANRT Y RRA L FDO U L—T RLZZEH LT
WS shi-Z Lt EarnLET,

ATv 74 ((LE) B2BUA 22—/ L v 7 OFMARKZRT 51201X, [3—)La 2R —%> k (Call components) | &2
v a T, B2BUA XA THEFREINTWNDEa— Ly T EBRNLET,

p--u = 155

TR R 1
ICEm R T vm— hILd L&, AT 47D Cisco Expressway ([CRBE) L. AT o 7 80 53 8
LEd, [REE (Status) |>[#®EME (Bandwidth) ]>[') >4 (Links) ]3— JICHED #IEE
WERSNTOT, ICEREA SN TWDEE, SHEOHEMEDO AT, K DRV iHRE
FLTWET,

\)

GE)  BEEUE O &%, TURN H— N—3d 4 2 HHiE I35 F 8 A

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}
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.5

i

T EE L ENNTERK

EANANBEIOVE— T 7B ADEARRENTE T LIb, ZOELMT L TMRA ORE
FT T a O TR L T,

o BEEX—T 3y (89 X—Y)

« MRA R D 7w o 2 ik (91 ~=—2)

o 77 A RSRAKGE (94 2—)

« SIP RAN Y X —DHME (95 2—)

s Unified CM & Expressway-C [} SIP FZ > 7 (96 ~<—)

*MRARRH®DBIB L aa— kK (97 ~<—3)

« HTTP #FF[ U A b (98 ~X—7)

* MRA #¢H @ Dial via Office-Reverse (102 ~X—73)

e VIVT I TABDRANT T IT 4 A (105 —)

NV TF RAAL LV DRANT T 7T 4 A (108 2X—2)

o & v 3 OKBEME, on page 113

0 — ~

EBR/N—T14>3 >
JEBHIX., KAA & 1 2Ll E® Unified Communications H— &2 7" 17 /3 A &' — (Unified CM,
Cisco Unity Connection, IM and Presence Service / — K72 &) %[ 9 7= OIZf ] & 2 gy 7s
FERCTTREAZERICT2EMIE,. EMABLOYE— 778X (MRA) 22— =7
HTZ % Unified Communications —E 2%/ X—7 ¢ >3 ML T5Z LT, L-5T, MRA
a—P—D R D378 v FAFE U Expressway X7 2 L CH—bE A -7 7 A TE &
D

10 DL EDREBHITHEID LEEA,
JERH, BHE KA A B8 L O — A1, Expressway-C CTHEK S L E T,

BMORERZER L. BELRVEY, 120774~V EH &2 ZEE L 571
JVRNEBR EMEEIND) X, HEITT R TO RAS Ve —EAZHBIBHLET, 2077
A= UREIL., L4FZZFELTH AL A=A THHIRTE FH A,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



waesemiEn |
B vwy—cromm -5 vavomyuc

ENRANBIRVE— T 7 BZEZN LIV —E 22 3—F ¢ > a AT 5100%, HEREO
BZEMR LET, TNFNICEL D RAAL 2T 72 5. #8272 Unified Communications
U Y — R m A R B £,

12D RAA % 1 DL EOREBRICEERMNT S Z LT TEEE A, [FERIC, % Unified
Communications / — Ri{ZlX, 1 DOREBEDOAHEIND B THZ LN TEET,

1

2 > ® Unified Communications f > 7 T A 8T 7 F ¥ #AREH MRARE & A7 —T  JREIC
FRENFEETHE LET, ZOFEEICIT, 3 5BDOE Y & U THEEBRIZHOMSE L-BREE
HUNENZRDGERBY £,

22: %y D=9 505 7 5+ X9 B Unified Communications 5 — E X Z/8—F 1 2 3 Vb T EHERR

Default Deployment :
General Communications — example.com

Expressway-C Expressway-E
=
= Internet
_o_“ga_-_ N
Deployment 2: " Deployment 3:

Staging Deployment - staging le.com Sensitive Communications — quiet.example.com

UCH—EXDEBRAN—T 1423 DEIYET

EHONEEUC 7 A2 0NHY . BREER L THEUC Y —E 2255455813, 204
TraryOFEEFHLET, IR RILOFO 1 DiF, B2 UCH—EAHDO I T AX L2
DHDOART =TI T AENB LGS TT,

N

GE)  HLWVWEBEZERLAVWEGES, $XTONGHUCT 7Y r—ra id, B—ofhE2EoT
A MEBICELET,

AT v F1 Expressway-C T, ERZ/ERLET,

a) [ER®E (#RK) ]>[Unified Communications] > [EBEA (Deployments) | DINEIZEIR L, [#F (New) | %
7w LET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| #ee s emisn

ATy T2

ATvT3

mRA 2 T v > 1 iR ]

b) BrLWEHEAZER L ET,
c) BMTHEEATLITHYIEKLET,

JBBAIC UC RAAL U &2EID B TES,

a)
b)
<)
d)
e)

[#RX (Configuration) ]>[F XA > (Domains) | DJAIZEER L E T,
B YBTDHRAL U EBRLET,
ZORALNTEI D B CTHRBAZIERL £,

[fR7F (Save) | 227 U v 7 LET,

COFIEELDPZ L, BIMORA A AERZEY Y CTET,

UCH—ERZREMIZE D Y TET,

a)

b)
<)
d)
e)

[#mk (Configuration) ]>[Unified Communications] DJIEIZER L, BE#4 25 UC 77V r—a %
BIRLE T,

FO Y THI— =R ET,

[EBF (Deployment) | 7 4 —/L R T, #VYTHEMZBERLET,

[f~1F (Save) 1#7 VU w7 LET,

KUC T TARAEZDE ) — RIZINZEREVIRLET,

MRAZHD Tv L 1K

MRA JEBHIZ, i0S F 721 Android 7 /34 A THAT &5 Cisco Jabber F 7213 Webex 7 7 4 7 >
FREENTWDEEIL, 7y v alBlE BT ILERHY £3, 7y v 2Bl v
B NI TT RE—RIZASTZI FAT 2 MZa—neA vb—UrEETERWEGE
N0 FET,

Ty EBROEE

T ABTT v a i N E NI 72> T A4, Cisco Unified Communications Manager & IM
and Presence Service [, Apple £ 721% Google DWFND T v ¥ 2 —E A &M H L T
=)W T Y v a i Z . 10S F721F Android 7 /3 A A TIEATF % Cisco Jabber F 72 1% Webex
IIATV MIAyE—VERRELET, Ty valliatiflToss, AT LBy I T T
T RE—F (BPAXRURE=REBMETIND) ICASTHETH, 774 T MEWBETEE
T Ty alBlRNIRWEE, Ny I T T RE—RICASTEZ TA TV MZa—A0A v
T—UEREETERVWEENHD ET,

EENEFIZ, Android BEVIOS 7T v b 7+ —ALT XA R VA =L ENTWNHENA L
B LY E— b D Cisco Jabber % 7213 Cisco Webex 7 7 A 7 > b, Expressway-E %47 L T
Cisco Unified Communications Manager 33 JX O° IM and Presence Service [Z 8§k SVET, 7747
YEBRTAT I RE=ROEETHDHMY, HrLva—LE@3AyE—V%
Expressway-EffHIC2Z 747 MIEETEET, 2L, VAT BN 7 7T TR
F-NIBATT D L, BEOBET v /WA TE R RV ET, Ty vallid, %41
/3=~ —27 79 R (Apple £7213 Google) I L T2 T4 7 > MIENET H720DITKIE
F v x it LET,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



e amisn |
B w07y ammomm

!IDMZ \: Service Provider
‘: i Internet

. Connectivity

APNS/FCM

Channel <

JO)

atfear]
CISCO.

Apple/Google
Cloud Push
Notification

Service

Over Mobile and
Remote Access

1 On-Premise . =/ :
/NPN

Customer Premise

—> Voice and IM Push using APNS/FCM Channel when
Cisco Jabber is running on background

<—>» Voice and IM Push Cisco Jabber Connection when
running on foreground

449023

QO Internet Connection

Ty EBREH

Expressway-E 73, JabberiOS 7 /NA AIZEARA LEBL RV E— T Z7&EA (MRA) #79 TiZ
L L TWDIGE, 7y ¥ a2 ERRITx LT, Expressway CORFEDHERIILEH O £/ A,
7272 L. WOFTHRSMB LOHERFEAEH S E T,

* Expressway D7 ¥ 2 fIZ1X, Apple 7 7 7 R® Cisco Jabber & 7' 3 2 fpk Hh—/3—
TRy NT—7 NBRETT,

A HF—Fy MR L TN TITA_XN— Xy hU—7 TIIEMEL EH A,

* Expressway (&, § CIZ Jabber for iPhone/iPad |2 L TENRA VB IR E— N T 7R %
AL L TWET, MRAIFERITHER SN TV ORERHY £T (AL V= ¥—

NBUE) o

* Unified CM #8120 U T, 7y v ok Cisco a7 R L —ar 777 RICkET D
DI T AT — Ra U RNULEREARHY 5,

s ORI =2 AR AN D 2 & A HEIR L E T

A VAZ L N A Y E—VICL DT v v 2 HERICIT, Expressway-E O FEEINLETT, IM
and Presence Service T7" v o 2 fik A2 H%h{b L7= 5, Expressway-E % F @4 5 L ER &
0 E9, MiEEhd % £ T, Expressway-E %, IMandPresence Service T v o = FHE & 785k
T, Jabber 7 7 A 7 MZPUSH A v E—VAEELEEA,

MRA D Ty & 1 ERDIERL

MRA R Ty ¥ a iz BT 2 5613, WROBEMFRH Y £77,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| #eaesEmme
Android 7,31 2T T v Lt EAEME [

« OAuth h—7 » OFEIX, Expressway CHERR T 2 MLE N H D 97,

s Cisco Cloud #—E A~ HTTPS #HilC 7 4+ V— R a3y —N"—%FHT 5L 1C
Unified CM 4T 2 LERH D F97,

\}

G¥)

Expressway O LLHTDOFRAAIAI T + U — K7 ¥ 0%, X12.6.2 LA
D=2 3 OB BHIBR S AV TUWE T, LLRITD Expressway
N—= g Tk, MARABR T 3T — R7FaX 3R — ST
WIRWIZD R LN TS EE 0,

AR FMECSWTIE, 7y v aflkiBEAT A B 22 L TIEEN,

TINNARATTY a1l ZEMNE
T OFREIX. Expressway 2~V K T4 A X —T oA AN LTHMESNET,

MRA %41 L7z Android /1 ® PUSH %} CLI =~ > K : xConfiguration XCP Config FcmService:
On

\}

Note

Android

o Z O#AEIX, Android = ——|Z ¥ — B R 22472 IM and Presence Service D F T D
J—=RTHR=FHFEDO) V=A% FT L TODIEAICDRIATLET,

o ZOHEREAfEA LT, Expressway-E D& & A4 NITHELENH Y 7,

e Za~wy REfERATAHE, MRAZIT L THEY A A > LTS 2—H @ IMandPresence
P—eARFEISNET, ZOD, INHOZ—FIIFHEY A A T HXLERH D F
R

ZOT—T WL, Android” > ¥ 2 iR D Expressway CLI %f i /FExt s 2~ o R&ER LTV E
T, BHHEIL, CLLa~y Rad T 204 71T o0 &kETE £,

Table12:*) ') 21— 3 ) v I R

BAN—U3VDIMEP Y S R
3

ExpresswayX12.7) FCM 2 5 2
DERERXT—4 X

A2k

SU2 LIk & 12.5(1) SU3

12.5(1) S22 DEED |47 Android 7 v 3 = (FCM) 1%
11.5(1) SU A—bhEnTHWEFA
11.5(1) SU8 LARE F 7213 12.5(1) | A~ Android 7 v ¥ = (FCM) 134

R—hSHTWEEA

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}
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e Emie |
B = 77ur—vavemssqa7o rERRLET v 1B : MRA BRI

BEN—U32VDIMEP Y 5 X (ExpresswayX12IOFCM 757 |2 A 2 +

A DEERT—HAR

11.5(1) SU8 LARE & 7213 12.5(1) | 4~ 12.5(1) SU4 LIED R— 5 >

SU2 DARE & 12.5(1) SU4 LI THAR— K EH TV 5 Android
7y 2 (FCM)

11.5(1) SU9 LARE & 7213 12.5(1) |ON FTRTD 12.5(1) 78— 3 T

SU4 DIFE & 12.5(1) SU3 PR — bk ZH TV 5 Android
7w a2 (FCM)

11.5(1) SU9 LUK & 12.5(1)SU4 | 7 T VI3 ARE TS 12.5(1) SU4 LA D /R— 5
(%S S :
Ul (Expressway X12.781 L\ ki ;ﬁ‘i }\(fcj/l\b/[?b +% Android
A= RRsERicwELT |7 77T

WET)

ENAINTIT)Vr—2a3 0B SAT7 U bEERLEETY 0@
&1 - MRA ER8

Z O&REIL. Mobile and Remote Access % i fH L C Expressway # EB T 2551349 LE T,

Z OFREE T 5 L. Jabber Intune <° Jabber BlackBerry 72 & DE /A )L TSV fr—3 g VE
M (MAM) 7 ZA4 7> hH. Mobile and Remote Access 2T L7273 = @O R — b *ki5
2720 F£9, FOFER, Jabber Intune 7 7 A 7 > hX° Jabber BlackBerry 7 7 A 7> &2 FE{TL
TWNLTRTOT NS AT y v a@ih—EAEZHHATE ET,

FERC WL, [Ty vai@MmEATA K] > [y v o (7 VI RAER) | 25
BLTLEEN,

J7 R MISNRZEER

T7 A MISREBEFOER
A

GE) 77 A MABEEANCT D7D F/IN—T 4 7 /b— b~y ¥ — (PRRH) #HZIZL
7-1%. Expressway-E % FRic) L £ 7,

7 7 A RRABGEN B NG E . Expressway (%, mAIDON—T 4 VI EEE v v 2 LTH
O, FANIN—T 4 T LIV — oy X —%FH LT, Frv v oI —7 4 TR
ERER L CHRBEDO T > M — N LET, ZOMRERIL, —_"—DTU—27a— RZHIE L.
XX NNUT BN EET,
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| s e semmm
sipsz~v d—namt [

Expressway-E C, RO a~v> REFEHALT, XA VA My v vafif@e ¥ A V=AM XFrvia A
7B A LD S 7200 IZERE L ET,

* xConfiguration Authentication Remote Digest Cache ExpireCheckInterval : [7200]

* xConfiguration Authentication Remote Digest Cache Lifetime: [7200]

SIP /A\AAN YA —DEMIE

Expressway-C D7 7 + /L Fg&iE(X, SIP REGISTER A v & —® Contact ~v ¥ —% 1 74 h
L ¥, SIPPath~v ¥ —% G925 &, Expressway-C |L Path -~ Z—I(Z7 KL 2 ZBML
F 928, Contact ™~y ¥ —|ZIXBIMLEHA, ZOFREF. KO XD e OMEREN MRA %/
L CEMET D7D T,

o AR ES L ORI
* BiB i@EE&k T
e AL NE=HY T

o F—¥LRE Y 2 —)L

N

GE)  11.5(1)SU4 O fg/h® Unified CM U Y — A ZEET 2 Z L2 BBO LET, FEMIC OV TIE,
CSCvd84831 &ML T 12Xy,

AT F1 Expressway-C C, SIP Path ~v ¥ —%& 4 12¢ %
a) Expressway-CC. [#R (Configuration) ]>[Unified Communications] > [#&R (Configuration) JDIJEIZ
IR L ET,
b) [SIPPath~w & — (SIPPathheaders) | # &I L £,

c) [f&RfF (Save) 127 U7 LET,
ATy T2 BEERL LIZS, Unified CM $—"—Z B H L £,
a) [#RX (Configuration) ]> [Unified Communications] > [Unified CM#—/3— (Unified CM servers) | ®
NEIZ IR L E 9,
b) [H—/"—DFE#H (Refreshserver) 1227V v 27 LET,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



Mg e |

. Unified CM & Expressway-C D SIP k5 > %

Unified CM & Expressway-C fSidD SIP 5 >

ENRANBIOY E— 87 7 & AD Expressway 2B TlX, Unified CM & Expressway-C fi] D SIP
T2 BEHRIIEH D A, Expressway-C & fift 4172 Unified CM / — RORIZ B @4
FRENTZRAN—=Y =L SIP R T 27 TIEARNWI EICHEB LTS,

72720, BN UTCSIP T v 7 kT2 b T Ed, (L& xid, B2BREHFE-
I% Expressway (B Gk S L7z RARA > &G4 LT, Unified CM IZBFR SN/ R
A MZa—nAT5R0ER"EFLNET, )

SIP T > 7 BMERR STV B4, Unified CMUnified CM ~® SIP [BI#E B $k I S 5 AR —
rEFElo Y A= 7 R— b % Unified CM THEATA2LERNH Y £9, BADBEED L,
Expressway-C C7 7 — AN HET,

SIP 7 > 7 CfEHT 54— M, Unified CM & Expressway O[] J7 THERK SV E T,

SIP k7 > 7 ORERLFEAMZ SOV TiX,  [Cisco Expressway SIP b 7 > 7 /> Unified CM 3 A4
A4 Rl 2B LTIZEN,

SIP F 7 712 OAuth N"—RXDFBFEE X ET D HIEICH>WTiR, uUC 77V r—v 9T
OAuth Z#if 9% (62 2—) | Z2BRLTLIFEN,

cS O EGRD SIP R— F DR

ATy T

ATy T2

ATvT3

Expressway & Cisco Unified Communications Manager D12 SIP kT > 7 K L7561, 2
DFMEZFER LT, M7 MEHT LR — MREZHMR L E T,

Unified CM OEI#REER Y A = 7R — b OFRGE

a) Cisco Unified CM Administration T, [ AT L (System) ] > [Cisco Unified CM] DJIEIZIERIN L F 7,

b) [SIP&ZE/R— k (SIPPhonePort) ] % 5060 [Zf% & L £,

¢) [SIPEBEDEF17 ;K— bk (SIPPhoneSecurePort) ] % 5061 (Zi% & L £,

d)y [fRTF (Save) 127V v 7 LET,

Unified CM D T 7 U A= 2 R— hDFRGE

a) Cisco Unified CM Administration T, [ X T, (System) |> [£F 2 U T« (Security) 1> [SIPT 2
DEF1)T4FAT7AIL (SIPTrunk Security Profile) | DIEIZEIR L £,

b) [#F (Find) |22 V27 LT, SIP b7 7L TWS T B 7 7 A VERIRLET,

¢) FER—bFZERRA—NEITERRD X ISR LET,

d) [R%E (Save) | #7 VU v 7 LT, [#%E#&ERA (Apply Config) 122U v LET,

Expressway CSIP b7 7 VA= 7 R— b &RELET,

a) Expressway-C T, [ (Configuration) ]>[Y—> (Zones) |>[V—> (Zones) ] DIAIZER L E
o

b) SIP kT 7 ZfifB9 5 Unified CM %A 78— — 2 2380 L £,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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| e s Emin
mrA 20 BiB La— K ]

R
d) [fR7F (Save) 127V v LET,

MRA#ZH®DOBIBLI—

Expressway (£, MRA #&H OFAIAAZ T Y v (BiB) $kiga A — ML TWET, ZOHKHE
1X. BRME G D Markets in Financial Instruments Directive (MiFIDII) (23 5 BiE#kT 08} %
WFTADICESEHE T,

REABZROME
BBEHEALT, A7 7L IATEEL TR —FRREFHITIZE L —LDOEF
o aiFEE e ET,

* BiB |3 Expressway THIZHMNT/R > TWET,

* BiB (X Cisco Unified Communications Manager Ci% /£ C& £9°, BiB WA > T\ 58
&, UnifiedCM T, =2 FARA & M TOREI—NVEAT 4 TIKEF—NZT7+—2 L
ESr RN

HIEEE RN T DEH

ZOMRREMEMNT 25613, FliEsE a3 — X v U T AITREREELEX D LITERL
TLZEW,

CBMOFRy N — RS T o Y a = ST ANERSL Y 3, SEHIC VT,
[V 2a aZRl—vary VAT LA Rx Y Va—vary V77V ARy NT—F 5
P4 (SRND) | @ ERBIOEGEHAX Y VT 47T HEZRRLTIEE,
MRA = R7RA > MZxt LT BB # A2 T 2121%, @5 2 {5OmBEALE TS, =
UL, 2= L OGN L BB OGN ERE SID EARET S &, BiBXIGDK 2 — /LA
HHE O 2 fEOWIBIEZHE T 5720 T,

* MRA = RARA > N TBIB 22T 5 &, Expressway / — RORKP R 2 —/L F 4 3
VT AMTEDF YN T A ORI FO ISR LET, ZHUE, SE STV 558,
W, FAUCBEERMA T N2 00BMOSIP XA T a7 Rn3d57-20TT (LiznoT, K
BHNZ 3 DO@EREICHE LET) o

BREEH
MRA %41 L C BiB Recording Z B 2 121X, RO L D IR L ET,

* BiB $%#% % Cisco Unified Communications Manager CH&k L £9°, FIEDFEMIZ DV T,
l'Cisco Unified Communications Manager i)\ J #ERERERC T A N1 @ [EGEEERE | mA ML
TLTEEVY,
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T |
- IWELTEY

¢ SIP /XA~ Z—(X, Expressway CHNZ LET, FEHIZOWTIX, SIP NANy X —D
it (95 =) Z2ZRL TSN,

EHIC, WOEMFLWITBERDHY £,
c BB DH D7 T AT 2 FBSBETT
« Windows hit Cisco Jabber 11.9
» Mac Jifg Cisco Jabber 11.9
* iPhone 35 J: 0" iPad Jift Cisco Jabber 11.9
« Android Jif Cisco Jabber 11.9

* MRA %}t~ @ Cisco IP Phone 7800 > ) — X, Cisco IP Conference Phone 7832 F 7= 1 Cisco
IP Phone 7800 + U — X 7 /34 X (ZIHTXTOEHEN MRA XS TH D L IXRD F
HA)

o HIE MRA IZKHE L TCWAERRICE L TlE. ZOHA KO IMRAA V7T AT
F e ] HAEZBT DM, VATPYFICEBHWEDEL I,

s LU A NT /M= — = > b : Cisco Unified Communications Manager 11.5(1)SU3 BiB
I%. Expressway BgkT 2 R A & FTIEYAR— S TWEHEA,

e =Y NT/3—H)L : Expressway X8.11.1 LA

el a—F 4T Y= ZDORF2 A POFPFHSTT,  (Cisco Unified Communications
Manager (23531} 5§35 DR%EFIEDFEHIZ DWW T, [Cisco Unified Communications Manager
WEERREHN A ] 2R L TLEEW, )

HTTP &%7] 1) X b

HTTP #ff U A MME, HTTP —E XA D7 7 A Y A hO—FE T, Expressway-C (%, A /3
T R—ET T MY R—)L DM i BERBM L £, 72 & 21X, Expressway (3,
MRA #ak H 12 # H & 7= Unified Communications / — RIZHE T S A4 T "INT VB ATE D
EoZFT AT F— A HERBMLE T, 262, UnifiedCM / — K (CallManager
BELOTFTP H—E A% %179 %) . IM and Presence Service / — K, 3 J O Cisco Unity
Connection / — RWEENE T,

L. BRICE ST, BEDHA TOT 7 AL AT DDA 23T Rb— L%
LT LOVERHYET, TU MUY FL—VIRETE EEA,
A UYL R— VB RKRT HITIE, [#R (Configuration) ]>[Unified Communications] >

[HTTPEFRIJ X k (HTTPallowlist) |>[B&4 > /3> FJ)L—JL (Automaticinbound
rules) 1ONEIZER L £,

« T RV R— L EFRRT HI2IE, [#8R (Configuration) ]>[Unified
Communications] > [HTTPEFRI ) X b (HTTPallowlist) 1> [B&#7 ™Y b/ Y KiL—IL
(Automatic outbound rules) (DJNEIZEIR L F 9,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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wemuz ~ [l

HTTP EF 7] ') X + DimsE

VE— I TAT 2 FPEENOMD Web b —ERIZT 7B AT HMLEND LEAIT. JhE
DA N R— LB HTTPFFR[ U X MZIBIITEF£3, 72& 20E, ROV —E X TILFFAS
U R NSRBI R D600 £,

e Jabber 7 v T — K H—
* Cisco Extension Mobility
T4 LVINY Tx b ARAL
v F—T R Ty A VR

* Problem Report Tool H—/3—

e BT I RA AA—)L

<link to Appendix and other places for more info>

HTTP #FA[ U 2 MZT U bR » FA— V&8T5 2 &3 TEEtA, 2, VA MIAS
BIMMES NI — NV EREE T ITHIBRT 5 Z LI TEEE A,

\)

GE)

[v % — K7 7 A Vifizi% (Managed File Transfer) ] #4HE7% Expressway /K CHERET 5 X 9 1T
THIE, FEIELIZEH TBMENTNE D NI0nb B, §XTo Unified CM IM and

Presence Service / — RMWFFRI U A MIFRRENTWAZ L AR L T &V,

BEIA >/ oY F)IL—IL

Expressway |&. Unified Communications / — FZ M E 21T H T2 &, HTTPFFAIU A b & H
BRELET, ZOX—=VI0E, sz — R Zhboy — RS s r—an
KRENET,

BPIOY A MIE SN/ —RTHY., Z D Expressway-C THIER#H SN TNDHTRTDH
= RBREENTHET, &£/ — KOV RARNIE, /—ROT FLA, A7 BIUJEITE
DT FLANGERLTVET,

2EHDY A MI., 8F&EAZ A 7O Unified Communications / — R~D Y S AT N7 7
T 2 EHIET L 70BN ENTZL—LTT, MRARSERD /) — RDZ A FZ L2, ZDY =%

MZ12OLLEDONV—ARERREINET, MEARERNLV—LVERUEXTRREINETE,
LEDON—NVEERETH EITTEERA,
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| DR,

R13:BHBEMINIHFAY R ML—ILOTORT o

el Bl

BAT ZON—=ME, YA RSRTWLHATDTXTD /) — RIZEBELET,
e Unified CM #—/3— : Cisco Unified Communications Manager ./ — F

* IM and Presence Service / — K : Cisco Unified Communications Manager IM
and Presence Service / — N

« Unity Connection H—~/3— : Cisco Unity Connection / — R

« TFTP : TFTP / — K

A= =97 TITAT VIR INEDEATD ) —RE@ETDHIEE2N—LRTFAT D
=3 Ni=)

A= IIAT IR INODEAT D) —FE@ET 2L aNV— DT 5
A= F,

—Hx A Exact ¥ 7213 Prefix, ZDONAL—NVEHFER LTI T4 T2 "R T 78R4 59—
E2OMEITIG T D,

I :@w~w%ﬁﬁbt7?47ykﬁ79tx¢é)/ ASNDINA, J—
JLTC Prefix —BMRHF R SN TWBEIEAE. ZIUIFLE LRV, EEDY vV —
ADE—EDOHTHLAREMENH Y 97,

Ui Y ZDO—LINEFR[T 5 HTTP A Y v K (GET 72 Y)

HTTP 357] 1) X F DIRE

ATvT1

ATy T2

[#R (Configuration) ]>[Unified Communications] >[HTTPEFa] 1) R b (HTTP allow list) | > [#RE&EFTAE
A 282 K)L—)L (Editableinbound rules) | MJIEIZEIR L, HTTP #Fr] U A hL—/L & F£oRx, 1ERK,
EIE, HIBRL £

ZONR=VITE2 DA H Y F3, 1 DIFTF 74 PO HTTP A Yy REHIET 7200 DT, b
51 DITRETRER NV — NV EFRRT AT DD H D TT,

(EE) T2y /Ry 7 ZAEMHLTT 74/ FOHTITP A Y v ROty h&2ZEH L, [£F (Save) | &
7w LET,

TxDON—IVEREL TNDLEEIL, T7ANEA—NN—F (4 RTEET, AJRERRY ZRIZLIZWE
Bl TNV MY POBLTRTOAY Y REZ VT L, V=LA T LAYy REHRELET,

FIFNNDOFEZEETLE, DT 740V FOFETER LETRXTOAL—LTH LT 7 4L b
MER SN £,
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we ey 2 koEE

ATy T3 MR EMOINOF = 7Ry 7 RaA 2L, [HIBg (Ddete) (%227 VY v 735 ERERL—VEHIRT

TET

ATy T4 [FE New) 1227V v 7 L, L—LZERRLET,
ATw TS BECELEL— 2R LET,

TITIE 74— RIZHTDT AL ZAENL O LET,

RUFHEMLEFAVR ML—ILOTONRT 4

5| B
Description HRZZER LT K TH720I12, ZON—1Dnh) 03 Wiz A LET,
Url MRA 7 FA TV "R T 7 ATESHURL ZHELET, =& 2L,

http://www.example.com:8080/resource/path ~D7 7 AL F [T HITIL,
ZOURLEZZDEEANLET,

e IV TAT U INNHARANIT 7 AT HIEDITEHL TWAS 7 a ha/uid, http// F
721X hitps:// THDHMENH D £7,

« T 74N NSO R— M EHEHT 2561, A—MEfRELET (i : 8080) .
(77 4V bAR— hME, 80 (http) & 443 (https) T9)
= VOFFAZFIRT S (LVERDR) RAEEELET (B : /resource/path) |

ZON—LT, [FL T4 v ADO— (Prefix match) | Z3®R L7254, #9009
IRRAEAERT D, NAEZEKTEET, HGEDY V—ANARIEZR URL X L
TLIPV DU RNRWES, ZhTEXa2UT 4 U AZICRDAREERH D Z &I
HEELTLEIN,

GRS ANV E=V

[T+ b%EER (Usedefaults) | 7213 [AiE%#IR (Choose methods) | ZBE&R L
32’9“0

ZON—VIZRFEDOHTTIP A Y » RERIRT D L, T _TONA— VX LTERIRLZT
TF IV NINF—R—=F 4 RENFET,

—&x AT

[5e2—% (Exact match) 1 £721X[FTL T« v X—B (Prefixmatch) | Z3#IR L £
‘@40

ZZTCOHIMNL, BEEICL o TERRY £9, B2 —E (Exactmatch) &I 5508
BRETTN, IV OV VPRUBEIZRDIGERDV ET, [FLT7 4 v 7 2A—%

(Prefix match) | 2L 2 HF2MEF]TT A, BERETICH—"—U V=22 AT S
YA BHY ET,

HA

MRA B CHEHEORBHZMEA L TV AEAE. LW — L2 4 5 B 68T
HVENRHY ET, HEORBENBZRNED, 207 4 —)L RiIZFEREINETA,

ATvT6 [T YD (CreateEntry) 1227 V> 27 L CL—LERAFEL, METRERTFA Y XA MIED £7,
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Pt B |
B . —rzwmeEmyR b7y TO—k

AT (LEE) V- AEEET LI, [REMEE (ViewEdit) 1227V v 27 LET,

JL—ILEHTTP BRI R M7y TJA—F
\}

GE) TUMUUVRL—AET v 7a—RT5ZLFTEEEA,

AT v 71 [#m (Configuration) ]>[Unified Communications] > [HTTPE¥A['J X b (HTTPallowlist) ]>[JL—IL%
7w Fa—FK (Uploadrules) ] ®IEIZER L £,

ATYT2 V—IVEREZETLCSV 77 ANV EHBR L TEIRL F1,
FFAfY A MIED 7 7 ANVBROPRE (155 =) 22 L T EIW,

ATv T3 [7v7r—F (Upload) 127 VU7 LET,

Expressway [Zph 2 & — P CIE& L, [#REMEER A /3% Y FJL—JL (Editableinbound rules) ] ~<—
CrFRLET,

MRA #ZH @) Dial via Office-Reverse

ENRANT = —L, T4 ATEEENTDHEZLRUEWE, EX2 V7 4, FEEEZL
F L L CUVWE T, DialviaOffice-Reverse (DVO-R) HEEZ AL T, T a7V E— RENA
)V T34 AT Cisco Jabber ZEH L TWHGGIE, £DZ L ARIETE ET, DVO-R L, 1B
3% 4> L C Cisco Jabber call & HEIICL—T 4 > 7 LET,
DVO-R &, 2=y 7 F Y o7 bBERAT 4 7 R4 2B L £§, Expressway CTOE/SA
NBEOVE—= R NT 7 BRADV T F Y T aEGlea—Ny 7 U 7%, 7747~ k& Cisco
Unified Communications Manager ] 1P #fi 2i@ia L E 7, T/ AT « 7TId, BEONRELS
ZZHif (PSTN) (PSTN) #¥— h U =A DEALT—A L HZ—T = f AL~TELZEE L F
T A—T 4 FEHCNT A F—T oA RIBEHT L L, IPERAKDONIZGATH, &b
Bl e A —T 4 AT EEITHERF SN E T,
DVO-R ZH#f L C, —H —3l5E515 L7- & &2, Cisco Unified Communications Manager 7>
S5O W LBEERRONT NGB FEEINDLHIICTHIENTEET,

o 21— WP —DENA)LID (EHFHEBEIEEE) .

s a—F—DRBEED FTALDHMERY) |

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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MRA #2510 Dial via Office-Reverse [JJ]

DVO-R over MRA ) 31— /L 7 O — D45l

WDa—n7ua—L, ENANVID FLEFERBESOWNTANCHT Y E LEFEELET 256
. MRA #EERHE @ Dial via Office Reverse (ZDOW T L4, a— 1 72—\ T
I, BEOHEBEZSRL T EI0,

1 BEEELAYLVTHE, EHFMNIP SRR (WLAN £72ZEAA L Xy hT—2) ZHLT
Cisco Unified Communications Manager (2358 S,

2. Cisco Unified Communications Manager I, HZ/y DR ERLE 5 £ 72135 E LI AEE 512
W a NTET,

3. &7 5 L. Cisco Unified Communications Manager X4 A ¥ /L L 7= & 5855 & #5305 L,
POV LB Y £97,

4, FOANDBIEETH L EwITHTO@BRHEIIEED PSIN Y — 7 = A TAT E LV S, RO
AT ET,

cENANVID AT D L WERITEES — P U = A IZEE SN ET, E@EHIEERTE
HET AT T TCT I T 4T THDD, 2020200 KEZL5Z LN TEET,

REEFEESEHEMNT L L, EBITPOBEFRIEES AT, TAZ 7+ it o it
Ao

23:E/NA )L ID EERA L 1= MRAREH D DVO-R

~

M5

/1|

]
Cisco
lunified CM

(Carrier)

Call signaling

W Voice media

Cisco Expressway 2D ENAILE LU E— b7 ERBAAA K X150 [



Pk &SRR |
B vRa 26100 Dial via Office-Reverse (1AL

24 REBSEHEMALT- MRAZHA® DVO-R

T w(3)
8 — — —
[ | T

Alternate
Number

"Voice Network

\_ (carier) ) ygice
Media

o ‘
- =y Data Netwo AFi
E (Carrier) ) “_‘@

Call signaling

P Voice media

DVO DEH
ZOMREIE, BE Y AT ADRDAN—V 3 TRETT,
* Cisco Unified Communications Manager 11.0(1) LARE

« Cisco Jabber 11.1 UL

HEEIE

* PSTN #*— k7 = A & Cisco Unified Communications Manager fijiZ7 &7 k47 /3 K DTMF
UV L—MNd D856, 7 v F— Siuiz 22—/ LT Dual Tone Multi Frequency (DTMF) ~X— A D
HWEEHERE (B PREEIL 8 R CEEITREESZMEH L T 2581, WmEE+Hi%
REEZFHATEEEA,

» Cisco Unified Communications Manager 7> 5 D 2 —)L 3w 7 Ly T PR A A A —)UIZ)V—T 4
YITSNDDERE A YV LTOVDMFIIRA AA =L T— LR ENRNE T D
121X, DVO-R KA A A—/L RV v —% [— Wil — (user controlled) JIZHETH I &
EREMLET, ZICKY, @EEEHITT AR, =Sy ROWTNUhrOF—Z2H L
TDIMF b= Z BT 20ERH Y £,

MRA #2H @ Dial via Office-Reverse D& Ak

DVO-R % MRA | THERE Xt % 72 8 O Expressway i 2 1L 6 W £ A, 7272 L, UnifiedCM
/ — K& CiscoJabber 7 7 A 7 b TRERMER B H Y £, A LYV TORRITIRD & B
v TY,

AT v 71 DVO-R ¥ 7KR— 92 X HIZ Cisco Unified Communications Manager % a% & L £ 7,

ATFY T2 £HF A ZITDVOR #RELET,
ATV T3 2—HF—HINC L DRA AR =N EEBIHFELET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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ATv T4 VE— NEREOBEN (F7vay)
AT wF5 CiscolJabber 7 7 A4 7 h&EEMR L £,

)

CE) UCTFVr—varlsIA47 FaMIRL, EAANBLVY £— 7 7 & AT Dial via
Office-Reverse Z HEHE 1 5 JFEIZ DWW TR T 2 FHM 2RI, https://www.cisco.com/c/en/
us/support/docs/unified-communications/expressway/

200198-Configuring-Dial-via-Office-Reverse-to-W.html @ [EXA LB L RY E— N T 7 AT
Dial via Office-Reverse Zf§fe 9 5 L O MRk 421 2L T ZS 0,

TILFOSAIADARRANITS T4 R

DB a TR, wNTF T T AKX MRA BBIEERT 20D FERRNTT T ¢
ANZOWTHERR L £, I, v/ F 27 T A% MRA B ZHER T ABRICEE T RE 0N o7
DRANTFTIT 4 AERLET,

« T T D Expressway-C 7 7 A X % T XCOUCT T AZIH T HENHY 5, &
5 L7 & Expressway-C 1L X TCDOUC 7 T AXIZEREZ 7T uFx IV TEERFA, &
Expressway-C 7 7 A X D77 A~ U B T, Expressway-C N E|E#ET 5 MLENH 545 UC 7
TAZDNRT Yy J—ReBMMLTnb, =" —Z28HLET, ik, &%
JERUCT TAENLDIRY OV T AV Z A3 ) — RN Expressway-C IZ AT SVET,

—EDOT TALPSIP RAL L EIFLTWLEE  F2—F =0 /KEDT 7 AXIZED
BToNDH LT, Ex—VF—D[FR—LYF5RXE (HomeCluster) |iXEEXBHNIT D
ERHY F9, ZOEIE, Cisco Unified Communications Manager @ [T > Ka1—H—4%

Rk (End User Configuration) ] 7 1 > RVIZERRINET,

U RAA PRICEED Unified CM 7 T 22 3o D854, BRI KR/ 5 2 5% v
FU—2 Tk, 7 T AZRIBBEY—E X (ILS) RSN E T, YIIRE%. ILS (X ILS
Xy U= BRTHEZ FAXRMEAA YL T T LT ) r—va v eI LET,
72720, 77 AL BBIT TR CHEATE 5720, ILS IMATIIARWZ SIZEELTLE
IV, ILS ORERR FIEIZ OV TIE,  [Cisco Unified Communications Manager [\l & A7 A
R A R] 22 LT 7E a0,

f U KA A NIZHEELD IM and Presence Service 7 7 A X N H8551%, RIU KA A 1T
& % IM and Presence 77 7 A % @ Intercluster Sync Agent (ICSA) %Ml L CTZ 7 AKX T
Vo T aBRT DM ERH Y £3, 7 F7AZMET U T OREKFTIECOWTIE, [IM
and Presence Service I B L7 RI=A hL—var H4 K] 28R LTS
VY,

« D Bdge 7 7 A X RHHGAIX. TNOOMTAMIEZ MR L £

CINHDOT Y VRRALT —Z B X —IZh D HAIE, ARSI AL R — LA
72 (DNS) SRV #fEflT& £,
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Mg e |

B <1 795280°2+755542

o Ty UHAHIFIRIEL R (B AEH EITKEE) ICEER o THEIEN TV AHEAIT.
GeoDNS Z i i TX F9, GeoDNSSRV L' 22— RZHH LTV 7= X F &=
VY= RN —TF 4 T T DHHFEOHFNONTIE, LFESR LT EEN,
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0 BIRE X Cloud A ZHERL L, MRA 77T 4 _X— 3 RAA & MRA
HF—ERRALHEEELET,

1 BHEIT. MAC T RLABIEEETICRERT AL AR E ey a =y
LET, T3 A4, T2 L7 BATMAC 7 KL AT £9,

2 BEHEN, ZOTNAADT 7T 4 _X—varya—REERLET, T30 AT
IJTA4R—varPh—ERE, T RKRR—ADT A AT 7T 4_"— 3
P—EANLa— REERLET,

3 TIT 4 _R—=vgra—  NRa—P—ZXEZIhEST EA—NVERTEALT S
T OR—ZVREH)

4 AT YT AN a v a— REAS LET, i T K55 MRA
X—2y NERELET,

5 FEEEIT Expressway DT &2 28 L, SRP/NY Ry =A 7 TMIC+ 7T 77 4 ~X—
vara— RKEfEHLGREELET,

6 FNRART I F 4 _R— 3 o P—EZAREIEMOMACHHEHA L TF — &2 _X—2x
DT NA ARERRZTH L, K L72Z & 2 EEEICRELET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRAF/\1 RDBA%RE

7riq zoErgonmzss [

JatX | JatADOFENR

FE

7 BN BRI, FOEFEO TFTP S DEARER 7 7 A4 V&2 B L. Unified
CM IR GRS ET, B HIO MRA —E X R AL ZEHID S THR T
He. W7 AN XA LT FEanE T, TO%, B MRA —t
ARAAL VEFEALTERETEET,

8 FTRAAT IT 4 _R—= g P =R, FTU RN T I T 4 _N— g a—
K2V Y—2LFEd, a— FNISBHFHMNHTEET,

R27:79T4R—2320—FI2&D MRAT/NA REAEFTOER

HCS /
Enterprise

T =
Activation Code LO S

453842

TN ADEAEREDRTHR M4

WROKIZ, MRA T RiRA 2 N DT 7T 4 N— g v a— FEAREFO Y R— Mi#zr L
i?‘o

Cisco Expressway 2D ENAILE LU E— b7 ERBAAA K X150 [



MRA 7731 ROBA%ME |

B 7 xomrspomase

R19:MRAT U T 4 N—2 3 va— FEAERFYR— MMER

HR— bk B3

B/NY U — 2 Expressway X12.5.1

Cisco Unified Communications Manager 12.5(1)SU1
Cisco IP Phone 7 7 — A7 =7 12.5(1)SR3

PR — h ZFLH = K| CiscoIP Phones 7811, 7821, 7832, 7841, 7861, 8811, 8832, 8832NR,
RA B 8841, 8845, 8851, 885INR. 8861. 8865, 8865NR

)

GE)

VU —2X14.0 DFF T, ENANBLOVE— 7 7B AR —F STV 5 Cisco IP
Phone 78xx ¥ U —XB KL 88xx ¥ U — X &4 AHE(f L T\ 5856, ®Eikl%. Cisco Unified
Communications Manager @ [EEE# R (Phone Configuration) 1 7 4> K7 C[MRAZA L 1=
TOT4RN—=2 30— KA (Allow Activation CodeviaMRA) | F = v 7R v 7 A0A
V2o TODEA DI, MRAE— RIZEID B2 b ET,

ZOT7Tu—FEHEHAL T, MRABFEDT VT 4 X— g ra— REAERERTT HHMHE
BHYFET, IHIZ, MRAEFO2—V—%, EFlE T 77T 4 7L THERAT 2 720ICE
LWT 7T 4 _—vgra— Re ANT30ERNHY £,

T T 4= g a— ROEAERIZOWTOFEMIL,  [CiscoUnified CommunicationsManager
BUTHSRERE S A R @ (77 F 4 _— g a— RENLET NS ZAOE AN | =550
LTL &N,

I BT, ROBHREUERH Y 7,

¢ X125 XV AETDY U —RAE Bxpressway &7 v 77 L— R LTEGEIX, ZOMEEEZRET

S HINZ Expressway-C @ Unified CM H—/ S —Z B L T 723V, Expressway-C T, [#8
B (Configuration) ]> [Unified Communications] > [Unified CM+—/\— (Unified CM
servers) | DIEIZEIR L, [b—/N\—%FE#H (Refreshservers) 1227V v 7 LET,

cCIOTNAARATITFA4R—3 0 H—ER—Z DY —E AL, CiscoUnified Communications

Manager CEITT HMERH Y £ (F—ERIET 74V N TETENET) , Cisco
Unified Serviceability D —EADY A N &2F v 7 LT, 3 —EANRFATINTNDH I &
ZHERLET,

«OAuth ) 7 Lwia B9 4 >—Z OfkREIZ. OAuth Refresh Login Flow {2337 2 —#

% [A%1 (Enabled) ]I1Z3% & L. Cisco Unified Communications Manager CHZNZ L £ 9,

I T TFTR—BIN—a—PF =R LTI TR=FZNLEFHEA LT, EFL2T7 7T 4 7{LE

ELHAEICHEMNLET,

+ Show PhonesReady to Activate {223£/X7 A — % |, Cisco Unified Communications Manager
T[Trugl ICRELET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRA 7/34 RDBAENR
MRA 534 28 Ao 70— [

e Ly Ra—W—[ IR —FN~Ou T A T 7 REARKETT, BT THERGEMHO
[ Cisco Unified CommunicationsManager FI#§RERERC T A K @ [T 77 R—% 1)
ErsRLTIEEN,

e BN T T R—Z L, MRATIZIYAR—FENTWHWRNDT, UE— ha—H—I7,
VPN 2 L CR—ZIIZT 7B AT HLERHD 77,

s ALV FR—LIVARTL (DNS) SRV LOA—F—MRAT 77 4 _X—ar KAAfL Lk
MRA —E R KA A > OE4, #Y)7: Expressway 7 7 A X %57 _collab_edge SRV % ##
KT D MERDH Y ET,

cVRAYITIVRAVR—T AV TDTCPR— 43Ry bI—D B K . 22750 F
~DIRD URLAERE Z1T 9 7212, Cisco Unified Communications Manager & IM and Presence
Service//X 7Y v ¥y InHAR— b 443 4 L THERLZ ANC T DM EN H D £

« fos-a.wbx2.com
« idbroker.webex.com
* push.webexconnect.com

* btpush.webexconnect.com

GE) TCPAR—F4431%, 77 XU RHTTPS V 7 = A FDOEAIT
Cisco Unified CM O/XT7 Y % / — KM BHEWVWTW A MLER H
NFET (AT T RFVR—=T 4 7)

MRA 7/\4f4 AEAZEHFDEHK 7 O—

IFOFNEIZHES> T, MRAE—RTT 7T 4 _X—Y g a— R&EHLTMRA T/34 AD
BAVEM AR L ET,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



B wvra 750 x@AEmEOBE T 0—

MRA 7731 ROBA%ME |

FIE

FIE

AT w71

Cisco Unified Communication Manager 3 2 U8 Expressway C OAuth 583EZH T L
£

1. Cisco Unified CM T OAuth ZH %245 ik

1. CiscoUnified CM AdministrationC, [ AT L (System) ]>[fRFE/NT A —
2 (Enterprise Parameters) |DJIRIZER L E T,

7
3. [fR1F (Save) 1227 U2 LET,

2. Expressway T OAuth B HFEFEE AT D 51k

1. [#H (Configuration) ]>[Unified Communications] > [#&
(Configuration) ]1>[MRA7 7 X Hl{#l (MRA AccessControl) JDJIEIC
BIRL F7,

2. [OAuth h—=% UIC&kB&FE (BEFHY) (Authorizeby OAuthtokenwith
refresh) 1 2 A LET,

3 [R%TF (Save) | #7V v/ LET,

AT 72

MRA 7 7T 4 _X—3 g a— ROE AR O =9I, Cisco Unified Communication
Manager % 7 7 U NIZE AR L E7,

1. CiscoUnified CM D& HL 5 | [l AE (Advanced Features) ]>[CiscoCloud
B A#(#E (Cisco Cloud Onboarding) | #3#R L 9,

2. [INOFr—%ER (GenerateVoucher) | RZ %27V w7 LET,

3. [CiscoCloudT7 I T4 A= 30— FOEAEFEEEE (Enable
Activation CodeOnboardingwith CiscoCloud) | = v 7R v 7 A& 412 L
£

4. MRATZIVTAR—=I 3V RAALY BHEELET,
5 [f*A1F (Save) 127 Vv 7 LET,

GE) *MRAT 7T 4 _X—3 3 RAA D Collab-edge N A A > F— LA
VA7 A (DNS) L a— RBFETHILERH D £,

e JTAFTLIZIODOMRAT 7T 4= 3 v RAAL OHFIR
NHOET, MRATZ T 4 _X— 3 iF, MRAYV—ERRAA
DU A MIHBRICEBMESNET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRA 7/34 RDBAENR

MRA 534 28 Ao 70— [

Flig FlE
27 v 73| MRAY—E R RAAL U ERELET,
1. Cisco Unified CM Administration C, [ ELHRE (Advanced Features) 1>[MRA
HY—EXFAA > (MRA Service Domains) [DJIEIZEIR L E 5,
2. HE D Expressway 7 7 A X Wb 555515, MRA = RARA » FAEIET 2
K RAL U EBIMLUET,
3. RAAVEITRIBROT 74/ 8 MRAY—EARAAL L LTCHAT
H%aE, [IsDefault] F= v 7Ry 7 AEF A LET,
4. [fR1F (Save) 1 %27 VU > 7 LET,
AT w4 F T ar, MRAY—E R RAL VEBEFEDT NA AT —MZHID Y TET,
ZHCRY ., T AT =V EERT 53R TO MRA 731 AZRFED
Expressway 7 7 AZ ZE|ID Y THZ LN TEET,
1. Cisco Unified CM Administration G, [ AT 4 (System) ]>[T/84 R T—JL
(Device Pool) (DJIEIZEIR L F 9,
2. [#%F (Search) 1% 7 U > 7 LT, HRTNA AT —/LEFTRLET,
3. [MRAHY—ERX KAA > (MRAServiceDomain) | Ky X o rinG, Z0
THRAARAT = NVEMEHT DT A ZZHID B TDH RAL U EFIRLET,
4. [R1F (Save) 127 Vw7 LET,
AT TSN T I T 4=V ara— ROEAMEHZFFAIT D5 X 912 MRA 7 7 & Al A%

’ﬁb\ifo

1. Expressway-C T, [# R (Configuration) ]>[Unified Communications] > [#&RX
(Configuration) JDNEIZER L %9,

2. [OAuth b—2 UIZ k%% (EFidY) (Authorizeby OAuth token with
refresh) | Z A2 LE T,

3 [TO9T4R—=2arva—FOEAE[EZEHFTT S (Allow activation code
onboarding) | % [IZLy (Yes) | ICEREL £,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



B wvra 750 x@AEmEOBE T 0—

MRA 7731 ROBA%ME |

FIE

FIE

AT w76

A VA M=)V ENTWAHIEHE T & 5 Cisco Manufacturing Installed Certificates (MIC)
EHERLET, ZiUEx, 7277 4 _"—Ta v a— FOBAHEFERICT 7827
B MNETT,

GE) FR=FT 7T 48T 4 2FTT5120%, 2 aofdEr— e
273 CallManager-trust 2 ~ 7IZAFEAE L TWAMLENH Y £3,

1. Expressway-E T, [A YT+ 2R (Maintenance) | >[tEFa T«
(Security) 1> [{E38TZ 5CAZIBAZE (Trusted CA certificates) [DJEIZEIR
L/i‘j—o

2. [fERETESHCAMRAEZBAEBI STV T4 N— 33— F (Activation
code onboar ding trusted CA certificates) | #27 U v 27 L7,

AT v 7T

F7va v, MABOAAZ LFERELZEHT 556,

1. Expressway [ZREl#HZ 7 v 7o — R L £ T,

2. Unified Communications Manager ® PhoneEdge-trust (ZFEBH#E %27 v 7o — K L
g

Unified Communications Manager 237 7 7 NIZFEEEZ T v 7 vn— RNLET, 77
T4 RN—Ta S a AR, EBEEEITZYZ 7 U R biEHEEZ Y Y o n— KT 5
7o, RS Expressway CHfE TEH X 912720 £,

AT w78

Fralsni s e ya =7 k%M LT, Cisco Unified Communications
Manager 7 —# N— XA CHEifkEr 7o ya=7 LET, EH604Tva v
ZBERTLGETH, ROF =y IRy 7 ANRMGTE A N> TNH I &%
R L TL 72 &0,

T T4R—=23 00— FOEAEFILE (RequiresActivation Code
Onboarding )

*MRABHDT7 IV T4 A—a3>a— K%EEA (Allow Activation Codevia
MRA)

G¥) B I —DOMACT LA Ao ya= /T x4, BA
7t 2T, BEFEBOEBEOMACT FLAZFEH L TT/NA
ARBERHLET,

GUI £/ AV EBREZEDOEL LA LI r7aeya
=27 FIAIZ>\Tik, CiscoUnified CommunicationsManager & A2 7
LHEREITA R, UV U —R125Q)ULLED (777 4 _— g a—
RIZE D7 R ARG BE2ZRLTIIESV,

AT w79

Eifxd MRA = —P—IZF¥ELET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRA 7/34 RDBAENR

g7 7 71t |}

BREWDT VT4 71k

BEHEICIL, B — T VT4 R— g a— REEETLHEOD2oDF T g v

o)
BN T T RS — EiEE IR =2 ica A LT, BIEDOT T 4 X—

V)i—aqo

vara— REMETDHNN—a—RFEERTEET, 77T 44X~V 3 a— FEEHE
WCATIT B0, BEFOECT A AT EERH L CN—a—F 2 2XAX%¥ LET, FHHD
FETHLHERELE T, BT 7T OELECHOWTIE., T /51 R AYE OFTHES: 2 R
LTL7EEN,

*CSV 77 A NDxT 7 AR— k — EFBHF L, Cisco Unified Communications Manager C, A

WERDT 77 4 _X—gra— REE#ET I~ Desv 77 A VBT T AR— N TEF
T, ZOT7 7 ANONREHHL T, MRA 22— —(ZT7 77 4 _—3 33— N&i@m
TEET, csv 77 ANV BT T AKR— M55

1. Cisco Unified CM Administration 725, [T/34 X (Device) | >[EEE (Phone) ] % iR
LET,

2. [Bd#Y > 7 (RelatedLinks) |25 [T 277 4 X—a v a— ROx=7 A3R-— K (Export
Activation Codes) | #=IN L, [B#E) (Go) 1227V >v 7 LET,

GE)

TIT 4 _X—=ara— RKOT 74/ sOFBYIT 168 K (7 HM) T3, ZofEiE,

Cisco Unified Communications Manager ® Activation Timeto Live (Hours) #h—E A /35 X — X %
FERALTCHEHEBR TEET, 777 40— ara— ROGHHBERIINZGEE. EHEIX (T

9T 4_R—> 30— RFOfEKR (Release Activation Code) 1 %27 Y v 7 L, [BEEEDER
(Phone Configuration) 1| 7 4 ' RUD [HILWF U T4 R—> 30— FE4ERK (Generate
New ActivationCode) | #27 U v 2735, 777 4_X—vara—Kzlty hCEXET,

TOTA4R—=232a—FDAN

MRA 2 —W—NEFEE L BT DL, T/ T4 _X—vara—FRaEANTHLHTkbbR
T, TI/T 4= arya—ReEANTLIN, BT T R—ZNVICERRINDNN—a—F
EAXY T 5L, EEENEERTS0OT, M7 AV EX T — RLTRERLET,

INT, EifEE2 N TE DIREIZRY £ LT,

BEHBEAEHFEOROHDEMA T 3>

WA avid, X2 T 4 2 LT 5720t A2bd AR LET,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



MRA 7731 ROBA%ME |
B z2versgorvoemt Foay

AT a1 EEENEEBOMACTY FLREZFEALTESE2 0 3=V 45995

EHEIZ, ¥I—DOMACT FLRAZMEHT DO TIERL, EEOMACT RLRAEMHEH LT
ek % Cisco Unified Communications Manager [ZiBAI L £3, ZOHETIEX, 7277 4 X—
VaVZ~Fﬁ£@®%%%®NMCTFVXK%@HH%M\7??4N~V5V3—Fﬁ

DEFETOLERT D720, X2 U T o hmibEsnEkd, 2720, ZoHETIE, &8
%Lf)>%'ﬂ§uﬁ$%%@ MAC 7 R ZAZEBNZUE L TATT20E R H Y £,

ATar2: EEEF, MRAE—RFTOBEAEFBBO-HIZ) E— b1 —HY—ITFIET ST
2. AT LIRADEREET7IT147ILLET,

ZOFETIT, TEHEIL, 77?4N_V5V3~PE#%)?/FLTNRAJaﬁ—Km
BN, ATV IAE—RCEHXET 7T 4 7/ LET, MRA =—W—|%, EL%
MRA E— RCTT7 27T 4 7L LE9,

CEHFIIT VT 4= ara— REARR (AL IRAE—FR) ZREL, Bkl
HI—DMACT RLAZTobEVa=rrLFET,

EHEL, AT VI ARE CEFOGEARE L L TREKLET, 2T nkRITLY,
Cisco Unified Communications Manager DT /A R BN EEOEHKED MAC T RLATH
I, EEEN 77— 2T r— REEHTELHLH1CR0 £7,

EHFZIIMRA E— FRDOT V7T 4 _"—3 g ra— REAMFLEREL, 777 4— 3
va—REHEZYV Yy FLT, HrlLWnWa—RBRANENDETCEFEZT 7 LET,

\}

G¥) BEEH DR (Phone Configuration) ] 7 4> R T, 72754
N—vagra—RFzlty FLTEFRER v 7 T5720, ROM
FOF =z IRy 7 A A T HHERHY T,

cTIOTAR—= 30— FOEAERIBE (Requires
Activation Code Onboarding )

*MRABHDT7 I T4 N—ara—REEHA (Allow
Activation Codevia MRA)

EHEITEFM L MRA 22— P —(ZFEL, 22—V —ITHLWVWT 7T 4 "= g a—F

ZwmLET,
¢+ JE—F MRA 2—¥—{%, BEFEEZHRATI7-DITH LT 77 4= ara— K%
ANTHIUERHD F9,

ZOF T a AFROFERH Y FT,
T I T 4 N— g ra— REMAC 7 RLAICEEMT S, ZOBEETOLERET D7
O, EX2 VT 4B AELET,

o 2P PNEFEEZIT ST L TS, RO T 7 — AT =T BT TR TH D 2 L
f&ﬁ%mu L/ i j—o

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRA 7/34 RDBAENR
wehAERHOEo0Emt T ay [

 FWEEEMERIO MAC 7 RLAZIE L TANT2LETHY A,
I UVIRET—RTOT 7T 4 _X— g a— NE AW ORER FIEICOVWTIX. [Cisco

Unified CommunicationsManager [a](J & A7 Mg AT A N 1777 4 "= g a— K] &D
(FTVIRFAT ] #BRLTIESN,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}
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B z2vursggor-ooemt Iy
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.7

i

MRAD A TF 2R

* Expressway D A 7 F 2 AE— K (127 _X—)
mﬂA%ﬁﬁ<n&&—%
BL—hrarbrrm—1L (1282—)
LT UVRADF X T (129 X—Y)
« Cisco Jabber il SIP 4%~ = —/L 4 —/3—, on page 130
o 7T AHAE LTz Expressway v AT Ak T 2 — )L A — N—DFEFIA (133 X—)
* Expressway H#ER ALR#E (134 ~2—)
« Unified Communications h—E" A A7 — % ZADfEiR (135 ~<—)
Mt sz ) — R T 20 E N H LB (136 ~—)
* Expressway-C CTOH—/N—H3H (136 ~<X—)

Expressway D * T F R E—F

Expressway D A 7 ZAF— RNiE, HEHINTZHETMRA VAT LEEILTE S L9 I2HR
fbEiE Lz,

AT F U AE— REFITT DL, Expressway (%, #FHEFEE/-137 2% (MRA) 7
T4y EZTANEEILELET, BFOa— LV ETF vy by v MIEEEZTEEA,

ﬁ*fﬁ?/?aV%Eﬁ’%T?ék VAT LI BEDEATDRNT T 4w 7 AL
TWRWEREIZEEL, ZOV—bE 22y vy MU LET,

Expressway 73 A 7 F U AE— R, 2—¥FRF LT —LEREEITH LT v v by
varELED ETHE 74T NIV —EARHARAINEEZE L, Lo T %2 4f
AT 2L 2I0BRTEET (AREREA) . 207 = — N A—N—0&EXI T4 T v MC
KoTRRVETH, 7 I7AFRNICETTOETRHLHE. 7747 FOFEHTLD
R ORI Z R 2 LE R H Y £7,

[2=7 74 Fala=r—a DAT7—4%A (Unified Communications status) |~— 1213,
MRA Y —EAPEEEZT 5T X TOgH (AT T AT—F) WRELET,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



B vrazay

MRAD A >7+ VR |

28: Expressway-CD A > TF R E— K

mims
CISCO Cisco Expressway-C

Status  System Configuration Applications Users Maintenance

Unified Communications

Unified Communications status Enabled

Unified CM registrations Configured but with srrors

HTTP proxy service: Inactive (Maintenance mode)
Port forwerding mesh: Inactive (Maintenance mode)
Provisioning server: Inactive (Maintenance mode)
IM and Presence Service Configured but with errors

XMPP router: Inactive (Maintenance mode)

HTTP proxy service: Inactive (Maintenance mode)
Port forwarding mesh: Inactive (Maintenance mode)
Provisioning server: Inactive (Maintenance mode)

Service requires an active connection to at least one IM & Presence server (Maintenance mode)
XMPP Federation

Single Sign-On support
OAuth token with refresh

Not configured (Configure a domain on Expressway-C)
Not configured (Enable on the Unified Communications page)
Configured

CET> FRA > bDHIR

CEY7 b7 HFITLTNDHTY RARA Y RO MRA Tk, AV TF 2 AE— KRR —
FENTWERA, AT TUAE—REAMTTH L, Expressway (IZi1HDT 2 RARA
Y I BLDOMRA 2—vE Ka vy S LET,

MRA & £%24

AR L— k3

X12.6.1 LAF%, Cisco Expressway-E O[4KRE (Status) | > [#IZ (Overview) ] ~X— TiL, MRA
e TRk ST SIP 73 ADFEMOMEAIRDUFH &2 EH T £, [BEE (Overview) ]
N=VIFRD T 4= RREERE T,

MRA Z8%
« I/7E — MRA 21 L CTHUERE SN TV DT 31 AD#REL,

o E—9 — % ® Expressway FHELEILIFE O MRA HEkD v — 27 34,

fA—JL

Expressway (%, {EEOL—HF —Drp /A EREMH LT, FFEOMHK ATREZR MM AN, = —
P—lZaFdZ R —ra =R THRIELZHIRCE E3, ZOBEIX, FLa—F—
ERFET 28D TAT v " TANA A FIILELL BICHEBEICHART D7 T4 T b
SRAETLHREMEDOH D, FEBRELITEBROYV—E AEEKEAILIET S L O IZiFESn T
WET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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| MRADAYFFUR
R Y

I IAT v R Na—YP—2BEET D200 7 A NER AT 5 72 TONT, Expressway 13, =

~—

DFEATAL— k3> bO—)VEIRIC X o> THRIE SNZRTOBEAN O EE &H 1= Y DR KREL % iE
RDOME I MEMERLET,

PATOER L= i KE & B 2 5556 . Expressway [3idfT 2547 L, HTTP =7 — 429 [Too
Many Requests] ZF1TL £7

PFEL— by b e —/LRREX, [#R (Configuration) ]> [Unified Communications] > [#&RX
(Configuration) |1 ~X— @ [F#E%E (Advanced) | &7 v a > TR T £,

JLTOOYLDFY YUY
%.

GE) INHOREIL. MRA BRADFIFEIZSSO H@7 AT o747 4) AL TS 747
U MZEEA S ER AL

Expressway (X, Unified CMSBFEL 7= RARA v ha s A UiEREXF vy v a2 LET, 20O
¥ v alZX Y., Expressway N H 2, #FEH T Unified CM (= RARA b 7 A 4f
WEEE L THRL DD, RN AT r—~ A0 R ELET,

¥y v aiXEX, [#A (Configuration) ]>[Unified Communications] > [
(Configuration) ] ~—Y 0 [F##E%E (Advanced) | &7 > a VTR TE 7,
29: FEMERE

OJ 4 VEREFHFRERIL. 7 7472 bORGEICRIN T D7 DICEET L N—27 DT A
75'4’A75:?'§”Ebiﬁ‘ ERICHAFESNTZ 7 A4 T2 ME, 20O b—27 U 0NHARYINIC 722 DR
Eﬁ%%*?éz%#%@i? BH LR &, ﬁmﬁng RVET, T 74V ME
L. 4804y (8 FFfH) T,

O45 4 VIEREIBRREIFEIL. Expressway BN ¥ v v =7 U 7 OEWEO B4 2R 2T L

FT, FrvvanZ U TERDE, HIRUINDO F—2 L OBRDPHIBRSND 2D, ZOREIX
WIREIN b—7 v 2 Xy vV 2 IR T ARERR L 720 £, T7¢w%ino\(uﬁ
) <9,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



MRAD A > 7+ VR |
B ciscovabber A sIP 2527 = — Lt —s3—

Cisco Jabber A SIP & & J = — LA —/\—

ENALNBLIRYE— 727 EAX (MRA) %M L T Expressway Z B3 23581%. Cisco
Jabber 1D SIP 4% 7 = — /LA —_—ZH L7,

Expressway X12.7 AR D /3 — 3 1%, MRA % #%H L T35 Cisco Jabber 7 74 7> b D
7 == VA== REERKRIBICEE SN DN DD MRA 7 = — VA —N—F R & 77
A B E T2 Expressway (IS T BEEFED 7 = — VA — "—EA IR I N TWET, &
L, WIS —T 4 7 STUNF—T 7 74 7OHHR— b, &FEINZET— LAR—h
NEENET,

N\

Note  X%j3t~ = — LA — N—H4HEIL, Unified CM & Expressway-C O] CTi&f5 &5 STUN # vt —
CEMHLET, ZOMREIX, SIP 7T Y T A = U@ T DO LR U SIP $EE A fif
ALET, TNHDSTUN A v b= D7 42 Y o 7 E3EIRZ B 5 121%, Unified
CM & Expressway C OO 7 7 A T A —NVEEIT AV r—var b4 ¥ F—FoxoA
(ALG) /XA ATSIP A VAR g v BN LET,

TNODFLWEEEIC LD, Jabber 7 A4 7 > MITF L ET 4O MRA & i (72—
F——) Y R—FTEET,

Unified CM [%. BIEI#IIZEIN S M7= Expressway-C DR R FZ ERRTES

Expressway-C 78 MRA SIP £ > 3 3 > CSTUN ¥—77 74 7 %57 5 &, Unified CM 23
STUN U 7 =X MIGE L EH A,

Unified CM 78 MRA Y U = — 3 3 > HIZ Expressway-C T iE STV 54, Expressway-C
/ — KX Expressway-C 78 A 44 (FQDN Ti&72\) #ff LT AXL API Z41 L T Unified CM
(T/NA1 R > Expressway-C @ ) ([ZHEWIZEMESET,

307 Z & 12, Expressway-C I % Unified CM ~D MRASIP ¥ v ¥ a % —7 7 74 72t L £
—éqo

ZELEX—TT 74 TINET HHIZ, Unified CM (X Expressway-C D7k A k44 & itk L X
9 & L%E9, Unified CM 3 DNS /L7 KRBT 5 & STUNF—7T7 7447V 7T A
MISELEEA, ZHIZLEYD, MRASIP BN 7T v 7 ENET,

Unified CM & Expressway-C 23725 N A A 128 535413, Unified CM 7% Expressway-C @D 7<
APLEMIRTED Z L 2R LET,

BEEBRN—T 4 2T

Expressway X12.7 LAfED /X —2 g U CHSRLV—TF 4 > 7 % BH 525 2 & T, Expressway |E
N—T A N AEEIERTEET, /— FEEPREHIND & <7y MIgET o
T —=RICEA—T T ENET, 722X, UE— K Jabber 7 T4 T 2 FH, FFED
Expressway-E (EXWY-E1) . Expressway-C (EXWY-C1) . UnifiedCM (CUCM1) OfHA5& D
% #%H 9 % SIPREGISTER % %5 L. #5/E 4172 Expressway-C / — R3Z 7 2 LTV D70,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRADALFHUR
Cisco Jabber A SIP 252 7 = — LA —i— [

AVTFUAE—=RIZHDELET, ZOHE. Ay E—TIFE T Expressway-C / — R
(EXWY-C2) ([ZHL—T 1 > 7 &, HBYD Unified CM #5500 ICHRE S E 7, BEki%.
Cisco Jabber (ZNV—T 4 VT T —T NV HFHH L, 5% D SIP A v — T THEANADEHA SN

iTO

\}

Note o« 7z — )L — "= {T1E, WEEEOREITE TN T A, JTabber DBERITHT LV VEER/ R A
Tz F—R—ENFETH, ERFOT /T T a— i Rey FTERET,

STUN ¥—J 754 TDHKR—+

WIS —T 4 71T Z.. Expressway X12.7 EABED/N—3 9 1%, Jabber 7 7 A 7 2 MIHzE
SN TWVWD MRANRF—TT T4 7425 STUNDHZDHR—KFLFET, UE— b Jabber 7
ZA 7 v b, Expressway-E # L CSTUN X —7 7 74 T2 X —T T4 X Fy hTU—
ZIZERE L, BoMBELRTS > THE LET, TOME, BEANZAND ) — RBRKRR L5
4. Jabber 1L STUN JSEDZEH D LU HOWTEE L, 5% D SIP A v &— HichoL—

P RAZEINTE £,
RE

STUN ¥ —77 74 7% &%, [#A (Configuration) 1> [Unified Communications] > [#&RX
(Configuration) 72— 0 [##IERE (Advanced) | &7 2 a > TR TE £9, [X29: ¥l
BIE #ZRLTITEEN,

T4—ILF B

STUNF—TFF7 S5 A J | UnifiedCM A T XA T VT A DSTUNF—T T T4 TG
i‘a‘o

T7HIVE F

=25

FEDREITVLED Y A (URRBDL, BERI TAZ Y TINy 2T v 7 ) — 7
LTSz LEY) o 2L, RORN) Y —ZAZETL TV LOMERDHY

ﬁ—o
W—T 4 VT HRE WERN)—R
oL —F 4 7 1. Expressway X12.7

2. Cisco Jabber 12.9 MR
3. Cisco Webex App
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MRAD A > 7+ VR |
B ciscovabber A sIP 2527 = — Lt —s3—

W—T 1 v T HRE BE&MNJI—R

Cisco Unified Communications Manager 14

b
STUN ¥—77 747 1. Expressway X12.7
2.
3. Cisco Jabber 12.9 MR
4,

Cisco Webex App

\}

Note «STUN ¥ —77 5471327 54T~ (Jabber) 775 30 F T L2315 S, 3 BUNITE
BNT2IoT- 68, 727947 MI7z2— A —"—%FtaLE T,

* Expressway 7% Unified CM & 1358722 R A AV TREIN TV BHHA. Unified CM & HLFHE
I%. Expressway-C DBJHIT 2 AT A RAA UV &BINT 52 LI2X Y, Expressway-C 748 A
Mo NY ZFE)TFQDN IZHEH T H2MENRH Y 77,

/ — FEIRRDO AR

MRA-HA TliX, /— FIZEERREET AN, BEENRE L) — FOARN T T AZN
DOMOFEHATFRER ) — RIcv 7 hEaNnET, RO®IZ v arTiE, /— KRNI TFRAXZNTT 7
T A TN o T DA ETFNRIZ OV TR L £ 7,

Expressway-C / — KD AR D EL

X14.1 UV UV —ALIF, Expressway-C / — Ri&. Expressway-E / — K Gl —T ¢ > 7 %A
ML TAamSHINET,

Expressway-C / — ROEER. N7 7 4 v 7 BEKIL7 7 AXNOMO /) — NIk > THE X
NET, BEENRELLE/ —RFBEELTT 774 712785, FILOBENRZD /) — Rl
WLTH, 20/ — FIEFOAMEZLI L EH A, DT Y 3T Expressway-C 7 7 A X
AR ECT B 72912, Expressway-E (21X AR A = X ARBEA I TWET,

Ay a7 —%7 7 F v TlL, Expressway-E / — R & Expressway-C / — ROIZ¥—77T
ATAN=ZALRHYET, =TT 747 Ay E—YNT, Expressway-Clix VU v — A HIK
WRCT 7T 4 7 72 %8k % Expressway-E (255 L7, KIZ, Expressway-E (&, Expressway-C
NOFTXTD /) = RTT 7T 4 7RGz ML,/ — R TT U7 A AZ2dl L2y
A, AWoia M) T—LET,

AL, Register A v E— GHBU/ER) ZHRbLAMODRN ) — RTEISIZLV—T 1
VIFTHZ IR o THEBLINET, L, #EINENL—T 4 TR R— N T AT
Mkt LTIt g4, Ao Eis &, Expressway-ElZ 7 nv A& EELET, ZhiZ
L0, 7TA RVIREED ) — R37el 720 AfindoBEnEd,

Expressway-E / — KD & 58K
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| MRADAYFFUR
9 S RA1t LTz Expressway S R T LE T 2 —)LA—N—DEEEIE .

Expressway-E / — KX, 7 7 AXNDOTXTD /) — KOBGFFEZHEFF LT, 7 T AZIIR
WD D% E . BREOZ ) — FIXFIZ, 200 155 A v =Y OESE~y S =2 LT
BERA B —VIINE L, BRPARHETHDL Z 2R LET,

\}

Note i3y £ /-1 XEEHBCTHAEINETEAN, /— RO 0~ 100 ORI A EREE L K
L LET,

TRTDY I LI TEHICKDAY Y b

3opariR—x> bk (7747 b, Expressway, Unified CM) 9XTH, @O T = —
NA—=NR—HERETHEHINTZY 7 N =T ZETLTWEEAE. ROFERH Y £,

« Tz )VF =Nl —FT I g VARE
o 7 x— LA — S —IE ORI - 16D 120 B OFEHED S i KT 30 ~ 60 £
o /b= FSADEINCERT S, — A\ OEE 2 A
s BIOBEECICBET D - DI AR/ b — N OENR LN
.

e UE— b Jabber 7 A4 7> MI. STUNX—7T7 54 7 & L TH— _DEELFH
L. V=T 4T %AiIb > CRHETEET,

UnifiedCM 7 v 75 L— FIZ LOBISEIL—T 1« T OFI R

FH LW UnifiedCM Y7 hU =772 LC% (7272 L., #r L\ Expressway 33 & 8 Jabber ' 7 |
U= T &) . ZOBRELJabber 7 7 A T v MASADREE LRI TE ZFER’H Y £,

)

Note =72 v a 32l bpnh £, h— =037 4 FRIEE 72132 ORERTHEAR D72
WD U A DA, Expressway (X, Unified CM Y —_%23ET 77 4 7L LCT T 7%

THHEERH £,

75 X% L1-Expressway >V A T Lk T T —)LF—/\—
DEREIA

7z —)vA—— (UEM) YAR— b Em b U EEE 2R3 5 X 9 Expressway-C D27 7
A X F3 L O Expressway-E D7 7 A% iR TE £,

Expressway 27 7 A X O ITIEICBE L CiL,  [Expressway 7 7 A X ERIB L O A 7 F v R
ANTIA K] %, Jabber =2 RARA » FBLORAA X =LY AT L (DNS) ORERIZE LT
1. [CiscoJabber FHD KA A % —2L L A7 L (DNS) OHERL] 2L TL7ZE W,
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MRAD A > F7+ R |
. Expressway B Ei{2 AR

Expressway-C “C Unified CM 3 £ U IM and Presence Service Z /i HH3 2813, “hax 7714~V
BT CEITTHOMENDH Y 77,

Expressway B E)R A {R:&

X8.9 LARE, DA T AVIZHONWTHBRARMED T 7 40 F THHZ R T E S,
* http-ce-auth
* http-ce-intrusion
* sshpfwd-auth
* sshpfwd-intrusion
* Xmpp-intrusion
COEFITH LW AT AMIZELET, 7T v 77 b— RSNy AT MIBAFE OB E %
MERFL £,
Expressway-C

Expressway-C ZE A VB LY T— 87 7B XIZHH TS &, Unified CM & Expressway-E
MBS DANRNT L RN T 4w 7 &2%ELET,

Expressway-C @ HEMR#EZFEH 5123, BEIMIERSN XA NN— YV = ba=T 54
Rala=hr—2a08%aT7 R b INN—=P)L V=02 fEHTHTXTORA MMIDOWNT
bRz BT 20BN H Y £7°, Expressway Id, i X7z Unified CM F 72 1XE8# / — R
falRE BB CIEER L EE AL

Expressway-E

FREFITSIN T2 WEAIE, [HEA#Y —E 2 (Automated protection service) | ([ AT L
(System) > [V R T LEHE (System administration) |) Z AWMk 2 SERH Y £,

HTTP 7' 0 F UK T 5B O & 53770 bR T 511X, Expressway-E T H#){2 AR
ETEET ([YATL (System) |>[£Ri& (Protection) ]>[BEEN&H (Automaxeddetectlon) ]>
[#mX (Configuration) ]) .

Expressway-E T, IROB 7T AV ZHNTT D L2 HEREL 7,

«HTTP 1 %L OFRIED KA L HTTP 72X > 7 v ha/Li&EK, HTTP 77X ) V—2
TR AORKM T TV #FHE LN T EE0,

« XMPP7' 11 b 21L&

)

C¥)  H#R#EY—E AT Failzban Y 7 b =7 2EALET, ZHE, H—0FELIP 7 FLX
MHIE(E ST U T2 BB L IREL £7,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRADAYFFUR
mnozz I

5 DR

HEMRARGEDHER SN TV D581, ZOFIEEZMEMN LT, 1 SDULOREDT TV 60
IP 7 R L AHEPHORRS 2 L £ 7,

SOERN VI 72D 1 >DFN, HLA7J/7m7bvx%ﬁmbfmq@ Bt THEEOD
MRA 2 —H—RBEH SN TWDHEATT, ZHUIED, B—-DIPT RLANLDERF T
T 4 7 DER TN U T — éhé%Am@@iﬁo

)

GE) ZoFETIE, BEVR AN Expressway-E THEME X1, Expressway-C CHEZh L ST
HZ AL LCWET, Jiud, RS ERTT,

AT v 1 Expressway-E T, [ X T L (System) ] >[{R# (Protection) ]>[BEN&H (Automated detection) ] >[4l
4+ (Exemptions) [DIAIZEN L E 7,

AT T2 BT 57 FLR (Address) 127 U v 73250, ¥HT FLAZERT 2541, [FE (New) 127
Vw27 LET,
ATV T3 FRELRETLIqvIRREZADL, BATZIP T RLAOHFHAZEFRZLE T,
ATy T4 GREEATLI T DLERLET, NAT OFRICEEDO 22— =B 54 Tix, kobT 2V 2N
HEnxd,
« HTTP 7' 1 % L RGED B
«HTTP 7 u %) V—RAT 7 & ZADKI
« SIP FET 7 —

ATw 75 [EFTOEM (Add Address) 1227 U v 27 LET,

Unified Communications Y —E X X T7—4%2 XA DR

Expressway-C & Expressway-E O /5 ¢, Unified Communications ¥— E A D A 7 — & A % iR
TEET,

ATy 1 [ATF—H R (Status) ] > [Unified Communications] OJEIZEER L F 7,

AT9 T2 KAALY, V—=2BXW (Expressway-C D7) Unified CM & IM and Presence Service $—/3—RAEY & k
TR L ET,

ZON—=VITE, T T — L BB T 5720107 7 8 2T HBET MR — T ~D ) T R
RENET,
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MRAD A >7+ VR |
B stshrs —reEgvsoErssEm

BRHESNT=/ —FZEHTOLENHDHER

Expressway-C 7% Unified Communications / — RZ & T2 & oL LT, YV — U0 E
IREMETAIRD , L=V ERBEL, *y NI =7 DN LRESNTZI VA NEZOD
J—Riz7axr LET, COEKIERITFHFM TS, Expressway X, #FH LW/ — KO ZF
TR LI & &, FIFLRNCRI SN ) — RO A BH Lz & Ik, T Eis
W0 ET, /— el L7 RICBET 2/ ) — RTERE INTZGE. FiLWERE £ 0
/ — RIZ2W\T Expressway-C 2378k L CWATEROR—FHIZ LD | Mo 0DEENBAET S
AR H D F T,

Expressway-C 7% Unified Communications / — R22HBEARAEHRIL, / — R¥ A4 7Fea— 1=
IR 7, TbIiE, Expressway 20 b ORI /2 D & TAAI LD UCHEKOHIT
Fo THIETRTEMERB LSRR A MTIESY A, / — FOMBRZEELR MRA —E
AZHBEL TN D LBONDSHEIE, TNO0 ) — RETH LT, BIERRBEOBEM O K
Z 1 DHERT AMERH Y T,

« VT AZDER (/) — FOBMEZITAIERZ L)

X2 VT 4 RT AL OEE (RET— FOHEDERL)
« ity v FOEE (SIP A— MR L)

« TFTP % —/ N —HEpk D2

/) —RNYTIT NI TDOT T L— N

BIFFRICT NS A ERTELEN

PR —DHEHHINT — R EE LT DTN 020 . B, Jabber 7 7 A 7 h & Ath
DT RiRA > I MRA BHTHER T EHA, BRRICK - TRARDZD, EMRFA I
ZEPBmrTEEEA, BT 7 aA A2 hOBA. BHIZITEE S5~ 102000 £33,
TN TIX 45 UL LD 2560850 £7,

Expressway-C TODH—/\—F#

Expressway-C CTiEF L 72 Cisco Unified Communications Manager & Cisco Unity Connection ./ —
NEBHT 20BN H Y £7, BHT 5 LT, Expressway S h—727 ST 572 DI
Wik —% Ty FTEET,

AT 71 Unified CM T, [#m (Configuration) ]>[Unified Communications] > [Unified CM#—/\— (Unified CM
servers) | DIEIZER L, [—/\—Z%EF (Refreshservers) |27V v 7 LET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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Expressway-C TDH—/\—FE# .

AT w72 Cisco Unity Connection D354 1%, [#AL (Configuration) ]>[Unified CM+—/\— (Unified CM servers) ]>
[Unity Connectiont—/X— (Unity Connection servers) | DJEIZEIR L, [H—/\—%E#H (Refreshservers) |
7 Vv LET,
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MRAD A > TF VR |
. Expressway-C TOH—/\—E#H
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=% =R

MRAD ST a—TF4 08

T 7 =y (139 X—2)

« BEROME (145 ~—)

» Cisco Expressway aEBHE & TLS #i ORIE  (146 ~2—)
« Cisco Jabber V1 > A O (146 =2—7)

« FFEDRIE (149 ~—2)

—RETI =V

T oI—LERT—RRAAyE—

NI TNY a—T 4 TEATD EEIE, RNCT T —LDBFEL THRWNE I NEHER L E
T ([RTF—F R (Status) | >[7TF—L4L (Alarms) ) . 77 =203 ELTWBHEE, [TV
23> (Action) | FIDFERIZHEVVE T, Cisco Expressway-C & Cisco Expressway-E Difi 5 C7
T —LEMERS LET,

WIZAT —Z ZAOE LR E R R LET ([RT—2 X (Status) ] > [Unified
Communications]) ., Cisco Expressway-C & Cisco Expressway-E Dl Jj TR 7 — & A— U & e
WLET, LERENRWD BRRGE, =7 —A vt —Y LEERE~—ICT7 78R
THY I IRFRRINET,

Cisco Expressway ’CY)’(@IEE AERTLE B —ECAE T T DR RINDGED
bV ET, ZOGE, BREREENT L0, VAT LAEFREBTHILERH Y 7,

o PN ETIE CAGEAE
« DNS ik

s RAA U ORE
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MRAD F5 T a—F1o4 |
. Collaboration Solutions Analyzer 0 {#

Collaboration Solutions Analyzer 0 {& F3

TAC 734292 Collaboration Solutions Analyzer (CSA) > —/L —XZ{EH L T, MRA D&
EETTNTa=T 4T EATIZENTEET, (CSAIZT 7B AT LHIEITHOWTIL,
Cisco Expressway U U —Z / — F 22 L T 7ZE0, )

AT w71 CollabEdge /) T—4Y— )L &M LT, MRA B ZRKGEL £7,

ZHUL, Jabber 2 FAT U ROV A AT RE I 2L —FL, BRICETSL T 4 — Ry 7 EBE
FLET.

AT T2 CollabEdge /XU 7 — % B AZ AT E oWIGEIE, A A OFRITHIZ Cisco Expressway 725 1 7 %
WHET L LEaBREIOLET, RIZ, CSAORT T2 FR—3 MfERALTr 7 &2 08 LET,

ZEay

Jabber for Windows Z#r0 4

Jabber for Windows 2 7' 7 7 A /L1, C:\Users\<UserID>\AppData\Local\Cisco\Unified
Communications\Jabber\CSF\Logs T csf-unified.log & L THRIFESINLFET,

Cisco Expressway ZZ2#T0 5 L NJLDERK

Cisco Expressway Oig2lie £ 7Y — Ld, VAT LAOMEE ST TNy a—T 47357
DITHATEET, £/, REMICES TV AT AT VT4 €7 1 OSlin 724 L, 77
AU — RTLZENTEET,

3R BRI
2o 7 &7 T AN, WAL S22 — Lo S LV ERETHILERH Y
j—O

ATFw T [ATFF 2R (Maintenance) ]>[22M#r (Diagnostics) | > [F¥#E%E (Advanced) ] >[¥HR— bOJ DERK
(Support Log configuration) ] DJEIZER L F 9,

ATV T2 BELTOLMEICK L THESh e 72 RIRLET, ZhbliE, LogAdvisor Y — /L&l L TR
5HZ ENTEET, https:/logadvisor.cisco.com/logadvisor/collaboration/unifiedcommunications/mra % 2 ff L C
<TZ&EW,

AT9FT3 [TNYTIZEHTE (Settodebug) 127V v 7 LET,

ZWogxy TF v DER

Cisco Expressway i2lim 77 L~V & L= 6, Zlin /v 7Ty 2T £,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)


https://logadvisor.cisco.com/logadvisor/collaboration/unifiedcommunications/mra

| MAD ST a—F 1

ATv T

ATy T2
ATv73
ATy T4

ATvTH
ATv 76
ATvT1
ATvT8

N |

[#TF R (Maintenance) | > [#2#fi (Diagnostics) | > [Z#in+ >4 (Diagnosticlogging) ] MJIAIZE
RLET,
(f£E) [AF> ¥ d(ZtepdumpZERS (Taketcpdump whilelogging) | 28R L %9,
[Startnew log] #7 U v 7 L ¥,
UEE) I—H—7FA M2 ANLT, [¥—Hh—0Di:EM (AddMarker) 1 %27V v 7 LET,
REEDT V7T 4 BT 4 WFETSINDRNC~Yy— D —EAHEH LT, v/ 77 A LZa A R TFAR
BBMTHZENTEET, Uk, Fora—REniziglin 7 77 AL TE4TLE7 va vk
AT D DB B E T,
« 2T a7 OHETHIC, MBS LR~ — D —FBINTEE T,

« v —H—@O7F%A ML [DEBUG MARKER| # 7 Cr Z|ZBEMEILET,

ZHia I L—AT DV AT AOMEEHBE L E7,

[Stop Logging] #7 U » 7 L £,

[m 7 DULE (CollectLogs) 1% 7V 7 LET,

0 ORENET Lz, [AFDAHA—FK (Downloadlog) |27 Vw7 LT, B—A)L 774
AT BZBWa S T — A TERGFLET,

T=AAT2RETHEIIRENET (ERORIAZT I UVFICL>TRRY 1)

0o DERE

s EHEX T e— R 5541, [ATIRE (LogCollection) | A% v &EHT 252 &L CTH
FBINETEFET, REUNTLV—FRRINTWAEEEIE, . 7709V TR—=U%2FHLT
{TEEWY,

ZWia 7 &% T Liztk, [YR— bOJ O (Support Log configuration) ] ~=X— 2R Y |
INFO L~LcEF SN X o /Eda—Lz2) vy hLET,

FAAL 2 R—LI AT L (DNS) La— FOFERR

Cisco Expressway®D KA A F—ALT A7 A (DNS) Vo7 7 w7 V—aEHTHE, VA
TLADOMEE VT TIN Y a—T 4 S TEET,

[A 2T+ 2R (Maintenance) |>[Y—JL (Tools) 1>[#y kT—931—F 4 ') T« (Network utilities) ]>
[FAL =L RTL (DNS) Ly 7y 7 (DNSlookup) | DIEIZEIR L £,

SRV L a— KDL 7 7 w7121k, H.323. SIP. Unified Communications, 33 JX (X TURN ¥— B R |Z[EH D
LOBREENET,
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MRAD F5 T a—F1o4 |
. Cisco Expressway-E A ZERBETH 5 - & DFER

G¥) Cisco Expressway-C 725 R A A R—LT AT L (DNS) Vo7 7 v 7B FITT5H L, BEND
HOE 2 —NK I}, Cisco Expressway-E THIT9 25 &, DMZ AN HERRTEDLNEN RS
F9, T BT LTI v I A2 =Ry bDOT Y RARA » N CHEAFRER L a— &
FLLLra—F—-XThs LR FHA,

KA A v =L AT L (DNS) /Ly 7 7 » 712X, Unified Communications (Zf# 3 5% SRB ¥—E
ANEENET,

+ collab-edge. tls

* cisco-uds._tcp

Cisco Expressway-E W E|ZER[GETH S & DHERE

ZDOFNETIE, Cisco Expressway-E NEZER[RETH D Z & MR T 2B DWW THA L E
T

Cisco Expressway-E @ FQDN 2337 w7 RAA L Rx— ALV A7 A (DNS) TRERATHETH H 2 & 2R
LET,

[VRTL (System) |>[KA A U R—LIRTL (DNS) (DNS) ] TFQDN % <System host name>.<Domain
name> & L CHERR L £,

B EEIR T DFEEE
WFRIIEIC . BUEOWR &5 T LSBRON & 27 T £,

=)L AT = AEROFE Uk v ML, [EFTE&Da—)L (Calsbyregistration) | ~—
( &8RO M (Registration details) | ~X— VB TT 7 £ AF[HE) THLR R TEXET,

Cisco Expressway 737 7 2 Z O—HOEE, U A FBKE I3 L TR D 500 EEHIZHIR S
NTWTh, Z7I7AZNTETIZHEHATE DTN TOEFERFRINET,

ATy BEOEGCET 2 EREIST 285413, @BEEIRE (Call status) [5— ([IKEE (Status) | > [@EE
(Calls) |1 >[@5% (Calls) |) (77 &®ALET,

[EEEIREE (Call status) | ~— 21X, BUELEITH O CTOBEEE 721X Cisco Expressway TH % S 71T
DT NA AND DifEG, F721E Cisco Expressway & /XA A /L— L TV HlREN—E SV E T,

RTw T2 BT LEEGECET ERE IS 25513, @FERERE (Cal higory) 1<X— (K& (Status) ]>[#&
£% (Calls) 1>[BFE (History) ) (7 7®A L%,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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exqussvyE—r7ow2EED [

LESEERE (Call history) 1 X—UIZiE, T 7 74 7 OTRTCOMFEN—EINET, 20V X ME, &
D 500 HEEICHIBR AU TI Y . Cisco Expressway DR ICHHH ST BFAE Lc@aENE ENET,

ENMILEEIVCYE—FT7HOERBEEID

[{BEEHIRAE (Call Status) | & [@ESEZE (Call History) ]2—121%, UnifiedCM U E— ht& v
Vary (ENANVBLIOYE— N7 7 EARENREE) & CiscoExpresswayRMS & v o3
HEle T RTCOEGEZ A TINRRINET,

A=) ZA T KT HIF T a R =R N FULE T T LH0ERHY £, £
NANB LYY E— M7 7 AEEHIZIL, HFE) Cisco Expressway-C ¥ 72 1d Cisco Expressway-E
TEREINTVDOINICE T, BRLaR—x FORMERH Y 7,

» Cisco Expressway-C Tl&, Unified CMY E— bt v a i, (X7 4 TH 5L % 58|
THOICB2BUARNMER SN AHT720) 3503 KR—xx> "3&H Y £9, Cisco Expressway
2 R—32 h®D 1D, Cisco Expressway & Unified CM [#] T HBVERKR S 7z R A /13—
V' — (ZRIOFINIZ CEtep £/ CEtIsHMfE£9) O 1 2%/ L Cilaiz/L— M LE
R

» Cisco Expressway-E CTlZ, 1 DO a R —R> MR3H Y, Z X CollaborationEdgeZone %
/L Cilaha/Lb— R LET,

Wl DOTy RRA L RERES (DFEVATTLIR) IZHIHEIE, 2 00MYLiza—L
ELTHbIRET,
1)y F AT 4 F7E v 3> (CiscoExpressway D7)

SATAZVF AT 4T By ary XF—0nA A M—/LX}L. Business-to-Business (B2B)
a—)b, b= FN—F B 2 — g ~DAf o HF =T~ a—VEITF— T A a—
NIp EHRVR— T 556, Zb0a—E, a—/RESCa— VBRO—UIZii#i s

Cisco Expressway #£ M T Unified CM [Z& kS f=T/8 1 X

Unified CM D7 A ToT 4 T4 T/ X
ZOFNETIX, CiscoExpressway #41 L T Unified CMIZT A T 2T 4 7 4 7 /5 A& T 5
FikwaH L ES,

AT w71 UnifiedCM C, [T/31 R (Device) | > [EiEH (Phone) ] DJEIZHEINL, [#F (Find) 1%27V >»27 LZE
R
ATv 72 [IP7ELR (IPAddress) | 5l&F = v 7 LET,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



MRAD F5 T a—F1o4 |
. Cisco Expressway-C TO7OES 3=y F vy 3 o %#

Cisco Expressway #FH THEER X727 /341 A D3, Cisco Expressway-C TEERIN/ZIP 7 RLAEFRLE
j‘o

Cisco Expressway-C TO JAE 3= 5ty a o &#HAl
Z OTFNETIE, Cisco Expressway-C ZfkH LT e Y a=rrandty v a rOblhk
WZOWTHBLET,

AT w T 1 Cisco Expressway-C T, [AT—4% X (Status) ]> [Unified Communications] DJIEIZEIR L F 7,

ATy 72 [FEMRAT—42 REHR (Advanced statusinformation) |27 v a2 > C, [FREY 3=y avDRFE
(View provisioningsessions) | #7 U v 7 L7,

i, BEBIORITD FATER) T _XTOFoeya=rrEysar0l XA EFRRLUET,

Cisco Expressway-C 5\ Unified CM & FHi S h TULVS Z & Z#FER

Unified CM 27 7 A& £ 7213/ — FHERLZZHE 3% & Unified CM & Cisco Expressway-C [#] Cif
FEOMENRRET L2561/ £7, X, ROBEE~OEHERNGENET,

« Unified CM 27 7 A X ND / — ¥
cBEFY T AL DBRA MGETITIP T FL A
s VA=V T HR— MNER
X2 VT RTA—H

BT X2 ) T4 T BT 7 A

Z D X 9 7278 H IR Cisco Expressway-C TSN D Z L BT H2MERH Y £3, FIAILR
D LB TT,

AT 71 Cisco Expressway C. [#R (Configuration) ]> [Unified Communications] ®OJIEIZER L %9,
AT v T2 T TO Unified CM & IM and Presence Service / — R CH#H L E£1,

MRA ZBEER T—H R & b—0 U DHERR

ZOFIATIE, MRARBFEAT —Z AL b —7 & fiEggd+ 2 HFIEC DWW TR L £ 7,

ATy ((BE) EHE GEHEL) OAuth = —¥— h—27 V2R LT UV 735121, [2—Y— (Users) 1>
Ea—%FRL., b=V UAMBEEZEHETICOAUth ZEELET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MRAD LS TLva—F1y
saonE |

ZHUE, FREDAL—H—0 OAuth 7 7 £ ZIZE$ D REZFFET 2 DI HET,

ATy 72 ((TE) MRABIEOKF %R T HI2i%, KR (Status) ]>[Unified Communications] > [EfliZMRA
SREIMiET # R T (View detailed MRA authentication statistics) ] DJEIZEIN L 9,

TON—=UTOTHILAENY =X NERIISEIL, BRKE IR OMEZFET D DIZE N SLGAE D
HET,

S DEE

Unified CMIZT > F7RA4 > FEFEHETEHL
KOBI G KA M ARECE RV AT D D E T,

» Unified CM & Cisco Expressway-C O] T SIP k7 > 7 2MERR STV 5854, Unified CM
IZTy RARA Vb EBEETERWEAERH Y 7, SIP F 7 U7 MRS TV D54,
Unified CMUnified CM ~® SIP [E#BEICHE A S oK — h Li3hlo ) A= 7 K— %
Unified CM CEAT 2 4E R H D £, FHMIZOUVTIE, Unified CM & Expressway-C [#]
DSIP T 7 (96 =) ZRLTIIEEN,

» Cisco Expressway-C O % —/N—ZEBH#E (2, Subject Alternate Name U A b, BFE4{L 4172 TLS
(2% L CHERR S 7072 Unified CM O3 R TOEFEKEF 2V 7 4 707 7 A L OLHT Y
T T 7R RACRE T A AT 2T~ TOEFEEXF 2 T T u 77 A LD
LRI E EFNTWRWIGE, BEELZRICTERWEENH Y £3 ( ITssL B Lo
Ky A v&—) . Unified CM & Cisco Expressway D aiEFZED [l 5128 5 Z 4L H D4 il
X, FQDN 7 4 —~ v MZL7Z2iFid7en A,

Expressway-C DEEFD 7 F A X 25 LU Expressway-C / — K& 819 50X, Hriv/ —

ROFEAEZAER (CSR) ZAKT H2HLENH Y £9, CUCM TEAA LB LY £—
N7 Z7EA (CUCM) 7 A4 7 v N ORERRBGENP LTRSS, CUCMICE R T a7 7
AN T DMENHY £9,  [Unified CM Phone Dt ¥ = U7 4 707 7 A V4] M
CUCM TN ADEX 2 VT 4 a7 7 A VDL EITHRA AT T ThLEE. Bl
W/ — RTOCSROIERITRRLET, ZHuck v, BHE I ([ RELERE R IO I 74
JL (Secure PhoneProfile) ] X—® F T, CUCM T [Unified CM Phone D% = U 7 ¢
TaT7rANG] OEEERTHZMENRG D £7,

X12.6 725, Unified CM D& F =2 U T 4 717 7 A VA ITEEERM R A A 4 (FQDN)
ThHHMENRGH D £, AR, FA MM, ELRFELZTTIEHTEETA,

f:J:Zb:,t\ jabbersecureprofile.domain.com, DX80SecureProfile.domain.com

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



MRAD F5 T a—F1o4 |
. Cisco Expressway FEBAE & TLS 0 RRE

Y

(G¥)  FQDN [ THE L~V TR TE 7, K L-ULOL4RNCHHTE
DOIILT, BT A TDRT, ZXL_MFe VAR (Fy
b)) TREID EF, LA EF AN, 7 TG ETZITKR T T F
Hh, T, HEOLVSAATLTFCHRBETA2XLERH Y 7,

Cisco Expressway FEBAE & TLS #&#t D ERE
Cisco Expressway DOV — N—FEEE 2 IXMEETE 5 CAGEAZELZZEHE T 5121L, ZEEL A
IZ9 B 7=8IZ Cisco Expressway & fFELEI T2 M ERH VD 77,

tXaT T A NVEFEH L TWBE5E, Cisco Expressway-C sEFAEICE A LTZFRGER O
Jb— K CA % CallManager D{Z$EHREH]E ([Cisco Unified OS MEHE (Cisco Unified OS
Adminigtration) | 77V 7r—ya v [vFa ) T4 (Security) 1> [ZEBAZEHE (Certificate
Management) ]) & LTCA VA =L T HMENH D £7°,

CiscoSSL5.4.3 A1 1024 £ v kKD Diffie-Hellman X+—Z%3$EE 93 5

N— g 2 9x LIRIT. F 721 Unified CM F 7213 Unified CM IM and Presence Service @ Cisco
Expressway /N—3 3 o X872 LIEZEIT L TV AEA, 2 DOV AT ARMOD SSL /N> Ry =
AT 74NV FTERBELET,

Z UL, Cisco Expressway X8.7.2 LABRICT v 77 L— R L7, TXTO MRA = RiRA
R 3B E T IO LIRS 2 ER T

AU, CiscoSSL T iR—% v h & SA3LIEICT v 77 L— R L= Z ENERTT, ZoO—
Vg L, D-H X —HAH T 25 & X2 Unified CM M2t 55 7 40 b (768 B B)
F—EHEATLET,

AT ITANT I F¥ET v 77 L— KT 35D, Cisco Technical Assistance Center |Z VN & o
C. Unified CM *° Unified CM IM and Presence Service D5 7 #+ /L hREZEFE L. TLS 24
R— R TEXL0%MRTHLERH Y 3 (CSCuy59366) ,

Cisco Jabber 1 > 4 > DfEE

Jabber YEHEMBRARELX NI H—F 5
e

eMRA VU 22— 3 0%, OAuth h—27 N L AT S TWEST (BHoFHE
WX B9

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuy59366

| MAD ST a—F 1
Jabber A EEAREE LU H—35 [

s Jabber = —F—DT 7 ¥ A h—27 L OFHIRBYI T
e Jabber I%, IROWT I EITNET,

« T AL by T ORIIREED & D FFBH

s X v hU—7 B oRE1E

« BRI A LT U b LT oOmmE e 7 A v ORTT

NS

. *1[30) Jabber & ¥ = —/Vid, BRIHRYINDT 7 A h—727 % L T CiscoExpressway-E
TRREZ AT L £

« Cisco Expressway-E 3’260 U 7 =2 & (IELL) #HETD

«FFED Jabber 7 T AT RMNBZED X 5720 7 = A )5 DL Ed DA, Cisco
Expressway-E (X, (F74/VFT) 100/, IP7T KL x%&7ay 7 LET,

FEAR

DB B Jabber 7 T A T FDIPT KL AiX, HTTP 7 a2 X L 3RGEEE YT 2 VU 128 5 Cisco
Expressway -ED TRy EN=F7 KL R (Blocked addresses) | U A MzBi&EhnEd, [&
AT L (System) ]>[{R# (Protection) ]>[BE&H (Automated detection) ]>[TA Y &
nt=7 KL R (Blocked addresses) | DIEISE NG 5 L, ZhbaFRrTE£1,

B35 R

ZORBIZRLT B121F, 2 2O FERHY 9, 1 28X, FFEOIT IV IZRLTHREL
ESVVEEZEME TS 5E 2581%, BBOHLD 7 T4 7 2 M LTSN 2B 2 76T

T, PIFMIERORE CEARNTIIRWEERH LD T, ZZTIHLEWVELS TV 3 2o
EEE)q L/i—a—o

1. [YATL (System) |>[{R5& (Protection) |>[EEi&H (Automated detection) ] > [ER7E
(Configuration) (ONEIZER L E 9,

2. [HTTPFBX L DFBFDKRE (HTTP proxy authorization failure) 1 %27 U v 27 LE7,

3. RUA—=LRL ZE5EN510ICEE LET, WIRNYINZ b—7 & H-/RT 5 Jabber &
Va— )V ERBTHIZIZ 10 THLHTT,

4., BREEMRMGFTDE, TITHEDITRY £,
5. WEBLZTFHITAT L OT a7 BRELET,

l
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MRAD F5 T a—F1o4 |

B o ro—vanoomemes. Jabber Ky 77y IRBHRERELLET 2

vy RI— 505 NDERERE. Jabber Ry 7y THRENGZIIAEZ %

R

Z AU, Cisco Expressway-E [ CIE L <ML S LTV e W - — S —FEEOSER T, FEFE
DHEEALA SN TWD, B 7 V=27 FORI% (SAN) & LTY A RS TWDMREDIME B
AA U F—LT AT A (DNS) RAA VIRIROAREMENRH D £,

ZE, Jabber THEE SN TWAHENWETT, Jabber 2MEHET 5 CA N34T LT-3FBAEAE A &
h— L L., FOFEHEIZ Jabber MEA L TWAB RAAL VN SAN DY A MIEENLTNWSH I &
PREOLET, [FEHAZEOZEME 253—) | 22 LTIEE0,

Jabber WEEFH—E X [Z&EK L ALY

XMPP /A >

Cisco Expressway & —H#—7F—Z 4 —1 X (UDS) DORIIIA—EALIET L7 —A0dH

0, Bt EINTEa—F—IDIMEFEEINTNDEID D —RA L~ LARWgEA, Bifh—E A

Jabber Z Xk C&E < LET, Jabber (X, ke L CTH A A o TEETN, EafY— B RIIfE
HATEEHEA,

a—H—i%, UDS CTIRESNTWVEEBYIOZ—HF—ID THA AT HZ LT, ZOME
ZlnECcE F9,

Z—HP—iF, YA TV FLTlabber 2Vt v bF5Z LT, ZOMEEZMRTEES,
[CSCux16696) Z#ZML TSN,

KEEZEMNEE T Jabber YA A4 O TEHL

XMPP D/ A REEEMNJRE T, Jabber 7 74 L EWZH A A L TERWVGEENHD £7
( TH—R—=lTHETERN] 2T —RAvE—) |

ZHUE. Jabber 2 SA T L hu sl DY V—A RL LV R TT—C Lo RENET, KICH %
RLUET,

XmppSDK.d1ll #0, 201, Recv:<ig id='uid:527a7fe7:00000cfe:00000000"' type='error'><bind
xmlns="urn:ietf:params:xml:ns:xmpp-bind'/><error code='409' type='cancel'><conflict
xmlns="urn:ietf:params:xml:ns:xmpp-stanzas'/></error></ig>

XmppSDK.dll #0, CXmppClient::onResourceBindError

XmppSDK.d1ll #0, 39, CTriClient::HandleDisconnect, reason:16

Z UiXi@ %, IM and Presence Intercluster Sync Agent 23 1E L < FT SN WEAITRAE L £,
FEAMIZ DU, https://www.cisco.com/c/en/us/support/unified- communlcatlons/
unified-communications-manager-callmanager/products-installation-and-configuration-guides-list.html
@ [Cisco Unified Communications Manager ##§%X%4 FJ] @ [1M and Presence f§#| =&ML C
<TEEWY,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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| MAD ST a—F 1
SSH > R JLEAEET Jabber 5344 >4 >0 ]

SSH k> R ILEEFENRE T Jabber Y A A O TEGLY

SSH b R/VHFESL T E 222 EDSFIRT, Jabber 23 %A > A  TERWGEENH Y £7,
Cisco Expressway-C & Cisco Expressway-E O] kT S\—H L) — 3 T X TORTIE
HWITHEBE L £7, Cisco Expressway (. [7 7 U — a IkERAE -
portforwarding.pyc TTPHILZ2WY 7 by =7 =7 —nBHINE L] EHELET,

Z XU, Cisco Expressway-E K A A F—L A5 L (DNS) HRA MICTHREED D LA
TLHENRHVET, [YRATL (System) [>[FAA U R—LIZXTL (DNS) (DNS) [@
JEIZIEIR L, P RATLRR MEIT, UF, BHF M T UVOHERGFENTND Z L AHERLE
@—O

Cisco Expressway-E DV S R A NDEL S ET7IZHEfRT 5 & Jabber 1Y
YA 4 2TEEL

Cisco Expressway-E E 7] TR A A R—LV AT L (DNS) RAA VAICAREEND D &
Jabber B3 H A LA L TERWHERH Y £F, FALAIE, 7 TAZADTITOET T,
RIXFENLFORILEDCHR—THILERH Y 7,

KET T, [YRTL (System) |>[RAL UR—LLRTL (DNS) (DNS) ] OIEIER L,
RAAL AR, FRTOET CH L Th oA LET,

FEE D EE

Cisco Expressway A% [401 Unauthorized] DI 5 —A Yy t+—T%FIRY

Cisco Expressway 78, T2 RARA > N7 TA TV PR LTz 7 A4 IEREBIEL L 9D & L
784 . T401 Unauthorized] DT — A v —UNEREINDILGERDHV FT, =T —0DH
HIZIZRDO L ONETFT 5 E T,

*SAML 7 #—v a U CIREESN L IDP Duserid (2 Y ) =2 — a AR T 20 ENH D Z
LIZEBELTLEEY, 2L, =2 (T 7B R/HH) 13 L THRGEET 272912,
Cisco Unified Communications Manager userid ® sAMAccountName & —ET 2L E N H Y F
‘ﬁ—o

e I IAT v MR ARHR = —Z F I E T2 RA T — K2 AN LT,

VT ALMN Y 7T v —E A (ILS) AT XTO Unified CM 7 7 A X IZFRE S FL T
2V, ZHUE, UDS 72U BT AT NOFR—LT T AZEHRMT H7-9HIZ Cisco
Expressway 23# H9~% Unified CM / — R{ZI& UC, Wikt e fEE OJRIE & 72 535503 &
V%7,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}



MRAD F5 T a—F1o4 |
. [407 Proxy Authentication Required] 3 7=IZ 500 Internal Server Error] T 5 —IZ & @EES

[407 Proxy Authentication Required] ZE 7= 500 Internal Server Error |
NDIT—IZKHBEERESE

WEEFEE L, Cisco Expressway O b 7 /3—H )L — 8 [m 7 A AAFHROMER  (Check
credentials) | @ [FBEER ') > — (Authentication policy) ] THik ST\ 5 34T 24N
HVET, EAAABIRIE— T 7 HRIEAEN TS F T AA—F L — o0 [FBEER
1) &— (Authentication policy) ] 23 [w 71 AF# A fERE L 72\ (Do not check credentials) ] (Z
BRESNTNDZ L 2R LET,

BEEDE Y b L— bH 38akbps IZHIREN TULVSFEF(L, BFCP (T L
ToT—2alvHE) ERKOETAORE

Z UL, Unified CM THERRL S 7= BN O B 4 By b L— MHIBRIZ L » TAE L B mTREMEDR &
D ET,

M & Mgk N ©, [ETA I—ILDORXEYT 3 Ey b L—F (Maximum Session Bit Rate
for Video Calls) 1 ([ R T L (System) 1>['J—2 3 V1E#R (Region Information) ]1>[')—
23> (Region) ]) 736000kbps 72 & D AT LD e EIRICERE SN TCWD Z & 2R L
£,

IM and Presence Service L JLLDZEE

IM and Presence Service L' /L ANZEH S 41, Cisco Expressway-C O L /L AT —Z 3 HT 4T
WA, T van 2T =N RETHAREENRS Y 9,

7o & I, T, IMandPresence Service / — KD 7 KLU ANEHL I NI-HE, £33 L
7 7% IM and Presence Service 7 7 A X \ZiBM SNV GA AT D ATREENH U 7,
ZWra 7121, Cisco Expressway-C TL VAR RO L 72028, [Failed to query auth
component for SASL mechanisms| DX IR IHFWMA vE—VDREENDILELH Y T
[#mX (Configuration) ]>[Unified Communications] >[IM and Presence Service/ — K (IM and
PresenceServicenodes) [DIEIZEIR L, [H—/\—%F#H (Refreshservers) |#7 V v 27 LT,
B LR ERTLET, e ya=r 77— kS 72054 1%, IM and Presence
Service / — FHERLZ fERR L TR L £ 97,

™A RA—)LY—E ZXHNZE LY ( 1403 Forbidden] i5%)

Cisco Unity Connection (CUC) D7 A 4473 Cisco Expressway-C @ HTTP $—/X—FFr[ U 2 |
ICEENTWVD Z L 2R LET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)



| MAD ST a—F 1
H—ERYH IR MZxT S 403Forbidden) % [

H—EX) I IR MIxt9 % (403 Forbidden] &%

Cisco Expressway-C 33 & OF Cisco Expressway-E 2ME#H T & 5 NTP H— — 2[R & Th7en
Yity, P ERIEENHET D56 H Y £7 (1403 Forbidden) J5%) . F7XT® Cisco
Expressway ' A7 ADMBHTEXANTP H—E A LR SINTND Z EEMRLTLEIN,

Cisco Expressway Y 5S4 7 FHTIPS U TR +bE KOV T9 5

Cisco Expressway-E @ H B2 ALRFEKEEIZ L > T, HTTP 72 X B TU Y —RIZT 7 & A

TH7 AT FIPT RL ARG, RIERWIT (404=7—) 2380 R L Sz HEa12%

ETHZENRDHY ET,

74T N T RLART By 7 SN E ST 52, [HTTPZRFLDYY—R TY

t ZAM%KE (HTTP proxy resourceaccessfailure) 1 ([ AT L (System) | > [{R#
(Protection) ]>[E & (Automated detection) ]>[#ak (Configuration) 1) 23MELhIZ72 -

TWLZ &l LET,

5B - 7 KL XA IM and Presence Y —/\—TIlX7A LY

DT —ix, VE— 77 BRIZHHT D IM and Presence Service — X—EHEKR L L5 &
L7eG Bl AET 2 MR H D £9° ((#RK (Configuration) ]>[Unified Communications] >
[IM and Presence 4+—/\— (IM and Presenceservers) ]) . Z Ui IM and Presence Service —
N=IZCAREAENR RN ENFINT, 9112 FT T2 AT MIREE LE ¥, Gl & HESEY
U=a—vauqd, [CSCulos13l) 22 LT &N,

| SAML 79— 3 >
TIA T RSSO EN LIZRiF 2 TEX RN -T2 A D 1 DOR[EEM O H HBH & LT, Cisco
Expressway-C 73 IDP 205 Oy 72 7 -7 — 3 g VEAER LIZGBERFT o ET,
S 7e SAML WA o AR LET,

1>0flE LT, =—%—DID % Cisco Expressway-C |Z15{5 9% 7 L — L /L—/LH ADFS 272
WIEABRETONET, ZOHE, v [IdPhLOT VT — g ViZuid@ERH Y £8
A (No uid Attribute in Assertion from IdP) ] & FE/RINFET,

Cisco Expressway I%, uid &EMHINDBMEICT AT T 47 4 ZFFD ADFS 2 HD 7 L — A0
TH—hrEhba2—F—IDZHELET, ADFSIZBEIL T, FEEYFETEH T L—24
N—EREL, Tuid L Ta—PF—DE A =T FL 2 (F7TEICETT
sAMAccountName) ZfhOEFEYFHICHE L ET,

502 Next Hop Connection Failed] * vy t—

Cisco Expressway-E @ 502 A v E—I%, ROBy AW EP AL L 2R LET (K
A2 1X Cisco Expressway-C) , RO FINEZFEITL F 97,

Cisco Expressway f2HDENA LB LV E—r 7o REAHA K X150 [}
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MRAD F5 T a—F1o4 |
B =ErT s RRo o R Expressway-E 55 157k y TLLEBN T BBA. MRA I—LAKET

1. Cisco Expressway-E C, [RT—H X (Status) ]>[Unified Communications] DJIEIZZEIR L
%9, Cisco Expressway-E L'7h— b CRIEDZAE L E Lz

2. AT—HANEFIZRAZDEAF. [AT—H A (Status) | X—Y D FERIZH D [SSH b
FILRAT—AR R (SSHtunnd status) | V> 27 %27 Y v 27 L%E7, Cisco Expressway-C / —

RD1DOUED R RARZ T LTWDEE, 502 =7 —NREK T 5 rlHetEnrdH v
\iﬁqo

EEBIT Y KR4 > +H Expressway-E h 5 157y TLLEBEN T ULV
B4, MRA I— LAk T B

Unified Communications k 7 /3= /)L —0 DF 7 )V DR FhH o MM 15 T, Zn
JFIATH D & B bs5A1L. §T3TD MRA Expressway ([ZV A A L, Ry 7oy b
70 72 EOIFFITRERBUTHERLLTT A M LET,

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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*HTTP # AU A hD 74—~ F (155—2)
*MRAEADT v 77 L— KEDX A on page 159
* Expressway C® HSM 7 734 A DHfL, on page 173






9

=
=

HTTP R R FD T+ —<T v k

ZOfERIZIE, HTTP #FAf Y 2 O E T A MR TE AIHRVEENTWET,

s U A MILD T 7 ANBRORE
e VANTANTZ7A N U T 7 LA

HRIYRMNZEKBTFAI

(155 ~—2)
(156 ~=2—73)
N T—

CSVZ 7 ANEHEHL TL— L EZERTEET, ZTOHETIE, FIL—1VO3BIHFERIND
F =2~ L, CSVERXDL—LEZRLET,

F20:) R ML—ILOBIEEHAIT B

S84 |INTA— | bZE Yo TILE
0 Url WA protocol://host[:port] [/path]
ZNENOBRITRD LB TT,
s protocol | http F72/L https TT,
*host IZIEDNS 4 £ 721 IP 7 RLRAEZIEECTE £,
ecport (IA 7T a T, DIRIT 0~ 65535 DEIPHD
1 SOEMED LD E £ (Bl 21, :8443
e /path | XA 7> 3 > CF, HTTPHARICHERL S 2 B2
HYET,
1 LN (ED=3 ZDON—)VEEHT DBEADL, EEOEAND D 5E
AT, ZNLSNDOGEITZEADS A NI LET,
2 F72aHTTP A Yy ROH o~ KEY U A b, LEG T H
S A% CEVWET, #l: "GET,PUT"
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E |
B 5 ruzrn—nesvoran

BIA Y | INTA— | h7E/ Yo JILE

TYIR r7oay

3 FE exact ¥ 7213 prefix, 7 7 4/V hiX prefix T,

4 L& = DFH], A=A &G E T T EY | N CH A E
R

HOTILYXRIL—ILCSN 77 14)L

Url,Deployment, HttpMethods,MatchType, Description
https://myServerl:8443/myPathl,myDomainl,GET,,"First Rule"
http://myServer2:8000/myPath2,myDomain200, "GET, PUT", exact,
https://myServer3:8080/myPath3, myDomainl, ,prefix, "Third Rule"
https://myServerd4/myPath4, myDomainl, ,prefix, "Fourth Rule"
http://myServer5/myPath5,myDomainl, ,prefix, "Fifth Rule"

* T ANDERYOITICNT A—=524 GE#HOLBY) 2 XA FLET
1T R DD —, =L T LT AT

= THIEEXGY £5

« FREOFRITRT L9 IC, A= MEIZE LWIEFICLET

« AR—RAEE T I HEI A CHAE S

BFRAIVAMTAM 74 ) T7 LR

CSV77ANVEFHALTCT A MNEERTEET, ZOHETIE, &7 X MOBIEICHRIND
F—H~OEREEAE L. CSVIERDT A 2R LET,
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| &

HB2OTILNYRXRMTFAKRCS 271l

x21: )R FTR MEIHDEFA

oIz rrzresvIz4L [

BIEA Y | INTA—=F |WLZE/ Y2 JILE
TYIA B AT ay
0 Url WA protocol://host[:port] [/path]
ENENOBIIIRD L B0 T,
« protocol [T http F72/X https TT,
chost (ZIZDNS £ £721XIP 7 KL A& $EETE £
D
e :port [IA T a T, ¢ DIZIT 0~ 65535 D
FHD 1 DOEMEDO A B E £,
e /path (X472 =2 > CT9, HTTP HARICHENL G 5 43
N0 ET,
1 ExpectedResult | /28 allow ¥ 7z/¥block, 7 A h T, & L7 URL /L —
JNZ K THATEIZT 0y 7 T 50ERH 5 &R
THENEIDERELET,
2 BA TE ZOURL ZHEHALTT A T 2EADLRL, Z D55
EEAMTDHE, TANMIT 74NV FOEAEMFEHLE
—a—o
3 i T& =V DF, AR—Z GG AT T ES IR CH
(Description) HET,
4 HttpMethod |{T-i& TARNTHHTIP A Y v R&E 12 EELET, #: puT

FRELRWSGE, 774/ FTEET IZREINET,

Url,ExpectedResult,Deployment, Description, HttpMethod
https://myServerl:8443/myPathl,block, "my deployment™,"a block test",GET
http://myServer2:8000/myPath2,allow, "my deployment","an allow test",PUT
https://myServerd4/myPath4,allow,,,GET
http://myServer4/myPath4,block,, ,POST

s HIDATIZNRT A—H 4% Gl LtBsy) 2V AMLET
1Tkl ODOT AR, TARNITEIZ AT

« B THBEAEXGY £

« EREORITTFT LD IZ,

T A2 MEIZELWEFIZ LET

« AR — 2 B ETEIT ZHES | S CH ALY
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CHAPTER 1 0

MRAEADT7 v T L—REDRRY

s MRA 7 7 & AHIHIFEE % BT 512 (159 ~—2)
« MRA 7 7 & A O E <16o~-~/)
T w7 L —RIZEoTHEH IS MRA 7 7 & AHl#EME (169 ~<—2)

MRA 7V £ X Hll{HIER EZ BERT HIZ(X

|

BR o T U L— FEIE, [WHEGRRED AT HPEOMERR  (Check for internal authentication availability) ]
RIENA 72720 iﬁ‘ Unified CM OFBFER EIZ L - Tik, —#Bd Cisco Jabber = —1|Z
JZ L2VE— M lA BT o568 £7,

X8.9 @ [HEfh (Exclusive) 147V a v OFREIL, [FBFE/YA (Authentication path) | T
[SAML SSO #¥FF (SAML SSO authentication) | #+8E€ 952 & THRELET, ZhiZ
J*"U‘“‘% ERAT— R|Z cl:énhnﬁib'fiz)\ )Eﬁéﬂi‘g—

4RO HREIIC
VAT LB L%, MRA T 7 B ZHIORELBHRET 2LERH Y FF,

ATwF1 T, [#AE (Configuration) ] > [Unified Communications] > [#%fX (Configuration) ] > [MRA7T 7 & Al{#
(MRA Access Control) ]IZBEI L F7,

AT T2 ROWTNNEFEITLET,
¢ HTLUWMRA 7 7 & AKIEIS A X810 2 OFHTHICiE, T O_—T TEN L FiE Ty E%s
HELET, POEEBEHATHNCONTIE., ROBEVIDOELZZHRL T EE 0,

£ Ty T b= FRIORGEFEZRFFT 51213, 2O~—U T, OLURIOREICE O TiEh)
IEZRE LR, (RO OFRIE &[R4 ODOHELP REZHNDICIE, KO2BEHOREZML TS
f;éb\o
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B vra 7o w2 simomE

ATwv 73 ALtk h—2 2 ([OAuth

8% |

h—=27 N2k 5% (EHH V)  (Authorize by OAuth token with refresh) ]) %
R 2581, UnifiedCM / — RZ 88 LE£7, [#Ak (Configuration)
<[UCH—/\2 4 T (UCservertype) 1IZBEIL, [h—/N—DFHH (Refreshservers) |27 U 27 LET,

MRA 7 ¥ t A #HlfHDEEE

Web Ul TS

] > [Unified Communications] >

WCEREIND 7 4 —/V RiZ, MRADBEZNE 9> ([Unified Communications & —

K (Unified Communications mode) ] 23 [E/NA /LB L NY E— kh 77 & A (Mobile and remote

access) JIZRHESILTWNDEMNE I D) |

BLOBERSNTCREFEANRIZ Lo TEZRY 4, T7—

TNAHNDTRTDOT 4 —)V FRLT LLERRINDIDITTIEH Y £HA,

=R 22:MRAT ) £ R FIHDERE

J4—ILFK

st B

T4k

EHIJAVS
(Authentication | M
path)

NmAﬁﬁﬁ’@éiT#%%@74~wFo
RA BFEOHIE T EE TR L £,

SAML SSO #&:F  (SAML SSO authentication)
73/])7/]\ ﬂ‘ﬁBIdP iofuuniéhi
7,

UCM/LDAP Basic ik (UCM/LDAP basic
authentication) : 27 74 7 b, Unified CM
r;ofUMPE%%ﬁKﬂLTm—ﬁwK
RRES L ET,

SAML SSO ¥ X T UCM/LDAP (SAML SSO
and UCM/LDAP) : Fbo0FELFHAILE
j—o

72 L (None) : sSiLlTEMH SN EFHA, Zh
L. MRADERANZAENC /2D ETOT 7 4V
N CF, HIZMRA #4712 25D Tid7e<
[7eL (None) 1 )] A7 v arvPHEEINT
WA O, ERIC L > TiE, FEEEIZIE MRA
TIERWBEREZ FF ] 272012 MRA & 4
T DMENRHDHT-HTT,  (Meeting Server
DWeb 7 XMPP 7 x5 L—3 3y
E) o [72L (None) 1 ] 1&, 2D X578
BICOARFERAL T IZEN,

GE) o> r —ZATIHEH LT 72
S,

MRA %42 F A E Tl [
L (None) ]

MRA % F 12 L7241
[UCM/LDAP]
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mrA 75 £ 2 5iE0%E [

Z4—ILE  |EiBA TIAILE
OAuth k=% | ZOA 7 a Tk, ABOTZHOACEIE [[4 2 (On) ]
VNICKBERE | b=V R METT, YR—NHOA T T
(BHFHHY) |ANTI7FXZROTXTOREMTHIEIN
(Authorizeby | 5 KRA 7' a TH,
OAuth token NN
with refresh) ﬁ?\:@%ﬁﬁ&%ﬁ%?%é@ﬁh%%
7747 MEZFTY, o MRA = RR
A v MIBEYPR—FLTWERA, £,
7747 ME, EHEMED OAuth h—27
KRE—NIZHDOIVLERH Y £,
OAuth k—% |[FBAE XA (Authentication path) ] 7% [SAML [[4 7 (Off) ]
U2 & BH&EEE |SSO] £7-1% [SAML SSO ¥ L U UCM/LDAP
(Authorizeby | (SAML SSO and UCM/LDAP) ] D4 (2 FI| H
OAuthtoken) | AlfE,
(BABUIE SSO | - 4o o iz, 1dP %M L 7= 20300502
E=F) SO, BIUE. Jabber 2 5 A 72 hOHA T
DOARRIFIEEFEHTE LT, > MRA =
VRARA U FTEHYPER—-FENRTWERA,
A—4 5 LT |[FE %A (Authentication path) ] 73 %47 (Off)
L )LIZ& |[UCM/LDAP] %7213 [SAML SSO B LT
LY UCM/LDAP (SAML SSO and UCM/LDAP) | ®

(Authorizeby
user

credentials)

S e R T RE,

2—P7 LT U I K DRREE FITL &
2&T57 747 ME, MRAIZK - TEFA]
SNFET, T, Jabber, BIL VA — b
SNTWBIP 7 4 > & TelePresence 7 /3 A A
WEENET,
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B vra 75 e xsim03

8% |

J4—ILF

B

T4k

REREREED |l
At DrER
(Check for
internal
authentication

availability)

[V z (No) ]
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| 5z
mrA 75 £ 2 5iE0%E [

J4—IJLF SBA T4k

[OAuth F—7 N2k 5&E (FHH )

(Authorize by OAuth token with refresh) ] %72
1% [OAuth b—72 12 X 5738 (Authorize by
OAuth token) | DA/ > TV D EEITH]
HATRE,

KR EX2 VT A RXy NT—7 N T T 4y
7 DEED T8, 77 44 MWz (No) ]
T,

Expressway-C A —2A /— R&F v 735
ME I MEBRINT HZ LIZL V| Expressway-E
NIE—RF 77347 FBFEY 7 = A M E
DENTIET 2% HE L E T,

V72 ANMX, 77472 83 OAuth h—7
PNZR o Ta—HEFFEL L 5 & 2 maeEdE
WHDHMMNE I Iz, DU 7T A M
Expressway-C 3L —HF DR —5 7 T A% % H,
DT LD DO—FID REENTVET,

IZVy (Yes) : get edge sso U 7 =& LT,
OAuth fh—7 VIR HR—=FEINTWVDLENE D
3 L —H D7 — L Unified CM ICHER L £
3, 75— Unified CM %, Jabber 7 7 A 7 >
o get_edge ss0 U 7 =& MZ Ko TEES
NIeTAT T 4T 4 0BRSS ET,

Wz (No) @ Expressway 2SINHE & 2 L 7¢8
WE I IR SN TV DA IZ, Edge DidG
REIELT, §XTH7 T4 7 MIFEL
ISENEEINET,

BRI B AT a0t BEBIOCEX2Y
T4 R =L TRRY T, TD
Unified CM / — R T OAuth k—7 3K —
FENTWAEAIEL, W2 (No) ] &R
LOSERE Ry NI BIKD N T 7 4 v
JEWOTZENTEET, T, v—n
T RNRIZT AT BRIy UL E BUS
THE—FEMEHT DL OICTHHASC. T
~_TO /— FTOAuth ZRFE T & 72 WIGA T,
[V (Yes) | #=IRL E7,

EE “RE [TV (Yes) 1ICRET S

LLEEEE N TW AW E— R Y
FTAT V EMBEDARIERA I3
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B vra 7o w2 simomE

E |

J4—ILF

B

T4k

YRU TR RNPREFFRISND AR
PHERBHY £9, ZOHREIC [V
% (No) 1Z¥HET D L.
Expressway (3 ERY 7 = A &
Bk L E 9,
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J4—IJLF SBA TIAIE

ID ZO/\A -
A—:1dP D
ERFEIZE

B (ldentity
providers:
Createor

modify | dPs)
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B vra 7o w2 simomE

ez |

J4—ILF

B

T4k

[#8GE/N A (Authentication path) ] 7% [SAML
SSO] % 721% [SAML SSO # X (X UCM/LDAP
(SAML SSO and UCM/LDAP) | DA FI
Al BE,

ID ZFA/NA F—DER
AaagRl—y gV a—g 0%,
SAML20 (X274 7THh—vary <v—
IT7 v TERE EHEHALC, a=T7 7 A4 K=
Sa=h—3iary —bXERHETHI A
T MNHEDSSO (TN HAUF ) BE
M LET,

i FH+ 5 BRBE1C SAML X — & SSO A &R L 7=
LAlX, ROSICHEBE LT EEN,

« SAML 2.0 1%, SAML 1.1 & @ H a3 7
Wiz, SAML 2.0 EH#EA 35 1dP %
BIRTHZMLENH Y 77,

¢ SAMLRX—ADT AT T 47 4 EELIX,
A2 —T 4T ERXRYy NU—F T
HERDOR U HE—IC L > TR D FETE
EENTHWET, LEN->T, SAML
YE\ZYERL T 2 7= O DR A < Z T AL
TWAHHANTH Y EH A,

BN L 72 IdP O EREEAR Y o —I,

CiscoTAC (77 =N T AXZ X &
VA=) OV R— bRIGHNTT, PR
H— L OBRE YR — FEEREFIH LT,
IdPZIE L RET D EToOZEEE LN
HE 9L TL &V, Cisco X IdP (2P
THET—, flfR., EITFEOREIC
BT oETEANEREA,

YRaagRL—alr AT TARNTY
F ¥ 1L, SAML 2.0 ~DHEHLE F5E3 DD
IdP & AR H D AIREME L H Y EF, v A
aaZgRlL—ygar VYV a— g TCTT AR
ENTWBHDIEED 1dP 721 T,

* OpenAM 10.0.1

* Active Directory Federation Services 2.0 (AD
FS 2.0)
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mrA 75 £ 2 5iE0%E [

J4—JLE |EREA T4
* PingFederate® 6.10.0.4
ID 7A/NA  |[FRFE/ YA (Authentication path) ]7% [SAML |-
A—: SAML |SSO] % 7=1% [SAML SSO#5 £ N\UCM/LDAP
—AMI4Y | (SAMLSSOand UCM/LDAP) | D%EIZFIH
AR— A HE,
(dentity |\ N1 57— & D#fEO RISl [Edge
providers:
EXpOftSAML ‘f\XEEODSA\MLSg) SRE %ﬁﬁELT< f_éb\
data)
Jabber iOS % |7 7 4 /v hTliE, IdP F721% Unified CM OF |[W\W 2 (No) ]
SAT YR [FER—UUE, i0S T3 A DFLAIAI: Web 7
K BHARAH | T 7Y (Safari 7T U Y TILARWY) ITEREIN
D Safari DfE | £9, ZOF 740 bDOT T 7HFFi0S OfF
D A NTICT 7B ATERVDT, T/ A
(Allow WCEASNREEEZ AT Z bidTEE
Jabber i0S  [w A,
clientsto use - )
embedded ZOBRETIH, A7 a T, 0SS TRA K
Safari) @ Jabber WA A T 4 7D Safari 7T UV &

fER4 22T Ed, Safari 77 VYT
T, T ADEFEA NTICT 7B ATE 5
72, OAuth HARFIZ/NA T — R L AGRGEE
X EFRRAE AL TED LIV F
L7,

DX Ty a NIEEN X2 VT 4D
MENFELE T, RAENTE T L7I2& T,
Safari 7> 5 Jabber (27 7 U Wil & =K 3 HERE
X, BAZ LT v hai ey KT 2O T
J3 A% I URL FR &2 LE 9, Jabber LIS}
DODOT TV r— 9 N DFREHEL.
i0S MO ZRSGCEET, ZOEE. 7
7V —va VIZURLD OAuth h—27 o ~7
7R ATEET,

TRTOENA)L T APEFEHINTND
7 EOBE T, i0S 7 /31 AT Jabber D J1 A
& LURLIEREBEGKT 27T 7Y r— 3
UMW EREETALG. ATV a v EEAR)
WCLTHELTY, o7 7Y r—yarn
ﬁx&Amwamm%%%ﬁéTArﬁbm
A FIRAI Safari 77 7Y 2 G ENC
RNTLIEE,
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8% |
B vra 7o w2 simomE

J4—IJLF SBA T4k

SIP k=% > |[[OAuth F—727 2 X 5758 (Authorize by 0
DERS75/8 |OAuth token) 1728 [ (On) ] DHAITHI A
7y FEREF | FTEE,

M (SIPIOKEN | o 1C, iz OAuth b— 2 > e
live) ATRERFRT (B)) ZMERLES, 71T v vy

IVOBFWIRB I NI, a—LEZF A
572D DR 2 o — IR L E T,
L, WERREX 2T 0 U R 7 3N
LET,
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| 5z
FuFTL—Rick->TERAENS MRA T 2 £ 24181 ]

7T L—FKRIZE->THEAINAMRAT Y & XHIEHIE

K23:7TyvITL—FRIZ&>THERSNS MRA T ¥ + X HliHE

73y | 7TyvTTL—FEOE X WE
FORE/ N A Ty 7 L— RETOFENEH SVET P2 Expressway-C
%:;hen‘lca“"n GE) [SSOE— K (SSOmode) ]: X8.9 »
pa (47 (Off) 1iE. X8.10 D2 >DF
2720 £77,
« BB/ R (Authentication path)
= UCM/LDAP

cA—H 0T 4 UERICK HER
(Authorize by user credentials)
=4 (On)

[SSOE— F (SSOmode) ]: X8.9 ®
[HEfl (Exclusive) ] 1. X8.10 TiX 2
DDORTEIT > TWET,

« $BEE/X R (Authentication path)
= SAML SO

« OAuth =2 UIZ &k B %R
(Authorize by OAuth token) =
4> (On)

[SSOE—F (SSOmode) ]: X8.9 ®
[#> (On) ]i%., X8.10 TIL2>DFH
ELR > TWET,

« ZB8E/3 R (Authentication path)
= SAML SSO ¥ L T UCM/LDAP

« OAuth =2 UIZ &k &R
(Authorize by OAuth token) =
4> (On)

cA—H AT VIERICK HEERR
(Authorize by user credentials)
=42 (On)
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B 7 75— rics-cERENS MRA 7 4 + 2 $I1E

ez |

TF7oay

TyvTJL—FEDIE

ek

BE

OAuth h—7
AN K DGR
(FEHHY)
(Authorize

by OAuth
token with

refresh)

[4> (On) ]

Expressway-C

OAuth r—7
AN K DAGR
(Authorize
by OAuth
token) (LA
A% SSO
EF—F)

Ty 77— NRIOBRENEN S ET

7

Expressway-C

a—H J
VAN di% e
X DK
(Authorize
by user
credentials)

Ty 77 b— REIOREPEN S ES

7

Expressway-C

WESFRRED 7]
JAME DR
(Check for
internal
authentication

availability)

Wiz (No) ]

Expressway-E

Expressway-C

ID 7'm /A
H— : 1dP ™
(EPEIMES
B (Identity

providers:
Create or

modify IdPs)

T L— REIORENEH I ET

Expressway-C

Expressway-C
(EH2 L)

ID 7u A
#'— : SAML
F—Z DTy
A R— b
(Identity

providers:
Export SAML

data)

T L— REIORENEH I ET

Expressway-C

Expressway-C
(ZEHER L)

[l Cisco Expressway EHDENALELVYE— 7 I EREAHA K (X15.0)
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FuFTL—Rick->TERAENS MRA T 2 £ 24181 ]

AT ay

TyvIFJL—FEDIE

ek

BE

Jabber i0S 7
FATMZ
L D HHAIAFR
@ Safari D
M OFFA]
(Allow
Jabber i10S

clients to use
embedded

Safari)

VW2 (No) ]

Expressway-E

Expressway-C

SIP h—7
DEALY 72N
7 MifeRE
] (SIPtoken
extra time to
live)

T w7 L — REIORENEHENET

Expressway-C

Expressway-C
(ZEHE7 L)
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CHAPTER 1 1

Expressway T®D HSM T /31 X DFERK

« HE  HRHTOMRFH (173 ~—)

« HSM ZH %z L CEET S 1k (173 =)
« BV 2 —/LOHIRAE (177 ~—)

« HSM O b 1k (178 ~—2)

EE : FRIOHEZEEIA

HSM DFEE, Expressway 78 HSM ZffH T2 L 9 ICBREINLTE Y . ZD% HSM B KIKT 5
L. BBILERBELTHIRTOY—ERADNFATELGCAYETS, Ui, MRA, =—
. Web 77 v 2R ENEENET,

VHERE~AD) 2y b, MHOFHT HSM 2MEARICHIH TE 20545 1%, Expressway O
HIEREL 21T > TH 5, Expressway TH LVWHSM 2R ETHHLERH Y £7, FIHEENL
DUy bTIEX, YVIMDZITAA—UHEA R F—ILE N, Expressway 8EMNT 7 4L

FTREDGZODEENU Y bESRFET (VY NOETIHFIEIZONTIE,  [Expressway & HE
FHA R 2R TIEEN) |

HSM Z8®ICL TEEI S 5%

[HSM#&RL (HSM configuration) ] X—% ([* T+ >R (Maintenance) | > [E¥a )T+«
(Security) ] > [HSM#&RL (HSM configuration) 1) C. Expressway (Z4 72 &2 Mk L £
‘j—O

REFI A EKIZERSINFET,

[HSM % & (HSM configuration) |~<— D% EIX, Expressway 7 7 A X NOTXTOETIZH
ToTHEMINET, LER->T, 1 2O T OREZEBMEITHIRT S &, TOEH LM
DFXTOETICHEMEINET,
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B 5201 mrzuonE

BZRAJ1: BHREHDERTE

8% |

Expressway D/ N— R =7 tX =2 U7 4 £V a2—/L (HSM) #REZHNZT HE1IC, ROTF

JIEZ AT LTS ZE 0,

a |HSM 47> a v F—%BIMLE
£

i.[A>7TF A (Maintenance) | > [A 7L a »F—
(Option keys) 1 (ZB#EIL 9,

i.[ V7 NU =T A7 a (Software option) |7

YarT, AT vard—EANLET,

iii.[(A 7Y a > ®iEM (Addoption) (%7 U v/ LE

T F——IIRX=V DY X MIFERRSNET,

b. [HSMTLP Ry 77—V % A A b —
NLUET, ZAUE. Expressway
T 2T A AV LRERILA DV
0— R %A EMBAFTTEET,

HSM TLP (%, Expressway 7% HSM
AT D 7-0IC 0B/ HSM 7' 1
A Z—[EHEDARAF VDT —7
A7 TY,

i.[A> 7 A (Maintenance) ] > [7 v 77 L— K
(Upgrade) JICBENL £7°

i.[2yAR— b DT v 77 L— R (Upgrade
component) |27 v 3 T, [7 7 A /LDER (Choose
Fil) 1%27 YU v 2/ LT, B—ANA~L b TP 7 7
ANE IR ET,

ii.[ 7727 L—FK (Upgrade) 127 Vv 7 LET,

(A R—=R FREFIZA A P—LENELE
(Component installation succeeded) | &9 A v &—
UNRR—Y EEICFER S, HSM TLP §— ¥ B
ICRRINET, Fry ¥y T A A b=
ENTVETRTDOEY 2—LD Y A M EHHETE
£

GE) F7vary—%BMLT, FTAXN
DEETIZTLP A VA h—)L T DL
BNHVFET, T_XTOETICA T a v
X—E TLP B HLGHERE, 7T AK
THSME— RZANZTHZ LT TEE
A,
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| &
4 X% 2 : Expressway TD HSM Q& zh1t .

C. |Expressway CTO HSM 7R v 7 X D& | nShield Connect XCHSM Z R ET 5121, RO X DT
i LE7,

i. nShield Connect D= — A KOFHIIZHE- T,
Security World &V E— K 77 A /L > A7 A (RFS)
R ELET,

iILHSMARE LT 5T XRTOT 7 A VDY AF— 2
t*—% %4 ¢p nShield Connect |Z RFS ZiXE L ¥4, &
W, RFSIZZI7A4 T b arva—% LIZFELE
TN, Xy hU—27 ETT 7B AAREREED
Ea—H EICRETLSZEHTEET,

iii. RFS 3 X U nShield Connect 7N v 7 A % BB L 7=
%, RFS Tk a~v REFEITLE

7, /opt/nfast/bin/rfs-setup --gang-client
--write-noauth <Expressway ip address>
Zoawy RRETESR T WA, HSM Gl #
BHLX, Expressway CIE L < BEBE L £+ A,

d | BLAZIRCT 7 EALET, -

e. |HSM & At H 2 FEREDOIER | FIEIZ W TIL,  [Expressway EEE T4 K] @ &
X2 VT 4] OEEZSHRL TSN,

2 X% 2 : Expressway T®D HSM O &1t

ZOFNEIL, Expressway T HSM Z A2 T D7 DICHERE S L5 FIA T,

AT9T1 [A2TF 2R (Maintenance) 1> [£F 2 T« (Security) ]> [HSM #R (HSM configuration) JIZFEh
LET,

AT w72 [HSM#ERL (HSM Settings) ] T, [HSME— K (HSMMode) ] ke vy 7% 7 U X kv HSM 7 1734
H—ZE IR L ET,

RT v 73 nShield DFEE
1. RFSIP7 RL AL RFSAH—FE AN LET, 774/ FOAR— MEL004 T,
2. [k %R (Save Configuration) | %27 U v 27 L£9,
R=TD EFITIRD A v =V RRRINET,

HSM X ENEH I E Lz

3. [EYa2—LDiBEM (AddModule) |27 a3 T, X4 ZADIPT KL A, "— bk, ESN (BEFV
TNEE) . BEOKNETI (%y hU—78E5MX—) ZAHLET,

4., [EV=2—/LDEN (AddModule) 127 U v 27 LET,
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E |
B sx03.0Mx7—sxFzvs0E=48y>Y

N=VDEIZRDA v 2=V PRFERINET,

HSM EVa— /R EFIZEMsShE Lz
5. [HSME— R (HSMMode) | ¥ 7D FDF — T NCTFNA ANEFRENET,
6. TAAAREZBMT BT, TV 2—LOBMNMTFIELZEYELET,

AT w74 [HSME— F (HSMMode) 1Z [#4> (On) JICHEHEL T, [B— RZRE (SetMode) 127 VU v 7 LT,
NR=ID FEICRD A v — P NERENET,

HSM E— RAREFICEFRINE LI

G¥) HSM E— ROF /A 75802 5 &L, Web BRI TE R R38R HY 4, ZDORIE
DREALEEART., 7709 —=%2 U n—RFNLET,

#5828 . Expressway C HSM OfEANA N2 0 £,

RDZRY

HSM OEIEAT —Z A ZfiR+T 51213, ko® 7> 3y [ZA7 3 HMAT—H A Fx v
TDE=LZY 7] EBRRBLTIEIN,

BA3 - HSMRT—RRFIVIDE=ZRYY

HSME— R&AT 25 &, [HSMAERL (HSM configuration) ]-3— 2 [HSMAT —4 AF = v
7 (HSMStatuscheck) &7 v a v BERINET, ZO&Z T a idid, 73T O Expressway
7 I AL ETHOHSM —s & HSMGEHE, B LB ETOTXTOEY 2 —/WZHET 5
HWMPFRENET,

EATHHD HSM H— /3
1

TRUE : Expressway C HSM € — K& A L72&IZ, HSM R v 7 A L OEEE ML T 5
71 A3 Expressway CHEITIN TV DGE,

2. FALSE : 7'mt A7) Expressway CHEITSNTE LT, HSM DEFEDT 7 — AR FITI 4
=5%a.
EFRD D HSM SEERZE

1. HSM FiEH 3 & fil% % — 7% Expressway CfEH STV A 5A X, TRUE 2720 £7,

2. Expressway 2% HSM GEI# & FbEE X — 2 H L T2 W& X, FALSE IZ2 D £7, 7
7 v OIRBEBIZFALSE T, THSMEHENEA STV E¥ A (HSM certificate
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| 5z
8254 RORT v 7 -HsMEE—0EmE A VR b—1 [

is not used) | &\ )T 7 — LN Expressway TSN ET, T, HSMGEAE &
MEX—Z2HEAL TRV L 2EEST L L0 TT,

HSM FEB# & filE % — 23 Expressway [IZJBEFHSNLD &, ZO7 7 —AF5IE T b, &
IRENDH AT —H AL TRUE IZAEHE S nuE7,

ESN &7 v a iZid, HSM OFREFITEME i, £ D ESN TREI XI5 HSM £ ¥ = — /L3
YZRENET, FOMOINL, BERAT—E2RALN—FI91T7DAT—E2RAEE#XZLET,

BHRAT—4 X

1. Expressway & HSME ¥ = —/LIZ R v N U — 7 ORJENFIE LeWGAlE, OK &7eh &
T

2. Xy MNI—7 FEITHM Y — OFHRICEET ARENRREE L, 77— 2N EELEGE.
Failed & 720 F97,

N—FDIT7 AT—42 R
L N—FRou=TIZBETAHENHSMA v 7 A IR THRE S 2WEAIE, OKE 7D F9,

2. N—FRU T EIZHSMA v 7 ZOFREICHENRH Y . 7T —LNFET5H L Failed &
8 FET,

BADb: RDATY T -HSMBMEZEX—DERES VR =)L

HSM Z 202 L CIEFIZEEL TV 2354 1E, HSM R & — L GERE A4 £ L, Expressway
WA VA M= THMERHY 7, FEL<IX. [Expressway HEH A K] & THSM % fifi
FH L7z Expressway ' —/NGEREOFH ] 22 L T 7230,

EO 31— I)LDHIFRAE
Y

G¥) HSME—FRAENTHLIHE. HEDOT A ATHIRTE EH A, £, HSM £— R %)
T AVERNDH Y 7,

Expressway HSM iX i ENHT /34 A (¥ 2—/) ZHIFRT 51213, ROFIEZFEITLET,
ATV 1 [AUTF R (Maintenance) | >[tF 2 T« (Security) | >>[HSM#&RL (SSH configuration) ] 2%

gHLEd,
ATV T2 VA IDDLLERT NA AR, [HIBR (Delete) 1227V v 27 LET,
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B ssmommiss

HSM D E3h1b 75i%

WO T HSM 2 2T 25813, ROFIEEZFITT L2 L2 #HRB L4,

AT9T1 [AUFTF 2R (Maintenance) 1> [£F 2! T« (Security) ]> [HSM #&R (HSM configuration) JIZFEh
L\i‘a—(}

ATwv T2 [HSME—F (HSMMode) 1% [4 7 (Off) JIZRRTL . [E— FORET (SetMode) 127 U v 27 LET,
ZHUZ X V. Expressway T HSM O RN EERNIZ 220 £97,

AT9T3 HIRT 27— NVHNOTRTOEY 2 — )V EBIRT DT, lx OT A AEMERT D0, [T TEIR
(Selectall) 1227 U w27 LET, (F—7NDFTRXTOT AL ZAZRPYRERT H121%, [T TEERAER
(Unselectall) 227V >y 27 LET, )

ATy T4 [HIFR (Delete) 1227 U7 L, MERBAA TRy 7 AT[IOK] 227 ) v 7 LET,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



