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W ZTE T T2 HEEZAT 2R A7 BNEENTHET, ZROOFIEF, B—7 T &
AT TAL, BN AL v, BXOEENAAL O F U FEHTEET,

T
MRAEZEZ RV 70—
WDE A EFT L, EAAABEOY = N7 7 B AOMAREL T LET,

1R BHHIIZ
« MRA Z 1T 2 R1I2, MRA D EZ MR L T &0,

« MRA ZJET 57 DICMLERIFAEN S AT AMIH L L 2R LT W, M
DOWTIE, REAEOEEZSR LT E S,

k=111

FIE
ARV RFEREFTIVaY E]:g]

ATV 1 |Expressway —/3—7 RLZ2DOFE (35—) |Expressway-C 8L OE H— =412, AT A
DIRA M, FAAL %, BEUNTP Y —AZ &
ELET,

ATwFT2 |SIPOAME 3 2—) Expressway-E & Expressway-C D] 57 C SIP 23 F %)
IZR-oTWAHZ L AR LET,
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ARV RFEEIETIa Y B
ATvT3 | HEMRAREORER 4 2—) HELE, Expressway-C CHENZ ALRFEZ HENIC L,
Expressway-E THZIZ L E T,
ATFvFTE | A NLBIOVE— T 722N LET, | Unified Communications &— F&ZEA LB LV
(4 ~2—3) F— TV ERICRELET,
ATFYTE | AL OB (55—) Expressway-C C, WHIUC RAA &, v ¥ R A
ART VB A RAAL U7 EOMOBEE KA A >
ZiBMLFET,
ATvT6 |NEUC 7 7 A% DB % Expressway-C 7 7 A X6, NEEUC 7 7 A X
« Unified CM 2 5 % & D il OBREAFRLET
 IM and Presence Service 7 7 A Z DB
» Cisco Unity Connection 7 7 A % O3B
ATwFTT1 |MRA T 7 & 2HORER (9 =2—) OAuth F8FES° SAML SSO % E72 £, MRA 7 7 & A
IO E Z /K L ET,
ATv 78 |UCT 7Y r— a3 TOAuth kT2 (19 |#35E, 27 A03YKR— K LTWLHAIL. OAuth
~N—=) FOREAMERL L E T,
ATw 79 |SAMLSSO O#EE (21 ~—) A7 a v, SAML SSO %% E L C, il Jabber
7747 hEa—%—@ UnifiedCM v 7 7 A
NECTHBT AT T 4T 4 R LET,
ATYTN0 | BX=2T b T A= DRk (25 2—7) | Expressway-C & Expressway-E ORI 5k S 7=

UC FIR—P L) — o B ELET,

RDBERY

HEARMEMRA Y T v 7 &25ETLEL, ROEBEEZZEL TN,

¢ ICE AT 4 7 /R A D& #{L—ICEIZ. MRA Z— /)LD AF 4 TN ZAZEWMLT A4S a v
KERET9, ICEICL Y., MRA ICEEEENT-Z RARA » MI, AT 4 TN WAN B LW
Expressway $—/S—Z A N2 FTH LI, AT 4 T EMHAICEHBEEEFE TS ET,

o HEHE & BN RL— MRA HRE L A7 a ORI OWTIE, ZOEEASRL TLEE

A

* MRA 7734 ZADENHEjfi— S AT DEMK LI, THAAAT I T 4 _"—vara—FR
(%, U E— bk MRA 7/ ZADB ARG Z D Te > DR/ IR E TR L S,
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| MRA#AL
Expressway 4 —/3\—7 KL ADEEE .

Expressway ¥ —/\—7 KL ADHTE

ZOFNEZAEH LT, Cisco Expressway-C 33 X U Expressway-E $—/S— D Z #1142 FQDN &
NTP H——ZREL £,

)

() oV RAALUDEEDDIEHATYH, 10 Expressway —/3—[F, | DDFEA M4 E K
AL R ERFFTEET,

AT v F1 Cisco Expressway-C T, +—/—7 FLAEREZHZEL T,
a) [YATL (System) |>[FAA U Rr—LIRATL (DNS) (DNS) [DNEIZER L £,
b) TV —nR—=Z, VATLRALRE FALVZEED Y TET,
c) RFAA U ZBHT DB Expressway 737 U35 Ik K5 BD FAA U R—LT AT 5 (DNS) #—
NR—=IZIPT RLAZANLET, TNHDT 4 —/L FIZIZFQDN TiZ72< . IPT7 RLAZEHAT 54
R ET,

GE)  HBHERAAL L R—LT AT A (DNS) ZEBT 5556 1%. Expressway-C IR — N—%F5
L. Expressway-E X, /X7 U v 7 RAAL U R—ALT AT L (DNS) —"—ZELET,

AT w T2 [NTP#&EDHK (Configure NTP Settings) ] :
a) [YRTL (Sysem) |>[BZl (Time) | A ==2—DJIEIEIR L, [ZETEX HNIP Y ——%F L E£1,
b) NTPFBaE X% A4 5 5k

o M) — REREMEH STV ER A

s Symmetric ¥ ——Z DA Vv REFEHTHEEIT, F—ID, "y aAXA Yy FREX W Pass 7 L—X
EIRETHLENDHY £7,

cWEXF——BHEER SN WET -2 LT,

AT T3 Expressway-C 7 7 AXZHHEV—"—IZZOFIEEFEVIKLET,
AT 74 Expressway-C Za%E L7256, Expressway-E 7 7 A X NOE S —NZxt L CZORIEEBEY KL 7,

SIP DFEF1E
Expressway-C 33 . U8 Expressway-E 27 7 A % T SIP # 2 LE T,

)

GE)  SIPBIUH323 a2 b, X8I92LUMD A= g VO LN, VA —L T, F
T F I N T TWET,
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AT F1 Expressway-C 774 ~ U 7 ¢, [#m (Configuration) ]>[Z8 k3L (Protocols) |>[SIP]DJEIZEIR
L\i‘a_(]

ATv 72 [SIPE—F (SIPmode) | Z4 i LET,
ATv T3 [fRAF (Save) 127 Vw7 LET,
AT v T4 Expressway-E 77 A~V BT CZOFIEEEV KL ET,

BEIRAREDER

Expressway-C T H 82 ARi# 2 M40Z L, Expressway-E TH—E A2 AT 5 2 L 2BEID
L/i j‘o

N

(GE)  Expressway-C 23 X89 LUBETHI LK A v A h— v Siicdf. BEMRARES — 2137
7 4V kT Expressway-C & Expressway-E Offi 5 CRITSNET (ZhazF=v s LE
EDAS

AT w1 Expressway-C C, HENZ ALR#EZ TN L E T,
a) [YATL (System) 1> [EE (Administration) (DNAIZER L E 5,
b) [B#EES—E X (Automated protection service) ] %z [# 7 (Off) 1ICL %7,
c) [FR1F (Save) 127 Vv 7 LET,
AT w72 Expressway-E C, HEMRAMR#EZAHCLET (P—EREIT 74V FTHUIZRS>THNET) |
a) [YRTL (System) 1>[EHE (Administration) JDNEIZER L £ 7,
b) [EHEIREY—E X (Automated protection service) | & [# > (On) JIZRELE7,
c) [R%E (Save) 1227V v 7 LET,
GE) [WUIPT RLARZERTHEEDO MRA 2 —W—R3 0554 (& xiE, AU A7 Uy 27 1PT K
L A %50 NAT O % IO MRA 22 —HF—BN584) | ALIP T FLAPBLDOTRTO
N7 7 4w 7 BRKT, BERAREDS N T—S DR HY £5, 204, IPT FL
AT ERE L LT, FEMICOWTIE, B 0RE] 23R L T Z30,

ENAILBEELUVYE—FTIOERZEDIZLET,

RAAL & b TR—=Y Y — o AR ET DRI, Expressway TEANA LB IO E— T
IR = REAHCTLLENHY £,
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| MRA R
kx4 voiem [

AT v F1 Expressway-C T. [#m (Configuration) ]>[Unified Communications] > [#f (onfiguration) ] MDJIEIZ5ER
L\i‘a_(]

AT w72 [Unified CommunicationsE— F (Unified Communicationsmode) | % [E/NA LB XVVE—FF7THIER
(Mobile and Remote Access) | IZR%E L E 7,

ATY T3 [R1FE (Save) 1227 U w27 LET,
AT w74 Expressway-E TZDFNEZ VKL 9,

KA A DB

Expressway-C C, MRA EBEANRFEH T RAAL U2 BNLET, VAT LAOEMEIIZISUT,
CHUTH—DRZERIED AL IR DGE L HIUT, RO L D D F AL IR D56
HdH Y ET,

c BERAAL
cHNESUC RAAL v (BERAAL U ERRDGE)
Ty U RAALY (D AL LRI DER)

s FLBUARAAL Y (D FAA &R D5E)

AT w71 Expressway-C C. [#R (Configuration) |>[ KX A > (Domains) [DIEIZEN L F 7,
RART9T2 FALDBEATILET,
RAT9T3 ROFH—EADEE, —ERE2ZDORAL AZEHAT20EI NS LT, MedT2d R Ray 72y
AUl [FTIITLET,
 Expressway TO SIP &8kH LUV TOE D 3 =25 —Expressway I%, SIP LY A NT & LTHEREL . 1T
BEOSIP AL DOBGRY 7 =X b 2KRBLET,

« Unified CM T®D SIP &8 H LUV TOE T 3 =24 —Unified CM 23#& T & $k & FEHIfH 2 208 L £,
Expressway (3, UC—EADS—ry = A L LTHRELET,

« IM and Presence Service—7 7 A 7 > k73 IIM and Presence Service 7>6 3 — 2 2B L £,
*XMPP 7 xTFL—33> —ZDFRAAL L ENR—=F T —FAAL BT, XMPP 7 =5 L— 3 VEA%S)
L%,

ATy T4 HEOBREHER L-SGE., ZORAAL U E2EHATHEMEZEIV Y TET, 207 0—/L RiL, BN A
AR LTZROLFREIND Z EITEE L TN,

ATy TS5 [fRT7F (Save) |27 U w27 LET,
RATvT6 BMEZEMT 25X ZOFIEELBEYIKLET,
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B1: KA

Domains You are here: Configuration * Domains * Edit

1 Configuration

Domain name * example.com i

1 Supported services for this domain

SIP registrations and provisioning on Expressway-C off v | (&

SIP registrations and provisioning on Unified CM On vy L

IM and Presence Service On v (g

XMPP federation off v | (1
Save| Delete| Cancel

Unified CM & 5 X 2 D&M

Expressway-C 7> 545 Cisco Unified Communications Manager 7 7 A X | Z 8t & MENL T 2 121%, =
OFNEZMHEH L E T, 4 Expressway-C 7 7 A XL, 45 UnifiedCM 27 7 A% / — RIZEETE

DHLENRH D F7,
Y
GE) o R RIRA v MINV—T 4 715 Z KB, Unified CM BNEAR o2 EE L
ij‘o

c ATE, U Y —RAOERRBICIE SN T — RRRICOBENET, =2 RBRA Uk
IZ. Cisco Unified Communications Manager (ZE|Z 3 5 7= DIk b AT D720 ) — K
BT £9, a—nou— RT3 BRPIOBERD IR 5y i S
WET, BEPAMIHIND T, H—/ — FTOa—/LOimA O ] getEs #d
LET,

AT w9 F1 Expressway-C 774~V 7 C, [#m (Configuration) ]> [Unified Communications] > [Unified CM H—
/\— (Unified CM servers) | OJEIZEIR L £,

AT 72 [FHHR New) 1227V 7 L, "7V vy /) — RIZETIROFEMZENL 7,
«UnifiedCM /ST y %7 ELRA— TV vy ) — ROP— =7 KL R
e A—HY—RLNRRT— K —H—RN— TV ERATELT IV bO2—HF—1ID £ /XAT— K,
GE)  hbourA UERIL, Expressway 7 — Z ~_— A TEHABICRE SIVE T, xHiid 5 Unified
CM = —H%—[Z(X, Standard AXL API Access 2 — /L3 LE T,
- TLSH&IEE—F
« AEM GCM * T 4 THEEHMN—AEM GCM ¥R — b EHMET 2I1C1E, Zhaxd iz LET,
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- BB R 2R L7

TWZRWRY R ENEH A,
Unified CM servers
A Unified CM server lookup

Unified Ch publizher address
Uzername
Pazsword

TLE verify mode

Add addreszs | Cancel |

ansmsntv—vegrL—L

BlE, ZUTLORMAEERLET, 207 10—/ N, EIEAZHRL

You are here: Configuration * Unified Communications * Unified Ch servers » New

# cucml . example.com i
# admin i
P B i

on o« L

ATvFT3 [FRLR%ZEM (AddAddress) | %27V v 27 LT, EHizT AMLET,

ATy T84 EEOD UnifiedCM 7 5 2203 58

BliE. FNE2 &3 28R L T, BN Unified CM 7 7 A X DT

U vy /— R%&Z O Expressway-C 7 7 A X ZiBIML 77,
RTYFE TXCO Unified CM X7 U vy J— REBIMLEDL, [H—/N\—%F#H (Refresh Servers) |27V v 7

LET,

Expressway-C |%, &7 7 AZ DY T AT F AN — REHEHLTGEMLET,

AT w 7T 6 Expressway-C 7 7 A X DNEEIG AL

. T T D Expressway-C 7 7 AZ 33T Unified CM 7 7 A X F

KO — RIZERTE D XL 91272 D £ T, Lo Expressway-C 7 7 AX TZOFNEA MY KL F7,

BEERINT=-Y—2ERFIL—IL

Expressway-C I%, Expressway-C & it & 41724 Unified CM / — R CHERK T & 720 R A /83—
Y-y EABAERLET, TCPY —IHICIER S E S, TLS Y — %, UnifiedCM / — F
NI TG AE T2 YT 4E— R (SRTL (Sysem) |>[R2/85A—4 (Enterprise
Parameters) | >[tFa ) T 1/85 A —% (Security Parameters) 1) 731 (BE) THgk S
TWAHAIERSNET (LY, EFaTRTr T 7/ 0 TTRrEYa =07 ST
TANAAPRFR— b SET) o TLS ¥ —iE, Unified CM 2% TLS MFEE— FE&HZHIT /2 -
TWAEA, [TLSKREEE— K (TLSverifymode) ] 28 [~ (On) | DIREETHR S L E T,
ZAUX, Expressway-C 2345t @ SIP i#{5 H @ CallManager iEE 2R T 5 2 L # BB L E T,
%' — 1% [CEtep-<node name>| F7-1% [CEtls-<node name>| OFEA TIER S E T,

X12.5/3— 3 >/ 5 Unified CM _EC SIP OAuth E— RBE 72> TV DA, Expressway
X, BE &R S 7- Unified CM / — RREZ TCEOAuth <Unified CM name>] &\ 9 44 HijD %
ANR—V =B HBENCAERK L ET, FEMICOW T, SIPOAuthE®— FOEE (203—)
EHZBLTLLEI N,
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. IM and Presence Service 7 5 X 2 (BN

F72. B UMARANIHE - T, AR ATRERBRBENL—INE Y — ICEEER S NE T, L—
T 45 OBSENESI TIER SN E T, BB — L O%E L 72 % Unified CM / — R4 DB EWE
E. BBL—VIERERZH > TT RLADARNE ==y FE2IT0ET,

IM and Presence Service 7 5 X 2 DB

ZOFNEEMEH LT, Expressway-C 2> 5% IM and Presence Service 7 7 A % ~DOHzfi & EAL L
F7, % Expressway-C 7 7 A XL, 4 IM and Presence Service 7 7 A% / — R|ZE|FETX 54
ERb Y E7,

AT F1 Expressway-C C. [#m (Configuration) ] > [Unified Communications] > [IM and Presenceb—E X/ — F
(IM and Presence Service nodes) ] DJIEIZER L £,

RAT7TvT2 [FHR New) |22V w7 L, T—=FX=ANRT Y vy /— BT 2ROFEMEBML ET,
IM and Presence 7 —# N—Z/NTY Yo vB—T —F =2 TV vy )= ROP—="—=T NI
A
cA—HY—BENRRT—F P —NR=ZT IV ERATELT IV FDOa2—H—ID &L/XAT— R,

GE) hbonr 7 A AERIL. Expressway 7 — ¥ SX— X ZEAICRE SNET, T 5 IM
and Presence Service == —H—{Z}%. Standard AXL API Access 2 —/LZ {54 3 NENRH D F
T,

* TLSHREEE— F
« BR—HOREMZHIR LG E13, YT 2RAZERL £,
GE)  Zo7 =i, BRAZHERL TORWRY ZRSHEE A,

ATYT3 [7FLR%ZEM (AddAddress) | %2 U w7 L, #fix7T A M LET,

AT v T4 0 IMand Presence 7 7 A X 3 H35G1E, FIA2 L3 E2MVIRLT, ZNHOBMI TAXDT —4
NR—=2Z2 TV vy J— R%& Expressway-C 7 7 A X |ZiBEM L E9,

ATw 75 FTTDIMand Presence 7 — % X—A 7V vy J—REBMLEZL, [W—/\—%F#H (Refresh
Servers) | 227 U v 7 LET,
Expressway-C [X. 4 IM and Presence 7 7 A X DY T A7 T A4 N ) — K&t L GEIMLET,

AT v T 6 HED Expressway-C 7 7 A X BN 58515, 4 Expressway-C 7 7 A X 7345 IM and Presence 7 7 A X/ —
RICHE S5 £ T, ftho Expressway-C 7 7 AX CZOFIAZEV KL T,

Cisco Unity Connection 7 5 X 2 M &N

ZDOFNAZEFEH LT, Expressway-C 7> 54 Cisco Unity Connection 77 7 A Z ~D ki & VERK L F
9, 4 Expressway-C 27 7 A %%, 4 Cisco Unity Connection 27 7 A% / — NIZEETE H 4%
N E£T,

B vRA#ER
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mra 7 o 2 $imoER |

[#m (Configuration) ]>[Unified Communications] >[Unity Connection #—/3— (Unity

AT w71 Expressway-C C.
Connection servers) (DJIAIZIER L E 5,
N7V vy ) — ROWRDFEMABINL £,

ATy T2 [#FHE (New) 1227V 7 L,
« Unity Connection /X7 w v — "7 Y vy ) — ROP— =7 KL &

e A—H—BLIRAT— K —H—R— TV BATELT AT hDa—HF—ID L /RZA T — R
nbon 74 UAERIT, ExpresswayT H = 2 NEABNTARE S E 3, %92 Cisco
it VAT AEEE O — VNN TT,

G
Unity Connection . ——

* TLSHREEE—F
I EUTDREMEZERL T,

- RO RMZMK LSS
ZD7 4=V NI, ERAZHERL TORWRY ZIRSNEE A,

GE)
ATyT3 [7FLRA%ZEM (AddAddress) | %2 Y v 7 LT, #&fia7 A bLET,
AT T4 HHD Unity Connection 7 7 A X N HA1E, FIE2 &£ 3 &2EVIKL T, ZNH0BMT T AXD/RT
Uy ) — R%&Z O Expressway-C 7 7 A X |ZBIMLE T,
® Expressway-C {29 T Unity Connection 7 7 A X ZiBM L7 5, [Y—/\—%ZFEF (Refresh Servers) |

7 Vw7 LET,
— RFE2BHE L TEMLET,

ATvT5
Expressway-C X, &2 7 AZ DYV T AT T A1)
X, 4 Expressway-C 7 7 A # %345 Unity Connection 7 7 A% / —

AT v T 6 HED Expressway-C 7 7 AX N5
PEGE XD F T oD Expressway-C 7 7 A X CZOFNEEEV KL FT

MRA 7 7 & X FlfEI D& X
TIAT VMR EASAANAVBIRIE— T 27X (MRA) V7 X NERFET 5 HEEE
LET,
A\
X8O LIHIMN BT v 77 L — T 585581, 7y 77 L— FRICHEH SNCREIXZZ 2T

AE
—EBINTWL LD L FEe 9, KbV, [Expressway YV U —A/— K| OT v
T L= FERESRLTIIES N,

[E%7E (Configuration) ]>[Unified Communications] > [£%%E (Configuration)] > [MRA7 %

AT w71 Expressway-C C,
HELET,

£Xar kA—JL (MRA AccessControl) ]

ATY 72 FERERY ﬂi@*%ﬁk
« [EBSE/N X (Authentication Path) ] 7 1+ —/L K C, SAML, SSO, LDAP £/ v —I LT —FX—2R
AL T, Bitx—Y—na /A R EREET 208 9 0 EBIR L E7,

mrA R I}
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. Expressway (Expressway-C) 7% t R #l{HDRE

* [OAuth k—% > TEBEE (Authorize by OAuth token) | Z &7 5 & Expressway T OAuth 58FEA A %N
fbsnExd, o473 viE, SAMLSSO TOAHYHR—hENTHNET,

RAT9T3 BT 4=V REMERLET, 74—V FREICONTOFEMIT, [Expressway (Expressway-C) 7 7 & A
HfEORE (10 X—) ] ZZRLTIEEW,

Expressway (Expressway-C) 7% t X HlfHD R E

WDFIZMRA 77 & Al (4R (Configuration) ]> [Unified Communications] >[4/

(Configuration) 1>[MRA 74 t X #lfl (MRA AccessControl) ]) TFZRIND#HZRL
9, TOME—VEFEHAL T, TS AEBLIONY E— N7 7 EAD OAuth FBRERE &
SAML SSO X E &K TE £,

R 1:MRAT V)t AHIHDERE

J4—IJLF ERBA

FRFE/ S A MRA DNENT72 D FETHRROT 4 —/V K, MRA RFEOHIE F1EE EFRHR L
(Authentication | £ 9,
path)

* SAML SSORBEE—7 74 7 > M, M IdP IZ K » TRERES £,

« UCM/LDAP Basic E25F—Unified CM 73, LDAP & 7' A U IEHICKT LT
FGAT VM — NV TRIELET,

« SAML SSO 8L U UCM/LDAP—li DA Y » REZFATLET,

<[ L (None) —EiEAEMA SN TV EE A, MRADERUIZENIRD

ETIX, TR T 740 b TT, BIZMRA 4 712350 TiE/e T
[72L (None) 1) A7 aryBHEINTWLOIX, BRI X > T,
ERRZIEIMRA TlX 72 WHEREZ FT 5~ 5 72O IZ MRA & 4 12T 2 ML EER
HDH1-HTT, (MeetingServer D Web 7 ¥ XMPP 7 =7 L—3/3
72¥) o [72L (None) 1 T 1, 20X I RGHEICOAMEHAL T
IV, TNLUSNDIGEEFEEHLEF A

T 7 AV REEIE  MRA A 272 HHMIE [ L (None) ], MRA &4 129
HE. T 740 MEIX, UCMILDAP 12720 £77,

B vRA#ER
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Expressway (Expressway-C) 7% t R HI#HDEE .

J4—ILF ERBA
OAuth h—7 |ZDOA 7> 3 Tid, REOHOHCEW® h—7 U NETT, FR—F
NCKDHERE | HOA T TARNT I F v R OoT XN TORMATHIESN D ARA T a v
(EH:HV) | TT,
Oﬁlﬁlhforli;by OAuth 1%, Cisco Jabber 3 KX T8 CiscoWebex 7 74 7 > P EB LTYMRA E— K
with refresh) CTTFNRART VT 4 _X—Y g ra— e L CGEAYEF %242 Cisco IP
Phones IZ X > CHHR—F I TWET,
BE : X8.10.1 75, Expressway [ H LGtk h—27 > (h—27 VB, @k
B T EARY =Y R— b EET) OFEEZEIZYAR—FLTWVET,
7oL, EBRICIE TR TORENEE YV a—Ta v E2ETRIATE 5D
TTIEH D XA, FEHAT A5 (Unified CM. IM and Presence Service,
Cisco Unity Connection) 3L OED/N—T 3 NZH- T, TXRTORELPEC
Fok b= v OFT R TOREEZRIZTR—F L TWDEDITTIESH Y A,
Expressway CZ DA 7' a V2T 25613, UnifiedCM 8L UERER
T 5154 1& Cisco Unity Connection T OAuth ZEH L TEMIZT 2 EL
HYUET, 2O 2OMEIIKRD LB TT,
T 7 AV NRE A
OAuth F—7 |[EREE/NR (Authentication path) ] 23SAML SSO & 72/% SAML SSO B LW}
N X BIEFE |[UCM/LDAP O34, il AlHE,
(LLATE SSO | Z A7 v a iZid, 1dP 2l U7-583ER B T9, HIfE, Cisco Jabber 3
£—F) LN CiscoWebex 7 A4 7 > "B, ZOFWHHFREFEHALTEY, 21
IZB1D MRA = RARA » R CTIEHAR— SR THERA,
T 7 FIVIERE AT
2—W 7 L7 |[EREE/S R (Authentication path) ] 23 UCM/LDAP & 7213 SAML SSO B LW
V¥ UIZ L |UCM/LDAP D54 . Rl AlHE,
éft. b A=W LT U WK DFEEFAT L LD L9527 747 ME. MRA
uwﬁomeya:;of%ﬂémifo:m_i\mwm HR— b ER TV IP B
) J O TelePresence 7 /3 ANEGFINLET,
credential)
T 7 HIVIERE AT
ID 7'm/ 31 |[EREE/NR (Authentication path) ] 7% SAML SSO F 7-(% SAML SSO 35 X O
A —  IdP OfE |UCM/LDAP D4 . K FTEE,
‘ N
RETEER | semic o\l TAF 27 474 T 0L S DR (18 5—2) %%
(Identity BB LC < 7 S
providers: o - °
Create or
modify IdPs)

mrA R I}
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Ja—I)L K |ERBA

SAML A % [EREE/N R (Authentication path) ] 7% SAML SSO & 7= 1% SAML SSO 5 L ?
T—5 UCM/LDAP O34 FIF FTHE,

SAML 82D A BT =42 7 7 A )V a AT 2 HEZRE L ET, REHER
— R, ko LBY T,

SR H—DI TAEZLIRDSAML A ZF—Z 77 A VEARKLE
T, SAML ZH D02, 2077 ANDIE P IZA »R— T B4
ERHY F£7,

BT VT AENDOKZETICRH LT AET—H 77 A NV EERLET,
SAML #H D=2, HEAXT—H T 7 A )L&E AP IZA V' R— T D4
BENRHY FET,

ID 7 u /31  |[FBEE/VR (Authentication path) ] 2°SAML SSO 72/ SAML SSO £ L I}
4 — : SAML |UCM/LDAP D&, FIF AlEE,

Toiwi& SAML 7 — % OEAEDFEMIZ OV TIL, = v UMD SAMLSSO #FE (14
A .I\ N=Y) | ZBRLTIEZSN,
(Identity
providers:
Export SAML
data)

Jabber iOS 7 |i0S 7 /34 AD A, 1dP % 721% Unified CM #BFE— 1%, 7 7 4/ b CTH
FAT Y MT | AR Web 7 7 U (Safari 77 U Tid/e) TERREINET, ZOT 7%
L DHAIAI |V F DT T 7 HIXI0S DEFEHA RTIZT 7 BEATE VDT, T3 AI2HE
@ Safari Dfff | ASNFEAEAEHT I Z LidTEEHA,

%ZiﬁmMr“@ﬁﬁi‘*4?473ﬁM7?W$%ﬁﬁﬁéi5Km?ﬂ4x®m%a
[0S clients to AT a TR LET, Safari 7T U T, TN ADEEA S TIT

use embedded I ATEXB7-8H, OAuth EARFZ/RRA T — N U REFE 7713 BN %
Safari) Ao TEb Loz L,

COFT YV a NREENS X 2 U T o ORENFELE T, FRIENE T
L7-%C., Safari 7>5 Jabber (27 7 U Vil 2 K IHEREIX, W AX A 71 b
NN R EMOHT D AX AURL FRAEMEHA L £9, Jabber LIS DHID
TV = a NI EEEL, 0S HHlAERSTEET, 20
Ba&, 77V r—3a T URL @ OAuth h—27 o~ 7 7 A TE 7,

TRTDOENANT A ANEEHINTWSH 7R EOBH T, i0S 7/34 A
Jabber D /1 A % A URL IR A B ERS HMOT 7V r—2 a U720 EHEET
LHYE, AT a v EAMICL TR RETT, BT TV r—a B A
% I Jabber URL % #5754 % AlfetE S OB 72856, FAGA A Safari 77 U W &
AT LW TL EE0,

T 7 A RRE VDR
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Expressway (Expressway-C) 7% t R HI#HDEE .

J4—ILF

B

PEBRRRED AT
FHPED R
(Check for
internal
authentication

availability)

[OAuth h—27 N2 X578 (H#idH V) (Authorize by OAuth token with
refresh) ] £721% [OAuth b — 7 12k 57&FE (Authorize by OAuth token) ] 73
HIMZ 725 T DIGA TR ATRE,

HEREX 2T 4Ry NU—F T T 4 v OEIBOZD, T 7 40 b
X[z (No) 1T

Expressway-C WA —2A /— REF v 7 TH0EINERBIRTHZ LITL
V. Expressway-E 3 U E— h7 74 7 2 MBGEERIZE D X DTG T 50
ZHE L E T,

VI TZANE, 7747 bR OAuth h—7 LNZ X > Ta—HFEFRIEL L 5
ETDHBEMN DD E I Emi, DY 7 =X MIIE Expressway-C 73
2—YFDOR—L I TAZERDOTLHI20D02—FIDBREENTNET,

o[\ : get edge sso U 7/ = A MiE, OAuth h—727 R HHR—FENTHD
NE D Ik 2—P—D R — 2 Unified CM IZFEFR L £ 4, 78— A Unified
CM %, Jabber 7 A 7 hDget edge s0 V) 7 = A N EETHT A5
YT AT 4 THETLE T,

Wz (No) : Expressway NINEA SR L2V EK 9 IR S LTV 555
rlC, Edge DRREREITIGE LT, F_TD 7 74 7 2 MIF U D3k
FEaIhEd,

BIRTHA T v aid, BEBIOCEXF2 VT4 R —IZh-oTERRD F
¥, T XTD Unified CM / — K723 OAuth h—727 > &% R— T 584, [V
Wz (No) | Z&IRT 5 LISBERRIE Xy NT—T 2RO NT 7 4 v 7 %ZH
WCTEET, FHF, v—AT U NI TA4 T bidt y PRERLE BUSGT
HE— REMEHT 2 EHI2T 2560, TXCD/ — R T OAuth #{RFETX
WG ETE, [T (Yes) ] ZBINL £,

AR INFT[[FL (Yes) [ ITERET HE. RSN TULWVEWIE—R IS
AT DODREGA VNI RERNFASNSAIREENAHY FT, =
DOFEIZ [V (No) 1Z2FET D &, Expressway [IRIEZR Y 7 =& h &[5
ELET,

T 7 A RRE VDR

TIT AN
Yara—F
DE N %
Gl

[CAuth k=2 VI &k 5%&FR (E#HHY) (Authorize by OAuth token with
refresh) ] £7-21% [OAuth k—% >IZ &k %5 %&E2 (Authorize by OAuth token) ]
DA I2 > TN DIGEDOHRITHIHFIRE, ZOREIZ LY, Expressway D7
7T 4= g ra— RCEDEARRNAIRY £5, 7740 MER
[WWE (NO) [ TF, Z0OAF > a v 24T 3IcidfiEs [IEL (Yes) |
IZRRE L E T,

T 7 F IV RERIE 1 WD Z

mrA R I}
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Z4—ILE  |ERBH
SIP h—7 > |[OAuth F—7 12X 574G (Authorize by OAuth token) ]3[4 (On) ] D
DRGNS | EEITRI A ATRE,

7 b4 k ﬁﬁw H%“
] (SIP token
extra time to

live)

VBTG UC, fliHi72 OAuth h—727 » OffferTagef] (B) #ER L ET,

7 VT VORBIRPYIN &, 2 — 2T ANLD T2 ORI
e 2 —PICREC L £, 7220, BENREX=2U T 0 URZ BN %
—a‘o

T 74N IRE 0

Webex 7 71 |SSO U Z A L7 k URI % %{59 5 Jabber 38 X TN Webex 7 7 1 7 > NI
T MEOIA | ENET,
%77W## TNV ME WO ZDOF TV a L EANCT HIIEE [1F (Yes) ]
N— ]‘ L

ICRELET,

ZOREREIZ L D . Jabber & Webex 7 7 A T v MRFIALRT T TR — D
X2 VTS nEd, Tk, 7T 47 &, Unified
Communications Manager (3 XX MRA) OAuth 7 & —[i](F O HIALRT T 7
PEFHTE DL 1Ry, a—F -2 7 AXY 2 ARSFESNET,

\}

GE)

Expressway Cl¥. Unified CM H— =23 KR— b HBFEHEL MR T E7, HF
D=V a VEEPERRINET,

Expressway C. [#RL (Configuration) ]> [Unified Communications] > [Unified CMH—
/S— (Unified CM servers) |OIEIC 4R L %5,

T v #EHO SAML SS0 25

SAML ~X— A SSO X, Unified Communications ' —E A 7 =X N EFETAH720DO 47 v 3
VCY, ERIE, ¥Ry FU—IN, 00T (ZZTHEASATND L9 SN D MRA
#% H T Unified Communications —E A ZHRT BT T4 7 b OREESINET,

T UHEH O SAML SSO FBREIZIL, NERT A T T 4T 4 T ung Z— (1dP) BNHLETT,
ZDFRFAEIL, = v P TO Expressway X7 DB F 2T 72 b T A—HLEREL | NEIO I —E R
T aNA F— ENIR IR AR T A T T 4T 4 T aA F— (1dP) & O OEFHBRIC
KIFELET,

Ty A L M VPN RE CEEET S LB S D A, ZABIE. B Unified
&mmmmmmﬁ~fxw77txﬁét W 1DODTAT T AT 48 1 DDORGEA T =
ALEMEHLET, BAEE AP IZ X > T &4u,  Expressway O F&aE $H S Unified CM H—
AL HY FEHE A,

Expressway (3. SAML SSO Z i/l L7z 2 ifHD OAuth b —727 @GEA AR — F LE T,
T (B R b—2 v, THBIEHIC SAML SSO RBREASE L LET,
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% oAuth +—» viziEizouT

E*ﬁ%’f#5 E EDEL }\ 7 /0 \_2/[/6 j: Unlfied CM /\“Aza)m_‘pjﬁ_EVC %)*}2& Li—g—o

\}

GE) o Jabber =2 RARA > M3 FEH 72 L TSSO = H L. AT Expressway/MRA % 41" L
VC):’E"—]\TUnlﬁCdCMffmuuﬂz]\/‘(ﬁ)%m‘—ﬁ/l/z/ ]\]7 7 )j:'i‘ZDﬁI:l\ i:/]\
wNA b (3‘—//75“5?/7V\7\) G ib%ib@i’d‘/uo

« Jabber =2 R A ¥ BN T — AV % b T —2 T Unified CM |2 B HEERE
K12 Expressway/MRA % {# ] L C Unified CM {2V E— FTT 7 ?Xﬁ"é%é}\ =%
RRA VN (AT VL IADNLT YY) ICHRENLETT,

FE%-% OAuth I‘_b an.\nIEls 2L\ T

AR H

« CiscoJabber 10.6 LL%, Jabber”Z 54 7 2 I, EAAABLIRYE— 77 &2 (MRA)
N4 5 OAuth h—727 VERGEA Y R— F 4 AM—D > RRA > T,

» Cisco Unified Communications Manager 10.5 (2) AR
» Cisco Unity Connection 10.5 (2) LA

« Cisco Unified Communications Manager IM and Presence Service 10.5(2) L&

fTHEH

Cisco Jabber |3, =77 A N aIa=r—ar P —EXR %gik'?“éﬁﬁ Z fﬁﬂ%ﬁﬁd)? v
T—T7WNIZHD0E I EHE LET, Jabber 287 > 8T — 7 OFMANC A, *v b
TJ—7 DTy lIldb Expressway—Eb>E‘U‘*— EAZERLET, uLuEﬁ‘I b /Tﬁ;}]f@iﬁ/\

Expressway-E | L — W —ZFGET 572 OICEL LT ERZ M LT Jabber & 1dP 1TV ¥ A L
]\ Liﬁ‘o

IdP 1L, 7 94T v FEEEHBINT L2027 T4 T MZTF v Lo PuRITWEST, 207 A
FTUT AT ADRIEEND L, IdP I, Jabber DY —VE RV VA M2, TATUT AT 4D
K ThDENIBHFERT VT — 2 % T T, Expressway-E (ZU A L7 FLET,

Unified Communications #— & A3, IdP & Expressway-E Z{5489 % &, #—E X% Jabber 7
TA4T v ML ET,

mrA R I}
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B =v=e5a20m0auth F—5 URBIZONT

2:F VTV RUCH—ERIZHT B U TILE OAuth b —9 U R—XDEFR

Unified CM Expressway-C Expressway-E Cisco Jabber

6.User
Authorized

A

Sync

Active directory Identity provider

B 45 B2l 0Auth b—2 VEERIZDULNT

Expressway X, X8.10.1 2B D MRA AR A T a vt Lo b—27 U2 HHLTY
“—hLET, ([CAuth k=2 UIC&B%ER (EHFHY) (Authorizeby OAuth token with
refresh) ] Z [1ELy (Yes) JIZRELE T, ) BRI h—27 i2iE, RO L D ITKRE 72F]A

BV ET,
o b= UREHEREIC LY . 22— — TRV IR UFERERET D LENRH VY EH A
T 72 AR

e TV EAKRY —DHHR— b, Expressway (%, Unified CM = —H%—|Zj# ] S 172 MRA
T RARY —RE MM TE T,

=V ITDOYR—F, h—FUFA VT LIATHLYE—FTHHRROT, B—I
Ta—HP—@FA T VIRLAT TV IAOMEBEHT L5 EICHGET 2 LERH Y %
RENVR

Expressway (X, FFlZ Cisco Jabber = —H —Z IFICHED 5720, AR h—7 U2 L £
T EAALNVERITEY F— FDJabber 1 —HF—E, m—HNHKy FT—F (FTTLIA)
w%%mfwf%mﬁféiﬁ =P a AT U IATRIAEL TWEHZE, % T
TUIAIIRE LT HRET D BEIIH D FHA, ARk, 2=V —RF 7 7L IRXT
ﬁu?ﬁbtfﬁﬂ’ﬂ‘yj’T/ AN E LT GE,. 22— IEHERRET 20 EEH Y A, EHLO

Bb. MRESNTeT 78 A M—2 CETITHEH b —2 VHIROX G & 720 | FREREDEH S
EPLEJT EMERH Y £7,

Jabber i0S 7 /3 A& 52—V =06, HEfd h—27 T R—-bsh T msl
JE73, Apple Push Notifications (APN) ¢ Expressway 7" — h & fid{t L £ 97,

HOR h—27 VKB E TR — T2 DICUERA VT TFTANT I T ¥R DH L ERiiRE
LT, T _XTORRMICH L THORR h—7 kR EHELE L £9°, #UI72 Expressway HRIC

B vRA#ER
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oauth ~—% voriess [

TEVN, Jabber 7 7 A 7 kv, HOGRIR h—7 VAR L2854, Expressway [ HMIZ h—72
VEMERLET, NRAT— FEZITREAE—ZADOFRG i%x%f%@iﬁ/uo R S T FRREN
xﬁ%%MP’ié%®# F 7213 Unified CMIZ K 2 & DT 2 54, b —2 /13 Unified

MIZE S THITESNET, 2T —HNOTXTOT /A ARHCFE h—27 VAR
%Jﬂzéh“(b\ %6, BOil h—7 KRB BEICER SN E T,

Expressway-C |&, h—7 VRREZEITLET, THIC XD FBRE L FEREREN Expressway-E
TARINDDZFREEL £7,

AR M

* Expressway |&, 9 TIZ CiscoJabber IZX L TENA VMBI R) E— FT7 72 A2 LT
b\iﬁdo

e =)L 70 —NOMOTXTOT A 2L REERICAENME S ET,

c ROF/NG A= g 0 (FT2IFXZNLIE) A A R—LENTWD
« Expressway X8.10.1
« Cisco Jabber i0S 11.9

K Jabber TNA AR L TWT, FO—NEWVWY 7 h =T = 9 D
By HWY T R =T =T g 0%, Bz OAuth h— 7 VERREA A L E£4 (SSO
EIAP MERE SN TWD Z LRI

* Cisco Unified Communications Manager 11.5(SU3)
* Cisco Unified Communications Manager IM and Presence Service 11.5(SU3)
* Cisco Unity Connection 11.5(SU3)
o [ CRLIRFRREAS Cisco Expressway-C ([OAuth k—%2 > (B##&HY) (OAuth token with

refresh) | 5% & CTadalk) 38 & O Unified CM 35 X OV & 7213 IM and Presence Service (OAuth
with Refresh Login Flow /2337 A —%) THL ThDHZ L 2R LET,

* Expressway C/iEFe L7z Unified CM / — RZEHTH5M4ERH Y £9°, ZHITLD
Expressway 78 b —72 > &1 5t 5 Unified CM 2% —% 7 = v FTXET,

OAuth ~—7 > DRMHREH
ZO MYy 7 TiE, OAuth b—7 B L TR - T HED H L RHERIMIC OV THB L
\i ﬁqo
Expressway Pair £

* Expressway-E & an Expressway-C {31~ hU—27 = v U CEfET 5 K o [T Sh T E
j‘o

» Unified Communications k7 73— /1> — (%, Expressway-C & Expressway-E O[] CHEAK
SHTVET,
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B oA r—5 o ommizsn

« OAuth &I T7 72 A9 2% SIP K A A %, Expressway-C CTHERR S 41TV ET,

* Expressway-C CIXIMRA DAL SN TH Y | #4372 Unified CM Y Y — AR & T
EJ RN

o MLBE7 Unified CM Y Y — A%, Expressway-C @O HTTP #F Al U X MZH Y £7°,

BB OER T 284, OAuth 37 7 & A9 % UnifiedCM U — A%, Jabber 7 7 A
Ty b a—nEZnb RAALERIUERIZSY 97,

Cisco Jabber V 547> ~ L

c I TAT LV ME. ELWRAAL A/SIPURYF v v b =A UT ZAZHH L THE Y —E R
EHERTDH L OITHEREINTWD,

« 7 7 4 /v 877 UL Expressway-E 3 L OV IdP #fiFik CTx £,

Unified CM TDFE

JEOAuthMRA 7 74 7 v bR KR4 > MIBE#EM T SN TV D 2 —W—%, Unified CM
e 7 A A NEREREEFEL COET, E721F. Unified CM 1. LDAP FEEAICHER ST
ﬁ‘o

FAToTA4T4 FTANAE5—E

IdPFEHED FA A T, 7T AT 2 PR IAP 2R TE DX 5T, FAASL U R—LT AT A
(DNS) TRABT2HERH Y £,

FATUTAT 14 TANA T —DEIR
VAaagRl—yvary VY a—rarid, SAML20 (¥ %2V T 4 TH—var ~v—7
Ty T EWE) EEALT, 2=y A N ala=r—yvary v RERHTLI T4 T
NHDSSO (>IN HAvFy) ZEDNLET,

fiE 9 2 EREEIZ SAML ~— X SSO %R L7234 13, WOAIZEE LT IEEW,

¢ SAML 2.0 /%, SAML 1.1 & O HHMEN2 =D, SAML 2.0 BEHEZff 45 1dP Z 2R
HVENH D F9,

e SAMLRX—ADT AT T 4T &I, 2o Ea—T 400 xy NT—F% 0 7RO
R Lo TERAFETEEINLTOET, L -> T, SAMLAZA#E | HEHLT 5 7~
WDOMRIELS ZIF AN TWARENIH Y FH A,

R L72 IdP OFRESCEHLR Y > —1%, CiscoTAC (77 =WV T IV AX LA L H—)
DY R— hxGs T3, I[dP XU X — L DR &R — N ZFA LT, 1dP Z#1EL<
WETDHT VA NEZITTLIEEV, Cisco (X IdP IZRT 2 =T — HIfR, /-3 ED
REICHT 2 EEETANVEE A,

B vRA#ER
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UC7 7y s —> 3o oAuth 2575 [

VA aATRL—var AT TANT I T v, SAML2.0 ~OHERE FEIET Ao IdP &
HHMUER S HAREMELHV EITN, Y RAa aFR8 L —var Y Va—varTTFARERT
WA DIZRO IdP 721 T,

« OpenAM 10.0.1

« Active Directory Federation Services 2.0 (AD FS 2.0)
* PingFederate® 6.10.0.4

UC 77— 3> T O0Auth 1T 5

Expressway C MRA Z ]l L T OAuth #8GiE 2 ]9 % 121%, Cisco Unified Communications Manager
X° Cisco Unity Connection (HASNTWDLHE) REOHE UCT 7 U r— 3 Th OAuth
ptuuﬁ%ﬁfj @ﬁéd\égﬁ%@@ ijﬂo

AT w71 Expressway-C T, MRA 7 7 & AilfHIz%E TOAuth h—727 V OFEFHNANI B> TND I L E2MERLET,
a) Expressway-C C. [#m (Configuration) ]>[Unified Communications]>[## (onfiguration) ]>[MRA
75 RHEIH (MRA AccessControl) ] DIEICEIR L £,
b) [OAuth b—9Y UIZKH&EFE (B#HHY) (Authorizeby OAuth token withrefresh) | F = v 7R v 7
AEFATLET,
c) [fR1F (Save) 127 Vw7 LET,

AT w72 Cisco Unified Communications Manager /X7 Y » /% / — K¢, OAuth Refresh Login Flow {2337 X — % %
AWM LET,
a) Cisco Unified CM Administration 7> 5, [ AT L (System) 1>[18%/N5 A —% (EnterpriseParameters) ]
IR E7,
b) OAuth with Refresh Login Flow /X7 2 — % % [H%h (Enabled) ] IZa%E L £,
c) [FR1F (Save) 127 Vv 7 LET,

(G¥)  Expressway 7" Cisco Unified Communications Manager & [3H#72 25 KA A V CTHESN TV DLHA,
Cisco Unified Communications Manager & B (X, Exp-C DR # T2 A7 A R A A U &2BINT 5 2
EIZEV, Exp-CAA MY M) ZFHETFQDN ICHEFT2MENH Y 7,

AT 73 Cisco Unity Connection T, OAuth BHr 71 L 2 AL, Authz — "—Z 4k L E T,

a) Cisco Unity Connection Administration 725, [ X T LERTE (System Settings) > [{£F/NT A —4F] FiE
RLFET,

b) [SSO & & U OAuth ERFE] O T CRRIEZR L 7,

o) [B#HOY A I7O0—%EMALT=O0Auth (OAuthwithRRefreshLoginFlow) | =2 % —7F A X /87 A —
% % [A% (Enabled) 1I1Ze%E LET,

d)y [fRfF (Save) 127V v 7 LET,

e) [PYATLERTE (System Setting) ] > [AuthzH—/3— (Authz Server) DJNEIZERIN L £,

) BEFOWRERET 200, L Authz h——ZBIML£7,

g) Authz %—/3—F&JE|Z Cisco Unified Communications Manager /N7 wi v ZBEILET,
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B srorhz=—rozE

h) [fRfF (Save) 1Z27 U 27 LET,

RDBERY

VAT APE IR EAE A T2 LT D356 1E, Cisco Unified Communications Manager C SIP
OAuth E— RZHhLET,

SIP OAuth E— FDEXTE

ATy T

ATy T2

ATvT3

ATy T4

ZDOFNEZMFEH LT, Cisco Unified Communications Manager ¢ SIP OAuth &— K&ZHZhZ L E
3, SIPOAuthE— R, ZRZ2SIPEFL 7Y LV IRRETHY | VAT LRENE YA —
FLTWAGAIZEBEID LET,

)

GE) X140 UV Y —A25, SIP OAuth F— RiZ 7800 3 L 11X 8800 < U — X ™ Cisco IP Phone T
HAR— b I ET, SIPOAuth E— FOFEMIFHRIZEI L ClE, [CiscoUnified Communications
Manager OFERERERE T A K] @ [ TSIP OAuth £— RO#ERL] | EASRL T &0,

1R BHHIIZ

Cisco Unified Communications Manager C, OAuth B2 7 A V2 HNT HLER H Y £,
Z Ui, OAuth with Refresh Login Flow {23/37 X —% % [H%) (Enabled) 112325 Z & Tk

SIP OAuth Z [l 5 ¥ —/"—Z L2, SIP OAuth N — F R E L £,

a) Cisco Unified CM Administration T, [ AT L (System) ] > [Cisco Unified CM] DJIEIZIERIN L F 7,
b) [TCPR— RERTE (TCP Port Settings) | ##%E L £7,

c) [R1F (Save) 1227 U7 LET,

Expressway-C -~ OAuth £ O A ik )7 1%

a) Cisco Unified CM Administration T, [T/34 X (Device) |> [Expressway-C]DIEIZERN L 7,
b) [#iREM (AddNew) [ %27 V> 27 LET,

c) Expressway-C 7 F L ADiE/N

d) [#R1F (Save) 1227 Vw7 LET,

SIP OAuth &— R & A2 5 ik

a) /—RT, avyFIAfr A F—Tzf R a7 LET,

b) utils sipOAuth-mode enable ® CLI <2 R&EFITLET,

Cisco CallManager — & A & FLfL B4 5 715

a) Cisco Unified Serviceability T, [*Y—JL (Tools) |>[a > rA—/LE 42— -#EEH—E X (Control
Center - Feature Services) [DNEIZEINL £,
b) [H—/\ (Server) | Rey 7 X YR SLLH—N"EERLET,
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c) CiscoCallManager — X ZfifEad L, [FHEdE) (Restart) 1227V v 7 LE T,
d) = RAKA > R SIP OAuth E— R CEET 54/ — REHEB L ET,

ATY TS EiEEEX 2T 4707 7 A LT OAuth BREEZ A ML L £,

a) Cisco Unified CM Administration T[> XT L (System) [>[tFa )T« FTAT774JL (Security
Profile) 1> [BEEtt ¥ 1) T4 7B 774 JL (Phone Security Profile) (DJIEIZEIR L £9,

b) [#F (Find) 1227V v 27 LT, MRA=ZY RARA > MIBEEMIT O TNDE T a7 7 A VEEIR L E
j‘o

c) [OAuth FBFED A% (Enable OAuth Authentication) | F = v 7Ry 7 A% A LET,

d) ICE Media Path Optimization Z /i L TW25E1E, [T/AM XE2F2 1) T4 E— K (Device Security
Mode) ] % [iEE1t (Encrypted) ] IZFXEL . [ErEAR 4 7 (Transport Type) | % [TLS] IZa%E L E
j‘o

e) [fRTF (Save) 127V w7 LET,

SAML SSO D% TE
ENANVBLONY E— hT7 7 & AT Cisco Expressway € SAML SSO # % E T 2613, KD
BAT & FATLET,
1R HAEINIC
« WEBUC 77U &r— 3 U HIZ SAML SSO ZAfpk L £ 3, sl >k, 2= =
=774 Rala=r—rarV)a—a HAMLSOEAN A F] 2B LT
él/\o
* Expressway-C @ MRA 7 7 & AHIHIFRE Cix, [EREE/NR (Authentication path) ] 7 « —
U K% [SAML SSOZREE (SAML SSOauthentlcatlon) ] £721X[SAML SSO$ & F'UCM/LDAP
(SAML SSO and UCM/LDAP) | IZEET 2 LERH Y £7°,
AN

AR ROEFETIL, SAML A X T —X 2 WH+THMLERH Y £4,

* Expressway DZ 5 : Expressway-C aEHE, FQDN, 7 7 A X DB (A X T —H &%k
FELTHEA FR—)

«IDP DZH : FQDN, FEWIE, 72327 747> L OEEHBERICEEL G X5 b D
(RHDA LT —Z A o R— )

cll

FlE
ARV RFEREET7TIVa Y BHY
R T 71| Expressway-C 7> 5 SAML A % 57— 4 % =7 AR — b | Expressway-C 5 A X T —H 7 7 A )L T AR—
(22 X—) FLET,
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. Expressway-C /5 SAML A 2 T—4 % LY RR— b

ARV RFERFTIVaY =)

RTVT2TATUT 4T 4 TN, LORE Expressway A X T —H =T AT T 4T 4 T aA
Z— (IdP) |24 > AR —hL, IAPZHELTHD,
P HA BT —H T 7 A Ny AR—hLET,

ATV T3|1dP /5 SAML A ¥ T —X %A iR—k (23 3— |Idp A ¥ T —# % Expressway-C (A > AR— kL, 1

V) RasE T LET,
ATy T4|1dP & R A A L OBERMT (24 2—) Expressway-C C. RAA L ETAT T 474 71
A B —IZBET £
ZF w75 |SAML SSO (= ADFS #Hiik (24 ~<—) ADFS ®2, Active Directory 7 = 7 L— 3/ 2 2 —
ERAZHH LTV L 5E1E, IdP TIhboBmms
27 55T LT EET LET,

Expressway-C /5 SAML * 2 T—A2 %I ) AR— k

X12.5 7> Cisco Expressway (., IdP & @ SAML 2%t L CTH—D 7 T A X &IRO X % 57—
277 ANEMRT L2 LAY AR — ML TWET, LI, Expressway-C 7 7 A Z 0T Tk
WCABT =BT 7 ANEERTIVEROD E L (T2 2, 6 DDAXT—XT 7 A )L
Y 7 TAZBIROF T a O Expressway-C 77 A4~ VU 7 TIOFIAEFETLE
T

N

() SAML SSO BB TR DT 40D Expressway ix E a2 L E T HHEIX. AXT—X %7 T
AIVETPOHTIAR—RL, AT —Z%&1dPIZHA A — T H0LERHY F
—g—O

T IAIET

S
* SSO s KA A

* Expressway-E 7 D IP 7 RV A E 7 IEHF A M

\}

() Expressway-C O SAML A ¥ 5 — % % T/ AR— T HHIZ, Expressway-C C, Expressway-E
L DR ML T D MLENH Y £7,

AT w1 [#m (Configuration) ]>[Unified Communications] > [#§/ (Configuration) ] DJEIZER L £,

ATw 72 [MRA7 Y A (MRA AccessControl) ]| 227 2 a D SAML A X5 —4 1 2 hTE— RZ®INL £
D

B vRA#ER



| MRA#AL
1P > SAML % 5 F—5 21 wi—+ [}

SR H—DI TAFERDODSAML A X T —X 7 7 A NVEEKRLET, ZO7 7 A LDIH% SAML
IO AP 1A V' R— b T HHERH Y 77,
cET IV TAINDEET IR L TAXT =X T 7 A NEARLET, SAMLEZRIZH LT, FAHX
T—HT7ANEIPICA VAR — T HR0ERH Y £7, Expressway 23LLRTD SAML SSO %fiix UV —
AN 12527 v 77— REhb e, [T (Peer) | A7V a BT 74/ FT&ERIRENET,
HLWEBDOHA. [SAMLA ¥ 5 —4% (SAMLMetadata) |&— RIZ#IZT 7 4/ F CT[U5RX% (Cluger) ]
ICRESIET,
BEF D RBI DA, LLRTOD Expressway U V) — AT SAML SSO NENZ 72 > TV B A, T— RiXT 7+
VT[T XA (Clugter) 12780, SAML SSO BEAHNZA /2> TV AL AIX[ET (Peer) 11720
i—a‘o

ATY T3 [SAMLT—42 %I Y X:R— b (Export SAML data) |27V v 7 L%,

T DOR—UNTIE, B STz Expressway-E, 72137 7 A X OE 133X TO Expressway-E 7 73— S
nNEI, i, ZnbDT —H 0, Expressway-C @O SMAL A ¥ 57— X L& EN D720 TT,

ATy T8 SAML A ¥ T —HIZ[95ARE (Clugter) | ZRIRL7=551%, EIBAZED4ER (Generate Certificate) | %
7V w7 LET,
ATV TS ROFIEEFETLET,
« JTALBERDE—RT, B—DJ TAZBROAZT =R T 7 A VR ra—RT5120%, [F7
>BA—F (Download) 1 %7V v 7 L%,
BT ZEDE—RT, fHEXDETDAZT—=E T 7 A NEL Y a— RT5I2F, ET7ORICHD [
w>BA—F (Download) 1 %27 Vv 7 LET, T zip 7 7 A MIT 7 AR — M T 5I21E, [T
THH>oO—F (DownloadAll) 1227 U v LET,

AT T6 EfEn77 A0 %Fa™—0L, IdPIZSAML A ZF —Z %A ViR— h T ANERBHLRIZT 78 ATx
BERIRBEANCAN—Z N LET,

IdP 25 SAML * 2 T—% %A ViR— b

AT w71 Expressway-C C. [#m (Configuration) ]> [Unified Communications] >[7 A4 T T4 T4 FO/INA 5 —
(IdP)  (Identity providers (IdP)) ] DIEIZEIR L £,

INEETTLUENDLDIL, 7 ITAZDTITA~) ETDHTT,

ATv7T2 [SAMLMASEHLWMIPEA »/R— bk (Import new IdPfromSAML) [ %227 U v 7 L%,

ATY T3 [SAMLTF7AILEA HR—F (Import SAMLfile) = hr— L&l LT, IdP 75 SMAL A ¥ 57 —%
T ANERBELET,

ATy T8 [F40 A+ (Digest) | #FR SHA Ny v a7 IV ALNIEELET,

Expressway (X7 74 7 M IdP IZ#R T 5 SAML RAEERDBLAIZZ DX A V2 A M LET, &
AT A Y XNE, SAML GRGFER DBA 2 MGk T 5721 IdP THREINTNDH D E—FH L TV DH 4
BN FET,
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AR L

RATY TS5 [7Tvy7r—F (Upload) %7 U7 LET,
Expressway-C |%, IdP OiffE Z#785E L., IdP IZ%f7 % SAML #fg #F 5{b T £ 7,

GE) AXZFT—HZ%ZAR—bL7I#%IL. [ (Configuration) ]>[Unified Communications] > [7 1 T >
T4 T4 7044 (IdP) (Identity providers(1dP)) ] DIEIZER L, IdPITEME L, 77 v =
VHITIHA DT R FDERL (ConfigureDigest) |27 U v 735 EBLT NI RLEEHTTX
iﬁ‘o

IdP & R A A D DREER T

KA A D MRA 2—H—% IdP 2/ L CRIET 25A1%. IdPIZF D KA A U ZEEEfT 5
WBERHDET, Dl b 120 RAAL U HZREMTAETIAP IMEEZEMLETA,

M% vl IdP CIEE st | OBUERH D E4, 1 DD AP 28D A A ANFHTE F4
3K RAL CBEMST B35 IdP X 1 2720 T,

AT 71 Expressway-C C, IdP U A h B & ([#A (Configuration) ]> [Unified Communications] >[7 4 T > T«
T4 7AN4 F— (IdP) (Identity providers(IdP)) ]) . IdP 3V A hMZH D Z L 2R L 7,

IdP X D=7 47 4 IDANIFRRSNET, TNENEEMT O FAAL D ID ORICEREINE
K

RT9 T2 1dP DITT[RAA D DOFEESR T (Associatedomains) | #7 U v 7 LET,

ZHIT XD Expressway-C DF_XTD FAA U3—FHINES, WP (T TIZEEMST b THND RAA
YORIZIX, Tyl v—RNFoRINET, £o. URX RO RA A AAZEEMT B TW DR
IdP 38 285613, 1dP =7 17 4 ID bF/RSNET,

ATV T3 ZOWPICHEENMNIT A RAL L ORICHEDTF v 7Ry 7 A A LET,

F v 7Ry 7 ADORIZ, (H5ik) EERINTWDIEE. AL VOBEFOREMT ARSI, 20
IdP |2 R A A U NEHEATT B IvET,

ATy T4 [fR17F (Save) |27 U w27 LET,
WL RAAL 20 P ICEEM T DN ET,

SAML SSO (= ADFS # &Rk

TAT VT 4T 4 70,34 X —|Z Active Directory 7 =7 L—3 3 ' —E X (ADFS) %f{#iH
L CWBHAIL, ADFS TIh b OBEIERZ 5T LET,

Expressway-E DF Y SEGEA 2 ERR, £ 7 4 7 41— 8D T 137 4 ZFE L, Active
Directory 7 =7 L—3 3 % —E X (ADFS) 3 Expressway-E O HIf#i# ¥ |2 SAML J&& & 1ER%
THZ xR LET, £o, FEELYFEHIC L—2 L — L ZBNT 2 0ENH D F
R

B vRA#ER
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w27 r3n—srV— o [

ATV TN WERKICEAT DL O ADFS Ak L £, [FHM FEREPIN ADFS TIERK S 41725, Windows PowerShell®
T, 4 Expressway-E <Name> (Z%f L CIROD <> REFETLET,
Set-ADFSRelyingPartyTrust -TargetName "<Name>" -SAMLResponseSignature
MessageAndAssertion, <Name>|d, ADFS Ti%/E S 41TV 5 Expressway-E O {5 #H Y4 HHFEH O A RIIC
EEHZTIEEN,

RAT9 T2 HEEYFEETINCY L— L2 — VBN 5,
a) [0 L—LL—ILO%E (EditClamsRule) | XA 707 %F%. AD B/ L—L4 & LTRIESH
AP L— A — L EER L E T,
b) WEET AT ATkt LC OAuth = —H — %57 5 & 0 (EFIXE T A —/LF 721L SAMAccountName)
IZ—8+ 5 AD BHE @R L £7,
¢) [EITHDH L—LA AT (OutgoingClaimType) ] & L Cuid # AL ET,

X2 T ESN—YILT—2DIERKR

Expressway-C & Expressway-E O ffij /5 C, %A 7" [Unified Communications traversal | DHf75{t.
V' — R L E 7, Expressway-C & Expressway-E Offi ) CRIEZE T LET,

\}

CE)  ZoWkiE, TLSMREET— NZA U ICRES I, AT 4 TR L' — NI [ 51k 2 5]
(Force encrypted) ] \ZRRE S/ IREET SIP TLS 2l 4 2072 b 7 3—H ' —
(Expressway-C TR L72881L, NI =V L7 T3 47 MY —2 | Expressway-E T
BIRL7ZG AL, P IA—Ah— "=y —) ZHERELET,

1a s BRI
* Expressway-C & Expressway-E 28 AWVOFEHEFELZEFEH L TWDH Z 2R L T Ea W,
% Expressway 237 7 A T k&Y — D )i & L THEEET D & [RIRFIZ4S Expressway DRk
BHENR FA T hEY—NELTAHMDTHD Z L E2HERTIVNENRS Y T3, FEHER
BEAOF OV TR, REHFEOZSE] 2R LTI 2S00,
* Expressway (X, CN Tid7e <. SAN B EZMH L CME LA ELZMEET 5 2 L ITHER
LTL7EE,

c H323 £ I3 S b STV W b LR 5. BIIO R T 8—H )L Y — 2 X7 23R E
THVENHY FT,

AT v F1 Expressway-C 774~V 77T, [#m (Configuration) ]>[V—> (Zones) 1>[V—2 (Zones) |DJEIZ
BRI FET,
AT T2 [HH (New) 1227V v 7 LET,
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B ts27 5 —v1v—ommn

AT9 T3 UTORDT7 4 —/v REHKLET, #Y)7e Expressway —/3— (C £721FX E) O EE#EHALET,

£R2:UC 5 \—YILI—UDEE

J4—ILFK

Expressway-C D% &

Expressway-E D% &

gl

[ [Traversal zone] | 78 &

[ [Traversal zone] | 7% &

% A 7 (Type)

Unified Communications traversal

Unified Communications traversal

[#EH2Y LT >+ JL (Connection credentials) | &2 v 3 >

E——

(Username)

[ Texampleauth] | 72 &

[ Texampleauth] | 72 &

INAT — K

[ Tex4mpl3.cOm] | 72 &

[A—ANLEBET—F2N—RADEBNHE
(Add/Edit local authentication database) ]
ERRLET, Ry T Ty HA47ar
T, [#H (New) 1227V w7 L, &HI
(5] : Texampleauth] ) /S8R —F
(5] : Tex4mpl3.cOm] ) ZAJjL, [H
G4 UiE#EER (Createcredential) ]
7 Vv LET,

SIP&7var

A— bk (Port) Expressway-E O EIZ—ET HME 3% | 7001 (7 744 ) [Cisco Expressway
DET, V=X ITA K] _R=T o TR O
N— =3 D [CiscoExpressway IP 48— k

AT A F] 22 L T 7Za0,

TLSH 7Y =2 14 N/A NIN—=H VT T47 2 FORERFT,

DR (TLS verify
subject name)

REFET D401 ANT)LET (Subject
Alternative Name B THOMERH D F
T) o NIN—Y N ITIFALT L NDT T
AENHLHGEX. T T TRAE L%
FBEL, 27747 FOREHEICE £
N5z LR LET,

[EREE (Authentication) | &7 > a >

[FREER ) o —
(Authentication
policy) ]

[Z7 LT vy L aEHER L7 (Do not
check credentials) ]

[7 LT vy L aEHER L7 (Do not
check credentials) ]

[(AT—>3>

(Location) |27 v =
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w2 7iEEoHR [

J4—ILF

Expressway-C D EX Expressway-E D% 5

717 RL2A Expressway-E @ FQDN % A J] L $7, N/A
(Peer 1 addI'CSS) /EE IP7 }\ Lz %{ifﬁj—é (?E'I_j- [/

Twiﬁh)‘%®7FVXﬂ
Expressway-E #— /NGEBEICEH 0 TW
HLENRDHY £T,

MRA OF 27 /VNIC A ¥ —7 = A A
T Expressway-E Z R L TV 25613
Expressway-E DNEA ¥ —7 = A A 0)
FQDN # A/jLEd (IP7 FLATiEdH
D FEHA) ., Expressway-C (Z1%,
Expressway-E O WN#E LAN @ FQDN % 5
TE=DIVRAL U R—LT AT b
(DNS) L a— RRBETT,

v'7 2~67 RL A |Expressway-E D7 7 AKX TohHGE1X N/A
(Peer2...6 address) |iBINE T @ FQDN = A1 L E 7,

ATy T4 [V —2DfERL (Createzone) 157V v 7 LT,
AT w5 Expressway-E 77 A~V T CINOLOFNEZMVIK L, Expressway-E FI O EZ @A L £,

X1 7RIEDER

Z OREBAIZIX. Expressway-C & Expressway-E. 33 J O Expressway-E & B3 H D= RR
A2 MEOEX 2 7TBENLETT, ZHUZIE, HTTP, SIP, XU XMPP DSk
TLS@#(EDFGL, BLOEUT L GITRENEORZHRE T = v 7 BEFENET, Jabber =
RARA > M, UnifiedCM THREESN TV D B 7 A UERIZK L THRIES N D B8 g2 —F—
X ERAT — FOMBEDLE 2 RMET 20BN H Y £9, TXTO AT 1 7 7% SRTP T S
WET,

Expressway-C [, Expressway-C & fiiH & 41724 Unified CM / — R CTHERK T E 70UV R A 23—
V= HBAERLEY, TCP Y — 3Bk s Ed, TLS ¥ —1F, Unified CM / —
KRR S5RAE2X2)T4E—F ([PRTL (System) | >[12%/N5 A —4 (Enterprise
Par ameters) ]>[t$:LUT/r/\7>‘ A (Security Parameters) 1) 7281 (JRA) THK S
TWAEGEITERSNET (ZHUTEY, EFaT7RTe 7y ATl rEYa =7 Ei
TR ARYR— b ENET) Hsf >1&. Unified CM 7% TLS BiEEE — R &2 AT/ -
TWA A, [TLSEEEE— K (TLSverify mode) | 23 [4 > (On) | ODIRETHER SV ET,
Z X, Expressway-C 23%#5¢ @ SIP i#{5 H @ CallManager it E 2 BT 5 2 L 2 BB L £,

mrA R I}
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B 5 7mst

A\

GE)  Unified CM DNEEE— RTRWEES., EX 2772 77 A VT TCP 2+ 5 L5124
T L— RENET,

Unified CM /X7 U » ¥ % 73 Expressway (ZiB1 (E72138H) 47284, Unified CM ~D
Expressway 1 /3—>"— (%, Unified CM 239" Unified CM / — ROLRIZFEH L £7,
Expressway (%, ZALH DR SN/ FTZ LM LT Unified CM / — RIZEE LE T, £ O4HT
DR A NI OGE

c ZDOAMEMA L TV—T 4 TR THLLER DY £

« ZAUX. Expressway 7% Unified CM O — N—ZEBEIZAIND Z L 2 ET H4F1T
@—

X7 Tu T A NVEMHL TG, Expressway-C OREBHEICE A LIZRGE R DO L —
I CA 73 CallManager DfF#ERERAE (Cisco UnifiedOS DEHLT 7' U r— a > O [€F a3 ) T4
(Security) ]>[GEBAZNEIE (CertificateManagement) ]) & LTA VA b—LENTWVHZ
LR LET,

AT 4 7SIt

AT 4 T HE{bi Expressway-C & Expressway-E i, 3 X OMEZESMZ H D Expressway-E & =2
RBRA > PO a—L L v FCEITSNET,

M5{blX. AT 4 7 2% Expressway-C @ B2BUA (Z/X A2 A)L—F 5 & Z([ZYBMICEH S v
j—O
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



