A=-J7A Fa3az=H5—S 3>

c2=Ty A Raa=b—va YORHEERLE (13—)
s ENRANBIRYE— K T 7 EBAOWE (16 ~—)

* Expressway (255 XMPP 7 =7 L—3 3 (18 X—7)
* Cisco XCP /L — % OIFIEFEE) (22 _X—2)

« Jabber Guest —E A DT (22 X—)

« Expressway @ Meeting Server Web 7' 12 % 2 (23 ~X—2)

A=J7A4 FaZIaz=hHh—2 3 VDRHIRSEH

A= D74 R A= —300EHO0EX1T7HFI/N—H)L
J— U EGDETE
a2=7574 K ala=4,—3 3 (Mobile & Remote Access, F 7-iZ Jabber Guest 72 &)

I1Z1%, Expressway-C & Expressway-EffIC2 =774 Fala=r—Ta> FIF N \—H )L J—
VHHRISMLETT, TR, LA EENE T,
* Expressway-C & Expressway-E ([Z#)7e 2% = U T FEAEEZ A VX F—LT 5,
* Expressway-C & Expressway-Effl0 =774 K aIa=r—va v I X—H Ly —r
ARET Do

)

(E) ==y Kala=r—var I =Y —0F Expressway D k7 /3—H L7 Tk
W1 DT ELET, DF V., Expressway-C 7 7 AZIZ 1 DD2=T 7 A K aIa=/r—
vay hFR—P V=L Expressway-E 7 T AZIHIETH 1 oD =T 7 A4 K a3
=r—=vay FIN=PN =TT,

Expressway Dt %2 !) 7 4 SEBAEDA VX b—)L
Expressway-C & Expressway-E ] OEfEHAZRET 2L ENH Y 97,

A=—J7A4 KFKaza=H5—>3> .



1=774KRazaz4s—vav |
. Expressway Dt ¥ 1) T4 SEAED A VX F—IL

1. Expressway-C & Expressway-E Ol 5125 L7z — SFEAEZ A A b—/L LET,

« GEFAEIZIX, Client Authentication J5iE T2 & DD MNENH Y £, VAT ALY,
2=T 7 A Rala=br—ra UEEDPANCR > TWDGE, ZOIETF2HEY
P — G ELZ T v 70— R4 52 X TEEH A,

* Expressway (Z1%, FEBI#FEA ZRK (CSR) AT DHEEENMAIAEILTEHBY . CSR
é"%ﬁkﬁhéfﬁ/\ ICHERE S D HIETT,

s HIRIZBEALT D CANT T4 T 2 FAHEETZRIA L TWRNT 2R L
‘g_O

ERE LT CSRICIE, 7 94T bRGFERE AL SN2 =774 R a3
==y a VHERBICEET Y TV 2 MU EENET (=T 7 A K
2= —va O —EEREEHE SR L TSI YY)

* CSR % k3 % 7> Expressway (2 — NGkl EE 7 » 7' v — KT 5121, [AoTFY
A (Maintenance) ]>[t¥a T« (Security) 1>[H—/\FEBAZE (Server certificate) |
BB LET, L — NEEBEZ G20 T 5ITI. Expressway & FREL B3 2 2022
N0 ET,

2. %} D Expressway |Z Expressway D% — SFEBEIZE A L7 CADEIHTE 27850/ (CA)
AEAEAE A VA R—L LET,
BEEhZa2=774 Faa=r— g UHEREICIEES W T, RO X 5 IEEEE B0
SNET,
Mobile & Remote Access * B AT 5158 :

* Expressway-C (& Unified CM & IM&P @ Tomcat siEFl EZFHHT 2L BN H Y 57,

« IRILIZJES U T, Expressway-C & Expressway-E D[ 5T, T2 RiRRA > s OFEHEIZE
ZI L7z nﬁﬁ%1mﬁa—§*ézg7§)&) ) jqu

Jabber Guest *BA T HI5H -

e Jabber Guest — "3 A A h—/L 35 &, HEBAGEHENT 74V ETEH I
F7, L, BEHTZIGERICL - TEL SINTEHEEZ A VA =L TEE
7, Expressway-C |Z Jabber Guest H— 30 H OB A REE, £ 7213 Jabber Guest H—/3
DFEAFIZES LTz CA DfEHWE S CAGEREL A VA =T 20ENRH D £7,

fEHECX 2F8EER (CA) FEFAE% Expressway (7 v 70— KT 5121%, [AVTFUR

(Maintenance) 1>[t¥a )T« (Security) |>[{EET&E % CA SIBHZ (Trusted CA
certificate) | BN L £9, HLWMEHEHTE 5 CAFEIELZ AT 5121, Expressway
EHEETOILERH Y FT,

Expressway 1% 7/ 4 F~X— D [Cisco Expressway il E/ERF L O FAEA Y A K] 2581
LTLTEE,
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E& 1L STz Expressway b5 /3—H)L V-V DEE .

&5 1t &t 1= Expressway k S/3\—H)L Y-V DRTE

Expressway-C & Expressway-E [l EF 2772 h I =)L V=g > Ta=7 74 F
A a=s—va AT AR— MO, ROFIRZFEITLET,

« B1 & A 7™ Unified Communications k 7 73— /L Zffi ] L T Expressway-C & Expressway-E
2R LET, ZHUXEEMICEDZR h T 8—H L V' — 1 (Expressway-C TR S 1L
Tl EE, RIAN—V L T T 4Tk V=1 Expressway-E L CE#IRS 7z & &1k, b
TN—=P =N —) ZRELET, 2DV —0%, [TLS #MiEE— K (TLS verify
mode) 1723 [A 2 (On) 1732 [AT 4 7K 5{tE—F (Media encryption mode) ] 2% [
571t (Force encrypted) ] DIKAET SIP TLS A fEH L £,

* [ 77 ® Expressway (£ — GEHEAZFAIZEEHT 248N H Y £9°, % Expressway (.
7 IA4T v e ==& LTEEST 2D T, 4% Expressway DiEHENR 7 7 A 7
Y EY—AR—DOWMGTTHAMTHL Z LR LET,

* Expressway (3, CN (J:i#4:) TIEZR< SANEME (7 V=7 Fojil4) ZHL T, &
B LImREEARGET 2 Z SICEBE LT ES N,

cH323 FIE AL EN TV AR WER N MLELRGAEIEL. h I A=Y= DRIDT %
L £,

() Expressway-C & Expressway-E D] CICMP 37 12 v 7 SIL TV 54, [<Exp-E FQDN> cannot
bereached] L \WHTT—NERIN, EF 2T 7 A MIKKLET, (TAC 7R T,
Expressway-C 75 ICMP 7 = U % R v 79 2% X 51T Expressway-E T7 7 A 7 7 4 —/L/L—
NEERLTYIab—h)

REL R TIN—HYILI—VFLY b Ty TTBICIE
EXa TR NI AN—YL = EFRIET HITIL, Expressway-C & Expressway-E 2K D X 9 12
RELET,

AT v F1 [&RE (Configuration) ]>[V—> (Zones) 1>[Y—> (Zones) | ~BEHL £,
ATV T2 [l New) 1227V w7 LET,
RTYT3 ROEIZT 4=V RERELET MOTRTOT 4=V RFIT 74V MEOEFEIZLET) o

Expressway-C Expressway-E
%81 (Name) [Traversal zone| 7 & [Traversal zone] 72 &
247 (Type) Unified Communicationstraversal | Unified Communications traversal
[##2 LT > v )L (Connection credentials) 1 &2 v a

A=—J7A4 KFKaza=H5—>3> .
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B =enrs x—sry—rtey b7y T951c0

Expressway-C Expressway-E

a1—4H4 (Username) lexampleauth] 72 & lexampleauth| 72 &

FE v —WEREHET — 2 RX—AD
2 —HP—EERT AL, 2D
7 =)L RIZA «%x%aw&m
TLTEEY,

/SR — K (Password) lex4mpl3.cOm] 72 & [A—AIILRBEFET— 2 N—ZXDEN/
#wE (Add/Edit local authentication

database) |7 Vv 7 L, Ry
T T EATa s T EHR
(New) 1227 U v 27 LT, [4HI
(Name) ] 24w (f1
[ Texampleauth] | ) . [/NRT—
F (Password) ] (Z/SAD—F
(Bl : T lTex4mpl3.cOm] | ) = A
L. [PLTooxILOERKR
(Createcredential) 1227 U v 27 L
£,

SIP&z7var

R—k (Port) Expressway-E D% EZ—F 3 2404|7001 (77 4 /L ) Cisco
FERHY FEI, Expressway ' U — XX EH A KD

—VICHEESN TS, JfEA
D= g KT % [Cisco
Expressway |IP Port Usage
Configuration Guidel] %2 1L T<
ZEW)

TLSH TPy bADRER (TLS [NA NN —H 7T AT v O]
verify subject name) EHT, METH24EAILET
(SAN (7 v =7 rORl4%) &
HTHLHMERHVET) , FT
W=V T FZAT L NDTTAE
NHDHERIT. 2T TREL
EREL, &7 747 NOFEH
EIZEFEND EEMRLET,

SRSE (Authentication) &7 3 v

FREER ') > — (Authentication JUT vy VEMER LR (Do| 7 VT vy x v EHERR L7V (Do
policy) not check credentials) not check credentials)

O4—< 3> (Location) &2 3

. A=—J7A4KFKazaz=y—>3>
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1=Trq Kkazazsr—varoy—ninzss

Expressway-C Expressway-E
E717FLX Expressway-E ® FQDN % A Jj L & | & &4
R

GH) IP7 KL AZEEHY
D%a HEELTWE
HA) . ZOT LA
7% Expressway-E H—
FEEREIZE A TY
LHILENRDHY £T,

E72~67 KFLX (Peer 2.6 |Expressway-E D7 T A ¥ Th D45 | dHRH
address) AlE, BINET DFQDN & AL
ij‘o

ATy T4 [V —2DfERL (Createzone) 157 VU v 7 LET,

A=ZTJ7A KRS az=h—2 30— /\JIAZEEH

Cisco Unified Communications Manager D ZEEAZE

Mobile & Remote Access CH %72 Cisco Unified Communications Manager sEFA&E L, kD 2 > T
—ﬁ—o

« CallManager 7B #

« tomcat FEH &

Z 5 OFEAET Cisco Unified Communications Manager (& HEB)JIZA > A h—/L &, T 7 4
VI THEEBL SN TR U4 (CN) ZHbH £,

CAIZE>TEBA SN ELFEHT LI L2HERLET, 7L, BOBLAEEEZFEH
T 556, 2 OOFEAEDO A TR R L MENH Y £7, Expressway TlE[Al U CN ZFf-> 2
DOOHCBLMABEITFFAIENETA, TD7=0, Expressway D5 S5 CA U A KT
CallManager & tomcat ® H 254 AEHE O CN 23[F U A, Expressway [ZZD 5 HD 12 L)
fEfEHTCExFEHA, DF V., Expressway-C & Cisco Unified Communications Manager [f] D& % = 7~
HTTP 7213k % =7 SIP I3LK L £7,

T/, VAaaTARL—Yary VAT A YU —21052 NORKIZK LT tomeat sEB EDE
HER A LT D856, CSCusd7235 IZHEETHMERNH Y £7, /— FOFQDN ¥ 7V =
7 MUE4L (SAN) =» b U &L GERFICEEND LHICT D700, ZOM@EZ RS 5 4
ERbVET, [VUV—R/— k| =TT % ExpresswayX853 D U U —R 7 — K Z[A[HER
DOFEHIAFLHEH ST ET,

A=—J7A4 KFKaza=H5—>3> .
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. IM and Presence Service (D EIEAE

IM and Presence Service Q)SFBAZE

XMPP Z i 4 B ¥-&ICEE & 72 5 IM and Presence Service AFBAE X, kD 2 D TT,
* cup-xmpp FEAH &

- tomeat AIFF] &

CAIZL > TELASINTEHEEZFH T LM LET, L2 L, BOBAEHELHH
T 556, 2 OOFHEO A TR L MENH Y £9, Expressway CTlE[Al U CN ZFfD 2
SOHCEBELEAEBIIFF TSN EE A, cup-xmpp it E & tomeat (H 28 4) FEHENFE L
CN % o854, Expressway (3D 9 HD 1 > L2ME#EE T, Cisco Expressway —/3 & IM
and Presence Service ¥—/ Sl O—#D TLS AT L £9°, EMIZ DUV Tik, CSCve56019
AL TESN,

AEAE

Expressway DAEB]EE A R (CSR) Y —/LTlE, Expressway CHAR— hENb2=77 1 K
Al o= —Ta UHREICE LEBET 50 7 V=7 MBS (SAN) IZOWTHERD R D 5
. MAAENET,

WOFRILZ, FOz=T77 4 K a3

Expressway

2 ==t 3 v DIEHEIC & 0 CSR kA DEHAEE S

LR LET,

IOz FRELELTINLDE [ CNH5DBEMTCSRZE/T Hi56

BZEMLET

* T/\1 )L & |JabberGuest| XMPP 7 |[ETL%X
JE—K7 TL—Y3 |[Y—EDR
e 8 M A =)L

Unified CM 4% R A A > (R A A 4 |Expressway-E |- - -

22 B, 45 IE Unified CM SIP | CO A0 22

Bk FAA LD b —E R R X

A RN H Y £T)
XMPP 7 =5 L—v 3y RAAL YV - - Expressway-E | -
TOHME

IM and Presence ¥ > b /— K =AU |- - WZH -
TA(Z7=FTVb—Tv K I N—7F
Fx v b)
Unified CM E&ft ¥ = V5 71 7 7 | Expressway-C |- - -
A INE TODRHWE

(7 F ARSI AT LD RH) Expressway-C | Expressway-C | Expressway-C | -
Expressway 7 7 A% 4, TOHMEE | TOHMEL | TOHWEL

. A=—J7A4KFKazaz=y—>3>
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Expressway SEBRZ .

\)

GE) cTF¥y N =R A VT RAEBINT D0 AHiE2EES 555, Expressway-C HDOHT L
WY — SEEEOIER A ML EEIC 72D Z ERH Y £9, DFE D, IMandPresence / — K3 E
MENDPALFNELINLDHGE, EEFEHLWTLS it X V7 0 7m7 7 A LR
BN s567ETT,

cHLWF ¥y b =R YT ARVAT ATEMENS5E. £7215 CM 5 XMPP
TxT b= gy RAAL UNERINDEEIL. # LU Cisco Expressway-E DOREE A {F
YD MERH Y T,

LT vy r— NIl — SFEHEZ G 511X, Expressway & FELE) 4 5 22
N E9,

Expressway-C/Expressway-E Ol # OFEREZIZ DWW T OFEMIL, RO &Y T,

Expressway-C DY —/\ZEEAZ D EH

Expressway-E — SiEBE(Z(X, 20OV 7 V=7 MUES (SAN) OV R MIROBERNE E
NOMERDY £,

« UnifiedCM BEE ¥V T4 TOIT7M4IILE 55 {bSh/ F 7 AKR— K74 > (TLS)
IR ESN, VE— T 7 BRENLELT 5T /34 AZfEMH &5 Unified CM OEEER
X2 T4 TOTFAINDOLTI, EREM KA A 4 (FQDN) EXZMHH L, #ko
TN EH TR 9,

Expressway-C DEEAFD 7 F A 51231 L\ Expressway-C / — R &8I0 A%, #HrLv/ —
ROGEAEEZESA ZR (CSR) ZAERTH2MERH Y £9, CUCM TEAAS LB LY £—
N7 27EA (CUCM) 7 74 7 ¥ N ORERBENULERGE . CUCMIZZ /T m 7 7
AN TS T B EENRH Y £4, [Unified CM Phone DX =2V T 47 a7 7 A L4] N
CUCMT A ZADE X2 VT 4 707 7 A VDOLETEZITF A M THHEE, #HL
W/ — RTOCSRDOIERITIIM L E9, Zhick v, FHEFI [ REGEFE R IO I 74
JL (SecurePhoneProfile) | X—Y® F ¢, CUCM T [Unified CM Phone D% =17 ¢
TaT7rANG] OEEERTDZ0ERD D £7,

X12.6 776, Unified CM D& F 2 U7 4 707 7 A VAITSERER R A A 4 (FQDN)
ThHLEND Y ET. AH, KA M, EEERS TR TE £ A,

flk /%Jj:\ jabbersecureprofile.domain.com, DX80SecureProfile.domain.com

)

()  FQDN IFEE L~V TR TE £, HFLVLOAFNIHEHTE
HOIELF, BT, AT DRT, HELLFe U4+ R (Fy
K TREIDEF, VA LZIEINA 7 TRBERITKR T TEE
Hh, £l2, KEOLVNNVZIIXTCHRBETILERH Y £7,

T RARA » MELOAuthBGHEREZ AR — F L TCWES, EiFtX a2V 77 m 77 A1
DORERGEMITIRD &30 T,

A=—J7A4 KFKaza=H5—>3> .
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. Expressway SFBHE

1. U RFAYMI, T AEX 20T 10— R0 [ (Encrypted) ] IZFEE S
. OAUthFBEEMAMIC > TV HEFEF 2V T4 7T 7 A MY 7 ETH
Lo, BEIEOYX 2V T 4 70T 7 A V4 Expressway-C AEHHEOS 7V = 7 MY
B4 (SAN) VA MIEENLTVLLETH Y A,

2. TURRA L MI T RAEX2 YT F— R[5t (Encrypted) ] IZERE 4L
TWDHH, OAuth BFEREARNHE > TWEWEFEEX =2V Ty I 77 A L2y 7
ENTWBEE, Bl X=2 )T 0707 7 A V475 Expressway-C sEBHEDO 7
YxZ M4 (SAN) VA MIEERTWOIRLERSH Y 77,

RBL L L CEFaTEETe 7 7 AV EF>Z Lid, Unified CMBANFD T 7 7 A V%
HEHT2T A AN A v —UEEEET 55512, Expressway-C & R 7 2 AR — T A
Y TF U7 (TLS) MHETHEETESZ 2B L £7,

IMandPresence F¥ v b /—F IAY TR (FzTFL—TFTY R ITIL—T Frvvyh)

IM and Presence #— " CREINDIF¥ Y b/ —FIAYTR (2L 2I1F
chatrooml.example.com) , N Hi%, V=7 L—7 v REEILEEDTLS # A Lizs
N—=T Fxy " e R—r 2522774 Faia=r—raXMPP 7=7 b —g
VEANZDHLIETT,

Expressway-C |31 D IM&P — 2+ o5&, CSRICF ¥y b /=R A VT X%
HEIIZEO ET,

CSREARTH L&, Ty v b /=R A U7 RAICDNSIERAEMENT 52 L 2L
%9, Expressway-E F— SFEHEORBLICIL, F—OF v v b J— R A V7 254
LR H Y ET,

1:Expressway-CD CSRC = X L—A THDEF 2V T4 TAIT7ALELUVF vy b/ —FIAYTFRIZHT 29T
D1 FRERDODAN

chatnade] ampp exmmpls < om, ¢ hatnode xmpp exsmpls &om Feernam | DS Ll B
D BITLSprofie £xsempie. com

DS wvese exmmple com

DNS ¢ hainode 1 xmpp example ¢ om

DNS ¢ hainode2 ampp. e pmple ¢ om

DS DHEOTL S0 Sxampk. ¢ om

454313

Expressway-E D4 —/\SEBAZE D E {4

Expressway-E % — NGERIEZ X, 2OV 7 V=7 MUEB4 (SAN) OV R MIROBERENE E
N5MEMNBH Y £9, Expressway-E MO FQDN (2L > THHNTWAHHAIE, TRXTHIA
T AN — 3EHE SAN ICEEFN TV ALERSH Y 77,
« Unified CM &$% K 4 4 > : Unified CM O %4k (T Expressway-C T E S AL TV DT
DRAAL Y, =2 RIRA 2 h T3 A L Expressway-E il O F = 7 72 @8F 1 ME T,

. A=—J7A4KFKazaz=y—>3>
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Expressway SEBRZ .

Expressway D% i & Expressway-E OFEBH E2ff | X315 Unified CM Bk K A A 0%, H—
E AR IC _collab-edge DNS SRV L 21— K& /Ly 7 7w T HENA LB LY £—
NTIRAZTAT Mo THERSNET, ZHIZE Y, Unified CM TP MRA %
FRNENTR Y | PRI E T,

INHEOH—E AR RAAL ISIPREER RAAS L —HTHZ b LN EbdhHD F
T, ZAUIBBAFIEIC IV B b7, —HTHMEIEIHY FHA, L& 2 ARy
U —2 @ Unified CM T local £7213FEET D7 T A X—F RAA U ZfEAL,
Expressway-E FQDN & H—EZRGHIT T Y v 7 KA A U4 52T 2 BHOSGE .
Expressway-E OFEFEICNT Y v 7 RAAL 4% SAN & LTCEOLIMERH Y £7,
Unified CM T2 774 X— b RAAS L4 E2EOLNEIHY FHA, TvP KA
A DH%ESAN E LTIV A NTHLERHD £,

DNSTEAZER L, X%/ FQDN % FEICIRE L7, BED N A A U RMERGEIE
FQDN % % v~ T £, 1 v |2 CollabEdgeDNSIER #1425 &, ASJ L7z KX
ATV 7 4 v 7 Acollab-edge. MBS VE T, ZORRIL, by LoUL RAA
Z SAN & L CEDIL RWEAICHEEINET (RORTZ IV —rvay hoflESR L
TLEEWY)

XMPP 7z FL—>3Y ALY : RA VMY —KRA L FXMPP 7 =5 L—3 g VIl
AT2RKAAL2, ZHiE, IM&P — " THRE I, XMPP 7 =7 L—3 3 VD K 2
A & LT Expressway-C THRIET HMENH Y 77,

DNSIEX A ER L, XFE/2 FQDN # TEICHRE L £T, BHO KA AL URLEREAIT
FQDN % % v~ TRV £7°,

\)

GE)

XMPPAddress FE X2l L 72V TL 7230, ZOERIL CA I
Ko THR—FENRVATEEMNSH D | Expressway VY 7 b7 =7
DGR D NN—2 g TIREIESN D FAEEMENH Y 97,

IMandPressnce Fv¥ v b /—RIAYFR (ZxTL—FTY R TIL—T Frvv )
Expressway-C DFEETAN SN b D LR LFYy b/ —FIAYT7RDOEY I, 7=
FL—F v NEKELDOTLS 2N LI/ NV—TF Fx v haIR— b 55HE LB
ADE AN DH BT,

Y

GE)

F¥v /) —Rz=AUTADY A ML, Expressway-Cxfiix? [CSR
DYERK (GenerateCSR) | RX—IY b abt’—T&Xx £,

A=—J7A4 KFKaza=H5—>3> .
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. KA A »EEBAZE & & U Sever Name Indication ) & IE

X 2: Expressway-ED CSRY = L— 32 T Unified CMEEF KA 4> XMPP 2 TL—23> FALMY BLUFv vy
P/ —FIA)FRHTEZH TSz cRELOAS

Alternative name

FODN of Expressway clustor plus FODMN of this paer LA AR

DRATDMN GO Formal  CollabEdgeDMNE ¥ |
XA COM Formal  DNS Tk
chalmodin] AXarHh. com chalPode? Hamgh, oom Formal  DHS Tk

DS vesae. sxample. com

DS vcz-g-clusior sxample.com
DS collab-ndgo. sxample. com
DS example.com

DMS:chatnoda 1 saxasmpla_com

454312

DS :chatnode 2. axample.com

SRR DWW T, Expressway f il A K~2— D [Cisco Expressway qikH BRI K OV &
ATA R 2B LT ZE0,

MRA 7+ v R— R ZERT 55E D mTLS ;EAE

MRA L CTT7 7T 4 _R— gy a—RAUR—RFREAICT 5L, FAE TLS ITHE 72 CA FEHA
ERHBMICERSNET FATLS X777 4 _X—va v a— K F U R— ROMHEAEMT

EDS

SERAET. BHEESNT-CAFFHEDH L X—In 0T 78 AT 5790 mTLS H CA ZEH

EX—UTHEATEET (A2TF YR (Mantenance) 1>[tF 2T+« (Security) 1>[18
$E S iz CASIBAZ (Trusted CA certificate) ])

KA A 2EEBAZE E & U Sever Name Indication ) &I

Cisco Hosted Collaboration Solution (HCS) O —fTHD~/LFTF o o—izky, —vR 7
v A Z— 35D T > ME T Expressway-E 7 7 A X #FTExE T,

TLS NP — "4 H5E (SNI) 7'v handkskz 4 LT, Expressway I, TLS /N> R/ = A
IHNCT FA TV MTREETE D P AL A OFEAEERES L OMATE 2 X9 1Ck Y %
L7y ZORSREIZE D, ~AFTF 2 FRETMRA 2 L CREELET Y RSV FD Y —
LU AR EDATRBIZZ2 0 | GEED RAAL VNI TA T MO RAAL LV E—FTH LI
7m0 ET, HSA/F/147¢ 7 747~ M ClientHello Z3RIZ SNI 7 o — /L K& 5
¥, Expressway [ZiFBIE A 72 Z L, SNIFRA N L O—8AaHEZH & LET, —%N
ooz, RAAVEBEOERENRY 747 v MIESNET,

)

GE)

< )VFTF v FE— KTl Cisco Expressway-E @ [ AT L (System) | >[DNS] _X— T,
DNSIZRRESILTWDORA M E—ET L LIV AT LADORA M ERET HMERH Y F
T (X8.10.1 & W HETTIERICF L/NTFEA B S E T, X8.10.1 LAREIF R & /ST T
SNFEHA) ., ZTOEIITLARIFIUL, CiscoJabber 7 74 7 > h & MRA I EFICHGRTE £
A,

. A=—J7A4KFKazaz=y—>3>
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snina—u 7o— [

Cisco Hosted Collaboration Solution ~<— " [~ /LF 7+ > + 3 L U Cisco Expresswayl| % % [
LTL7EE0,
SNIOa—)L 78—

1. BEEINTWDMRAZ 747> T, =—V%7 boblexample.com & AJJLET, =
Z T, example.com [Z2—V D —E R RKAAS L (FTAX KAL) TI,

2. 7747 b3 DNS FRRAETOVET,
1. _collab-edge._tls.example.com (Zxt L C DNS SRV ZR %55 L £ 7,
2. DNS NELRIZIGE L £7,

cH—DTF v NREOHEG  lHE. DNSISFIZITY—E R FAL VNOFRR MM,
(72 &£ 21¥, mra-host.example.com) NHFEINFET,

c INFTF U FREDHE  DNSHRDOVIZ, =R T A X —D KA A
NOHF—ER T X —=DOMRAKRA MERTHERSY £3, Ziut, =—
PO —E R FAL TR 7 (724 21X, mra-host.sp.com) .

3. V74T b SSLEEARELET,
1. 7 747> hiE. SSL ClientHello U 7 = & FZ SNI#LiEF &A1 CTEE L ET,

*DNSIZE s TENTZHARA MNP Z—F DO —E R RAL U EFEL RAA &R
24 . DNS " A h44 1% SN server name (EF 72 L) THEAINET,

« TNLSNDTGE . RAAL U= LARFUX, 7 747 > MESNIserver name %
DNS RA M &H—E R RAAL AR ELET (72 2L, DNS 75 mra
host.sp.com NIKI#15HD TiE72 <, mra-host.example.com NIK I L E
)
2. Expressway-E23iEHIEA h 7 #fR#BE L, SNIK A b4 & —ET D EEZ BB L ET,

s —ETDHHLONEOMND &, Expressway-E (FiE#E (SAN/dnsName=SNI 78 A k
%) ZRIELET,

s FNLSNDEE., MRAIZT T v 74— LiEBHEZIR L E T,
3. ATV IR — DI ES BRI L 1,

SEHENREEEND &L SSLEy T v IREHITEIN, SSLEy N v A IER
T LET,

 ZNLSOGE . GEAET T —BEELET,

4. TV —ary F—EANRBENET,

A=—J7A4 KFKaza=H5—>3> .
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. Expressway O K A A VEIBAZE D EE

\}

GE)  SIP & HTTPS OB, 77U 4 —a N SSL RrIT o —3 g A REICHEE LET,
XMPP OE1%. 7 T4 7 > FH XMPP StartTLS #5229 % & . SSL ¥k Bltb S x4,

SN Certificate Workflow on Expressway

(oo

1. User enfirs bob@example.com :

2 ' |

- 2B CHS reply rva-host sdomains
- [Client Check Domain]
op [3A) <domain>=example.com (root domain match, SNI=DNS hostname)]
LTS ClientHello sent tn mra-hostexa Extensiond ist<Shi> smwa-host.

[3B) <domain>=gsp.com (root domain mismatch, reconstruct SMI)]
TLS ClieniHello sent to mra-host.sp.com, Extensionlist<Sii> me:mra-host.exa .com} »

?smmmmhwﬁmumsm

[s

rﬂ_ﬁmmrmnmnﬁhmmmwﬂ
- TS Servertiolio, hovs, Platform Cortificaty

[Ciient Certiikate Vaidation]
[54) Certificate Check Fass]

TLS Handshalw Finkshes
- 6. HTTP/SIP/MPP Appication Data

W_Whu chack Fail]
Clisnt choss connection (Certificate Erro

A J

A J

www websequencediagrams. com

454332

Expressway @ K A A VEIBAEDEE
Expressway @ N A A UFEBEIL, [T RA A UEEBAZE (Domain certificates) | ~— ([A VT
F+ X (Maintenance) |>[tF 2T« (Security) ]> [ FAA DEEBAE (Domain
certificates) ) THEFLL E T, TN OHOFEHEIL, v~V F 7 MREE CHEEOBEE ) TLS
Hi5{h & HTTPS #RH D Web 7 7 U Y ZMM L TZ A4 7 M AT A EBIET D201
Expressway-E 7 7 A X Z G L TWEHHEIC, RAAL C&Zf@HT 7Dl nET, [F
A A REBFE (domain certificate) | ~— Y EMHHTH L, RO L E2FITTEET,

s HIfER — FENTWAREAEICET 2o FR R
¢ FEIAEEAL ER (CSR) #AR L £,
cHT LW R AL LIEAEDT v — K

. A=—J7A4KFKazaz=y—>3>
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BE7yIO—RERTLS KA1 viEREDRR [

+ ACME (Automated Certificate Management Environment) ¥ — & 2 2% B#)f#Ji{Z CSR % ACME
TS F—I0EE LT, ARSI EAE BERICRHET D K ICRELE T,

\}

(GE)  RSA F—ICHSGEAZEZMEMN T2 2 L 2 <HERE L £, DSA F—I2ES < RERAER Uit
DEATOHHEIIT A RSN TELT, HHWW5H T U AT Expressway &fET 5 & 1X[R
DEHA, EETESCAGBAZ (Trusted CA certificate) | ~<X—YZEHL T, 20
Expressway CEFB SV CWAORAIER (CA) DFEAEDO Y A MEEHFH L £,

RET7YyTA—FIh TS FA A VEEAEDOERTR

RAA LT VI FTDHE, RAALVFEET —4 2 2 a 12, BIE Expressway (22— R
SNTWVDORFED A A VFEAFICET 2 ERPIEZRINET,

BUET v 7 u— RENTWD FAAL VREET 7 A VAR T 256, ARAHETERT
BI2IE [RE (ES1E)  (Show (decoded)) |22 V v 7, 721X RAW BERTT 7 A L& Fomw
T HIZIL[RT (PEM Z74J)L) (Show (PEMfile)) 127 U > 27 LET,

BAET v 7m— RSN TWD FAAL C&2HIBRT 51213, [HIBR (Deete) 1227 U v 7 LET,

\}

GE)  FAA VEEAEZHIRGIIIC LARNTL &0, HIRATIN D LSS 2T ANGEHE L
7S L. Expressway B3IV H DT AT MMIHEHTE <2 £7,

FLULRAA DB

ATvT1

ATy T2
ATvT3

ATy T4
ATy TH

[A>TF 2R (Maintenance) |>[tF ') T« (Security) |>[ KA A 2EEBAZE (Domain certificates) ]
WCBEILET,

[F#R (New) |22V v 27 LET,
FHLWA—HILRAL DT, BT D RAAL L OARTEATI LET,

BN RAAL L OBIE LTiE, 100.example-name.com 72 ENdH D F97,

[ FAA > DFER (Createdomain) | %7 U v 7 LET,

HLWRAAL N[ RAA EEBAZE (Domaincertificates) | X—VIZIBIE L, RAA VOFEHEDT v 7
o— NG Z LN TEET,

FERAEERERDAEM

Expressway (£ K A A > CSR Z4AKF[RE T, ZAUC LV FGEEER Z Akl LOBEGT 5720
WA T = AL AT T 2 ME R 72 <720 £,

A=—J7A4 KFKaza=H5—>3> .
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B 5o amgorysn—¢

\)

GE) c1[ENZ 1 DOBLAERIL T #MHITSIHDLZ ENTEET, ZHE, Expressway 2SHL{ED T
KRICBEHEAT T GNTRE X — 7 7 A NV ZBT D ULENH D7D TT, BIEOERZFEIE
L. #LWERAB#A 5 12i%, [Discard CSR] #27 U v 7 LET,

e a—WP AU H =T 2 AEA T2 AR TN ALERETHA T arndHy E£4,
F 7 4V T SHA-256 IZRE SN TE Y. SHA-384 £ 7L SHA- SR ICEF T A5 47T 3
VIR £,

e —W AL =T 2 A AIHF—DRIERET LA T arPndH 0 £3, Expressway 1L,
1024, 2048, BL 4096 DF—DEEEVFR—FLTWET,

RT9T1 [A2TF 2R (Maintenance) 1>[tEF a2 T« (Security) | >[ KA A UFEBAZE (Domain certificates) ]
WCBE L £,

ATY T2 CSREERTDHRAAL 7V v LET,

ATv T3 [CSR MDERL (GenerateCSR) 1 %27 U v 2 LC[CSR MER (GenerateCSR) | ~<—IIZB#EI L 9,

AT T4 GEHFCNERT 0T 4 AT LET,
Expressway /37 T AX D—ERTHDHEGE, 145 X—=V D KA A LFEHEL 7 T A2 AT 2B LT
CTEEVY,

AT 975 [Generate CSR] 27 V w7 LET, VAT ANBLAEREEESTIME—ZAK LTI, WEX—
Expressway |ZZEIRIFES AL, BRAELIIF VU r—RTHZEIXTEEREA,
G¥) FRRERICHRT L CHRME X — 2B R LTI 0 £H A,

ATv 76 [KFAALFBAE (Domain certificate) | X—VIZRED £7, 7o — LR EICELTFEITTEHZ &
WRDOEEYH TT,

CRAERICIEETED LT, EREO =NV T 7 ANV VAT MIF Y n— RLET, 771 VE R
FIokoRkwonEd (3%[?%@2%%%3177'74% FoTRRYET) .

« BHEOFERDOFR (N A FHR A CERT 5 I21% [Show (decoded)] 27 VU v 7, Flzidraw B TY 7
A NVEFRT HIZIE [Show (PEMFile] 227 U v 7 LE9) .

HLORAS VEEAEDT vy TH— K

B E R AL VREEENREER N O ED RSN 6, Expressway (27 > 7' 12— RJ 5 LEEN
HY £, [FEIEBEZDT7 v 70— K (Upload new certificate) 1 27 > a v & LT,
FEDORAAL GEAEZH UWVGEAZICE S B F5,

AT9T1 [A2TF 2R (Maintenance) | >[tEF a2 T« (Security) | >[ KA A UFEBAE (Domain certificates) ]
WBE L ET,

. A=—J7A4KFKazaz=y—>3>



| 2=274Fa332=4—-v3>

smineezasy—c2 I

ATy T2 [FRIBEEZED7 v 70— K (Upload new certificate) |2 > a > D[S (Browse) AR Z & LT,
RAA FEHEDPEM 7 7 AV EEIRL, 7Ty 7 —RFLET,
ATV T3 WY AT L& L TCCSREZAERTDHEAIE. FAAL VIEAEZR LT 5720 Lz, —
EX—PEM 7 7ANET v 7 u— RTL50ERHY £9,  (Expressway ZfEH LT, 2D N A A FEHE
FAD CSR WER ENTZHE. B x— 77 A /Wi, Bib > CHEMICAERB L OMRESAET) |
o F— NFUBE X — PEM 7 7 A JMINA T — RCRF#EL 2N TL &,

cREAEEZA EROETHIL, Y= WEF—%2T v T n— FT& EEA,

ATV T8 [FAAL VFEHET —X D7 v 71— K (Upload domain certificate data) ] %27 U v 7 L ¥9,

BERIAEEEREY—EX
N—3 3 2 X125 225, Expressway-E @ B #jGEIEE BB EE (ACME) H—E XX, (SNIT
fEHSND) FAALREAEZZER L TEATEET,

[A2TF 2R (Maintenance) | >[tFa )T« (Security) 1>[F 44 »EEBE (Domain
certificates) | ICBEIT 5L, RAAL DU A RD[ACME] FIZ, & KAA D ACME H—t
ADAT —HRAPTRENET,

ACME h—ERAEHNIT D RAAL L ORICH D [RRMRE (View/Edit) 1227V v 7 LE

—g—o

RAA VREAEMIZ ACME h—E A 2R ET S 7 ak Ak, b— GEHAERICRET 255
LA UC. Expressway-E A > % —7 = A ATHHT DHETN LR 57200 TY,

Expressway % 4 1 F~<—3°? [Cisco Expressway FEFH E1ER B L OMEHEA LT 1 F] 25K
LTLEEE,

FAA VEEBRE LV SR AR T LA
CSR DARKFIZIZ, 1 DOFERE L OB X —DOMAEDOENFOETHEAICER S NET,

Expressway D27 7 A2 13 58513, £ €7 TEBOBAEREZENTLILERHY £, =
O DESRITZ D%, FAERICEE L, RSN FAAS ViEHELZEET L/ ETICT v 7
0= RTLH0LENDY £,

)

GE)

ELW R AL VA ERNEYR ETICT v 7 a— RSN TWD 2 L2 HRTHLERH Y
T, ZHThRNE, FETICRIESNEREF—AT v 70— RS- #IorE L E
I’

A=—J7A4 KFKaza=H5—>3> .
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B = 6500+ 7o eR0BE

ENAMILBELVUE— LTIV EADOBE

Cisco Unified Communications @ Mobile & Remote Access |3 Cisco Collaboration Edge 7 — %7 7
F ¥ OPEZRK L E T, CiscoJabber 2 E DT RARA v EREERY hU—2MZHHEE
|2, Cisco Unified Communications Manager (Unified CM) ~®O%%, MEHIE, Yoy a =
7. Ave—Vr 7 BEXOT VB ADERBEAMENT LN TEL L1220 £,
Expressway (%, Unified CM B8 B X 2T 77 7 A4 T 74—/ kT /3—=H )L L [AFAIH R —
gt L ES,

YU a—a raRT, ROEENER S ET,

cFITTLIRT7IER : B¥xy hU—74MIEBW T, Jabber 38 L OEX/MX/SX 21 —
R FGAT LV N TC—EB Lo A = A &4k,

ettXal)FT 4 : &% =7 72 Business-to-Business (B2B) = I 2=/ — 3

DTV RY—ER : 2 F =TT A X T ADFHNE LYLRIEICENTZY ) 2 —2 3 1T
£V, IFZF 7 Cisco Webex BB L —E R T g 4757 U 7ITxtin,

T b EHEERMY—ER AT 4 TBIVV TV T OERL, JEERET
RARA > OB HR— K

3: Unified Communications : ENNAIILELVYE—FTHEX
Unified CM B2B

_ EX

Connect Service

IM & Presence CiscoUnity Connection

!

@

o
454334

(¥ Y— KR X—=F ¢ OSIPE721FH.3237 /3 A A|XExpressway-CIZEFkTE, MBE|ZJH L TSIP A7 v
TEN L TCHEENTZCMEGET A AL MHEERTLI b TEET,

. A=—J7A4KFKazaz=y—>3>
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SN |
4:—BMBEI—LI0—: DTFY T EAT A TIRR
Inside firewall DMZ Outside firewall
{Intranet) {public Internet)
Collaboration 32%% M M
Services ’ E E?_E E;u
! Unified Mabile
; resswa
/ CM Exp y endpoint
lr.F
: ™
DI === Call signaling 8
. . e <
On-premise endpoint i Q

UnifiedCM 1L, ERXA L EF T LI ADOHITOT Y RARA v Moa— LVHEIE 224 U F 4,

IFVTE, EAAL N = RARA 2 K & Unified CM O] C Expressway Y J o —3 3 %
REWT L £ 7, Expressway YV 2 —3a & NIN—RATHAT 4 7%, =2 RARA v METHE
Bk S ET,

T _RTD AT 4 71X, Expressway-C & E/A )L =2 RiRA v ME TS LS E T,

IR D EH 72 Expressway ~N— A OE A [IHERE L 8 A, ZiuH %[ U Expressway (£7201% F 7
NP AT) THEICEEST L LI TEEE A,

CENANEKEVE—F T ER
« Expressway-C ~~— 2 D B2BUA % {#i ] L 7= Microsoft #8 A.i#E F 14

* Jabber Guest ¥—E" A

ENMILEBLVCYE—FrT7HERER—F

MRA D 7R— MZDUWTE, Cisco Expressway v U — A EH A RONX—VIZHE SN TS

['Cisco Expressway |P Port Usage Configuration Guide] # &M LT 7Z&W, ZOHA Riz, N
W% v b U—72  (Expressway-C L E S 41TV 5) & DMZ (Expressway-E 23ELE S LTV 5)
M, BEODMZ ERXT YV w7 A 22—y NHDOTZ7 7 AT U —/LTHEHATE SR — FDBFE
s cnET,

VPN Z{#EFH L 7L\ Jabber ¥ S 4 7 > &6k

MRA VU =a2—a Tk, 2 M7V RF VT LIA P —EREFTLETTT RRN—AD
P—ERETFTNLEFR—FLTWVET, ZHE, FRBLIOHAT—E L7 A =R
PR LFET, MRAIX, VPN THExry MU — 7 128 GE I Tabber 7 7V r—v a3 b7

A=—J7A4 KFKaza=H5—>3> .
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B zonzersmonssm

T4 I OeX 2T AR L £, Windows., Mac, i0SE L P Android 7T v F 7 4 —
ATTFNRAL AL AR —F 47 VAT MTHKIE L 72\ Cisco Jabber 7 S5 A T FD Y Y =2 —
a7y,

MRA /%, {23540 Jabber 7 74 7 > N CLULTNZEBL £,
A VAZ U N A=V BRI LB R = RO
« B/ ET A
HNT 4 L7 R ERET S,
e aVT YOS
* Web =i DB 4

BV AT IVRA AR ILADT TR

FHH 7 5% E (R D BRIFI5 P
MRA FIZ Expressway % i -5 HIEICOWTCEEL <IE. [Expressway i EHA K] =D

[Cisco Expressway =i L7z E XA NVBIRVE— 727 EBA] 2L T 7ZEN, 20
HA T, LFIZoW T LET,

« Expressway-C & Expressway-E C MRA HREZ A0 L CakiEd 5 ik,

* MRA H#—E X TfEH 2% Unified CM H—/3 & IM&P H— &35 ik,
* MRA 7 7 & Al GRREDRXE. SAML SSO, #r/ U R F&&te) |

« Ty a @OV R— N EFAMTT D HE

Expressway IC& B XMPP 7 =7 L—> 3>

S XMPP 7 =7 L—3 3 > Tld, Cisco Unified Communications Manager IM and Presence Service
OB GRS N2 — R, B2 D XMPP EHAEREE ) S O —H & Cisco Expressway-E %41 L T
FTExd,

\)

GE)  Zo&Z a3 Tik, Expressway L TEBETH XMPP 7 =7 L— 3 LIZ DWW Tt
LETNH, ZOHA RTHIRT S K 512, IMandPresenceService # il L TEHIT 2L 1T
%iﬁ—o

WOIE, A7 L I A IM & Presence —/372 5 Expressway-C 35 & UY Expressway-E = 7 748
L—vary oy V)a—var L T7=7Lb—7 v KXMPP h—NZV—F 1 7 X
NHXMPP A vt —V &R LTWET, £/, AvE—YNDMZ 7 747 U4 —/LAliEd
HXIEHIN R EA— R RLTWET, [ lexample.com] | #if% CTiX Expressway

. A=—J7A4KFKazaz=y—>3>
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gk—renzxrs I

TxTb—raryE®wTN (KOEM) ZEHAL. —FH. [ [federated.com] | ik (Ko
) TIEDMZ 7 =5 L —3 32 EF5 /)LD IM and Presence Service Z{#H L TW\WE9,

5:XMPPEFIZHT HAvE—SDIL—FT 4 25

Expressway-C Expre ssway.E Federated XMPP server

h |
ﬁaphemerﬂl .' 7400 ﬁ e B s
5269 "-' ephemeral
faphamaml
’“&%m
‘i‘
ik

Prosance

: boh@federated com
i
alice@example.com

454330

[e] ~ —
YR—brENEVAT L
Expressway-E (IR OHLG E D XMPP 7 =7 L—y a3 VAP AR— KL THET,
* Expressway X8.2 LAKF

* Cisco Unified Communications Manager IM and Presence Service 9.1.1 LA
* Cisco Webex Connect U U — X 6.x

« Cisco Jabber 9.7 LA

+ T D> XMPP FEHEAEHLY — 3

HlRE18

* Expressway %2 XMPP 7 =7 L — 3 a3 T 5846, Expressway-E (LU E—F 7 =7
L— g v = OB A LB L, Jabber ID O ZfEH LT XMPP A v & — U 28
T&EE9, Expressway-Elx (ETA—/L7 RLARED) XMPP DT R U AZEHiz YR —
FLEHA,

N z—PF L LT, 72T b—a BN LTRENOD—V LT v v VERRDEHE

X, = —7 74 Xa—H% D Jabber ID Zffi ] L T XMPP #41 L Cx—H Lig4h & %
VENRHY FF, =¥ —T T4 X 22— O Jabber ID NE T A—/L T FL AL ﬁb&
WA (FRIC Jabber ID ISR —H D ID £721E FA A 2 H L TV HEE) .

H—T TR 2—=FDETA =N T RLABRDNLRWZD, 727 Lb—3 /%@u‘ﬁ
THZELILTEERTA, TD®, Expressway & XMPP 7 =7 L— 3 3 VIR T 58
. %X Unified CM / — RZREL T, = —# @ Jabber ID & &1 A —/VIZ[AI LT KL
AEEATHZ 2R LET, ZOFRIX. 7 =7 L —1 3 )% Expressway-E THULEE X
NTWHELTH, BRENT (7= Lb—ya 2T AWVIEKERY S5 22—

A=—J7A4 KFKaza=H5—>3> .
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FIEHA S NEE A, ZOEHI R T7=2FL—va I TR —R 7 — 2T,
JabberID £72137 « L2 S U URI (B®IZE T A—/V) ZMHT 5 L 52 IM and Presence
Service #ETXE T,

Z—H D Jabber ID & 2 —HFDEFA—)L T RLAIPET, 7=T L —T v K8~ L
F=RT7 2T L= a VHICET AV T RLAZITNHDIZTE L L 91T HITiE, K’
DEITHEELET,

a. = —% ID 23— sAMAccountName (272 5 L 9 (2, Unified CM Lightweight Directory
Access Protocol (LDAP) &M% 3% E,

b. BT A=/ RAA L LEUIZ7% KL 91T Unified CM IM and Presence Service 7' L€ > A
RAA » ZRE,
C. samaccountname@presencedomain & [F] CIZ72 5 KX S IZEF A —/V 7 R RAERIE,

« IM and Presence Service |Z K > TEH S LHWNE 7 =7 L—3 a3 & Cisco Expressway (Z
Ko TEHBINGNMBT =7 L—r a IR R—FShEdA, N7 =7 L—
va Y OBRDBLERIGAIZ, IMandPresence Service L TR A A V7 =T L— g U EAlE
AT H0ERHY E3, BEHAER7 2T L —2a VBADORES T > a ERO EBY
T,

HNET =T L—a DA (Expressway TEEL) |
cINE7 =7 L—3 9 D (IM and Presence Service |2 & - TEHH) .

« IM and Presence Service |2 X > THNESB L O 7 =T L—2 g UREB S E 28,
AN R ET T DRI T 7 AT U —NVERETDIDLENDY £7°,

« Expressway - CXMPP 7 =7 L —3 3 2 AT HHIIC, IM and Presence Service o
RAAL U XMPP 7 =7 L—3 a UBEIC STV ORERH Y £7,
[Cisco Unified CM IM and Presence — E X &2 (Cisco Unified CM IM and Presence Service
Adminigtration) ] >[ZFLHE X (Presence) |>[FAAS U ZzTL—> 3> (Inter
Domain Federation) 1>[XMPP 7 =7 L—%< 3> (XMPPFederation) |>[5%%E (Settings) ]
WBEIL T, XMPP7xTL—Y3> /—FDRT—4 X (XMPP Federation Node
Status) | 23 [A 7 (Off) 1 IZREINTNWDHZ AR LET,

*«XMPP 7 =7 L—13 3 VI|IH—® Expressway 7 7 A X COIRVKR—FSInET,

* Expressway-C (7 7 A %) L Expressway-E (7 7 A%) 1%, [Mobileand Remote Accessvia
Cisco Expressway Deployment Guide] TRl S T2 K912, 2= 7/ Faia=r—
Yarh—ERTHTHENANBIO) E— TV B RABICRET HLERDH Y £,
XMPP 7 =5 L —3 g VORDBME L 72 B84 (Unififd CM ~DEFTF a—1 & 1) £—
FEEIIARERYE)  ROBEAZRET HLETH Y A,

e UnifiedCM L TO IPBEEE Ty a =0 72 R— 45 RA A2, £7213 Unified
CM ETo® IM and Presence Service iR — h9° 5 KA A

. A=—J7A4KFKazaz=y—>3>
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wemgona [

+ Unified CM #—/% (IM&P H— IR ETHILERH Y £7)

e HTTP H— 33FFR] U X |,

\)

G¥) 7zxzFv—FyvFRala=r—alii, A FVLIRTIAT
>~ (IM and Presence Service |Z[E4%#HfE) & A7 LI AT T4
7> b (MRA %41 L T IM and Presence Service (Zf5%¢) Dl ;7T
fEHTEET,

*SIPBEUXMPP 7 =7 L—3 3 VTN L TWTC, HEICHEEEZ X EHA, 2%
/%, IM and Presence ¥ —E 2D SIP 7 =7 L — 3 > & Expressway D/ XMPP 7 =5
L—ya U zRATOZENTEET,

« Expressway %18 U CHAEEXMPP 7 =5 L —3 3 A A4 54, IMand Presence Service
(2%} L C Cisco XCP XMPP Federation Connection Manager f§fE— & 2 %27 7 7 ¢ 7L L7
NWTL &N,

« Transport Layer Security (TLS) & 7 /V—7 F v v hDOMiJ; M3 54613, Expressway-C
B X QN Expressway-E V— SZEBHEOY 7 2 = 7 44 U A MIZ, IMand Presence Service
P—NTRESNLEFYY L/ —FIAYVTFRE2EZHL0LENH Y £9, XMPPAddress
F72IXDNS DAL L E£7,

)

(GF)  Expressway-C |%, —3# IM and Presence Service " — /N & {3
D&, TOMHAEZELAER (CSR) ZF¥ vy b/ —FxAf VT X
ZHBMICED D Z LIZIER L TL Z SV, Expressway-E D
CSR %4k T 5%561%. Expressway-C XD [CSR DIERL

(GenerateCSR) | ~—YnbF ¥ v b /=R U7 A%=
E— N=RA T EEHERLET,

N = =3
SR e OEET
IM and Presence Service TEHT 25 XMPP 7 =7 L — 3 VO EIZDOWTIL,  [Cisco Unified
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