JRAEYIZVUTAYY R

 BroadSoft #— S 2 L RO T nE Y a =0 (18-0)
s by a = HOWE, on page 2

o JLAR DT, on page 2

« TFTP 5[, on page 3

cEHHEOTOT 7 A <7 v/REE, LT HTTP, on page 7

« 734 A0 H B FE[FRIH, on page 10

TV TF 4 R_R— g a— ROF L R—F 4 VT RICEFEARET S (20 X—)
- BV OB E CREOEHERICEEBT 22 2—Y)

« £ = 7 HTTPS F[FIH, on page 23

« 717 7 A VERE on page 32

cBIEDT T AN — Ny X —DRE (34 R—)

« MIC GEREOTH (35 X—2)

BroadSoft —/\Z{FEAHL-EBEHOTAE 3 =25

ATy T

ATvT2

ATvT3

BroadSoft ¥— X2 —HF D7z,
CiscoIP vV F 7T v 74— 7 4 % BroadWorks 77 v b 7 4+ —AIZBEFKTHZ LR T
xFET,

FIE

BroadSoft Xchange 7°%, CPE¥x v & X vru—RLET, EIOEMSRFY NEAFTD
IZ1X.  https://xchange.broadsoft.com(Z B8 L £ 97,

£H1 D DTAF 7 7 A /v % BroadWorks (2 A7 LA L-YL) —NIZT7 v 7Fa— K LET,

FEARIZ DUWNTIE, (https:/xchange. broadsoft.com/node/1031047)i27 7 & A L '£9°, BroadSoft /<—
P —8EHA RIZT Z7&®AL, [BroadWorks 7 /31 A7 a7 7 A NVHE A TORE| B v a
YEZRLTITEIN,

Broadworks /3 A7 7y A N EZ A TEFHRELET,

JOECazZ AV R .
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B socva-spoms

JAET 3

FRARTO T 7 ANEA TEHRETAHFEOFEMZHOWNTIT, RO URL BB LT FE
Y,

https://xchange.broadsoft.com/node/1031047. BroadSoft /X— hF— FREN A RIZT7 7B AL,
[BroadWorks 7 /34 A7 0 7 7 A VEZ A TDORE] 7 a2 LT IEEN,

—THlOBE

ZOETIE, B oy a s I —ROMTERES R 7 7 A NEIIET DT ODFNE
OB ZERLUET,

BETT T 7 AIVDIERIZONWTIL, et Pa=r PR EZBB LT &N,

EAXDERH

DI ar TR, BEAHOEROBRBKES T T A ML —v g LET,

syslog ZEALI=AvtE—T D8R

ATy T
ATv T2

EAEIT, T EYa = ZICBE T D A v E— Y B E DT, UDP 2] L T syslog #—/3
ZaX o 7 AvE—VEEFETALIICKETEET, TV — "—Z@RT 5I12iE, EiEHE
DEBRY 2T _X—=VIZT 7 8AL (Ei V=T A v F—T A ZA~DT 7B AZZ]) |

[BFFE (Voice) |>[VRTL (System) (2R L, [A T arDry FT—4F%E (Optional
Network Configuration) ] &2 v = > ® [Sydog ¥—/\— (Syslog Server) | /X7 A — & TH—
N WA TEET, T3 AT syslog V— 3D IP 7 KL AZELE L, 0 OFIEORIZAE
MENDA v E—CEHERLET,

BMERET 21203, B0 T 2T A =T oA AT 7 BALT, BER> TNy IE
|>HEOs %%#RL\ Ayt—H7Y v LET

Before you begin
Procedure
syslog F— "% —JH /)L PCIZA A =L, AL ET,

717 7 A VD Syslog Server /X7 A—H4|ZPCDIPT KL AT u s 5L, ERNEZE
ELET,

<Syslog Server>192.168.1.210</Syslog Server>
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| FrECaz=viAryyr

ATvT3

RATv74

ATy TH

TFTP B [EHA

ATy T

EGEN |

[ AT A (System) | ¥ 7 %27 Vw27 L, a—/LD syslog % —/ DfE% Syslog Server /37
A—=ZIZANLET,

TFTP 73[R, on page 3DFHIIZNE > THFRIHERIELEV R L T,

TR AL, FRIIFIZ2 5D syslog A v —VEERLET, RODOA vB—T0F, HK
DETHTHLZ AR LET, 2FHDOA =%, BRMOREITRBEZRLE
D

syslog ' — "N RDE IR A v E—VEZEFE LI LR LET,

CP-88xx-3PCC 00:0e:08:ab:cd:ef —- Successful resync tftp://192.168.1.200/basic.txt

syslog =73 IP 77 K LV AT (Syslog Server /N7 X —# Tl72<) Debug Server /X7 A —#
77 I/ L, Debug Level # 0 ~3 (3 2 batill) OMEICRET DL, FEMRA Y
- EREATEET,

<Debug Server>192.168.1.210</Debug Server>
<Debug_ Level>3</Debug Level>
INHEDAYyE—=VORRIT, RONTA=Z 2L TRETEET,
* Log Request Msg
* Log Success Msg
* Log Failure Msg

INDDNTA=ZDOWTNNETNIT D & MIST D syslog A vE—VIFEMRSNEE
/1/0

EiBIX, RET 0 7 7 ANVEREGT27200EBORy NI —27 Fu harzdR—hLE
T, ELEARNLE T T 7 A VEEE T 3, TFTP (RFC1350) T4, TFTPIX. 75
A_X—=RNLAN Xy U= NORy T —7 TNRAL ADT R E Y a = TIZALERAENT
WET, TFTPIX, 4 ¥ —F > MEEO Y E—F =2 RARA > FOBEANTFHER I LESEA
. BN TOEA, HNTOFER oY a=r 7 BIOBREET A M AT
HIZIHEFRTT, HNTOHEF T oY g = FOFEMION T, T A ZD0FER 7 1
EVa=r 7 EBRLTLSEEY, ROFETIE, TFIP Y —"0b 77 AV EX T — R
L7ietk, v 77 ANVEERLET,

Procedure

LAN BREEINC, PC LB EZ T A v T, Fli/ML—2 28 L £,

JOECazZ AV R .
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. Syslog 4 —/\~DOF A vt—T

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

ATy T1

ATvT8

PCIZ. TFTP H— A A L A F—L LT 254 712 LET,

BN RT I, TFA =T 4 X &MH L T, GPP_A DfE% 12345678 I[CFRET D% E 7 1
T ANVELER L ET,

}

1]

<flat-profile>
<GPP_A> 12345678
</GPP_RA>

</flat-profile>

7ua 77 A )& basic.txt ODLAHITTFTP $—D/)L—k F 4 L7 M VITRIELE T,

TFTP =N ELSEESNTND Z L 2R T ET, Eiahklls o TFTP 7 74 7 b
AL CThbasic.txt 77 A NVEBERLET, YrbVa=rF —NE3BRLEERA B
TEITENTWATFIP V7 9A T v " fiAT 52 L2 BED LET,

PC @ Web 7 < 7% T admin/advanced 3R E-X— &£, 7~ xiE. EFHEEOIPT L
A 192.168.1.100 DAL, RO L H T2 0 F97,

http://192.168.1.100/admin/advanced

EE (Voice) |>[FREY3=>% (Provisioning) [¥# 78R L, LH ST A—% GPP_A
~GPP P OEZMERLET, INHIEFETRITINITRY EHA,

Web 77 U 7 ¢ R Cresync URL Z BT, 7 A NEFEEZ basic.txt X E/ R 7 7
AN EHRHLET,

TETP H— "D IP 7 K LA 192.168.1.200 DiGE, 2~ FIZROBFIO L H 12720 £97,

http://192.168.1.100/admin/resync?tftp://192.168.1.200/basic.txt

BIEMN - Oav L FESZITERSE, 7 L2 192.168.1.100 DF A 23, IP T FL-&
192.168.1.200 124 5 TFTP H— T basic.txt 7 7 A AV ZER L E9, w2, BIEKITIF D
va—RUET 7 A VEMHT LT, GPP A /8T A —X % 12345678 THEH L £ 7,

WRTA=ENEL BHF SN EE2MRLET, PCO Web 77 UHFDORREN— T & B
L. [BF (Voice) 1>[FREYa=>% (Provisioning) | # 7 ZiEIR L £7°,

IR T, GPP A /RNT A —HX|THE 12345678 N E £ E£ 7,

Syslog H—/A\~DOJ A ytE—o

INT A —=Z R L Tsyslog M — "2 EFHEICHE L TW DA, FRBB IO v 77 1 —
REED A v =D syslog r—NIZEEESNET, AvE—VFTVE—FT7A4 VU=
A LOBtER; RET BT 7ANVERIET 7 =L 02T Ou—F) | BLOEREDOTE TR (&
ETITRIZRT) ITAERTEET,

. JOECazZ AV R
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&
ATy T2

ATvT3

ATvT4
ATy TH

v27509155:—4 |

XML (cfgxml) =2— R&EH L CEGFEEER T 7 A VONRNTFRA—FERETHILHTEE
To BNANTRA—ZERIET DR, VAT L 0T RI A= (5X=V) OXFHNDT
H 7 AeZRLTIIZEN,

15 H B HEIIC
o syslogVh— "= 4 VA b=V BIOREINET,

s BIHFEHO Web RXR—VIZT 7 BALET, B V2T A H =T 2 ANDT I A
L TLTIZE0,

FIE

EE (Voice) |>[YRTL (System) 1227V w7 LET,
ATarvory bI—UEELZ a3 T, sydogh—/NZY—RIPEATI L, HEIZIG T
T, VAT AR T RNT A=K (5—=Y) TEFRLTEEBYIZsydog EAFEHBELET,
MBS UT, VAT L 07 T A—4 (5_3—=Y) TEZESINTWA O5YS IR Mgy
. BYEUIMsy, BLUORTEBR Msy ZfH LT, syslogh v E—VONEZERLET,
Syslog A v =Y ONEZTEHRTH 7 4 —/L Rix, [BFE (Voice) |>[FOEC 3y
(Provisioning) 1% 7 D [5RE 7R 7 74 JL (ConfigurationProfile) 1z v a icdh v £,
A=V ONFERELRWEAE, 74—V ROT 74V bOREMEHSINE T, Zh
HDINTA—=Z DTN ETNCT D&, ®IT D Syslog A v E—VIFAERKIINLET A,
TRTCDEREEZEE A7V v 7 LTEREZHEHALET,
WENANTHL Z L AR LET,
a) TFTP HRAMZFEIT LT, TFTP HFEH (G —) 2R TI7EE0,
FNA AL, HRETFIZ2 oD syslog A v —YE2AEK LET, ROIDOA -1, E
RNPEITHTHDLIZEERLET, 2FHDRA vE—Tld, BRYPIOKI)E IR E R
L/i‘é—o
b) syslog V—"BRDLE I A v —VEZE LI L 2R LET,
CP-78xx-3PCC 00:0e:08:ab:cd:ef —- Requesting resync tftp://192.168.1.200/basic.txt

CP-88xx-3PCC 00:0e:08:ab:cd:ef —- Successful resync tftp://192.168.1.200/basic.txt

DRATL O INT A=A

WDOERT, BIHHDO Y = 72— 0 [FFE (Voice) |>[VRTA (Sygem) | ¥ 7D Floh
(AT arry hI—4E%%E (Optional Network Configuration) &7 > = 21 5. syslog
INTA—H OB FERAFEEZERELET, T, NTA—HFERETHLHIZ, XML =2—
REGLEGRE T 7 A MIBMENDELFINDOY 2 v 7 ABLERLET,

JOECazZ AV R .
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%= 1:syslog /X5 * —%4

JaEvaz=vsAvy k|

INSA—H %

HBAE T IA4IL ME

syslog %—/

Phone ¥ A7 AfERRCERIRA X Ntk 20— "EEELET, 7
N 7 =3 L Syslog T —/ SO S RFRE SALTW DG, Syslog A v
T—Ub TNy T Y NCRER S NVE T,

o XML (cfgxm)ZER L -BEHDERE T 71 ILTIE, KOBA T
FHEANTILET,

<Syslog Server ua="na">10.74.30.84</Syslog_Server>

 BEEHED D T TR—T T, Syslog —"ZHELET,

Syslog ksl

syslog ' —/NZ7 v 7B — K& D syslog A v B—VIZED DT /A Rk
MFEERLET, 7L AL, BEAYE—VDEA LAZTD
BICFERENET, #WIFOLFT > a TR DOERBY T,

L T AL AIDBDHY FHAL

* $MA : EZFDO MAC 7 R LA, #ifg L7/ T e T cRENET,
5] : cab9cds1le29

* SMAU : BEFOMACT RL A, #ifg Lo KCFEMFTRINET,
5] : caB9CD811E29

« SMAC : =1 » TIREI BN ARETE ADEFEDOMACT RLA, i
c4:09:cd:81:1e:29

« $SN : FEEORGE VY TG,

« XML (cfgxmDZ{FER LI=BEEDHRE T 7 1 ILTIE, ROEXTXL
THNEAN LET,

<Syslog Identifier ua="na">$MAC</Syslog Identifier>

cBEBODVIIR—DT, URX MLl A@IR L £,

FTHILN L

[ 7ELR A
t— (Log
Request Msg) ]

BRI OFATAAIRF I syslog b — NITEF SN D A vE—Y, EREES
TV WA, syslog A v E—VIFAERSINER A,

3fj72f/b/kf@1j; $PN $SMAC -- Requesting resync
$SCHEME: //$SERVIP: $PORTSPATH CJ

o XML (cfgxm)ZERL-BEHBDRE T 74 ILTIE, KOFEATK
FHNEANNLET,

<Log Request Msg ua="na">$PN SMAC -- Requesting resync
$SCHEME: //$SERVIP: $PORT$PATH</Log Request Msg>

. JOECazZ AV R
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EEODOITO

BanTn774 L. v nEM. s&uHTe [

INS A=A Z BAET 74 IL ME

[R7BE Ay | FRMORTASERIC T LIRS CRIT SN S syslog A v —Y, A
t— (Log FRESNTWARWEA, syslog A v E—I I3RS EE A,
SuccessMsg) T IxML (clgxmi) %M L BEROBE T 7 4 LTE, KOBXTLF

S % A7) L/jf'a—o <Log Success_Msg ua="na">$PN S$MAC -- Successful resync
SSCHEME://$SERVIP: SPORT$PATH</Log Success Msg>

[7 7P A > PR ORAT R LI RIZFIT SN D syslog A v E—, EBfRES N
t— (Log TWZRWIGE | syslog A v E—VFAERKINLET A,

Failure MSg) ] 7‘7 # v M@i $PN SMAC -- Resync failed: $ERR ’C“‘@_o

XML (cfgxml) ZERLI-EBEHDOHEET 74T, KOFNTILF
i”%f]\jlezfﬁfo <Log Failure Msg ua="na">$PN SMAC -- Resync failed:
SERR</Log Failure Msg>

274, IV OEE. XU HTTP

K- EEh% D User ID X° Display Name 72 £ D /3T A — X (BRI OEZEET D BN B HHEA
T, =R Tanf Z—R, BAINLIT A AZLIZEAAEOT a7 7 A VEERL, 7
DEYa = = NTERLD TR T 7 A NERANCEXET, HHICREINTE-Ta T 7
AN DOMABANIAHE> T, FEFEDPRAICHMBOTm 7 7 AV EFAMEND LORET D4
TERHD ET,

MAABEF D~ 7 aBEHFEH LT, 7277 A /VOURLY ¥ v 7 AT, MACT KL A
RV TNEERE, BEFRICEA OB REEZDLZENTEET, v/ rEMRICE-
T, #7077 A NVNOBEEOBFHT TN DEEEET HHENRL 2 7,

BRI — VBRSO, T80T 7 A L= T/ nBEBFITSNET, <7
BRBIE, KOk ICEORERELET,

*SMA L, 2=y FDO RHTDOMACT KL A UNLFED 16 EEZHFHALT) ICEEINE
4, =& x1E. 000e08abedef & 720 £9,

SN iTZ2=y DTV TAHFBFICEBREINET, =& 21X, 88012BA01234 & 720 £97,

FTRTOPMH/ YT A—4% (GPP_A~GPP_P) #ELMOEIZZ OFETY 7 v B S ET,
ZOTav ADOHFNZOWTIE, TFTP FERIH, on page 32 S LT3V, <7 o gBHIX
URL 7 7 A MAICIRE ST, 707 7 A0 b—)b RT A —=HDIEEDOHMC b M & £
T THHDNRTA—=H(E, SA~SP & L TEHEINET, v 7 B CHEMTRRREKD
—EIZOWVWTIE, v 7 aEIAKESRL TSN,

ZOEBE T, BEEICEAD T 7 AN TFIP Y — AT o ya =7 EnEd,

Jonevaz=virvur ||
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B ey roszEowrsry JnvrsLoTnES =LY

TFIP H—N\LDEHEDIPT7 A O 74 )LD TOES 3=y

Procedure

RAT9T1 BRI UNLEFEHEOMACT RURAZEGLET (MACT KL A, 000e08aabbee 72 &
B &/ NSUFED 16 EHAERT 25T .

RATw T2 basic.txt ET 7 A /v (TFTP A, on page 3% 5 M) % CP-xxxx-3PCC
macaddress.cfg (xxxx!ITT V%5, macaddress ITEFHEDOMACT RLRAITEEHZ
%) EWOARIOH LT 7 A M at—LET,

RAT9 T3 TFTP —OffEL—F T4 L7 RUICH LW T 7 AV EBEILE T,

ATV T4 BEEERO Web X—WZT7 7 BALET, Eilit Ve T A L F—T 2 A ANDT I AES
L TLEEN,

ATy 75 [BE (Voice) |>[FBEY 3 =>4 (Provisoning) | #i®iR L £7,

ATy 76 [FAT7AILIL—IL (ProfileRule) | 7 4 —/L RIT tftp://192.168.1.200/CP-8841-3PCCSMA. g
EANNDLET,

<Profile Rule>
tftp://192.168.1.200/CP-8841-3PCCSMA.cfg
</Profile_Rule>

ATy T [TRTOEEDKE (Submit All Changes) 1% 7 Vv 2 LET, ZhCLD, U7 —hEH
RMAT <CIfFbRET,

WRICHFEHNEITEND & EFEHKIL SMA v 27 n &2 Z O MAC 7 F L RIZEM L TH LW
TrANERSELET,

HTTP GET £ [ A

HTTP % TCP ¥ &2 e~z L. TFTP (3Z8EM: DK\ UDP 2 H L T\ 5 7=, HTTP i TFTP
L0 bEEEOEWIERE A h =X 224t U £, F7/-. HTTP ¥ — X%, TETP —IZ
R_RToI74n 2 T aX s VT OBRENRKEINTWET,

7747 MAUITIE, HTTP 24 U TR 5 72012 — R R iR E AR E T T,
GET A Y v FTHTTP 4 572 ® Profile Rule /87 A —% L > % v 7 A%, TFTP (Zff
ATy 2y 7 ZBTWET, EERKO Web 77 7B HTTP — b7 1 7 7 A
NERGTE LG, Bt b CEEL T CEORERH D £,

. JOECazZ AV R
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| FrECaz=viAryyr

wrrpceT 2 L-BERS

HTTP GET Z{& A L =B R

ATy T

ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

FIE

T —H )V PC £721IMhd T 7 & AW FE/R AR A MZ HTTP — %A VA b —L LET,
A =TV —AD Apache h— &k A X —Fy NP H T — RTEET,

basic.txt XES R 77 A/ (TFTP iR Q3 ~<—) #5M) 24 A= L1V —
NOFEMBNL—F T4 L7 MUIZab—LET,

WY — DA A b —/L & basic.txt ~DT 7 A )L T V¥ AZMERT HITI1L, Web 7
TV EEHALTCTI R 7 7 A NMIT 7 BALET,

TR T7 s ANVNNEMMCH T — RTEBX9127567DIC, 7 A NHEZEHO Profile Rule
ZZEH L C TFTP — "o V2, HTTP — " Z$ET L oI LET,

72L& z21E. HTTP $—/3728 192.168.1.300 & L7=84. kOEE AT LET,

<Profile Rule>
http://192.168.1.200/basic.txt
</Profile Rule>

[T RXRTOEEDEIE (SubmitAllChanges) 27 V7 LET, ZHZLD, V7—F EFHF
RS <iirbhxd,

BN O RET 5 syslog A v —VEHER L E T, EHNARERL T, HTTP — 1057
077 A NARERGEIND O RY 9,

HTTP % — 0 u /¢, 7 A NHEGEZ#N T RN 2— =—r o bor it ED L
INCERREINDDONHER L E7,

ZofFRIcIx, ®EE, 8B4, BEO Ty -2 v 2T "=V ar BV TAESEE
ODHVENRH Y £77,

CiscoXMLZEZ/" L= EC3=>4

FBEEE T L (2Tl xxxx R END) | CiscoXML OHEREZ N LT Yya =7/ &
ni‘é—o

XML 47 ¥ = 7 k% SIP Notify /37 v MZ XV EEEHEICIEE T 50>, HTTP Post i L T
O CGIA v HF—T A A http://IPAddressPhone/CGI/Execute ICIEETTEET,

CP-xxxx-3PCC TlX, Cisco XMLAERENYEES N, XML A7V =7 &Lz o ya=r
TNV R—hENET,

<CP-xxxx-3PCCExecute>
<ExecuteItem URL=Resync: [profile-rule]/>
</CP-xxxx-3PCCExecute>

JOECazZ AV R .
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B </ ommz@mL- uRLgR

EAII XML A7 V=7 heZIdRA L, Treya=27 77 A /L% [profile-rule] 7> 4
vorm—RLES, ZOL—ATEH, w7zl L TXMLYY—ER2 77— 9 O
BERGICITEET,

< OERMZ AL 7= URL fiZiR

BEOTa T 7 ANBELY =NV TT L7 NUIE, BAINTEZEEBOT A A EEHE
FTAHDIMERTT, B 77AADURLICIE, RESDHHZENTEXET,

cTabeVa = =B ETFHRRIP T LA, TRy A LT, IrEYa=
VT = NRAHTCHB SN DA, BRFEIZI DNS vy 7 Ty T AR L T4 i fER
L\i—é—o

« V=B ORITKFHEL  F v 7 A wport Zffi ] LT, URL THRE SN 5 HFRHEY — /N N —
o

«JEHEURL R AMH L CTHRESN, <7 nBRTEHEINS, a7 7 A LBMEFESH
TWAY—EHEAL— T4 L7 NIV TT 0L 7 MY,

7o & 2 IE, D Profile RulelX, A8— k6900 DHEzfia Y A =227 L T %A A b prov.telco.com
THEATHO TFTP —NiZxt L, =" %775 4 27 hU /cisco/config DT a7 7 A
)77 A ($PN.cfg) ZETRLE7,

<Profile Rule>
tftp://prov.telco.com:6900/cisco/config/$PN.cfg
</Profile Rule>

KB OT 0 7 7 A NIRRT A =4 THBITEET, TOMEIT, ~7uBREZFHLT
HFHOTe T AN L— LN TERINET,

7o & 21X, GPP_B 2% pj6ump230 & L TERIANLTND E LET,
Profile_Rule [ZIRDEIZ/2 D 77,

tftp://prov.telco.com/cisco/$B/SMA.cfqg

FTNAANHERYENT, ~Z7 BB END L. 000608012345 D MAC 7 KL A ZF>ER
HalZ, WO URLIZT XA ADMAC T RLREEDAR R >0 7 7 A VEFRLET,

tftp://prov.telco.com/cisco/Dj6Lmp23Q/000e08012345.cfg

TINA XD BEHBREER

TNRA AE, (=2 RARA » MIARBZ2BFRPIERZ X ET 20 TiERL) EHNcTae e
Vam Y —REEE#TLHZET, AR ETThh TR T e 7y A NEF LT
RARA 2 b TS, RAHEFEIBETEET,

. JOECazZ AV R
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ATy I
ATvT2

ATvT3
ATy T4

ATy TH

ATvT6

ATy 71

ATvT8

ATvT9

Tnor4roaan s 4—4 [

Eaiiz T — L EHIICERI S E 5720120, % E 7 127 74 /L® URL % Profile Rule /¥
T A—=H AL CTER L. FRIHMZ Resync Periodic /N7 A —X ZiH L CTEHR LT,

Before you begin

BB EED Web X—VIZT7 7 BALET, Eihk Vo T A X —T oA A~DT V8 AES
LT &0,

Procedure

[BF (Voice) |>[FREY3=>% (Provisoning) | #i&R L 7,

Profile Rule /N7 A —4#ZEFK LET, ZOFITIX, TFTP ¥ — SDIP T KL A% 192.168.1.200
ELET,

[EMHERY (ResyncPeriodic) 17 4 —/L FiZ, 30872, 7 A NHO/MSWEEZ AN LET,

[T X TOEEDE(E (Submit All Changes) |27 U v 7 LET,

HLVWRT A —ZBE T, Hantld URL THRIE SNZRIE T 7 A WSk LT 1 M 2 [l
F 21T E T,

syslog h L—ATHERD A vt — V%R LET (syslog ZHEH L7z A v &— T DFEEHK, onpage
2k v avESR)

[VEy NEOFRE (Resync OnReset) | 7 4 —/L K23 [1ZW (Yes) | ICEXESNET,

<Resync_On_ Reset>Yes</Resync On Reset>

BREZHRALT, EilftkEz 7 n ey a =07 = Lol ICH RS ST E 9,

P NPIRE L T eWie & (S OB H CHEIBEN KT 2546, ==> MI ([F

R = —FHR{TIRIE (Resync Error Retry Delay) | TRXE SN Fr% L7k, BRI
HREITLET, [HRA=T —FRITELE (Resync Error Retry Delay) | 728 0 D54, BaikIT
PRI KA L 722 IR 23 T L £ A,

(A7 ay) [EHRY=T —FRITEL (Resync Error Retry Delay) ] 7 4 —/L KOl % 30 72
EDO/PNSWEUITERELET,

<Resync_Error Retry Delay>30</Resync Error Retry Delay>

TFTP — 3% 42 L C, syslog /1 CRER A MR L £3,
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<Provision Enable ua="na">W]</Provision Enable>
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Z, 7y 7355813 WA (Yes) | Z@ELET,

F 7k iE (Yes)
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Reset) ]
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Iavya =2 —"ToOEMN BRI ORMME, —/3THW
DEHNZEE) LT R OB EEMA T SN TWAHRAX A ~—DBT 7T 4
TR0 F7,
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HIZ 2 FB OFERENG 300 BZIITONAZ LB R LET,

I ] S
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FPHBITLERTA,
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FTHNEAND LET,

<Resync Error Retry Delay
ua="na">60, 120, 240, 480, 960, 1920, 3840, 7680, 15360, 30720, 61440, 86400</Resync Error Retry Delay>
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[ 578 ] P[] 350 22 2
(Forced Resync
Delay) ]

RS FE 2 AT 2 CORMER M OB RELE (RHANAL)
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HERETEET,
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TY, BRMANV NI, O B0 ETERELET,
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* XML (cfgxm)ZERL-BEHDRE T 71 ILTIE, KOEATXL
FHN AN LET,

<Forced Resync Delay ua="na">14400</Forced Resync Delay>

cBEEOVIITR—DT, HIMEWHEMTHRELET,

57 )V MEIZ 14,400 BT,

[SIP/> & D[R]
(Resync From
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=R TS X —DT Xy P— D EEEICEE S D SIP

NOTIFY A X MMEHOFRMEEICHT2 ) 722 b E2HILET, F
M ENT-HA1E. 7 1% 208 Event: resync -~ v ¥ — % & ¢p SIP NOTIFY
A —VETNARAZEFETHZLICEH- T, BRMZERCTEET,

o XML (cfgxm)ZER L -BEHBDRE T 71 ILTIE, kOB T
THEANILET,

<Resync_From SIP ua="na">"]</Resync From SIP>
cBEBDOV T ITR=UT, [[EL (Yes) | IR L T Z ORREZ A4
(ZLL [LWWE (No) ] @R L THBIC L £

F7 ko iEvy (Yes)

[Ty 77—k
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(Yes) | & &IRT D&, 77— 0 =T 7 v 77— REIZFEHN Y
H—shET,

« XML (cfgxmNZ{FER L I=-BEEDHRTE T 7 1 ILTIE, ROFEX T
FHNEAND L ET,

<Resync After Upgrade Attempt ua="na">"]
</Resync_After Upgrade Attempt>
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Z MU= 25EIE[EL (Yes) 12, HFEY LAWGEIEX[LWLA
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« XML (cfgxml)ZERA L-BEEHDETE T 7 1 ILTIE, kDOFATXI

FIEANLET,

<Resync_Trigger 1 ua="na">$UPGTMR gt 300 XKL T* $PRVTMR ge
600</Resync_Trigger 1>

<Resync_Trigger 2 ua="na"/>
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Resync) ]
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hoo TATFANN—IAT A—421E, TIYr—2 3 EB> TR R
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<User Configurable Resync ua="na">#®]</User Configurable Resync>
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WO IREZ R LT REIH & LTS ITIE [IELY (Yes) ] Z5gER
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Authentication

Type) ]

7]:177/])/1/ T N ORRREL 'fﬁﬁﬁj_éwuu I‘Hi&%?sﬁbi@—o Yk@
I a rEFEHTEET,

* [#&31E (Disabled) |: 7w 7 7 AN T I v MERERE BN LET,
Z OFSRE & 5N Té&J7D774w7ﬁ©>F®tvh7v7
(Profileaccount setup) ] A = = —|IEFEEOE HIZE R SN E A,

« [EAMA HTTP SBEE (Basic HTTP Authentication) | : HTTP v 7'
VBRI, a7 AN T T FORFEHEH SNET,

« [XSI $2EE (XS Authentication) ] : XSI = 27 o L ERFEEH £ 713 XSI
SIPFERETE#IL, a7 7 ANV T hH Uy FOFFECHERAINET, &
AEDOERIEWRIL, FBanfko [XSI 2BEES 4 7 (XSI Authentication
Type) JIZ k> THRZRY £,

« FBAEFE D [XSI FBEEZ 4 7 (XSI Authentication Type) ] 75)[!21 g4
VEBEEIEHR (Login Credentials) [ IZRRE SN TV HHA, XSI 1
TA VEREERBER SAET,

« FBEEHE D [XSI BB5ES2 4 7 (XSI Authentication Type) |3 [SIP &

LT>¥ ¥ )L (SIPCredentials) [IZEXE SV TV 54, SIPE
FEAEwOAEA S VET,

« XML (cfgxm)ZER LE-EEHDHRE T 74 ILTIE, koA T
FTH AN LET,

<Profile Authentication Type ua="na">HA& Http il
</Profile_Authentication Type>

° %EE%O)G I 7/\0_:)T 31%%@7 = 74’/1/0)ﬁ|7ﬂ\3ﬁ72mw$ﬁ"6
72DDY RSB A T arEERLET,
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L—/LB (Profile | F—F—U— FfFEDOREX—%2EELET,
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[TB7 740\ e o R R — 2 — A G (&quot;) TPHErZ LN TE ET,
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Rule C) | o XML (cfgxm)ZER L -BEHDERE T 71 ILTIE, kOB T
) FHEANLET,

(A= = %
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Rule D) ] <Profile Rule B ua="na"/>
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cBEMODYIIITR—UT, a7y AN — L EZFEELET,

74/ : /$PSN.xml
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7> ay (DHCP | CRUIHi7= DHCP A7 3 oy
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<Upgrade Rule ua="na">http://<server ip address>/
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s BIEOU 2T A S —T 2 A AT, Ty T T L—FRL—LEROX
IZASILET,
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WIZHl R L ET,
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£7,
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o 7T 47T v FREWIERRGEA M A L7 HTTPS

cHTTPS 7 AT LV "DITANE VL T XA FI v T aLFoy

JOECazZ AV R .


p881_b_8800-mpp-ag_new_chapter7.pdf#nameddest=unique_191

B =xourrs mas

JaEvaz=vsAvy k|

Z7R0 HTTPS B[R A

HTTPS TiX, VE—h 7B E Y3 =7 OHTTPIZSSLAEM S L, LAFSAEIC /e 97,
EaglI T ey a = = R"ERIETEET,
s Tub Vg =S N IEESAERETE £,
cEHHE TR Y g =0 7 P TR SN D T HROBEE SR S E TS

SSLi%. &3 %&7DE/5%/7ﬁ%A&%%V%VXF*Wéﬂt“%% EEX—D
KT%ﬁ%bf\%ﬁm_ﬁﬁéﬂ&(ﬂﬁ)% FAERL, B S oY a = S —
INETTRELL T,

7747 > MAITIL, HTTPS 2l H U CREMZ FIRBIC T 5 72 DT — S TREBI B E 21T
IMENTH Y FH A, GET A Y v R THTTPS Z {3 %729 ® Profile_ Rule /X7 A —4%
X7 AX, HTTP £72X TFTPICEM T 5 v % v 7 ZZITWET, HEHEFK D Web 7 7
TN HTTPS — b7 a7 7 A L RGTE 254, El% bR CEEEZFATCE D4
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7L OB 4 & SSLEERI#F A 7ERK 95 FEIL, hitps:/supportforums.cisco.com/docs/DOC-9852
EZRLTLLIEEN,

ZEARO HTTPS BRIHAIZ L 5525

&M

ATv T2

ATvT3

Procedure

EHEORA NEREE ST, Ry NU—Z DNSH—A_TIP T FLARFFHEINTVWBHFZ
MZ HTTPS — %A A h—/L LFET,

A—7 ) —A®D Apache r— N F, A—T7 > YV —AD mod ssl N T —T L EHITA A
F—/L SNDHEE, HTTPS — & LCEET 2 L) ICRETE £,

Y= "HOY— NGEFFEBELERE AR LE T, ZOFIETIE, A—7 YV —Z OpenSSL
W=V ETIAERY T T 2T DA VA SN VREINZR D553 Y £3, OpenSSL
ZERALTWD5E, BEROCSR 77 A VAl T 5 a~y RiZkoLB) TY,

openssl req -new —-out provserver.csr

ZOa<wy NIRRT —EREX—OXT 24K LET, ENbDOF—|Iprivkey.pem 7 7
A MRIF ST T

CSR 7 7 A /v (provserver.csr) & BHH DT=DIZT A IZHEH L ET,
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ATv74

ATy TH
ATy T6

ATy T17

ATv78

ATv79
2Fv 710

ATy IN

gxoumps sAMI= & 223 [

Bl SN —NGEBEX, Sipura CA 7 7 A 72 b Jb— REEWE spacroot.cert & & b (ZIKE
(provserver.cert) SFVET,

FEHIIZ DU TIE,  https://supportforums.cisco.com/docs/DOC-9852% M L TL 72 &1,

BLH SN —NGERE, EX—OXT Ty A, BEXOY TA4 T hv— NEAEE Y —
INOZYE OGN L E7,

Linux {Z Apache &1 ' A h—/L 3 255 @H N OOEFTITRO L 512720 £7,

# Server Certificate:

SSLCertificateFile /etc/httpd/conf/provserver.cert
# Server Private Key:

SSLCertificateKeyFile /etc/httpd/conf/pivkey.pem

# Certificate Authority:

SSLCACertificateFile /etc/httpd/conf/spacroot.cert

= NEFHEE L ET,

basic.txt EZ 7 A /v (TFTP fFAM, on page 325 M) % HTTPS +— O/ — b
TA4LVZ MUIZav—LET,

27—V PC NOAEHED T 7 Y &2 LT HTTPS #— 325 basic.txt #¥ 7 m2— K
L. =@t 2@fE 2l LE T,

= PR DV — NGEAE AR L E T,

TIUYNT Az —KCAELELTZITAND L) ICHANTHRESINLTORWRY, 79
FIEBE O AEAEZRHLETA, LOLARRL, EiSE CIETREEN Z O HFIETEL SN
HHOEHEESNET,

HTTPS %— /" ~DB WA & & 52T A b 731 2O Profile_Rule Z R DOHID & 5 124 L ¥
RS

<Profile Rule>
https://my.server.com/basic.txt
</Profile Rule>

ZOFITiE, HTTPS — D4 Hi% my.server.com & L 7,
[#NT@%E@%%(wmmAmmmgw]%&Uy&bifo
EAE DI D syslog b L—AEHERR L £,

syslog A v E—UI2iE, BRI THTTPS — 067 a7 7 A VRIS EN D Z LR EN
HRENDH Y ET,

@mmm EEOT T Xy N CA—Y Xy b7 e ha L T IA4FEHEHLT, 7y b)
FEENTVWD Z L 2B LET,

_@{ﬁi AT, 7747 v MIEEORGEIAME SN T EE A, Eilitk & Y — WO
kSN ET, EL, 774N LT 4 L7 FUDEFzH->TWDIEE, L0027 IA
7/ FTHY—NTER L TCT 7 A NVEBRTE D720, BRI ZETEIH ) A, TR
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B /57> ramEmasmmLr uTIPS

7224AT

BHRERBZITO 120, 7747 2 FEMEFREZ M L 72 HTTPS, on page 26 Tt &4 T %
EEIORT LI, P—N3 2 947 FERGET DM ELH D £7°,

NEEBAEERSE L 7= HTTPS

TIGHEMEEOT 7 4V FRETIE, = N3 7 A4 T MISSLZ T4 7> MAEBAEZER L
FHA, EOITTAT U I TH—NBERL T 77 A NVEZERTEX L0, 777 A
JVORIEITLZETIEIH Y A, REEZWEL T T4 TV FRIEAEMICT D ENTEE
T, P NIRRT AN D AN ERE AR T D 720IC, 7 T4 7 v FREES M
<7,

:®£#ﬁ%ét@\ﬁ@&&v%yy%wﬁﬁmf?Wf%ﬁofﬁﬁﬁﬁﬁ%ﬁ%m%x
Moz lixTcEEHA, 7 A NAEEE - — 3[#ToO HTTPS #5ktN T D SSL F — A #i i
ssldump =+ —7 4 U7 ¢ THERTEET, =2—TFT VT 4D ML=, 7747 &
P — M OMEBENRSNET,

D547 2 hEIBAEERREE A L 1= HTTPSZE85E9 %

ATy T
ATvT2

ATvT3

ATv74

Procedure

IHHS#~NT7§47y%ﬁ%%ﬁ£%ﬁ% LFET,
Apache (v.2) TlI, F—"BRE7 7 A MIKRERELET,

SSLVerifyClient require

F72. FARD HTTPS fF1AIH, on page 24 DB T/RIN TV D K 91T, spacroot.cert 23&HN S 4L
TWbHZ L&t LET,

HTTPS — A @) L, FEaEED syslog M L— 2 &l L £ 7

=N E BRI DI NSHRERENFIT SN D T2, F— NEHEE 7 74 7 > FREHEO
WA PBGRESILTND, TR 7 7 A ADPERESNE T,

ssldump Z M L C, EiEH% & HTTPS Y — o FREMERZ v 7 F v LET,

7 A7 v MEEORGENR Y — S TELIAMES N TWEEE, ssldump b L— A2,
I Ty AN EETRREEILES Ny FORNCEEHESHAICZBR I TS Z ERRER
FT N — "IN T TA T b~ WRIZTFTAT 2 I —3)

7 TAT v NBAERNA NI E, A AT FREHELE —ET 5 MAC 7 KL A& FF

BaEDOIN, TV am T RN A N EERTEET, —oNF, BED
TV ERIIFOMDOARERT NA AN OEREZES L E T,
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DSATURTANAY LT EBMa LT U YRBICHTIPS Y — 1 — 58T 5 [

DS3AT T2 )T L8O T Y RAICHTIPS Y —/N\—%

N

SXTET B
HTTPS H— "7 T A4 7 FAEAEEZERTDH L HBREINTWDHGE. iEAEDHFRICEL -
THEH LW EES AR L, ZCEy) es Efm ettt UEJ,
HTTPS ¥— N, FFBHEE SR %, HRBERO —HE LTHEOHEND CGL A7 U7+ (F
iXar A NVENT-CGl 7u s J L) THIAMREIZLET, HlaRTHHUT, ZOEET
A =7 YV —=ADPerl A7 UV 7 FNE3E& M L, Apache (v.2) 2SHTTPS H— 3 & L THEH]
ENTWbH0ELET,

Procedure

Z2TFYTFT1 HITPS Y—R_EZETLTWVWARA MZPerl A v A h—L LFET,
2TFYvT2 WDOPerlV 7L 7% 27V NEEKLET,

#!/usr/bin/perl -wT

use strict;

print “Content-Type: text/plain\n\n”;
print “<flat-profile><GPP D>";

print “OU=$ENV{‘SSL CLIENT I DN OU’},\n”;
print “L=$ENV{‘SSL CLIENT I DN L’},\n”;

print “S=$ENV{‘SSL_CLIENT I DN_S’}\n”;
print “</GPP _D></flat-profile>";

ATYT3 ZOT77A)NVE reflect.pl D7 7 ANELTHITPS 4 — "D CGl A7 VS v DT 4 L7 k
Uiz, FEfTHERR (Linux TIE chmod 755) TEREFEL £,

ATFvT4 HV—=REDCGILAZ VT DT 7 VT 4 (Jegi-bin/...) ZERLET,

ATY TS5 ROFEIDOE I, TAKT/NA ATProfile Rule #ZEH L, V7 L7 X% A7) 7k EFHREME
TET,

https://prov.server.com/cgi-bin/reflect.pl?

ATV T6  [TARTOEHEDLE (Submit All Changes) 127 U v 27 LET,

ATvTT  syslog hL—AT, BEMPHKIHILTND Z EE2MERLET,

ATy T8 EIEEEO Web X—NZT /A LET, Eiltk VT A X —T 2 A ANDT VA ES
LTS EEN,

ATy 79 [BF (Voice) |>[FREY3=>% (Provisioning) | ##IRL 7,

ATYTI0 GPP DT A—H|Z, A VT FTHxXXY T F ¥ INHERNEENTOI0HERLET,
T AN TNRA APREIEZ N O—BOEAELREET 256, ZoFERIZITHL4A . MAC T
RLA, BEOVITABEREENET, 2=y bR 77 =LA77 U U —220KL YA
fEINHE. ZOERICITIHACEIIRN G ENE T,
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B wresamz

HTTPS SEBRE

HTTPS /5=

SSL H—/\iEBAE

JaEvaz=vsAvy k|

FRED A2 Y7 M2k - T, BRML TOWET S 2T D EREHE L ChD, M8
ENTG A= BEEFFOT A ZAa R TE £,

B, T AL ANL T E Y a =0 = XA~DO HTTPS V 7 = A MZESFHEMEDO R
WEZERT Y a = T AR L ET, V— NFEAEL 7 T4 T v FEEHAEDOE A,
E RGN B — N BLOY— I O R O FRAEIZfE A éhijﬂo

Cisco 34T L7-RERRIC N 2 C, Eaifix, SHBICHEA S D SSLAEAE T e M X —0nb 1
P— NGEHEEZZ T ANE T,

TEaai% C HTTPS Z 3 2121, FEEEAZERK (CSR) 24K LT, YA ZRNT 54
ERH ET, EREHIT. 7Dt/a%/7ﬁ~ﬂ~®4/2h~wm®£%i%$&Li
9, BIEIT, Yo Y a=r = REOHTTPS it L LD ETH L &I DFE
HEEZZITANET,

HTTPSI%, 7 I9A 7 v F &V —_BDOBEZREEL LT, MOFR Y FT—27 FRA ANEH A
TV ONBRERELET, 77472 b EP—REOBEARLORESLERIL, PR —f
BALIZESNTWET, [T —REB b TIE, 794 T2 b EF =0, AR — £ 7213
F—DHFFALIC L > TIREIN D ZRRT v RV CTH—DOME X —24F L7,

WX —THE A bENTZA v E—F, FUF—2FHL2VWEES{L T EHE A, HTTPS
W, WRIAWHFEESAE T L) X a2 R— M LTWET, EHEEIZIX, 128 By M RC4
WA T, KERES{EESE (AES) ZfH L7-f K256 'y F ORFRE SN FEE S T E
7,

HTTPS T, %4 &F7/ﬁﬁ/a/TiﬁénéﬁaAk7747/E®M£%Fﬁbf
WET, ZOHEEICLY, T la Y RNEK T TAT U NI, Ry NTU—7 ED
m@%A4xK;927w7477éné:km%@iﬁho’@% ., VE—h TR
KA FDOTFabEY g = P TIINETT,

"j“—/\kﬁ TA 7 v NORFET, AFF—E2ELFEAEL M- T, AR — £ 2ITME X —O

FRICE D FATINE T, AF—TCH S LI T R ME, ST HEF—ThiTi
li‘?ﬁ%ﬂﬁf“%iﬂ‘h (2O HERLTYT) , Eiaix, ARF— L MEX—OE5kLT
Rivest-Shamir-Adleman (RSA) 7/ 3V X A&V R — K LFET,

BERREZE T Va = S —NE, VAaNEEEL LI X2 T Yy F LAY (SSL)
P NEEAENRITSNE T, BREETIEITSINDG 77— U =T X, Y AaDFEHEOALE
h7REEHE S LGk LET, 7 I 4 72 MIHTTPS i L TH— NIc#m+5 &, v &
I TELINTW WS — GFEAEAIER L ET,

. JOECazZ AV R



| FrECaz=viAryyr
s—niangonsg [

ZOHEIZLY, BEEA~DORET 7 AL, 7o Va= I —ReRTS—T 47T 5
RANLY—ER Taf =2 L ET, ZOX)RREE TRV E | BREFITES
HrE 7o Ya=r 7 UCHREREZBIG L7720, 5o VoIP ¥— b & & F9 5 alGEtEN
HYFET, B — FEHEICRHRT D B & — Wﬁw%é YEEE XA & DE(E A fif
NTEER A

Y —/\FIEAE DES

Procedure

ATV VA3 AR — hOFEAEY 02 AHYFIZBMWEbELIE S, BEDOT AR — MEYER
W WIGATE, B3Rk % ciscosb-certadmin@cisco.com 38 CIZiEfE L TL 72 &0y,

ATv72 CSR GEHIEBAZNR) CHEASNIMEX—ZERLET, ZOF—IREXF—THDI
O, VA3 PR — MIRETLIMETH Y FHA, A—T 2 Y —Z Topenssl) ZfEH L T,
F—m AR LES, RIZHlZRLET,

openssl genrsa -out <file.key> 1024

ATY T3 ML LA T D7 4 =V FREENRTND CSREZAER L ET, KIHIZRLET,
openssl req -new -key <file.key> -out <file.csr>
ROTEWA LT,
T 4= B dEA (CN) ZANSILET, FQDN GE&Efi AL v 4) v B v

XGCTEMZ\EWV% n iﬁ‘ %*I%é i SSLnAu IJ_LT:/\/ ]\ /:1:4’ 7 EF' [N xkbf_nﬁﬁﬂiﬁl%
NER/RHLE~ UL LD TH DR LTI,

« —/3DAKRA M4 : provserv.domain.com 72 £,

FETA—NT FLR  SERPEACH AR — PR — "R —FICEEETILAE T A —
11/7’M/7<75:7\77Liff0 ZOEF AT FLAX, CSRICERSNET,

ATv 74 CSR (zip7 7 A NMIER) &2 AW R— MY F 721 ciscosb-certadmin@cisco.com 56 T (2
EELTIESY, AEHEFIV AL > TEASNET, Y AIF VAT AICA VA b=
NT HAEAELZEELET,

22472 MEBRE

TEAEIE ISR D BRI ICIN 2 . BOEF IR VERIASE D Web 7 F 7 W £ 721301 HTTPS 27 7 A
Ty hmbTueya S b= NIT 7R R, Tue T a S AN ERES
u774»%ﬁ%¢é%A#%@iT ZOEOEEEF T2, Flx DOz RRA >

BT BRBIEHRE Gie, VAANBL LI —EDY 74T v MEHEL B CTHIBEL
iﬁo7A42@&74?/1ﬁ%i%mﬁféém£EW~lﬁ%%i KV —E R TS
NAZIZHEZONET, ZOFRIERRICEY, Yaeya=v 7 =g ETa 7 7 AL
DREER AL TEET,

Jonevaz=virvur ||
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B aszons

AEAZ DEIE

P NGEELE 7 T4 TV MEHER A GDED L, VE— FOEFHEZOTrE Y 3 =
YT Y =HOtF 2 TEENERSNET, ROMIT, YA 7T A4T M TRrEY S
=y o8 WRERICET D, GEE, ARE— EEF— DT B EIOESA/L— NREGE
JROBEfR EBLEEZ R L TWET,

RO LT, i DT REY s =07 $— SEEREOBLIHER SN T rEY s =07
P = MBI E R LTV ET. YT 50— MERERL 7 7 — A = TI2 a3 b
Sh, EEHIRRS N TR E Y =07 SRR T ET,

Figure 1: ZRSEHD 7 O —

Cisco Root Authority

Cerlificate Private Key

Compled irto Signs Provisioning

Firmware Server Cerificate

" Device g Provisioning Senver
Atherticates Server B :

Root C A&, L HTTPS Commeion ] Certificate Private Key

Cerificate List
Senvice Praovider
Cisco Device Firmware Load PRGOSy coni
Cisco Device Flash HTTPS Server Configuration
Roct C&
. = Z Autherticates Client Certificate Lig
Private Key Cerlificalte  ———— 4T7TPS Conmection |
| I
Sigrs Device Stored on Service Provider's
Client Cettificate Provddoning Server
Certificate Private Key

Cisco Root Authority

239117
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HREZ LFBERD

ATy
ATwT2

nzssmiponE [

=

ax /&

FTUXNGEAEL, Xy MV —T EOR Y NT—T TR, AL a2 —VF AT H2DIFHEHT
XFT, ¥, Xy hU—27 J— RO IPSect v g DIy — MIHFEHTEET,

P R =T (IR OEAEEZFEA LT, BELEY E LTS 2oL LD /) — RERGE
LCRREL E3, 4/ — ROSABSE L VERZ R LT3, A —CTF—¥2KE{LL £
T, MEXF—TT—X%EFLET, ZNED/ — NIRRT BIEAELIE L TV
L2, EOWOFLEMERTEET,

FNA R E, = R X—F IR (CA) Lo TSN ATFT U X AIEAERFEHA LT
IPSec #fi A iBAL TX £ 97,

BT, 77— AT =2 TIHAAENTEANCE— FEND, RO—ED /L — FRiFRH%Z Y
A—FLTWET,

» Cisco Small Business CA FEH &
+ CyberTrust CA FEFZE

* Verisign CA FEHE

* Sipura /L— I CA FEFIE

« Linksys /L— k CA FEBA#

Before you begin
BB D Web X—IIZ7 7B ALET, Ealilk V=T A A =T =2 Af ADT I8 A %S
LTS 7EEN,

Procedure

[fE%R (Info) |>[RAT—42 R (Status) ] Z&R L £,
[ A% LCATEH (Custom CAInfo) | ¥ TAZu—L L, RDT 4 —L FEBBLET,

s [HIAZALCAT BB Y 3 =7 A7 —4& A (Custom CA Provisioning Status) ]: 72 &Y 3
=SV T DAT— R RAERLET,

IO T R EY g =270 mm/ddlyyyy HH:MM:SS (25D L 7=

GO T Y g =27 H mm/ddlyyyy HH:MM:SS (250 L 72

o [ AKX LCATEH (Custom CA Info) ]: 7 A% L CA T AIEREZ TR LET,

[ A =7 (Installed) ]: [CNfE) FoRShEd, 22T, [CNE] X
BHIOFEAEOHL 7 4 —/V KD CN /3T XA —X DIETT,
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B oo nee

o [RA A F—/L (Notlnstalled) ]: 7 AX LD CAFEBHENA A h—LIN TV
WEBICRRENET,

JAJ7AMILEE

TR Va TR, FUurua—RO¥EE LTRES T 7 7 A VORERRICOW TR L E
T, HEREAFHT 5=, a—H /L PC 6O TFTP ZH RIS UTHER L £,
HTTP £ 721X HTTPS HfEH T £,

gzip [Tk BA—T2 TAT 7L ILDEHE

TR T 7 ANTTRTONT A= PERIHEE SN TV D5E, XML EROR /32711177
A NWHIIEE ﬁ%<@5%A#%Uifo7Dt/a%/5ﬁﬂﬂ@ﬁﬁ%ﬁ%ft
%ﬁ%m\ymn~74)74(m&wﬂ)ﬁ%ﬁ—h#é¥7V~bE%%ﬁ%ﬁﬁbf
XML 7 7 A VOJEMi &2 A — F LET,

N

Note Jrifiss LOWE S b aiz XML 7' 1 7 7 A L2 Babl TRk CX 5 L 212, Wb ORI EfME
EFEITTOLENRDY £,

NAF< A RENTZNRNy 7 Ry yamr I ="V ) a—2g VAT A2

A =T V=R Zib EMETA T TV EALZ L KT R gzip2—T 4 U T 4 DDV @%L
T, a7 7 ANDIEMEFEITCEET, L, BT E R gip~v X —aE 7 7
A NVPREETT,

Procedure

ATYT1 v—HIVPCIT gzip {2 A =L LET,
ARTY T2 a<w R 74005 gzip MO LT, basic.txt i E 7 127 7 A /L (TETP F R, on page
3B HEMLET,

gzip basic.txt

ek, F7L—1 éﬂf177/l)/]/basic.txt.gz MDA IIVET,

AT T3 TFTP ¥ —DEEL— |k 74 L2 b Vil basic.txt.gz 7 7 A W ERIFLET,
RT 9T 4 ROPUTRT LIS, 7 Ak T34 AT Profile Rule £ LT, L0 XML 7 7 A LD
DIZF7L—hENTET 7 AL EFRBILET,
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openssLi=£ 370771 LoiEt [

tftp://192.168.1.200/basic.txt.gz

AT w75 Submit All Changes% 2 V v 7 L7,

ATy T6 B D syslog L —AEHMEER L £,
BRI L Xz, BT LW 7 A L2 X0 rma— RLTRTA—XOHEHMEH L E
ﬁ—o

OpenSSLIC K570 74 ILDESIE

JERE T TEREfRBR S e 7 e 7 7y A VERESALT 22N TEET (L, 77 A VISR
FALT HRNEMT D2HERH Y £7) . BElklid, EF#E ey a =7 — HoD
WFIZ TFTP £ 721X HTTP 2325670 8, 7 a7 7 A WEROEEE D FHCEE R GA
IR B E9,

EILHEIT, 256 B FD AES T U XA EFH L TS — DR 5k E VAR — bk LET,
Z OB EAIE, A—7 > Y —A®D OpenSSL /X r—VEEHA L CEITTE £,

Procedure

ATFwF1 va—H/VPCIZ0penSSL %A A b—/L LET, ZIZT. AES ZHNTT 5H7-HIT OpenSSL
TV r—va rOBFa R, VPGB RIGERH D 7,

AT Y T2 vasic.txt ET 7 A /v (TFTP A, on page 32 2M) Z@MHL T, BB{bEShi=7 7 AV
EROa~ RTERLET,

>openssl enc —aes-256-cbc -k MyOwnSecret -in basic.txt -out basic.cfg
XML 71 7 7 A JVITERME & W AL DM T IR 7o, gzip K DA —TF v a7 7 40D
JE#iE, on page 32 CYERK L 72 [EMEE 4 basic.txt.gz 7 7 A Vb HTE £,

ATv T3 WEfb&Ni/-basic.cfqg 7 7 A /L% TFTP 4 — O — b T4 L7 P UVITHRIFELET,

ATY T4 T AN T34 AT Profile Rule #EE LT, Jt®D XML 7 7 A LDORb Y ISk a7 7
ANVEFRBLET, BEEXF—I%, ﬁ@m&j7bayf%%%_mﬁéhiﬁ

[--key MyOwnSecret ] tftp://192.168.1.200/basic.cfg

ATy TE [TRTCOEFDE(E (Submit All Changes) 127 Vv 7 LET,
ATy T6 BN D syslog b L — A& MR L £,

BRI L EIC, I LW T 7 A2 XU n— RLTART A—Z ORI L %
ED
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B 7 cavteshrTnorqronm

N—T4avikEnf-7J07 74 ILOERK

ATy T

ATy T2
ATvT3

RTv74

ATy TH

EELHED T

Baf Tl R L ICEEoEMNO T e 7 s A VRF Ty re—RanEd, ZOFEICE
0. A —NCET LI E I EREEO T e 7 A NUEREEBR L, T AT MNEA O E
IR ILBEORENRTA—HEEA LT ATEET,

Procedure

DR OE L3R D% /T A—FIZHRETHH LWXML 7' 2 7 7 A /b basic2.txt Z1E
MLET, 72& 21X, basic.txt 7a 7 7 A VIR EZEIMLET,

<GPP_B>ABCD</GPP_B>

TFTP $— RO/ —h 54 L 27 F Uil basic2.txt 727 7 A VERELET,

DFiOBEECHEA L0777 A AV A—F 7 3 A ZIELETH, LW 7 AL %
BT 2®&HBO7 07 7 AL /L—/b (Profile Rule B) ##& T L %7,

<Profile Rule B>tftp://192.168.1.200/basic2.txt
</Profile Rule B>

[T R TOEHLDE(E (Submit All Changes) | %7 U v 27 LET,

Hatld, HRIHRIEORFIC/AR 7N, 1 FR L 2FROT 07 7 A LORGIZ, TONEFF
THREHLET,

syslog M L—AZfiEgid LT, THRINIEELMHERL £,

— SIKS > Y g A —
FGAIN— N YT —DERTE

SIPA v b=V D2—HF T I3 A4 R =~ Z—ZLY, EEEIN-Xy NT—I b0 a—
TGN —D=— ARBEINET,

22— FITA N — Ny F—OfEIX, config.xml 77 A/ TXML ¥ 7 &2 LT, [E#R
DONE R T IR ETEET,

TIANR— N B —DF T a EBZRITRLET,
« [#&%h(Disabled)] (77 4/ k)
enone : T—WE, TTA R =P —EARNZDSIP A v =TT A N —RE A H
LAANWE D IZERLET,
e header : = —WITFBIEREZHIR CER VAN X =[BT 72D T T A NN —P—E A%
‘/[Z‘%:k szwgﬂo
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mc izzozEy [

esession : —WL, TIANRL =P —ECRRZDE Y g ZEAMEEMT S X ) ICH
*Lij‘o

cuser : T—HE, MHNFICL S TORTTA N — L-ULEFRLET,

cid : =YX IP 7 RV AETITHA REEHALNILAZWID 2RO VIZHEAT L LI
VAT AIERLET,

FIE

ATV TN XA T 4 X ETIE XML =7 ¢ ¥ TEGEHED config.xml 7 7 A VEMRELET,
AT v 72 <Privacy Header N_ ua="na">Value</Privacy Header N > ¥V ZfAL£7, =
2T, NFE#OWHES (1 ~10) T, ROWTALOEEEM L ET,
* 7 74 /L M# : Disabled
«7xL
Ay H—
g
. 1—"j$
eid
ATvF3 (EE) WU 7E2ERTLBMONME, LELRNBESEZMEH L TFrEeYya =7 LE
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