JRAEYIZVUTAYY R

* BroadSoft — "\ LI-EiHkD neya=r7 (1 =)

s bV g = IHOME (2 X—)

« KAROFFRH 2 —)

« TFTP F[EIH] (3 =X—2)

cEHEDOTR T AN, w7 aEH, BLOHTTP (7 3—)

« THA ZDOHBFFRB (10 ~—2)

T I T4 _X—vara—RKROFR—T 4 VT RICEFRERET D (20 X—)
e % 27 HTTPS FFEIM (22 =—7)

s a7y A NVER (31 =)

cBAED T T AN — Ny X —DOFRE (34 X—)

BroadSoft —/\Z{FAHL-EE O TAE 3 =Y

ATv T

ATy T2

ATvT3

BroadSoft t—/ Sz —H D Ix,

CiscoIP ¥ /VF 7T v 7 —A7 % BroadWorks 77 v b 7 #—AIZBEETHZ EMNT
=FET,

FIE

BroadSoft Xchange 226, CPEX v h& X v u— RKLET, HEOEMKF Y NEATT DI
IZ. https://xchange.broadsoft.com(Z &8 L ¥ 9,

5D DTAF 7 7 A /L% BroadWorks (3 A7 A L) — 27 v Fa— R LET,

FEARIZ DU TIE,  (https:/xchange.broadsoft.com/node/1031047)i27 7 & A L '£9, BroadSoft /¥ —
NF—BREHA RIZT 2R L, [BroadWorks T/3A A7 07 7 A LEAL TORE] 73
VEZBBLTLIIZE N,

Broadworks T /3NA A7 a7y A NE A TEHEELET,

FNRAATO T AN A T HEBZETDHHIEOZEMIHOWTIEL, RO URL #BB L TLFEX
Uy,

Jonevaz=virvur ||
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https://xchange.broadsoft.com/node/1031047.BroadSoft 73— s+ — RETA RIZT7 7 AL,
[BroadWorks T /3A A7 7 7 A VEAL TORE] 7 a2 LTLIIEEN,

— T HlDE

TOETIE, B I n Y a S — RO THRET R 7 7 A NV EEET HT-ODOTFIE
OB R LET,

RETT T 7 A NVDERIZONWTIEZ, eV a = A EBB LT FEN,

EAXDBER

ZDEBT v arTiE, BREOEROBERM#ELY T T A ML —v g LET,

syslog ZEAL=-AvtE—TDERER

ATy T
ATvT2

ATvT3

ATv74

EantlX, YR a = ZICBET A A vy =V E® T, UDP ZfH L T syslog #—/3
WX T A=V EETLEIICRETEET, 2O — &I 5121%, ﬁﬁ%@
B 2T R=VWIT 78 AL (B V2T A X —T 2 A~DT 7B A EER) |
BF>JRATLERRL, #72300%y bT— UQE?7/5/®$mg%—AA7%~
2T —REHFAITEET, T3 AT syslog B —"DIP T RLAZFHEL, 5%V OFIED
MICAEREND A v =V aMRLET,

BMERET 21203, BFO T =T A X —T 2 AT 78R LT, EHR>T/I\vIE
ﬁ>ﬂﬂﬂ7%%ﬂb\}Jt—/%ﬁ)/ﬁbi?o

B8 HHEIIZ

FIE

syslog h— "% 1 — /L PCIZA A M= L, AZMLLET,
727 7 A )L® Syslog Server /X7 A—XIZPCHOIPT KL A&7 0l T AL L, BENREE
fFELET,

<Syslog Server>192.168.1.210</Syslog Server>

[ZAT A (System) | ¥ 7 %27 Vw7 L, a—/L0 syslog % —/ DfE% Syslog Server /37
—HZICANLET,
TETP F A (3 ~—) OBt > THEMREZ#HVIRL £,
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| FrECaz=viAryyr
EGEN |

FA AL, HRETIZ2 oD syslog A v —VE2 AR LET, BADA vE—I0F, RN
HITPTHH L AR LET, 2FHDORA vb—1F, HBRMOE - 13kkE2R®LET,

AT Y TE syslog VP —"NRDE I 72 A=V eZE LI L 2HERLET,

CP-78xx-3PCC 00:0e:08:ab:cd:ef —-- Requesting resync tftp://192.168.1.200/basic.txt

syslog — 3D IP 7 KLV AT (Syslog Server /X7 A — % Tl72<) Debug Server /X7 A —%
a7 I L, Debug Level & 0~ 3 (3 I biftfl) OMEICHRET D L&, ZEfl A
T—UEREHTEET,

<Debug Server>192.168.1.210</Debug_Server>
<Debug Level>3</Debug Level>

IHHDA Yy E—VORNFT, RONTA=ZEHH L TRETEET,
* Log Request Msg
* Log Success Msg
* Log Failure Msg

INBDNTA=ZDONTNNEENITT 5L, ST 2 syslog A vE—IiF RS i
Ao

TFTP B[R £f

HatklL, RET R 7 7 ANERGT 21200 EHEORy NIV —7 Fa harizdR—hLE
?o%%%ﬁ%ﬁfﬂ774wﬁ%7mkﬂwﬁ;TmT(M@Bw)T?@TﬂPﬁ\7?4
NR—=FLAN Ry hT—=THNOFXy NT—7 TRALAAOT oY a = WAL FEHRHITHY
F9, TFTP (X, 4 ¥ —3 > MEHEODO YV E—h =2 RKRA » FOBEANZFHERINLETA
D, NN TOEA, N TOFRI e Y a =7 BIUOBEBEET A N CHEHAT

IXERITY, ENTOFERI 7R EY 3 =0 7 OFEMIZOWTL, fNT A ADOFEF 7 1
Va7 ESBLTLESN, ROFIATIL, TFTP —"0 67 7 A VB X a— R
L7cth, 7077 ANVEERLET,

FIE

AT v F1 LAN BENT, PC LEIEMAE AT . ZA v F. F7- 13/ — 2 285 U E,
RFwTF2 PCIz. TFTP H— AL A =L LTT 25 4 71 LET,

AT9 T3 PR TEIIC, TFANZT 4 X EEH LT, GPP_A DIEZ 12345678 IZFXET HRE T 1
Ty ANEERLET,

W]

<flat-profile>
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. Syslog 4 —/\~DOF A vt—T

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

<GPP_A> 12345678
</GPP_A>
</flat-profile>

7757 A )& basic.txt DLHITTFTP $—D/)L—k F 4 L7 b VITHEIELE T,

TFTP 4 — "B ELLFEINTWND Z L 2R TEET, BIFHUND TFTP 7 747k
ZHEH L CToasic.txt 77 A NVEERLET, Yo ya=r 7 h—REFRQRLEBFARNT
FITENTWATFTP 2 547 "+ L2 BEID LET,

PC @ Web 7' 7 7 T admin/advanced X EX— T & £9, =& 21X, BisEOIP 7 R L
A3 192.168.1.100 DILGEITX, RO L D272 0 £7,

http://192.168.1.100/admin/advanced

[B7E (Voice) |>[FOEY3=>% (Provisioning) |¥ 7 Z%#R L, JWH/F XA —% GPP_A
~GPP P DIEZMERLET, INHIFETRITNIERD £EA,

Web 77 U 7 4> R Cresync URL ZBiVC, 7 A NEFi%L basic.txt RET B 7 7
AV EFFEH L £,

TFTP —/ XD IP 7 KL AN 192.168.1.200 DIFE. =~ NIROFD X 512720 £4,

http://192.168.1.100/admin/resync?tftp://192.168.1.200/basic.txt

BN Do~ REZITERD &, 7 FL A 192.168.1.100 DF N1 A%, IPT KL A
192.168.1.200 124 % TFTP #— T basic.txt 7 7 A NVEER LU ES, Wiz, EBEEEITL Y
va— RL7=7 7 A VEMBHT LT, GPP_A /3T A — X % 12345678 THIFT L £,

NI A=FNRIELLS BH SN L 2R LET, PCO Web 77 U DREN—T % EH
L. [BF (Voice) |>[FBEY 3 =>4 (Provisioning) | ¥ 7 & &R L 7,

ZAUT, GPP_A /NT A—Z|ZMH 12345678 N EZ ENE T,

Syslog U—/\~DOYT Ayt—o

INTG A =B EEH L Tsyslogh— N"ZEFKICREL TWD5E, BRMBIOTY v 77 1 —
REED A vt —TU W syslog b— NZEFEESNET, AvE—VIFVE—F 7740 V7T
A2 hOBME RET R T 7 ANERITT7 77— =T Or—F) | BIOEEDOTE TR (5
DELITREERT) AR TEET,

XML (cfgxml) =2— R&EFEH L CEGFHEHBR 7 7 A NVONRT A -2 2RETHILLTEE
T, BNRFGA—AEBET AT, VAT LT RNFTA—2 (5—) OXFHOT
Ko AEBRLUTIEEN,
1R B

e syslogh— =3 A VA M=V EBLOREINET,
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 BIFEHO Web XR—UNWZT 7R LET, Bk V=T A H—T 2 A ANDT 7B A
B TLIEE N,

FIE

AT9 1 [BE (Voice) |> [V AT L (System) 27 VU v 7 LET,
ART9T2 #Fa3 DRy bIT—=9%EL T v a T, syslogh—/NZH—RIPEAS L, LEIEGT
T, VAT LA ay T A—F (5—7) TERLEZLEEBVIZ syslog BAlIFEEELET,
ATV T3 MEIELT, VAT L a7 NTA—4 (53—=V) TEXRINTWD AYYI IR+ Msg
. BYREIIMsg . BELOBITRB Msg ZfEH LT, syslog vE—VONEEZERLET,
Syslog 2 v E—VONKFEEFRTH 74—V RiZ, BE>TOEDa ¥ 7oREITOTI7A
WEZvaiibET, AvE—VORNEEEELRWGAIX. 74—V ROT 7 4L hD
WMEMEHEINET, TNDLDNRTA—=ZONTNaE BT 25 &, %795 Syslog A v
VARSI NERE A,
ATV T4 $RTOEFEREE A7) v/ LTEELZGEA L ET,
ATY TS BENENTHDZ EE2MERLET,
a) TFTP BEM A FE(T L Ed, TFTP R G ~—) 2ZHRLTIZIV,
TN AX, BRBIHFIZ2 DD syslog A v E—VEAERLET, BAIOA Y E—I0F, H
KPEITH CTHHZ 2R LET, 2FADO XA v —T0, BRIBORD)E 7213k E
LET,
b) syslog F—XBKDOE D72 A v —TVEZFELLEZ L E2MHRLET,
CP-78xx-3PCC 00:0e:08:ab:cd:ef —-- Requesting resync tftp://192.168.1.200/basic.txt

CP-88xx-3PCC 00:0e:08:ab:cd:ef —- Successful resync tftp://192.168.1.200/basic.txt

ATL AT INTGA—4
WOFKIL, BFEEO T 2T R=COBE>VRATLITOFCHHAToavry hI—0 %
EEZ v aAlBiT5, syslog/NT A—2OREREE A HIEEZER L CWET, £o, T A—
HEBRET DD, XML a— R&EH LIZEGRE T 74 MZBMENDE XTI DO 2y
TABEHZRLET,

\:'
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NS A—44%
(Parameter
Name) ]

HBAE T IA4IL ME

[Syslogh—/X
(Syslog Server) ]

Phone v A7 AEWSCEKRRA N MEftdkT 5 —"EHRELET, 7
N 77— 3L Syslog =SOSR EE SAVTW S5, Syslog A v
T—Ub TNy 7 = NICRER S NET,

* XML (cfgxm)ZEH L - BEHDERE T 7 1 ILTIE, ROBA T
FHNEANTILET,

<Syslog Server ua="na">10.74.30.84</Syslog Server>

- BEMOY T TR—TT, Syslog P HRELET

Syslog #5111

syslog F— N7 v 7B — R&IL 5D syslog A v B—VIZEHE D DT /A Rk
BTEEIRLET, 731 AT, FA Y=V DA LAZ T D
BICFRENET, @Y TFOL Ty a NIkDOERBY T,

L T AL RAID VDY FHAL

*SMA : EFFO MAC 7 FL A, i Lo/ EFETRINET,
5] : cap9cds11e29

* SMAU : BEFOMACT RL A, g Lo KCFEMFTERINET,
5] : caB9CD811E29

«SMAC : @ r U TGN ER OB OMACT FLA, 4 :
c4:09:cd:81l:1e:29

« $SN : BEFHEOH U T LEE,

* XML (cfgxml)ZFERA L -BEBDRE T 74 ILTIX, KOEATX
FHNEANTLET,

<Syslog Identifier ua="na">$MAC</Syslog Identifier>

CBEBOYITR—UT, VR I LHBIFERIRLET,

FT7FNbk L

[r 7EER A
t— (Log
Request Msg) ]

PRI OFATRRLARF T syslog T — NIZEE SN D A v E—, EREES
AILTWRNGES | syslog A v =3 AERKRSER A,
5£:72f/b’b1@]j; $SPN $MAC -- Requesting resync
$SCHEME://$SERVIPZ$PORT$PATH7?7f
* XML (cfg.xml) ZfER L= BEMDERE T 7 1 ILTIE, KOBATX
FHNEANTILET,

<Log Request Msg ua="na">$PN SMAC -- Requesting resync
SSCHEME://$SERVIP: $PORT$SPATH</Log Request Msg>
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EEDTO

BanTn774 L. v nEM. s&uHTe [

[RTA—%4% BEAET AL ME
(Parameter
Name) ]

(7 Ay | ERMORTRERICSE T LB TRIT SN 5 syslog A v E£—, A
t— (Log FBE SN TWARWEEA, syslog A vE—VIFAERSIERA,
Success Msg) 1 |\ \ M1 (o) £ L= BEEMOBE T 7 4 L Tlh, KOFTLRI%E AN

LET, <Log Success Msg ua="na">$PN SMAC -- Successful resync
SSCHEME: //$SERVIP: SPORTSPATH</Log Success Msg>

[7 7 I A > PRI OFRAT R L 722 IZFAT S D syslog A v —2, EHBFEE S 1L
t— (Log TWRWEGE | syslog A v =3RS NVEY A,

Faﬂurehdsg) ] 5§j7j‘/V Fﬁgli SPN SMAC -- Resync failed: $ERR 7?7f0

XML ()& L7z B ORE T 7 A LT, IROBATLTFF 2 AT L
jf?f o <Log Failure Msg ua="na">$PN SMAC -- Resync failed:
SERR</Log_Failure Msg>

274, <O OEEH. KLU HTTP

K- EEE D User ID X° Display Name 72 E D/ XA — X [ {EHBIOEZEET D LE R H HEA
Tk, =R Ta S =R BAINLIT A AZLICEAGOT 07 7 A VEERL, 7
BEYVa =Y NTENLDT BT 7 AN ERANTEET, FRES N T T 7
AN DOMARANIHES T, FEEDRXIMAO T 7 7 A NV EFREMSND L HORET D4
TR ET,

MAIABER O~ 7 v BHEZEH LT, 728774 VOURLY ¥ v 7 AT, MACT RLX
RV TNEGRE, FEFEICEAOMIEREEZOLZENTEET, v rEMRICE-
T, &7 7 7 A NVHNOEROBFFTINS DEEIEET DHLENRL 20 F9,

EIEICL— LB SNARNIC, e 7 7 AL L—)L T/ aBENFEITENET, v 71
JEBIZ., RO XS ITMEOEEHIE L £,

cSMA T, 2=y FO 2HTOMACT RL A2 (UNTFO 16 EEFEHLT) ICEBEINE
4, 7= & 2iE. 000e08abedef & 72 V) 47,

*$SNiFz2=v bOV I TAFBFICEEAINE T, =& 2%, 88012BA01234 L 720 97,
TRCTOPH/NT A—4% (GPP A~GPP P) Z &Iz D HE T~ v B ET,
ZO7ag AOFNZONTIE, TFTPHRH G ~—) 2R L TEIV, v 7 aEH
IZURL 7 7 A MAICIRESINT. 727 7 A/ —)L 8T A —Z DEEOESIC b x

T, ZNHDRTA—=HT, SA~SP L L TCERMENT T, v 7 v BB CEATRERZLHD
—EIZOWNWTIE, v 7 uBRARESRL T E a0,

ZOEBE T, BEBICEAEO T 7 s A NVNTFIP Y — R ETCT oY a = 7ENnE T,
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B ey roszEowrsry JnvrsLoTnES =LY

TFIP H—N\LDEHEDIPT7 A O 74 )LD TOES 3=y

ATy T

ATy T2

ATvT3

ATvT4

ATy TH
ATv 76

ATy 717

HTTP GET & [A]

FIE

BT LB EFEEOMACT RLUAZEFFLET (MACT R L AIL, 000e08aabbee 72 &'
B L /NCTFO 16 EERAEFHATAEMETT) &

basic.txt RE 7 7 A/ (TFTP fRH (B ~—) #%M) % CP-xxxx-3PCC
macaddress.cfg (xxxx|LET/LE S, macaddress ITEBFEDOMACT RL A |IZEZH L2
%) LWIOIARIOF LT 7 A Mlat—LET,

TFTP —"OREL—F T4 L7 FVITH LW T 7 A L EBEIL E7,

B E O Web N—UWZT7 7B ALEY, il V=T A =T 2 ADT VA %S
LT EEN,

[EF (Voice) |>[FREY3=>% (Provisioning) | 23R L 9,

[7m 75 A/—/b (ProfileRule) |7 4 —/L FIT tftp://192.168.1.200/CP-78xx~3PCCSMA. cfg
EANLET, xx ITETNVE ST,

] : 7841

<Profile Rule>
tftp://192.168.1.200/CP-7841-3PCCSMA.cfqg
</Profile Rule>

i : 7832
<Profile Rule>

tftp://192.168.1.200/CP-7832-3PCCSMA.cfg
</Profile Rule>

[TRTOEHLEDXEF (SubmitAllChanges) %27V v 7 LET, Zhickv, V7 —hEFHFHA
4 iAThbivEd,

WICHBEANETEIND &, EFHIIIMA 7 a2 FOMACT FLAIZEBLTHLWY
TrANERELET,

A

HTTP /X TCP ¥ 27 L. TFTP I1X{E4EMEDIRV UDP 2 L T\ A7, HTTP I TFTP
SV HEHEEOBWIERIIA =X 224 L £3, F/=. HTTP %—/N%, TFTP H—3|Z
T B2 )T lbuxX s FOMBERSKEZEINTWVET,

7747 > MAITIL, HTTP Z M U CREIIIT 2 72012 — IR 72 B E I IR E T, GET
A Y v RTHTTP 4 572D Profile Rule /X7 A —X% L > % v 7 A%, TFTP (24
BBy I ATV ET, FEEREDO Web 77 VYR HTTP b — "\ 7 w7 7 A V%
B TE256, Eiftk bR CEEZEITCEOMNERH Y £7,
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wrrpceT 2 L-BERS

HTTP GET Z{& A L =B R

ATy T

ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 17

FIE

T —H )V PC £721IMhd T 7 & AW FE/R AR A MZ HTTP — %A VA b —L LET,
A =TV —AD Apache h— &k A X —Fy NP H T — RTEET,

basic.txt XES R 77 A/ (TFTP iR Q3 ~<—) #5M) 24 A= L1V —
NOFEMBNL—F T4 L7 MUIZab—LET,

WY — DA A b —/L & basic.txt ~DT 7 A )L T V¥ AZMERT HITI1L, Web 7
TV EEHALTCTI R 7 7 A NMIT 7 BALET,

TR T7 s ANVNNEMMCH T — RTEBX9127567DIC, 7 A NHEZEHO Profile Rule
ZZEH L C TFTP — "o V2, HTTP — " Z$ET L oI LET,

72L& z21E. HTTP $—/3728 192.168.1.300 & L7=84. kOEE AT LET,

<Profile Rule>
http://192.168.1.200/basic.txt
</Profile Rule>

[T XRTHOEEDEIE (SubmitAllChanges) [%#7 Vw7 LET, ZHIZLD, V7 —F EFHF
R4+ iAThbnEd,

EAE BIRET D syslog A v —V MR L £, EHHRFERE T, HTTP y— b7
077 A NARERGEIND O RY T,

HTTP % — 0 u 7T, 7 A NHEGEEZ# T RN 2— ==y bor it ED L
INCHERINDONHER L E T,

ZofFRiIcI, ®EE, 8N4, BEO Ty —2 v 2T "=V ar BV TR SES
ODHMLENRH Y £7,

CiscoXMLZEZ" L= EC3=>4

FBE T LI (ZZTidxxxx EE£END) | CiscoXML DfEZ N LT rE Y a =7 &
ET,

XML A7 ¥ =7 k% SIP Notify /37 v M XV EIFHEIZEET 27> HTTP Post #fH L T
éﬁ%’%@ CaGl 4 =T :1:/( A http://IPAddressPhone/CGI/Execute @:%’f%f% i'ﬂ‘o

CP-xxxx-3PCC TlE, Cisco XMLAERENRYEEES N, XML A7 V=7 &Lz o ya=r
TP R—hENET,

<CP-xxxx-3PCCExecute>
<Executeltem URL=Resync: [profile-rule]/>
</CP-xxxx-3PCCExecute>
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BRI XML A7 V=27 NeZITRBE, TubETa=r T 77 A V% [profile-rule] 705 &
7oua—RLET, ZTOL—TEH, v 7exFHALTXMLY—RA 77— a D
RERGHICTEET,

< OERMZ AL 7= URL fiZiR

BEOTa T 7 ANBELY =NV TT L7 NUIE, BAINTEZEEBOT A A EEHE
THDIMEFTT, 277 A /LDURLICIE, REZDDHZENTEET,

e bV a =S Y=L EIIERRIP T KL A, e 77 AL T, 7rEY g =
VT = R HTCHB SN DA, BRI DNS Ly 7 Ty A LT AR & AR
L\i—g—o

« V=B ORITKFHEL  F v 7 A wport Zffi ] LT, URL THRE SN 5 HFRHEY — /N N —
o

«JEHEURL R AMH L CTHRESN, <7 nBRTEHEINS, a7 7 A LBMEFESH
TWAY—EHEAL— T4 L7 NIV TT 0L 7 MY,

7o & 2 IE, D Profile RulelX, A8— k6900 DHEzfia Y A =227 L T %A A b prov.telco.com
THEATHO TFTP —NiZxt L, =" %775 4 27 hU /cisco/config DT a7 7 A
)77 A ($PN.cfg) ZETRLE7,

<Profile Rule>
tftp://prov.telco.com:6900/cisco/config/$PN.cfg
</Profile Rule>

KB OT 0 7 7 A NIRRT A =4 THBITEET, TOMEIT, ~7uBREZFHLT
HFHOTe T AN L— LN TERINET,

7o & 21X, GPP_B 2% pj6ump230 & L TERIANLTND E LET,
Profile_Rule [ZIRDEIZ/2 D 77,

tftp://prov.telco.com/cisco/$B/SMA.cfqg

FTNAANHERYENT, ~Z7 BB END L. 000608012345 D MAC 7 KL A ZF>ER
HalZ, WO URLIZT XA ADMAC T RLREEDAR R >0 7 7 A VEFRLET,

tftp://prov.telco.com/cisco/Dj6Lmp23Q/000e08012345.cfg

TINA XD BEHBREER

TNRA AE, (=2 RARA » MIARBZ2BFRPIERZ X ET 20 TiERL) EHNcTae e
Vam Y —REEE#TLHZET, AR ETThh TR T e 7y A NEF LT
RARA 2 b TS, RAHEFEIBETEET,
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&
ATy T2

ATvT3
ATv74

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

Tnor4roaan s 4—4 [

Eaiiz T — L EHIICERI S E 5720120, % E 7 127 74 /L® URL % Profile Rule /¥
T A—=H AL CTER L. FRIHMZ Resync Periodic /N7 A —X ZiH L CTEHR LT,

48 HHEIIZ

BB EED Web X—UIZT7 78 A LET, T V2T A X —T oA ANDT V8 AES
LT,

FIE

[EFE (Voice) |>[FREY3=>% (Provisioning) | Z3#R L 7,
Profile Rule /85 A — % %% LEd, ZOHTIEL, TETPH— - DIP7 FL 2% 192.168.1.200
L LET,

DEM R (ResyncPeriodic) 17 4 —/L RIZ, 30872 &, 7 A NHO/PSWEEZ AT LET,
[TRTOEEDKE(F (Submit All Changes) 127V v 27 LET,

HLVWART A —ZGRET, HEaitlE URL THRIE S NZRE T 7 A /WS LT 1 43R 2 [\l
R ZITVET,

syslog L —ATHIRDA v =V ZMERLET (syslog ZEH L2 A v =008k (2
R—=) kg EBR)

[VEy NEOFFRE (Resync OnReset) | 7 4 —/L K23 [1ZW (Yes) ] ICERESNET,

<Resync_On_Reset>Yes</Resync_On_Reset>

ERZ AL T, EilEr 7oy g =07 = "L BRI ST E T,

T—NBIRE LT RN E | ] b hOBHE CHEMEEN KT 2546, =2=v M (F
R 7 —FERITI#E (Resync Error Retry Delay) ] CR/E S B%r) Fi% L7-t%. BRI
FHRITLET, [HR= T —HF#1TEIE (Resync Error Retry Delay) |23 0 O34, Gl
PRI L= ICH R 2597 L £ A,

(A7 ay) [HRMT T —HF 4T (Resync Error Retry Delay) ] 7 ¢ —/L KOf% 30 72
ED/PNENFITHRELET,

<Resync_Error Retry Delay>30</Resync Error Retry Delay>

TFTP $— "2 M2 LT, syslog /1 CRER A MR L £,

JOJ7A4ILOBREA/NT A —4

WOFIL, BFET 2T _X—V0FE>TTAESa VG2 70 TIChHAERETOAT7AILE
7 a BT H, TuT s A VEREINT A—FOMELERFEEZER L TWET, £

JOECazZ AV R .
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B oo omrRm S —%

JaEvaz=vsAvy k|

oo NIA—HEZRETHEOIC, XML 2— K& L7 EFRE 7 7 A VITBIMEN 5 X
FHIDY R I AL ERLET,

NS A—4H

B8

[rvyaf
% (Provision
Enable) ]

PR B E 2Rl £ 23RS L £

o XML (cfg.xm)Z{FH L 1-BEEHEDRE T 7 1 IILTIE, RO T
THEANITLET,

<Provision Enable ua="na">Yes</Provision Enable>

cBEBOY T ITR—IT, HEMBIELZTF AT 25G1XELY (Yes) |
., 7y 7 THBAIE LR (Yes) | ZRELET,

FT AN [ (Yes) ]

[VEy MEOH
[F#] (Resync On
Reset) ]

EBIRE AN 60T v 77 L— REITLI2%IC, Eifn7neya =
YITY = NTREEZHRMT 20 EINERELET,
* XML (cfgxmD)Z{FRH LI=BEHDIRE T 7 1 ILTIE, ROBA T
FHEATLET,

<Resync_On Reset ua="na">Yes</Resync On Reset>
CBEBOVIIR-UT, ZO7 4 —/L FE[IELY (Yes) [ITHET
D&, HERFEITY By MRHCHERFEIAAREICZRD . £ (L
Z (No) | Z&RETDHE, TNEEGLET,

F7 AL [ (Yes) ]

(PRI Z > & A
FEIE (Resync
Random Delay) ]

BHAITHRESND, VY NEFATTHRIOT— N7 v 7 v—r v AT
ek 7 X LBIE, FRFICERPEAIND TEDIP T L7 4+ =— TN
AADT—)LTIE, ZHUTEY, ZNEhOa=y "Rt ya=r7
P N ICHRIMIER 2 KT AN E T, = OFREIL, Mk s
FFC RBIB22 ENE AN TR OHA R H Y 17,

DT 4 —)V ROfEIZ, 055 65535 OFEFHOEEETARITIUIAR Y ¥ A,

e XML (cfg.xml) Z{EA L -B5EHDERE 7 7 1 ILTIX, RO T
THEANTTLET,

<Resync_Random Delay ua="na">2</Resync_Random Delay>
cBEMOV T IR—UT, EAEESEEEIX) £y MEOFRIEZ
BIESEDT20IT, 0~ 65535 ORHALORFH ZHE L £7,

77 4V MElZ 2 T,
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Tnor4roaan s 4—4 [

INTA—4H

B

[ R )
(HHmm)
(Resync At

(HHmm)) ]

EiE T oY a =0 =" HEI AEE (HHmm)

ZDT7 4 —)b ROMEIE, HHmm ETHREA] 2 77372812 0000 7> 5 2400 F
TOHFPAD 4 MO TFTRIFIUER Y /A, 72& Z2I1E, 0959 1% 09:59 %
%Li‘d‘o

* XML (cfg.xml) ZERA L= BEBDRE T 71 ILTIE, ROFEA T
FHNEATLET,

<Resync At HHmm_ ua="na">0100</Resync At HHmm >

« BEWDY T TR—D T, EIEKO TR 2 B4 2 K 2 HHMM
B THELET,

F 7 F 0 MEIZZETT, ERENRIEES . T A =X TEHISET, =
DI8T A =B RERRE SNH G, EHHERE (ResyncPeriodic)
INTA=ZRERENET,

[FF[RBIRZ Z
X LEIE (Resyne
At Random

Delay) ]

SHDOT NSA ANRFERFICEEI T L&D, e Ya =T = 0ilaf
R REZ-[BRE L £ 97,

BEOEGEED DV —N~OFRMERDO T T T 4 v 7 & [ERET 5720
(Z, FERARRIE, BRI &y OREI & R & 3R KOV 4 AJRAE (hhmm,
hhmm+random_delay) Z /A L £, HlziX, 7 X LBIiE= (7%
LIRIE T ORI +30) /60 53 Th D56, BHALTANT 5 &4rIc A
S, 1T 72 7 W EBUTIR D4 BT 0 BT B4 CRofé Y 7
random delay OB FHHRE SN E T,

* XML (cfg.xm) E 5 L - BEEMORE 77 4 L TIE, KOHATL
FHE AN LET

<Resync At Random Delay ua="na">600</Resync At Random Delay>
cBEROV I IR—UT, MRz THELET,
ARNENE 0 725 65535 OFPH T,

INEOICERET D &, ZOMBEIRIEZ 2 £3, 7 7 4 /L MEIL 600
(10 43) T,
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INTGA—4H

B

[ H1 73[R 41
(Resync

Periodic) ]

TurbEYa =7 = NTOERN R ORI, Y— /S TR
AN L= RO BB E#EMT 5 TCWDAFR X A ~—NT 7T 47
2720 F£9,

B 7+ —~ v MILLTDEBH T,

B - D ANF 3000 KOFFRRIA 3000 LINICITONEZ 2R LE
7,

- RO

5l . AJJME 600, 1200, 300 /L. HAIDEFEMIN 600 FI121THH,
2% B OFRIIIEIOFE RIS 1200 %12 THoiL. 3F B OHE
HIZ 2 FB OFERENG 300 BZIITONAZ LB R LET,

o IR G PH
Bl AJifE 2400 + 30 (%, FEFREMANRII L2, 2400 B0 5 2430
BRICKROBRMIN I TOND Z L 2R LET,

* XML (cfgxmD)ZF{FFH LI=BEHDIRE T 7 1 ILTIE, ROEATL
FHEATLET,

<Resync Periodic ua="na">3600</Resync Periodic>

cBEEOVIIR—DT, HIMERHEMTHRELET,

EMFERIM %2 BT DT, ZORTA—=F &2 0ICHRELET,
77 4V Ml 3600 £ T
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INTA—4H

B

(R —f
PAITIEIE (Resyne
Error Retry

Delay) ]

RS — DT BT 7 A VERBCE R ots, Fuva—RLk
Ty ANBHE LTS, HAVIINEZ T —203F AL TWD 7O HIE
HIEREN B L7308, EEiT - - CHEE L= (READ) 2GR L
TP RICHREFRITLE T,
BN T7 +—<v MILULTO LB T,
o A
B AJME 300 (X, KEIOFFROFFATN 300 %7 2
EHEIRLET,
« DI
] : AJ1fE 600, 1200, 300 /%, FHMDOFHRITNRIN S 600 Fo1%
AT, 2181 B OFBIT RO FRITO R 1200701 12170
. 3EHOFRITA 2 B HOFRITOR S 300 B&IZITHONS
ZLEEERLET,
o PP R Rt

7o xIX. AJIME2400 + 3001%, FFFEIFIDOKIEZ, 2400 70> 5 2430
WHBICIROBFRIT TN Z a2 LET,

BIENOICRE SN TWDIGE, T35 AXFERMIN LR LY, FRY
FPHBITLERTA,

« XML (cfgxm)ZFEH L=BEHDHRE T 71 LTI, ko T
THEANTTLET,

<Resync_Error_ Retry Delay
ua="na">60, 120, 240, 480, 960, 1920, 3840, 7680, 15360, 30720, 61440, 86400</Resync Error Retry Delay>

cBEEOVITIR—DT, HIMEWEMTHELET,

7 7 # b 1:60,120,240,480,960,1920,3840,7680,15360,30720,61440,86400
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INTGA—4H

B

[ 578 ] P[] 350 22 2
(Forced Resync
Delay) ]

RS FE 2 AT 2 CORMER M OB RELE (RHANAL)

BREEFROWNTNDRT 77 4 T 72, T3 RAIHEREHLEFA, FF
NI 0B 7280, T3 ARERET A RUIZ72 5 F TR L Ton
CEFEMTAZEEZBHOLEST, 2L, 22—V Ehid 52 L7
<HEETEET,

TN AL, TRTOEBEBPT A RVIRREIZ st &l h v R E Y
VEBMBTAAA—NHVET, ZORTFTA—=FT, B FOYIHIE
TY, FBREEAAX NI, 2O T 2R 0IICRDETEBIELET,

BHENMEIL 0 226 65535 OHiPH T,

* XML (cfg.xm) &5 L - BEEMORE T 7 4 L TIE, KOHATL
FHE AN LET

<Forced Resync Delay ua="na">14400</Forced Resync Delay>

cBEBOV I IR—DT, HIMEWHEALTHELET,

57 v MEIL 14,400 BT,

[SIP2)> 5 D F-[R]
(Resync From
SIP) ]

=R TS X —DT X — D EERICEE S LD SIP

NOTIFY 4 Xy MEHOFRBBECTT 2V 722 M 2HIELET, A
MM ESNT=HATE. 7 87 % U2 Event: resync ~~ v % — % & ¢ SIP NOTIFY
Ay —VETFNL RIEETHZLICE T, HEMHEZERTEET,

* XML (cfg.xml) ZfERA L= BERDERE T 7 1 ILTIE, KOBATX
FHNEANTILET,

<Resync_From SIP ua="na">Yes</Resync From SIP>
cBEBDY T TR—=UT, [IFL (Yes) | #BRL CZ OMREZ AR
(ZL, [WWVR (No) | ZBHR LTI LT,

T 7 Vb [1EW (Yes) ]

[Ty 7L —R

AATH% O FF R
(Resync After

Upgrade

Attempt) ]

Ty 77— ROEITHROFRMBAEZ A E 3T L EF, [IEL
(Yes) | Z BRI HE, 77 —L 0 =77 v 77 L— FRIZFEASN Y
H—ENET,

* XML (cfg.xml) ZERA L= BEBDRE T 71 ILTIE, KOBATX
FHINEAILET,

<Resync After Upgrade Attempt
ua="na">Yes</Resync After Upgrade Attempt>

cBEHEHDI T IR—DT, 77 —LU T 7 v 77 L— RELIZHRH
MU =T 2551 [IELY (Yes) |2, BRI LZ2WGAIT[LWA
(no) | Z®IRL £7,

T 7V b [1EW (Yes) ]
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Tnor4roaan s 4—4 [

INTG A=A B
[FEE R T—1| 2N b DT A—Z O FALSE L3l L7254, [VEy FEOE
(Resync Trigger |[E# (Resync OnReset) | 73 TRUE ([ZERE SN CWCTHHERNI MU H—
] SENEHA, EHI#ET 73 a2 URL & SIP @A X 2 HEMOLN, Zh
—] \‘»__ %
(Resync Trigger | ZD/XT7 A—2%, ~ 7 v@HZITHIFRUATT w7 LA TEET, A
2) ] e~ 7 B EBRIZOWTIE, v 7 mERAZEA SR L T a0V,

* XML (cfgxml) & L - EFERDETE
FHNEANTILET,

< Resync Trigger 1 ua =

T7ALTIE, KROBATIL

"na" > SUPGTMR gt 300 B XN SPRVTMR ge

600 </Resync Trigger 1 >

<Resync_Trigger 2 ua="na"/>
CEEROY T IR—D T, R H—a e LET,

F7HN b 28R

[ — P RIETHE
A (User
Configurable
Resync) ]

2 —PPEFHE A = 2 — O EFEEE BRI LET, (&
LY (Yes) [WCRET D &, 2—FIXEFENS T 07 7 A4 W)b—v%E AT)
L CEHOREZHRHICEET, Wz (No) JIZEELESLE.

TAT7AIIN—IL T A —F (X, EiGSEHE A =2 — I CERINEE

Ao TATFAIIN—INT A—521E, FTYr—2 3 B> Fnq R
DEBT TIIHAEL £ A,

* XML (cfexmD)Z{FRH LI=-BEHDRE T 741 IILTIE, ROEA T
FHNEANTLET,

<User Configurable Resync ua="na">Yes</User Configurable Resync>

cBEHEDY I R—U T, [IEL (Yes) 2@ TEEA==2—IC7O
T7AWIL—I"T A= —%FK R, [LWVZ (No) |ZBRLTZ
DINT A =B —%IFRRIZLET,

F7 AN [E (Yes) ]
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INTGA—4H

B

[FNF 0> P 7] 4]
I (Resyne
Fails On FNF) ]

WL FREIENL. ERkENT e 7 s A AR — AN ZESN o
BARICKRKERRENET, ZORTA=F—F, ZOEEE L —1R—F
A FLET, [WWZE (No) ITRET DL, T/ AT =" HD 77
A IBROMY FHA (file-not-found) B & IEF7Z2EHFEE & LTZIT AN
*7.

* XML (cfg.xm) 5 L - BEEMORE T 7 4 L TIE, KOFATL
FHIE AN LET

<Resync_Fails On_FNF ua="na">Yes</Resync_Fails On_ FNF>
“EEEE#EOD'?I?&—’/'C\ T 7 ANBRONY FHA (file-not-found) &
WO RE AR L2 RE & LTI ED iR TIELY (Yes) | %%
KU, sh LIoiRIE LT ]RDICiE Tz (No) | 28R L
£

T 74K [ (Yes) ]
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Tnor4roaan s 4—4 [

INTA—4H

B

[Ta7 7 AVl
FE# A 7 (Profile
Authentication

Type) ]

TaRT7 AT T NORIEIE T 558G rﬁ%&%#ﬁﬁiﬂbiﬁ_o IRDA
TaraeffTEET,

o [#E3h{E (Disabled) | : 707 7 AV T T MEREEZBEHICLET,
ZOBREENCT DL, [FRATZFALTHAIVEDEY VTV T
(Profile accountsetup) | A = = —|TEFHHOEHIZE R SN EHE A,

[EJIKE’JU HTTP :23F (Basic HTTP Authentication) | : HTTP &= 7 A
ﬁ%%fﬁﬁ&i 7‘3774)/1/77\7]7/ ~ DG u—'fﬁﬂ%éﬂi#o

[XSI £25F (XSI Authentication) | : XSI & 7' VFRFEE I £ 7213 XSI
SIPFEFEEHIT, 7o 77 AN THU Ly FORFEHEHSNET, &
RED ﬁgﬁﬁ T, BEEE D [XSIFBEESR 14 7 (XSI Authentication
Type) |IC &> THRARY F9,

« BEREFE D [XSIEBEES A 7 (XSI Authentication Type) | 23[E 4 A
VEREETE#R (Login Credentials) | (23X E SV TV 54, XSIm
A CERBIERAMEH S E T,

RGO [XSIEREESZ 4 7 (XSI Authentication Type) | 7% [SIP &
LT >+l (SIP Credentials) |IZEXE STV D54, SIPE
FIEWmMAER S E T

XML (cfg.xm)ZEH L =BEHDERE T 7ML TIE, KROFEXTXI
FHNEANTLET,

<Profile Authentication Type ua="na">%AK Http Bl
</Profile_Authentication Type>

° %EE*%G)'? I 7/\0_:)f ﬁ‘%@7 =g 7/])/1/®ﬁ:|—“ﬂ;ﬁ€fmunﬁj46
72DV AR AT a 28R UET,

T 7 /v b o FEAREY7: HTTP 38GE
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. FOTARN—=2320a—ROF Vv R—T 4 OV RAICEREESRTET S

INTGA—4H

B

A=A %
JL—/)L (Profile
Rule) ]

%fﬂ774ww~wm TurZrAN BETTAN) BRETDLH Y —
BB LT, TRTOHRYPBREOR., BT XTor
H774»%@§ ZEALET,

7'+ = (DHCP
Option To Use) ]

[FmZ 7 A0 M7 7 A VIZ AES-256-CBC W Bt #H T 25615, ko Lo -
Jb—1B (Profile | F—F—U— Rf}& DO E{LF—Z2EELET,
Rule B) ] [--key <encryption key>]
[(TRZ7 AN oy a s Tl —% “EIIG (&quot) THHE T &8 T ET
JL—1C (Profile
Rule C) | * XML (cfg.xm)Z{ERA L - BEHDERE T 7 1L TIE, ROBATX
; FH AT LET,

(A= = %
JL—LD (Proﬁle <Profile Rule ua="na">/$PSN.xml</Profile Rule>
Rule D) ] <Profile Rule B ua="na"/>

<Profile Rule C ua="na"/>

<Profile Rule D ua="na"/>

cBEEDVIITR—UT, TuT7 7 A W— L EHRELET,
7 7% /L bk : /$PSN.xml

[+ HDHCPA | 7 7 — LU = T B IO T a7 7 A LV ERET A0 ENS, av~

TR S~ DHCP 7 3 v,
73V bk 1 66,160,159,150,60,43,125

[{# 79 5 DHCPv6
FFa v

(DHCPv6 Option
To Use) ]

T — AT BINTe T A NNERET S0
TREI SN DHCP A7 3 o,

D, 2~

7 7 4/V K 117,160,159

TIOTa4RN—3Y

5%

EY D

—

O— KA VR—FT 4 V5 H &

(il
ya[11]]

Iy NI—=OW™T 7T 4=V ara— RFrR—R2EHT2 L9 ICRESNTWDHEHEE,

B LWERE 2 Z 2 TETHBIMICRR T D L) ICRETH 2 &N TEET,

—BED 16 1

DT VT 4_"—vara—RegRL, F2—VFIMELEST, 2—FRT7 77 4 _"—va v

S—REANT DL,
NR—vava— REANTS & CEFR A BIRTERVID, Xy b= %8

D
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| FrECaz=viAryyr

ATvT1
ATy T2
ATvT3

ATvT4

ATy TH

FoF4_—vava—rTaevaz=vsi5i—4 |}

TIT 4 _X—vara—RNIlEEFEHEHRATE, AHERAH Y £9, 2—FRHARYII D
2%F%Aﬁ¢é& BEESITER T VT 4N — g v a— REEmE RICERLET, 20
RENRE LS AIR, =T Lna— et L £,

ZORElX, 77— 7 =27 U U —2RZ11-2-3MSR1., BroadWorks 7 7' U r— g > $—3 Y

Y —222.0 (7S v F APas22.0.1123, ap368163 L IZF D krF) THATE %4, =L, Z0
WREAERT A2, A=Y a D77y —AU =T CEFREEEFRE L2208 TEET,
INETOIE, ROFIELENLET,

188 BRI

TIT 4= g a— KRATAE R — REYR— FT& 5 L ) IZactivation.webex.com J—
CANT 7 AT U4 — /L BB TEDLZ 2R LET,

Bt D T 2 T R—VWT VA B V2T A A —T o2 A~DT 7 A

FIE

Eanikx TG RFOREICY By FLET,

BE>JOEDa=VY >BETAT7AINERINL £,

FDT VT 4 _R=vara—R7abePa=r I RTxA—4% (21 =) #HE-T 7a
T7A4IIL—IL 74—V RiZ7Ta 77 A b—uE AN LET,
I27—LDzTFT7YvITIL—K®rvarTC 7774 _X—vara—RKSgeyva=r7x
T A= 21 X=) KOBMAIEST T TITL—FKIL—ILT 4=V RIZT v 77 L—FK
N—NE AN LET,

TRTCOELEEEFLET,

TOTAR—,300—FRFTAOEDS 3 U /NS5 A—4

WROFIF, BHE V=T _X—=VOBFE>TAESaZ VI 7O TFCHHIRETOITI7AILE
I3 aryDT VT A _N— g ra— RRTA—ZOMELHFHTEEZERZ L TWET, E7-.
NI A—HEBRETHT2OIZ, XML 22— RE#EH L7EEERE 7 7 A MBI S b 375
DB T ABERLET,

JOECazZ AV R .
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B c=27uesERm
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INTGA—4H

B

[(Tm7 7 AN
JL—/L (Profile
Rule) ]

NEF R S L% U e — MRET B 7 7 A )b, SRFEEHRET, oY —
NZE > TEHINDATRRMEDH LD 7 7 A NV ERSETEET,

ROWT N ZERITLET,

Jb—/b (Upgrade
Rule) ]

[if;;éﬁq « XML (cfgxml) & it il L= BEEHORE 7 7 4 L TH. KOBRTLT
AT BTV SIS
Rule B) ]
3 <Profile Rule ua="na">gds://</Profile Rule>
[TRTT7AN e = T v T AT, RO TLFINEA)
JL—C (Profile
L/ i ‘é‘o
Rule C) ]
gds://
A=A )
Rule D) ]
[Ty T T VL—FK | Ty 77— REELEEST L7 7 — LU 2 TURLEEHRT D7 7 — 4

DT TS T = RAZ Y NERBELET, Ta7 7 A —LEFE
Uy v &y 7 ANMERENET,
WOWNWTNNEFETLET,
* XML (cfg.xml)Zffi ] L 72 BREHE DX E 7 7 A L Tlk, IROFEATILF
A LET,

<Upgrade Rule ua="na">http://<server ip address>/
sip88xx.11-2-3MSR1-1.loads</Upgrade Rule>

CEAEDOT 2T AT —=T 2 A AT, Ty T T L= F— /v 2RO K
AN LET,

protocol://server[:port]/profile pathname

i

tftp://192.168.1.5/image/sip88xx.11-2-3MSR1-1.1loads

v haABEEINRWGE, TFTP NEIRINET, b — AT
ENRWEA, URL ZERTHERR MR —~"L L LTHHSET,
R— IR EENBRWVES. T 740 FOR— MBMEHEHET (TFTP
DAL 69, HTTP OH341% 80, HTTPS DA 1T 443)

F7F) k%2R

% 27 HTTPS B[R &4

BERRBET o AR L CHREBIT 272012, B CLUTOHEEFERTE £,
« XA HTTPS F- R
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gxonres R [

« 7747 v MiEFEFRGEABEA L7z HTTPS

cHITPS 7 ATV NDTANHF VU T EFAF I avT oy

Z7R0 HTTPS B[R A

HTTPS TiX, VE—h 7B E Y3 =27 OHTTPIZSSLAEM S L, LARSAMREIC /2D 97,
BT T oY a = N ERGECTE T,
cTubVa =S PN IEESERFECTE £,
cEIME TV g =07 P R TR S N D M OB SR S E T,

SSLIE., B s Yo ya =7 —| %%’4be~wéntA%% EEX—D
N7 A LT, BEERICHT DB GHFR) $—%2 4L, B 7 nerya=r 7 ¥—
TR ELLET,

7747 MAITIL, HTTPS ZfEH U CREMZ FTRBIC T 5 72 DT — S TREBI QB E 21T
IWELH Y F A, GET AV » R THTTPS 1327289 ® Profile Rule /X7 A —% L
X7 AX, HTTP £72IX TFTP IR T2 v % v 7 ATV ET, HEAERFK O Web 77
UHN HTTPS — "6 70 7 7 A )V EES T 286, Eihkb R CEEZ T X4
ENRHD FET,

HTTPS H— /DA A h—/VZMZ T, Y AaNEL TS SSL — FEA#EIL, Fuevs
=T =N VAN AT LIRMERHY FT, T3 AT, =R RanEL LT
P FEAFZ AL L TW VR Y . HTTPS A L TV 2 — NICHRAMIcCE EH A, &
7 H D B4 AT & SSLEEE % ERK 3% FNEIX. https:/supportforums.cisco.com/docs/DOC-9852
EZRLTLLIEEN,

A D HTTPS BERIHAIC & %5285

FIE

ATFvT1 WEEOFRANESAZFEST, £y N —2Z DNSH—N_TIP7 RLARBRHEEN TN DHEZ
FMZ HTTPS — "% A A b —/L L E T,

A= ) —AD Apache r—N[F, A—T7 2 YV —AD mod ssl N —T L EHITA A
F— L EN DB, HTTPS — & LCEIET D L D ICRRETE £,

ATV 72 = HOV— FEHEBELEREERLET, ZOFIETIE, A—7 2 Y — A OpenSSL /< v
=%z iFJ”*focy7 2T DA AN NRENIR D55 03% Y £, OpenSSL % fif
FALTWBEGE, EROCSR 7 7 A VEERTLHa~y RIFKOEBY TT,

openssl req -new -out provserver.csr
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JaEvaz=vsAvy k|

B zxoures ERmIz & 235

ATvT3

ATvT4

ATvTh
ATvT6

ATy T1

ATvT8

ATFvT9
ATy 710

ATvIN

Zoa<wy RIABRF—EMEBEX—DOXTE2ARLET, TNOLOFXF—|Iprivkey.pem 7 7
A NRIFENET,

CSR 7 7 A /v (provserver.cst) ZBEX DO AT L E T,

B4 ST — NGEF X, Sipura CA 7 7 4 7 2 b Jb— NEEHE spacroot.cert & & & (2%
(provserver.cert) SAVE T,

SRR DWW TIE,  https://supportforums.cisco.com/docs/DOC-9852% £ L T < 7231,

B INT=T— NGEHE, MBS —OXT 77 A0, BIOY T4 T b — FEAEEZ Y —
IO DGR L £,

Linux {Z Apache &1 ' A b — /L3256, BH 2O OEFITRO X 512720 £7,

# Server Certificate:

SSLCertificateFile /etc/httpd/conf/provserver.cert
# Server Private Key:

SSLCertificateKeyFile /etc/httpd/conf/pivkey.pem

# Certificate Authority:

SSLCACertificateFile /etc/httpd/conf/spacroot.cert

PN L ET,

basic.txt REZ 7 A/ (TFTP HFEH (G L—) &) % HTTPS Y — DL —
4Ll RUIcar—LFET,

a—H N PC O LEHRED T T U &M L CHTTPS —/ 315 basic.txt 24 V> un— K
L. =" EL i LET,

= N\ D — GEE A MR L E T,

TIUPNRY A= CAL LTRZIAND L) ICHANCHESNTORWVIRY, 777
FIEBZOLGEAELZRR L ETA, LOLARL, BIFETILERAEN Z O FIETEL SN
HHDOLHEINET,

HTTPS — " ~D&M a2 ETe L 12T A b T /31 AD Profile Rule K DOFID X HITEFE L E
—é—o

<Profile Rule>
https://my.server.com/basic.txt
</Profile Rule>

ZOFITIX, HTTPS — 3D4 Hi% my.server.com & L ¥7,
[TRTOEEDEE (Submit All Changes) %27V v 27 LET,
Bt HIE(ET D syslog b L —AEFER L ET,

syslog A »E—I\2iE, BEYTHTITPS h— 167 v 7 v A ARG IND Z ERAREH
LERH Y ET,

ER) EJEFEHEOY TRy hTA—Y Ry N 7ubar T7FrFIA4FE2EA LT, Xy b2
eI TWbZ & 2R L E 1,
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547> rimeRmemmALEuTes ]

@ﬁ TiE, 7747 > MEAEORGETIAMEE N TWER A, Bk L — o8k

WeibEShEd, 2L, 774N ET 4 V7 M) DEFHRZEM> TWDLIEE, 0774
7"/ FCH—NZERHR LTI 7 A NEBERTE D720, IBEIILETEDHY FHA, BER
R EIT 720, 7 74 7 > hEBAERGEZ M H L2 HTTPS (25 ~—) Tl & Twn
HIFEBNRT LN, =T TAT v b ERIETHALELH Y £,

95472 FIBREEEEZ{F A L 7= HTTPS

THHREDT 7 40 MERETIX, =% 747 MISSLZ 74 7 FREHEZER L
FHA, EOIVTAT U P THY—NERL T e 7 7 AV EERTELD, 70774
IDERIIZETIEDV FHA, REEHREL I IA4 T NREEZANCTHZ EmTaE
ﬁ— P i@‘(ﬁig*%% j—]\ﬁé Al \—%uﬁ*ﬁ%%nuuﬁ‘é—éf’ \z, 7247 ]‘gi'ﬂ%ﬁ‘%‘g
<7,

ZOBEWNH DT, WY VT Y VNN T T A e fil o CE R E & RN T A
Bz lixTEERA, TANHE E%&%—AWT®HHm@mWT@S&%~x@
ssldump=L—7 4 V7 4 CTHERTE T, =—7 4 VT DML —RITIL, 7747 F&H—
AN O BEBENRSNET,

54T NERREREI Z{EA L - HTTPS%:25E T 5

FIE

Z%v71}stﬁ~ﬂﬁﬁi47ybﬂ%%ﬁﬁ%ﬁ% LET,
AT w9 TF2 Apache (v.2) Tlik, $—RE7 7 A MK EFRELET,

SSLVerifyClient require

F7o. HARD HTTPS A (23 ~—) OEE TRINTWD K D IZ, spacroot.cert H3A&HH
ENTWAHZ EEHERLET,

AT T3 HTTPS +— " ZHiLE L, B syslog b L—AZFER L £,

PN LRI D - NTRFRRIENFEIT SN D T2, b—GEREL 7 T4 7 MEED
HHBPRBREE ST, 7B 7 7 A AREEINET,

AT T4 ssldump 2 LC, HEiGHEE HTTPS — MW OHRMEG 2 X v 7 F ¥ LE 7,

7747 v MEAZEORGER Y — S TE L AMEESN T D5E, ssldump b L— A2,
a7y A NEEGEDREE LS NNy N ORNCGERESH IR I N TN D Z EBNREh
FT (BN =BT TAT o b~y WRIZTZ TAT 2 EHH—3)
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B /57 05y remma 5o YRICHTIPS S — i~ % BET

7 TAT v NRAEBE NG A A T4 T v bt #EE BT 5 MAC T KL A& RO
BREEOLN, oV a=r Y= IF a7 s AV EERTEET, =L, @FOT
TP E T FOMORIERT A AL DOEREZFLR L ET,

DIATURTa LRGSO T YRAICHTIPS Y —/\—%

RET D

ATy I
ATFw T2

ATvT3

ATy T4
ATy Th

ATvT6
ATy T17
ATvT8

ATvT9

HTTPS H— "7 54 7> FEHELZERT 2 LI REINTWE5EE, GEHEOHERICE -
THEM L TV A EEEEHEN L, ZIcEb) st EEm ettt L E9,

HTTPS — \1%, FEAZEE#Z, FREERO 4L LTI END CGL A7 V7 (F
Tixa s "M VSN CGl 7 r 7T L) CTRIHFRRIZLE T, Flazrnd HT, ZO#EE TlE
F =72V —=ADPerl A7 Y 7 NFEEEMH L. Apache (v.2) 2SHTTPS h— & LT &
NTWaHrHoE LET,

FIE

HTTPS — RZETLTWVWABKRA MIPerl A4 2 —L LET,
WD Perl Yy 7L 272 27U NEEKRLET,

#!/usr/bin/perl -wT

use strict;

print “Content-Type: text/plain\n\n”;
print “<flat-profile><GPP_D>";

print “OU=$ENV{‘SSL CLIENT I DN OU’},\n”;
print “L=$ENV{‘SSL_CLIENT I DN L’},\n”;
print “S=$ENV{‘SSL_CLIENT I DN_S’}\n”;
print “</GPP D></flat-profile>”;

ZDT77AN%E reflect.pl D7 7 A N4 THTTPS B — "D CGL A7 )V F +DF 4 L7 b
Uiz, EfTHERR (Linux TIZ chmod 755) TIREL £,

P—NEDCGIAZ VT DT 78 VT 4 (/egi-bin/...) ZHERLET,

WOFD XS, TA KT/, ATProfile Rule #EH L, V7L 7% 27 V7 K EHRHE
HET,

https://prov.server.com/cgi-bin/reflect.pl?

[T X TOEEDE(E (Submit All Changes) |27 U v 27 LET,

syslog b L' —A T, FEIMPEHALTNWDZ 2R L ET,

BAEEHO Web ~"—VIZT7 7B ALEY, EAlk VT A X =T 2 A ADT 7B R %S
LT 7EEw,

[BFE (Voice) |>[FOEY 3 =>4 (Provisioning) | 23R L 7,
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ATy 710

HTTPS ifBAZE

HTTPS 5=

HTTPS FEBIE .

GPP D/\T A—H|Z, A7 VT N THxx 7T ¥ INHERPEEN TV DIDMERLET,

T AN TAA ZAPREE NS O—EOFEAFEZRFFT 256, ZOFRICIT-ES . MAC 7
FLA, BEOVITAESNRGENES, 2=y b7 7 =20 =7 U U —220 XVl
fEINTZGA. ZOHRICITIASIFINNE ENET,

FIRED A7 ) 7 MZ L - T, HEBALTWE TS RZET A EREZHET L CThnD, @7
ENRT A —FEaFFOT A AR TEE T,

EBIHIT, T AL T E Y a =07 = S~D HTTPS V 7 = A MZES M0 E
WEERRTr e Y a = TR A R L E 9, b SREEE 7 T A T 2 MEEOR T,
BN DY — N BLOY — "0 EFHEE ORI S £,

Cisco ZSFEAT L= AEWIICAN A T, TEAGHEIE, MIBCHE S5 SSL AT 7 msd /—hb b
Y SR EE R ANET,

Eani% C HTTPS Z 3 2121, FEAIEEAEK (CSR) AL T, YA 3T 54
EWRHY £, Babix, o Va=r S =D A b=V OGEHEE AR L E
9, EEEEIL, Yo Ya=r 7 = "L OHTTPS Bt L L D L35 & &2, ZDFF
HEZZTANET,

HTTPSIX., 7 7A4 7 v bV —NBOBEEZRESLL T, OR Yy T —27 T8 Znb Ay
=V ONEERELET, 7 T7A4T7 2 MY —HOBEARLOR S HRUT, PR —HF
TSN TWET, JFRF—WE 5L TIL, 7747 M — 3, AF—F 721 3WE
F—DOR A LIC L > TIHREIN DR R T v RNV TH—DORMEX—Z2 G L £,

WEX =T bENZA v =, RUF—%2FH LAV EES{L T £H A, HTTPS
M. RISV EAL T LT Y A A&V HR—F L TWES, EBIHEICIE, 128¥ >y FDORC4IZ
INZ T, KERSILEERE (AES) & H L72i K256 £y b OXHRE 5L BEI N T
j—o

HTTPS Tlit, &7 N7 ¥ 7o a v TEITSNDG Y —NET T4 T FORBREL ML L T
WET, ZOHBEICEY, e Vam Y —NEK I TAT U MI, Ry NU—7 EDf
DTNA ALV ART =T 4 7 ENDZ EFHY AL, ZOHREX, VE—FZ2 RS
vhoTuveYa = S TIEINATT,

P—NE T TA T NORGEL, ABF —E ETRIAELE > T, A Y — £ IRE T — 0
WERALIC R Y BT SNET, AF—THELSNET 2 NI, BT 2R F—Thibh
FEFETEEEAL (FOHHLFELTY) , Eaild, A — LB —0R 5T
Rivest-Shamir-Adleman (RSA) 7 /b3 U A LZHHR— K LET,
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SSL H—/\SFERZE
BERE 7oy g = 7Y =Nt VAaREEEL LT aT Yy LAY (SSL)
P NFEEAENRITENE T, EBFETEITEIND 77 —L T =713, VA IDFEHAEOLA
INREEAE L LT LET, 7 I 47 MIHTTPS ZEH L TH— 2T 5L, 2
ITEL SN TWRNW— NEEAERIEL L £,

COFEIZLY, BIFA~ORIET 7 BAR, YubVam ISV —RERT—T 4 0T D
ﬁk#%ﬁ~tx7uA4& PRELET, ZOXDRRELITORWE WEFITEK
7o Ya =0 U CTHERBERZEEG L2, B0 VoIP ¥— B A & 42 alHet s &
0 E9, BRh7e— NGERAEICKHE T DS — 0N WA WEEIIEE L OW1E 2T
TEEHA,

Y —/\FERAZ DR

FIE

ATy T Y2 R— FOFERET v AHEEF BN GDOELEI WV, FEDY R — MEEFE RN
7RWEATE, ER % ciscosb-certadmin@cisco.com 56 TIZE(E L TL 72 &0y,

ATw 72 CSR GEHAEZEBAENR) CHEAINIMESX—24ERLET, ZOF—|IWEX—THDHT-
O, VA3 PR— MREET LIS ETH Y FHA, A—T2 Y —R lopenssl] Z#fEf LT,
F—ZAERLET, KICHERLET,

openssl genrsa -out <file.key> 1024

ATYv T3 MEEEGTEHRIT D7 4 — NV FREENTND CSRAZAR L ET, WICHlEZRLET,
openssl req -new -key <file.key> -out <file.csr>
w@’rﬁﬁ&ﬁi‘ﬂ\gf“@—o

AT 4 — v R B4 (CN) Z A LET, FQDN (GEREMI R AL U 4) &y
AT HRENH Y £9, EalklL, SSLERRENY Ry = A 72, =[5 LIcREENZ
Z"L’A_"?EﬂjLK'V//ﬂBU)’BO)'CKbé#TJEm Lij«o

« = DR A M4 : provserv.domain.com 72 ',
BFA—NT FUA MERGARICH AS ~— PR — bR =PI e N 5 E T A —
w?bvx%kﬁbiﬁo_m BT A=/ T FLAIE, CSRICERINET,

ATY T4 CSR (zip 7 7 A NERX) & AadHR— Y F 7213 ciscosb-certadmin@cisco.com 56 T
ERELTIEE D, AEAFEFI AL > TEASNET, Y A3E VAT LA A b=
N DFEHELEE LET,
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22472 MEBRE

AEAZE DIEE

TEAGI KT D BHEIRICIN 2 . BEF I IAEVERIAE D Web 7 7 W £ 7213051l HTTPS 27 7 A
TR T REYa S B NIIT VB RAERA, TaeVa S N ERES
ﬂ774W%ﬁﬁ¢6 ERHVET, ZOFMOKEEZPST2HIZiL, BHx D= FFRA v

BT BRBIEHRAE STe, AANBL LI —BEDOY 74T v MEHELZ B CTHIEEL
ifo7A42®7747/1&%i%mﬁféémﬁ%w~hﬁﬁii KV —E R TN
AZZEZBNET, ZORIANRIZEY, FToePam IS —NEHRET DT 7 A LOR
EEREZHELTEET,

P NGEHELE 7 T4 7 v MNEAEEZAGDED L, VE—NOESKETOToE Y 3 =
YT Y= NEOEF 2 TEENHERINET, ROMIZ, A2 7747 IrEYSE
= 7= BERICBT D, FEHE AF—EREXF—DORT | BIOELL— N
ROBFREBLEEZ TR L TVET,

XD EP3E, Hrxoraeya=r 7 B— FEREOBAIFEHINS T rEYa =T
ﬁ—n» MNERFERAZRLTWET, 4 T5L0— MEHER 77— =T ICa (L&
EBIFHIIRBE N e Y a o S = RERITX FE T,
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HAREZ LFEERDERTE

T /&/Vuﬁtﬁi i Z‘ b4 ]\ J— 7J:0)Z\ D4 }‘ J— 77‘/\/1)1 &:‘L‘—‘ﬁ_%uunﬂ:‘j—éﬁ_ lﬂﬁﬁﬁ’(
XFJ, F, Xy NU—2 J—FRREODOIPSect v rarDxradym— MIHFEHTEET,

P R8T ERADOFEE LA LT, WEL LD & LTWB 208 kD ) — Ra i
UCRAEL £ T, 4/ — FOVABIGE L BB A (RIF L & T, ABF—CTF — 2 &ML L &
T MEX—TT7— 2% LET, Thod/ — RIEFE BT b ELRG L TV D
e, OO TEHRTEET,

TNA AE, Y= R =T 4 FFER (CA)
IPSec E‘f)L%mh‘uJ‘EVC g ij—

WX TRt SN DT VX NFEHFEEZEH L T
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Jnsrqnez [

BT, 77— U 2 TIHASAENTERICE— REND, RO—HEHD /L — FEIERZ Y
AR—FLTWET,

» Cisco Small Business CA flEH] &
* CyberTrust CA FER#

s Verisign CA FIEPHZ

* Sipura /L — k CA FEB]#E

s Linksys /L — k CA FEBIE

1R BHIIC
BEEETDO Web XR—VNWZT 7 BALET, Bk Ve T AV H—T 2 A ANDT 7B A %S
L TLIEEN,

FIE

ATy 1 [1ER (Info) |>[RT—H R (Status) | ZFRL F5,
RATY T2 [ AX ACAEH (Custom CAlInfo) | ETAZr—L L, ROTZ 4 — )V RESRLET,

[HAZLCAT BB Y 3 =7 A7 —4& A (Custom CA Provisioning Status) ]: 72 &Y 3
SV T DAT—H AERLET,

O aEY a =7 mm/ddlyyyy HH:MM:SS (Zf%Zh L 7=

O aEY a =7 mm/ddlyyyy HH:MM:SS (2R L 7=

o [ A Z LCATEH (Custom CA Info) ]: HAZ L CA T AERERLET,

o[ A b=/ (Installed) ]: [CNAE] AFERSNET, ZIT. [CNE]) 1T
AN DFERAFEDIL 7 4 —/0 RD CN /RF X —Z DIETT,

o [RA A F—/L (Notlnstalled) ]: #AZ LD CAFEHENA A b—L STV
WEBICRRENET,

JOJr7A4IILEE

ORI varTiEH, Furan—RoORFE L TRET T 7 7 A VORERICOW T L £
T, HEEZ RIS D720, v—H/LPC B O TFTP Z HRMTIELE LTHEM L £9775,
HTTP £ 721X HTTPS HfEH T £,
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B wir-s3r—72 J0o7 10058

gzip (CKBA—T2 TOT 7/ IILDEHE

777 A NTTRTONT A= BEFNHEE SN T DA, XMLEXORET =7 7
ANDRIEFEICREL RDIEANRHVET, eV a = VT —R0AaMERbT-0IC, &
AEHIE. gzipt—7 4 U7« (RFC1951) Y AR— 3457 7 L — MNEMIEXZMHEH L TXML
77 A NVDEME AR — N LET,

GE)

ATy I
ATy T2

ATv73
ATvT4

ATy TH
ATvT6

EHEB L OB L SN XML 7’0 7 7 A V& EFE TR CTE 5 X o2, BELORIZENE
ZFEITTHVENH Y £,

HNAZZARSINIENy V2 R7abeya=r I ="V a—a JHET D701,
F—=T v V=R b [FHETA T T VAT RTaY gzipa—T 4 VT 4 OOV IZHEHAL
T, a7 7 AVDIERiEFETCEET, 2L, BFBIIAd e gip~y ¥ —EETe 7 7
A NDLEETT,

FIE

02—V PCIZ gzip A A h—/L LT,

av U R T4 gzip ZMFOH LT, basic.txt sx E/ B 7 7 A/ (TFTP F[FEH (3 ~<—
V) 2BW) ZEMLET,

gzip basic.txt

zhicky, S7r—1 INT=7 74 )V pasic.txt.gz DER I E T,

TETP H— OV — bk T 4 L7 F Vil pasic.txt.gz 7 7 A VERTFLET,

WOFNZRT LI, T A K T34 AT Profile Rule #ZH LT, 72D XML 7 7 A L OfH
DT 7L —RENTT7 7 ANV EFREYLET,

tftp://192.168.1.200/basic.txt.gz

[T X TOEEDE(E (Submit All Changes) |27 U v 7 LET,
EAE D syslog b L— A &R L £7,

RS & X, BT LW T 7 AL a2 70— LTI A—ZOEFIHEHALE
7,

OpenSSLIZ k370774 ILDESIE

JEME I IIEMRR SN T 0 7 7 A VR AL T2 2 ENTEET (ZEL, 77 A Vi
TALT DRNCEMET D2 LERH Y £F) , Ko i, EEEL 7oy a =v 27— oD@
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ATvT1

ATy T2

ATvT3
ATy T4

ATy TH
ATvT6

K—r1vaviesntgarr ok

fEIZ TFTP 721X HTTP 23 2568702 L, 70 7 7 A MEROEEENFCEE R GAI
IS HE T,

EEEKIT, 256 B FOAEST VI U XAEMHH L TRHHFFT—DREba AR — N LET, =
DR FAbIX, A—7> Y —AD OpenSSL /X r— T i L CFEITTE £,

FIE

7 —77/L PCIZ OpenSSL &4 ' A b—/L LET, ZZ T, AES ZA T 5729DIZ OpenSSL
TV = a r OFa R, VR RERGAEND Y £,

pasic.txt XE 7 7 A /v (TFTP #HEH G X—) &) 2L T, Bebahi=-7 7
ANEROa~ RTERLET,

>openssl enc -aes-256-cbc -k MyOwnSecret —-in basic.txt -out basic.cfg

XML 71 7 7 A JVITHEHE & B BALD W G N FIRER T2, gzip ICKL A A —T' > a7 7 A /LD
JEfE (32 X—) TYERR L7 JEME # basic.txt.gz 7 7 A VA TE £,
BBt Xz basic.cfg 7 7 A V% TFTP B —"OEAEL—F T4 L7 N VITRIFELET,

T A K T34 AT Profile Rule #E#H LT, 7t XML 7 7 A VOV IZHEB{L S =7 7
ANEFRBLET, B bx—IZ, RO URL A7 v 3 > CEAMBICHEER SN ET,

[--key MyOwnSecret ] tftp://192.168.1.200/basic.cfg

[TRTOEHLDE(E (Submit All Changes) | %7 U v 27 LET,
EREEN D syslog b L—RAEfER L £,

BT &, EBRERIITH LW 7 AV E2H T m— LTI A—Z OB L E
hd‘O

N—Ta4aikEcnf=707 714 IILDER

&

BT, BRI L IEEOER OT e 7 A VR E e — RENET, ZTOHEICK
D, AR —NCET A I EIERFEHO T e 7 s A NEREEHRL, T AU MNEADE E
TR DIBOFRENRT A =L AT T ATEET,

FIE

DIRTOE L3RR DB %2 /T A—FZHRETHH LWXML 7' 2 7 7 A )b basic2. txt Z1E
LET, =& 201E, basic.txt 727 7 A /WK EZBIMLET,
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B =075 80— ~vr—onE

ATy T2
ATvT3

ATv74

ATy TH

<GPP_B>ABCD</GPP_B>

TFTP — RO/ — b 54 L2 F Uil basic2.txt 707 7 A VERELET,

PR OEE CHER L=y 7Ta 7 7 A L A— T T + AT LETRH, HILWT 7 AL %
BT 2&BOTa 7 7 A L—/L (Profile Rule B) #&ELE7,

<Profile Rule B>tftp://192.168.1.200/basic2.txt
</Profile Rule B>

[TRTOEHLDE(E (Submit All Changes) | %727 U v 27 LET,

Bald, HRBRIEORFIC/AR 7N, 1 FRE2FBOT 07 7 A VOMGIT, TONEFF
THFMLET,

syslog h L —2AZER LT, PRI EMELMR L ET,

BEBD T STA N — ANV ST —DETE

ATy I

SIPA =Y Da—PFIFTA N =~y F—ZLY, FEHINERY NU—IhbDa—H
TIGA N —D=— ARBEINET,

22— FITANR— Ny F—0OfEIX. config.xml 77 A/ TXML ¥ 7 &4 LT, [FEI#R
DONE R T LI ETEET,

TIANRY— Ny B —DF T g BRITRLET,
« [#&%h(Disabled)] (77 4/ k)

enone : —WiX, TTANRNT—P—EZXNZDSIP A v —IZ T T A R —HERE A T
LWk HIcER LET,

s header : = —WITFHHIER L HIBR CTE oWV X —52RBIT DI T TA N —HP—E 2%
‘/[Z‘%:k sz—g«o

e session : —WL, FTIANR—P—ERARZDE Y g NIEAMEEAREMET S L) ICHE
KLUET,

suser : Z—H|F, NFICL S TORTFTA N — L_LEHER LU FET,
cid : =YX IP 7 RLRAETITHFRA A EHOLMNILRWID 2D VIZHEHAT 2 L 51T

VAT MZERLET,
FIE

TXAN T 4 X ETNL XML =7 # TREHEOD config.xml 77 A VERELE T,
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AT v 72 <Privacy Header N_ ua="na">Value</Privacy Header N > ¥ 7 (N [Z[HI#D#
Fm (1~10) ) AL, ROWTNNOEZHEMLET,
* 77 #/V MH : Disabled
7L
cAYE—
ctvay
. l—"js
*id
ATv73 (EE) RULZ 7R+ 2BMON#HE, LELNBESEZHENL TTrEeYa =27 LE
—éqo
ATy T4 BEENEY config.xml 7 7 A MIEFELET,
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