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AT w73 |AnyConnect 1D ASA FifESfFE~D %t (55— | AnyConnect ® ASA R4 %17 L £9, ASA
) VPN 2 ET DI, ZOT7 7 v a v aETLE
R
ATv T4 |IPEE TOVPN Y 74T D ASA DFRE  |IPEFE CTVPNIZ ZA4 T FOASAZHELET,
(52—) ASA VPN ZRET HIZIE, DT 7 ¥ a &7
L¥ET,
RATYT5 |VPNF— b oA TEIZVPNa Yy hb—F % | 2—PR Y F— NEED T 7 — L7 = 7 R EHH
HELET, BT T L— R 5 EEITRBIENRL 2D D%
W H720, VPNt hL—F IRy hU—
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BF oy NV —7 WCARARER Y&, UR TFTP H—
NELIFr =R =2 VPNa &2 FL—FD
BIZE Yy b T v 745286 TEET,
AFYT6 |VPNa v b L—2OEHEDOT v 7o —FK  |VPNarvty hL—ZOiEHEEZT v 77— R L
(7 3—) 7.
ATYTT |VPNT— U= Af ORE 8 2—) VPN — U = A R ELET,
ATV T8 |VPN 7 —TDFE (92—) VPN 7 )V—T7 % Bl LIz #%, BE L7 VPN 7' — |
Uz DWTINEZD T N—TITBINTEET,
ATYT9 | ROVTDOBRIEEITOET, VPN 70 7 7 A N BET 2 BN DD DL,
) ) NS > — iEl/_\ i s
CVPN 707 7 A LOBEE (10 ~<—3) ﬁ®wmﬂﬂf7%ﬁﬁbfwéﬁnfﬁfﬁo
s VPN RS0 $5 A — 5 DEFE (12 D) [VPN Profle] 7 .+ —/V Ri%. [VPN Feature
e e Configuration] 7 4 —/L R X U B SNET,
ATy | HHEOEGET 77 7 A /L~ VPN OFEMOBN | IE@OEZE T 7 7 7 A /WIZ VPN ZL—7 B I
(14 ~2—3) VPN 7’0 7 7 A VB L ET,
AT w711 |CiscoUnifiedIP Phone ® 7 7 — A7 = 7 % VPN % | To run the Cisco VPN client, a supported Cisco Unified
PE—-FLTNBE A= g 0T v 7~ L— KL |IP Phone must be running firmware release 9.0 (2) or
E higher. 7 7 — AT =7 D7 v 77 L — FOFEMIC
DUWTIE, I @ Cisco Unified IP Phone € 7 /L
Unified Communications Manager {Z B3~ % Cisco
UnifiedIP&EFE 7 RI=A Fb—v g 0iA F&%
LT ZEN,
AT 712 | PR = EZH TS Cisco Unified IP Phone % fif fi] L | Cisco Unified IP Phone % VPN (2 L £ 9,

T. VPN ¥tz et LE 7,

Cisco 10S DRAMHREHNDTET

WOFINEZF LT, Cisco 10S DRSS EZ5=T LET,
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IP B5E &4 K — h T 570 Ciscol0S SSLVPN 03tz ]

ATYF1 CiscolOS V7 by =7 3= 3 151Q)T LigE A VA F—L LET,
HBEYE v R/Z A & A : Universal (Data & Security & UC) for 10S ISR-G2 5 L TN ISR-G3
BéREE » N/Z A & A : Advanced Security for IOS ISR

ATFw T2 SSLVPN SA L 25T 75 4 _— K LFT,

PES %_'*41'7!'3— k9 %7-8® Cisco 10S SSLVPN D% E

P EeE & VAR — F 357280 Cisco I0S SSL VPN 2 EITT 212E, ROFIAEMEH L E7,

ATvT1 CiscolOS 1 —H /L TREL £,
Q) Xy "= A X —T oA AEHFHELET,
1

router (config)# interface GigabitEthernet0/0

router (config-if) # description "outside interface"
router (config-if)# ip address 10.1.1.1 255.255.255.0
router (config-if) # duplex auto

router (config-if) # speed auto

router (config-if) # no shutdown

router#show ip interface brief (shows interfaces summary)

b) KOa~vr REHLTAYT 4 v 7 —b T 75NV b— b EHELET,
router(config)# ip route <dest_ip> < mask> < gateway_ip>
fi

router (config)# ip route 10.10.10.0 255.255.255.0 192.168.1.1

AT 72 CAPF iEHIEZ ERds JU%ER LT LSC DA -7 IP &Eaf &#7iE L £,
AT w73 75 Unified Communications Managercapf fEBE % A R — ~ L £ 9,
a) [Cisco Unified OS Administration] 705, [£F 2 1) T« (Security) > [FEBAZDEIE (Certificate
Management) ] Z %R L £,

GE) Z OHTIE Unified Communications Manager D /3N—3 5 U ZHED & £97,

b) Cisco Manufacturing CA 33 X INCAPFiEHAEA ROJE T, pem 77 A LB XU u— KL, &xt7 7
ANELTHRIFLET,
¢) CiscolOS Y7 hT =7 RIZ M T A MRA L MEERCL £,

hostname (config) # crypto pki trustpoint trustpoint name
hostname (config-ca-trustpoint) # enrollment terminal
hostname (config) # crypto pki authenticate trustpoint

Base 64 THf b SN7Z CAGEIEZ RO LN-HEE. ¥V ra— KLz pem 7 7 A VDT XA h &
BEGINTTHB L OENDA T & L biZa e — L, A0 fHTEF, MOFEHFEICOWT, ZOFIEEZEED KL
\iﬁqo
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d) &K Cisco I0S H &4 FEAE % 425k L T Unified Communications Manager (2863 52>, 72132 CA
MHA VR — M UICFEECEES L £,

c HEBAREAEZ AR L £7,

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint)# enrollment selfsigned

Router (ca-trustpoint) # rsakeypair <name> 2048 2048

Router (ca-trustpoint) #authorization username subjectname commonname
Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint) # end

Unified Communications Manager © VPN 7’127 7 A L TCHRA N ID F= v 7 (LT, HCE
AREEE AR L E T,

il

Router> enable

Router# configure terminal

Router (config) # crypto key generate rsa general-keys label <name>
<exportable -optional>Router (config)# crypto pki trustpoint <name>
Router (ca-trustpoint)# enrollment selfsigned

Router (config-ca-trustpoint)# f£gdn <full domain

name>Router (config-ca-trustpoint)# subject-name CN=<full domain
name>, CN=<IP>Router (ca-trustpoint) #authorization username
subjectname commonname

Router (ca-trustpoint) # crypto pki enroll <name>

Router (ca-trustpoint) # end

AR S 72 REB # % Unified Communications Manager (2 8% L £77,
B

Router (config) # crypto pki export <name> pem terminal

WMANLT XA N ab— LT, pem 77 A/ e LTERAF L, 2% CiscoUnified OS D& HE % i
M LT, Unified Communications Manager(Z7 » 7' 12— KL £ 7,

AT 74 AnyConnect % CiscoIOS |21 > A h—/L LET,
AnyConnect /N 77— % cisco.com /OB X U a— KL, 77 vy allf A M=V LET,
B

router (config) #webvpn install svc
flash:/webvpn/anyconnect-win-2.3.2016-k9.pkg

ATv 5 VPNHREZRTE L £,

GE) BaE CREAE & AT — RIBFEOM F 2T 254513, EEOMACT RV AEfFEH L Tx—
PEERLET, 2—PFLAORETIE, KXFE/NCTFRRBIESET, #i:

username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9 encrypted
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AnyConnect FA ASA BTIREHAD RIS .

AnyConnect FA ASA BRI~ D X i

AnyConnect DHHEFRFEEZTE T3 5121, WROFIREZHEHL 7,

ATYT1 ASA Y7 ho=T (N—T 3804 L) BIOAEHEMEDSHH ASDM A A b= LET,
ATv T2 HENEDSH S AnyConnect /X 77— % A VA —/L LET,
ARTYTI T4 AET 7T 4= LET,
a) ROa~wry REFATLT, BEOTA B 2AOBEEZMER L T 7ZE0,
show activation-key detail
b) WEALAE, BMOSSLVPN £y v a U THLWT A B A% MfF L, Linksys i 2 AN L E
T
RATY T8 TT74N NUAO URL ZFFD b b JV—TPREEINTND Z &R LET,

tunnel-group phonevpn type remote-access
tunnel-group phonevpn general-attribute
address-pool vpnpool
tunnel-group phonevpn webvpn-attributes
group-url https://172.18.254.172/phonevpn enable

T 74V MPANO URL 2R ETHEEE, ROZEEZEBEFEL TSN,

*ASADIP 7 FLAIZARTZ Y »Z7 DNS T MU BEENTWBHAE, TNEREEM NAAL 4
(FQDN) |[ZEEHXHZ ENTEET,

* You can only use a single URL (FQDN or IP address) on the VPN gateway in Unified Communications Manager.

AEME ON £72139 7 Y = 7 MUTA DR E 2 51%, Z//V—7 URL ® FQDN £7-(X 1P 7 KL 2 %
—HEHET,

« ASAFEFED CNR°SAN S FQDN X IP 7 R L A & —# L7254 1%, Unified Communications Manager
DRANID F =y 7Ry 7 Aed7IZLET,

IPEE TOVPN Y SA4 7> FE®D ASA DERTE
VPN 27 F 47 FHD ASA % IP EBFE CHRET HIZiE. WOTFEEMFEHL EI,

N

() ASAGEHEZEXHLX 5 L. Unified Communications Manager |3 T& 72 < 720 £9,

AT 1 a—HLVEE
Q) Ry hI—T A =T 2 AR ELET,
1)
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ATy T2

b)

ciscoasa (config)# interface Ethernet0/0
ciscoasa(config-if) # nameif outside

ciscoasa(config-if)# ip address 10.89.79.135 255.255.255.0
ciscoasa(config-if)# duplex auto

ciscoasa(config-if)# speed auto

ciscoasa(config-if) # no shutdown

ciscoasa#show interface ip brief (shows interfaces summary)

ALT AT =T T4V b — R ERELET,

ciscoasa(config)# route <interface name> <ip address> <netmask> <gateway ip>
B

ciscoasa(config) # route outside 0.0.0.0 0.0.0.0 10.89.79.129

DNS Z @t LE T,

B

ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns server-group DefaultDNS
ciscoasa (config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6

Unified Communications Manager & ASA (2B 72 REHE 2 A pk L TR L £ 97,
B IR OFEE % Unified Communications Manager-{ > 48—k LE£797,

« CallManager : TLS /> K3/ = A 7 KD Cisco UCM OFBGE (BHE— KDV 7 AZ TOHNE) |
« Cisco Manufacturing CA : #5&E0TA VA b —)L SN 5FEHE (MIC) %44 L7z IP B OFRGE,
« CAPF : LSC ZA# /il L 7= IP #E&f OBk,

Z 115 Unified Communications ManagerDFEHEZ A AR — b3 5121E, RO TFNEEZFEITL T,

a)

b)

<)

d)

[Cisco Unified OS Administration] 7*5 ., [£F 2 ') T« (Security) ] > [REBAZEDERE (Certificate
Management) | Z#IR L 7,

FEAAE Cisco Manufacturing CA & CAPF # A2 E9, .pem 77 A LEX v — KL, .txt 77
ANELTHRIFLET,

ASA THTARKRA L FEAFKLET,

11

ciscoasa(config) # crypto ca trustpoint trustpoint name
ciscoasa(ca-trustpoint)# enrollment terminal
ciscoasa (config) # crypto ca authenticate trustpoint_name

Base 64 T a— REN/Z CAFEFAERZ RO ONZGEAIF, ¥V — L7z .pem 7 7 A VANDT
X2 & BEGINTTBLOWENDFTE Ebicat — LT, Bi0fHiFEd, ZoOFIELMOAEHEIZ SN
THVIRLET,

WD ASA H B4 AEHE A 42K L C Unified Communications Manager (2883 572>, 721X CAD LA
YAR— M LTREHETEES ML T,

s BOEBAEREZAR L ET,
il
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ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config) # crypto ca trustpoint <name>

ciscoasa (ca-trustpoint)# enrollment self

ciscoasa(config)# crypto ca enroll <name>

(
(
ciscoasa (ca-trustpoint) # keypair <name>
(
(

ciscoasa (config) # end

Unified Communications Manager ® VPN 7’2 7 7 A L CHRA M ID Fx= v 7 ZHEIL T, HCE

ZFEFREEZ AR LET,
il

ciscoasa> enable

ciscoasa# configure terminal

ciscoasa(config)# crypto key generate rsa general-keys label <name>
ciscoasa(config)# crypto ca trustpoint <name>

ciscoasa (ca-trustpoint)# enrollment self

ciscoasa(config-ca-trustpoint) # subject-name CN=<full domain name>,CN=<IP>
ciscoasa(config)# crypto ca enroll <name>

(
(
ciscoasa (ca-trustpoint)# fgdn <full domain name>
(
(
(

ciscoasa(config)# end

Ak S U7z A # % Unified Communications Manager (2 %¢8% L 77,

1l -

ciscoasa(config) # crypto ca export <name> identity-certificate

ARG T XA NEab— LT, pem 7 7 A /L& LTHRA L. Unified Communications Manager (Z

>

v7a—RLET,

ATw T3 VPNHBREZHRELET, UTICRTH 7L ASA REOWELZ, REDOHTA RELTHATE £,

GE)

VPN t>

ARG TR & XA Y — FRGEO W G 2 25 61E, BEEOMACT L A2 L Tr—
PEERLET, 2—FLORE T, RKXFL/FERKplsnEd, 4 :

ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB password klkLGQIoxyCO4ti9 encrypted
ciscoasa(config) # username CP-7975G-SEP001AE2BC16CB attributes

ciscoasa (config-username) # vpn-group-policy GroupPhoneWebvpn

ciscoasa (config-username) #service-type remote-access

ASAGEEAE DERE

ASAGERIEOREIC BT B REMIE,  TASA EOFEWI #5387 % 671 L 72 AnyConnect VPN
THOBE) #BBLTES,

NL—52DFAED T vy 00—k

VPN #EE& AR — b2 L9128y N7 v 7922, ASA CREBAEA AR LT, £k
NTFFAELZ PC E/213 TV — 7 AT — g ¥ e — RLThb, ZOETHAISALTY
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5 FNEIZAE > T, Unified Communications Manager 27 v 7’m— R L %79, Unified Communications
Manager [X7E 3 % Phone-VPN-trust U A MIfRTEL 97,

ASA [ESSL N> Ry A 7 RRZ Z OFERAE % 24158 L. Cisco Unified IP Phone 13, Z OFEE%
EEEE VPN HOEHEY A MIEMHINTWAE & i L ET,

0 — B /L CEE ARG E (LSC) 28 Cisco Unified IP Phone (24 > A k=L INTWHHFE, T
7 4V R TIXZE D LSC NkfE S x 1,

TR A LUV DOFEIEFRGEEH T 51215, ASA IZ/V— b MIC £ 721X CAPF GFBiE A A
A h—)L L. Cisco Unified IP Phone 2MEfEIN D L oI LF T,

Unified Communications Manager |ZFE % 7~ 7' — R4 %(21%, Cisco Unified OS Administration
ML ET,

AT 71 [Cisco Unified OSOEH (Cisco Unified OS Administration) ] 75, LAFZ®RLE9, [EF2 )T+«
(Security) 1> [(EBAEDEE (Certificate Management) ]

ATy 72 (IAED7yFO—K]227 V) v 7 LET,

AT 73 [FEAEDBR (Certificate Purpose) | K12 > 7 # 71 A NG, [Phone-VPN-trust] Z %R L £,
ARTY T4 [7F7TX Browse) |27 Vv 7 LT, Tov7ue—KRT57 74 VEERRLET,

AT TS [Z7A4 VDT v 77— (UploadFile) 127V v 7 LET,

ARTYT6 To7u—RTL00O7 7 A NVEERT 50, [FALD (Close) 127 U v 27 LET,

PRI OWTIR,  TFEHAEOER] © BAESR LTI,

VPN 55— kO A4 DEERTE

VPN — Uz TLICVPNa LB FL—2ZRREENTWDZ & 2R LET, VPN =
VBV ML —FOREHR, VPNa LBy L —FOFFHELZT v Fa— R LET, FHEHIZON
Tix. [VPNarv B bL—HDFHEOT v 7 ur—FK (1=) | ZBRLTLEE
W,

VPN 7 — b = A ZFHET DI, ZOFIEEFEHLET,

AT 71 [CiscoUnified CM & FE (Cisco Unified CM Administration) 175, LA FZER L £9, [HEiEHERE (Advanced
Features) ]1>[VPN]>[VPN % — k> x4 (VPN Gateway) | Zi#RL 7,

ATV T2 WONTUNLDOEIEEZITVET,
a) [FREM (AddNew) |27 U w27 LT, HriLWIm 77 AV ERELET,
b) ZE—FTDHVPNF— LT =A DORIZHD [AE— (Copy) 127 U7 LET,
c) 17 VPN 7 —h U oA 2RO T, REEXEEL, BEFOT R 7 7 AV ETH L ET,

AT 73 [VPN Gateway Configuration] 7 4 > K7 C7 4 —/L R&ZFHE L £, dbic>WTlE, VPN 747
FHVPN 7= 7 =2A D7 4= F (9=2) | 2ZRL TSN,
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ATy T4 &7 (Save) 1227V w7 LET,

wNoS47 bRV —tozs07—LF [

VNI SA72RAVWPNST— b+ ADT4—IL K

VPN AT DO VPN F— b U= A 7 4 =)L KIZOWTOFHHE LET,

KR1:VWNYSATULRAWNT— L9 ADT4—ILF

TJ4—ILF

FiEA

[VPN 7 — h U = A 4
(VPN Gateway
Name) |

VPN 7 — F 7 = A D4 HTEZ AT UET,

[VPN 7 — T = A D
B (VPN Gateway
Description) ]

VPN 7 — s = A OFAEZ AT LET,

[VPN 7 — T = A D
URL (VPN Gateway
URL) ]

P "D 2 A DAL VPN FL—ZDURLE A LET,

GE) JN—FURL CTVPN 2t FL—ZEFZEL, 2O
URLZ7— b U= DURLE L HEHATINENHD £
_dAO

BEICOWTOFERIZ, UTFTOLIR VPN FL—FD R¥Fa
AU REZRLTLLEEN,

+ ['SSL VPN Client (SVC) on ASA with ASDM Configuration Example]

[VPN Certificates in this
Gateway]

FREIF—L TRAIF—ZFHL T, F—FU = A IZGEAELZED Y
TET, F— bV = AICREAEEZE D B ThRneE, VPN AT
MIzZoartvry L —Z~OFEFIZEKRLE7,

G¥) VPN 7 — b7 = A TR 10 DFEEZEID K THZ &
NTEXET, 7= by &L 1 DOFEHE
ZEID Y THLENRDY £9, B VPNEE2 —/LIZH
AT SN TRERES TS, BEARTREZR VPN GEED Y
A NMIERRENET,

VPN ¥ )L— T DRE

VPN J NV —7" %% ET 5%, ZOFEEZEHALET,

AT 71 [CiscoUnified CM & B (Cisco Unified CM Administration) |75

LI 28R L £9, [#hsk#AE (Advanced

Features) ]>[VPN]>[VPN %' JL—7Z (VPN Group) ] Z## L £,
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ATV T2 RONTNDPOBIEEITNET,
a) [FFREM (AddNew) |27 Vw7 LT, HiLWwyue 77 A LVERELET,
b) BEFDO VPNV V—T % a3 —325 VPN 7 L—7ORICH S [T E— (copy)| 227 U v 7 LET,
c) WHIZR VPN 7' — U= A Z WO T, REXEEL, BEfFfOo7 v 7 7 A VEFHFLET,

AT 73 [VPN Group Configuration] 7 > RUVNDEKT 4 — /L REZRELET, 74 —/L ROFBOFEMIZ DUV T
X, [VPNZ AT FHVPN A== D7 4= K (93—2) | 2BRLTIIEEN,

ATy T4 [fRF (Save) 1227V w7 LET,

VPN SA 7 RBVPN S I)L—TDIT4—JL K
ZOFRTIXZ, VPN IAT L RO VPN Z)—77 4 —)L RIZOWTEH L TuWET,

R2Z:VWPNYSATURRVWNITIL—TDT4—ILE

J4—ILFK EE

[VPN 7 /L—T7"4, VPN 7 —T7 D4 i AT LET,
(VPN Group Name) ]

[VPN 7' L—7 D | VPN 7L —7 O 2 A L £,
(VPN Group
Description) ]

[EHFIREZR T _TD | A7 m—/L LT, HARER TN TD VPN 7 — h U = A 8 L ¥
VPN 77— 7 = A K

(All Available VPN
Gateways) |

[Z2D VPN 7 V—7W| ERAIF—& TR —Z2H LT, EHAEER VPN — D = A
TN X 72 VPN % Z D VPN 7L —7FONINBE L F9,

7= b= VPN 7 747> M CHEHERTT—RRAEL, HED VPN 7 — b=

(Selected VPN AT X VAT, U R FORD VPN 7 — k7 = A ~OBH)
Gateways in this VPN T

Group) ]

GE) 12D VPN V7 N—FITEHERKIDODVPN T — T = A B
MTExF9d, 7. VPN VA —FHOIAEDA L
10 L TFICTH0ERHD £97,

VPN 7B 774 JLDETF

VPN 70 7 7 A VERETHIZIE, ZOFEEFEHLFET,
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ATv T

ATy T2

ATvT3

ATy T4

[Cisco Unified CM 521 (Cisco Unified CM Administration) ]7>5

WN5S547 o rAVWNTR77 4007 —LE [

LIF 2@ L £7, [fhsRkHERE (Advanced

Features) ] >[VPN]>[VPN 7B 774 J)L (VPN Profile) ] ZIR L £,
ROWTNDOBIEZITVET,

a)

[F3EM (AddNew) 1227V v 7 LT, HrLWT o7y A LE#ELET,

b) MFO7 a7 7 AN Eabt—35 VPN 7B 7 7 A LORIZH S [AE— (copy)| 27 Vw7 LET,

c)

BEfEOTa 7 7 A VR EHT 51T,
(Find) 1%2 Vv 27 LT

%Y % 7 4 /L4 % [Find VPN Profile Where] THR7E L. [#i57

REELELET,

[VPN Profile Configuration] 7 > KU TE 7 4 — /L REHELET, 74—/ ROFBOFEHIZ OV TR,

[VPN 27 SA 7> FNHVPN 70277 A4 LDT7 40—/ K (11 =X—)

[PRAF (Save) 1227 YU v 7 LET,

1 ZZRLTIZEN,

VPN SAF72RBRVPN O 274D T4 —J)L K

TDOFETIE. VPN 77 7 A LT 4 —/L ROZEMZOWTHH L 9,

RIVWPNTOT 7AW T 4 —IL KDEM

J4—ILF

E&

[4 7] (Name) ]

VPN 707 7 A VD& HIZ AT LET,

[FiF  (Description) ]

VPN a7 7 A L OFAEZ AL LFET,

EE SN A A
HOEZNE (Enable
Auto Network Detect) ]

IDOF 2w IRy I AL NITHE, REXRY FT—T DIMNINWD
ZEPHHEENTZHAICRY . VPN 7 IA4 7> FAEIEL £,

FT7FINRT, TAE—=TNIR->TNET,

R KfEEL=>
(MTU) ]

BEREEL=y b MTU) OV A X&4 METANLET,
F 7 # )L ME : 1290 231 |k

[#Efe(C R (Fail to
Connect) ]

DT 44—V R, VAT AN VPN F L EER LTV AR,
07 A BREE TR EN R T T A O R T SR A RE L £
R

T7FNN 300

[RA FDF =7 &
Bzt (Enable Host ID
Check) ]

IDF 2y IRy 7 AEFNCTDHEE, 7 — MU = A GEHE
subjectAltName F 721X CN |X, VPN 7 T A 7 > b OO URL &
—HTHNERD Y ET,

FI AN A
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J4—ILF E&

[ 547> NBalEh | KRy FH oL YR MG, 7547 FOREHRA RN L ET,
2 (Client (2B ETSAT— } (User and Password) |

Method) ] « XA T — RDIr

« [(EFA#E (LSC £721X MIC) (Certificate (LSC or MIC)) ]

[NAT—=FROKFUL | ZOF = 7 Ry 7 RAeHF T8, nrA4ORK, 2—FIck
ZHINZT % (Enable | DFEONAT—RO7 V7 @EigD Uty b, £ITERIEIND
Password Persistence) || £ T, 2 —H DA T — RIXBEFHIRESNET,

VPN #EED /NS A —F DEHRTF

AT 71 [CiscoUnified CM & FE (Cisco Unified CM Administration) 175, LA F 2R L %9, [HEiRHERE (Advanced
Features) ]>[VPN]>[VPN #gE&%E (VPN Feature Configuration) ],

AT 72 [VPN Feature Configuration] 7 4 > RUD 7 4 —/L REZRE L ET, FEMICOWNTIE, VPN HEREDZ
A= (12_=2) ] ZBRLTIIZSN,

ATY T3 [fR7FE (Save) |27 U w27 LET,
WOVEEEITNET,

« Cisco Unified IPEFE D7 77— LV =7 %, VPNEZHYR—FLTWNWH =T a N IT v 77 Lb—FRLZE
T 77y —bU=TOT v 7T L— RIFEOFEMICOWTIE, A O Cisco Unified IP Phone &7 /1
?Cisco Unified IPEFE 7 FI=A hb—va» A FESRLTI S0,

o PR — h &N T2 Cisco Unified IP Phone Z ] L C, VPN #& 2 et L ¥ 9,

VPN #8ED /NS A —4A
VPN BERE/ R T A — X O ERITRLET,

R 4:UPNEERED/NS A —4

T4—ILF T4

[HEfR > FU—28 |[[IEV (True) 1OHE, BERY N =T DOINIWD Z LRI S
HoOF#ME (Enable |7235AIZRY ., VPN 7 54 7> MREIWEL £,

Auto Network Detect) ] 2 4L b - False
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ven a0 $5 5 —4 [

J4—ILF

T4k

MTU

ZDT 4RI, KKEEL=y NEBEELET,
7 7 4 /V MEIE 1290 /34 KT,

Be/MEIX 256 /31 R T,

BKAEIE 1406 /31 T,

[(X—7" 7747
(Keep alive) ]

ZDT 4=V RIE, VAT ARX =TT IAT A=V EEET
HL—bhEBEELET,

Gx) ZOEREBa S TH Y 5D Unified Communications
Manager CHE SN-EL Y /S WA, VPN a2
YRL—EDOX—T T IATREILL > TZOREN E
EXINET,

FT7 )60 F
f/IME : 0
eRAE - 120 B

[l LR (Fail to

Connect) |

DT 4=V RiE, YAT LN VPN b Z2ER L TWARIZ,
07 A CBREE T TR ER T T T A O E R T AR A EE L E
To

F7FILN 30
/M 2 0

e KA 600 7

[V T4 7 > hNadiEls
. (Client
Authentication
Method) ]

Ry X URARNNL, 72747 FORBREFRNEZBRIRL £,
o [—HBILOVRAT— K (User and Password) ]
e NNAT— KD &

o [fEAAE (LSC £7-1Z MIC) (Certificate (LSC or MIC)) ]

FI7 b [2—FBLIUVSZAT—F (User and Password) ]

[/SA T — ROkl
ZHNZT 5 (Enable

Password Persistence) ]

XV (True) 1OHA, VY FT572DIC[UEY b (Reset) AR H
VET e NMERHIND L, 22— 2T — RTEHEE T
R SNET, BIEEOBERD KOS, T T HREOKE
WUty b E, RU—RIKbI, EifETr LT v Y L
DEFETA B ZADRFIET,

57 %)V I : False
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J4—IJLF T4k

[RAMDF =y 7% |[IE (True) 1 DA, 77— U = A FEHF subjectAltName F 72 1%
A%t (EnableHostID |CN |, VPN 7 7 A 7> h Ot URL & —HT 50BN H Y £
Check) ] 7,

T 74V B [IEW (True) |

HBOBETOT 74 )LA~D VPN OFHDENN

—fRB 7R ERE T 0 7 7 A VT VPN OFEMIZ BN 2121%, WOFIEZFEH L E9,

AT 71 [Cisco Unified CM %2 (Cisco Unified CM Administration) 1725, PAFZEIRL E3, [T/31 R (Device) ]>
[T/314 RDERFE (Device Settings) | > [#BEDEZE TR T 7 4 )L (Common Phone Profile) ],

ATw 72 [#%F (Find) 127U 7 LT, VPN OFEMZBINT 2 IGAETE 7o 7 7 A VERIRLE,

AT w73 [VPNIE#H (VPN Information) |& 7 + =T, )7 [VPNZ /L —7" (VPN Group) ]H LU [VPNT 17 7
A /L (VPN Profile) ] Zi®#IRL 7,

ATy T4 [fR7FE (Save) ]. [RRED#EH (Apply Config) 1 DINEIZZ VUV » 7 LET,
ATy TE REDWHY 4 U T[OK] %227 U7 LET,
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



